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HELTEX

Bepcua AOKYMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 8.3

02.2026

CuHxpoHM3auma c sepcueti N0 10.4.3.3

Bepcua 8.2

12.2025

CuHXpoHM3auma c Bepcuelri MO 10.4.3.1

Bepcua 8.1

10.2025

CuHXpoHM3aumsa ¢ Bepcumeit MO 10.4.3
[ob6aeneHa nHdopmauma o6 yctponctee MES2420D-24DP

M3meHeHusA B pasgenax:

- 1.3 OCHOBHblE TEXHUYECKME XapaKTEPUCTUKN

- 1.4 KOHCTPYKTMBHOE UCNOAHEHNE

- 4.8.2 HacTpoiika VLAN 1 pexXxmmoB KOMMYTaumMn nHTeppencos

- 4.18 }KypHan aBapwuit, npotokon SYSLOG

-4.21.7 NpoBepKa NOAANHHOCTU KNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcua 8.0

08.2025

CuHXpoHM3auma ¢ Bepcueli N0 10.4.2.1

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 1.4 KOHCTPYKTMBHOE UCMONHEHWE

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

Bepcna 7.9

05.2025

CuHXpoHM3auma c sepcueii N0 10.3.6.13

Bepcna 7.8

04.2025

CuHXpoHM3auma c sepcueid M0 10.3.6.11

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN
-4.17.1 MexaHusm AAA

- 4.18 KypHan aBapuii, npotokon SYSLOG
-4.27.1 Hactpoiika QoS

Bepcua 7.7

12.2024

CuHxpoHM3aumsa ¢ sepcueli N0 10.3.6.6

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 4.15 HacTpoiika npotokosa OAM

- 4.28 KoHourypauma npoTOKON0B MapLLpyTU3aLmm

Bepcua 7.6

09.2024

CuHxpoHMu3auma ¢ sepcueli MO 10.3.6.3
[ob6asneHa nHpopmauma o6 ycrporicteax MES3400-48F, MES2420B-24D

M3meHeHusA B pasgenax:

- 1.2.4 dyHKUMM TpeTbero yposHs ceteBoi mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNEe XapaKTepUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMONHEHNE

- 2.2 YcTaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

Bepcua 7.5

06.2024

CuHXxpoHM3aumsa ¢ sepcueli N0 10.3.6
[o6asneHa nHdopmauma o6 ycrtporicteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHM3aumsa ¢ sepcueit MO 10.3.5

MN3meHeHus B pasgenax:

- 1.2.4 dyHKUMM TpeTbero ypoBHs ceTeBoi mogenm OSI
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM

- 2.2 YcTaHoBKa ycTpoiictea MES3710P Ha DIN-peliky

[o6asneHbl pasgensi:
- 4.14.3.3 HactpoWika npotokona Rapid-PVST+

Bepcua 7.3

11.2023

CuHxpoHu3aumn c sepcueii MO 10.3.4
[ob6asneHa nHdopmauma o6 yctporictee MES2420-48P

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYEeCKNE XapaKTepPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCNONAHEHNE

- 4.25 KoHourypauma ACL (cnnckun KoHTponsa goctyna)

Bepcua 7.2

06.2023

CuHXpoHM3auma c Bepcueli N0 10.3.3.1
Job6asneHa nHdopmauma o6 ycrpoiicteax MES3400-24, MES3400-24F,
MES3400-48.

N3meHeHwuA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

- 1.4 KOHCTPYKTMBHOE UCNONAHEHNE

Bepcna 7.1

06.2023

CuHXpoHM3auma c Bepcueli MO 10.3.3

[ob6asneHa nHdpopmauma o6 yctporicteax MES2424FB, MES3710P.

M3meHeHwus B pa3genax:
- 1.3 OCHOBHble TEXHUYECKME XaPAKTEPUCTUKM
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[o6asneHbl pasgensi:

- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3
- 4.28.5 Hactpoliika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHM3auma ¢ sepcumeit MO 10.3.1

MN3meHeHus B pasgenax:
- 1.2.4 ®yHKLMYM TpeTbero ypoBHA ceTeBol mogenu OSI
- 1.3 OCHOBHbIe TEXHUYECKME XapaKTEPUCTUKHN

[ob6asneHbl pasgensi:
- 4.28 KoHurypaums npoToKoI0B MapLIpyTU3aLmm

Bepcua 6.5

11.2022

CuHXpoHM3auma c Bepcueit MO 10.2.10
JOob6asneHa nHpopmauma o6 ycrpoictee MES2448P

N3meHeHwuA B pasgenax:

- 1.2.6 ®yHKLMYM 0becneyeHnn 6esonacHOCTH
- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM
- 4.22 dyHkuumn DHCP Relay nocpegHuka

[o6asneHbl pasgensi:
- 4.30.6 KomaHapb! ana otnagku npotokona DHCP

Bepcua 6.4

10.2022

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.9.4

Bepcua 6.3

08.2022

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.9

N3meHeHwuA B pasgenax:

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.14.6 Hactpoliika npoTtokona G.8032v2 (ERPS)
-4.17.5.1 Telnet, SSH

- 4.30.8 OTnagka ¢oyHKummn DCS

Bepcua 6.2

06.2022

CuHxpoHM3auua ¢ sepcueii MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctponctee MES2424P.

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM

-4.17.1 MexaHusm AAA

-4.21.6 Hactpoliika ¢pyHkummn MAC Address Notification

[obaBneHbl pasgensbl:
- 4.14.6 HacTpolika npoTokona G.8032v2 (ERPS)
-4.16.5 KoHdurypauma IGMP proxy

Bepcua 6.1

11.2021

CuHXpoHM3auma c sepcueli N0 10.2.7.2

N3meHeHun B pasgenax:

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.21.8 Hactpoiika ¢yHKumm IPv6 RA Guard
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcusa 6.0

10.2021

[o6asneHa nHpopmauma 06 ycrponctee MES2411X

Bepcua 5.9

10.2021

CuHxpoHM3auma ¢ sepcumeit M0 10.2.7

N3meHeHwuA B pasgenax:

- 4.3 HacTpoiKa MaKpoKOMaHz,

- 4.4 KomaHapl ynpaBieHUs cuctemom
- 4.30.8 OTnaaka ¢yHKumm DCS

- 4.30 Pexxnm oTnagku

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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[o6asneHbl pasgensi:
-4.21.7 NpoBepKa NOAANHHOCTU KNMEHTA Ha ocHoBe nopTa (cTaHaapT 802.1x)

Bepcua 5.8

07.2021

CuHXpoHM3auma c Bepcueli MO 10.2.6.3

Bepcna 5.7

05.2021

CuHxpoHM3aumsa ¢ Bepcueit M0 10.2.6

M3meHeHusA B pasgenax:

-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.12 HacTpoiika IPv4-agpecaumm

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

-4.17.4 Cnuckm goctyna ACL ansa ynpaBieHUs yCTPOMACTBOM
-4.21.6 HacTtpolika ¢oyHKummn MAC Address Notification

- 4.25 KoHowurypaumsa ACL (cnmMcku KoHTpoAs goctyna)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
-4.21.9 Hactpolika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHXpoHM3auma ¢ sepcumeit MO 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3aumsa ¢ sepcumeit MO 10.2.5
[ob6asneHa nHpopmauma o6 yctporicteax MES2448 DC, MES2448B.

MN3meHeHus B pasgenax:

- 1.1 HasHayeHue

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN

- 1.4.1 BHEWHWI BUA M ONMcCaHWe NepeaHel NaHenu ycTpoucTs

- 1.4.2 3agHAA 1 BepXHAA NaHeM YCTPOUCTB

- 1.5 KomnnekT nocTaBku

- 4.4 KomaHabl ynpasaeHnsa cuctemon

- 4.8.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KOMMyTaLmMK MHTepdelicos
-4.21.8 HacTtpolika ¢yHKumm IPv6 RA Guard

- 4.15 HacTpoiika npotokosa OAM

-4.27.1 Hactpoiika QoS

- MpunoxeHue B. Ouepeau gna npuHnumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

MN3meHeHuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNEe XapaKTepUCTUKM

- 4.4 KomaHabl ynpasaeHUs cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uxTep-
deiicos

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoOMMyTaLmMu MHTepdelicos

- 4.11 Mpynnbl arperauun kaHanos — Link Aggregation Group (LAG)
-4.21.8 Hactpoiika ¢oyHKumn IPv6 RA Guard

-4.14.3.1 HacTtpoka npotokona STP, RSTP

- 4.15 Hactpoiika npotokosa OAM

- 4.18 ypHan aBapuii, npotokon SYSLOG

-4.21.6 Hactpoliika ¢pyHKummn MAC Address Notification

-4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma o6 ycrponctee MES3708P.

N3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKN

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa gocTyna K ycTpoicTey
- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 Napametpbl Ethernet-uHtepdeitcos, Port-Channel un Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos

-4.17.1 MexaHusm AAA

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokona DHCP u onuua 82

-4.21.4 3awmTa IP-agpeca KamnenTa (IP Source Guard)

[JobaBneHbl pasgensbl:
- 4.3 HacTpoiKa MaKpOKOMaHA,

Bepcua 5.2

07.2020

M3meHeHun B pa3genax:

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 3.6.2.2 HacTpoiika ctatuyeckoro IP-agpeca, Macku NOACETM U W/I03a NO YMOA-
YaHuio

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa goctyna K ycTpoincrey
- 4.6.2 KomaHabl ans pabotsl ¢ pannamm

- 4.8.2 HacTpoiika VLAN 1 pexXxnmoB KOMMYyTaumMn nHTeppencos

-4.21.8 Hactpoliika ¢yHKumm IPv6 RA Guard

- 4.15 Hactpovika npotokosa OAM

- 4.18 }KypHan aBapwuit, npotokon SYSLOG

-4.20.2 dnekTponuTaHue no anHuam Ethernet (PoE)

-4.21.3 DSLAM Controller Solution (DCS)

-4.21.4 3awumTa IP-agpeca KnueHTa (IP Source Guard)

-4.27.1 Hactpoiika QoS

[ob6asneHbl pasgensi:
- MpwunoxeHue . PaclwmdpoBKa cnmcKa NpoL,eccos

Bepcua 5.1

06.2020

[ob6asneHa nHdopmauma 06 yctponcteax MES2424, MES2424B.

MN3meHeHusa B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKN

- 1.4.1 BHewHW1 BUA U oNMcaHue nepeaHel NaHenn ycTponcTe
- 4.6.3 KomaHapl Ans pesepBMpoBaHusa KoHdUrypaumum

Bepcua 5.0

03.2020

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKMN

- 3.6.2.1 3agaHue napons gns nonab3osatena «admin» U co3gaHMe HOBbIX NOJb-
3oBaTenein

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ana gocrtyna K ycTpoicTey

- 4.4 KomaHabl ynpasaeHna cuctemon

- 4.6.2 KomaHab! ana pabotsl ¢ pannamu

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMMyTaumn nHTepodencos

-4.17.1 MexaHusm AAA

- 4.30.4 XypHannposaHue OTNaZ04HbIX COOOLLEHN

[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwunoxeHue B. Ouepeaun ana npuHumaemoro Ha CPU Tpaduka

Bepcua 4.5

12.2019

M3meHeHusA B pasgenax:

- 3.6.2 ba3oBanA HaCTpPOWKa KoMmyTaTopa

- 4.8.2 Hactpoika VLAN 1 pexMmoB KoMMyTaLmMu MHTepdelicos
- 4.9 Selective Q-in-Q

-4.20.1 AnarHocTMKka megHoro Kabens

-4.21.2 KoHTponb npoTtokosa DHCP v onuua 82

Bepcna 4.4

11.2019

N3meHeHwuA B pasgenax:
-4.17.5.2 HacTpoiika napameTpoB npoTokona SNMP gna goctyna K ycTponcTasy
- 4.20.2 dnekTponuTaHue no AMHuam Ethernet (PoE)

Bepcusa 4.3

10.2019

N3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEePUCTUKN

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.20.2 dnekTponuTaHue no vHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)

Job6asneHbl pasgensi:

- 4.2 dunbTpauma coobLLeHN KOMaHLHOM CTPOKM

- 4.5 KomaHzabl Ana HAacTPOMKM NapameTpoB 414 3a4aHuaA naponei
- 4.6.3 KomaHap!l Ans pesepBrMpoBaHus KoHdUrypauum

- 4.30 Pexxum oTnagKkun

Bepcusa 4.2

08.2019

MN3meHeHus B pasgenax:

- 3.6.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoictay
- 4.8.2 HacTpoiika VLAN 1 pexxmmoB KOMMYyTaumMn nHTeppencos

-4.17.3 Npotokon TACACS+

-4.21.2 KoHTponb npoTtokona DHCP u onuua 82

Bepcus 4.1

06.2019

M3meHeHus B pasgenax:
— Storm Control gna pasaunyHoro Tpadumka (broadcast, multicast, unknown
unicast)

Bepcusa 4.0

06.2019

M3meHeHun B pa3genax:
— HayvasnbHas HacTpoika KoMmmyTaTopa

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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— Hactpoiika napameTtpos npotokona SNMP ana noctyna K ycTpoicTsy
— dneKkTponutaHue no anHuam Ethernet (PoE)
Bepcusa 3.0 03.2019 [ob6asneHa nHdopmauma 06 yctponcteax cepmm MES2408x n MES2428P.
[o6asneHbl pasgensi:
— ABTOMaTM4YeCcKas HacTpolKa NapameTpoB KOMMyTaTopa
(zero Touch Provisioning)
— Selective Q-in-Q
— HacTpolika npotokona OAM
—MpoTtokon TACACS+
— DieKTponuTaHue no AMHuam Ethernet (PoE)
—MpoTtokon UDLD
—3awwmrTa IP-agpeca knmneHTa (IP Source Guard)
Bepcua 2.0 01.2019 BTopas nybavkauus.
Bepcua 1.0 12.2018 MepBana nybavKkaums.
Bepcua nporpammHoro o6ecneuenuns 10.4.3.3

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO MX BBOJA NpeaocTaBAAeT onpeaeneHHble A0MNOAHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOZAMMO 3aMEHUTb COOTBETCTBYHOLLMM CIOBOM WU/ CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.

10 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

BBEAEHUE

B nocnegHue ropbl Habnogaetca TEHOEHUMA K OCYLWLECTBAEHWUIO MAcCWTAbHbIX MPOEKToB Mo
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOM apXMTEKTYpe CeTei cnepyowero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymeBaeT Bbl6Op TaKoOW TOMNOMOMMKM CeTM, KOTOpas Mo3BOAAET IMBKO OCYLLecTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CETAX
KPYNHbIX NpeanpuaTUii U NpeanpuaTuii manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLMn 3allm-LLEHHbIX OTKA30YCTOMUMBLIX CETEN Nnepesaym AaHHbIX Ha 06beKTax, rae Heobxoanmo
BbiNO/SIHEHWEe TpeboBaHMI NO 0b6ECcneYeHUo YCTOMYMBOCTM K BO3AEUCTBMAM pPas3NMYHOMO BUAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToAWeEM pPYKOBOACTBE U3/10XKEHbI HAa3HAYEHWNE, TEXHUYECKNE XapaKTEPUCTUKM, peKOMeHAALNN
MO Ha4ya/NbHOW HACTPOMKE, CUMHTAKCUC KOMaHA, ANA KOHUrypauuu, MOHUTOPWHrAa W obBHOBAEHMA
nporpammHoro obecneyeHns KommyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHbIE GYHKLUMM HA KaHA/IbHOM M CETEBOM YPOBHAX moaenm OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOmMyTaTOpbl MES2408X MMetOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D, MES2420D-24DP nmetoT B cBOeM cocTase 24 3NeKTPUYECKUX
nopta 2,5 Gigabit Ethernet n 4 ontTnyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcHMBEpOB.

CeTteBble KOMmMyTaTOpbl MES2428x MMetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx nopta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpMYecKmx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBeEpPOB.

CeteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepOB.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 ontudeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCUBEPOB.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuyeckmx noptos Gigabit
Ethernet n 4 onTnueckmx nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnueckux nopra Gigabit Ethernet ana ycraHoBkn SFP-TpaHcrBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3oevie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBblx GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 33aJePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh nepesady CBEPXA/AMHHBIX KagpoB, YTO MO3BONAET ne-
pefaBaTb AAHHbIE MEHBLIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-aapecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTtop cocrasaser B namatv Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYeHMA, AaHHble, NOCTyNalwoLlmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gns xocta, MAC-agpec
KOTOPOrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKa3aHHbIW B Tabauue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kagp, afpecoBaHHbI MHOroagpecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiicTea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHMU He MOCTyNalT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TAOAMLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBoM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuTb CTaTUYecKue 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauusa npotokona IGMP no3sBonsier Ha ocHoBe WMHGOPMaLMK, NOAYYEHHON
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue yCcTponcTea B ceTm

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauma npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATb MHOT0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbLWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOSALIME NAaKEeTbl HA KOHTPOAMPYIOLWMI nopT. Y
No/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

OanHaa GyHKUMA NO3BONAET Ha3Ha4uTb NopTty ero uplink-nopT, Ha KoTopbin 6es3-
YC/0BHO ByAeT nepeHanpasBAAaTbCA Becb TpaduK, obecneymsan Tem cambim U30AA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselwatensHom gomeHe (VLAN) B npegenax 04HOro KOMmyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TOMNOAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaOTCA KOHUIYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kaapbl cneumansHoro dopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepPU3yeTca MeHbLWMM BpEMEHEM NPUBEAEHNA CETU K APEBOBUAHOMN TONOAOMMM
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Mooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeAHa3HayYeH 414 NOBbIWEHNA YCTOMYMBOCTU U HALEKHOCTM CETU Nne-
pegayn AaHHbIX, UMeloLel KONbLEBYIO TOMOJIOMUIO, 3a CHET CHUMXEHWUA BPEMEHM

BOCCTAHOB/IEHWA CETM B C/ly4ae aBapuu. Bpems BocCcTaHOBAEHUA He npesbiwaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHUM NPOTOKO/I0B CEMECTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yowmx o4HY LUMPOKOBELLLATE/IbHYO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHIA COCTOAHMA KaHana. B aTom npoTokose gns nepegaydn MHPopmalmm o co-
CTOSIHUM KaHafa Mexay HenocpencTBeHHO MNOAKAHOYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA No BXoAAawMm noptam. [laHHoe
pelleHMe NO3BONAET UCMO/Ib30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
Moddepxka 802.1Q TpaduKa gna nepegaum nHbopmauumn o npuHagaexHoctn K VLAN. MNossonseT umc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Mpotokon LACP obecneynBaeTt aBTomatTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BOSMOXHOCTb 06 begMHEHNA KaHANOoB, U B
C/ly4ae O0TKa3a coeguHeHUA, BXogALLero B 06begMHEHHDBIN KaHas, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

B ycTpoicTBax nogaepkmeaetca GyHKLMA CO34aHMA FPYNN KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTMYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
Co3daHue epynn LAG KOMMYTATOp WM KOMMYTaTOP—CepPBEP, HO M MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMM nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXnme.

Mo3BonseT HasHa4aTb BHewHMi VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuabTpauMmM No Homepam BHyTpeHHux VLAN
Selective Q-in-Q (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B oTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

Cmamuyeckue IP- AAMUHUCTPATOP KOMMYTaTopa MMeeT BO3MOXHOCTb A06aBAATb U yaanaTb cTaTuye-
mapwpymeol CKMe 3anuncu B Tabimuy mapLipyTmsaumm.
KnueHmeoi BootP u v . 6 P
. cTpoicTBa CnoCOBHbI  aBTOMATUYECKM MoJyyYaTb -afpec Mo MPOTOKON

DHCP (Dynamic Host Boorch /DHCP Y AP P 4
Configuration Protocol) '
lpomokon ARP ARP — npoToKos conocTaBnieHua IP-agpeca u pusndeckoro agpeca ycrporictea. Coort-
(Address Resolution BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBEeTa OT Y3/1a CeTW, agpec y3/a 3a-
Protocol) npalmMBaeTca B LUMPOKOBELLLATE/IbHOM MaKeTe.

IGMP Proxy — HKUMA YNPOLWEHHOW MapLlupyTU3auumM MHOroaapecHbIX AaHHbIX
®yHKyus IGMP proxy y — oyHKumMa ynpouy ppyTH3aL, ap it

MeXAy ceTamu. s ynpaBieHMa mapLipyT13aumein ncnobsyertcs npotokon IGMP.

MpoTtokon VRRP npegHasHavyeH gna pesepBMpoOBaHNA MApPLLIPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W33 NO YMOAYaHUI0. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbIV ByaeT MCnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

lpomokon VRRP

OSPF (Open Shortest Path First) — npoTokon gMHaMn4yeckon mapLupyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTC/AEXKMBAHMA COCTOAHUA KaHana (link-state technology) u
MCMO/b3YIOWMINCA ANA HAXOXKAEHUA KpaTyaliwero nyTu anroputm [eikcTpbl. MNpoTo-

Mpomokon OSPFv2 .

P kKon OSPF npeactaBnset coboi NpoToKoa BHyTpeHHero wnto3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHaeT MHGopmMaLmio 0 AOCTYNHbIX IPv4-mapLlupyTax mexay mapLu-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

MpoToKon gnHamuyeckol mapwpyTtmnsauum OSPFv3 pacnpocTpaHsaeT MHbopMaLmio o
lpomokon OSPFv3 AOCTYNHbIX IPV6-MaplupyTax mexay MapluipyTM3aTopamu OA4HOM aBTOHOMHOMN CU-

CTeMbl.
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lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKO/IAM MapLIpyTM3aLMM AUCTAaHULMOHHO-BEKTOPHOrO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpOICTBO NoaaepKnBaeT NPUOPUTE3aLMI0 UCXOAALLEro TpaduMKa No ovepessam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos No o4epeasm MOXeT NPOoM3BOANTLCA B pe-
3y/ibTaTe KAaccudrKaLumMm NaKeToB Mo Pas/IMYHbIM MOJIAM B 3aro/I0BKax NaKkeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHgapT 802.1p cneumdpuumnpyeT MeToq yKasaHUa NpuopuTeTa Kaapa v anroputm
MCMNONb30BaHMA NPUOPUTETA B LENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e30nacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeHa3Ha4YeHHana A4 3alnTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaZeXHbIX MOPTOB NyTEM MOCTPOEHUA U NoAdepKaHua 6asbl JaHHbLIX NMPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHAeT aAenctsus
6paHaMayspa MeXay HEHaAEKHbIMU MopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLlen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHasa A1A 3aWmUTbl OT aTaK C UCNOb30BaHUEM
npoTtokosa ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOro NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAaToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMyTaTop OoTbpacbiBaeT NakerT.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHdOpMaLMK, coaepsKaLlleinca B 3arosI0BKax yposHeit 2, 3 u 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HacTpouTb 40 100 Npasu, COrnacHo KOTOPbIM Naket 6y-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpunBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKM CKOHOUTYpPUpPOBaAHHbIX IP-aapecoB. PyHKUMA ncnonblyeTca ans 6opbbbl c noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HacTPOMKK, KOTOPbIM COAEPKUT AaH-
Hble KOHPUIYpaL MK KaK BCE CUCTEMbI B LLE/IOM, TaK M onpese/ieHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainos. NpoToKon oc-
HOBAH Ha TpaHcNopTHOM npoToKone UDP.

YcTpoiicTBa NoOAAepKMBAOT 3arpysky M nepegady no gaHHOMy npoTtokony ¢dannos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUsa CeTeBbIM YCTPOM-

lNpomokon SNMP cTBOM. 1A ynpasaeHUA AOCTYNOM K CMCTEME ONpeaensaeTca CIMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KabHO Yepes no-
Unmepdpeiic cneposaTtesibHbI nopT RS-232, anbo ypnaneHHo yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLLEeHNI0 06bemMa BBOANMbIX SAHHbIX.

Syslog

Syslog — npoTokon, obecneynBatoLLMin Nepesady coobLEHNI O NPOUCXOAALLUX B CU-
cTeme cobbITUSAX, a TaKKe yBeAoMAeHNN 06 olwMbKax yaaieHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NnpOTOKOAN CUMHXPOHU3ALMK BPEMEHMU CETU, rAPAHTUPYET TOYHOCTb
CUMHXPOHM3ALLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM 0 MUNINCEKYHAbI.

Traceroute — cnykebHas GyHKLMA, NpegHa3HauYeHHan 414 onpeaesieHns MapLupyTos

Traceroute
nepefaye AaHHbIX B IP-ceTax.
Ynpaenexue .
AZMMHUCTPATOP MOXET onpeaennTb ypoBHM NPUBUAETMIA A0CTyNa A4 NO/b30oBaTe-
KOHMponupyemoim . . -
Neli YCTPOMCTBA M XapaKTEPUCTUKU O/1A KaXKL0r0 YPOBHA NPUBUAETUIA (TONbKO ONA
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusunez2uu
KommyTtaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
unmepdeiica TMNa gocTyna:
P e Telnet (CLI over Telnet Session);
ynpaesneHuUua . SNMP:
e SSH.
JlokanbHasa [na nokanbHol ayTeHTUMKaALMM NoAAEPKUBAETCA XPaHEHWe Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyliecTBaneT LeHTpaIn30BaHHOe ynpaBaeHne ceTeBbIMK aapecammn
W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKU Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
peep . MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2448, MIES2448B,
MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Knuenm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NO/b30BaTe/Ie, KOTOPaA COAEPHKUT AaHHbIe
NPOBEPKM NOAAMHHOCTU ANA KAXKA0ro nosb3osatensa. KommyTtaTopbl cogepat Kaum-
E€HTCKYH YacTb npoTokoaa RADIUS.
TACACS+ YCTpOICTBO NpesoCcTaBaAAeT NOAAEPKKY NPOBEPKM NOAJAMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYO
(Terminal Access cuctemy 6esonacHocTM A NPOBEPKM NO/Mb30BATENEN, NOAYYAKOLWMX AOCTYN K
Controller Access w AR nposep ’ yHaiotx pocty
YCTPOMCTBY, @ TAKXKe LeHTPA/AM30BaHHYI0 CUCTEMY ynpasaeHua npu cobntoaeHun
Control System)

cosmectumocTtm ¢ RADIUS u gpyrumu npoueccamm NpoBepPKM NOSAMHHOCTM.
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1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTEbHbIE GYHKLMWN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabess | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpoCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TECTUPOBAHUN OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYECKOro obHapyeHua notepu
Link Detection) OBYXCTOPOHHEN KOMMYHMUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.
KommyTaTop obnasaeT Bcemn HEObXOAMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BennumHa 3agepkkn GOOSE-coobueHns npu nepegave;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHom rpynn BewaHma.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTePUCTUKHU

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

m:iiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D
MES2420D-24DP

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c
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MES2428
MES2428P 56 6ut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 T6ut/c

MES2420B-24D

MES2420D-24pp | 200 M/c

MES2411X 236 [out/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

MpoussoauTens- MES2410-08DU

59,5 MPPS

HOCTb Ha NaKeTax

LNMHOW 64 Baiital MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES24208B-24D

MES2420D-24pp | 488 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt
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MES2424
MES24248B
MES2424FB
MES2424pP
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aunt

MES2410-08DP
MES2410-08DU
MES2420-48P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6aunt
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Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Nopnepxka VLAN

cornacHo 802.1Q ao 4094 aktneHbix VLAN

KonnuecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023
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MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448pP
MES2411X 4094
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES2424

MES2424B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konnyectso rpynn
L3 Multicast
(IGMP proxy)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
MAC-based VLAN MES2428P
MES2428B
MES3708P

128 Ha ntoboe KonyecTso MHTepdencos

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 Ha toHuT ¥ 2

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obwue annapaTHble pecypcbl.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 Ha toHuT ¥?

KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P
MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

100 Ha toHuT ?

! lo6aBneHne npaBmaa Ha Kaxablid NOPT pacxoayeT annapaTHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obLwue annapaTHble Pecypebl.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

Konunyectso npasun 1024 (ingress®?)/512 (egress)

SQinQ

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048 (ingress?)/1024 (egress)
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC - 381
MES2408P IPv4/IPv6 — 227/128
MES2408PL
Konnuectso npasun | MES2428
ACL MES2428P
MES2428B
MES3708P

MES2424
MES2424B
MES2424FB MAC - 509
MES2424P IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3ytoT obume annapaTHbie pecypcbi.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MAC-765
IPv4/IPv6 — 640/320

Konunyectso npasmn ACL B ogHom ACL

Konnyectso mapuu-
pyTos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konnyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424p
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512
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Konnyectso VRRP-
MapLpyTN3aTOPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32

Konwnuectso L3-uH-
Tepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxgom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxkgom vlan, no 512 IPv6 GUA cym-
MapHO ana Bcex vlan

Konnuectso BnpTyanbHbix Loopback-nH-

TepdelicoB

10
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, o 8 noptos B ogHOom LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC 64 rpynnsbl, Ao 8 noptos B ogHom LAG
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I1-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Arperau,Mﬂ KaHa/10B
(LAG)

Konunyectso akszemnnapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konnuectso DHCP pool! 5

Kosimuectso aapecos, BblaaBaemMbIx

4096
DHCP-cepsepom?

Konnuectso cTatnyeckmx 3anmnceit DHCP- | 512, Bkatoyan Bce cTaTUyecKue 3anmcu aasa ogHoro
cepsepa’ naeHTudmMKaTopa

npuopuTnsaLma Tpaduka, 8 yposHe
KauecTtBo 06cnyxnBaHus QoS 8 BbIXOAHbIX oyepeael C pasHbIMU MPUOPUTETAMM ANA KAXKLOMO
nopTta

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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CBepxg/IMHHbIE

Kagpsl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MaKCMManbHbIN padmep naketos 10000 6ant

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbIM pasmep naketoB 12288 6ant

CooTBeTCTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2420D-
24DP, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JNlokanbHoe ynpaeneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web
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dusnuyeckme xapakTepucTUKU U yCNOBUA OKpYKaloLeit cpeabl

NcToYyHMKM
nutaHmal

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

MES2411X

MES2410-08DP ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3708P

MES2410-08DU ceTb nepemeHHoro Toka: 200240 B, 50-60 Iy,
ME>1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408

MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOIO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOIO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

CeTb NOCTOAHHOIO TOKa: 3672 B

BapuaHTbl MUTAHUA:

- OAUH UCTOYHUK NUTAHNA NOCTOAHHOIO NN nepemeHHOro ToKa,

- ABAa NUCTOYHMKA NMUTAHMA MOCTOAHHOIO MAN NEepPeMeHHOro ToKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2420D-24DP

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

ceTb nepemeHHOro Toka: 100-240 B, 47-63 'y, ansa PM450-220/56
ceTb nepemeHHOro Toka: 100-240 B, 47-63 'y, ansa PM380-220/56
ceTb NOCTOAHHOro ToKa: 36—72 B ana PM380-48/56

MES2448P
- OAMH UCTOYHMK NUTAaHWNA NOCTOAHHOIO UM NEPEMEHHOTO TOKa;
- ABa UCTOYHMKA NUTAHWUA MOCTOAHHOIO UAM NEepPEeMEHHOro ToKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl
MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B
MES2428P CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B
ceTb NnepemeHHoro Toka: 100-240 B, 47-63 'y, ana PM165-220/12
ceTb NnepemeHHoro Toka: 100-240 B, 47-63 'y, ana PM160-220/12
MES3400-24 ceTb nepemeHHoro Toka: 100-240 B, 47—-63 'y, ana PM65-220/122
MES34001-24 ceTb NOCTOAHHOrO ToKa: 36—72 B ana PM100-48/12
MES3400-24F BapMaAHTbl NUTAHUA:
MES3400-48 - OAVH NCTOYHUK NUTAaHUA NOCTOAHHOIO MW NEePeMEHHOrO TOKa;

- ABa UCTOYHUKaA NMUTAaHUA NMOCTOAHHOIO Uan nepemeHHOro Toka C
BO3MOMHOCTbIO I'Opﬂ‘-lel‘/JI 3aMeHbl

! ina ycrpoitcts MES1428 AC, MES1428B AC, MES2408 AC, MES2408B AC, MES2408C AC, MES2428 AC, MES2424 AC,
MES2424B AC, MES2424FB AC, MES2411X AC, MES2420B-24D AC, MES2448B AC pgonycKaeTca aneKTponutaHue oT
NOCTOAHHOTO HanpAXeHua, aManasoH 120-370 B DC.

2 Ina 6noka nutaHma PM65-220/12 gonyckaeTca aNeKTponuTaHne oT NOCTOAHHOIO HanpaXKeHus, ananasoH 120-370

B DC.
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MES3400-48F

ceTb nepemeHHoro Toka: 100-240 B, 47-63 'y, ana PM165-220/12
ceTb NepemeHHoro Toka: 100-240 B, 47-63 'y ana PM160-220/12
ceTb NOCTOAHHOrO ToKa: 36—72 B ana PM100-48/12

BapWaHTbl NUTAHUA:

- OAMH NUCTOYHMK MUTAHMA NOCTOAHHOIO UM NEPEMEHHOIO TOKa;

- ABA UCTOYHMKA NUTAHWMA MOCTOAHHOIO WM MEPEMEHHOrO TOKA C
BO3MOHOCTbO ropaYeit 3ameHbl

CETb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/tOYEHHOM dyHKumnen PoE: 48-57 B
C BbIKAtOYeHHOW yHKLUmMel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
aKKymynAaTopHas b6atapes: 12 B DC
XapaKTepUCTUKM 3apAgHOIo YyCTPOIMCTBA:
- TOK 3apAaga:
+ - .
MES24088 1,6£0.1 A — MES2408B, MES2424B, MES2428B,;
MES24248 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB ;gisgﬂsm;me cpabaTbiBaHMA pacuenuTens Harpysku —
MES2428B a
- NOPOroBoe HanpAXeHue MHAMKaLUMM HU3Koro 3apaga — 11 B
MES2420B-24D
MES2448B V CeuyeHue nposopa ana noakntoueHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHayetca ucnonb3osatb AKb
€MKOCTbl0 He meHee 12 Ah, gna MES2424FB,
MES2420B-24D, MES2448B pekomeHAayeTca UC-
nonb3oBaTb AKb emKoCTblo He meHee 9 Ah.
AC: SPM30-220/12,50 A, 5 mc
MES1428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES1428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12,50 A, 5 mc
MES2408 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2408C AC: SPM30-220/12,50 A, 5 mc
AC: SPM270-220/56, 36 A, 4 mc
MES2408P DC: SPM270-48/56, 115 A, 5 mc
MES2408CP AC: SPM160-220/56, 40 A, 4 mc
MES2408PL AC: SPM80-220/56, 50 A, 4 mc
MES2408B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12, 34 A, 6 mc
ryckoBble TOKM MES2428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM380-220/56, 25 A, 6 mc
ES242
MES2428P DC: SPM380-48/56, 200 A, 5 mc (72 B)
MES2424 AC AC: SPM30-220/12,50 A, 5 mc
MES2424 DC DC: SPM30-48/12, 120 A, 0,6 mc (72B)
MES2424pP AC: SPM380-220/56, 25 A, 6 Mc
MES2424B AC: SPM45B-220/12, 15 A, 6 mc
MES2424FB AC: SPM60B-220/12, 40 A, 1 mc
MES2448B AC: SPM60B-220/12, 40 A, 1 mc
MES2448P AC: PM380-220/56, 25 A, 6 mc

AC: PM450-220/56, 15 A, 4 mc
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MES2411X

AC: SPM35-220/12, 34 A, 6 Mmc

MES2410-08DP

AC: SPM290-220/56, 20 A, 8 mc

MES2410-08DU

AC: SPM750-220/56, 90 A, 6 mc

MES24208B-24D

AC: SPM60B-220/12, 40 A, 1 mc

MES2420D-24DP

AC: PM450-220/56, 15 A, 4 mc

MES3400-24

AC: PM65-220/12,30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3400-24F

AC: PM65-220/12,30 A, 4 mc
AC: PM165-220/12, 23 A, 5 mc

AC: PM65-220/12,30 A, 4 mc
AC: PM160-220/12, 50 A, 8 mc

MES34001-24 AC: PM165-220/12, 23 A, 5 McC
DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3400.48 AC: PM65-220/12, 30 A, 4 mc

AC: PM165-220/12, 23 A, 5 mc

MES3400-48F

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3710P DC: DRS-270-56, 300 A, 1 mc
MES1428 AC
MES2408C 1087
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yuyeTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yuyeTom Harpysku PoE)
mgz;gggg AC 275 BT (c y4yeTom Harpysku PoE)
MES2408P DC 280 BT (c yyeTom Harpysku PoE)
MaKcUManbHas MES2408PL 80 BT (c yueTom Harpysku PoE)
notpebnsemas MES2428 18 BT
MOLWLHOCTb MES2428B 45 Bt
MES2428P AC 420 BT (c yyeTom Harpysku PoE)
MES2428P DC 450 BT (c yueTom Harpysku PoE)
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES24248B 49 Bt
MES2424FB 75 BT
MES2424pP 420 BT (c yueTom Harpysku PoE)

MES2420-48P

1600 BT (c yueTom Harpysku PoE)

MES2420B-24D 60 BT
MES2420D-24DP 860 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)
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MES2410-08DP

275 BT (c y4yeTom Harpysku PoE)

MES2410-08DU

810 BT (c yueTtom Harpysku PoE)

MES2411X 35BT
MES3400-24 37 Bt
MES34001-24 32 Bt
MES3400-24F 55BT
MES3400-48 52 Bt
MES3400-48F 105 Bt
MES2408P AC
MES2408CP 9Bt
MES2428P DC
MES2408P DC 487
MES2408PL
MakcnmanbHas MES2428P AC 11 BT
noTpebnsemas MES2424pP
MOLLHOCTb 6e3 MES2410-08DP 10 BT
y4yeTa Harpysku MES2410-08DU
PoE MES2420D-24DP
31 Bt
MES2420-48P AC
MES2448P 33 BT
MES2420-48P DC 30 BT
MES3708P 9Bt
MES3710P 13 Bt
MES2408B 7 Bt
MES2424B 25 Bt
Makcamanshas | \eo)4oarg 47 BT
notpebnsemas
MOWHOCTb 083 |\ /o 1o5g 20 Br
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES24488B 48 BT
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 Br
MES2408PL 65 Bt
BrogxeT PoE MES2424P
MES2428P 370 BT
MES2420-48P 1450 Bt
MES2420D-24DP 720 Bt
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
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BeHTunayma

MES1428
MES2408
MES2408C
MES2408CP
MES2408B
MES2408IP
MES2408P
MES2408PL
MES2428
MES2428B
MES2424
MES24248B
MES3708P
MES3710P
MES3400I-24

MaccmBHOE

MES2428P
MES2424pP
MES24208B-24D
MES2448
MES24488B
MES2411X

Front-to-Back, 2 BeHTMNATOpPaA

MES2424FB
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420D-24DP

Front-to-Back, 4 sBeHTMNATOpPA

MES2448P
MES3400-24
MES3400-24F
MES3400-48
MES3400-48F
MES1428
MES2408B
MES2408P
MES2408PL
MES2408C o
ESioac | ¢l e
MES2428 ’
MES2424
. MES3708P
MaKkcrmanbHbIN MES3710P
YPOBEHD MES34001-24
aKyCTMYecKoro -
wyma MES2411X C nepe,u,\ljem naHenwu, 53,2 ab
C 3aagHeu naHenn, 54,1 ab
C nepeaHen naHenu, 52,8 nb
MES2428P C 3apHelt naHenu, 54,1 nb
C nepeaHen naHenu, 52,8 nb
MES2424F8 C 3apHelt naHenu, 54,2 nb
MES2424p C nepeaHei naHenu, 53 ab

C 3apHelt naHenu, 54,2 nb

MES2420-48P

C nepeaHen naHenu, 58,2 ab
C 3agHelt naHenu, 61,1 b
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C nepegHen naHenn, 52,4 nb

MES24488 C 3agHelt naHenu, 54,1 nb

C nepegHen naHenn, 51,2 ab
MES2448P C 3agHelt naHenu, 54,2 nb
MES3400-24 C nepegHen naHenu, 53,6 ab
MES3400-24F C 3agHelt naHenu, 54,2 nb
MES3400-48 C nepegHen naHenn, 52,2 nb

MES3400-48F

C 3agHelt naHenu, 54,2 nb

MES2410-08DP
MES2410-08DU

C nepegHen naHenu, 53,9 ab
C 3agHelt naHenu, 54,2 nb

MES2420B-24D

C nepegHen naHenu, 53,8 ab
C 3agHel naHenu, 54,2 nb

MES2420D-24DP

C nepegHen naHenun, 51,1 gb
C 3aaHeit naHenu, 54,1 nb

MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 Bt
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 62 BT
TennosblAe- MES2424P 50 BT
nienne MES2428 18 BT
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2420D-24DP 140 Bt
MES2448 DC 48 Bt
MES2448B 53 Bt
MES2448P 100 Bt
MES2410-08DP 35 BT
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES3400-48F 105 Bt
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AnnapaTtHas
noanepXKa
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428P AC
MES2424
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420B-24D
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2420D-24DP
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HeT

UHTepsan
pabounx
Temneparyp

MES2420-48P
MES2448P

o1 -10 pgo +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES24288B
MES2428P
MES2420D-24DP
MES2448 DC
MES2448B
MES2411X

ot -20 go +50 °C

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

37




HELTEX

oT-20 go +50 °C

MES2424 -
Mpwm aKcnayaTaumumu yCTPOMUCTB Npu TemnepaTtype Bbille
MES24248 45 °C Heo6x04MMO MCNOb30BaTb MHAYCTPUanbHble SFP+
MES2424FB A Ayerp
TpaHCcUBepbI.
oT-20 go +50 °C
MES2408CP Mpu aKcnayaTauuu yCTpoIiCTB Npu TemnepaTtype Bbiwe

MES2408P DC

45 °C Heo6Xx04MMO MUCNO/b30BaTb UHAYCTPUANbHbIE SFP
TPaHcUBeEpbI.

MES2408 AC

oT1-20 go +60 °C

MES2408IP DC1
MES3400I-24
MES3708P

oT-40 go +60 °C

MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

ot-10 go +45 °C

MES3710P

oT-40 go +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

o1 -15 go +50 °C

NHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C
(oT-50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTE/IbHAs BNAXKHOCTb NP
aKcnayataumu (6e3 obpasoBaHuA

KOHAeHcaTa)

He 6onee 80 %
(o710 % 0o 90 % — ana MES3708P, ot 5 % a0 95 % ansa MES3710P)

OTHOCUTE/IbHAA BNA¥KHOCTb NPU
XpaHeHuu (6e3 obpasoBaHus

o110 % 0o 95 %
(o1 5% no 95 % — ana MES3708P, ana MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
FabaputHble MES2428P DC 430 x 44 x 305 mm
pasmepbl MES2424
(WxBxT) MES2424B 430 x 44 x 203 Mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424pP
MES2420B-24D 430 x 44 x 225 mm
MES2420D-24DP 440 x 44 x 424 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
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MES2448P

440 x 44 x 447 mm

MES2410-08DP
MES2410-08DU

430 x 44 x 243 mm

MES3400-24
ME23400.24F 430 x 44 x 275 mm
MES34001-24 430 x 44 x 278 MM
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 Kr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 1,77 ke
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr

Macca MEs24288 2,35 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 Kkr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kkr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 Kkr
MES2420B-24D 3,16 Kr
MES2420D-24DP 7,01 kr
MES2411X 2,57 kr
MES3400-24 4,63 Kr
MES34001-24 5,2 kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr

CpoK cnyxb6bl

He meHee 15 net

V Tun nUTaHMA YCTPOICTBa onpeaenneTca Npu 3aKkase.

1.4 KOHCTPYKTUBHOE UCNOJIHEHUE

B faHHOM pa3fesie onnMcaHo KOHCTPYKTUBHOE MCMOJIHEHWeE YCTPOoICTB. MpeacTtasaeHbl M306paxeHna
nepeaHemn, 3aaHein 1 6OKOBbIX NaHene yCTPONCTBa, ONMCaHbl pa3beMbl, CBETOAMOAHbIE NHANKATOPbI U Op-

raHbl ynpasaeHus.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Ethernet-kommyTtaTopbl cepuint MES14xx, MES24xx, MES34xx BbINOAHEHbI B METa/I/IMYECKOM KOPp-
nyce ¢ BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbiNoAHEH B METAN/IMYECKOM KOPMYCE C BO3-
MOXHOCTbIO NOABELIMBAHUA HA LWUTAHTY TO/LWMHON He 6onee 8 mm. CTeneHb 3awmTbl Kopnyca IP55.

Ethernet-kommyTaTop MES3710P BbINONHEH B META/I/IMYECKOM KOpnyce ans KpenneHua Ha DIN-
peWnKy.

1.4.1 BHewHuli eud u onucaHue nepedHeli naHenu ycmpoiicme

BHewHM BUA NnepeaHen naHenn ycTponcts cepum MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 14 A S 2 27 AELTEX MEsiaz8
I TLIC ] aa2e: avicorssomsser
il Console or 00BASE FX/1000BASE X
] ] r
— =3 bdb | [E
Aarm O - - - - - - -
— ' 4 0 s 10 2 1 16 ] 20 2 TS ]
1 2 3 4 5 6 7

PucyHok 1 —NepeaHas naHenb MES1428 AC

- 1 3 5 7 9 1 13 15 17 19 21 23 25 27
S0 O L0 O 0 Ol 0[O 0 S 10 of o ol 0o 0 o 10 o 10 ol 0o 0
e | o] o] e e o e o] o] L] o] G §
o LA b Lo e e B o B B A B
Aarm O (S5 g Ly g o S o 5 o S o S 1 S S ] 5 Sy

— 2 4 3 8 10 2 u 16 18 ) 2 2

LELTEX MES1428

1 2 3 4 5 6 7
PucyHok 2 — MNepepHaa naHens MES1428 DC

B tabnmue 10 npuseneH nepevyeHb pasbeMos, CBETOAUOAHbIX MHANKATOPOB M OPraHOB yrpaB/ieHns,
PacroOKEHHbIX Ha NepeaHen NaHean KOMMYTaToOpPOB.

Tabnuua 10 — OnucaHMe pa3sbemoB, MHAMKATOPOB M OPraHOB yNpaB/ieHUA NepeaHel NaHean KOMMYTaTo-
pos cepun MES1428

dnemeHT nepegHen

Ne OnucaHue
naHenu

1 ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKAOYEHUA K WUCTOYHMKY 3SNEKTPOMUTAHUA NepemMeHHOro
1A TOKa.

1.1 | ~18-72VAC, max 1A Paszbem ana nogKNOUYEHNA K UCTOYHUKY 3/IEKTPONMUTAHMA NOCTOAHHOIO TOKA.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.

2
Alarm UHOuKaTop neperpesa.
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3 Console

KOHCONbHbIM NOPT ANA NOKANbHOIO yNpaB/ieHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ucnonbsyetca

He ucnonbsyetca

RX

GND

GND

TX

He ucnonbsyeTca

He ucnonbsyetca

He ucnonbsyeTca

Pacnaiika KoHconbHoro kabensa npusegeHa B MNMpunoxerHue A. KOHCONbHbBIN
Kabenb.

O oONOOUD WNR

PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTBa U cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU Ha*kaTUM Ha KHOMKY ANNTEeNbHOCTbIO MeHee 10 ¢ npoucxoaut nepesa-

4 F .
rpy3sKa yCcTpoicTBa;
- MPM Ha)KaTUM Ha KHOMKY AautesnbHocTbto 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUIrypaumu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27,28

Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

7 25, 26, 27, 28

Combo-nopTbl: cnoTbl gAs ycTaHOBKM TpaHcmueepos 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPdENCOoB.

BHewWwHM BMA NnepegHer naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 3—11.

110-250 VAC 60/50Hz max 0.5A

@ (Cr)

s e LELTEX MES2408
18

1 3 5 7
[P N e 8 e ¥
o | (] 1m0 (o] (]
putt et Y i il
Alarm () ol ey gy g
— L2 4 6 8

3 4 5 6 7

PucyHok 3 — MNepepHaa naHens MES2408 AC

A\ e 1 3 s 7 AELTEX MES2408
S0 O 10 OF 10 SE 0| 35 oo mrioomsex
e [Thun] o] ] L]
, 9 10
— el bt el | 5 ] i
Alarm O = T HTO HTOHTO [ o[ ]os
2 4 6 8 l |

3 4 5 6 7
PucyHok 4 — MNepeaHAasa naHenb MES2408 DC

110-250 VAC 60/50Hz max 1A

classt
A\ ustrotner

power O

Console

LHELTEX MES24088

1 3 5 7

18-
9,10 - 100BASE-FX/1000BASE-X

Aarm O

9 10
F:-mqu:mthM
[jolL[_J o=
L

=

e | i ET] Eﬂ“‘i‘lﬂ DI'IZWIg EU'IWZI'WHE
T 51 ey 8 S gy 8 S )
2 4 6 8

3 4 6 7

PucyHok 5 — NepeaHas naHens MES2408B
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110-250 WAC 60/50Hz max 0.5A L s e s 7 9 SELTEX MES2408C

@ @. - S T
® gty ["-“L']ETM.TEQEE il e g

L 5 S L2 |

1 2 3 4 5 6 6.1 7.1

0

18-
9,10 10/100/1000BASE-T
100BASE-£X/1000BASE-X

om

(o]

PucyHok 6 — lMepeaHaa naHenb MES2408C

110250 VAC G0/50Hz max 24 Rl 3 s 7 9 AELTGX MESIAOBCP

[/@\] e coml mmﬁmm

’.Ml 10/100/1000BASE-T
‘or 100BASE-FX/1000BASE-X

@ i:nﬁ, ;;gg @ LTE [ ol [} 835
1 2 3 34 4 5 6 6.1 %A
PucyHok 7 — lNMepeaHaa naHeno MES2408CP
A uiliien 1 3 s 7 A?:Ie':( MES24081P

noo i
Pok Console
1357 £
=5, 4684 [0 [T
AemQ, OO00O0 =] (=]
8 —_2 4 3 8

PucyHok 8 — NepeaHAasa naHenb MES2408IP DC1

176250 VAC 60/S0H max 24 A s, N N s N AELTex Meszaosp

E
[ L%i

i

~
AN 1 3 s 7 JuELTEX MES2208P

18 802 30t Pok+
[= SERO O RO TR0 o0 100t oyiocoensex
e
. TS
= O oD D
2 4 [ 8

B
o—t{1]
OO~

[:88 ?
=00

@

31 4

110-250 VAC 60/50Hz max 1A A class 1

= s
® (1) il

[:35:
|

(oo
20 O~
ol

z
3
jo)o}

F
L

1 2 3 31 4 5 6 7

PucyHok 11 — NepeaHasa naHenb MES2408PL

B Tabauue 11 npueeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHuUA,
PacnofioXKeHHbIX Ha nepegHel naHean KommMmyTaTopos cepun MES2408.
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Tabnnuya 11 — OnucaHne pa3bemMoB, MHANMKATOPOB M OPraHOB YNPaB/ieHMA NepegHen naHean KOMMYTaTo-
pos cepun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue
1 Knemma 3azemnenuna = Knemma ana 3asemneHuns ycTpomncTea.
) ~110-250VAC, 60/50Hz max | Pa3zbem Ans NOAKNOYEHWUA K MCTOYHWUKY 3S/EKTPOMUTAHUA NepemMeHHOro
1A TOKa.
21 | 18-72 VDC max 10A Pasbem AnAa NOAKNOYEHUA K UCTOYHMKY 3SJIEKTPOMUTAHUA MOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem A1 NOAKNOYEHUA K WMCTOYHUKY SNEKTPONUTAHWA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NMTaHMA YCTPOWMCTBA.
3 Alarm UHpuKaTop neperpesa.
Battery (ana MES2408B) NHanKaTop paboTbl akkymynsaTopHon baTapeu.
3.1 | PoE1-8 NHanKkaTopbl coctoaHua PoE-nopTos.
KoHCO/bHbIM NOPT AR IOKANbHOIO YNPaB/AeHUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 He ucnonb3yetca
2 He ucnonb3yetca
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonbsyetcA
8 He ucnonb3yetca
Pacnaiika KoHconbHOro Kabens npueeaeHa B MpunoxeHve A. KOHCO/bHBbIM
Kabenb.
PyHKLMOHaNbHAA KHOMKa A/1A nepe3arpyskun ycTpoicTea n cbpoca K 3aBoa-
CKMM HacCTpoMKam:
5 r - MPW HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO meHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPV HA)KaTUKM Ha KHOMKY AAnTeNnbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA L0 3aBOACKOM KOHOUIrypauuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 | 910 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
Cnotbl AN YCTaHOBKM ONTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPECOoB.
- : 1000BASE- .
7.1 | 9,10, LNK/SPD Combo-nopTbl: cAOTbI ANA yCTaHOBKM TpaHcueepoB 1000BAS )f Combo
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.

BHewWwHMI BUA, NnepegHel naHenn ycTtponcts cepmmn MES2428 nokasaH Ha pucyHKax 12-16.
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PucyHok 13 — NepeaHas naHeno MES2428 DC
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PucyHok 14 — MepeaHaa naHenb MES2428B

170-264 VAC 60/50Hz max 3A AELTEX MES2428P A i
L4

7, 802 30t Poks
] o

1] ] Aam O

Console

e R

®®00000

=
AETEX MES2428P
36-72 VDC max 154 134~ 10/100/1000BASE-T, 801 3t Poks
- 25.28 - 10/100/ 1000RASE.T
-

Pawer O
Alarm O
il £

1.2 2

[v]s]e]:]=]s]e]
®@®O00000

PucyHok 16 — NepeaHas naHenb MES2428P DC

B Tabanue 12 npueeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB yrnpaBaeHus,
Pacno/IoXKEeHHbIX Ha nepegHel naHean KoMMyTaTopoB cepun MES2428.
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Tabnvua 12 — OnucaHne pa3bemoB, MHOMKATOPOB M OPraHOB yNpaB/eHUA NepeaHen naHe M KOMMyTaTo-
pos cepun MES2428

No dnemeHT nepeaHen Onucanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNOYEHMA K WCTOYHUKY 3NEKTPOMUTaHMA MNepeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
1.1 | 12vDC max 2A Pasbem gns NogKAtoUYeHMA K aKKyMyIATOPHOM BaTapen.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Pasbem a4na noaKNOYEHNA K UCTOYHWUKY 3/1€KTPONUTAHNA NOCTOAHHOIO TOKaA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.
Alarm MNHavkaTop neperpesa.
2
PoE NHankaTop paboTbl PoE.
Battery (ana MES2428B) NHAanKaTop paboTbl aKKYMyNATOpHOM HaTapen.
KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabensa npusegeHa B NMpunoxeHue A. KOHCONbHbIN
Kabenb.
PyHKLMOHANbHAA KHOMKa ANA nepe3arpyskun ycTponcTea n cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPW HaXKaTUKN HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXXaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: cNOTbl ANA YCTAaHOBKM TPaHCMBEPOB 1OOOBASE—)U( Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTepdeincoB.
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHMn BMA nepeaHen naHenwm yctpoincts MES2424 AC, MES2424 DC, MES2424B, MES2424P,

MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCYHKax 17-28.

23 465

PucyHok 17 — MepeaHaa naHenb MES2424 AC
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PucyHok 19 — NMepeaHaa naHenb MES2424B
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PucyHok 22 — MepeaHaa naHenb MES2448B
MMMMM T 0 0 £ € 0 0 (I o (o (o) 0 0 3 D 0 0 0 ) 0 £ £ o ) ) ) 60 £ € o ) ) £ 3 héma(}@r‘-ﬂ&amﬁfzﬁﬁﬁﬁmm}ﬁ \@Am@ﬁ-&mmﬂ@ﬁqqﬁbﬂn%% 00

T 1 5 0 0 i i 1 4 i i i
e e e |

arfole] 2 ]
e ST e R ey = =y e P e ey e e e e e ===

3 2 45 6 7

<

0 [ [ % i _eexieaid ao

PucyHok 24 —lMepeaHaa naHenb MES2420-48P
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PucyHok 28 — MNepeaHaa naHenb MES3400-48

B Tabnuue 13 npmBeaeH nepeyeHb pasbemoB, CBETOANOAHbIX MHAMKATOPOB U OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepegHel naHenn kommyTtaTtopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabnnua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/ieHUA NepegHel NaHean KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

No dnemeHT nepepHei Onucanme
naHenu
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHUA K WUCTOYHMKY 3/IEKTPONUTAHUA NepemMeHHOro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem ansa noaknto4eHNA K UCTOYHUKY 3NEKTPONUTAHNA NOCTOAHHOTO TOKA.
1.2 | 12VvDC max 2A Pasbem gns NnogKntouYeHna akKyMyIATOpHOM 6aTapen.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
PS1 (ana MES2448P) MHAMKaTop cOCTOAHUA nepBoro 610Ka NUTaHuMA.
2 PS2 (ana MES2448P) NHAMKATOP COCTOAHWUA BTOPOro 610Ka NuTaHuA.
Status (ana MES2420-48P) MHAanKaTop cTaTyca ycTpoicTea.
Alarm MHanKaTop neperpesa.
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Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayumii/seaombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.

Battery (gna MES24248B,
MES2448B)

NHanKaTop paboTbl akKymynsTopHon baTapewu.

3 Unit ID

MHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.

4 Console

KoHCO/IbHbIM NOPT 415 IOKANbHOTO YNPAB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ucnonbsyetca

He ucnonbsyetca

Pacnaiika KoHconbHOro Kabens npuseaeHa B MNpunoxeHve A. KOHCONbHbIV
Kabenb.

1 Hewucnonb3yetca
2 He wucnonblyetca
3 RX

4 GND

5 GND

6 TX

7

8

dyHKLMOHaNbHAA KHOMKA AN Nepesarpysku ycTpoincTea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:

- MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 ¢ npoucxoaunT nepesa-
rpy3Ka yCTpOWCTBa;

- MPM HAXKaTMM Ha KHOMKY AauTenbHoCTbio 6onee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLuuu.

6 [1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

7 | [XG1-XG4], [XG1-XG11]

Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 USB

USB-nopr.

BHewHW BuA, nepegHent naHenn yctporicts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

puUcyHKax 29-31.

AELTEX MES2024F8 (55 a500¢

I — c
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JelTex
MES3400-24F

PucyHok 30 — NepeaHAas naHenb MES3400-24F
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PucyHok 31 — NepeaHasa naHenbo MES3400-48F

Tabanuya 14 — OnucaHne pasbemMoB, MHAVMKATOPOB M OPraHOB YNpPaB/ieHMA nepegHein naHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

dnemeHT nepegHen
naHenu

Ne OnucaHue

1 ~110-250V AC, 50-60 Hz Paszbem ANA NOAKNKYEHNA K UCTOYHUKY ISNEKTPONUTAHMA NepemMeHHOro

TOKa.
2 12v DC Pazbem AnsA NoAKAOUYEHNA aKKYMYATOpPHOM H6aTapen 12V.
Power NHAWKaTOp NUTaHWA YCTPOMCTBA.
Alarm NHavkaTop aBapwuu.
Master MHanKkaTop pexxrnma paboTbl ycTpoicTea (BeayLwmil/segombiii).
3 Battery (ans MES2424FB) NHAanKaTop paboTbl akKyMynsaTopHoK baTapen.
Fan NHAanKaTop paboTbl BEHTUAATOPOB.
RPS MHAOMKaTOp pe3epBHOro 3/1eKTPONUTaHuA.
4 UnitID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.

KOHCO/IbHbIM NOPT ANA NOKANbHOIO YrpaBieHWs YCTPONCTBOM.
PacnvHOBKa pasbema cieaytoLiasn:

He ucnosb3yeTcA
He ucnosb3yeTcA

Pacnalika KoHconbHOro Kabensa npusegeHa B MNpunoxkeHne A. KOHCOMbHbIN
Kabenb.

1 Hewucnonb3yeTca
2 He ncnosab3yeTcA
3 RX
4 GND
5 Console 5 GND
6 TX
7
8

dDyHKLMOHaNbHAA KHOMNKA N8 nepe3arpyskun ycTpoicTea U cbpoca K 3aBo-
OCKUM HacTpoMnKam:

- NPW HaXKaTUK Ha KHOMKY ANUTENbHOCTbIO MeHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpoucTBa;

- MPU Ha¥aTMM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ nponcxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

CnoTbl A4 YCTaHOBKU ONTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X

7 | [1-24], [1-48] (SFP)

8 [XG1-XG4] CnoTbl ANA ycTaHOBKK TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHMI BMA, nepeaHnx naHenem ycrponcts MES2410-08DP, MES2410-08DU nokasaH Ha pUCyHKax
32-33.
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PucyHok 33 — lNepeaHasa naHenb MES2410-08DU

Tabnnua 15 — OnurcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/ieHUs nepegHen NnaHem KOMMyTaTo-
pos MES2410-08DP 1 MES2410-08DU

dnemeHT nepeaHen

Ne OnucaHue
naHenu
100-240 V AC, 50-60 Hz
1 (ans MES2410-08DP) Pazbem AnA NOAKAOYEHMA K UCTOYHWUKY 3S/1IEKTPOMNUTAHUA NMepemeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHAanKaTop aBapuu.
3
Master MHAMKaTop pexkrMma paboTol ycTpoicTea (BeayLumit/segombiii).
PoE NHamkaTop paboTbl POE.
PyHKLMOHaNbHAA KHOMKa A1A nepe3arpysku ycTpoictea u cbpoca K 3aBos-
CKMM HacTpoMKam:
4 r - MPY HAXaTMM Ha KHOMKY ANUTeNbHOCTbIo MmeHee 10 ¢ npoucxoauT nepe-

3arpysKa ycTpoWncTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHUIypaLuu.

KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLlan:

9 He ucnonbayetcA

10 He ucnonb3yetca

11 RX

12 GND

13 GND

14 TX

15 He ucnonbsyetca

16 He ucnonb3yetca

17 He ucnonb3yetca

PacnaiKka KoHCO/IbHOrO Kabens npueeneHa B NPUNOXKeHUn A.

5 Console

6 [1-8] NMopTbl 10/100/1000/2500BASE-T (RJ-45).

7 [XG1, XG2] CnoTbl 4na ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHM BUA nepeaHen naHenm yctpoiicte MES2420B-24D, MES2420D-24DP noKasaH Ha pUCyHKax
34-35.
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PucyHok 35 — NMepeaHaa naHeno MES2420D-24DP

Tabnnua 16 — OnncaHMe pPasbeMOoB, MHAMKATOPOB W OPraHoOB YNPaB/ieHUA nepegHel NaHean KOMMYTaTo-
pos MES2420B-24D, MES2420D-24DP

nem 7
Ne dnemeHT nepeaHen Onncanme
naHenu
1 100-240 V AC, 50-60 Hz Pasbem gnA NOOKAOYEHMA K UCTOYHWKY 3S/1EKTPOMUTAHUA NMEepemMeHHOro
TOKa.
1.1 | 12vDC max 2A Pasbem gns nogKntoyeHma akkyMynaTopHoi 6aTapen.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
Alarm MHanKaTop neperpesa.
Master MHAaMKaTop pexkrnma paboTbl ycTpoicTea (BeayLumii/segomblit).
2 Battery NHAanKaTop paboTbl aKKYMynAaTopHOM BaTapen.
Status MHanKaTop cTaTyca ycTpoKcTsaa.
PS1 NHAMKaTOp COCTOAHUA nepBoro 610Ka NUTaHuA.
PS2 MNHAMKATOP COCTOAHMA BTOPOro 610Ka NUTaHMA.
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 Heucnonb3yetca
2 He ucnosb3syeTca
3 RX
4 Console 4 GND
5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabena npueeneHa B NpUIOKeHUU A.
PyHKLMOHaNbHAA KHOMKAa A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HacCTpoMKam:
5 r - MPY HAXKATMM HA KHOMKY A/NTENbHOCTbIO MeHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKNCTBa;
- NPWU HaXXaTUM Ha KHOMKY A/uUTenbHocTbio 6onee 10 ¢ npoucxoauT cobpoc
HaCTPOEK YCTPOWCTBA A0 3aBOACKOM KOHGUrypaumu.
6 [1-24] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1 - XG4] CnoTbl AnA yctaHoBKM TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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HELTEX

8 LNK/SPD CBeToBas MHAMKALUMA cOCTOAHUA MHTepdelicoB XG1-XG4.

BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 36.
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Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 36 — lNepeaHaa naHenb MES3710P

Tabnunuya 17 — OnucaHune pasbemoB, MHANMKATOPOB M OPraHoOB ynpasaeHuns nepegHen naHenn MES3710P

. -

Ne AnemeHT nepeaHen Onncanme
naHenm

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBaa nHAMKauma PoE.

CnoTbl ANA YyCTaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPhENCOoB.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
4 Alarm MHAanKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HAXKaTUW HA KHOMKY ANMTeNbHOCTbI0O MeHee 10 c. nponcxoamT ne-
pesarpyska ycTpoucTBa;

- NPW Ha)KaTUW Ha KHOMKY AauTenbHocTblo 6osee 10 c. npoucxoaut
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUTYypaLuu.
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HELTEX

KOHCONbHbIM NOPT ANA NOKANbHOTO yNpaB/ieHNA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3yeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHOro Kabensa npuseaeHa B MpunoxkeHune A. KoHconb-
Hbll Kabenb.

6 Console

0O NOOULEA, WN P

1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHWN BUA, 3agHel naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHei ana 3710P)
npuBeAEeH Ha PUCYHKAX HUKe.
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PucyHok 37 —3aaHAaa naHenb MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 n
MES2424B
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PucyHok 39 —3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 40 — 3agHaa naHenb MES2448 DC
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PucyHok 41 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 46 — 3agHaa naHenb MES2420D-24DP, MES3400-24, MES34001-24, MES3400-48, MES3400-48F
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PucyHok 48 — 3agHaa naHenb MES2410-08DP, MES2410-08DU

TaTOPOB.

B Tabanuax 18 n 19 npuBeaeH nepeyeHb Pa3sbemMoB, PACMOJIOMKEHHbIX HA 3aZlHEN NMAHENN KOMMY-

Tabnmua 18 — OnucaHuMe pasbemMoB 3afHel naHenu kommyTtatopos MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHeii naHenu

OnucaHue

1

[ .
Knemma 3asemnenuva =

Knemma g/1a 3a3emneHuns ycTpomncTea.

Tabnnua 19 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemMeHT 3agHeil naHenun OnucaHue
1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
2 Knemma 3azemnenns = Knemma gna 3a3emneHus ycTpomncraa.
3 36-72 V DC Pasbem gnA NOAKNOYEHMA K MCTOUYHUKY 3MEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEPEeMEHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gns NnogKAouYeHns akkyMynaTopHoOM baTtapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnm DC.
6 KOB NUTaHNA CnoT ANnA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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HELTEX

BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 49.

PWR2

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 49 — BepxHaa naHenb MES3710P

B Tabnunue 20 npuBeaeH nepeyeHb PasbeMoB, PaACNoIOKEHHbIX Ha BePXHEW NaHenn KoMmmyTatopa
MES3710P.

Tabnunuya 20 — OnucaHne pasbeMOB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTBaa.
PaszbeMbl g1a NOAKAOYEHMA K UCTOYHMKAM 3N1EKTPONUTAHMUA NOCTO-
2 48 (45~ 57) VDC AJIA noA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuUiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 51 — flesaa 6okoBas naHenbs MES1428
PucyHKn 60KOBbIX MaHenen ANA OCTaNIbHbIX YCTPOMUCTB aHAN0TUYHbI.

Ha 60KoBbIX NnaHensx yCTPOVICTBa PacnonoXxeHbl BEHTUNAUMOHHbDbIE pelleTKN, KoTopble CAyXaT AnAa
oTBoAa Tenna. He 3aKprBal‘;1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU NpeaMeTaMu. 3TO0 MmoXKeT
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HELTEX

NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero paboTte. PekomeHgaumm no
YCTaHOBKE YCTPOMCTBA Pacno/oxKeHbl B pasgene «YCTaHOBKa M NOAKIOYEHMEY.,

1.4.4 KoHcmpykmueHoe ucnosnHeHue Kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTPOMCTBO COCTOMT M3 OCHOBHOM NAaThbl, NAaTbl 6/10Ka NUTaHUA U moaynein 3awnTbl nopTtos Ethernet
10/100/1000BASE-T oT nepeHanpsa>keHuit. MnaTtbl pacnofioxeHbl B MeTaJIMYeCcKom Kopryce.

Ona KpenneHus yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTaN/IMYecknin Kptok. KpenneHue
NnoABEeCHOE, Ha LWTAHry To/WMHOM He 6onee 8 mm. lMogKatouyeHWe NUTAHUA M ceTeBblXx MHTepdelicoB
npou3BoAUTCA K pa3bemam, PacnosioKEeHHbIM BHYTPU Kopnyca. BbiBoa, NpoBOAOB HapyKy BbiNOAHAETCA
yepes npefHa3HaYeHHble 4N1A 3TOro OTBEPCTMA B Kopnyce.

Ha pucyHKe 52 noKa3aHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

Il

1 SH20000000% |

9

PrcyHOK 52 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
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HELTEX

B Tabnnue 20 npuBeaeHoO onncaHMe OCHOBHbIX KOMMOHEHTOB M pazbemoB MES3708P.

Tabnmua 21 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P

OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A naaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAK/IOYEHNA MoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nHguumMpyeTca AByma cBeTOAMOAHbIMU UHANKATOPamu, LINK/ACT

3eneHoro useta n SPEED aHTapHOro ugeTa. PacnonoeHue cBeToAN0A0B NOKAa3aHO Ha pUcyHKax 53-55.

(O LNK

ey | (O) SPD

PucyHoK 53 — BHellHKWI1 BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHOK 54 — BHewHWI B1A, CABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

)
000000 7

PucyHoK 55 — BHewwHuin Bug, pasbema RJ-45

58
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DHELTEX

Tabnuua 22 — CsetoBas nHAuKauma coctoaHna Ethernet-nopros 10/100/1000/2500BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHMe Ha ckopocti 10 M6uT/c uam
BbikntoueH [opuT nocTtoAHHO
100 M6wuT/c.
YcTaHOB/MIEHO coeaMHeHue Ha ckopoctu 1000 M6uTt/c
FopnT NnocToAHHO [opuT NnocToAHHO
nnmn 2500 Méut/c.
X Mwuranune MaoeT nepepava gaHHbIX.

Tabnunua 23 — CeeToBas MHAMKALUMA COCTOAHUA UHTepdeicos SFP

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HEe YCTaHOB/IEHO.
BbikntoyeH [opuT nocTtoAHHO YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.
lFopnT nocToAHHO FopuT NnocToAHHO YcTaHoOB/IeHO coeMHeHne Ha ckopocTu 1 Iéut/c.

X Mwuranune MpoeT nepepaya AaHHbIX.

Tabnunuya 24 — CeeToBas MHAMKAUMSA COCTOAHUA UHTepdencos SFP+

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOBJIEHO.
BbikntoueH [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 1 Meut/c.
lopuT nocToAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c.
X MwuraHune NpoeT nepegava gaHHbIX.

CuctemHble MHauKatopbl (Power, Alarm) cnyxaT gns onpeaeneHusa cocTosHusa paboTbl y310B

KommyTaTtopos cepum MES14xx, MES24xx, MES34xx.

Tabnunua 25 — CBeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

CocToaHue BbikntoyeH

MuTaHMe BbIKAOYEHO.

MUCTOYHUKOB
NMUTaHUA

3eneHbll, roOpUT NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTa ycTpolicTBa.
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MES1428
MES2408
MES2408B
MES2408C
MES2408P
MES2408IP DC1
MES2408CP
MES2408PL
MES2428
MES2428B
MES2428P
MES2424
MES2424B
MES2424pP
MES2424FB
MES2411X
MES2410-08DU
MES2410-08DP
MES2420B-24D
MES2448B
MES2448 DC

KpacHbliit

ABapuAa BTOPUYHOIO UCTOYHUKA.

MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

KpacHbii

OTcyTCTBME NEPBUYHOrO NUTAHUA
OCHOBHOFO UCTOYHMKA (NPY NUTAHMK
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapus BTOPMYHOTO UCTOYHMKA.

MpusHak 3eneHblIii, FOPUT NOCTOAHHO YCTPOKNCTBO ABNAETCA KMAcTEPOM» B
’
Master! Beg,yu.ul.ero CTeKe.v
yCTpOICTBa Npwm BbIKIOYEH YCTPOMCTBO He ABNAETCA «MacTepom»
paboTe B cTeke B CTEKE.
3enewbii, Bce BHyTpeHHMe cucTeMbl paboTatoT B
MES2448P roput
MIHpuikaTop MES2420D-24DP I'IOF::TOHHHO HUTATHOM PEXUME.
Status COCTOAHUA ”
yCTpoiicTsa MES2420-48P KpacHbin, Bo3moxHasa HemcnpaBHOCTb
roput BEHTUNATOPOB.
NOCTOAHHO InobanbHas owmnbKa PoE.
CocTosiHMe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUNATOPbBI UCMPABHbI.
Fan BEHTMNATOPA N OTKa3 ogHoro unu 6onee
KpacHbli1, ropuT NOCTOAHHO
oXNaxkaeHuA BEHTU/IATOPOB.
Alarm CocTaHue BkntoueH HopmanbHasa paboTa ycTponcTsa.
ycTpolicTBa KpacHbIi, ropuT NOCTOSHHO Meperpes nan aBapua BEHTUNATOPOB.
Pe3epBHbIN UCTOYHMK YCTAHOBAEH,
P 6 3eneHbliA, FOPUT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeTt
eXunm paboTbl
pesepsrforo HOPMa/bHO.
RPS HCTOUHMKA OTcyTCcTBME NEPBUYHOMO NUTAHMUA
KpacHbIi, roput NOCTOAHHO €3epPBHOro UCTOYHUKA UK ero
nUTaHmA
HEWCnpPaBHOCTb.
BbIkntoueH Pe3epBHbIN NCTOYHUK HE NOAKIOYEH.
3eneHbli
MES2408P ropuT ! MopgKntoyeH notpebutens PoE xoTa 6bl
PoE MES2408PL B OZMH NOPT.
MES2408CP MIOCTOARHO
KpacHbliit
CocrosaHue Pok MES2428P r: T ! Asapwua PoE (nopT B coctoaHUM
MES2424P P neperpysku, rnobanbHana aBapus PoE).
MES2410-08DP nocToAHHO
MES2410-08DU BbikntoueH Motpebutenun PoE He nogKAtoYeHbI.

! KommyTatopbl MES1428, MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL, MES2408IP DC1,
MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nogaepXMBatOT PEXMM CTEKMPOBAHUA.
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3eneHbln, AKB nogKkntoyeHa, NUTaHWe B HOpMe.
MES2408B
ropur
MES2428B 1
NOCTOAHHO
Batter CoctoaHne AKb MES24248 KpacHbii OcHoBHOE NUTaHMe OTKAoYeHO, AKb
’ MES2424FB 3:neHbu7| paspaxaerca ,
MES2448B S P '
MES2420B-24D n
BbIkntoueH AKB oTKntoueHa.
3eneHbln,
ropuT BNOK NUTaHWA NOAKNOYEH U 3aNNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHMUA.
c 6 MES2448P NOCTOAHHO A
ocTosaHne 6a0Ka "
. MES2420D-24DP | KpacHbin, BNOK NUTaHWA YyCTaHOBAEH, HO
nutaHua Main
PSs1 MES2420-48P roput OTCYTCTBYET BXOAHOE HanpsxeHne/
NOCTOAHHO HeT BbIXO4HOr0 TOKa ¢ 6/10Ka NUTaHuA.
BbikntoueH BNOK NUTAHMA HEe NOAKNOYEH.
3eneHsbin,
ropuT BNOK NUTAaHWA NOAKNOYEH U 3aMNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHuUA.
CoctosAHune bnoka | MES2448P NOCTOAHHO
nuTaHuA MES2420D-24DP | KpacHbii, BNOK NUTaHWA yCTaHOB/EH, HO
pPS2 Redudant MES2420-48P ropur OTCYTCTBYET BXOAHOE HanpseHune/
NOCTOAHHO HET BbIXOAHOro TOKa ¢ 6/10Ka NUTaHuUs.
BbikNtoyeH BNOK NUTAaHUA He NOAK/OYEH.
3eneHsbin,
roput MNopaHo nutaHue Ha BBog PWR1.
PWR1 UHamnKaTopbl NOCTOAHHO
COCTOAHUA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nuTanna 3enieHbll,
ycTpounctea roput MopaHo nuTaHue Ha BBoa PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
KpacHbii,
ropuT Meperpes nan nepeoxnaxaeHue
CTpoiicTBa.
Whankatop NOCTOAHHO yerp
Alarm aBapuun MES3710P
BbikntoyeH HopmanbHana paboTa ycTpoicTsa.
KpacHbii,
Meperpes nnu nepeoxnaxaeHue
NHgukaTop roput N
Temp yCTpOoMcTBa.
TemnepaTypbl NOCTOAHHO
BbikNtoyeH HopmanbHana paboTa, neperpesa Her.
3eneHbii
- ’ MoakntoueH notpebutens PoE B
NHAanKaTopbl COOTBETCTBYHOLWMI NOPT.
Pot A P NOCTOAHHO yiou P
cocTtoAHnA PoE
MoTpebutenb POE He noaKAtOYEH B
BbikntoueH o
COOTBETCTBYHOLWMI NOPT.

! Mpu nogknoueHnn AKB BO3MOXHa 3a4epKa CMeHbl MHAMKaLUMK 40 5 MUHYT.
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1.5 KomnaeKT noctaBKku

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTop;

KomnnekT Kpenerka B cTOnKy (Kpome MES3708P, MES3710P);

WHyp nutaHusa EBpoBunka-Cl3, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LLHyp nuTaHua MBC 2x1.5, 2m (Tonbko ana moaenei MES2408I1P DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wrT., 2 Pos. — 2 wr.) (Tonbko ans MES3710P)
MamaATKa 0 AOKYMEHTaLMK;

CepTudmKaTt/aeKknapauma COOTBETCTBUS;

Macnopr.

Mo 3aKa3y NoKynaTena B KOMMNJIEKT NOCTaBKM ONUNOHAIbHO MOTYT ObITb BKAIOYEHDI:

PykoBoAacTBO No 3Kcnayataunm Ha CD-gucke;

WHyp nutaHma EBposunka-C13, 1.8m (B cayyae KomnaeKtauuMm moaynem nutaHusa PM160-
220/12 nnn PM380-220/56);

LWHyp nuTaHua NBC 2x1.5, 2m (B ciydae KOMNieKkTaumMm moaynem nutaHmua PM100-48/12);
Moaynb nutaHua PM65-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-48);
Moaynb nutaHua PM160-220/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F);

Moaynb nutaHua PM165-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-
48, MES3400-48F);

Mogaynb nutaHna PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Mogaynb nutaHna PM380-220/56 (ana MES2448P);

Mogaynb nutaHna PM450-220/56 (ana MES2448P, MES2420D-24DP);

Mogaynb nuTaHns PM950-48/56 (ana MES2420-48P);

Mogaynb nuTaHna PM950-220/56 (ana MES2420-48P);

KoHco/bHbIM Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMMN/IEKT NOCTAaBKU YCTPOWCTB BXOAAT KPOHLUTEMHbI /1 YCTAHOBKW B CTOMKY U BUHTbI 418 Kpene-
HUA KPOHLITENHOB K KOPNYCY YCTPOMCTB. Ha KPOHLWITENHAX PACNON0OMKEHbI LECTb KPeneXKHbIX 0TBEPCTMI 1A
pa3HbIX BAPUAHTOB KPEMJEHMA, YTO NO3BOIAET PErYANPOBATb PAaCCTOAHUE MeXAy nepenHein naHenbto u
ABepuen cepsepHoro WKada (pucyHkn 56-57). [ina yCTaHOBKM KPOHLWITENHOB BblbepuUTe 04MH M3 BapuaH-
TOB KpenneHus:

PucyHok 57 — BapuaHT KpenaeHua KpoHWwTenHoB No2
1. BblbepuTte HeobXoaMMble MONOXKEHMA KPOHLWTEWHA, NOKa3aHHble Ha pUCyHKax Bbiwe. Cos-
MecCTUTe BbibpaHHbIE YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTEMHE C TAKUMMU }Ke OTBEpPCTU-
AMKM Ha BOKOBOM NaHenn yctponcTea. C NOMOLLbIO OTBEPTKU MPUKPENNTE KPOHLLUTENH BUH-

TaMu K Kopnycy.
2. ToBTopuTe War 1 A4na BTOPOro KPOHLWTenHa.
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3. CoBMeCTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM HA NepeaHNX BEPTUKabHbIX Hanpas-
NAOWMX CTOMKM (pUCYHOK 58). Mcnonb3yiiTe 0TBEPCTUA B HAMPABAAIOWMX HA OAHOM YPOBHE
€ 06enx CTOPOH CTOMKM, AN5 TOTO YTO6bI YCTPOMCTBO pacnosiaraiocb ropusoHTanbHo. C no-
MOLLbIO OTBEPTKM MPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaMM.

PucyHoK 58 — YcTaHOBKa yCTPOICTBA B CTOMKY

Ha pucyHke 59 npusegeH npumep pasmeweHnAa Kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 o]
o KabenbHbIn opraHainsep (o]
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIin opraHainsep o
o|  MES14x<MES24xx N4 o
o KabenbHblin opraHainaep o
o|  MES14x<MES24xx N5 o
o KabenbHblin opraHainaep o

PucyHok 59 — PaameleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe

64 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



D ELTEX

.‘

.‘

.‘

He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKKe BEeHTUNATOPbI, PACNO/IONKEHHbIE HA
3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.2 YcTtaHoBKa ycTpoictea MES3710P Ha DIN-peiiky

YcrpoiictBo MES3710P ycTraHaBAMBaeTcA BepTUKa/IbHO, TaK Kak 60KoBble naHenu obecne-
4YMBaIOT TENNIOOTBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKNoHWUTb KOpNyC YCTPOMCTBA BEPXHEM YacTbio OT cebsi MU NPUIOKUTL KpPenieHue Ha 3a4-
Hei naHenu K DIN-peiKe Tak, 4Tobbl € BepPXHAA KPOMKa OKasasiacb 3a NPOBOJIOYHOM Npy-
KUHOM.

2. HagaBuTb Ha KOPMyC YCTPOMCTBA CBEPXY.

3. He cHMMasA gaBneHus, NpuUXKaTb HUMKHIOK YacTb Kopnyca ycTpoiictea K DIN-pelike go 3a-
LLLeNKUBAHNSA.

Ona pemoHTaxka yctponctea ¢ DIN-peiiku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHus, NOTAHYTb HUMKHIOK YacCTb YCTPOMCTBA Ha cebs.
3. [lpunoaHaB KOpNyc, CHATbL ycTpoiicTBo ¢ DIN-peliku.

2.3 MopakntoueHue NUTalOLWEN CETU

1. TMpexae, 4yeM K ycTpoincTey OyaeT noak/aoveHa nNuTatowas ceTb, HEOBXOAMMO 3a3eMANUTD
KOPMyC YCTPOMCTBa. 3a3emneHne HeobxoAMMO BbINOJIHATL U30/IMPOBAHHbIM MHOFOXW/b-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEeHME 3a3eM/IAIOLLErO NPOBOAA AOJIKHbI CO-
OTBEeTCTBOBaTb TpeboBaHuamM MY3.

MopKnouyeHne A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUaNNCTOM.

2. Ecau npepnonaraetcs NOAKNHOYEHME KOMMbIOTEpPa UAM MHOMO 060pYyA0BaHMA K KOHCO/b-
HOMY NOPTY KOMMYTaTOPa, 3TO 060pYyA0BaHNE TaKKe AOKHO 6bIThb HaAEKHO 3a3eMeHO.

3. ToaxntounTe K ycTpoicTBy Kabenb NUTaHMA. B 3aBMCMMOCTM OT KOMM/IEKTALMM YCTPOMUCTBA,
NMUTaHNE MOMKET OCYLLECTBAATLCA OT CETU NepemeHHOro ToKa, Mbo OT CeTU MOCTOAHHOrO
TOKa. Mpv NOAKNIOYEHMUM CETU NEPEMEHHOTO TOKA C/1IeAYEeT UCMO0/1b30BaTb Kabenb, BXOAALLMA
B KOMMJEKT YCTPOMCTBA. 1 NOAK/IOYEHUS K CETU NMOCTOSHHOIO TOKa MCMO/b3yiTe NPOBOA,
ceyeHMem He MeHee 1 Mm?,

Bo usberkaHue BO3HUKHOBEHUA KOPOTKOro 3amMblKaHuUA nNpu noaxKAlo4YeHUU K CcCetu
NMOCTOAHHOIO TOKa peKomeHAyeTCA Npon3secTtu 3a4nUCTKy Nnposoaa Ha AJIUHY 9 mm.
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' ' Lienb NUTaHMUA NOCTOAHHBbIM TOKOM [,0/1)KHA COAEPKaTb YCTPOUCTBO OTKAKOUEHUA NMUTAHUA C
el | Ppusnyeckum pasbeguHeHnem coeguHeHUn (BblKaOUaTe b, pa3bem, KOHTaKTOp, aBTOMaTH-
YecKuii BbiKAOYaTeNb U T. N.).

4. BKAOYMTE NUTaHME yCTpoKcTBa U ybeanTecb B OTCYTCTBUM aBapuii NO COCTOAHUIO MHAMKATO-
POB Ha nepeaHen NaHesnun.

/";j‘ DOna noaknoueHna K MES3708P nuTatoweit ceT He06Xo0AMMO CHATb KPbILIKY YCTPOMCTBA,
' OTKPYTUB OTBEPTKOI 18 BUHTOB, PacNONOXEHHbIX NO KpaaM.

2.4 YcraHoBKa U yganeHue SFP-tpaHcuBepoB

/";;‘ YcTaHOBKa ONTUUYECKMX MOAYNE MOXKET NPOU3BOAUTLCA KaK NP BbIKJIOYEHHOM, TaK U Npu
BKJIIOYEHHOM YCTpOlCTBE.

/\ PekomeHayeTcAa pasgenibHOe NOAKAIOYEHUe SFP-TpaHCMBepa U onTu4ecCcKoro naty-Kopaa B
h & cnort.

1. BcTaBbTe BepxHMt SFP-Mmoaynb B CNOT OTKPLITOM YaCTbo pa3sbema BHM3, @ HUXHM SFP-mo-
OYyNb OTKPbLITOM YacTblo pa3bema BBepX.

PucyHok 60 — YcTtaHoBKa SFP-TpaHcmBepos

2. Hapasute Ha moaynb. Korga oH BCTaHeT Ha MeCTOo, Bbl YC/bIlWNTE xapaKTeprlﬁ LeN4YoK.

PucyHok 61 —YcTtaHoBneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKky moayns.

PucyHok 62 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. WU3Bnekute moaynb U3 cnoTa.

PucyHok 63 — N3BneyeHune SFP-TpaHcmBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocae CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a34aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBLIN 6UT, 6€3 KOHTPOIA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 33faTb PeXUM 3sMynauuMu TepmuHana VT100 (MHoOrve TepmMuHafibHble MNPOrpPamMmbl
NCMOb3YIOT AAaHHbIN PEXUM IMYAALUN TEPMUHANA B KAYECTBE PEKMMA NO YMOJIYAHUIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NporpaMmHoe obecneyeHne smyaauumn TepmMmHana.

BKkAlounTb  ycTponcTBo. [lpM  KaxkKAOM  BKAKOYEHMM  KOMMyTaTopa

3anyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA K A AR AR A IR A AR AR A AR A AR AR A AR A A A AR AR A AR A AR A AR AR A X kK

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 26 — PyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHoOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWE yTpayeHHoOro napons. Mpu cnepytouen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

JKeHHbI ¢dann cuctemHoro MO He BbIGpaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOAHUT 3arpy3Ky C MCNO/b30BaHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNlbHOro MHTepdeica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecam B TedeHUne 1 MUHYTbI He BbiIBpaH HM OANH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiicTea npo-

vadRCl)

BONXKUTCA.
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3.5 PexXumbl paboTtbl KOMMYyTaTOpa

KommyTaTtopsl cepuit MES24xx, MES3400-xx, MES2410-08, MES2420-24 paboTaloT B pesKnUMe CTEKU-
poBaHuA.
’ ' KommyTatopbi MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL,
e MES2408IP DC1, MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nopaepu-
BalOT PeXXUM CTEKUPOBAHUA.
KommyTtatopol MES2424, MES2424B, MES2411X, MES2448B noaaepKMBaloT CTEKUPOBaHUE
! C QHANIOrMYHbIMM YCTpOiicTBaMM rev.B. Bce ocTanbHbie YCTPOMUCTBA MOrYT 6biTb 06beAUHEHDI
B CTEK TO/IbKO NPU YCA0BUM COBNAAEHUA PeBU3UIA.
CTekmMpoBaHMe No3BoaseT 06beANHUTL A0 8 KOMMYTAaTOPOB OAHOM U TOM e MoAenIn B OAHO JIoTn-
yecKoe YCTPOMCTBO. N1 YCTPOMCTB, BXOAALWMX B COCTAB CTEKA, NPEeAYCMOTPEHbI Cieaytolme posiun:

— Master (UID yctpoiictea oT 1 Ao 8) — ocyllecTBAseT ynpasBieHue BCeMWU YyCTPoCcTBaMU B
cTeke. Posib MacTepa NpMHMMaET TONbKO O4HO YCTPOMCTBO, BCE OCTa/IbHbIE YCTPOICTBA NOY-
yaloT posib Backup. B ciyyae oTkaoueHus yctpolictea Master U3 ycTpoliicTs ¢ poJibio Backup
BblGMpaeTca HOBbIM MacTep.

— Backup (UID ycTpoictea oT 1 A0 8) — yCTpPOICTBO, NOAYNHSAIOLLLEECA YCTPOWCTBY C PO/biO
Master. YctpolicTBo ¢ posabto Backup aybamnpyet koHdurypaumio, HbopmaLmio 0 No1b30Ba-
TensAx, akTUBHbIN 06pa3 MO. B ciyyae BbIxoAa U3 CTPOA YNPaBAAOLWEro yCcTpoicTea bepeT Ha
ceba pyHKUMM ynpaBaeHUA CTEKOM.

/ UHTepdeiicbl B pexkume cTeKMpOBaHUA PaboTalOT TO/IbKO HA MAaKCMMasIbHOW CKOPOCTU UH-
Tepdeiica.
l | YcTpoiicTBa € 0auHAKOBbIMU uaeHTudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
- cTeke.

B pexknme CTEKMPOBAHMA YCTPOMCTBA UCNOb3YHOT XG-NOPTbl 418 CUHXPOHM3aLMK. [Py 3TOM yKasaH-
Hble MOPTbl He y4yacTBYlOT B MNepedaye AaHHbIX. BO3MOMKHbI ABe TOMOMOMMU CUHXPOHM3UPYIOLLMXCA
YCTPOMCTB — KOJIbLLEBAA U INHEHAA. [1N5 NOBbILWEHNA OTKAa30YCTOMYMBOCTM CTEKA PEKOMEHAYETCA UCNONb-
30BaTb KOJIbLLEBYIO TOMOAOrMI0. 1PN UCNOAb30BaHUN IMHENHOM TONOAOMMM B CXEME U3 ABYX IOHUTOB CTEKO-
Bble NopTbl 06begnHAIOTCA B LAG, Y4TO N03BOAAET NOBbLICUTb MPONYCKHYIO CNOCOBHOCTbL KaHana. Mpu ncnosb-
30BaHUU KOJIbLLEBOM TOMOMOMMM OAMH CTEKOBbIM NMHK BaoKupyeTca ana Broadcast, Multicast, Unknown
Unicast-Tpaduka n He 6aokunpyetca gna obyuyeHHoro Unicast-Tpaduka, YTo NO3BOIAET NOBbICUTL NPONYCK-
HYH0 CNOCOBHOCTb CTEKOBBIX JIMHKOB.

MaTpuua cTeknposaHua kommytatopos MES2424
MES2424 MES2424 rev.B | MES2424B MES24248B rev.B MES2424FB MES2424pP
MES2424 + + - - - -

MES2424 rev.B + + - - - -
MES24248B - - + + - -

MES2424B
rev.B
MES2424FB - - - - + -

MES2424pP - - - - - +

MaTtpuua ctekmpoBaHma KommyTtatopos MES2410-XX n MES2420-XX

MES2410-08DP MES2410-08DU MES2420B-24D MES2420-48P MES2420D-24DP
MES2410-08DP + - - - -
MES2410-08DU - + - - -
MES24208B-24D - - + - -
MES2420-48P - - - +
MES2420D-24DP - - - - +
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MaTtpuua cTeKMpoBaHma KommyTtatopos MES2448 n MES2411X

MES2448 DC

MES2448B

MES2448B rev.B

MES2448P MES2411X MES2411X rev.B

MES2448 DC +

MES24488B -

+

+

MES2448B
rev.B

+

+

MES2448P -

MES2411X -

MES2411X
rev.B

MaTtpuua cTekmpoBaHma KommyTtatopos MES3400-XX

MES3400-24

MES34001-24

MES3400-24F MES3400-48 MES3400-48F

MES3400-24 +

MES34001-24 -

+

MES3400-24F -

+ - -

MES3400-48 -

MES3400-48F -

Hacmpolika cmeKuposaHuUs KOMMymamopos

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 27 — KomaHAabl A5 HACTPOMKK CTEKA

3HayeHue/3HayeHue no

no stack persistent-mac

KomaHoa Aelicmeue
yMOAYaHUIO
. . o HasHaunTb Homep ycTpoicTBa «unit-id» oKanbHOMY
stack configuration unit-id - o
unit-id unit_id: 1-8 YCTPOWCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CMeHa Homepa
YCTPOMCTBA NPOU3ONAET NOCAE Nepesarpyskn KOMMyTaTopa.
' . . HasHaunTb MHTepdeichbl AnA CUHXPOHM3aLUK PaboTbl
stack configuration {links pd A P U p
L. - KOoMMyTaTopa B cTeke. MUHUManbHOe Konnyectso — 1,
tengigabitethernet 1-4}
MaKcMmanbHoe — 2.
no stack configuration - YoanuTb CTEKOBYHO KOHOUTypaLmio.
. BkntounTb noctoaHHbIM MAC-agpec. MAC-agpec cTeka byaeT co-
stack persistent-mac AP AP YA
oTBeTcTBOBaTH MAC-aipecy M3Ha4YabHOro MacTepa.
-/BKAKOYEHO

OTKNOUNTL NOCTOAHHLIM MAC-agpec. MAC-agpec cteka byaer
cooTBeTcTBOBaTb MAC-azpecy TeKyLero macrepa.

Mpumep KOMaHA CTEKOBON KOHOUIypaumm Ana HacTpPoKu nepeoro Homepa Unit n ncnosnbsosaHus
nHTepodelicos Te 1/0/1-2 B KaUecTBe CTEKOBbIX.

console#configure terminal
console (config) #stack configuration unit-id I
console (config) #stack configuration links tengigabitethernet 1-2

KomaHObI pexcuma privilege EXEC

3anpoc KOMaHAHOW CTPOKU MMEET CaeayioLmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privilege EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show stack

0OT06pa3nTb MHPOpPMaLMo 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
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OT06pasnTb MHPOPMALUIO O CTEKUpYOWMX WHTepdelicax u
show stack configuration - naeHtndukatope Unit ID, a TakkKe 0 3HaYEHUAX ITUX NapameTpoB
noc/se nepesarpysku.

PacwmnpeHHoe oTobparkeHne MHGOPMALMM O CTEKUPYIOLLUX UH-
Tepdelicax.

show stack links [details] -

3.6 HacTtpoiKa pyHKUMA KOMMyTaTOpa

®PyHKLUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOIACTBA MOXKHO Pa3AennTb Ha ABa TMna:

— ba3oBasA HacTpoiKa — BK/oYaeT B cebs onpeaeneHne 6a3oBbIX PyHKUMIA KOHPUTypaL UM 1
HaCTPOWKY AMHamMmnYecKux IP-aapecos.

— HacTpoiika napameTpoB cucTtembl 6€30MacHOCTM — BK/lOYaeT ynpaB/ieHWe CUCTEeMOMN
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUM B HACTPOIKY KOMMYTaToOpa UCNOJb3yeTca cieayioLan
KOMaHAaa:

V Mpu nepesarpysKe ycTPoOCTBa BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaHbl. A coxpaHe-

console# write startup-config

3.6.1 AsmomamuyecKaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B uenax aBTomMaTM3auMu ynpaBieHUA KOMMYTATOPOM Ha yCTpoicTBe noaaepkaHa ¢yHkuma ZTP

(Zero Touch Provisioning). JaHHasa ¢yHKLMA NO3BOAAET MNONYYNTb HACTPOMKY HEKOTOPbLIX onumii oT DHCP-
cepBepa Ha 3Tane NoAKAOYEHUA yCTpolcTBa. 1o ymonyaHuio ZTP BKAKOUYEH aBTOMATUUECKN.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KoMaHZAHOW CTPOKM pexknma rnobanbHol KoOHPUrypauuu:
console (confiqg) #

Tabnunua 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HavyeHue/3Ha4veHue no .

KomaHda / Aeilicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboty dyHKumm ZTP.

V‘ Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
umii 43, 66, 67. Noaonuun ana 43 onuun:

-/BK/IlOMEHO, 3anycKaeTcn -1-image
BHayvane cTtapTa NPOLIMBKHK - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.6.2 baszoeaa Hacmpolika Kommymamopa

[na Hayana KoHGUrypaumm yctTporictea Heob6xo04MMO NOAKAYUTL YCTPOMCTBO K KOMNblOTEPY Yepes
nocnaefoBaTeNbHbI NOPT. 3aNyCTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyASALMU TEPMUHANA COTACHO NMYHKTY
3.2 «HacTtpolika TepMUHaNa».
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Bo Bpemsa HavyanbHOM HAaCTPOMKM MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOMCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
2. Co3paHue HOBbIX MO/b30BaTeNEeN.

3. Hactpoika ctatuyeckoro IP-agpeca, Mackv NoaceTv 1 Wk03a N0 YMOMYAHUIO.
4. HacTpolika napameTpoB npoToKosa SNMP.

3.6.2.1 3adaHue naponsa a1 nosnv3oeamena «admin» u co30aHuUe HOBbIX Noab3osameneli

[Ona o6ecneyeHus 3alMULLEHHOrO BX0O4a B cCUCTEMY HEOO6X04MMO Ha3HAUMTb Napo/ib NPUBHK-
N NerMpoBaHHOMY noJsb3oBaTtento «adminy».

MmA nosib3oBatens W naposb BBOAUTCA MPU  BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Nto6oro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V’ YpoBeHb npusunaerunii ¢ 1 no 14 paspeluaer goctyn K yCTPOUCTBY, HO 3anpeLLaeT HaCTPOIiKy.
YposeHb npuBuaeruii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOIACTBA.

Mpumep KOMaHA onA 3a4aHuA nosnb3osaTento «adminy» napona «Eltex_1» 1 cosgaHna nonb3osaTens
«operator» c naponem «Pass_2» 1 ypoBHeM npusuaerui 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/' MHPopmauma O NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUMCUMOI NamATU U
MoKeT 6bITb oumLLeHa KomaHAoi 'delete startup-config'.
’ ‘ Heobxoaumo 6paTb B KaBbIUKU MMEHA YUYETHbIX 3aNuceil U Napo/u, cogepKalyme cneucum-
- BOJbI.

3.6.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu U wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXOoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACeTU U, B C/y4ae ynpasBaeHUsa M3 APYroi ceTu, W3 Mo yMon4YaHuto. IP-agpec MoXKHO
Ha3HauuTb nHTepdeiicy VLAN (no ymonuyaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macKa 255.255.255.0). IP-agpec wnto3a A0NXKEH NPUHaA/IeXaTb K TOM Ke noacetu, 4YTo U oauH u3 IP-
nHTepdelicoB ycTPonCTBa.

V IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Atob6om uHTepdeiice cTtaTuyecku
uam no DHCP He co3paH ppyroii IP-agpec. Mpu atom Ha interface vlan 1 gonkeH 6biTb BKAIO-
yeH dhcp-KnueHr.
V’ Mpu ypaaneHuun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbca no IP-
agpecy 192.168.1.239/24. NMpu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 73



HELTEX

lpumep KomaHO Hacmpoliku IP-adpeca 019 uHmepagelica VLAN 1

MapameTpbl MHTEpPdelica:

IP-adpec, HazHa4yaemblll 0a5 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

Ons Toro ytobbl ybeantbca, 4to aapec 6ol HasHavyeH UHTepdelicy, BBEaUTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.6.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl No3BOAAOT HAacTPoUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA YCTPOMCTBOM. YCTPOICTBO NOAAEPKNBAET NPOTOKO/Ibl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOMKHOCTU agMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb XO0TA Obl 0AHY CTPOKY coobuiecTsa.

B KauectBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Co3maamm nonb3osatena USER,
npuHagnexauwero rpynne GROUP. [aHHbI nonb3oBaTenb AOMKEH MMETb BO3MOXKHOCTb MCNOAb30BaTb
community NETMAN, Kotopol npucBoum uHaekc 1. Fpynne GROUP 6yaeT paspeweH [ocCTyn Ha
yTeHue/3anncb/nonydeHme snmp-trap No o6bEKTaM, NPMHAANEKAWMM view iso. OBBbEKTbI, 414 KOTOPbIX
paspelleHa oTnpaBKa TPanos, AO/KHbI NPUHaANeXKaTb Ter-nucty TAG, oTNpaBAATbLCA Ha rpynny agpecos
ADDR, B koTOpYyto BXoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpeaensemom ana nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model v2c

console (config) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.6.3 Hacmpoliika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTU CUCTEMbI MCMOAb3YyeTcA MexaHuam AAA (ayTeHTUUKaLmsS,
asTopu3aums, ydet). Ansa wndpoBaHUA AaHHbIX UCNOb3YETCA MexaHuU3m SSH.

— Authentication (ayTeHTUdUKauma) — comnocTaBAeHWe 3anpoca CYLEecTBYIOLWEN YYETHOM
3anuncu B cucteme 6e30nacHOCTU.

— Authorization (aBTopr3aLms, NPOBEPKA YPOBHA A0CTyMNa) — CONOCTaBAeHNe YYETHOM 3anucu
B cucTeme (npoweawen ayTeHTUOMKaLuMIo) M onpeaenéHHbIX MOAHOMOUYNNA.
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— Accounting (y4€T) — cnexeHue 3a noTpebaeHnem pecypcos No/b30BaTeNieMm.

HpI/I MCIIOJIB30OBaAHMM HACTpPOEK yCTpOIZCTBa I1I0 YMOJIWAHMK MVMA II0JIB30BATEJIA — admin,
rnapojsi — admin.
/ Monb3osatenb no ymonuauuio (admin/admin) cywiecteyer Ao Tex nop, Noka He co3AaH Jto-
6011 apyroii nonb3oBaTenb ¢ ypoBHEeM npusuaeruin 15.

« Bcerpga p0/13KeH cywecTBoBaTb N0/1b30BaTe b C YPOBHEM npusunerui 15.

3.6.3.1 Hacmpolika docmyna 0o cepeepoe RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOOXOAMMO BbINOHUTD CAeaytoLmne HaCTPOMKM
Ha KommyTaTtope:

— HacTtpoutb IP-agpec cepsepa;

— HacTpouTb KAtoy A0CTyna, 3a4aHHblil AN HacTpanBaemoro cepsepa (Mpu Haamumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.6.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpoutb cnmncok AAA no ymonyanmio. Cnncok AAA No YMONYaHUIO NPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecan gna yKasaHHOM IMHMM He YKa3aHO MHOrO. B NpuBeaeHHOM Npumepe ANA ANHUM
console goctyn 6yaeT ocyLWecTBAATLCA TONbKO Yepes /I0KanbHYo 6a3y AaHHbIX.

[Mpumep KomaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaoM pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLWMX PEKMMOB M KOMaHS, BXOZa B PEXUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKyLLEN CECCUM U CMEHa NOob30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUAa,:

console#

Tabnunua 31 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMANbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanua 32 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®unbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3aMpOChI
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 33. PunbTpauua paboTaeT ToNbKO AnA show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 33 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBETCTBYET Npobeny B Hayane CTPOKMU;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBagpaTHbIX CKOBOK;

\ — UrHopUpyeT CMMBOA, CNEAYIOLWMIA 33 PErynsapHbIM BbipaKe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 34 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuua 35 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 36 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HaNMCaHHbIX CIUTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gil/0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolef#macro apply 1234 %1 6 %2 10 %3 "gil/0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 37 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
[Fount count] [timeout host: (1..158) cUMBONOB; nocrtynatowmx otsetos (ICMP Echo-Reply).
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; - host — pomeHHOe UMs y3na ceTu;
timeout: (1..100) ) ’ .
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BaWT B NakeTe;
- count — KONIMYECTBO NAKETOB ANA Nepesayu;
- timeout — Bpema 0XXnAaHWA oTBeTa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHus.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-apapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBONOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - size — pasmep nakeTa A4/ OTNPaBKM, KOAMYeCTBO BaiiT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHWA OTBETa Ha 3anpoc.
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMaHA U pe3yb-
V TaToOB NpuBeaeHo B Tabauue 39.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
) CypCbl YCTpOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show system id OT06pasnTb cepuiiHbIA HOMep YCTPOMCTBA, PeBM3NIO NaaTbl U ba-
i 308Bbl1 MAC-agpec.
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show nvram

OT06pasnTb MHPOpPMaLMto 06 yCTPOMCTBE B SHEPrOHE3aBMCUMOW
namaTu.

show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
nepeyvncaIeHHbIX HUXE KOMaHA,:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show stack

- show stack configuration

- show stack links

- show stack links details

- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHaHoOM cTpoku B pexkumme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 38 — KomaHabl ynpasneHuns cuctemon B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymosi4yaHurw

Aeiicmeue

reload [unit-id unit_id]

unit_id: (1..8)/-

KomaHgza cnyxkuT Ans nepesarnycka ycTpoicTsa.
- unit_id — Homep ycTpolicTBa B cTeke.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BPeMEHMU, Yepes KOTOPOe NPOM30MAET Nepesarpyska
yCTpOMCTBa.

reload cancel

OTMeHa OTNOXKEHHOM NepesarpysKku.

show reload

MpOCMOTpP BPeMeHU, Ha KOTOPOe Ha3HayYeHa nepesarpysKa.

show env {CPU}

MoHuTopuHr ytnamnsaumm CPU.
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show env {tasks} - MoHUTOPUHT yTUAn3aumm CPU no npoueccam.

show env {RAM} - MOHUTOPUHT yTUAn3aumm RAM.

show env {temperature} - MOHUTOPUHT TepmoaaTUMKa.

show env {flash} - MoHuTopuHr flash-namaTu.

show env {power} - MOHWTOPUHT NUTaHUA n AKB.

show env {all} - MOHUTOPUHT BCEX NAPaMETPOB OKPYKEHUA.

show env {dry-contacts} i MOHUTOPUHT TEKYLLEFO COCTOAHWUA CYyXMX KOHTAKTOB.

show env {fan} - MOHUTOPUHT COCTOAHUA BEHTUNATOPOB.

show env {fan thresholds} ) OT06pasunTb TabauLy ¢ 4ONYCTUMbIMKU CKOPOCTAMM BPALLEHUSA
BEHTU/IATOPOB.

telnet {A.B.C.D | host | OTkpbiTe TELNET-ceccum ans ysna cetu.

AAAA::BBBB | - A.B.C.D — IPv4-appec y3na cetu;

AAAA::BBBB%interface} [-1 name] host: (1..63) cumsonos | - AAAA::BBBB —IPv6-agpec y3na cetu
- interface — nntepdelic;
- name — UMA No/b30BaTeNS.

OT06pa3unTb cTaTyc KAMeHTa Telnet n KOANMYECTBO AKTUBHBIX CEC-

show telnet-client - o
CUn.

OTKpbITMeE SSH-ceccumn gna ysna cetu.

- A.B.C.D - IPv4-agpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nntepdelic;

- name — uma Nonb3oBaTens;

- 1 —uncnosnb3oBaTb ToNbKO SSH Bepcum 1;

- 2 —1Ccno/sib30BaTb TONbKO SSH Bepcum 2;

- C—3anpocuTb C}KaTue JaHHbIX;

-V —nopapobHo oTobparkaTb NpoLecc NOAKNIOYEHUS;

- command — KomaHZa, BbinoaHAemas Ha SSH-cepsepe.
OT06pasunTb cTaTyc KAMeHTa SSH M KoNMYecTBO aKTUBHBIX Cec-

ssh [@]{A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name] -
[-1]-2] [-C] [-v] [command]

show ssh-client -

cun.
create ssl crypto key rsa [1024 | CreHepupoBaTb NPMBATHbLIN KoY Ana SSL-cepBepa Ha KOMMy-
2048] TaTope.
create ssl cert-req algo rsa sn
[string] - CreHepupoBaTb 3aMNpoc Ha CeEPTUPUKAT OT KOMMYTATOpPA.
create ssl server-cert - BKAtOUNUTL perkum BBoAa cepTudMKaTa.

Mpu BbINOJIHEHUN KOMAHAb! t raceroute MOTYT MPOU30MNTM OLLIMBKK, onNucaHne owmnboK npuBeaeHo
B Tabanue 39.

Tabnnua 39 — OWMBKKM NpU BbINOJHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT npu NonbITKe Nepesayn nakeTa.
? HewnsBecTHbIM TMN NaKeTa.
A AOMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT NPU BAOKMPOBAHMMU UCXOAALLErO
Tpaduka no npasmaam B Tabanue goctyna ACL.
F TpebyeTca ¢parmeHTauma n yctaHoBka éutos DF.
H Y3en cetm HeOCTyNeH.
N CeTb HegoOCTyMHa.
P MpoToKkon HepoCTyNeH.
Q MNcTOYHMK NoaaBieH.
R NcTekno Bpema noBTopHoM cbopku pparmeHTa.
S OwmnbKa ncxogdAuLero mapLpyTa.
U MopT HepocTyneH.
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KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTypauum nmeeT cneayowmii Bua:

console (config) #

Tabaunuya 40 — KomaHAbl ynpaBaeHUsa cCUCTEMON B pexkume rnobanbHoM KoHGUrypaumum

3HaveHue/3HavyeHue "
KomaHoa / Aeiicmeue
o yMOAYAHUIO
hostname name name: (1..128) KomaHaa cny»KuTt ana 3ajaHuA CeTeBOro UMeEHW YCTPOICTBa.
no hostname CMMBONIOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHME MO YMONYAHMIO.
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONO/IOKEHNN YCTPONCTBA.
CMMBO/I0B
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBO/10B
system description name name:(1..255) N
3apaTb onNucaHue yCcTpomncTea
CMMBOIOB
cpu rate limit queue queue YCTaHOBWUTb OFPaHNYEHME CKOPOCTU BXOSALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol oyepeam
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii AnA npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B NMpunoxkeHue B. Ouepegu ana npu-
HMmaemoro Ha CPU Tpaduka.

BOCCTaHOBMTL 3HaYeHWe pps NO YMOAYAHMUIO A/1A OnpeaesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — npu HaaTUM KHOMKKM F gainTenbHoCcTbio meHee 10 ce-
KYHA, NPOUCXOAMT Nepesarpyska yCTpoicTBa; Npy HaXaTim Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolcTea A0 3a-

-/enable o
BO/CKOM KOHOUrypaumm;
- disable — kHonKa F oTKAtoYeHa (He pearMpyert Ha HaxKaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knmeHTa.
- - -/BKOYEHO
set telnet-client disable BbIkntounTb paboty TELNET-knneHTa.
set ip http enable .
BkatounTte HTTP-cepBep Ha ycTpolicTae.
-/BKNKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa A4/1A NpUMeHeHusA
. Hacrpoiiku.
set ssh-client enable BKkntoumTb paboTty SSH-kAneHTa.
-/BKNIOYEHO

set ssh-client disable

BbIKkntounTb paboTy SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IOYEHO

BKAtOUMTb OTNpaBKy coobuieHunit dying gasp.
V TonbKo gna ycrpoiictea MES2448B.

V Mpu BKAOYEHMU OTNPABKKU coobueHnii dying-gasp Bbik-
niovaetca moHutopuHr AKB.
!

dyHKUMA He nogfepikaHa B CTEKe B TeKylieil Bepcuu
no.

BbIKNOUNTL OTNPABKY coobLieHuit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKAIOYEHO

BkntounTb MOHUTOPUHT AKB.
Tonbko ana ycrpoiicte MES2424FB, MES2420B-24D,
MES2420D-24DP, MES2448B.

Mpu BkAOYEHUU MOHUTOPUHTa AKB BbiKatoYyaeTca oTn-
V paBKa coobuenunii dying-gasp.

BbIkntounTb MOHUTOPUHT AKB.
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env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHuMe O npesbllWeHNUN 3a4aHHOrN0 B NPOLUEHTax

percentage nopora ytnausaumm CPU.
env maximum RAM threshold percentage:1-100/100 HacTpouTb norMposaHue o NpesbllEeHUN 334aHHOrO B NPOLEeHTax
percentage nopora ytunaunsaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb I0rMpoBaHmne O NpesbleHUN 334aHHOMO B MPOLEHTaxX
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIK/IIOYEHO

HactpouTb npuBeTcTBUE 418 NONb30BaTENEN NOC/Ee aBTOPU3aLNN.

string — TeKCT NpUBETCTBUSA A/IMHON A0 256 cimBOIOB.

Mpu BBOAE KOMaHAbl 6€3 nmapameTpa string NPUBETCTBUE MONKET
mmeTtb annHy go 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C nomolubio cumsona "'@".

YaanuTtb npMBeTCTBME A7 aBTOPU30BAHHBIX NO/b30BaTENEN.

banner login [string]

no banner login

-/BbIK/IOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJb30BaTEsEN
npu NOAKAOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBMA AJIMHON A0 256 CUMBONOB.

Mpu BBOA4E KOMAHAbI 6e3 napameTpa string NpUBETCTBUE MOMKET
MmeTb AnnHy ao 1023 cumBonoB. BBOA NpMBETCTBUA NpepbiBaeTca
C NomolLbio cumeosa "@".

Ypanutb npuBeTcTBME AN1A HEaBTOPU3OBAHHbIX nonb3osaTenen.

logging events reload

no logging events reload

-/BKNIOYEHO

BKAtounTL OTNPaBKy snmp Tpanos 1 syslog coobuieHnit npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

BbIK/OYMTL OTNPABKY SnMp TPanoe U syslog coobueHnin npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IOYEHO

BKkatountb HTTPS-cepBep Ha ycTpoiicTBe.

OTkntounTs HTTPS-cepBep Ha ycTpoiicTse.

Tabnunuya 41 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear cpu rate limit counters

OuynCTUTL cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKoB rate limit Ha CPU.

set cli pagination on

BK/IIOYMTb NOCTPAHUYHbIN BbIBOA KOHOUIYypaLmu.

set cli prompt off

—— -fon -
set cli pagination off OTKNOUYUTL NOCTPAHUYHBIN BbIBOA, KOHOUTYpauuu.
. BKAlouMTL noATBepXKAeHWe nepes BbINOAHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHa,
-/on

OTKNOUYUTD NOATBEPNKAEHME MNepes, BbINMOJHEHUEM HEKOTOPbIX KO-
MaHZ.

4.5 KomaHapl ANA HACTPOMUKMU NapaMeTpoB A4 3a4aHUA Naponen

[aHHbIN pa3aen npegHasHayeH ANA HACTPOMKM 3aZlaHnA Naponelt ana nonb3oBartenei.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobasibHoM KOHOUNypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnnuya 42 — KomaHabl ynpaBieHNa CUCTEMOW B pexxume rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IIOYEHO

BKIOUUTL MexaHW3M NPOBEPKMU Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAEPKaATb XOTA 6bl 0AHY LMdpY;

- symbols — naponb [OMKEH CoXKepyKaTb XOTA Bbl O4UH CUMBOJT;

- uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKAOUUTb MEXAHU3M NPOBEPKU Naposei.
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password validate length

3aaTb MMHUMANbHYIO ANUHY NapONs.

length length: (0..20)/0

no password validate YCTaHOBUTb 3HAYEHME MO YMOIYaHUIO.

login block-for timer attempts YCTaHOBUTD:

value - timer — Bpemsi 6/1I0KMPOBKM NOKANbHOM YYETHOM 3anncy Noab3o-

BaTens;
- value — KONMYeCTBO MAYWMX NOAPAL NOMbITOK BBOAA Napons ¢
oWwnbKoM A0 B6NIOKMPOBKM JIOKANIbHOM YYETHOM 3anncy nosib3oBa-
Tens.

timer: (30-1800)/30 cek
value: (1-10)/3

no login block-for

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 43 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuio

show password validate rules - MpocMOTp TeKyLLEN HAaCTPOMKN MexaHU3Ma NPOBEPKN Napoen.

4.6 Paborta c paitnamu

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpun ocywecTeaeHnn onepaumn Hag dannamm, B Ka4eCcTBe apryMeHTOB KOMaHJ, BbICTYMNatoT ajapeca
URL — onpegenutenn MmecTOHaxoxgeHua pecypca. OnucaHue KAK4YeBbIX C/I0B, WMCNOAb3YEMbIX B
onepauuax, npuseseHo B Tabaunue 44.

Tabnnua 44 — CnncoK K/to4YEeBbIX C/I0B U UX ONUCaHKNE

Kniouesoe cnoeo

OnucaHue

flash://

McxoaHbli agpec MaM agpec Mecta HasHauyeHUsa ANA SHepProHe3aBMCMMON NamaTh. JHeproHesasu-
CMMasn NamATb UCMOJb3YeTCA Mo ymonyaHuio, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu ssastoTes: flash:, tftp:, scp:...).

running-config

daiin Tekywen KOHPUrypaumm.

startup-config

®aitn nepBoHavYanbHON KOHGUTypauuu.

active-image

®daiin c aKTMBHbIM 06pasom.

inactive-image

®aiin c HeakTMBHbIM 06pasom.

tftp://

UcxopHbIV agpec unv agpec mecta HasHavyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MmA yCTPOICTBa;

- directory — Kkatanor;

- filename — uma daiina.

usb://

McxoaHblv agpec nam agpec mecta HasHadeHus gaa USB-HakonuTens.
CuHTakcmc: usb://[directory]/ filename.

- directory — kaTanor;

- filename — uma daiina.

logging

daiin c uctopmen KomaHa,

4.6.2 KomaHObI 0511 pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cnegytowmin BUA:

console#
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Tabnuua 45 — KomaHapl ana pabotbl ¢ pannamm B perknme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aeiicmeue

copy source_url [:port]
destination_url [:port]

copy startup-config
destination_url [:port]

copy running-config
destination_url [:port]

copy source_url [:port]
running-config

copy source_url [:port]
startup-config

copy source_url [:port] image

copy source_url [:port] boot

source_url: (1..160)
CUMBOJI0B;
destination_url: (1..160)
CMMBOJIOB;
port: (1..65535)

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
IO¥KEHWE Ha3HaYeHUs.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢paiin byaeT cko-
NUPOBaH;

- port — TCP-noprt.

CoxpaHeHWe NepBoHa4YaNbHOW KOHOUIypaLum Ha cepsepe.

CoxpaHeHWe TeKyleln KoHoWrypaumMu ycTpoicTBa Ha cepsep.

KonupoBaHue KoHOUrypaumm ¢ cepBepa B TeKyLLyl KOHbUrypa-
LMI0 YCTPOMCTBA.

KonupoBaHne KoHpUrypaumm c cepsepa B NepBOHaYabHYH KOH-
durypaumio ycTpoicTaa.

KonupoBsaHue daiina MO 13 MeCTONONOKEHNA UCTOUHMKA.

KonuposaHue cbal‘fma Ha4a/IbHOro 3arpy34ymka n3 mectononoxeHua
UCTOYHUKaA B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK dalinos B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe daina.

pwd

OT06pasnTb NyTb A0 TEKYLLEWN AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb ANPEKTOPUIO Ha YKa3aHHYH.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Yaanutb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase [flash_url]

Yaanute dann

erase startup-config

Yaanutb daiin nepsoHayanbHoM KoH$Urypaumu.

erase nvram:

C6pocuTb A0 AeDONTHON SHEProHe3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute ¢ain 3anmcu aBapunHbIX M OTIa404HbIX COODBLLEHNNA.

boot system inactive

3arpysutbca ¢ HeakTMBHOro obpasa MO.
l |  KomaHnpgb! boot system He meHsalOT 06pa3 Ha 63Kkanax.

boot system active

3arpy3unTbcsa ¢ akTMBHOro obpasa MNO.

delete startup-config

Ypanute dpaiin nepBoHa4abHON KOHOUIYpPaLMM BMECTE C O4MCTKOM
rnobanbHbIX HACTPOEK NVram W yaaseHnem nosb3oBaTtesiei.

show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [module]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (2..4094);
module: (igs, la, stp..)

OT06pasnTb  comeprnumoe
(running-config).

- interface — KoHdUrypauma nHTepdeincoB KommyTaTopa - dpusnye-
CKMX MHTepdeicos, rpynn nHtepdericos (port-channel), VLAN-uH-
Tepdelicos, MHTepdelica 3amblkaHUA Ha cebs;

- igs — IGMP snooping;

- la - link-aggregation;

- stp — spanning-tree.

darina Tekylwen KoHdurypaumm

show startup-config

OT06pasnTb cogepxumoe daiina nepBoHavanbHOW KoHoMrypa-
uuu.

show bootvar

MoKas3aTb aKTMBHbIN ¢ain cuctemHoro MO, KOTopbI YCTPONCTBO
3arpyyaert npu 3anycke.

write {startup-config | url}

COXpaHWTb TEKYLLYHO KOHUrypaLumio B Gaini nepBoHaYaNbHOM KOH-
durypauum.

replace running-config
[flash:path]

3ameHuTb running-config KoHpUrypaumein ns paiina.

clear running-config

OunCTUTL TEKYLLYIO KOHUrypauuio (running-config).

diff [flash:path] [flash:path]

CpaBHWTb ABe KOHOUrypaLuu.

Cepsep TFTP He MoXeT 6bITb aApPecoOM UCTOUHMKOM U aapecom HasHauyeHUa aNa ogHoMu
e KOMaHZAbl KONUPOBaHMUA.
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MpocMoTp aKTUBHOIO M HeaKTUBHOIo obpasa AocTyneH u3 u-boot. 1 3Toro B KOMaHAHOMN CTPOKe u-
boot Heobxoanmo BBecTU:

MES2428# bootimg print

KomaHga Ana cmeHbl aKTUBHOTO o6pa3a n3 u-boot:

MES2428# bootimg inactive

KomaHpga «bootimg inactive» npumeHseTtca 6e3 oXXngaHua noaATBepXKAeHUA.

LN

Mpu 3arpy3ke ¢paitna KoHPUrypauum c yganeHHoro cepeepa B «startup-config» B Hauane
daitna Heobxogumo f06aBUTb CTPOKY C CUMBOIOM « 1%,
®aiin KoHpUrypaumm AonKeH umeTb paclumpeHue «.conf».

LN

4.6.3 KomaHObI 0ns pe3epeupo8aHuUa KOHGU2ypayuu

B gaHHOM pasgesie onucaHbl KOMaHAbl, NO3BOAAIOLLIME PE3ePBUPOBaTL KOHOUIYpaLMIO Ha cepBep.
[ns pesepsupoBaHna KoHdMrypaumm HeobxoaAMMO yKasaTb agpec cepsepa.

KomaHObI pexcuma 2a06anab6HoU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXnume rnobanbHON KoHOUrypaLumm:
console (config) #

Tabnvua 46 — KomaHabl pexxnma rnobanbHoN KoHPUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
o YyMO/YAHUIO
backup server destination_url YKasaTb agpec cepBepa, Ha KOTOpbI byaeT Npon3BOAUTLCS pe-
[:port] o 3epBupoBaHne KoHourypaumm. CtpoKka B popmate:
destination_url: €t/ /XXX XXX XXX XXX,
(1..160) cumeonos; «sftp://username:password @XXX.XXX.XXX.XXX».
port: (1..65535) - port — TCP nopr.

no backup server Ypanutb agpec cepsepa.
backup path path YKasaTb NyTb pacnonoxeHus ¢aiina Ha cepeepe ¢ npeduKcom

nmeHu daina. Mpu coxpaHeHumn K npeduKcy byaeT nobasneHa Te-

B Kylan Aata v Bpems B Gopmate rrrrmmag44mmcc.
no backup path Y[anuTb NyTb ANA pe3epBUpPOBaHUA.
backup auto BK/110YMTL aBTOMATHUECKOE pe3epBrpoBaHme KOHUrypaLmum
no backup auto BbIK/IOYMTb aBTOMATMUYECKOE pe3epBrpoBaHme KoHUrypaLmm
backup history enable BKNIOUUTL COXpaHEHUE UCTOPUM PE3EPBHbBIX KOMUNA.
no backup history enable BbIKNOYNTb COXPAaHEHWE UCTOPUMN PE3EPBHbIX KOMUNA.
backup time-period timer ) YKasaTb NPOMENKYTOK BPeMeHW, No UCTedeHnn KoToporo byaert
timer:
OCYLLLECTBAATLCA aBTOMATUYECKOe pe3epBMpoBaHue KOoHdUrypa-
(1..35791394)/720 mu-
LMn.
. . HYT
no backup time-period YCTaHOBWTb 3HaYEHME MO YMOIYAHUIO.
backup write-memory BK/iloYeHWe pe3epBMPOBaHMA KOHOUIypaumMuM MpU COXpaHeHUu
-/BbIKAOYEHO nonb3osaTenem KoHourypauun Ha flash-Hakonurens.

no backup write-memory YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.

KomaHObi pexcuma Privileged EXEC

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC umeeT cneaytowmin sna;:

console#
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Tabnuua 47 — KomaHabl pexkmma Privileged EXEC

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHda

Aelicmeue

backup running-config -

Co3aaTb pe3epBHY0 Konuio KoHbUrypaLmio Ha cepeepe.

4.7 HacTpoiiKa CUCTEMHOrO BpeMeHMU

v/

Mo ymonuyaHuio aBTOMaTUYECKUIA nepexos Ha NieTHee Bpemsa OCYLLEeCTBASETCA B COOTBET-
cTBUM co ctaHgapTamu CLLUA n Esponbl. B KoHdUrypauum moryT 6biTb 3agaHbl ntobble gaTta

M Bpemsa ana nepexoaa Ha fieTHee Bpema U o6paTHo.

KomaHObl pexcuma Privileged EXEC

3anpoc KomaHgHoM cTpoKu B pexume Privileged EXEC nmeeT cneayrowmin ua;

console#

Tabnnuya 48 — KomaHAabl HACTPOMKKM CUCTEMHOTO BpemeHu B pexkume Privileged EXEC

Komanoa 3HayeHue/3HaYyeHue Neiicmeue
no ymon4aHuro
clock set hh:mm:ss day month hh: (0..23); PyyHas ycTaHOBKa CUCTEMHOro BpemMeHM (KOMaHAa [OCTynHa
year mm: (0..59); TONbKO ANA MPUBMAETMPOBAHHOIO NO/b30BaTENS).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year — rog,
month: (Jan..Dec);
year: (2000..2037)

KomaHOb! pexcuma EXEC

3anpoc KomaHgHOW CTPOKK B pexxkmnme EXEC umeeT cneayowmin Bua;

console#

Tabnunua 49 — KomaHabl pexkmuma Privileged EXEC

KomaHoa 3HayeHue/3HayeHue Aelicmeue
Mo yMmon4YaHuio
show clock - MoKasaTb cMCTEMHOE Bpemsa 1 AaTy.
show clock properties - OTob6pa3nTb CBOMCTBA.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHPUTypauum MMeeT cneayomii Bua;

console (config) #

Tabaunua 50 — CNMCOK KOMaHA A41A HaCTPOMKM CUCTEMHOrO BpeMEHU B peXKMme rnobanbHOM KoHoUrypa-

Lum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clock time source ntp

no clock time source

YctaHoBUTb SNTP-cepBep MCTOYHMKOM CMHXPOHU3ALUU BPEMEHM
LA YyCTPOMCTBA.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

clock utc-offset utc
utc: (+00:00..+14:00)

no clock utc-offset

YCTaHOBUTb YacoBOE CMeLLeHMe OTHOCUTENbHO Hynesoro mepuaun-
aHa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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KomaHObI pexcuma KoHgu2ypayuu SNTP

Ons nepexona B pexknm KoHdurypaummn SNTP HeobxoanMMO MCNONb30BaTb KOMAHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKM B pexxume KOHPUrypaummn nutepdeinca meeT cnegyowmi Bua;:

console (config-sntp) #

Tabanua 51 — CNMCOK KOMaHA AN HAaCTPOMKM CUCTEMHOTO BPEMEHM B PEXKMUME KOHUIypaLmmu sntp

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKAOUMTL aBTOMATUYeCKuit nonck SNTP-cepBepa B pexkume

unicast.

BbIKNOUNTb aBTOMaTUYECKMA Nouck SNTP-cepsepa B pexume

unicast.

set sntp unicast-server {ipv4 |
ipv6 | host} ip_addr [priority
priority] [version version] [port
udp_port]

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MOXeT 6bITb 334aH0 A0
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YkasaTb IP-agpec SNTP-cepsepa.

Ypanutb IP-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntounTb paboty SNTP-KauneHTa.

Bbikntountb paboty SNTP-knmeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKa3atb pexum pabotbl SNTP-KamneHTa.

set sntp client authentication-
key key md5 parametrs

key: (0..65535)

YcTaHoBUTb KAtoy ayTeHTUdUKaummn ans SNTP-knuneHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YcTaHoBUTL popmat yacos gast SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosuTb UDP-nopt ans SNTP-kauneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTb 3HAYEHWe YacoBOro nonca.

set sntp client version version

version: (v1,,v4)

3apaTb Bepcuto NpoToKona ana pabotbl SNTP-kAneHTa.

Tabnunua 52 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

show sntp statistics

MoKa3aTb cTaTucTuKy npotokona SNTP.

show sntp status

MoKa3aTb cTaTtyc npoTokona SNTP.

KomaHObI pexcuma Privileged EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK B perxkume Privileged EXEC:

console#

lpumep HacmpolKku SNTP-knueHma 0n4 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp)# set sntp client enabled

console (config-sntp)# set sntp client addressing-mode unicast
console (config-sntp)# set sntp unicast-server ipv4 192.168.1.1
console (config-sntp) # exit

console (config) #clock time source ntp
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4.8 KoHdurypaumsa nutepdeiicos n VLAN

4.8.1 [Mapamempeol Ethernet-unmepdpelicos, Port-Channel u Loopback-uimepdpelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos)

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet

gi port |
te port | port-channel group |
console (config-if)#

twopointfivegigabitethernet two port |
range {..}

tengigabitethernet
| loopback Ioopback id }

[aHHbIN pexnm JOCTYyNeH U3 pexkMma KOHOUrypaumm 1M npeaHasHavyeH Aaa 3a4aHuA NapamMeTpos
KOHOUrypaumMm wuHTepdelica (nopta KomMmyTaTopa WAW Tpynnbl MOPTOB, paboTaloWMx B pexume
pasgeneHuns Harpyskum) iMbo ananasoHa HTepdencos.

Bbibop MHTepdeica ocyLecTBaAAETCA NPM NOMOLLM KOMAHA, NpuBeAEHHbIX B Tabanue 53:

Tabnunua 53 — KomaHabl Bbibopa uHTepdeiica ana MES14xx, MES24xx, MES37xx

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTtpovikn 1G-uHTepdericos.

interface twopointfivegigabitethernet two_port

[na HacTtpoiku 2,5G-nHTepdencos.

Interface tengigabitethernet te_port

[na HacTtpovikn 10G-nHTepdeiicos.

interface port-channel group

[N HaCTPOWMKM rpynn KaHanoB..

interface loopback /oopback_id

[Nna HacTpoIKM BUPTYyanbHbIX MHTepdecos.

roe:

— fa_port — nopaaxosbiii Homep 100MB-uHTepdeiica, 3agaertca B suge: 1/0/1;

— gi_port — nopaaKkosblin Homep 1G-uHTepdeiica, 3agaetca 8 suae: 1/0/1;

— two_port — nopsaakosblii Homep 2,5G-nHtepdeliica, 3agaertca 8 suae: 1/0/1;

— te_port — nopaaxosbiit Homep 10G-uHTepodeiica, 3agaetca 8 suge 1/0/1;

— group — nopsAKoBbIA HOMep rpynnbl, 0bLee KOANYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);

— loopback_id — nopagKoBblii HOMep BUPTyanbHOro MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (cTpoka «Konanyectso BUpTyanbHbix Loopback-nHtepdelicos»).

KomaHabl, BBeAeHHble B peMme KOHdUrypauuum uHTepdelica, NPUMEHAITCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 54 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

no shutdown

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymon4aHuro
shutdown BbIKNtoUMTb  KoHOUrypupyembli  nHTepdeiic (Ethernet, port-
-/BKAKOYEHO channel).

BKAOUUTL KOHOUTYpUpPYeMbIii MHTepdeiic.

description description description: (1..128)

[o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).

— cMMBONOB/HET
no description onncaHmsa Yaanute onucaHue nHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYeHME MO YMOIYaHUIO.

duplex mode
mode: (full, half)/full

no duplex

3apatbh pexum gynnekca uHtepdeiica (nonHogynnekcHoe coeam-
HeHue, NnonyaynaeKkcHoe coeanHenue, Ethernet).

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.
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negotiation [capl
[cap2...cap5]]

cap: (10f, 10h, 100f,
100h, 1000f)

no negotiation

BKAtoyaeT aBTOCOr1acoBaHUe AJ/1a CKOPOCTU M AynaeKkca Ha HacT-
panBaemom nHTepderice. MOXHO yKasaTb onpegeneHHble cCoBme-
CTMUMOCTM NapameTpa aBTOCOr/1acoBaHuaA. Ecan napameTtpol He 3a-
OaHbl, TO NOALEPKUBAIOTCA BCE COBMECTUMOCTH.

5  ABTOCOrNacoBaHME HAaCTPaMBAETCA TO/IbKO Ha MHTepdeir-
V cax Ethernet.

Bbik/loYaeT aBTOCOr/facoBaHWe [ANA CKOPOCTM W Aynaekca Ha
HacTpanBaemom MHTepoeiice.

flowcontrol on

mode: (on, off)/off

flowcontrol off

3agaTb pexum ynpasneHus notokom flowcontrol (BKAtounTb, OT-
KNIOUYUTb UK aBTOCOrNacoBaHue). AstocornacosaHue flowcontrol
paboTaeT TOMbKO B C/yyae, €C/M PEeXMM aBTOCOr1acoBaHUA
negotiation BK/AlOYeH Ha HacTpamBaemom uHTepdeice (Ethernet,
port-channel).

OTK/IIOUUTD PEXMM YNPABAEHWUA NMOTOKOM.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-NOPTa B KaYecTBe OCHOBHOIO HOCUTENS.

- force-fiber — paspeweHa akKTMBHOCTb TO/ILKO ONTMYECKOM YacTu
KOMbO-MopTa;

- force-cooper — paspelieHa aKTMBHOCTb TO/IbKO MEAHOM 4YacTu
Komb0o-nopTa;

- prefer-fiber — npenmyLecTBO ONTUYECKOTO NINHKA.

mtu size

size: (128..12288)/
12288 6auT

no mtu

YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna uH-
Tepdelica
- size — pasmep nakema, Kosuyecmeo 6alim e nakeme.

’ KomaHgaa pocTynHa ToNbKo ana ycrpoiicte MES2424,

. MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F,
MES3710P.

Ecnu Ethernet-untepdeiic Bxoaut B coctas Port-Channel,
TO Ha HeM He/b3fl USMEHATb 3HaueHue MTU.

®

’ AedontHoe 3HaueHne MTU pna Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 33/aHHOMY KOMaH-
Aot system mtu B pexxume rnobanbHon KoHurypauum.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

hardware serdes rx leq value

value: 0-31/8

no hardware serdes rx leq

MapameTp HACTPOMKKM ANA NAaPAMETPOB rX-4acT¥ ONTUYECKMX UH-
Tepdelicos.

! KomaHga goctynHa Tonbko gna ycrpoiicte MES2424.

BepHyTb HAaCTPOMKM MO YMONYAHWUIO NAaPaMeTPOB rX-4acTu onTuye-
CKMX MHTepdencoB.

hardware serdes rx leq check

no hardware serdes rx
leq check

-/BKNIOYEHO

BKAOYNTL  aBTOMOACTPOMKY MNapameTpoB  BKAtodeHus  DAC-
kabene.

BbIKNOYMTL  AaBTONOACTPOMKY NapameTpoB BKAtodeHus DAC-
Kabenen gna usbexaHua BEPOATHOCTM BO3HWKHOBeHMA link flap-
ping Ha Kabensax 60abLWOM ANNHBI.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnnua 55 — KomaHapl pexkmuma rnobanbHon KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aeiicmeue

errdisable recovery interval
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHOWM WMHTEPBaN A/ aBTOMAaTUYECKOro
NOBTOPHOrO BK/OYeHUA uHTepdeiica. Npu cmeHe MHTep-
Bana Talmep obHoBAAeTCA ANA BCeX 3abNOKMPOBAHHbIX
NOpPTOB, Ha KOTOPbIX BK/IIOYEHO aBTOCOI/IACOBAHMeE.
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no errdisable recovery
interval

YCTaHOBWTb 3HaYeHMe N0 YMOJTHaHUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control|loop-
back-detection | udld

| port-security}

-/3anpelueHo

BK/1lO4UMTb aBTOMATMYECKYIO aKTUBaLMIO MHTepdelica nocne
€ro OTK/IOYEHUSA B C/IEAYIOLLMX CAYYAnX:

- loopback-detection — 06HapyeHue netens;

- udld — akTMBaumsa 3awmtol UDLD;

- storm-control — WnpoKoBeLaTebHbIN WTOPM;

- port-security — HapyweHne 6e3onacHocTh ana port
security.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6aitt
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2420D-
24DP, MES2411X, MES3400-24,
MES3400-24F, MES3400-48,
MES3400-48F, MES3710P)

YCTaHOBUTb 3HAYEHWE CUCTEMHOro maximum transmission
unit (MTU)
- size — pa3amep nakeTa (KonMyecTBo 6anT B NakeTe).
’ 3HaueHue system mtu BKA4aeT B ceba 18 6aiit,
H npuxoaAwmeca Ha 3aronoBoK Ethernet u KoH-
TponbHyto cymmy (FCS).

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port | port-channel
group | vlan vian_id | loop-
back loopback_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepdelica Uam rpynnbsl MHTEPdENcoB Ha
3HaYyeHWA, YCTaHOB/IEHHbIE MO YMOYAHUIO.
Bo Bpems BbINO/NHEHUA KOMaHAbI UHTepdeiic by-
.’ AET OTK/IOYEH.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexknume EXEC:

console#

Tabnuua 56 — KomaHgpb! perkmuma EXEC

3HayeHue/3HayeHue
no yMmon4aHuo

KomaHda Aeiicmeue

clear counters - Cbpoc cTaTUCTUKKM aNa BCcex NHTepdelcos.

clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1.8/0/1..24); CHpoc CTaTUCTUKM Ana uHTepdeiica.

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

MNoka3aTb cBOAHYIO I/IH(I)OpMaLI,VIIO O COCTOAHUMN, HaCTpOVIKe N CcTatn-

fa_port: (1..8/0/1..24); crike nopra

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

show interfaces status - MoKas3aTb cOCTOAHUE BCeX MHTepdencos.

show interfaces description - Moka3aTb onncaHua Bcex UHTepdeiicos.

show interfaces counters - MoKasaTb CTaTUCTUKY N5 BCEX MHTepdElicoB.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 91



HELTEX

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

pOBaHHbIE MOPTHI.

show errdisable recovery

nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

AKTMBMpPOBaTb MHTepdelc noce errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO Harpyske ana uHtepdeiica.
- interval — nHTepBan B cekyHaax.

4.8.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2n106anabHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobasbHon KoHdUrypaumm:

console (confiqg) #

Tabnuua 57 — KomaHabl pexxnuma rnobanbHoON KoHPUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymon4aHuro
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KoOHOUIypupoBaHUA yKasaHHoro VLAN

map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTtb rpynny npoToKkonoB, no KoTopbiM 6yaeT npousso-
ANTbCA KnaccuduKauma Kagpos. B ogHy rpynny moxkHo obbeau-
HUTb HECKOJIbKO MPOTOKO/I0B, YKa3blBas ANA HUX OOMH M TOT Xe
Group ID. Homep nNpoToKona MOXHO BblbpaTb U3 CNMUCKA Npesa-
YCTAHOB/IEHHbIX 3HAYEHWI UM 33[aTb BPYYHYIO Yepes3 napameTp
other B popmate XX:XX. PacnonokeHue nons ¢ HOMEPOM NPOTO-
KO/1a 3aBMCUT OT TMNa L2-3aronosKka n nHKkancyaauum:

- enet-v2 — Kaap c 3aronoskom Ethernet I, npoTokon onpegens-
etca no nonto EtherType. Mpu Hanuumm VLAN-Teros Bbibupaetca
camblit nocneaHuii EtherType, c Hanbonblwmm odpdcetom.

- licOther — kagp dopmata RFC1042 (IEEE 802). Byx6aiTHbINA HO-
mep npoTokona cootsetcTByeT nonam DSAP:SSAP B LLC-3aro-
noBsKe.

- snap — Kaap ¢ LLC/SNAP-uHkancynaumeir. Homep npoTtokona co-
oTBeTcTByeT nonto Protocol ID B SNAP-3aronoske.

Ypanset protocol-group ¢ KommyTaTopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HactpouTb granasoH MAC-agpecos, No KOTopbim byaeT nponsBo-
anTbcAa Knaccudukauma. Ona pasHbix MAC-aapecoB MOXKHO Bbl-
6paTb O4HY U Ty Xe rpynny.
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no map mac {host | mac-ad-
dress}

Ypanute ykasaHHbit MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/MOAYNb BbIK/AOYEH

OTKAtouNTL paboTy moayns GARP Ha ycTpoiicTae.
[aHHasa KomaHAa oTKAlouaetr paboty moayna GARP c
H 6e3B03BpaTHbIM yAaneHUem BCeX HacTpoeK 6n0kKa
GARP.

BkarounTtb moaynb npotokona GARP.
DAna pa6otbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTMBHOMN NAMATU.

gvrp enable

gvrp disable

-/BbIKNOYEHO

BkntoumTb npoTokon GVRP rnobansHo.
’ | OYHKLMA He NoAAEepPrKaHa B CTEKe B TEKyLLell Bepcuu
e no.

Bbikntountb npotokon GVRP rnobanbHo.

voice vlan id vian_id

YcraHoBuUTb naeHtuoukatop VLAN ana Voice VLAN

. . vlan_id:(1..4094)
no voice vlan id

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

Ypanute ngeHtnounkatop VLAN gns Voice VLAN
PaspewunTb pegakTnposaTb Tabaunyy OUIL.

- oui — neps.ble 3 6aiiTa MAC-agpeca;

- word — onucaHue oui.

word:(1..32)
CMMBO/I0B

KomaHObI pexcuma kKoHguaypauuu VLAN (QuanasoH VLAN o8)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #

Tabanua 58 — KomaHgb! pexkmma KoHourypauym VLAN

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

vlan active - AKTMBMpPOBaThb vlan uau rpynny vlian’os.

set unicast-mac learning BKAtounNTb/BbIKAOUUTL U3ydeHne MAC-agpecos ans VLAN.

{enable | disable}

set unicast-mac learning
default

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHoburypaumm uHTepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbIN pexnm JOCTyneH U3 pexkuma KoOHOUrypaumm 1 npefHasHavyeH Ana 3afaHuA NapameTpos
KOHOUrypauum nHtepdeica.

MopT MoXKeT paboTaTb B YETbIPEX PEXKMMAX:

— access — nHTepdeiic 4oCTyna — HeTerMpoBaHHbIN MHTepdeic gns ogHoro VLAN;

— trunk — nHTepdenc, NPUHUMaIOLWMIA TONbKO TErMPOBaHHbIM TPadUK, 33 UCKAOYEHMEM O4-
Horo VLAN, KoTopblit MOXeT 6bITb f06aBAEH C MOMOLLbIO KOMAHAbl switchport trunk
native vlan,;

— general — uHtepdeiic c nonHom noaaepkoi 802.1q, NPUHMMAET KaK TETMPOBAHHbIN, TaK U
HeTerMpoBaHHbIN TpaduK;

— dotlq tunnel — Q-in-Q nHTepdelic.
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Tabnunuya 59 — KomaHabl perkmuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3agaTtb pexkmum paboTtbl nopta B VLAN.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oo6asutb VLAN ansa nHtepdeiica goctyna.
- vlan_id —vaeHTUdUKaLMOHHBI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport dotlq tunnel

MepeBecTn NOpT B pexkum paboTbl ¢ BHewHUm VLAN-Terom. Ko-
MaHAa UCNONb3YyeTcs ANs HAaCTPOMKK dyHKUMK Q-in-Q.

switchport trunk native vian
vian_id

no switchport trunk native
vian

vlan_id: (1..4094)/1

[ob6asutb Homep VLAN B KayecTtBe Default VLAN gns gaHHOro uH-
Tepdelica. Becb HeTerMpoBaHHbIN TpaduK, NOCTYNAOWMI Ha AaH-
HbIW NOPT, onpeaenseTca B AaHHbIN VLAN.

- vlan_id — vaeHTUdUKaumMoHHbI Homep VLAN.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[ob6asutb cnucok VLAN gna nnitepdeiica.

- vlan_list — cnucok VLAN ID. inana3oH VLAN moHO 3agath nepe-
YUCIEHMEM Yepes 3anATY UK YKa3aTb Haya/lbHOE U KOHeYyHoe
3HauyeHuA ananasoHa yepes geduc "-".

Yaanutb cnucok VLAN ans nHtepodelica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu ycraHosneH VLAN
no YMO4aHUIo

[o6aButb uaeHTuoukatop VLAN nopta (PVID) ans 0OCHOBHOTO WH-
Tepdelica.
- vlan_id — vaeHTndunKaumoHHbiii Homep VLAN nopTa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

switchport ingress-filter

BKAOUNTE GUABTPALMIO BXOAALLMX NAKETOB HAa OCHOBE MPUCBOEH-
HOro um 3HadeHun VLAN ID. Ecnm ounbTpaums BKAOYEHA, U NaKeT

|untaggedAndPrioritytagged}

-/dunbTpauma He BxoauT B rpynny VLAN c npucBOEHHbIM NakeTy 3HayeHnem VLAN
BK/IOYEHA ID, To naKeT oTbpacbiBaeTcs.
no switchport ingress-filter BbIKNOUNTL GUABTPALMIO BXOAALLMX NAKETOB Ha OCHOBE NPUCBOEH-
HOro um 3HauveHuna VLAN ID.
switchport acceptable-frame- - untaggedAndPrioritytagged — Ha nopTy pa3spewaercs npuem
type {tagged | all Jall TO/IbKO HETerMpoBaHHbIX Kaapos (frame);

- tagged — TO/1bKO TErMPOBAHHbIX;
- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetuTb gobaBneHme yKasaHHbix VLAN Ha nopr.

- vlan_list — cnucok VLAN ID. inana3oH VLAN moHO 3aaath nepe-
YncieHnem yepes 3anATyl0 WAW YKas3aTb HayaNbHOE U KOHEeYyHoe
3HaYyeHuAa AuManasoHa Yepes gepuc "-".

PaspewnTb gobasneHme ykasaHHbIX VLAN Ha nopT.

switchport forbidden default-
vian

no switchport forbidden
default-vlan

Mo ymonuyaHuio
uneHcTso B fedonTHOM
VLAN pa3spelwieHo

3anpetutb gobasneHune gedontHoro VLAN Ha noprt.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

switchport protected

no switchport protected

MepeBecTu NOPT B PEXKMM U30NALMUN BHYTPU TPYNMbl NOPTOB.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Co3pgaTtb MM nepesanucaTtb rpynny M3onALMKM NOPTOB, B KOTOPOM
Kagpbl MOryT 6bITb NepeAaHbl TONbKO B YKa3aHHbIM CMUCOK NOPTOB.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

[106aBUTb UN yAANUTL MOPTHI B CYLLLECTBYIOLLEN rpynne U3onaumnm
nopTos.

switchport default-vlan tagged

YcTaHOBUTb NOPT KaK Ternpyowmii B gepontHom VLAN.
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no switchport default-vlan
tagged

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

switchport map protocols-
group group-id vlan vian-id

no switchport map protocols-
group group-id

group_id:
(1..2147483647);
vlan_id: (1..4094)/no
ymonyanHuto PBV
BKJIKOYEH Ha BCeX
noprax

Ha3Hauntb VLAN ID nakeTtam, nonagatowmm B ykasaHHyto Group ID
Ha 3TOoM nopTy. PasHble NOPTbI OAHOM U TOM Ke rPynnbl MOTYT COOT-
BeTCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcyuwiectBuTb HasHavyeHwue vian-id gna macs-group.

OTMeHUTb HasHayeHue vlan-id gna macs-group.

gvrp enable

gvrp disable

-/BbIKNOYEHO

BkntounTtb npotokon GVRP Ha nHTepdodeiice.
®DyHKLMA He NoAAep}KaHa B CTEKE B TeKyLLeil Bepcumn
we  no.

BbIkntounTb NpoTokon GVRP Ha nHTepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IIOYEHO

BkntounTb 3anpeT Ha u3yyeHue vlan-aTpubyToB, NONYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

BbIKNOUMTL 3anpeT Ha M3ydeHue vlan-aTpubyToB, NOAYYEHHbIX OT
npoTtokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTb 3HaYeHus Taimepos GVRP Ha nHTepodeiice.

switchport unicast-mac
learning enable

BKkatounTb nsyyeHne MAC-agpecoB Ha MHTepdeiice.

- - -/BKNtOYEHO
switchport unicast-mac .
. X BbIkNtounTb M3yyeHne MAC-agpecoB Ha nHTepdelice.

learning disable

switchport egress-filter BkAtoyaeT ¢unbTpaumio mcxoaawmx Kagpos (frame) Ha ocHoBse
npuceoeHHoro nm 3HadveHua VLAN ID. Ecav dunbTpaums BKAOYEHa,
1 NaKeT He BXOAMT B rpynny paspelleHHblx Ha nHTepdeiice VLAN ID,

-/BKANKOYEHO TO NaKeT oTbpacbiBaeTcA.

no switchport egress-filter

BbIKNtoUnTb GpUAbTPaLMIO Ucxoaawmx Kaapos (frame) Ha ocHoBe
npucsoeHHoro um 3Hayenma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxogawmx Kagpos.

switchport voice vlan [vian_id]

no switchport voice vlan

vlan_id: (1..4094)

Bkntountb Voice VLAN gna nopta.
- vlan_id — yctaHoBuTb uaeHtTudukatop VLAN gna nopra.

OtkntoumTb Voice VLAN pgna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IOYEHO

Paspewuntb Tpaduky Voice VLAN UrHopmpoBaTb ayTeHTUDUKaLUIO
802.1x.

3anpeTtutb Tpadumky Voice VLAN urHopuposatb ayTeHTUdMKaLMIO
802.1x.

’ Mpu coBmecTHOM paboTe port-isolation u port-protected aonxkHo cobaoaatbca npasuno:

ANA 3aWMWEHHOrO ingress NopTa, B CNUCKe paspeLléHHbIX, KOMaHAabl port-

isolation, He MOKeT 6bITb 4PYroro 3awWMLWEHHOro NopTa. 3To NogpasymeBaeT
BO3MOXXHOCTb Ae/1aTb 3aLUULLEHHBIMU egress NOPTbl B M30ALMU UK ingress NOPT, HO He
ingress u egress NopTbl 04HOBPEMEHHO.

Mpumep HacTpolikn Q-in-Q ¢ gobasneHnem meTkm 99 VLAN:

console#configure terminal
console (config) # interface gi 1/0/1

console (config-if) # switchport mode access
console (config-if) # switchport access vlan 99

console (config)# interface gi 1/0/2

(
(
console (config-if) # switchport dotlg tunnel
(
(

console (config-if)# switchport mode trunk
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§

KnueHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO f0AXKeH BbITb B peXxume access.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunuya 60 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

no mac-address-table static
unicast mac_add vlan vian_id

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

[o6asutb ucxoaHbln MAC-agpec B Tabauuy.

- Permanent — gaHHbIi MAC-agpec ocTaeTca B Tabavue agpeca-
LMK Nocne NepeknoyeHuns ctaTyca nHTepdeica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOWCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.

Yaanute MAC-agpec 13 Tabnuvubl.

mac-address-table aging-time
seconds

no mac-address-table aging-
time

seconds: (10..400)/300

3apaTtb Bpemsa xpaHeHusa MAC-agpeca B Tabaunue rnobansHo.

CEKYHA,

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexknma Privileged EXEC:

console#

Tabnvua 61 — KomaHab! pexxknma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpocmoTp Bcer Tabaumubl MAC-agpecos.

show mac-address-table count

MoKa3aTb Ko/iMyecTBo 3anucei B Tabanue MAC-agpecos.

show mac-address-table count
summary

MoKasaTb CyMMapHyto CTaTUCTMKY no Tabauue MAC-aapecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabanuy ¢ anHamuyeckumm MAC-agpecamu.
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clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YaanuTb AMHamuyeckume 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTtb Tabanuy ¢ 3awmieHHbimM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTb Tabaunuy ¢ 3awmuweHHbimn MAC-agpecamu, KoTopble Co-

XpaHATCA NpU Nepesarpyske.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb Tabauuy ¢ 3awmuieHHbIMM MAC-agpecamun ans yKasaH-

Horo uHtepdeiica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTtb Tabanuy MAC-agpecoB a4na ykasaHHOro nHtepdelica.

clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Yaanutb 3awmiieHHble MAC-agpeca 13 Tabnunubl Ha MHTepdeiice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTtb Tabanuy co ctatnyeckumn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MNokasaTtb Tabanuy MAC-agpecoB ansa ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

group: (1..64)

OT06pa3sunTb 3HaYeHus Talimepos GVRP Ha nHtepdeiicax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OT06pa3unTb CTaTUCTUKY NpoToKosa GVRP.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

97




HELTEX

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OUYnNCTUTD CTAaTUCTUKY NpoTOoKoNa GARP.

show vlan

MokasaTtb MHPopmauuto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

Mokaszatb MHPOpMauuto No KoHKpeTHoMy VLAN.

show vlan protocols-group

MoKasaTb MHOPMALMIO O HACTPOEHHBIX FPYNMax U MPOTOKOAX.

show protocol-vlan

MokaszaTtb nHpopmaumto o VLAN, cooTBeETCTBYOLWMX rpynnam npo-
TOKOJIOB Ha pa3HbIX MOPTax.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunuya 62 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokaszaTb KOHGUrypaLMio NOPTa, rPYMNNbl NOPTOB.

4.9 Selective Q-in-Q

[daHHasa GyHKLMA NO3BONAET HAa OCHOBE CKOHOMIypPUPOBaHHbLIX NpaBua GUAbTPaALMM NO HOMEpPaMm
BHyTpeHHMX VLAN (Customer VLAN) npoussoauTtb gobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaATb Customer VLAN.

[nAa ycTpoiicTBa co3aaeTca CNMCOK NpaBuA, Ha OCHOBaHMUM KOTopbix byaeT obpabaTbiBaTbeca TpaduK.

Bug 3anpoca KOMaHAHOWM CTPOKM pexkuma KoHPUrypaumm nHtepderica KoHourypaumm:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # N

Tabnunua 63 — KomaHAabl perknuma KoHourypaumm nHtepdelica (ananasoHa uHtepdeiicos) Ethernet

KomaHoa

3HayeHue/3HayeHue
no ymon4YaHuro

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3paTtb NPaBuUIIO, Ha OCHOBAHUM KOTOPOTO BHELLHAA MeTKa
ingress_vlan_id Bxopauiero nakeTta byaet 3ameHATbCA Ha vlan_id.

YpanuTb yKasaHHoe npasuo selective ging 4na BxoAALmMX nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vlan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3paTtb NPaBuIO, Ha OCHOBAHMM KOTOPOTO BHELLHAA METKa
ingress_vlan_id ncxopaawero naketa byaeT 3ameHATbeA Ha vian_id.

Yoanutb cnucok npasumn selective ging gna UCXoAAWMX NAKETOB.

selective-qinq list ingress add-
vlan vlan_id [ingress-vlan
ingress_vlan_id]

vlan_id: (1..4094);

Co3zaTtb NPaBWO, HA OCHOBAaHMM KOTOPOTO ANs TpaduKa ¢ BHew-
HeWn meTKol ingress_vlan_id 6yaet pobasnaTbca meTKa ¢ vian_id.
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no selective-qing list ingress
[ingress-vlan vian_id]

ingress_vlan_id:
(1..4094)

YoanuTb yKasaHHoe npasuno selective ging gna Bxoaawmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

no selective-qging list ingress
[ingress-vlan ingress_vlan_id]

Co3p4aTtb NpaBuU/Io, Ha OCHOBaHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcsa 6e3 nsmeHeHUIt uam otbpachbl-
BaeTcA. Ecam ingress_vlan_id He ykasaH, To nponyckaTtbca Uan oT-
bpacbiBaTbcA byaeT Becb TpapuK.

- deny — 3anpeLuaeT NPOXoxKAeHMe NaKeTOB C YKa3aHOWN BHeLLHeN
MEeTKOW;

- permit — paspeLuaeT NPOXOXKAeHMe NaKeTOB C YKa3aHHOMN BHeL-
Hel MeTKOW.

YaanuTb ykasaHHoe npasuno selective gqing ana sxopawmx nake-
TOB.

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 64 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show selective-ginq
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OTobpa3unTb cnucok npasun selective sqing.

4.10 Storm Control gna pasanyHoro Tpaduka (broadcast, multicast, unknown

unicast)

«lLTopm» BO3HMKaeT BCNeACTBME 4Ype3mepHoro KosmyectBa broadcast-, multicast-, unknown
unicast-coobLeHni, 0 LHOBPEMEHHO NepPeAaBaeMbIX MO CETU Yepes OAMH NOPT, YTO NPUBOAUT K NeperpysKe
PecypcoB CeTU U NOoABAEHUIO 3adepKeK. «LLITopm» MOKeT BO3HUKHYTb NPWU HANUYUM «3aKONbLOBAHHbIXY»

cermeHTOB B ceTu Ethernet.

KommyTaTtop u3mepAeT CKOPOCTb MNPUHMMAEMOro LWKWPOKOoBeLWaTe/IbHOro, MHOroaapecHoro u
HensBeCTHOro oaHoagpecHoro Tpad)l/ll-(a AnAa NopToB C BKAKOYEHHbIM KOHTPOJIEM LLUMPOKOBELLATENIBHOTO
«wTopma» n OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbllWaeT 3aJaHHOE MaKCUMa/IbHOE 3Ha4YeHUeE.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUMe rN106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 65 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

storm-control mode {kbps |
pps}

-/pps

YCTaHOBUTb rN06aNbHO Kakue eAMHULbI U3MepeHna HeobxoaMmo
MCNo/b30BaTh.

- pps — 06bem TpaduKa NaKkeTos B CEKYHAY;

- kbps — 06bem Tpadurka KOUT B cEKyHAY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bua, 3anpoca KomaHAHOW CTPOKM B pexume KoHourypaumm mHtepdeiica Ethernet, nnrtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnunua 66 — KomaHabl perkuma KoHourypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

storm-control multicast level
{pps | kbps}

no storm-control multicast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IO4MTb KOHTPOJ/Ib MHOTOa4pecHoro TpadumKa:
- pps — 06bem TpadurKa NAKETOB B CEKYHAY;
- kbps — o6bem TpadurKka KOUT B cekyHAY.

BbIK/IOUNTb KOHTPOIb MHOTOAAPECHOTO TpadumKa.

storm-control dif level {pps |
kbps}

no storm-control dif level
{pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BK/IOUMTb KOHTPO/Ib HEM3BECTHOIO OHOAAPECHOro TpaduKa.
- pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — 06bem TpadmKka KOUT B cekyHAay.

BbIKNOYUTL KOHTPOJ/Ib OAHOAAPECHOro TpaduKa.

storm-control broadcast level
{pps | kbps}

no storm-control broadcast
level {pps | kbps}

pps: (1..262142);
kbps: (16..4194272)

BKOUYNTL KOHTPO/Ib LIMPOKOBELLLATENLHOMO TpadmKa.
- pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — o6bem TpadurKa KOUT B ceKyHAY.

BbIK/IIOYMTb KOHTPO/1b LUMPOKOBELLATENbHOrO TpaduKa.

storm-control {multicast | dlf |
broadcast} action {shutdown |
trap | trap-and-shutdown}

no storm-control {multicast |
dIf | broadcast} action

HasHauuTb gelcTeme, BbINOAHAEMOE NPU NPEBbILEHUN 3a4aHHOIO
MMUTa 06beEMa MHOr0a4pPECHOro, HEM3BECTHOTO O4HOAAPECHOTO
WK WKnpoKoBseLaTenbHoro Tpaduka. Mpu obHapyKeHUn npesbie-
HUWA 3a[aHHOTO IMMUTA UHTEPPENC MOXKET BbITb OTKAOYEH
(shutdown), otnpasned SNMP-trap (trap) uam moryT 6biTb BbINOA-
HeHbl 0b6a aevicteusA (trap-and-shutdown).

OTMeHWTb AeicTeue nNpu obHapyXeHM MHOF0aAPeCcHOro, Hens-
BECTHOMO 0OA4HOAAPECHOrO UM LIMPOKOBELLATEIbHOTO TpaduKa.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:

console#

Tabnvua 67 — KomaHab! pexxknuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet

te_port | port-channel group]
storm-control

two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

Moka3aTb KOHOUrypaLmMio GyHKLMM KOHTPONA LIMPOKOBELLATENb-
HOTO «LUTOPMa» AJ1A YKa3aHHOTo NopTa, 60 BCex NopToB.

show storm-control

OTO6paKaeT TEKYLLYHO HACTPOMKY eanHULL U3MEPEHUA.

4.11 Tpynnbl arperaummn KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBatloT NOALEPKKY rpynn arperaumm KaHanos LAG B Koan4yecTBe COrNacHo

Tabanue 9 (cTpoka «Arperaums kaHanos (LAG)»). Kaxgas rpynna nopToB goKHA COCTOATb U3 MHTepdelicos
Ethernet c oanMHaKoOBOW CKOPOCTbIO, paboTaloLmMx B AynaeKCHOM pexxume. ObbeamHeHUe NOPTOB B rpynny
yBE/NMUMBAET MPONYCKHYI CNOCOBHOCTb KaHana Mmesay B3aMMOAENCTBYIOWMMKU YCTPOUCTBAMU U
NoBbILWAET OTKAa30yCTOMYMBOCTb. [pynna NopTos ABAAETCA AN KOMMyTaTopa OAHMUM IOTMYECKUM NOPTOM.
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YCTpOMNCTBO noaaeprKnBaeT ABa pexuma paboTbl rpynnbl NOPTOB — CTaTUYECKasa rpynna u rpynna,
paboTtatowan no npotokony LACP. PaboTta no npotokony LACP onucaHa B COOTBETCTBYOLWLEM pasaesne
KOHUrypauuu.

/ Ecam ana nHtepdeiica nponsseaeHbl HACTPOIKKU, TO ANA A06aBNeHUA ero B rpynny ciegyer
BEPHYTb HAaCTPOMKM MO YMONYAHUIO.

[obasneHne MHTepdecoB B rpynny arperauymn KaHanoB AOCTYMHO TOIbKO B peXKMMe KOHOUrypaumm
nHTepdelica Ethernet.

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 68 — KomaHapl pexunma KoHdpurypaumm nHtepdelica Ethernet

3HayeHue/3HayeHue

KomaHoa Aelicmeue
10 yMoA4YaHuIo

channel-group group mode {on [o6asutb Ethernet-nHtepdeliic B rpynny nopTos.
| active | passive} - On — po6aBuTb MHTEPDEIC B CTaTUHECKYIO FPynny NOPTOB;
- Active — no6asuTb nHTepdeiic B rpynny nopTos, paboTatoLumx
no npotokonay LACP, npu atom otnpaska PDU ocywectensaerca
BCeraa;

group: (1..64); - Passive — o6aBuTb UHTepdelic B rpynny NopTos, paboTatoLmx
mode: (on, active, no npotokony LACP, npu atom otnpaska PDU ocyuiecTsnserca

passive) TO/IbKO B TOM C/ly4ae, ec/in ycTpoiictso nonyyaet PDU ot cocea-

Hero ycTpomncTaa.

’ Ecnu 3HaueHne MTU ana Ethernet n Port-Channel un-
H TepdeiicoB oTIMYAIOTCA, TO A06aBUTb AaHHbIN
Ethernet-untepdeiic B rpynny nopToB Henb3A.

no channel-group Yaanutb Ethernet-uHtepdeiic n3 rpynnbl nopToB.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console# configure terminal
console (config) #

Tabnuua 69 — KomaHab! pexxkmma rnobanbHoN KoHPuUrypaumm

3HayeHue/3HayeHue

KomaHda Aeilicmeue
o ymon4aHuo

shutdown port-channel .
OTKAtoUNTL paboTy moayns port-channel Ha ycTpoiicTse.

I [laHHaA KoMaHAa OTK/OYaeT paboTy moayns port-
- channel c 6e3Bo3BpaTHbIM yaaneHnem Bcex HacTpoeK

-/MoAyNb BKKOYEH 610Ka LAG.

no shutdown port-channel o
Bkatouutb paboty moayns port-channel Ha ycTpolicTse.
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port-channel load-balance 3afaTb MexaHn3m 6anaHCMpPOBKM Harpysku ana ctpaternn ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNMbl arpernpoBaHHbIX MOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece un IP-agpece NCTOYHUKA M NonyyaTens;

dest-mac | dest-ip | src-mac - src-dest-mac — mexaHu3Mm 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOUYHUKA M NONyYaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUMKA M NoJslyYaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKM OCHOBbIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece UCTOYHUKA M nonyyaTens, a
Takxke TCP-nopTe Ha3HauyeHus;

- dest-mac — mexaHM3m 6anaHCUMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dest-ip — mexaHU3m 6anaHCUMPOBKKU OCHOBbIBAETCA Ha IP-aa-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHCcMpPoOBKM ocHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- src-ip — mexaHu3m 6anaHCMpPOBKM OCHOBbLIBaeTcA Ha IP-agpece

MCTOYHMKA.

set port-channel enable BKkntounTb paboTty LAG rnobanbHO Ha KOMMyTaTope.
set port-channel disable Bbikntountb paboty LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKNHOUMTb aBTOHOMHbIN pexknm paboTbl LAG.

mode enable

set port-channel independent- BbIK/IIOYNTb aBTOHOMHbIN pexknum paboTsbl LAG.

mode disable

’ | HayctpoiictBax MES2424 n MES2448 Bbi6paHHbIiA anroputm 6an1aHCUpPOBKU

= 6yaet paboTtatb TONbKO Ana TpaduKa c o6yyeHHbIM agpecom B MAC-Tabnuue.
Ecnn MAC-aapec HasHaueHUA TpaduKa oTcyTcTByeT B Tabauue, 6anaHcMpoBKa
6yaer NponsBoAUTLCA NO METOAAM:
— L2-tpaduk — src-dest-mac;
— L3-tpaduk (IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamuyeckue 2pynnol azpe2ayuu KaHanoe

CDyHKLI,Mem CTaThdecKkux rpynn LAG asnaetca O6'be,CI,MHEHMe HECKO/IbKUX ¢M3VI‘-I€CKVIX KaHa/s10B B O4UH,
YTO NO3BOJIAET YBE/INYNTb NPONYCKHYIO CNOCOBHOCTb KaHana U NOBbICUTb ero OTKa30yCTOl\;NMBOCTb. Ana
CTaTUYECKUX rpynn NpUNopmuUTeT MCNOJ1Ib30BaHNA KaHA/10B B 06'bep,MHEHHOM ny4ykKke He 3a4aeTCA.

/ [na BknoueHna paboTbl MHTepdelica B cocTaBe CTaTUYECKOMW rpynnbl UCNONb3YiiTe KOMaHAY
channel-group {group} mode on B pexxume KoOHGUrypaunmn cooTBeTCTBYIOLLEro HTepdeiica.

4.11.2 pomokon azpeaayuu KaHanoe LACP

dyHKumelt npoTokona Link Aggregation Control Protocol (LACP) sBnaeTca o6beaguHEHNE HECKONbKUX
bU3NYECKMX KaHaNoB B OAMH. ArperpoBaHWe KaHaNoB MCMOb3YeTCs ANA YBe/JMYEHUA MNPONYCKHOM
CNOCOBHOCTM KaHana M MOBbIWEHMS ero oTKasoyctoumsoctn. LACP nossonseT nepesasatb TpaduKk no
06beMHEHHbIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU MPUOPUTETAMM.

Dna BKAlouyeHusa pabotbl uHTepdeiica no nportokony LACP wucnonbsyiite KomaHpy
channel-group {group} mode active/passive B pexume KOHPUrypaLum cCOOTBETCTBYIOLLErO
uHTepdeiica.

KomaHObI pexcuma 2106aabHol KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaunm:

console (config) #
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Tabnmua 70 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHurw

lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDBI.

— value: (0..65535)/1
no lacp system-priority YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.
lacp system-identifier YcTtaHoBuTb id yyacTHUMKa lacp.
mac_addr -
no lacp system-identifier Yaanuts id yyactHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPuUrypaumnm nnHtepderica Ethernet:

console (config-if)#

Tabnuua 71 — KomaHabl pexkmuma KoHpurypaumm uHtepodeiica Ethernet

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuio
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIN TalimayT npoTokona LACP:
/ - long — ganTensHoe Bpema TaimayTa;
-/long - short — manoe Bpema TaiimayTa.
no lacp timeout YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
lacp port-priority value YcTaHOBUTL NpuopuTeT uHTepdeica Ethernet.
P port-priortty ! value: (1..65535)/1 p1op pé
no lacp port-priority YCTaHOBUTb 3HAYE€HME N0 YMOTYAHUIO.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 72 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

show lacp {port_chanel_id} i MokasaTb nHdopmaumio o npotokone LACP.
{neighbor [detail]| counters}
show etherchannel summary - MpocmoTp nHpopmauum o LAG.
show etherchannel detail - MpocmoTp nogpobHol nudopmaumm o LAG.
show etherchannel load- ) MpocmoTp anroputma 6anaHcuposku LAG.
balance
show etherchannel protocol - MpocmoTp npoTokona LAG.
show etherchannel port - MpocmoTp nHbopmaLmm o nopTax B coctase LAG.
show etherchannel port- ) MpocmoTp nHpopmauum o LAG.
channel

Mprmep HaCTPOMKMU:

console (config)# set port-channel enable

console (config)# interface port-channel I

console (config-if)# no shutdown

console (config-if)# exit

console (config) # interface range gi 1/0/1-2

console (config-if-range)# no shutdown

console (config-if-range)# channel-group I mode active
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4.12 Hacrpoiika IPv4-agpecauyum

B gaHHOM pa3gene onnCaHbl KOMaHAbl ONA HaCTpOD’IKM CTaTU4eCKMUX napameTpos IP—a,u,pecau,MM,
TAaKUX KaK IP—a,u,pec, MacCKa noaceTu, Wan3 no YMON4aHULO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bua 3anpoca KoMaHAHOWM CTPOKM B pexknme KoHdurypaummn nutepoeiica VLAN:
console (config-if) #

Tabnunua 73 — KomaHabl perknuma KoHourypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
o ymMon4aHuto

Aelicmeue

ip address ip_address
{ip_mask

[|prefix_length} [secondary
{ip_address {ip_mask
|prefix_length} }]

no ip address [ip_address]

HasHaueHune 3agaHHOMY UHTepdelicy IP-agpeca 1 Macku noaceTy.
- secondary — no3Bo/IAET HACTPOUTL AOMNONAHUTENbHbIE IPV4-
aapeca Ha Tekywwmi interface vlan. Ansa HacTpoliku TpebyeTca
Ha/Mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Ypnanenue IP-aapeca uHtepdelica.

ip management outer-vilan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BkntoueHune obpaboTkn QinQ-Tpadumka ynpasneHuns Ha CPU. MNapa-
meTp vlan-id HasHauyaeT BHewHM Ter 802.1Q.

l [Ons KoppeKTHo paboTbl GYHKLUN HEO6X0ANMMO HaNK-

- uue akTMBHOro vlan_id Ha KommyTtaTope. Mpu 3TOM one-
paTuBHOe cocTtosHue interface vlan, Ha KoTopom HacTpausaeTca
GYHKUMUA, LOMKHO 6bITb up.

' JlaHHble HACTPOWKKU BbIMOJIHAIOTCA HA UHTepdeice C-

H VLAN.

BbikntoyeHne 06paboTkm QinQ-Tpaduka ynpasneHus Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
name: (1..32) cumBona

Monyuyenue IP-agpeca ot DHCP-cepsepa. YcTaHOBKa onumii 12 n
61.

3anpeT ncnosab3osaHuA npotokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string: (1..256)/moaenb
KomMmyTaTopa

YcTaHOBWUTb 3HaYeHne onumm 60.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

MNo-ymonuaHuto, untepoeiicol Vlan HaxoaAarca B coctosHuu Admin down. MpusecTtu B co-
. croaHue Admin Up ux moxHo KomaHgoi no shutdown.

Mpumep HacTpolikn 06paboTku TpaduKa ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !

console (config) # interface vlan 20

console (config-vlan)# ip management outer-vlan 10

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

104

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

console#

Tabanua 74 — KomaHgbl pexkmma Privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda Aeiicmeue

renew dhcp vlan vlan_id OTnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHuMe IP-agpeca.

vlan_id: (1..4094)

show ip interface vlan vian_id MokasaTb KoHbUrypauumio IP-agpecaumm ana ykasaHHOro UHTep-

vlan_id: (1..4094) deiica

! dyHKuMA maplipyTusaumm IPv6 He noaaeprkaHa B cTeKe B TeKyuiel sepcum MNO.

4.13 Hacrpoiika IPv6-agpecauum

4.13.1 lpomokon IPv6

KommyTaTopbl noaaepKMBatoT paboTy no npoTokony IPv6, uTo ABAseTca 601bLLMM NPEUMYLLLECTBOM,
T.K. NIpoToKoA IPv6 paspaboTaH gna Toro, 4Tobbl B 6yAyLLem NOAHOCTHIO 3aMEHUTb aApecaLmio NPOToKoAa
IPv4. Mo cpaBHeHuUto ¢ IPv4 npoToKkon IPv6 uMeeT pacluMpeHHOE agpecHoe NpocTpaHcTBo — 128 6UT BMmecTo
32. Agpec IPv6 npeacTtasnneT coboit 8 6/10K0B, pasaenieHHbIX ABOETOYMEM, B KarKaom 6n10Ke 16 6ur,
3anMcaHHbIX B BUAE YeTblpex WeCcTHaAuaTePUYHbIX YMCer.

MOMMUMO YyBEAMYEHMA aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXUUecKyro cxemy
agpecaunn, obecneumBaeT arperauuio MaplUipyToB, ynpowaeT Tabauuy MapuwpyTMsaumu, npu 3Tom
3dPEKTUBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHAPYKEHUA COCEAHMX Y3/10B.

V Ecnu 3HayeHue rpynnbl MM HECKONbLKUX rpynn NnoAapaa B agpece nporokona IPvé pasHo Hynto
— 0000, TO pMaHHble Trpynnbl MoOryT O6biTb  onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 mokeT 6bITb COKpaLueH go FE40::AD21:FE43. Co-
KpaleHuto He moryT 6biTb NOABEePrHyTbl 2 pasaeneHHble HyneBble rpynnbl U3-3a BOSHUKHO-

BeHUA HeoaHOo3HauYHocTU. CoKpalaeTca caman 6onbluan Hynesas rpynna.

V” EUI-64 — at0 npgeHtudukarop, cosgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, ABnaoWMnCA
64 mnagwumn 6utamm IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4actTum no 24 6ura,
MeXKnay KoTopbimu aobasnserca KoHcTaHTa FFFE.

4.13.2 Hacmpoliku npomokKona IPve

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 75 — KomaHabl pexkmuma rnobanbHo KoHpUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymoa4aHuro
ipv6 unicast-routing BKNOUMTL MapLupyTM3aLmio MexXay ipvb-npeduKkcamm.
-/BKAtOYEHO
no ipv6 unicast-routing OTKNOYUTL MapLUPYTM3aLLMIO MeXAyY ipvb-npedurKcamm.
ipv6 neighbor ipv6_address ipv6_address: Co3patb cTaTuyeckyto 3anuck ipvé neighbor.
vlan vlan_id MAC-address XXXX::XXXX;
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no ipv6 neighbor ipv6_address
vlan vian_id MAC-address

vlan_id: (0...4094);
MAC-address:
XXXXXX XX XX XX/ -

YOanuTb CTaTUYeCKyHo 3anuck ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] [ next-
hop-ipv6-address}

no ipvé6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);

next_hop_ipv6_address:

XXXX:: XXXX:

administrative_distance:

(1-255)

HacTpouTb cTaTUYecKknin mapLupyT A0 YKaszaHHoro ipv6-npedukca.

Y0anuTb CTaTUYECKMIA MapLIpyT A0 YKa3aHHoro npedukKca.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perKnme KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnunua 76 — KomaHAabl perknuma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
no yMmon4YaHuo

Aeiicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BKkntoumTb paboTy npotokona IPv6 Ha nHtepdelice. leHepupyet
ipv6 link-local agpec Ha gaHHOM nHTepdelice.

OTkAtoUNTL paboTy NpoTokona IPv6 Ha nHTepdeiice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YcTtaHoBuTb ipVv6 link-local agpec Ha faHHOM MHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui6d]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIN ipvb-aapec Ha nHTepdelice.
- eui64 — ucnonb3osaTb anroputm EUI-64 gna reHepaumm agpeca.

YAanuTb yKasaHHbIV agpec ¢ uHTepodelica.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnnua 77 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show ipv6 interface [vlan
vlan]

OTO6pPa3nTb COCTOAHME U HAaCTPOMKU IPV6-nHTepdelicos.

show ipv6 route
[connected | static |
summary | ipvé6-prefix]

OT06pasunTb TabanLy maplpytTmsaunm gna IPve.

show ipv6 traffic [interface
vlan {vlan-id/vfi-id}] [hc]

OT06pa3nTb CTATUCTMKY NO MPUHATBIM M OTMNPABAEHHbIM
IPv6-nakeTam.
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4.14 HacTtpoiiKka NnpOTOKONOB

4.14.1 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus aapecoB) — NPOTOKOA KaHalbHOro
YPOBHA, BbINOAHAKOWMIN PyHKUMIO onpegeneHma MAC-agpeca Ha OCHOBAaHMM COAeprKaLLLerocs B 3anpoce
IP-agpeca.

KomaHOb! pexcuma 2a06aa6HoU KOHU2ypayuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume rnobanbHo KoHGUrypaumu:

console (config) #

Tabnunua 78 — KomaHapbl pexxunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

arp ip_addr hw_addr [vlan
vlan_id]

no arp ip_addr

dopmart ip_addr:
A.B.C.D;
dopmat hw_address:
H.H.H
H:H:H:H:H:H
H-H-H-H-H-H;
vlan_id: (1..4094)

[06aBnTb cTaTU4YecKyto 3anncb cootsetcTeus IP- u MAC-agpecos
B Tabavuy ARP ana ykasaHHon VLAN.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Ypaanutb ctaTtnyeckyto 3anucb cootsetctema IP- 1 MAC-agpecos
13 Tabaunubl ARP ansa ykasaHHoro B KomaHgae IP-agpeca.

arp gratuitous interval seconds

no arp gratuitous interval

seconds:
(15..86400)/150 cekyHa,

YCTaHOBUTb MHTEPBAN MEXK Ay OTNPaBKOW gratuitous arp cooblue-
HUNA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

arp timeout seconds

no arp timeout

seconds: (30..86400)
ceK

HacTpouTb Bpems }KU3HW SUHaMUYECKUX 3anuceli B Tabanue ARP
(cek).

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguaypauuu udHmepgpetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHurypaummn nHtepdeiica VLAN:

console (config-if) #

Tabnnua 79 — KomaHabl pexkmma KoHourypauum uHtepdelica

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ip arp gratuitous periodic

no ip arp gratuitous periodic

-/BKNIOYEHO

BKOUMTL OTNPaBKy gratuitous arp-coobueHui.

BbIK/IIOYMTL OTNPABKY gratuitous arp-coobLueHuii.

KomaHOwbl pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnnua 80 — KomaHabl perkuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, puabTp no IP-agpecy;
dunbTp no MAC-aapecy; duabTp No UHTEpdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKONA arp.

clearip arp

YaanuTb Bce AMHamu4yeckmne sanucu 3 ARP-tabanubl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHW3M N03BOAET YCTOMCTBY OTC/IEKMBATb 3aK0/1bLLOBAHHbIE NOPTbI. [1eTns Ha nopTy 06-
HapyXMBaeTcA MNyTeM OTCbIIKM KOMMYyTaTopom Kaapa (frame) c MAC-agpecom nopta KommyTaTopa B nose
Source MAC v wupoKoBeLaTenbHbIM (Mo ymonyaHuio) agpecom B nose Destination MAC.

KomaHObI pexcuma 2n06as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rNo6anbHOM KOHPUIypaLmm:

console (config) #

Tabnunuya 81 — KomaHabl pexkmma rnobanbHol KoHpuUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/MO,D,yﬂb BK/O4EH

OTkAtounTb paboTy moayns loopback-detection Ha ycTpolicTse.

’ DaHHas KomaHga oTKA4aeT paboty mogynsa loopback-

L detection ¢ 6e3803BpaTHbIM yAaNeHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntounTb paboty moayns loopback-detection Ha ycTpolicTse.

loopback-detection enable

loopback-detection disable

-/BbIKNIOYEHO

BKAOUMTL MeXaHU3M 06Hapy)KeHMﬂ neTenb ANA KOMMYTATOpPa.

BoccTaHOBUTb 3HaYEeHME N0 YMONYAHUIO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHoBUTL MHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

mac_address

CEeKYH
no loopback-detection interval YHA BocCCTaHOBUTbL 3HaYeHWe No YMONYaHUIO.
loopback-detection Onpegenntb MAC-agpec HazHauyeHus, ykasaHHbIn B LDB-Kkagpe.
destination-address - [ffff A fFFf:ff Mo ymonuyaHuio MAC-agpec HasHaYeHUA WMPOKOBELLA-

Y

TeNbHbIN.

loopback-detection vlan-based

no loopback-detection vlan-
based

BKAOUMTb pexknum obHapy:keHua netenb 8o VLAN. Mpu Hannumm
netam 8o VLAN paHHas VLAN byzeT 3a6/10KkMpoBaHa Ha NopTy, Ha
KOTOpom 6bla 06HapyKeHa neTns.

OTKNOYNTb pexkum obHapy»eHusa netenb 8o VLAN.

loopback-detection vian-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: 30..604800
/BbIKNOYEHO

3apatb Bpems 610kMposku VLAN.
- value — Bpems, no ucteyeHne kotoporo VLAN aBTOMAaTMYECKM
pasbnokupyeTtca.

3abnokmposaHHble VLAN He byayT BOCCTaHaBAMBaTLCA aBTOMATK-
Yecku.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (duanaszoHa uHmepagetlicos) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nnrepdeiica

rpynnbl NOPTOB:
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console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port}

console (config-if) #

Tabnnua 82 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3HayeHue

Aeiicmeue
o yMmon4aHuio

KomaHda

loopback-detection enable BK/IIOUMTE MeXaHM3M 0B6HapyKeHWs neTesb Ha NOPTy.
-/BbIKOYEHO

loopback-detection disable BoccTaHOBWTb 3HaYEHWE MO YMOYAHMIO.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 83 — KomaHabl pexkmuma EXEC

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymoa4yaHuro

show loopback-detection OTob6pa3unTb cocTosaHne mexaHm3ma loopback-detection.
[fastethernet fa_port | fa_port: (1..8/0/1..24);
gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port | statistics]
debug loopback-detection [all BKNtouMTbL OTNpaBKy coobuieHmni no cobbitnam loopback-detec-
| buffer-alloc | control | -/OTKAOYEHO tion
critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoW 3agayelt npotokona STP (Spanning Tree Protocol) aBnsetcs npusegeHune cetn Ethernet ¢
MHOKECTBEHHbIMM CBA3AMM K APEBOBUAHOM TOMOOMMU, UCKAIOYAIOWEN LMKAbI NMakeToB. KommyTaTopbl
06MeHMBalOTCA KOHQUIrypaLMOHHBIMM COOBLLEHUAMM, WMCNOMb3YA KaApbl crneuuanbHoro ¢opmata, M
BbIOOPOYHO BKHOYAIOT M OTKHOYAIOT Nepesady Ha nopTbl.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllIeHCTBOBaHMEM MNpPOTOKona STP, xapakTepusyetcs
MEHbLWMM BpEMeHeM MNpPUBELEHNA CETU K LPEBOBMAHOM TOMONAOMMM U UMeeT 6osiee BbICOKYHO
YCTONYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnaetca Hambonee coBpemeHHOM peanusauueinr STP,
nogfep:kmeatollelr ucnonb3osaHne VLAN. MSTP npeanonaraer KoHourypauuio Heobxoammoro
KOJIMYECTBA IK3EMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBUCMMOCTM OT ymcna rpynn VLAN Ha
KommyTaTope. Kaxabi 3K3eMNAAP MOXET coaepKaTb HecKosbKo rpynn VLAN. HegoctaTkom npoToKona
MSTP siBnsieTcs TO, YTO Ha BCEX KOMMYyTaTOpax, B3aumoaencTeytowmx no MSTP, 40KHbl O6bITb 04MHAKOBO
CcKOHuUrypuposaHbl rpynnbl VLAN.

V MaKkcMmanbHO aonycTtumoe Koam4vectso aksemnaapos MSTP — 64.

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.
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4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2n0bas1bHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 84 — KomaHzabl perknma rnobanbHoM KoOHPUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

shutdown spanning-tree

-/MoAy b BK/IKOYEH

OTKAtoYnTbL paboTy moayns STP Ha ycTponcTae.
[aHHas KomaHga oTKA4YaeT paboty mogynsa STP ¢ 6es-
. BO3BPaTHbIM yAaneHnem Bcex HacTpoeK 6a0ka STP.
’ Mogpaynb STP BK/lOYaeTca KOMaHAoM spanning-tree.

spanning-tree

Pa3spewnTb NCNosb3oBaHME KOMMYTAaTOPOM NpoTokonaa STP.

- -/BKAKOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YcTaHOBUTb peXxum paboTbl NpoTokona STP:
mst | rapid-pvst} - rst — |IEEE 802.1W Rapid Spanning Tree Protocol;
-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbI Ha NPOCAYLUMBA-
HWEe M U3yyeHWe COCTOAHWIA Nepes NepekNtoYeHUemM B COCTOSHWE
nepegauu.

YCTaHOBUTb 3HAYEHMe Nno YMOI4aHUIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb UHTEPBA BPEMEHWN MEXKAY NepefadaMu LMPOKOBELLA-
TeNbHbIX cooblieHmnit «Hello» K B3aMmogencTBylOWMM KOMMYTaTO-
pam.

YCTaHOBUTb 3HAYE€HME MO YMOIYAHUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BPeMA KMU3HM cBA3ytoLero aepesa STP.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT yCTPOIMCTBA B cBA3Ytowem aepese STP.
3HayeHune npuopuTeTa AONKHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree pathcost
dynamic [lag-speed]

BKntounTtb AWHamMmun4yecKoe onpegeneHue LeHHOCTU NyTH.
- lag-speed — onpeaeneHne LEeHHOCTM NyTUM ByAeT BbIUMCAATHCA

-/BKntoveno npu usmeHeHuun ckopoctn LAG.
no spanning-tree pathcost YCTaHOBUTb 3HAYEHMUE MO YMONYAHUIO.
spanning-tree pathcost YCcTaHOBUTbL MeToZ onpeaeneHusa LLeHHOCTU NyTH.
method {long|short} - long — 3HavyeHMe ueHHOCTH B AnanasoHe 1..200000000;
-/long - short — 3HayeHue LeHHOCTU B AManas3oHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
method
spanning-tree compatibility Bepcua coemectumocTu STP.
{mst | rst | stp} -/BKAOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMe MO YMOHYAHWIO.

spanning-tree flush-
indication-threshold value

no spanning-tree flush-
indication-threshold

value: (0..65535)

Moporosoe konnyectso TCN BPDU, npu KOTOPOM 3anycKaeTca Tau-
Mep, KOTopbIl paBeH 3HaveHuto flush-interval.

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

spanning-tree flush-interval
interval

no spanning-tree flush-
interval

interval: (0..500)/0

YCTaHOBUTb 3HaYeHWe MHTepBasa, MOC/Ae KOTOPOro Mpou3onaér
ounctka MAC-Tabnumubl nocne nonyyeHusa TCN BPDU.

YCTaHOBUTb 3HaYeHME N0 YMOJTHAHWUIO.

spanning-tree transmit
hold-count count

count: (1..10)/6

370 3HaYeHMe YKa3blBaeT MaKCMMa/IbHOE KO/IMYECTBO MaKeToB, Ko-
Topble MOryT 6biTb OTNpPaB/ieHbl B 33a4aHHbIN MHTEPBAN BPEMEHM
hello-time.
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no spanning-tree transmit
hold-count

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

Npu 3agaHun STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinoNHeHUe
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHguaypayuu uHmepgelica Ethernet, uHmepdelica epynnsi nopmos

Bug, 3anpoca KOMaHAHOMW CTPOKKU B pexume KoHdurypauum uHtepdeica Ethernet, nHTepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnuua 85 — KomaHabl pexkmma KoHourypaumm nHtepoeliica Ethernet, rpynnbi noptos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuwo

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npotokona STP Ha KoHOUrypupyemom UHTep-
deiice.

- " -/paspelueHo
no spanning-tree disable /pasp Paspewntb paboty npotokona STP Ha KOHUTIyprpyemom mHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBWTb LLEHHOCTb NYTU Yepes AaHHbIN UHTepdeiic.
) - cost — LLeHHOCTb NyTH.
: (1..200000000)/cm. 4 Y
no spanning-tree cost TabnuLly 86 YCTaHOBWUTb 3HAYeHWE, OMNpefesiemMoe Ha OCHOBAaHUW CKOPOCTU

nopTa U MeToa OnpeaeNieHns LEHHOCTU NyTH, cM.Tabauuy 86

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdeica B cBasylollem aepese STP.

V 3HaueHue npuopuTeTa [0/MKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree portfast

no spanning-tree portfast

BK/IIOUMTL peXMM, B KOTOPOM MOPT NPU NOAHATUM HA HEM JIMHKA
Cpa3y CTaHOBWTCA B COCTOAHME Nepeaayu, He AO0XKMIAAACh ucTeye-
HWA Talmepa.

BbIKNIOUNTDL peXXMmM MOMEHTA/IbHOIO Nepexoaa B COCTOAHUE nepe-
Aa4vyn No NOAHATUIO KTUHKa».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelueHo

Pa3pewwnTtb Ha HTepdeiice LONONHUTENbHYIO 3aLLMTY OT neTesb. B
cnyyae, ecan uHTepdeic HaxoaWTCA B COCTOAHUM, OTIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
KupyeTcs.

3a|'|peTVITb AONONHUTENIbHYIO 3aWNTY OT BO3HUKHOBEHUA NeTe/b.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BKAOUMTDL 3aLUUTY KKOPHA» ANA BCeX CBA3YIOWUX AepeBbeB STP BbI-
6paHHOro nopra.

- root — 3anpewaeT MHTeppency bbiTb KOPHEBLIM NOPTOM KOMMY-
TaTopa;

- loop — BK/OYaeT Ha UHTepdeice JONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae, ecnm HTEpENC HAXOANTCA B COCTOAHUK, OTINY-
Hom oT Designated u npu aTom nepecrtaet nonyy4ate BPDU, uHTep-
deiic bnokumpyercs;

- none — oTKAto4YaeT Bce Guard-dyHKLMU Ha MHTepdeiice.

Mcnonb3oBaTh rnobanbHy0 HACTPOIKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

no spanning-tree bpduguard

-/BbIKAOYEHO

PaspewwnTb 3aLmTy, BbIKAIOYAIOLLYIO MHTepderc Npu npuéme nake-
TO0B BPDU.

3anpeTuTb 3alMTy, BbIKNIOYAIOLLYO MHTepdeic Npy Npuéme nake-
To8 BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/Bna pynnekcHoro
nopTa «TOYKA-TOYKAY,
ANA NONYAYNAEeKCHOro

— «Pa3BETB/IEHHbIN»

YcTaHoBuTb NnpoTokon RSTP B nepepatolee coctoaHme n onpeae-
JNTb TUN CBA3W A/1A BbIGPAHHOTO nopTa:

- point-to-point — TO4Ka-TOuUKa;

- shared — pa3BeTBAEHHDIN.

YCTaHOBUTb 3HAYeHMe no YMOI4aHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIK/IIOYEHO

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.
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spanning-tree bpdufilter

3anpetutb/paspewnTb Npuém n nepegady STP BDPU Ha uHTep-

spanning-tree {bpdu-receive |
bpdu-transmit} disable

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBUTb 3HaYEeHUE NO YMONYAHUIO.
spanning-tree auto-edge BKHOYNTL aBTOMATUYECKOE OnpeseneHne KAMeHTCKMX NoPToB..
no spanning-tree auto-edge /Bnioqero BbIK/IIOYMTL aBTOMATUYECKOE ONpeaeneHne KANEeHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTL pexkum Npuéma u/uam nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAOYEHO

BbIKOUMTL pexkUM Npuéma u/unm nepesaum Ha uHTepodeiice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTpouTb npuoputeT ana pseudoRoot Ha MHTepdeiice.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BKAtOUMTb Ha MHTepdelice GYHKLUMIO 3aWmTbl OT aTak.

OTKNOUNTb Ha UHTepdelice GYHKUMIO 3aLMTbI OT aTak.

Tabnnua 86 — CTOMMOCTb NyTK, YCTAHOBAEHHAA MO YMOYaHUIO (spanning-tree cost)

Unmepdeiic MeLr::Z onpedeneHus yeHHocmu Sr;y::tu

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1000000 56

LAG 100M 100000 12

LAG 1G 10000 3

LAG 10G 1000 2

v

CToMMOCTb NyTK A4NA rpynnbl KaHaNoB No meTtoay long no ymonuaHuio onpeaenserca
AeNneHnem CTOMMOCTU UHTepdelica Ha KOAUYECTBO JIMHKOB B rpynne. 3HauyeHue cost

Ana LAG npuBeAeHo € Y4ETOM UeHCTBA B HEM 2 pusnueckux nHrepdeiicos.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnnua 87 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymoa4YaHuro

Aeiicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MokasaTtb cocToAaHUe NpoToKona STP Ha uHTepdelice.
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show spanning-tree detail

MoKasaTb NoApo6HY0 MHOPMALLMIO O HACTPOMKAX NPOTOKoNA
STP.

show spanning-tree active
[detail]

MNMoka3aTb MHGOPMALUIO O COCTOSHMM O HAacTpPoMKax STP Ha akTuB-
HbIX MOpPTaXx.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OT06pasunTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

0T06pasuTb MHGOPMaLMIO O METOAE ONpeaeieHUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3unTb MHGopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OT06pasunTb cocTosHME NPOTOKoNa STP OTHOCUTENBHO UHTEpPdE-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 88 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCcTaHOBUTb NPUOPUTET A4/1A JAHHOTO KOMMYyTaTOpa nepes ocTab-
HbIMM, UCMONb3YOLMMM 06LWMIA 3K3emnaap MSTP.

- instance_id — sk3emnnap MST;

- priority — npuopuTeT KOMMyTaTOpa.

V 3HaueHMe NpUopUTeTa A,O0MKHO 6bITb KpaTHO 4096.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
NP1 KOTOPOM 3anycKaeTcs Tanmep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MAaKCMMaNbHOE KO/IMYECTBO TPAH3UTHbIX YHaCTKOB A/1A
naketa BPDU, Heobxoaumbix ana ¢opmupoBaHua gepesa U yaep-
KaHnA nHGopMaLLMm 0 ero CTpoeHUU. ECiM NakeT yxke npoLuen mak-
CMMaNibHOE KOJIMYeCTBO TPAH3UTHbIX YY4aCTKOB, TO Ha caeayloliem
y4acTke oH oTbpacbiBaeTcs.

- hop_count — MaKcumasibHOE KOIMYECTBO TPAH3UTHBIX Y4acTKOB
AnAa naketa BPDU.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHAHWIO.

spanning-tree mst
configuration

Bxopg, B pexkum KoHdurypaumm npotokona MSTP.

KomaHObI pexcuma KoHgu2ypauyuu npomokoaa MSTP

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm npotokona MSTP:

console# configure terminal

console
console

(config) # spanning-tree mst configuration
(config-mst) #
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Tabnnua 89 — KomaHabl perknuma KoHourypaumm npotokona MSTP

KomaHoa

3HayeHue/3HayeHue

no ymos4aHuro

Aelicmeue

instance instance_id vlan
vlan_range

no instance instance_id vlan

instance_id:(1..63);
vlan_range: (1..4094)

Co3paTtb COOTBETCTBME MeXAy IK3emMniapom npoTtokosna MSTP u
rpynnamu VLAN.

- instance-id — ngeHTUdMKaTOp 3K3emnaspa npoTokoaa MSTP;

- vlan-range — Homep rpynnbl VLAN.

YaanuTb COOTBETCTBME MeXAy dK3emnasapom npoTtokona MSTP un

vlan_range rpynnamm VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHouUrypauum MST.

no name Yaanutb uma KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3afaTb HoMep peBu3um KoHbuUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBUTb 3HayeHue no ymonyanuio (value).

exit

Bbixo4 M3 peruma KoHodurypaumm npotokona MSTP c coxpaHe-
HUEM KOHOUrypaumu.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagetica Ethernet, uHmepagelica 2pynnsi NopmMos

Bua 3anpoca KOMaHAHOM CTPOKU B pexume KoHoburypauum uHtepdelica Ethernet, uHtepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 90 — KomaHgpbl pexknuma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3aumMTa BbIK/OYEHa

BK/IIOUNTD 3aLUUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCcTaHOBUTL NpUopUTET UHTEpdElica B 3k3emnaape MSTP.
- instance-id — vaeHTUduKaTOp sK3emnaspa npotokona MSTP;
- priority — npuopuTeT nHTepdelica.

V 3HaueHue NpuopuUTeTa AONXKHO 6bITb KPaTHO 16.

YcTaHaBAMBaET 3HAYEHUE MO YMONYAHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBWUTb LLEHHOCTb NyTW Yepe3 BblGpaHHbIM WHTepdenc anA
onpeaeneHHOro sksemnasapa npotokoaa MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWWM CKOPOCTU
nopTa U MeToAa onpeaeneHns LeHHOCTM NyTH, CM. Tabauuy 86.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NPUOPUTET UHTEpPdEeiica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HaueHue NpMopuUTeTa A0/KHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

spanning-tree mst instance_id
pseudoRootid priority priority
mac-address mac_add

no spanning-tree mst
instance_id pseudoRootid

instance_id: (1..63);
priority: (0..240)/128

YcTaHoBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

spanning-tree mst instance_id
guard {root/none}

instance_id: (1..63);
-/none

BKAOYUTBL MM OTKNKOUUTL spanning-tree Root Guard B yKazaHHOM
ak3emnaape MST.

KomaHObI pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#
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Tabnmua 91 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show spanning-tree

interface {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port

| port-channel group}
[bpduguard | cost | detail |

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Mokas3aTb KoHbMUrypaumto npoTokona STP.

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

show spanning-tree mst
instance_id [detail]

Moka3satb noapo6Hyto MHGOoPMaLUIO O

i id: (1.. .
instance_id: (1..63) HacTpolke npoTokona STP.

show spanning-tree mst
configuration

MokasaTb MHPOPMALMIO O CKOHOUIYPUPOBAHHbIX
ak3emnnapax MSTP.

clear spanning-tree mst OumncTKa cyeTynkos STP.
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

te_port| port-channel group}}

Instance_id: (1..63);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ 1

Bcero nogpep:kaHo 64 RPVST-uHctaHca. NMpu aTom HyneBon ncnonb3yeTca ANA BCex
VLAN, B kKoTopbix oTKAto4YeH RPVST. Kaxxgomy VLAN c BkatoyeHHbIm RPVST
coorseTcTByeT oaguH RPVST-UHcTaHC.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu
BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma rinobanbHoM KoHbUrypaumm:

console (config) #

Tabnuua 92 — KomaHab! pexxkmma rnobanbHON KoHGUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda Aelicmeue

spanning-tree vlan vian BkntounTb STP B BbIBpaHHOM vian.

vlan: (1..4094) -vlan — Homep VLAN.

no spanning-tree vlan vian i BbikntounTb STP B BbIGpaHHOM vian.

KomaHObl pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN’ 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range)#

1 ®dyHKUMA noanepuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnnuya 93 — KomaHabl pexkmma KoHourypaumm VLAN

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

spanning-tree forward-time

d
seconds seconds: (4..30)/15 cek

no spanning-tree forward-time

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPayuMBaemMblii Ha NPOC/yLLNBA-
HWEe U U3yYyeHWe COCTOAHWI Nepes NepeKkItoyeHNEM B COCTOAHME
nepegauu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

spanning-tree hello-time sec-

d.
onas seconds: (1..10)/2 cek

no spanning-tree hello-time

YCTaHOBWUTbL MHTEPBaN BPEMEHU MEXAY Nepefadyamu LMpPOoKoBe-
waTenbHbIX coobuieHunii «Hello» K B3aMmoaencTByOWMM KOMMY-
TaToOpam.

YCTaHOBWUTb 3HaYEeHME N0 YMONYAHWUIO.

spanning-tree max-age sec-
onds seconds: (6..40)/20 cek
no spanning-tree max-age

YCTaHOBUTL BpemA XU3HU cBA3ytowero aepesa STP.

YCTaHOBWUTb 3HAYEHME NO YMON4aHUIO.

spanning-tree priority prior_val
P & P ¥ prior_ prior_val:

(0..61440)/32768

no spanning-tree priority

HacTpouTb npuopuTeT ycTpoiicTBa B cBA3ytoLem aepese STP.
3HayeHue NpuopuTeTa A0XKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

spanning-tree hold-count
count

count: (1..10)/6

no spanning-tree hold-count

ITOo 3HaYeHMe YKa3biBaeT MaKCMMaibHOE KOJIMYECTBO NAKETOB, KO-
TOpble MOryT ObiTb OTNPaB/EHbl B 3aZ@HHbIA MHTEPBANA BPeMEHMU
hello-time.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

! Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanmo BbiNnoAHeHUe
o ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NopmMos

Bug, 3anpoca KOMaHAHOW CTPOKM B pexunme KoHourypauum mHtepdeiica Ethernet, nHtepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabanua 94 — KomaHgpbl pexnma KoHpurypaumm nHtepdetica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

spanning-tree vlan vlan cost

cost:
cost

(1..200000000)/cm.
Tabnuuy 86;
vlan: (1..4094)

no spanning-tree vlan vian cost

YCTaHOBWTb LLEHHOCTb NYTK Yepes AaHHblIi MHTepdeiic.
- COSt — LeHHOCTb MyTH;
-vlan — Homep VLAN.

YCTaHOBUTbL 3HauyeHue, onpeaensiemoe Ha OCHOBAaHWM CKOPOCTU
nopTa U MeToAa onpeaeneHns LeHHOCTM NyTH, cMm.Tabanuy 86.

spanning-tree vlan v/an port-

riority priorit
P yp 4 priority: (0..240)/128;

vlan: (1..4094)

no spanning-tree vlan vian
port--priority

YCcTaHOBUTb NMpUOPUTET MHTEpdElica B cBA3yIoLLEM Aepese STP.
- vlan — Homep VLAN.

V 3HauyeHMe npuopuTeTa AOMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHuMe no YMON4YaHUIO.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnuua 95 — KomaHabl pexkmma Privileged EXEC

KomaHoa 3Ha4yeHue/3Ha4yeHue no ymonya- Aelicmeue
HUo
show spanning-tree vlan vian MokasaTb KoHUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BNaHe.
- vlan — Homep VLAN;
- active — oTobpaykeHne aKTUBHbIE UHTepdel-
vlan: (1..4094) coB;
- blockedports — oTob6parkeHune 3ab10KkMpoBa-
Hble nHTepdelichbl;
- detail — noapobHaa nHGopmauusa.
show spanning-tree inter- MokasaTb KoHodUrypaumuto npoTtokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM B/laHe Ha UHTepodeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

- vlan — Homep VLAN;

- active — oTob6pakeHne akTMBHbIe UHTepdeit-
CoB;

- blockedports — oTo6paxkeHne 3ab1okupoBsa-

[{active | blockedports}] [detail] group: (1..64) Hble MHTepdeichl;
- detail — nogpo6bHas nHpopmaums.
show spanning-tree vlan vian vlan: (1..4094) Moka3saTb KoHUrypaumio pathcost.

pathcost-method

show spanning-tree vlan vian
bridge

vlan: (1..4094)

MoKa3aTb KOHOUIYPALMIO TEKYLLETO KOMMYTa-
Topa.

show spanning-tree vlan vian
root

vlan: (1..4094)

MoKa3aTb KOHPUIrypaLMIO KOPHEBOIO KOMMYTa-
TOpa.

4.14.4 Hacmpoiika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuusa Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckaTb CayXebHble NaKeTbl pas/INyHbIX

L2-npoTokosios (PDU) yepes ceTb NpoBaiiaepa, YTo NO3BOAET «MPO3PAYHO» CBA3ATb KNMEHTCKMUE CETMEHTbI
cetu.

L2PT wmHkancyampyetr PDU Ha rpaHMYHOM KOMMyTaTope, nepesaeT MX Ha LPYro rpaHWYHbIM
KOMMYTaTOp, KOTOPbI OXKUAAET CreunanbHble MHKANCYIMPOBAHHbIE Kaapbl, @ 3aTeM AeKancyampyeT ux,
YTO NO3BOAAET NONb30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb NpoBanaepa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnuya 96 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

lacp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d4

YCTaHOBUTb agpec HasHauYeHUs 419 UHKaNCyIMpPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBWTb afpec Ha3HauYeHUs A9 UHKaNCyIMPOBaHHbIX KaZpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

lldp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBWTb afpec HasHauYeHUs A9 UHKaNCyMPOBaHHbIX KapoB
(frame) cooTBeTcTBYIOLLIErO NPOTOKONA.

isis-I11-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dc

YCTaHOBUTb agpec HasHaYeHUs 419 UHKaNCyMpPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

isis-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:dd

YCTaHOBUTb agpec HasHaYeHUs 419 UHKaMCyMpPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.

vtp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e0

YCTaHOBWTb afpec HasHauYeHWUsa A9 MHKaNCyIMPOBAHHbIX KaLpoB
(frame) cooTBeTcTBYIOWErO NPOTOKONA.
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ospf-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:el

YCTaHOBUTb aApec HasHayYeHua 4/ MHKaMNCYy/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

rip-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e2

YCTaHOBUTb aApec HasHayYeHWa A4/1A MHKaNCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

fctl-12-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:de

YCTaHOBWUTb afpec Ha3HaYeHWa ANA UHKaNCY/IMPOBaHHbIX KaapoB
(frame) cooTBeTcTBYHOLLETO NPOTOKOAA.

igmp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:db

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

vrrp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:e3

YCTaHOBUTb aApec HasHayYeHWUsa A/1A UHKaMCY/IMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYOLLETO NPOTOKOA.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHodurypaumm nutepdencos Ethernet:

console (config-if) #

Tabanua 97 — KomaHgbl pexknuma KoHpurypaumm nHtepoericos Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-I1 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-I11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BKAKOUUTBL pexxnum nHkancynaumm PDU.

BbIkMt0UNTb pexkum nHkancynaumm PDU.

Mpu BKAOYEHUU HKancynsauuu ana VTP uHKancyampoBaTtbca 6yaer BcA rpynna npoToKo-
. nos ¢ MAC-agpecamu HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 98 — KomaHabl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-
Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pasunTb agpeca HasHaYeHNA AN MHKANCYIMPOBAHHbIX KaApoB
(frame).

4.14.5 Hacmpolika npomokKona LLDP

OcHoBHOM ¢yHKumMen npotoKosa Link Layer Discovery Protocol (LLDP) sagnsetca obmeH mexay

CEeTeBbIMM YCTPOMCTBAMM O CBOEM COCTOAHUM U XapaKTepucTMKax. MHbopmauma, cobpaHHas nocpeacTsom
npotokona LLDP, HaKananBaeTcs B yCTPOMUCTBAX U MOXKET ObITb 3aMpoLUeHa YNPaBAAOLLMM KOMMNbIOTEPOM
no npotokony SNMP. Takum ob6bpasom, Ha OCHOBaHMWU cobpaHHOM WHOPMALMM, Ha YNpPaABAAIOLWEM
KOMMbIOTEPE MOXKET BbITb CMOAEANPOBAHA TOMNOIOMUSA CETU.
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KommyTaTopbl NOAAEPKMBAOT Nepedady Kak CTaHAAPTHbIX MapamMeTpoB, TaK U OMUMOHANbHbIX,

TaKUX KaK:

— MM YCTPOICTBA M ero onucaHue;
—  MMA NOpTa U ero onucaHue;
—  uHdbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanuya 99 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumum

KomaHda

3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

shutdown lidp

no shutdown lidp

-/MoAy b BK/IKOYEH

OTKAtounTbL paboTy moayns LLDP Ha ycTpolicTBe.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BKatounTb paboty moayns LLDP Ha ycTpolicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

PaspewmnTs KOMMyTaTOpPYy MCNONb30BaHWe NpoToKkona LLDP.

3anpeTnTb KOMMYTaTOpPYy MCNOAb30BaHWe NPoToKona LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/IIOYEHO

Bkntountb otnpasky LLDP-MED.

OTKntounTb oTNpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbiit ByayT otcbinatecs lldp-Kkagpol.
- lldp-Kagpbl TaK ke 6yayT Ay6bAanMpoBaTbea Ha cTaHAapPTHbIN MAC-ag-
pec.
lidp lldpdu flooding Jfiltering YCTaHOBUTb pexxum dpuabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HaY€HMEe MO YMOAYAHMUIO.

lidp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3apaTb chassis-id-subtype gna lldp-kagpa.

BepHyTb K 3HAaYeHUIO N0 YMOYaHUIO.

lidp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTb 3a4epXKKy MOBTOPHOW WMHMLMANU3aumu (Bpems 3a-
OEPXKKMU, BbiNosHAemoe LLDP ana noBTOPHON MHMUMANU3aLmMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6X0AMMO BbICTaBUTb
3Ha4YeHUe No YMONYaHMIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiKYy Heob6XoAMMO BbICTaBUTbL
3HauYeHne No YMONYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasibHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepuog BpemeHun B TeYeHNM KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He Bonee ogHoro Kagpa (frame).
V YT106bl OTMEHUTb HACTPONKY HEeobXxoAUMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.

lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMANIbHYIO OAUTENBHOCTb 3a4EPMKKU, MeXay no-
cnepoBaTtenbHbIMKU Kagpamu LLDP.
YTo6bl OTMEHUTb HACTPOIKY HeobXxoAMMO BbICTaBUTb
V 3HaYeHUe No YMOHaHMUIO.

lidp txCreditMax value

YcTaHOBUTb 3HaveHue Credit Max (MakcMmManbHOe KOANYecTso no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopblie moryT 6biTb NepeaaHbl B /to-
60e Bpems).
lidp txFastInit value value: (1.8) YCTaHOBWTb YMCNO NAKeToB, KOTopoe byayT OTNpaBAATbCA B ne-

puog fast init.
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KomaHObI pexcuma KoHgpua2ypayuu uHmepageticos Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHdurypaumm nutepdencos Ethernet:

console (config-if) #

Tabaunya 100 — KomaHabl pexkmma KoHpurypauum nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lidp dest-mac
mac_address

-/BbIK/IIOYEHO

3agatb MAC-agpec, Ha KoTopbl byayT oTcbinaTteea lldp-Kagpsbl.

Yaoanute MAC-agpec, Ha KoTopbliit 6yayT oTcbinaTtbces lldp-kagpsi.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKOYEHO

Paspewaet nepegayy naketoB no npoTtokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lldp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHaunTb npasuno network-policy sgaHHoOMy uHTepdelicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lildp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/IIOYEHO

3a4aTb MEeCTONOI0KeHNe YyCTPOoICTBa ANA NpoTokona LLDP (3Ha-
YeHue napametpa location npotokona LLDP MED).

- coordinate — agpec B cucteme KOOpAWNHAT;

- civic_address_data — agMUHUCTpaTUBHbIN agpec yCTPOMCTBa;
- elin_data — agpec 8 popmare, onpegeneHHom ANSI/TIA 1057.

Ypanutb MecTonosioxKeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIK/IIOYEHO

CroHourypuposaTb TLV LLDP-MED Ha gaHHoMm uHTepdeiice.

Ypanutb HacTpoiky TLV LLDP-MED Ha nHTepdelice.

lldp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lidp notification

BKAtOUNTL OTNPaBKy Tpanos no cobbiTmam LLDP.

OTKNOYUTL OTNPaABKY Tpanos no cobbiTuam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,

string: (1..255);

3apaTb ID Port Subtype ans kagpa LLDP.

no lidp receive [mac-address
mac_addr]

local string} -/ if-name
no lldp port-id-subtype YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
lidp receive [mac-address PaspewnTtb nHTEpdeElicy npuHMmaTb Kagpbl LLDP.
mac_addr]
-/BKAOYEHO

3anpetuTb UHTEpPdEcy NPUHMMATL Kaapbl LLDP.

lidp tlv-select basic-tlv t/v_list

no lldp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpefenntb Kakne 6asosble onuumoHanbHble TLV-nons 6yayt
BKJIKOYEHbI YCTPOMCTBOM B Nepegasaembiii LLDP-naker.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWIO.
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lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |

dot3tlv}

OnpepenuTb Kakue cneumanbHble onuuoHanbHble TLV-nona 6y-
OYT BK/IIOYEHbI YCTPOMCTBOM B nepegasaemblit LLDP-nakerT:

- link-aggregation — Bkntovyaet nogaep:ky TLV, coaeprKaltero
MHPOPMaLMIO O BO3MOXKHOCTU arperauymn KaHana u o TekyLiem
cTaTyce arperaumv nopTa, ANAA KOTOPOro BKAOYEHa AaHHaA
HacTpoWiKa;

- macphy-config — BknoyaeT nopaepky TLV, cogeprKalero Te-
KyLLiMe HAaCTPOWMKM CKOPOCTU U Ayn/eKca U CBeAeHMA O TOM, 3a-
AaHbl M OHWU BPYYHYIO UM NOAYYeHbl B pe3y/bTaTe aBTOCOMNa-
COBaHMA;

- max-framesize — BKkNtoYaeT noaaepKKy TLV, cogepsKallero uH-
dbopmMaLmIo O MaKCMManbHO AOMNYCTUMOM pasmepe Kagpa;

- power-via-mdi — BkAtoyaeT nogaepky TLV, ncnonbsyemoro
[AN1A COTNacoBaHWA NapameTpoB nNMTaHMA PoOE-ycTpoicTs.

tlv_list: (link-aggregation,
macphy-config, max-
framesize, power-via-mdi)

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIHAHMUIO.

v/
v/

nopT rpynnbl.

MaKketbl LLDP, npuHATble Yyepes rpynny NopToB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMU
rpynnbl, NPUHABWIMMM cooblieHuna. LLDP oTnpaBaseT pasnnyHble cOO6LIeHUA Ha KaxKabli

Pabota npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopty, naketbl LLDP or-
NPaBAAKTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

KomaHObl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKKM pexxnma Privileged EXEC:

console#

Tabanua 101 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
110 YMOAYAHUIO

show lidp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

MokasaTtb LLDP-nHpopmaLmio, KOTOPY aHOHCUPYIOT MOPTbI.

show lidp neighbors [detail]

MoKasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, Ha KOTOPbIX pa-
60TaeT npoTokoa LLDP.

show lldp statistics

- MNMokasaTtb cTaTUcTuKy LLDP.

_|

abanuya 102 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTpoicTso weT LLDP-o6HoBAEHMA.
Onpeaensiet BeanumHy Bpemenu (TTL, Time-To-Live) ans npuHMMatoLLEro YCTPOMCTBA,
Hold Multiplier B TEYEHME KOTOPOro HYXKHO yAepKMBaTb NPUHMMaeMble nakeTbl LLDP nepepg, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpepenser MMHUMaIbHOE BPEMSA, B TEYEHUE KOTOPOro NopT byaeT oxuaaTb nepes,
y nocbinkol cneaytowero LLDP-coobLieHus.
Tx dela OnpepenseT 3a4eprKKy mexay nociaegyrowmmmn nepegadyamu LLDP-kKagpos, HULUK-
y POBaHHbIX U3MEHEHUAMM 3HAYEHUI B0 cTaTyca.
Port Homep noprta.
State Pexxum paboTbl nopTa gnsa npoTtokona LLDP.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

121




HELTEX

Optional TLVs

TLV-onuumn, KoTopble nepegatorca

BO3MOKHble 3HaYeHUA:
PD — OnuncaHue nopra;
SN — CuctemHoe ums;
SD — OnucaHune cuctemsl;

SC — BO3MOXHOCTU CUCTEMbI.

Address

AZpec ycTponcTBa, KoTopbli nepesaetcs B LLDP-coobweHunsax.

Notifications

YKa3blBaeT, pa3peLleHbl UK 3anpeLLeHbl ysegomaenma LLDP.

_|

abaunuya 103 — OnucaHue pesyabTaTos

lMone OnucaHue
Port Homep nopTa.
Device ID Nms nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTMdMKaTOp NopTa coceaHero ycTpomncraa.

System name

CucTeMHoe MMSA YCTPOCTBa.

Capabilities

[aHHoe none onucbiBaeT TMN yCTPOCTBa:

B — MocrT (Bridge);

R — MapuwpyTtusatop (Router);
W — TouKa goctyna WI-FI (WLAN Access Point);

T-TenedoH (Telephone);

D — DOCSIS-ycTpoticteo (DOCSIS cable device);
H — CeteBoe ycTpolicteo (Host);
r — NosTopuTens (Repeater);
O — Tun HeunssecTteH (Other).

System description

OnucaHue cocegHero ycTpoicTea

Port description

OnucaHMe nopTa coceaHero ycTpoicTea

Management address

Apnpec ynpaBaeHu1a yCTPOUCTBOM.

Auto-negotiation support

OnpegenAeT, NOAAEPKMBAETCA /I aBTOMATUYECKOE ONpeaeneHne pexmma nopra.

Auto-negotiation status

OnpegenAeT, BKAOYEHA M NOAAEPKKA aBTOMAaTUYECKOro onpeaeneHma pexmma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset peskumbl, NoaaepKmBaemble QyHKLMEN aBTOMATUYECKOTO onpeaesieHuns

nopra.

Operational MAU type

Pabouunii MAU-TUN ycTpoWcTea.

Mpumep HacTpoiku TLV-onumii Ha uHTepdelice Gigabitethernet 1/0/1:

basic-tlv
basic-tlv
basic-tlv
basic-tlv
basic-tlv
dotltlv
dotltlv
dot3tlv
dot3tlv
dot3tlv

port-descr

sys-name

sys-descr

sys-capab

mgmt-addr ipv4 10.0.0.1

port-vlan-id
protocol-vlan-id all
macphy-config
link-aggregation

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 1/0/1
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select
console (config-if)# 1lldp tlv-select

4.14.6 Hacmpoiika npomokona G.8032v2 (ERPS)

max-framesize

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHasHayeH ANA NOBbILWEHMA YCTONYMBOCTH
M HAOEXHOCTM CeTU nepenayun AaHHbIX, UMeIOLWEer KObLEBYO TOMOIOTUIO, 33 CYET CHUMKEHUA BPEMEHM
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BOCCTAQHOBNEHUA CETU B C/Ayyae aBapuun. Bpema BOCCTaHOBNEHMA He nNpeBbiwaeT 1 cekyHAbl, 4YTO cylie-
CTBEHHO MeHbllUe BpemMmeHU nepeCTpOVIKM ceTn nNpun ncnos1bsoBaHMM NPOTOKO0B cemeincTea Spanning tree.

| ERPS noapep»aH TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB, MES2424P,

V MES2448, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P,

MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a06an6HolU KOHguU2ypayuu

Buz 3anpoca KoMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:
console (config) #

Tabnvua 104 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm
3HayeHue/3HayeHue no

KomaHoa Aeiicmeue
YyMOAYAHUIO
shutdown aps ring OTkntounTtb paboty moayns ERPS Ha ycTpoii-
cTBE.
JaHHaA KOMaHAa OTKAoYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
-/Mopy b Bbik04eH NeHnem Bcex HacTpoek 6noka ERPS.
no shutdown aps ring Paspewuntb paboty moayna ERPS Ha ycTpoit-
cTBe.
aps ring enable Paspewwntb paboTy npotokona ERPS.
- -/BbIKNOYEHO
no aps ring enable 3anpeTtutb paboTy npoTtoKona ERPS.
aps ring vlan-group-manager {erps | Bbibop MeHeaepa rpynnupoBKu vian.
mstp} -/mstp
aps ring group ring_id Cospatb ERPS-konbLO.

ring_id: (1..4294967295)

no aps ring group ring_id Yaanutb ERPS-konbuo.

aps group name name ring group name: (1..35) cumBonos 3a4aTb UMA KOnbLy.

ring_id ring_id: (1..4294967295)

aps ring notification enable BKAtounTb cobbiTmA paboTbl Konbua ERPS.

no aps ring notification enable -/BKnioqero OTKAoYUTL cobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id Co3zgatb vlan-rpynny ¢ pobasneHve uau

vlan-group-id: (0..64)

; yaaneHuem vlan.
vlan_list: (1..4094)

Ypanutb vian-rpynny.

{add | remove} vian_list

no aps ring vlan-group vian-group-id
aps ring proprietaryClearFS {enable |
disable}

N3meHunTb peXXnum BOCCTaHOB/IEHMA KO/ibLa Npn

-/BKAIOYEHO .
ounctke forced switch.

KomaHObI pexcuma KoHgu2ypayuu npomokonaa ERPS

Bupg 3anpoca KOMaHAHOW CTPOKU B pexnume KoHpurypaumm konbua ERPS:

console# configure terminal
console (config)# aps ring group 1
console (config-ring)#

Tabnnuya 105 — KomaHgb! pexkuma KoHdurypauum konoua ERPS:

3HayeHue/3Ha4yeHue no "
KomaHoa / Aeiicmeue
YMOAYAHUIO
aps clear Ypanutb Hactpoiku force/manual switch.
! TonbKo ans sepcum v2.

aps compatible version {v1 | v2} 2 BbibOp peMma COBMECTMMOCTM C  ApYyrvmu

BepcMaMKM npotokoaa G.8032.
aps force {gigabitethernet gi_port | gi_port: (1..8/0/1..48); Bkatountb pexum force switch ¢ 610kmMpoBKoit
twopointfivegigabitethernet two_port two_port: (1..8/0/1..8); yKasaHHOoro nopra.
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| tengigabitethernet te_port | port-
channel po}

no aps force

te_port: (1..8/0/1..11);
po: (1..64);
-/BbIKNIOYEH

OTKAtounTb pexkum force switch.

’ TonbKo ans sepcum v1.
o

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIKNIOYEH

BkatounTb pexkum manual switch ¢ 610kmMpoBKoit
YKasaHHoro nopra.

BbIKntounTb pexkum manual switch ¢ 6nokupos-
KOM yKa3aHHOro nopra.

! TonbKo ana sepcum vl.

aps main ring id ring-id

ring-id: (1..4294967295)

YKa3aTb OCHOBHOE KO/bLO AN A3HHOTO MNOA-
KoAbLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBeasaTtb vlan-rpynny K KonbLy.

’ Tonbko ana pexxuma service-based.
o

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
JOTKNO4EHO

HacTpouTb ponb coceaa A rpl-nopra.

C6pocuTb posb rpl-nopTa.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps owner

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
JOTKNO4EHO

HacTpouTb ponb Bnagensua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKNOYEHO

BkAounMTb OTNpaBKy curHana oumctkm MAC-
Tab/AMLpbl B OCHOBHOE KOJ/IbLLO NPU NepecTpoeHnu
noAKonbLa.

OTKNIOYUTL OTNPaBKY CUrHana ounctkm MAC-
TabAnupbl B OCHOBHOE KOJbLLO MPU NepecTpoeHnn
nogKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWuThbl KoNbLa

- port-based — PaboTaeT To/IbKO C HyneBoOM
vlan-rpynnoi;

- service-based — Mcnonb3yeTca c KOHKPETHbIMM
vlan-rpynnamu.

aps revert Bblbop pexunma paboTbl KobLa.
-/BKAIOYEHO
no aps revert
aps subring-without-virtualchannel . OTkntounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTUBaLMA KOMbLA.
no aps group active -/OTKNOYEHO OTKAtOYEHME KoMbLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /500 mc

YcTaHoBKa Talimepa 610KMpytoLLero ycrapesiume
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cekyHz /0 mc

YcTaHoBKa Taﬁmepa 3a4epXKNU peakumn Kom-
MyTaToOpa Ha USMEHEHUE B COCTOAHUMN.

aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT
(0..86400) cerkyHz /5000 mc

YcTaHOBKa nHTepBana nepegaym RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyt

YcTaHOBKa TaliMepa 3a4epiKKM MocCne OYMCTKM
coctosaHua force/manual switch.
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(0..86400) cekyHa, /5500 mc

aps timers wtr value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa, /300 c

YcTaHOBKa Talimepa, KOTOPbIW 3anyckaeTca Ha
RPL Owner kommyTaTope B revertive-pexkmme.
Wcnonb3yetca AnA npegoTBPALLLEHMA  YaCTbiX
3aLMTHBIX NEepeK/IloYeHUIn U3-33 CUFHANoB O
HenCcnpaBHOCTAX.

aps working level Jevel

no aps working level

level: (0..7)/0

HacTpolika ypoeHs Maintenance domain (MD).

Yaanutb aomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po} vlan vian-id

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
po: (1..64);
vlan-id: (1..4094)

HacTtpoiika west, east nopToB C YyKasaHuem
cnyebHoro vlan (R-APS VLAN). B nepsyto
oyepeapb 3agaeTca west-nopT, 3aTem east-noprT.

KomaHOwbl pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOWM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunua 106 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

show aps ring

BbiBoa MHbopmaummn o6 obwem coctoaHumn ERPS
N COCTOAHWUM BCEX HAaCTPOEHHbIX KOJleLl,.

show aps ring configuration

BbiBOA, MHPOPMaLMK O KOHOUIYpaLMK KoNbLA.

show aps ring global info

BbiBOA MHPOPMaUMM 0 cocToaHUM moayna ERPS.

show aps ring group ring id

id: (1..4294967295)

BblBOA, MHOOPMALIMM O COCTOAHWUM KOHKPETHOrO
Ko/bLA.

show aps ring statistics

BbIBOZ, CTAaTUCTMKM 4151 BCEX KOJIbLEBbIX NOPTOB.

show aps ring timers

BbiBoa MHGOpMauum o Bcex Taimepax ERPS.

show aps ring vlan-group {vian-group-

vlan-group-id: (0..64)

BbiBoA MHPopmauum o vlan B vlan-rpynne.

id}

[Mpumep Hacmpoliku ERPS

HacTpouTb KonbLo ¢ aeHTMdmKkaTopom 1. [na NpoxoxaeHns cny»KebHoro erps-Tpaduka B KoabLEe UCNOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awuueHHble (protected) pobasneHbl B 1 vlan-rpynny. MopT
te1/0/1 asnaetcsa west-noptom, east-nopt te1/0/2, rpl-owner tel1/0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active
console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring
console (config) #aps ring
console (config) #aps ring
console (config-ring) #aps
console (config-ring) #aps
tengigabitethernet 1/0/2
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps
console (config-ring) #aps

(
(
(
(
console (config) #aps ring
(
(
(
(

enable

vlan-group-manager erps

map vlan-group 1 add 1-1000
group 1

working level 1

working west tengigabitethernet 1/0/1 east
vlan 1000

owner tengigabitethernet 1/0/1
protection-type service-based
map vlan-group 1

group active
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4.15 Hacrtpoiika npotokona OAM

! ®dyHKuua Ethernet OAM He noapaep:kaHa B cTeke B TeKywieit Bepcum MNO.

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMM YpPOBHSA
KaHana nepefayn AaHHbIX MPeacTaBAAOT cobOW NMPOTOKOA MOHMTOPUHIA COCTOAHWMA KaHana. B atom
NpoToKoNe ANa nepeayn MHGOPMALLMM O COCTOAHUM KaHana MeXAy HenocpeacTBEHHO MOAKNOYEHHbIMM
ycTpoiicteamm Ethernet ucnonwsyiotcs 6710KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa

OO0JIKHbI noagaep*mnsaTb ctaHaapT IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgeticos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexKMme KoHdurypauumn nHtepdeiicos Ethernet:

console (config-if) #

y

Hacrtpoiika Ethernet OAM TpebyeTca ana otnpasku snmp-trap no cobbiTuio Dying Gasp.

Tabanua 107 — KomaHabl perkuma KoHourypauum nHtepdeiica Ethernet

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

shutdown ethernet-oam

-/MoAyNb BKAOYEH

no shutdown ethernet-oam

OTKnountb paboty mopyna Ethernet OAM Ha ycTpoiicTse.
JaHHaA KomaHAa oTKAlouaeT paboty moayna Ethernet
OAM c 6e3B03BpaTHbIM yAaNeHUEM BCEX HACTPOEK
6n10ka OAM.

Bkntountb paboty mogyna Ethernet OAM Ha ycTpolicTBe.

shutdown fault-management

-/MoAyNb BKAOYEH

no shutdown fault-
management

OTKAtounTb paboty moaynsa Fault-management Ha ycTpoiicTse.

[aHHaA KoMaHA[a oTKjlovaeT pabory mogyna Fault-

! management ¢ 6e3803BpaTHbIM yAaJieHUeM BCeX Hac-
Tpoek 6n10Ka Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTee.

ethernet-oam enable
ethernet-oam disable

-/BbIKNIOYEHO

PaspewunTtb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame threshold

YCTaHOBWUTbL MOPOr KOAMYECTBAa OLIMBOK 3a YKasaHHbIM nepuog,
(nepvopg, yctaHaBamsaeTca KomaHgo ethernet oam link-monitor
frame window).

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTb BPEMEHHOW MPOMENKYTOK A/1A MOoACUYETa KOMYecTBa
oWwnbOoK.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

ethernet-oam link-monitor
frame-period threshold count
count: (1..900)/1

no ethernet-oam link-monitor
frame-period threshold

YcTaHoBWUTb Mopor gasa cobbitna «frame-period» (nepuog, ycra-
HaBnMBaeTca KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHMe N0 YMOYAHWUIO.

ethernet-oam link-monitor
frame-period window window
no ethernet-oam link-monitor
frame-period window

window:
(OxFfff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMEKYTOK Ana cobbitna «frame-
period».

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.

ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YCcTaHOBWUTb Nopor ana cobbiTua «frame-sec-summary» (nepuop,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BPpEMEHHOM NPOMEKYTOK ana cobbitna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3Ha4YEeHWE NO YMONYaHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb peXum paboTbl NpoTokona OAM:

{active| passive} Jactive - active — KOMmyTaToOp NOCTOAHHO oTnpasndaeT OAM PDU;

- passive — KoMmyTaTop HauymHaet oTnpasnAaTe OAM PDU Tonbko
npu Haanumm OAM PDU co BCTpeYHOW CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHpaa ana ynpasneHva noagepkon GyHKUUKM 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHgb! loopback;

- disable — 6nokupyet loopback;

- enable — BkntoyaeT KoHTpoNb AnA loopback;

- permit — BKtoYaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/OYEHO

BKAOUNTL GYHKLMIO OBHapYKeHWA O4HOHANPaB/AEHHbIX CBA3EM
Ha 6a3e npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpegennTb pPeakuMio KOMMYTaTopa Ha OZHOHanpas/eHHYH
cBA3b:

- log — 3anuco B XKypHan;

- errdisable — nepesog nopTa B cocToAaHne «error-disable», 3a-
NnCb B XXypHan n otnpaska SNMP trap.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/OYEHO

BK/IOUYNTD arpeccuBHbIV pexnm onpepeneHna ogHOHanpaBneH-
HOM cBA3K. Ecnm OT coceiHero ycTpoircTea nepecTtatoT NpuxoamuTb
Ethernet OAM-co0bLeHNs — IMHK MOMeYaeTCcs Kak O4HOHANpPaB-
NIEHHbIN.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 ceK

YCTaHOBUTb BPEMEHHOW UHTEPBa 415 ONpeaesieHUA TUMa CBA3n
Ha nopry.

BoccTaHOBUTL 3HaYeHMe N0 YMOHAHMUIO.

KomaHObI pexcuma 2n06asab6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 108 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkntounTb/BbikNounTs OAM B cucTeme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apatb OUl gna OAM.

KomaHOwbi pexcuma Privileged EXEC

Bce KOMaHAbl AOCTYMHbI ANSA NPUBUAEIMPOBaHHOMO Noib3osaTens. Bua 3anpoca KOMaHAHOMN CTPOKM

perknma Privileged EXEC:

console#
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Tabnnuya 109 — KomaHgb! pexunma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

show port ethernet-oam

0T106pasnTb MHGOPMALMIO O TEKYLLLEEM COCTOAHUM 0am.

show port ethernet-oam
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOSHUM Oam A/1A KOH-

KpeTHoro nHtepdelica.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] neighbor

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OTO6pa3snTb COCTOSHUE COCEACTBYHOLEN KOHUTypaLmn.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
twopointfivegigabitethernet
two_port |tengigabitethernet
te_port] statistics

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

0OT06pa3sunTb ctatuctky OAM 419 MHTepdeincos/KOHKPETHOIO MH-

Tepdelica.

show port ethernet-oam{
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OTo6pa3nTe OAM HacTpoiKM nopTa.

te_port } event-notifications

show ethernet-oam global
information

OT06pa3unTb rNobanbHble HAaCTPOMKKN 61oka OAM.

Mpumep HacTponku Ethernet OAM:
console (config)# set ethernet-oam enable

console (config) # interface gigabitethernet 1/0/1
console (config-if)# ethernet-oam enable

4.16 NpynnoBasa agpecaumsa

! ®yHKunu IGMP 1 MLD He noaaep:KaHbl B CTeKe B TeKyLuen Bepcum MO.

4.16.1 ®PyHKYyua nocpedHUKa npomokKoaa IGMP (IGMP Snooping)

®yHKumnAa IGMP Snooping Mcnonb3yeTcs B CeTAX rpynnoBon paccbiikm. OcHOBHOM 3agadveit IGMP
Snooping ABNAeTCA NpefocTaBNeHME MHOroagpecHoro TpaduKa TONbKO A1A Tex MopToB, KOTOpble
3anpocuau ero.

Y

l ®dyHKuua rpynnosoii dunbtpaumm «bridge multicast filtering» BkatouyeHa no ymonuaHuio.
vadBl

Moaaep:kuBatotca sepcuun npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

PacnosHaBaHMe MNOPTOB, K KOTOPbIM MOAKAOYEHbI MHOrOaApecHbIe MapLIPYTU3aTOPbl, OCHOBAHO Ha
cneayoumnx cobbITuax:
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— IGMP-3anpocbl NPUHATbLI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/Ia MHOroaapecHoi mapwpyTtunsaumm Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha NopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NoOpTY;

— nakKeTbl npoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTy.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUIypaLmm:

console (config) #

Tabnnua 110 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmon4aHuo

Aelicmeue

shutdown snooping

no shutdown snooping

-/MoAyNb BKAOYEH

OTkAouUTL paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.

' JaHHaA KomaHpa oTKA4YaeT pabotry moaynA

L IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHnem
Bcex HacTpoek 610ka IGMP/MLD Snooping.

Bkatountb paboty moayns IGMP/MLD Snooping Ha ycTpoicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/OYEHO

Paspewuntb ncnonb3osaHme dyHkummn IGMP Snooping KommyTa-
TOPOM.

3anpetutb ncnosb3osaHme GpyHKuMm IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)/8bI-
K/IHO4EHO

Paspewntb ucnonbsosaHme ¢pyHKumm IGMP Snooping KommyTa-
TOPOM AN1A AaHHOro MHTepderica VLAN.
- vlan_id — vapeHTMdPnKaumoHHbIn Homep VLAN.

3anpetuTb Mcnosb3osBaHme GpyHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

snooping authentication

no snooping authentication

-/BbIK/OYEHO

BkntounTb asTopusaumto IGMP join rnobanbHo.

BbikntounTb asTopusaumto IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpouTb TalimayT ans cache-tabanubl IGMP-agTopusaumu.

BepHyTb 3Ha4YeHne No yYMO/IHaHUI0.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Onpenenntb NopT, K KOTOPOMY MOAK/OYEH MapLipyTusaTop
MHOroaZpecHoOM paccbikn ana 3agaHHoro VLAN.
- vlan_id — naeHTMdMKaumoHHbINn Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKNOYEH MApLIPyTM3aToOp MHOroas-
PECHOW paccbINKu.

ip igmp snooping vlan vian_id
fast-leave

no ip igmp snooping vlan
vlan_id fast-leave

vlan_id: (1..4094);
-/BbIKAOYEHO

BkntounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywiel
VLAN. O3HayaeT, 4To NopT AO/IXKEH ObITb HEMeA/IeHHO yAa/ieH U3
rpynnbl IGMP nocne nonyyeHusa coobuieHmnsa IGMP leave.

OTkntounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wen VLAN.
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ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bi-

BKAOYNTL NOAMEHY KOMMYTAaTOPOM aApeca NCTOYHMKA Ha 3a4aH-
HbIN IP-agpec B nakeTtax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbiit byaeT ncnonb3oBaTbCs 414 Noa-
MeHbl.

MoameHa Ha 3aAaHHbIA agpec ANA TPAH3UTHOIO Tpa-

! ¢urKa nponcxoaunT Npu BKAIOYEHHOM ip igmp snooping.

K/lodeHo MoameHa Ha 3agaHHbIA agpec ana TpadukKa, ucxoaa-
wero c CPU KommyTaTtopa, — NPy BK/AOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vian BbIKNtOUNTL NOAMEHY KOMMYTaTOPOM ajpeca MCTOYHUKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B naketax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb MHTEpBan BPeMEeHW B CEeKyHAaX, nocne KOoToporo
interval value YCTPOMCTBO OTNPABAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBWUTbL MHTEPBAJl BPEMEHU B CEKYHAAX, MO UCTEYEHUUN KOTO-
poro mrouter yaanaetca, ecnm He nony4vaet IGMP reports.

OTKOUYNUTL HAaCTPOMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BKAOUMTbL OTNPaBKy query BO BCe NOPThI.

BKAOUMTB OTNPABKY query B non-router-nopToi.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3agaTb MHTepBan (B cekyHaax), gna kotoporo IGMPv2 report ans
OZHOW M TOM e rpynnbl He byayT nepeHanpas/ieHbl.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKCcMaibHOE KOJIMYECTBO query, OTHOCALLMXCA K rpynne, oT-
npaBAeHHbIX Ha mrouter.

OTKOUYNTL HAaCTPOIKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspewwnTb Nnepegady query-nakeTos Ha YCTPOMCTBE.

3anpetntb nepegavy query-naketos Ha yCTpOﬁCTBe.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb MHTEPBa (B CEKyHAAX), NOCAE KOTOPOro NopT yaana-
eTca, ecnn IGMP reports He nony4yeHbl.

OTK/OYNUTb TaMep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ncnonb3oBaHue GyHKUMA PpunbTpaumm IGMP Ha uH-
Tepodelicax.

3anpetTuTb Mcnonb3oBaHue GyHKUMIN dunbTpaumm IGMP Ha mH-
Tepdelicax.

ip igmp snooping proxy-report-
ing

no ip igmp snooping proxy-re-
porting

-/BbIKNIOYEHO

BkAounTb NpoKkcnpoBaHue KaneHTcknx IGMP-3anpocos, a Takxe
camocTosATeIbHoe GOPMMPOBAHME 3aMNPOCOB B C/Iy4ae HaCTPOMKM
cratuyecknx IGMP-rpynn.

OTKNIOYNTb NPOKCUpOBaHMe KaneHTckux IGMP-3anpocos, a Tak-
e camocToaTenbHoe GopmMMpoBaHMe 3anpocoB B CAy4Yae HacT-
POWKK cTaTnyecknx IGMP-rpynn.

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal

console
console

(config)# vlan 1,3,7
(config-vlan-range) #

Tabnuua 111 — KomaHapl pexkmma KoHpurypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymoa4aHuro

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKAOUYNTL NOAMEHY KOMMYTAaTOPOM ajpeca UCTOYHMKA Ha 3a-
OaHHbIN IP-agpec B nakeTtax IGMP-report.
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-ip_addr — IP-agpec, KoTopblit byaeT Mcnonb3oBaTbCa AN NOA-
MEHbl
MoameHa Ha 3aAaHHbIN agpec ANA TPaH3UTHOrO Tpa-
! ¢$MKa nNpouCXoaMT nNpU BKAKOYEHHOM ip igmp
snooping. MogmeHa Ha 3apaHHbIA agpec AnA Tpa-
duKa, ucxogsawero c CPU kommyratopa, — npu BKAIO-
YeHHOM ip igmp snooping 1 ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUMTb NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTbL 3HayeHue 802.1p ans IGMP-nakeToB, KoTopble 6y-
AYT UCN0/Ib30BaTbCA KOMMYTATOPOM Ha UHTepdelice VLAN.

no ip igmp snooping cos cos: (0..7)/- Yaanset 3HaueHne metkn 802.1p gna IGMP-nakeToB Ha UHTEp-
¢deiice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTbL Bepcuto npoTtokona IGMP B VLAN.

v2 | v3} -/v3

ip igmp snooping

YCTaHOBWTb 3HaY€HMe N0 YMOJIYAHMUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

Bkntouaet pyHKumio fast-leave gns VLAN.

BbikntouaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWTb MaKCcMMasibHOE BpeMsA OTBETa Ha 3anpoc, 3ajatoLe-
eca B Kode, rae of4Ha eanHMUA Ko4a paBHa O4HOW AeCcATON ce-
KYHAbI.

YCTaHOBWTb 3HaYeHMe MO YMOIYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
time: (60..600)

CTaTMyecKn HacTpOUTb NOPTbI MapwpyTusaTopa ana VLAN.
- time-out — MHTepBan OXMAAHNA AO OYMCTKM NOPTa MaPLUPYTH-
3aTopa ana nHtepdelrica VLAN.

Ypanutb yKasaHHble NopTbl mapwpyTtusatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

HacTtpoutb Bepcuto IGMP ana nopta mappyTtmusatopa ana VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMONYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3agaHHbIM HAEKCOM K VLAN.

Ypanutb npmsaAsky K VLAN.

ip igmp snooping querier

no ip igmp snooping querier

-/BbIKNOYEHO

BKkntounTb noafeprKKy Bblgaun 3anpocoBs igmp-query KommyTa-
TOpom BO VLAN.

BbIKNtOUMTL NOAAEPHKKY BbIAAYM 3aMPOCOB igMmp-query KommyTa-
Topom BO VLAN.

ip igmp snooping query-interval
interval

interval:
(60..600)/BbIKNIOYEHO

YCTaHOBUTb TaiMayT, MO KOTOPOMY CUCTEMA OTMPaB/AET OCHOB-
Hble 3anpoCcbl BCEM YYaCTHMKaM rpynnbl MHOrOagpecHom nepe-
434V oNA NPOBEPKM UX aKTUBHOCTM.
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no ip igmp snooping query-
interval

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAIOUNTL pexMM OUAbTPaLUKM He3aperucTpMpoBaHHOMO Tpa-
¢duka B VLAN.

OTKNIOUNTD PeXMM GUABTPALMN HEe3aperncTpMpPoBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3faTb CTaTMYECKYHO 3anNuChb B TabauLLe rpynnoBoi agpecauum.

Y4anutb cTaTUYeckyto 3anucb u3 Tabauubl rpynnoBoli agpeca-
[T178

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

BkatounTb oTbpacbiBaHne Query Ha MHTepdeiice.

BbIkntounTb oT6packiBaHne Query Ha nHTepdelice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaelica (QuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabanua 112 — KomaHapl perkuma KoHourypaumm nitepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport multicast-tv vilan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkaounTtb nepeHanpasneHve IGMP-3anpocoB M3 KAMEHTCKMX
Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKNe
Vlan B HeTermposaHHOM BUZE.

- tagged — BkatounTb nepeHanpasneHne IGMP-3anpocoB 13 Kau-
eHTckux Vlan B Multicast Vlan u mynbTuKactosoro TpadumKa B Kau-
eHTcKue Vlan gna nHtepdeica B TerMpoBaHHOM BUAE.

Bbikntountb nepeHanpasneHne IGMP-3anpocoB C K/IMEHTCKMX
Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKNe
Vlan gna nHtepdeica B pexmnme «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIK/AOYEHO

YCTaHOBWUTb OrpaHMYeHne No KOAMYECTBY rpynn Ha uHTepdeiice.
Ana pabotbl TpebyetcA KomaHga ip igmp snooping
e filter.

CHATb orpaHu4eHune Ha KoOIMYecTBo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IIOYEHO

Bktountb dunbTpaymtio no filter-id Ha nHtepdeiice.

OTkNtounTL dunbTpaumio no filter-id Ha nHTepdeiice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YcTaHOBUTL pexkum leave Ha MHTepdeiice.

- exp-hosttrack — c oTcnexunsaHnem xocTos;

- fastleave — ypaneHue cpasy nocne nonyyeHus leave;

- normalleave — peXXum no ymonyaHmio.

[Ona pabotbl TpebyeTcs KomaHAa snooping leave-process config-
level port.

ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIK/IIOYEHO

BKkntoumTb pexkum gosepus IGMP Snooping Ha MHTepdeiice.

Ha poBepeHHbI MHTepdEenC He pacnpoCTPaHAETCs AeNCTBUE KO-
maHga ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

BbIK/IIOUMNTL PEXMM [0BEPUA HAa MHTEpdeiice.
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ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

BkntounTts IGMP-aBTOpM3aumio Ha nHtepdeiice.
- required — 3anpeTnuTb 06paboTKy IGMP join npu HeagoCTynHo-
-/BbIK/OYEHO ctn RADIUS-cepBepa.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

Bkntountb onuuto forward-first, npu kotopoit IGMP join 6yayT 06-
pabaTbiBaTbCA Nepes ux aBTopusaLmeit Ha cepsepe

-/BbIKIOYEHO
BepHYTb 3HaYEHME M0 YMONYAHUIO.

ip igmp sn authentication
exception mcast profile profile
no ip igmp sn authentication
exception mcast profile

Mpueasatb multicast-npodunb ana IGMP-aBTopM3aunn Ha WH-
Tepdelic.

BepHyTb 3Ha4YEHME N0 YMONYaHUIO.

[pumep HacCMpPoUliKu MOONUCKU HO CMamuyYecKkue 2pynmnbi

console# configure terminal
console (config)# wvlan 10
console (config-vlan)# wvlan active

(
console (
console (
console (config) # ip

[Mpumep Hacmpoliku MVR

config-vlan)# ip igmp snooping static-group 232.0.0.1
config)# ip igmp snooping

igmp snooping proxy-reporting

B npumepe gigabitethernet 1/0/1 - mrouter-port, fastethernet 1/0/1 - KnneHTcKU nopt

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan) # exit

console (config) # ip mcast profile I

console (config-profile)# permit

console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping

console

config)# ip igmp snooping vlan 100

console (config)# wvlan 100
console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 1/0/1

console (config-if) #
console (config-if) #

switchport mode trunk
exit

console (config) # interface fastethernet 1/0/1

console (config-if) #
console (config-if) #
console (config-if)

console (config-if)

#
#

KomaHOb! pexcuma EXEC

(
(
(
(
(
(
(
(
(
(
(
console(config)# ip igmp snooping multicast-vlan enable
(
(
(
(
(
(
(
(
(
(

switchport mode access
switchport access vlan 10
switchport multicast-tv vlan 100
exit

Bce KOMaHAb! AOCTYMHbI TOABKO 418 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 113 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

show ip igmp snooping mrouter

MNokasaTtb nHpopmaLmtio 06 nsyyeH-
- HbIX MHOTOaAPeCcHbIX MapLIpyTM3a-
TOpax B yKasaHHou rpynne VLAN.

show ip igmp snooping groups

MNokasaTtb nHpopmaLmio 06 n3yyeH-

HbIX ~ MHOrOaZpecHbIX  rpynnax,
y4acTBylOLWMX B TrPynnoBon pac-
Cbl/IKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctute Tabauuy rpynn nosaHo-

vlan_id: (1..4094) CTbO U/IM B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (1..8/0/1..24); IGMP-
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

MpocmoTp cache-Tabanubi
aBTOpU3aLMM.

4.16.2 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA KnacCc KOMaHA npeAHasHayeH AnA 3afaHua npasuAa rpynnoBON agpecaunm B CeTU Ha
KaHaNbHOM M ceTeBOM ypoBHAX moaenm OSI.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 114 — KomaHAabl pexmma rnobanbHol KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BkAtounTb GyHKLMIO rpynnosoi puabTpaumm.

BbIKNHOUNTL GYHKLMIO rPYNNoBoMn GpuabTpauuu.

snooping multicast-
forwarding-mode ip

HacTtpausaet perkum 06paboTkm multicast-tpaduka no IP-agpecy.
B gaHHOM pexXume yactb multicast-tpadpuka nepexsatbi-

snooping leave-process config-
level vlan

-/mac H BaeTcA ycTpoiictBom Ha CPU.
snooping multicast- HactpaunBaet pexum obpaboTkm multicast-tpadpmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpepenseT ypoBeHb KOHPUrypaLmm mexaHM3moB 06paboTku oT-
level port _Avlan nycka (KoHourypaumm Ha ocHose VLAN niv Ha ocHoBe nopTa).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux noptax obpabaTbiBatoTca nosyyeHHble IGMP
report ot xocta. IGMP report moryt o6pabatbiBaTbCA Ha BCEX MOP-
Tax UM Ha NOPTax, KOTOPble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MexaHM3M MHOroafpecHOM Paccbi/IKM COOBLEHNA, MO3BONAOWMNIA MUHUMU-
3MpOBaTb MHOTOaApPecHbIN TpaduK B IPv6-ceTax.

v/

B TeKyuwieii Bepcum MO He nogpepKusaerca Ha moaenax MES2448B, MES2411X, MES3710P.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 115 — KomaHgbl rnobanbHOro permma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

ipvé mid snooping

no ipvé mld snooping

-/BbIK/IOYEHO

Bkatountb MLD snooping.

OTkAto4MTL MLD snooping.

ipvé mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CUCTEMA OTMNPAB/IAET OCHOBHbIE
query-3anpochi.

YCTaHOBWTb 3Ha4YeHMe N0 YMOYAHMUIO.

ipvé mld snooping mrouter-
time-out time

YCTaHOBUTb BPEMA OXMAAHMA OYMUCTKM MOPTa OTCAENKMBAKOLLETO
MapLlupyTsaTopa MLD, nocie KOTOPOro NopT yAanaerca, ecnm He

time: (60..600) nosy4eHbl controlpackets mapwpytusatopom MLD.
no ipv6 mid snooping mrouter- YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
time-out
ipvé mid snooping port-purge- 3apaTb MHTEPBaa BpEMEHM OYUCTKM NopTa oTcaexkmBaHua MLD, no-
interval interval interval: cne KoToporo nopt yganaetca, ecnm MLD-reports He nosyyeHbl.

no ipvé mld snooping port-
purge-interval

(130..1225)/260

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

ipvé mld snooping proxy-
reporting

no ipv6 mid snooping proxy-
reporting

-/BbIK/IIOYEHO

BkntounTb GyHKLMIO proxy-report Ha ycTponcrse.

BbIKNtOUNTb GYHKLUMIO proxy-report Ha yCTpoiicTBe.

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wan
TONbKO Ha NOPTbl poyTepa.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTb BpEMEHHOM MHTEpPBa 3anpeTa nepegayn MLDvSnoop-
ing-reports, B Te4eHMe KOToporo cooblueHunsa otyeto MLDv1 He by-
OyT NepeHanpaBaAaTbCA Ha MOPTbl MaplipyTU3aTopa A/1A TOWN Ke
rpynnol.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMUIO.

ipvé mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO rPynnoBbIX 3aMpocoB, OT-
npaB/seMbiX Ha MOPT NPW Nosy4YeHumn coobweHna MLDv1.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

-/disable

BKAtounTb dyHKLMIO Nepesayum 3anpocos MLD npu usmeHeHUn To-
nosoruu.

BbIkNtoUnTb GyHKLMIO Nepesaum 3anpocos MLD npu nsmeHeHum
TONONOTMN.

KomaHOb1 pexcuma KoHguaypayuu VLAN (duanasoH VLAN og)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range) #
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Tabnunua 116 — KomaHabl pexxmma KoHourypaumm VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);

MpuBA3aTbh NOPT OTCAEXKMBaAtOWero mapwpytmusatopa MLD K VLAN.

two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YaanuTb NopT oTCAeXusatowero mapwpytnsartopa MLD us VLAN.

ipvé mld snooping version {v1
| v2}

ipvé6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexkmsanna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHOwb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TO/ILKO ANS MPUBUNETMPOBAHHOIO MO/1b30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 117 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

show ipv6 mid snooping global

OT06pasunTb rnobanbHble HacTpoiku MLD.

show ipv6 mid snooping vlan
vlan_id

OTobpasnTb MHPopMmaLuuio o KoHburypauumn MLD-snooping ana
naHHou VLAN.

4.16.4 ®dyHkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-Tpaduka ncnonbsyloTca Ana yaobHOM HAcTPOMKM orpaHuMYeHun
NPOCMOTPa onpeaeneHHbIX rpynn MHOTOaAPECHOW PACChINKU.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnuya 118 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip mcast profile index
[description]

no ip mcast profile index

index: (1..4294967295);
description: (1..128)
CMMBOJ/I0B

Co3gaTtb multicast-npodunb 1 nepeinTn B pexknm ero KoHdu-
rypUMpoBaHus.

Ypanute multicast-npoduns.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm multicast-npoduns:

console (config-profile) #

Tabnnua 119 — KomaHab! pexkuma KoHdurypaumm multicast-npodunsa

Komanda 3HaveHue/3HayeHue Onucanue
no ymosn4aHurw
range first_group_ip 3apaTb AMana3oH afpecoB-UCcTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnv 3apaTb TONbKO OAMH afpec, OH CTaHeT eaUHCTBEHHbIM UC-
- TOYHWUKOM MY/IbTUKACTA.
no range first_group_ip YAanuTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpadumka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 334aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponycKaTbes.
deny B cnyyae HecooTBeTCTBMA OAHOMY M3 33[aHHbIX AMANas’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active AKTMBMpPOBaTb paboTy npopuns.
no profile active ) [eakTnBmpoBaTtb paboTy npodpuns.

KomaHObI pexcuma KoHguaypauuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 120 — KomaHabl pexuma KoHpurypauum VLAN

3HaveHue/3HayeHue
KomaHda / OnucaHue
10 yMoA4aHuio

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb YKaszaHHbIN npoduab K VLAN.

4.16.5 KoHndpuzypayus IGMP proxy

®PyHKUMA MHoroagpecHon mapwpytnsaumm IGMP Proxy npegHasHayeHa Afa peanusauumu
YNPOLLEHHOW MapLUPYTM3aLMN MHOTOAAPECHbIX AAHHbIX MEXAY CETAMMU, yNpaBiseMon Ha OCHOBAHUU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogsalwmeca B O4HOM CETU C CepBEPOM
MHOT0aZpeCHOM PACCbIIKM, UMEIOT BO3MOXKHOCTb NOAKAOYATLCSA K MHOTOaAPECHbIM Fpyrnam.

MapLpyTm3auma OCYLLeCTBAAETCA Mexay WHTepdeincom Bbiwectosawen cetu (uplink) u
nHTepdelricamm HuxectoAawmx ceteli (downlink). Mpu saTom Ha uplink-uHTepdeitice kKommyTaTop BegeT
ceba Kak 06bl4HbIV NoslyYaTeNb MHOroagpecHoro TpaduKka (multicast client) u popmmpyeTt cobcTBEHHBIE
coobueHns npotokona IGMP. Ha untepdeiicax downlink kKommyTtatop BbiCTynaeT B KayecTBe cepsepa
MHOTroagpecHOM paccblikn n obpabaTbiBaeT coobeHusa NnpoTokoaa IGMP oT ycTpoicTs, NOAKNOYEHHbIX
K 3TUM MHTepdercam.

l dYHKUMA noanepKUBaeTCA TONAbKO Ha moagenax MES2424, MES2424B, MES2424FB,

N MES2424P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES2448, MES2448B,
MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F,
MES3710P.

KomaHObI pexcuma 2a06asabHol KoOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnnua 121 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

BkntoumTtb moaynb IGMP rnobansHo.

-/BbIK/IOYEHO

BbIkntounTb moaynb IGMP rnobanbHo.

ip igmp proxy-service

no ip igmp proxy-service

BkntounTb PpyHKUMIO IGMP proxy rnobansHo.

-/BblK/IOYEHO

BbIKkntounTb GpyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabnunuya 122 — KomaHabl pexkmma KoHpurypauum nHtepoericos VLAN

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

set ip igmp enable

-/BbIK/OYEHO

set ip igmp disable

Bkntounte moaynb IGMP Ha uHTepdetice. UHTepdeiic
nosyyaet ponb Downstream ana ¢yHKkuumn IGMP proxy.

BbIkntounTb Moaynb IGMP Ha nHTepodeiice.

ip igmp-proxy mrouter

-/BbIK/IOYEHO

no ip igmp-proxy mrouter

Onpegenutb ponb Upstream ana uHTepdeitca IGMP
proxy.

Y6paTtb ponb Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YctaHoBUTb Bepcuto IGMP Ha Upstream-untepdelice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBWUTL Taimep mrouter purge, nocne UCTeYeHus
KoToporo sepcua IGMP Ha Upstream-uHTepdeiice cme-
HUTCA Ha CKOHOUIYpUMPOBaHHYKD KOMaHAoMW ip igmp-
proxy mrouter-version. Tamep nepesanyckaeTca Kax-
Obli pas nocne nonyvyeHua Query Ha Upstream-
UHTepodelic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIK/OYEHO

Bkntountb PpyHKumto IGMP fast-leave Ha Downstream-
nHTEpodelice.

Bbikntountb PpyHKuMo IGMP fast-leave Ha Downstream-
nHTepodelice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIK/OYEHO

BKAOUNTE  OYHKLMIO OTCAEKMBAHWUA KAMEHTOB ANA
6bICTPOro yAaneHua NOAMUCKM npu nonyvyeHun IGMP
leave Ha Downstream-uHTepdeiice.

BbIKNOUNTL PYHKLUUIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yzAaneHua NOANUCKM npu noaydyeHun IGMP
leave Ha Downstream-uHTepdeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c¢

YcTaHOBWUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb MHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeiice No ymonyaHutio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYyeHue B Mc last-member-query-interval
B coobueHuax IGMP group specific query.

BepHyTb 3HayeHue last-member-query-interval B coo6-
weHunax IGMP group specific query no ymonyaHutio.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWUTbL 3HaYeHWe max-response-time B coo60Lue-
Husax IGMP general query.

BepHyTb 3HauyeHWe max-response-time B coobLuieHUaAxX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCcTaHOBUTb 3HaYeHWe napameTpa ycronumsoctn IGMP.

BepHyTb 3HaYeHue ycTonunsocTn IGMP no ymonyaHuio.
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KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabanua 123 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MpocmoTp nHpopmaumm 06 Uplink-uHtepdeicax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTtp MHPOPMaUMM O Monyvaembix rpynnax wu
Ha/IM4MKU NOANUCOK ANA HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp nHpopmaumm o rnobasbHOM COCTOAHUN MO-
i ayna IGMP v ¢yHKummn IGMP proxy.
show ip igmp groups / MpocmoTp MHPopmauMM 06 aKTUBHBIX NOAMNMCKaxX Ha

rpynnol.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MNpocmoTp nHPopmaumm o coctoaHnn moaynsa IGMP Ha
nHTepdencax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatucTMkmM moayna IGMP Ha nHtepdeliicax.

4.17 ®yHKUuUM ynpasneHuna

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLus,

aBTOpU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaUMA) — conocTaBieHMe 3aNpoca CyLWEecTBYIOLWEN YY4ETHOM 3a-
nncu B cucteme 6€30MacHoOCTMU.

— Authorization (aBTopu3auma, NpoBepKa ypoBHA A0CTyNa) — CONOCTaB/eHNe YYETHOM 3anncK
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeiEHHbIX NOJTHOMOYUIA.

— Accounting (y4éT) — cnexeHue 3a noTpebeHMeM pecypcoB NoJib30BaTeNEM.

Ona WwndppoBaHNa AaHHbIX MCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnunua 124 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue no

no enable [level /evel]
password

KomaHoa Aelicmeue
yMOAYaHuro
enable password [level YCTaHOBUTbL Naposib A1 KOHTPOAA U3MEHeHUs NPUBUAETUIA [o-
levell password cTyna nonb3oBaTenen.
- level — ypoBeHb npusunerunis;
level: (1..15)/1; P P
- password — naponb.
password: (5..20) .
Bkatouatowmii B cebs cneucumsosibl Naposb Tpebyerca
CUMBOJI0B

L YKa3blBaTb B KaBbl4KaX.

YAanuTb Napob ANa COOTBETCTBYIOLLETNO YPOBHSA NMPUBUAETUIA.
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username name password
password [privilege level]
[algorithm {des | sha512}]

no username name

name: (1..20) cumB0NOB;
password: (5..20)
CUMBO/IOB;
level: (1..15)

[o6aBnTb N0sIb30BaTENA B JIOKa/IbHYIO 633y AaHHBIX.
- level — yposeHb npusuneruis;
- password — naposb;
Bkntouatownii B ce6s cnewcmmeosibl naponb Tpebyerca
e yKasbiBaTb B KaBbl4Kax.
- name — MMsA NO0Nb30BaTeNSA;
- algorithm — HacTpoiika wudposaHna naponein nosnb3osaTenen
8 CLI.

Y4anuTb Nob30BaTeNn U3 NOKaAbHOM 6a3bl AaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dotlx
start-stop default

-/no ymon4aHuio
BeJleHMe yyeTa 3anpeLeHo

PaspewnTtb BegeHune yyeta (akkayHTa) gns ceccuin 802.1x.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /eve/

level: (1..15)/Bbiknto4eHO

PaspelunTb aBTOPU3aLMIO KOMAHA NONb30BaTENEN.
- level — ypoBeHb NnpuBuneruii nonb3osatenen.

V B TeKyuweit Bepcum MO npu N0KaNbHOM aBTOpU3aLUm
paspelueHbl Bce KOMaHAbl.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBMWTb a/IFOPUTM ONPOCa METOA0B ayTEHTUDUKALUMN.

- chain — nocne HeyaayHOM NONbITKM ayTeHTUdMKaLMM NO
nepBoMy MeToAy B CNUCKe ceayeT NonbiTka ayTeHTUdmKa-

LK No cnepyroLemy meToay B Liernoyke;

- break — nocne HeypayHOW ayTeHTUPUKALMKM NO NEPBOMY Me-
TOAY NPOLECC ayTeHTUPUKALMKM OCTaHaBAMBAeTCA. AyTeHTUU-
Kaumsa no cieayowemy MeToay A0MNyCTMMA TONbKO B C/lyYae He-
BO3MOXKHOCTM ayTEHTUDUKALMM NO NpeablayLLemy meToay.

aaa authentication default
{[local | radius | tacacs |
nonel}

-/local

HactpouTb Lenesble cepsepbl AAA gna cnucka ayTeHTUdMKALMM
Mo YMOAYaHUIO.

aaa authentication user-
defined /ist {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0Ab30BaTENbCKUIA CMIMCOK CEPBEPOB A/1A ayTEHTU-
duKaumm.

Y4anuTb NONb30BATEIbCKUIA CMINUCOK CEPBEPOB A/1A ayTEHTUDU-
Kauun. CNnCOK Henb3sa yaanuTb, eCav OH NPUBA3AH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3afaTh CMMCOK C MeTOA4aMM ayTeHTUdUKaLUK Npu Bxoae yepes
web.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authentication dotlx
default {group radius |
local}

no aaa authentication
dotlx default

-/local

YcTaHOBWTb 633y AaHHbIX, K KOTOPOM HY*KHO 0bpalLaTbca Npu
ayTeHTUOUKAUMM KNneHTa dotlx.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

Tabnunua 125 — ATpubyTbl coobuleHNI BeaeHuMA ydeTa npoTokona RADIUS ansa ceccuit ynpaBneHun

Hanu4yue Hanuyue
ampubymae | ampubyma e
Ampubym pudy pudy OnucaHue
coobwieHuu coobweHuu
Start Stop
User-Name (1) Ectb Ectb NaeHTnduKkaums nonbsosartens.
IP-agpec ko aTopa, KOTOPbIM Mcnonb3yercs
NAS-IP-Address (4) EcTb EcTb AP 'f MMyT. TOPa, KOTOPLIM cnonbsyeT
ans ceccuin ¢ Radius-cepsepom.
Class (25) Ectb Ects MpounsBonbHoe 3Haqe|-114e, BKJIlOYEHHOE BO BCE CO-
o6LLeHMA yyeTa ceccui.
IP-afgpec KommyTaTopa, UCNOAb3yemMbld ANs cec-
Called-Station-ID (30) EcTb EcTb up,p v P ¥ A
CUIA ynpaBieHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nosnb3oBatens.
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Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA MAEHTUPUKATOP yyeTa.
. YKasblBaeT MeTog, N0 KOTOPOMY KAMEHT A0JIKEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTeHTUPUUMPOBAH.
. . MoKa3blBaeT, KaK A0Aro Nosb3oBaTtenb Hbla Noa-
Acct-Session-Time (46) Het EcTb A A
KJIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbLITUA ceCCUM.
Tabnnua 126 — AtpmbyTbl cooblLeHn BeaeHUA yyeta npoTokosna RADIUS ans ceccuin 802.1x
Haau4ue Hanau4yue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTMdMKaLMa nosb3osaTens.
IP-agpec KOMMyTaTopa, KOTOPbIM MCNONb3yeTca
NAS-IP-Address (4) EcTb EcTb AP o y' P P y
ana ceccunin ¢ Radius-cepsepom.
NAS-Port (5) Ects Ecto MopT KOMMyTaTopa, Ha KOTOPOM NOAKAUMACA
nonb3oBaTesb.
Mpoun3BONAbHOE 3HAaYEHWNE, BK/IIOYEHHOE BO BCe CO-
Class (25) EcTb EcTb P .
obLLeHNa yyeTa ceccui.
Called-Station-ID (30) EcTb EcTb IP-agpec KommyTaTopa.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb EcTb YHUKanbHbIN naeHTUOMKATOP yyeTa.
. YKasblBaeT MeToa, N0 KOTOPOMY KAUEHT A0JIKEH
Acct-Authentic (45) EcTb EcTb A poMy A
6bITb ayTEHTUDULMPOBAH.
. . MoKa3blBaeT, KaK A0Aro nosb3osaTtenb 6ol Noa-
Acct-Session-Time (46) Het EcTb A A
KNIOYEH K cucTeMe.
Acct-Terminate-Cause (49) | Het EcTb MpuymHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) EcTb Ectb [MoKa3bIiBaeT TN NOPTA KANEHTA.

Tabnunua 127 — AtpubyTtbl coobeHunii Radius-cepsepa ana ceccuii dotlx

Ampubym OnucaHue

ATpubYT ycTaHaBAMBaeT 3HaYeHWe Talimepa ANA peayTeHTUOUKALMK, ecnm
Ha nHTepoderice npucyTcTeyeT HacTpoiika dotlx reauthentication.
MpuHMMmatoTca 3HavyeHua ot 1 go 65535:

Session-Timeout - Npu nony4yeHumn atpmbyTa session-timeout, pasHoe 0, AelcTByloWMe 3Ha-
YyeHus Talimepa He U3MEeHATCS, aTpubyT ByaeT NPOUrHOPUPOBaAH;

- NPY NoAy4eHnn 3HavyeHms 6onblie 65535, Talimep peayTeHTUPUKaLUK By-
4eT U3MeHEH ao 65535.

OnpeaenseT AelCTBUE, BbINOJHAEMOE KOMMYTAaTOPOM NPU UCTEYEHUU
Session-Timeout:

- Npu nony4yeHmnn aTpnbyTa Termination-Action pasHoe 0, akTUBHble dotlx
ceccum ByayT OTKAOYEHbI;

- Npu noay4yeHun atpmbyTa co 3HaveHnem 1, byaeT 3anpolleHa NOBTOpHanA
aBTopM3aLma nocpeacTsom radius-request.

Termination-Action

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B peXxume KoHUrypaumm tepMmmHana:

console# configure terminal
console (config)# line {console | telnet | ssh}
console (config-line) #
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Tabnnuya 128 — KomaHAabl pexxmMma KoHpUrypauum tTepmuHana

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

aaa authentication login /ist

no aaa authentication login

list: (3..32)
cumsonos/default

3agaTb CNUCOK C MeToAamm ayTeHTUdUKaLUK Npu BXoae ana
KoHconun, Telnet, SSH.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

aaa authentication enable /ist

no aaa authentication enable

list: (3..32)
cumsonos/default

3afaTb CMUCOK C MeTOAaMM ayTeHTUGUKALMM NPU NOBbILIEHWUN
YPOBHSA Npusunernii Ans koHconu, Telnet, SSH.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

aaa authorization command
{tacacs | local}

no aaa authorization
command

-/BbIKNOYEHO

Pa3spewnTb aBTOpPU3aLMIO KOMaHA gns KoHconu, Telnet, SSH.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

4.17.2 lpomokon RADIUS

MpoTtokon RADIUS ucnonb3yetca ana ayteHTUdMKauumm, astopmsaumm u ydeta. Cepsep RADIUS
ucnonb3yetr 6asy AaHHbIX NOAb30BaTeNei, KOTOpaA COAEPKWUT AaHHble MPOBEPKUM MOAJIMHHOCTU ANA

KaXXa4o0ro nosb3oBaTtena.

Takum ob6pasom,

ncnonb3osaHne

npotokosa RADIUS obecneuynsaet

OOMONHUTENBHYHO 3aLWUTY NPU AOCTYMNE K PECYPCaM CETH, a TaKKe NpKu LOCTyrne K CaMomy KOMMYTaTopy.

KomaHObI pexcuma 2n106as1bHoU KOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme robasibHo KoHbUrypaumm:

console (confiqg) #

Tabnuua 129 — KomaHapl pexkmuma rnobanbHom KoHdUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

radius-server host
{ipv4-address | ipv6-address |
hostname} [timeout timeout]
[retransmit retries] [key
secret_key] [primary] [usage
typel]

no radius-server host
{ipv4-address | ipv6-address |
hostname}

hostname: (1..158)
CUMBO/IOB;
(0..65535)/1813;
timeout: (1..30) cek;
retries: (1..15);
secret_key: (0..128)
CMMBO/IOB;
type: (dotlx, enable,
igmp, login)

[06aBUTb yKa3aHHbIM cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBepos.

- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe nmsa RADIUS-cepBepa;

- timeout — nHTEepBan oxKmMAaHMA OTBETA OT CepBepa;

- retries — KonnyecTBo NonbITOK Noncka RADIUS-cepsepa;

- secret_key — kntoy gns ayteHTUdMKaLMK U WNPPOBAHMA BCETO
obmeHa aaHHbimuM RADIUS;

- primary — onpegenseT gaHHbIi RADIUS-cepBep Kak Hanbonee
NPUOPUTETHbLIN;

- usage — T1n ucnonb3osaHunsa RADIUS-cepBepa.

B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout u retries gns
HaHHoro RADIUS-cepBepa MCNO/b3YHOTCA 3HAY€HUA MO ymonva-
HUHO.

YOanuTb yKasaHHbIV cepBep U3 cnucka ncnosbsyemoix RADIUS-
cepBepoB.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpPoKM B pexxkume Privileged EXEC:

console#
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Tabnnua 130 — KomaHapl pexkuma Privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show radius server OT06pasnTb napameTpbl HacTpoiku RADIUS-cepsepos (KomaHaa
) [O0CTYMHA TONbKO AN1A NPUBMAETMPOBAHHbIX NoJib30BaTeNen).
show radius statistics OT06pa3nTb CTaTUCTUKY NpoTokona Radius, HGopmauuto o nosb-
) 30BaTenax, KoHourypauuio RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTtokon TACACS+ obecneumBaeT UEHTPASIM30BAHHYIO CUCTEeMy 6e30MacHOCTM ANA MPOBEPKM
Nnosib30BaTeNEN, NONYYAOLLMX AOCTYN K YCTPOMCTBY, NPW 3TOM NoaaepKuBas coBmecTMmocTb ¢ RADIUS m
ApyrMmu npoueccamun nposepku nognmHHoctn. TACACS+ npegocTaBaseT cneaytowme cay»ooi:

— Authentication (nposepka nodauHHocmu). ObecneymBaeTca BO BpemMA BXo4a B CUCTEMY MO
MMeHaM NoNb30oBaTeNel U onpeaeneHHbIM N0b30BaTENSMM NAPOIAM.

— Authorization (aemopu3sayus). ObecneuynBaeTca BO BpPema BXoda B cuctemy. [locne
3aBEpLIEHMS CeaHca MpPOBEPKM MOA/JAMHHOCTM 3aMycKaeTcs CeaHC aBTopu3auuuM ¢
MCNONb30BaHWEM MPOBEPEHHOrO MMEHW MO/b30BaTeNA, TaKKe CepBepoM MpOoBepAloTCA
NpMBUAErMM NONb30BATENA.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbuUrypaumm:
console (config) #

Tabnunua 131 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue »
KomaHda / Aelicmeue
no ymona4aHuro
tacacs-server host [006aB1Tb yKasaHHbIM cepBep B CMWUCOK ucnonbdyembix TACACS
{ip_address Ihostname} cepBepos.
[single-connection] [port port] - ip_address — IP-agpec TACACS-cepsepa;
[timeout timeout] [key - hostname — ceteBoe uma TACACS-cepBepa;
secret_key] - single-connection — B KaxAblll MOMEHT BpemMeHW UMeTb He
hostname: (1..63)
60/ble 04HOro coeanHeHna ana obmeHa fgaHHbimm ¢ TACACS-cep-
CMMBOJIOB; Bepom;
port: (0..65535)/49; !
. - port — Homep nopTa A1A obmeHa gaHHbIMKU ¢ TACACS-cepBepom;
timeout: (1..30) cek; .
- timeout — HTepBan OXWAaHUA OTBETA OT CEpPBEP];
secret_key: (0..128)
- secret_key — Kntoy ans ayTeHTMOUKaLMK M WindpoBaHMA BCero 0b-
CMMBO/OB
meHa AaHHbimu TACACS;
Mpwu HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4YeCKM BKAOYaeTcs accounting.
no tacacs-server host YOanuTb yKasaHHbI cepBep M3 cnucka ucnosbdyembix TACACS-
{ip_address| hostname} cepBepos.
tacacs-server retransmit YKa3aTb Konnyectso akTueHbIx TACACS-cepBepoB, K KOTOopbim by-
number number: (1..5)/2 AeT nooyepeAHO NOAKAOYATLCA KAMEHT, B C/Ayvyae HeyaauyHowm
ayTeHTMdUKaLmK.
no tacacs-server retransmit YaanuTb HacTPOWKY.
tacacs use-server address BbibpaTb cepsep 13 Tabanubl cepBepos Ans Tacacs-KAMeHTa
{ip_address | hostname} - P peep 4 peepos A )
no tacacs use-server OTMeHUTb UCNONb30BaHWE 3alaHHOTO cepBepa.
tacacs authentication type Onpenenntb MeTog, ayTeHTUdMKaLUKM, KOTopbin ByaeT ucnosb3o-
{ascii | pap } Jpap BaTbCA NpW B3aumogaeinctamm ¢ cepsepom TACACS+.
no tacacs authentication type v
CTaHOBMTb 3HAYEHME MO YMOJTYAHUIO.
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tacacs attributes port {console
| ssh | telnet} identifer

identifer (1..255)
CMMBO/10B/1Wa6N0HBI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHOBUTL aTpubyTa port B popmate cBO6OAHOM CTPOKM onpeae-
NIeHHOM nosb3oBaTenem. Bo3MOXHO Mcnonb3osaHue WabaoHOB.
- %N — HOMep /IMHMW, COOTBETCTBYHOLLMIA BbIBOAY KOMaHAbI show
users;

-%% — cumeon %.

YCTaHOBUTb 3HA4YeHUA No YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTpoKM B pexxkume Privileged EXEC:

console#

Tabaunua 132 — KomaHgb! pexkunma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs

OTob6pa3nTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTop,
ayTeHTMOUKALMM M CTATUCTMKY NPOTOKOoNA (KomaHAa AOCTynHa
TONbKO ANA MPUBMAETMPOBAHHbIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dna ynpasneHus ycmpolicmeom

B ISS nogaep:kusaetca duabTpauma ynpasasiowero Tpadmka ¢ NOMOLLbIO CIUCKA aBTOPM30BaHHbIX
IP-meHeakepos (IP Authorized Managers). B ¢unbTpe MOXHO 3aAaTb aApec MAM NOACETb UCTOUYHUKA,
VLAN, nHTepdelic n cnyxby, c KOTopbiX OyAeT pa3peLleHo yrnpaBieHue yCTPoMCTBOM.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (config) #

Tabnnua 133 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

authorized-manager ip-
source {ipv4_addr [mask | /
ipv4_prefix] | ipv6_addr
[ipve_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip-
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipve_prefix]}

ipv4_prefix: (0..32);
ipve_prefix: (1..128)
vlan_id: (1..4094)

OrpaHu4nTbL ynpaBieHne yCTPOMCTBOM MO 3afaHHOMY uib-
TPy AocTyna.

OTMEHUTb OrPaHMYEHMNE HA YNpaB/eHWe YCTPOMCTBOM.

Y

4.-

Ha ycTpoiticTBe MOXKHO CKOHUrypuposaTb He 6oablue 100 npasua. Mo ymonyaHuio, ecam
He 334,aHO HU OAHO NPaBUAO, YyNpaBAeHUe YCTPOMCTBOM AO0CTYNHO € H060ro UCTOYHUKA.

Nocne ykasaHua xota 6bl ogHoro npasuna authorized-manager ana Bcex ycTpoiicTs,
KOoTopble UCKAIOYEeHbl NpaBuaom, byaert geiicteosatb npasuno deny any any.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKM pexxnma Priv

console#

Tabnunuya 134 — KomaHgb! pexumma Privileged EXEC

ileged EXEC:

3HayeHue/3HayeHue
no yMmon4aHuwo

KomaHda

Aelicmeue

show authorized-managers [ip-
source ip_addr]

MoKasaTb CNMCKM JOCTyNa ANA YNpaBAeHuA.

4.17.5 Hacmpolika npomoKonos ynpassneHus

4.17.5.1 Telnet, SSH

[aHHble KOMaHAbl npeaHa3Ha4YeHbl

Aana

HaCTPOMKM cepBepoB AOCTyna Ans ynpas/ieHus

KommyTaTtopom. lMoaaeprkka cepsepos TELNET 1 SSH kommyTaTopom no3sondaeT yganeHHO NOAKA0YaTbCA
K HEMY A8 MOHUTOPWUHIA U KoHoUrypaumm. KoHourypmposaHue ycTponctea Yepes Telnet Ha ycTpolictee

pa3peweHo No ymoa4aHuto.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHom KoHOUrypaLmm:

console (config) #

Tabnuua 135 — KomaHapl pexkmuma rnobanbHom KoHdUrypaumm

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
ssh enable Pa3spewnTb yaaneHHoe KOHPUrypmpoBaHMe yCTPOICTBa Yepes
SSH.
- -/BKNOYEHO —
ssh disable 3anpeTntb yaaneHHoe KOHUrypupoBaHUe YCTPOWCTBA yepes

SSH.

ssh server-address ip_addr port
port

3apaTb IP-agpec SSH-cepsepa n TCP-nopT, Ucnonb3yemblii SSH-
cepsepom.

ort: (1..65535
no ssh server-address P ( )

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ssh mac [hmac-md5 | hmac-

BbIbpaTh TMN ayTEHTUOMKALLMM MO NPOTOKOAY SSH.

no feature telnet

shal] -/hmac-shal
ip ssh cipher [3des-cbc | aes128- Bbi6paThb Wndp ayTeHTUdUKALMMK No NpoToKoay SSH.
cbc | aes128-ctr | aes192-cbc |
aes192-ctr | aes256-chc | +/3des-cbe
aes256-ctr | des-cbc | all]
ip ssh kex [all | dh-group- Bbi6paTb anroputm obmeHa Katodamu no npoTtokoay SSH.
exchange-shal | dh-group-
-/all
exchange-sha256 | dh-group1-
shal | dh-group14-shal]
crypto key generate rsa CreHepupoBaTb Napy Karoyen RSA —4yacTHbIN U Ny6AUYHBIN ann
i SSH-cepsuca.
feature telnet Paspewntb KOHOUIyprpoBaHUe ycTpolicTa Yepes Telnet.
-/BKAKOYEHO

3anpeTuTb KoHbUrypMpoBaHue ycTpoiicTea Yepes Telnet.

ip ssh authorized-key

3afatb KAtoy ssh-aBTopU3aLLMm, NPU MOMOLLM KOTOPOTO MOXKHO
YCTaHOBUTb 3alUMLLEHHOE COeaMHEHMe.

no ip ssh authorized-key

YpanuTb Kntoy ssh-asTopusaumu.
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ip ssh auth-type {password | 3agaTb nocnefoBaTeIbHOCTb METOAO0B ayTEHTUPUMKAUMKM MO
publickey} - /password ssh.
no ip ssh auth-type YCTaHOBWTb 3HaYEHME NO YMOYAHUIO.

KomaHOwb! pexcuma EXEC

KomaHgabl faHHOro pa3aena AOCTynHbl TO/IbKO ANA NPUBUAETMPOBAHHbIX NO/Ib30BaTENEN.
Bua 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:
console#

Tabnunua 136 — KomaHabl pexkmma EXEC

3HavyeHue/3Ha4yeHue .
KomaHoa / Aeiicmeue
no ymoa4YaHuro
. MNMoka3aTtb KoHdUrypauuto SSH-cepBepa, a TakkKe akTUBHbIE BXO-
show ip ssh - burypay pBepa,
pAwme SSH-ceccum.
show telnet server - OTobpa3unTb cTaTyc cepsepa Telnet.
sh ip ssh authorized-keys - OT06pa3nTb CKOHOUIYPUPOBAHHbIE KAKOUMU.

4.17.5.2 Hacmpolika napamempos npomokKosaa SNMP 0aa docmyna K ycmpoiicmeay

SNMP — TexHo/0rUA, Npu3BaHHasa obecrneuyntb ynpasaeHME U KOHTPOJIb Hafd YCTPOMCTBaMMK U
NPUNOXKEHUAMM B CETU CBA3M MNyTEM obMeHa ynpaBaalowen WMHOPMALMEN MeXKLY areHTamu,
PacnofioXKEeHHbIMM Ha CeTeBblX YCTPOMCTBAX, WU MeHegXKepamu, HaxoAAWMMUCA Ha CTaHUMUAX
ynpasneHua. SNMP onpegensieT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAOWMX CTaHUNIN U 3N1eMEHTOB
cet (rnaBHble MallMHbI, W03bl U MapLWPYTU3aTOPbl, TEPMUHA/IbHbIE CEPBEPbI), KOTOPblE COBMECTHO
obecneunBatoT agMMUHUCTPATUBHbBIE CBA3M MEXKAY CeTEBbIMW YNPABAAIOWMMMN CTAaHLUAMMU U CETEBLIMU
areHTamu.

KommyTaTopbl N03BOASIOT HAacCTPOUTb paboTy npotokona SNMP gns yaaneHHOro MOHUTOPUHIA U
yrnpaB/ieHMA YCTPOMCTBOM. YCTPOMCTBO NoAnepKMBaeT NpoToKkosbl Bepcnin SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOXKHOCTU agMUHUCTPUPOBAHMA YCTPOMUCTBA NOoCpeacTBOM NpoTokosna SNMP, Heobxoanmo
€034aTb XOTA Obl 0AHY CTPOKY coobuiecTsa.

KomaHObI pexcuma 2a106anbHol KoHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxnma rnobanbHoM KoHPUrypaumu:
console (confiqg) #

Tabnnua 137 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3Ha4yeHue/3HayeHue o

KomaHda Aeiicmeue

YMOAYAHUIO
snmp notify notify_name tag notify_name: (1..32) AKTMBMPOBATb OTMPaBKY Tpanos no cobbiTnio login/logout.
tag_name type {trap | CMMBONa;
inform} tag_name: (1..32) cumBona
no snmp notify notify_name -/BbIKNIOYEHO OTKAOYMTL OTNPABKY Tpanos no cobbituio login/logout.
snmp-server enable traps AKTMBMPOBATb OTNPABKY TPanoB Mo cobbITUIO 3amblKaHWA/ pas-
dry-contacts MbIKaHUA CYXMUX KOHTAKTOB.

-/BbIK/IIOYEHO
no snmp-server enable traps OTKAOUYUTB OTMPABKY TPaMos rno cobbITUIO 3aMblKaHmsa/
dry-contacts PasMbIKaHMA CYXMX KOHTaKTOB.
snmp enable traps coldstart AKTMBMPOBaTb OTMPABKY TPANoB No cobbITUIO *KecTKol' nepe-

3arpysKu.
-/BKtOYEHO - —

no snmp enable traps OTKNOUYUTB OTNPABKY TPANoB Mo cobbITUIO KecTKo' nepesa-
coldstart TPY3KM.
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snmp enable traps warmstart

no snmp enable traps
warmstart

-/BKAIOYEHO

AKTUBMPOBATb OTMPaBKY TPANoB No cobbITUIO Nepesarpysku
no KomaHge ‘reload’.

OTKNOUUTB OTMPABKY TPanoBs Nno cobbITMIO NepesarpysKku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CMMBO/I0B

Co3patb SNMP-nonb3oBsartens.

- auth — HacTpoiika anropuTma ayTeHTUdUKaUMK;

- priv — HacTpoliKa wudposaHus;

- EnginelD — naeHtnpukatop SNMP-ycTpoiicTea
l Bkatouatowee B cebs cneucumBoIbl User_name
° TpebyeTca yKa3biBaTb B KaBblYKax.

Ypanntb SNMP-nonb3osaTensa.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumeo-
nos;
TransportTagldentifier:
(1..255) cumsonos
ip_address A.B.C.D

MpuBa3aTb COOBLLECTBO C 3a4aHHbIM MHAEKCOM K paHee Co-
34aHHOMY NONb30BaTENIO.
Y106blI paspewunts MCnonb3osBaHue 06Oro CrewmanbHoro
CMMBO/Ia B Ha3BaHWM U MHAEKce coobLLeCcTBa, YKaXK1Te ero B
[BOMHbIX KaBblukax. Ecnn HasBaHWe 1 nHAeKc coobluecTsa co-
[AepKaT TObKO ByKBbl U LUMdPbI, TOr4a ABOMHbIE KaBbIYKM He
HYXHbl.

Bkatouatouuee B ceba cnewcMmBoabl community Tpe-

H 6yeTca yKa3biBaTb B KaBblUKax.

Yaanute SNMP-coo6LecTBo ¢ yKazaHHbIM MHAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBO/I0B

Co3pgatb SNMP-rpynny nam tTabamuy cootsetctaunit SNMP-
nonb3osaTenen u npasun obospennin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {v1
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BOJIOB;
view: (1..32) cumBo0B;
context: (1..32) cumsosios

Paspewntb SNMP-rpynne focTyn Ha YTeHWe, 3anNncb 1 OT-
npaBKy SNMpP-TPanoB No o6beKkTam, NPUHaANEKALLUM
read/write/notify-view.

3anpetutb SNMP-rpynne A0oCTyn Ha YTeHue, 3anucb 1 oT-
npaBKy SNMpP-TPanoB No o6beKkTam, NPUHaANEKALLUM
read/write/notify-view.

snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask O/DMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CUMBOJIOB

Co3aaTb UM pepaKkTMPOBaTh NpaBuao 0bosperusa ans SNMP-
paspeLuatoLLee NPaBuIo MH6O OrpaHNYMBatoOLLLEe cepBepy-
obo3pesaTento goctyn K OID.

- OID — wpeHTndumkaTopa obekta MIB, npeacTaBaeHHbIN B
Buae gepesa ASN.1

- included — OID BKAtoYeHa B NpaBuio aAna ob6o3peBaHus;

- excluded — OID uckntoueHa 13 npasuaa a4na 0603peBaHuUs.

Yaanutb npasuno o6o3peHusa gna SNMP.

snmp targetaddr targetAddr
param targetParamIP_addr
taglist taglist

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumBo-
nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonos;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBONOB;
tag_ldentifier: (1..255)
CUMBO/I0B

Co3paTb rpynny aApecos, Ha KoTopble ByAyT OTNPaBAATLCA
Tpanbl COracHO NapameTpam Ter-iucra.

YaanuTe rpynny agpecos, Ha KOTopble 6yayT OTNPaBAATbLCA
Tpanbl COrIAacHO NapameTpam Ter-iucra.
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snmp targetparams tar-
get_param user user_name

YKaszaTb napameTpbl OTNPaBKM TPanos, onpegenaemble NoAb-
30BaTesiem.

param security-model {v1 |

v2c | v3 {auth | noauth | user_name: (1..32)

priv}} message-processing CMMBOH?B; 32
{v1 | v2c | v3} [filterprofile- target_param: (1..32)
CMMBOJIOB;

name profile_name
profile_ ] profile_name: (1..32)

no snmp targetparams
target_param

YAanutb napameTpbl OTNPaBKKU TPanos, onpeaensemble nosb-
30BaTeNeM.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHgabl KOHPUrypaunm TepMmnHaNa CAyKaT A8 HACTPOMKM napameTpoB paboTbl TEPMUHANOB.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

Bua 3anpoca KoMaHAHOW CTPOKM pexknma riobanbHoM KoHbUrypauum:
console (confiqg) #

Tabnunua 138 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm
3HayeHue/3HayeHue

KomaHoa Aelicmeue
no ymMoaA4YaHuto
line console - BxoZ, B peXMm COOTBETCTBYHOLLEFO TEPMUHANA.
line telnet - Bxopa B pexKMm COOTBETCTBYIOLLErO TEpMUHANA.

line ssh - BX0Z, B peKMm COOTBETCTBYHOLLEro TEpMUHaNa.

KomaHObI pexcuma KoHgu2ypauuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUrypaumm TepMmmnHana:

console# configure terminal
console (config)# line {console |
console (config-line) #

telnet | ssh}

Tabnunua 139 — KomaHAabl pexxmma KoHbUrypauum TepmuHana
3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

exec-timeout seconds 3apaTb MHTEPBA/, B TEYEHME KOTOPOro CUCTEMA OXKMUAAET BBOAA
oT nonb3osaTens. Ecan B Te4yeHne gaHHOro MHTepBasa Nosb3o-

BaTe/lb HUYero He BBOAUT, TO KOHCO/1b OTKNKOYaeTCA.

seconds:
(1..18000)/1800 cek

no exec-timeout

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

YCTaHOBUTb 3HaYeHME N0 YMOHYAHWUIO.

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/C

YCTaHOBWUTb CKOPOCTb Nepefayu ANs NocnefoBaTeNbHOro WH-
Tepdelica.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnmua 140 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show line exec-timeout

lMoKa3aTb 3HaYeHWA napameTpa exec-timeout ANAa BCEX TEPMU-
HanoB..

show line exec-timeout
current

MoKasaTb 3HaYeHUA napameTpa exec-timeout gna TekyLwei cec-
cuun.

4.18 YXypHan aBapui, npotokon SYSLOG

CuCTeMHbIe }KypHabl NO3BOJIAIOT BECTU UCTOPULO COBbITUIA, NPOM30LLELIMNX Ha YCTPOMCTBE, a TaKKe
KOHTPOMPOBATbL NpousoLeawmne cobbiTua B peasbHOM BpemMeHW. B KypHan 3aHocATCA cobbiTUs BOCbMU
TUMNOB: Ype3BblYaiiHble, CUrHabl TPEBOTU, KPUTUUYECKME U HE KPUTMYECKME OLWMBKK, NpeaynpeskaeHus,
yBegoMNeHns, MHPOPMaLMOHHbIE U OTNaf0uHbIE.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasbHOM KoHdUrypaumm:

console (config) #

Tabnvua 141 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perncTpaums BKaYEHa

BKNOUMTbL perncTpaumio oTi1agouHbIX coobLieHnin n coobuye-
HUI 06 olmnbKax.

BbIK/OUYNTb PErUCTPALLMIO OTAAL0UHBIX COOBLLEHMI 1 coobLe-
HUI 06 olmbKax.
Mpw BbIKNIOYEHHOM PerucTpauum oTnagouHble coob-
weHMa u coobleHna o6 ownbkax 6yayr nepepa-
BaTbCA Ha KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}
ip_address [msg-format
{default | cef}]

no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

host: (1..63) cumBonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX XeXeX/-

BKntouMTb nepenayvy aBapuiiHbIX U OTNAL04YHbIX COODLLEHNI

Ha yaaneHHbl SYSLOG-cepsep.

- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;

- msg-format — 3agaér popmart nora CEF uam no ymonyanuto.
Ecnn KomaHaa BBegeHa 6e3 ykasaHnus facility, To

V 6yAeT UCNONb30BaH TEKYLUMUIT HACTPOEHHbIM

facility.
Ecam KomaHpa BBeAeHa 6e3 yKasaHusA severity, To
6yAyT yKa3aHbl Bce severity, kKpome debugging.

YaanuTte BblIbpaHHbI cepBep U3 CNMUCKa UCNOb3YeMbIX
SYSLOG-cepBeposB.
Ecam KomaHaa BBeAaeHa 6e3 yKasaHua facility, To
6yaet yKkasaH Tekywmi facility.
Ecnu komaHaa BeeaeHa 6e3 ykasaHua severity, To
6yAyT Mcnonb3oBaHbI Bee severity, BKAoYan
debugging.

logging console

no logging console

-/BKNIOYEHO

BkaounTb nepepavy aBapVIVIHbIX NN OTNaA04HbIX COO6LLI,EHVIVI
Ha KOHCO/1b.

BbIKNHOUNTL Mepeaady aBapuiiHbIX UAM OTNaA0UYHbIX COobLe-
HWI Ha KOHCO/Tb.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHUTb KOoNNYecTBo coobLLeHmMit, 3aNOMUHaeMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHue pasmepa bydepa npume-
HWUTCA Nocne nepesarpyskn yCTpomncTea.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3aaTtb pain 3anmMcK aBapunHbIX U OTNAA0UHbIX COOBLLEHNN.
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logging-file [facility] [severity]
file{1]2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BKAtounTb Nepesayy aBapuiHbIX MW OTIAL0UHBIX COOBLLEHUM
B daiin KypHana.
Ecnn KomaHga BBeaeHa 6e3 ykasanusa facility, To 6y-
beT yKasaH Tekywwmii facility.
Echn KomaHpa BBegeHa 6e3 yKasaHuA severity, To
6yayT ucnonb3oBaHbl BCe severity, BKatouas debugging.

Pasmep daiina orpaHuueH 1 M6aiit, npu npesbille-
V HUWU NIMMTA CO3AaeTcA HOBbIM ¢ain ¢ popmaTtom .bk,
KOTOpbI B AaNbHelilueM nepe3anucbiBaeTca.

BbIK/IOUMTL Nepegayvy aBapuiiHbIX MM OTNAA0UHbIX coobLye-
HUI BbIBPAHHOTO YPOBHS Ba*KHOCTM B YKa3aHHbIW daiin Kyp-
Hana.
Ecnn KomaHga BBeaeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywuii facility.
Ecnav KomaHAa BBeAeHa 6e3 yKasaHusA severity, TO
6yAayT Ucnonb3oBaHbl Bce severity, Kpome debugging.

Pasmep ¢aitna orpaHuueH 1 M6aiit, npu npesbilie-
V HUM IMMTA CO3[aeTcA HOBbIW daiin c opmaTom
.bk, KoTopblii B ganbHeliluem nepesanucbiBaeTca.

logging severity severity

no logging severity

severity:(0...7)/6

3aaaTb ypOBEHb IOTMPOBAHMA.

YCTaHOBUTb 3HAYEHWeE No YMO/THaHUIO.

logging facility facility

no logging facility

facility:(localO...local7)/local0

3afaTb KaTeropuio IOTMpPoBaHuA.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

syslog localstorage

no syslog localstorage

-/BKNOYEHO

AKTMBMPOBATb OTNPABKY aBapUNHbIX NN COOBLLLEHUI Ha CKOH-
durypmposaHHble daiibl 3anucu.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string ]

no logging hostname-format

string: (1..128)
-/Het

3apaTb NapameTp, KOTopbIv ByaeT Mcnoib30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHusax.

Mcnonb3oBaTb 3Ha4YeHME N0 YMOJIYAHUIO.

Kaxaoe cooblieHne MMeeT CBOM ypoBeHb BaKHOCTU. B Tabanue 142 npuseaeHbl TUMbl COOBLLEHNI
B nMopaaKe ybblBaHUA NX BaXKHOCTU.

Tabnnuya 142 — Tunbl BaXKHOCTU cOOBLLEHN

BaxcHocmo Tun eaxtHocmu OnucaHue
coobweHuli coobweHuli

0 YpesBblyaliHble B cucteme npomsolna KpUtUYeckan owmnbKa, cuctema moKeT paboTaTb He-
(emergencies) nNpasuAbHO.
CurHanbl TpeBoru

1 (alerts) HeobxoanMmo HemeaneHHOe BMeLLaTeNIbCTBO B CUCTEMY.
Kputuueckne

2 - B cucteme npousolna KpuTuyeckas owmnbKa.
(critical)

3 OwmnbouHble (errors) B cucteme npomsoluna owmnbKa.
MpepynpexaeHus o

4 . MpenynpexpeHne, HeaBapuiiHoe coobuieHue.
(warnings) peaynpexs p wy
YBegomneHua .

5 o YBefomeHne cucTeMbl, HeaBapuitHoe coobLieHue.
(notifications)
NHopmaLMOHHbIe

6 . op .u, NHdpopMaumoHHbIe COOBLWEHUA CUCTEMDI.
(informational)

7 OTnagoyHble OTnapouUHble cO0bLLEeHMA, NPeoCTaBAAIT N0Ab30BaTeNt0 MHGOPMALMIO oA
(debugging) KOPPEKTHOM HAaCTPOMKM CUCTEMDI.
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[pumep Hacmpoliku logging-file:

Co3gagmMm noKanbHbln pain ¢ umeHem sll, Kyga 6yayTt 3anmcbiBaTbCca COOLITUA C BAXKHOCTbIO OT
ypesBblYalHbIX 40 UHOOPMALNOHHbIX.

console (config)# syslog file 1 slI
console (config) # logging-file file 1

lpumep Hacmpoliku logging-server:

YKarkem agpec syslog-cepepa, Kyaa byayT oTnpaBaaTbCcA coobleHna 0 cobbITUAX C BaXKHOCTbIO OT
Ype3sBbIYaMHbIX 40 MHPOPMALMOHHBIX.

console (config) # logging-server ipv4 192.168.1.1

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 143 — KomaHaa pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3HayeHue/3Ha4yeHue »
KomaHoa / Aelicmeue
o yMOAYAHUIO
clear logs - YpanuTb Bce cooblieHna U3 BHyTpeHHero bydepa.
show logging-file - OT06pa3nTb HACTPOWMKMN NOFMPOBAHUA B IOKabHble dalinbl.

show logging file file_name OT06Pa3UTb COCTOAHME KYPHANA, aBapuiiHble U OTNaA04Hble CO0b-

file_name: (1..3) .
LEeHMA, 3anmcaHHble B daiine.

show logging-servers - OT06pa3nTb HAaCTPOMKKM o5 yaaNnéHHbIX logging-cepBepos.

4.19 3epkanupoBaHue (MOHUTOPUHI) NOPTOB

®YHKUMA 3EepKaNMpoBaHUA MOPTOB NpeAHasHayeHa [ANA KOHTPOAs ceTeBoro TpaduKa nytem
NepecbINKM KOMUI BXOAAWMX U/UAN UCXOOALMX MNAKETOB C OAHOMO WAM HECKO/IbKUX KOHTPOJIMPYEMbIX
NOPTOB Ha OAMH KOHTPOIMPYIOLWMIA NOPT.

BO3MOXHO 3epKanaupoBaHue no6oro Koauuectsa WHTepdeiticoB. OTCyTCTBME MNOTepb
' rapaHTMpyeTcAa, ecnv NPOoNyCcKHaA cnocobHOCTb MHTepdelica HasHauYeHUA He npesbiweHa. Mpu
MCNo/sb30BaHUU GU3NUECKUX NeTe/lb Ha KOMMYyTaTope 3epKannpoBaTbca byaeT TONbKO o4HA
Konua Kaapa (frame), ecnn 3amkHyTble MHTepdeiicbl NpuHagaexar ogHomy VLAN.

K KOHTpoAMpyloLeMy NopTy NPUMEHSAIOTCA CAeaytowmne orpaHuYeHns:

— TopT He MOXKET 6bITb KOHTPOIMPYIOWMM N KOHTPOUPYEMbIM NOPTOM OAHOBPEMEHHO;
—  IP-uHTepdeic A0NKEH OTCYTCTBOBATL 4/14 3TOro NOpTa;

K KOHTPO/INpyEMbIM NOPTAM NPUMEHAIOTCA cheayowmne orpaHn4YeHnaA:

— TopT He MOXKET 6bITb KOHTPOIMPYIOWMM WU KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.

KomaHObI pexcuma 2n06asab6Hol KoHgu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobasibHon KoHdUrypaumm:

console (config) #
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Tabnunua 144 — KomaHabl pexmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue
no yMmoA4aHuo

Aeiicmeue

monitor session session_id
destination interface
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

no monitor session session_id
destination

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
session_id: (1..4)

YKa3aTb 3epKanvpyoLmii NopT AN BbIBpaHHOM ceccm MOHUTO-
puvHra.

®DYHKLMA MOHUTOPUHIA MOXKET 6bITb HACTPOEHA Ha YeTbl-
PEX NopTax 0 AHOBPEMEHHO.

BbIKNOUNTL QYHKUUIO MOHUTOPUHIA Ha HACTPaMBaeMOM WHTep-
deiice.

monitor session session_id
destination remote vian
vlan_id

no monitor session session_id
destination remote vian
vlan_id

vlan_id: (1..4094);
session_id: (1..4)

YKazaTb caykebHbiit vlan gna 3epkannpoBaHua TpaduKa C 3aaaH-
HOro pedaeKTop-nopTa A5 BbIbpaHHOM ceccuu.
- remote vlan — cnyebHbii vlan ana 3epkannpoBaHma Tpaduka

BbIKNOUUTL QYHKLUMIO MOHUTOPMHIA Ha HAaCTPanBaeMoM UHTep-
deiice.

monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
[rx | tx | both]

no monitor session session_id
source interface [fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
session_id: (1..4)

[,06aBUTb yKa3aHHbI 3epKannupyemblii NopT AN BblIbpaHHOM ceccum
MOHWUTOPUHTA.

- X — KOMMPOBATb NAKeTbl, MPUHATbIE KOHTPOMPYEMbIM MOPTOM;

- tX — KOMMPOBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbBIM MOPTOM;
- both — KonupoBaTb Bce NakeTbl C KOHTPOAMPYEMOrO NoOpPTa.

BbIKNHOUNTE GYHKLMIO MOHUTOPUHIA Ha HAaCcCTPanBaeMOM UHTep-
deiice.

monitor session session_id
source remote vlan vian_id

no monitor session session_id
source remote vlan vian_id

vlan_id: (1..4094);
session_id: (1..4)

YKasaTb vlan, ¢ KoToporo 6yaeT 3epkannpoBaTtbcs TpaduK € 3a4aH-
Horo pedaeKkTop-nopTa ANa Bbi6paHHOM ceccuu. Mpm aTom cam vian
byaeT cHAT.

BbIKNOUUTL QYHKLMIO MOHUTOPMHIA Ha HAaCTpPanBaeMoM UHTep-
deiice.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeet cneayowmin BuA:

console>

Tabnunua 145 — KomaHabl, A0CTyNHble B pexmume EXEC

KomaHda

3Ha4yeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

show monitor session
session_id

session_id: (1..4)

BbIBECTM MHPOPMALMIO MO CKOHPUIYPUPOBAHHOM CECCUU MOHUTO-
puvHra.

[Mpumepebl 8bIMN0AHEHUS KOMAHO

console# configure terminal
console (config) # monitor session 2 destination interface gigabitethernet

1/0/1

BblBECTU MHDOPMALMIO MO KOHTPOAMPYIOLWMM U KOHTPOMPYEMbIM NMOPTaM.

console# show monitor session 2
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Mirroring is globally Enabled.
Session I

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gil/0/1
Session Status : Inactive

4.20 PYHKLMMU ANATHOCTUKU PU3NUYECKOTO YPOBHA

CeTeBble KOMMYTaTopbl COAEP»aT annapaTtHble M NporpammHble CPeacTBa ANA AMAarHOCTMKM
dU3NYECKMX MHTEPPENCOB M IMHUI CBA3M. B NepeyeHb TECTMPYEMBIX NapaMeTPOB BXOAAT Cleaytowme:

[ns aneKkTpuyecknx nHTepdencos:
— A/vHa Kabens;
—  paccTosiHue A0 MecCTa HEMCMNPABHOCTM — 06PbIBA UM 3aMbIKAHWMA.

Ona ontnyeckmx nutepdencos 1G:
—  napameTpbl NUTaHWUA — HAaNpPAXKEHNE U TOK;
—  BbIXOAHasA oNTUYeCcKaa MOLWHOCTb;
—  ONTUYecKas MOLLHOCTb Ha NpUeMe.

4.20.1 fljuazHocmuka medHoz0 Kabensa

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC numeeT cneayowmin Bua;

console#

Tabnuua 146 — KomaHabl ANarHOCTUKM MmeaHoro Kabens

3Ha4yeHue/3HayeHue

KomaHda Aelicmeue
o ymon4yaHuto
test cable-diagnostics BbINONHWUTL BUPTYasibHOE TECTUPOBaHUE Kabens Ans YKasaHHOro UH-
fastethernet fa_port | fa_port: (1..8/0/1..24); | Tepodeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet | te_port: (1..8/0/1..11)
te_port]

/ Mpu nonyuyeHumn coobwenunsa 'Fail to get cable test result for port GiO/X. Status: 3'
peKomeHayetca npoBepuTb media-type wuHTepdeiica u coctoAHMe uHTepdeiica Ha
YAaNeHHo CTopoHe.

4.20.2 3nekmponumaHue no auHuam Ethernet (PoE)

Mogenn kommyTtatopos MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES3708P, MES3710P nogaep-
YKMBAIOT 3/1€KTPONUTAHNE YCTPOMCTB Mo MHUK Ethernet B cooTBeTcTBMM € pekomeHgaumsamu |[EEE 802.3af
(PoE) n IEEE 802.3at (PoE+). Tvn pacnnHoBKK A.
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KommyTtaTtopbl MES2408PL xapakTepu3yoTcs MeHbWUM B104KEeTOM MOLLHOCTM, OTHOCUTE/IbHO ApY-
rUX.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rn1obanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 147 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

3HayeHue/ 3HayeHue .
KomaHOoa Aelicmesue
no ymoa4YaHuro
set poe enable BkntounTb anekTponutaHme no anHuam Ethernet.
set poe disable BbIK/IOUNTD 3N1EKTpONUTaHMeE No AnHuam Ethernet.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelica (OQuanasoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM peXXnma KoHourypaumm nHtepdeica:

console (config-if) #

Tabnunua 148 —KomaHabl perkuma KoHourypaumm nHtepdeiica Ethernet

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
Mo ymMoaA4YaHuto
power inline auto PaspewunTtb paboTy NnpoTokona obHapykeHua PoE-ycTpolicTs Ha
/ nHTepdeiice 1 BKAOYAET NOAAYY INEKTPONUTAHMA Ha UHTEPdETAC.
power inline never +/auto 3anpetutb paboTy nNpoToKona obHapyKeHua POE-ycTpoiCTB Ha
nHTepdeiice n OTKAOYAET NOAAYY SNEKTPONUTAHUA.
power inline priority {critical | 3apatb npuopuTteT nHTepdelica PoE npu ynpasneHum anektponu-
high | low} TaHMeM.
- critical — ycTaHaBnMBaeT HauBbICWMIA NPUOPUTET SNEKTPONUTa-
Jlow HWA. INIeKTpPOoNUTaHWe NOPTOB C TaKMM NpuopuTeTom byaeT npe-
KpalwiaTbCa B MOCNEAHIO O4Yepefb NpU Meperpyske cUcTembl
PoE;
- high — yctaHaB/MBaeT BbICOKMI NPUOPUTET INEKTPONUTAHUSA;
- low — ycTaHaBAMBaET HU3KUI MPUOPUTET INEKTPONUTAHUA.
power inline limit-mode {class Bbl6paTb pexmnm orpaHMYeHUA MOLLHOCTHU.
| user-defined wattage} - class — NMMUT MaKcMManbHOM NOTpebasemon MOLWHOCTM onpe-
wattage: (200..31200) | AenseTca K1accom NOAKNOHAEMOro YCTPONCTBa;
munnmsaTt/ class - user-defined — "(MMUT MmaKkcMmanbHOM NoTpebasieMo MOLHO-
CTW BbICTABNIAETCA BPYYHYHO, € warom 200 mBrT.
no power inline limit-mode BblbpaTb pexxmMm No yMmoNYaHuLo.

KomaHOwbl pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC umeet cneayowmin BuA:

console#

Tabnunuya 149 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Aeiicmeue
o ymon4aHuwo

KomaHda

OTO6pPa3nTb COCTOSIHME I/IEKTPONUTAHUA UHTEPPENCOB, MOAAEPKU-
BaloOLWKUX NUTaAHME No NnHUK POE.

show power inline

[gigabitethernet gi_port] gi_port: (1..8/0/1..48)

show power detail OT06pasmnTb 06LLYy0 MHPOPMALMIO NO COCTOAHUIO POE 1 cocToAHUIO
i MCTOYHUKA.

show power inline OTO6pPasnTb XapaKTEPUCTUKM NOTPEBNEHMA MOLWHOCTM, TOKa M

consumption i HanpsXeHus.
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4.20.3 lMpomokoa UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN ANA aBTOMaTUYe-
CKOro 06HapyXeHUA NOTEPU ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX IMHUAX CBA3M.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Quana3oHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perknMma KoHUrypaumnm nHtepdeiica:

console (config-if) #

Tabnunuya 150 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue

Aelicmeue
10 yMon4YaHuio

KomaHda

ethernet-oam uni-directional BKNOYUTbL AMArHOCTUKY COCTOAHMA ONTUYECKUIA INHUIA.
detection

- -/BbIK/IlOYEHO — —
no ethernet-oam uni- BbIKNOYMTb AMArHOCTUKY COCTOAHUA ONTUYECKMUIA IMHWIA.

directional detection

ethernet-oam uni-directional BKAtOUNTL arpeccuBHbIi pexkmm, npu kotopom TLV oTnpasnsetca

detection aggressive B NtoOOM cnyyae, faxKe eciv OHa He bblna NosyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

no ethernet-oam uni- BbIKNIOUMTL arpeccuBHbIi pexunm, npu kotopom TLV oTnpasns-

directional detection -/BbIKNIOYEHO eTcs B 1tobom cnyyae, gaxe ecv oHa He bblna nonyeHa ot yaa-

aggressive NEHHOTO YCTPOWCTBa.

ethernet-oam uni-directional BbICcTaBUTL Talimep, NO KOTOpPoMy ByAeT MPOUCXoaUTb onpeaene-

detection discovery-time time HUe TeKYLLEero COCTOAHMUA JIMHKA.

no ethernet-oam uni- time: (5..300)/5 YCTaHOBMTb 3HaUeHKe No YyMOMYaHMIO.

directional detection
discovery-time

ethernet-oam uni-directional Bbi6paTh pexunm paboTbl npotokona UDLD.
detection action {errdisable | - errdisable — nepepgaya Tpaduka 610KMpyETCA MPU OTCYTCTBUU
log} / npuMema B O4HOM M3 HaNpaBAEHWUIA B KaHane;

- Og

- log — coobueHre 0 610KMPOBKE NOABAAETCA B KypHae.

no ethernet-oam uni- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
directional detection action

KomaHOwb! pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnuya 151 — Komangb! pexkuma EXEC

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
no ymoa4YaHuro
show port ethernet-oam uni- OTO6pPa3nTb COCTOAHME OMNTUYECKOTO JINHKA.
directional detection

4.20.4 luazHOoCMuUKa onmu4YecKo20 mpaHcueepa

CDyHKLI,Mﬂ ANArHOCTUKMN No3BO/IAET OLUEeHUTb TeKyuiee COCToAHMEe ONTU4YeCKOro TpaHCuBepa U
ONTUYECKOM IMHUM CBA3M.
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Bo3mOXeH aBTOMATMYECKMIA KOHTPONb COCTOAHMA JAUHWI  cBA3W. [na 3Toro KommyTtaTtop
nepuoaMYeckn ONpaLIMBAET MapaMeTpbl ONTUYECKUX WMHTepdENCcoB M CpPaBHMBAET MX C MOPOrOBbIMM
3HAYEHMAMM, 3aZaHHbIMW NPOM3BOAUTENAMMU TPaHcMBepPOB. MNpu BbIxoAe NapameTpoB 3a AOMYCTUMblE
npeaenbl KOMMYTaTop GOPMUPYET NpeaynpexaatoLme U aBapuinHble coobLLeHMA.

KomaHOwbi pexcuma EXEC

3anpoc KomaHAHOM cTPoKK B pexkmume EXEC nmeeT cneayrowmin BuAa;

console#

Tabnnua 152 — KomaHapbl AMAarHOCTUKM ONTUYECKOro TpaHcuBepa

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
10 yMoA4aHuio

show fiber-ports OT06pa3sunTb pesyabTaTbl AMArHOCTUKM ONTUYECKOTO TPaHCHBepa.
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

Tabnnua 153 — MapameTpbl ANArHOCTUKMU ONTUUYECKOrO TPaHCUBEpPa

Mapamemp 3HavyeHue
Temp Temnepatypa TpaHcMBepa.
Voltage HanpsaxeHne NUTaHMA TpaHcuBepa.
Current OTKNOHEeHWe TOKa Ha nepejave.
Output Power BbIxo4HasA MOLLHOCTb Ha Nepeaaye (MBT).
Input Power BxogHan molHOCTb Ha Npueme (MBT).
LOS MNoTepsa curHana.

3HayeHUA pe3yabTaToB ANATHOCTUKM:
— N/A-HepocTynHo,

— N/S - He noaaepxusaerca.

4.21 ®dyHKuun obecneyeHna 6esonacHoCTU

4.21.1 ®PyHKYyuu obecneyeHus 3auumel Nopmos

C uenbto nosblweHMA 6e30MacHOCTM B KOMMYTATOpPE CYLLECTBYET BO3MOXHOCTb HACTPOUTb KaKOW-
nmbo nopT TaK, 4Tobbl AOCTYN K KOMMYyTaTOpy 4Yepe3 3TOT MOpT MPenocCTaBAA/CA TO/bKO 33aAaHHbIM
ycTporicTBam. PyHKLMA 3alLMTbl NTOPTOB OCHOBAHA Ha onpeaeneHnn MAC-agpecoB, KOTOPbIM paspeluaeTcs
poctyn. MAC-agpeca moryT 6biTb HacTPOEHbl BPYYHYHO WAWM M3y4yeHbl KOMMyTaTopoM. lNMocne mlyyeHus
HeobXoAMMbIX afpecoB MOPT creayeT 3abNOKMPOBaTb, 3alMTMB €ro OT MOCTYMAEHUA MaKeToB C
HeunsyyeHHbimM MAC-agpecamun. Takum obpasom, Koraa 3ab10KMPOBaHHbIN NOPT Nosy4YaeT naket, U MAC-
afpec UCTOYHMKA NaKeTa He CBA3AH C 3TUM NOPTOM, aKTUBMU3NPYETCA MEXAHU3M 3aLUMTbl, B 3aBUCMMOCTH OT
KOTOPOro MOFyT 6bITb MPUHATLI CAeaylowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, MOCTynawLlme Ha
3a610KMPOBaHHbIN NOPT, NepecbinatoTca, oTbpacbkiBaloTCA, MO0 Ke NopPT, NPUHABLUMIA NAKeT, OTKAoYaeTcs.
dyHKunAa 6esonacHoctn Locked Port no3BondeT COXpaHUTb CAMCOK M3y4deHHbIx MAC-agpecoB B daine
KOHUrypaunm, Takum 06pasom, sTOT CIMCOK MOXKHO BOCCTaHOBUTb NOC/E Nepe3arpys3KM yCTPONCTBa.
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/ CywiecTeyeT orpaHuMyeHue Ha Konnuectso MAC-aapecoB, KOTOpoe MOKET U3yUnTb NOPT, UC-
NoNb3yWMi GYHKLUMIO 3aLUTDI.

KomaHObI pexcuma KoHguaypauuu udmepgelica (OuanaszoHa uHmepgetlicos) Ethernet, uHmep-

¢helica 2pynnel nopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHoburypaumm mHtepdenca Ethernet, nHtepdeiica

rpynnbl NOPTOB:

console (config-if)#

Tabanuya 154 — KomaHgb! pexkuma KoHpurypaumum nntepoetiica Ethernet, rpynnel uHtepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

switchport port-security ena-
ble

no switchport port-security en-
able

-/BbIKNOYEHO

BkntounTb GyHKLMIO 3aWnTbI Ha MHTepdeiice. BaokmpyeT GyHK-
LMIO M3yYeHUs HOBbIX aapecoB s nHtepdelica. MNakeTbl ¢ He-
n3yvyeHHbIMM MAC-agpecammn UCTOYHUKA OT6pacbiBatoTCA.

OTKNOUNTb GYHKLMIO 3aLMUTbI HA MHTepdeice.

switchport port-security mac-
limit

no switchport port-security
mac-limit

limit: (0..8192)/1

3a4aTb MaKCMManbHOE KOIMYECTBO afpecoB, KOTOpPOe MOXeT
U3y4nTb NOPT.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

switchport port-security mode
{max-addresses | lock | se-
cure-delete-on-reset | secure-
permanent}

no switchport port-security
mode

-/lock

3afaTb pexxum orpaHnyeHma nsydeHna MAC-agpecos gna HacTpa-
nBaemoro nHtepdelica.

- max-addresses — yanfer Tekywue AUHAMUYECKM WU3YYeHHble
ajapeca, cBA3aHHble C MHTepdencom. PaspelueHo U3ydeHne mak-
CUMaNbHOTO KOIMYECTBa aApecoB Ha NopTy. [NOBTOPHOE U3yyeHue
1 CTapeHune paspeLLeHbl.

- lock — coxpaHseT B dpalin TekyLme AMHAMUYECKM U3YYeHHbIe aa-
peca, cBa3aHHble ¢ MHTepdelicom u 3anpeLLaeT obyyeHe HOBbIM
apecam U CTapeHue yxKe U3yYeHHbIX apecos.

- secure-delete-on-reset — yganser Tekywme gUHAMUYECKU U3Y-
YeHHble agpeca, CBA3aHHble ¢ MHTepdeicom. PaspeLueHo U3yye-
HWE MaKCMMasbHOrO KOAMYeCcTBa afpecoB Ha nopTy. MosTopHoe
M3y4YeHMe 1 CTapeHue 3anpeLeHbl. Aapeca COXpaHaoTCa 40 nepe-
3arpysku.

- secure-permanent — yansfeT TeKyllMe AUHAMUYECKM WU3YyYeH-
Hble agpeca, cBA3aHHble ¢ UHTepdelicom. PaspeleHo nsyyeHune
MaKCMManbHOrO KOANYECTBa afpecos Ha NopTy. MosBTopHoe U3y-
YeHWe M cTapeHue 3anpelleHbl. Aapeca COXpaHATCA Npu nepe-
3arpyske.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport port-security viola-
tion [restrict | protect | dis-
card-shutdown]

-/protect

3a4aTb peXXuM pearmpoBaHua Npu HapyLeHnn 6e3omnacHocTU.

- restrict — B JaHHOM peXXume Npu HapyLweHnn 6e30nacHoOCTM oT-
npasnaetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.

- protect — B JaHHOM peXKMMe OMOBeLeHUA O HapylweHun bes-
onacHocTn HeT. Bknawouaetr nepexsat MAC-agpecos, KoTopble
[O/MKHbI 6bITb 0TOpOLLeHbl, Ha CPU, nocne yero MAC-agpeca no-
MeualoTcA KaK 3ab/oKMpoBaHHbIE U OTOpAcbLIBAtOTCA B TeyeHuu
aging-time;

- discard-shutdown — B gaHHOM peXKunme Kagpbl C HEU3YYEeHHbI-
mn MAC-agpecamm UCTOYHMKA OTOPACcbIBAOTCA, MOPT OTKAOYa-
eTca.
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4.21.2 KoHmponb npomokosaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBol MPOTOKOJ, NO3BOAAKOLWMNI KANEHTY NO
3anpocy nonydatsb IP-agpec v gpyrue Tpebyemble napameTpbl, Heobxoaumblie ana pabotbl B cetn TCP/IP.

MpoTokon DHCP moKeT Mcnonb30BaTbCA 3/10yMbILLAEHHUKAaMM /15 COBEPLUEHMA aTaK HA YCTPOMUCTBO,
KaK CO CTOPOHbI KAueHTa, 3acTaBnAaa DHCP-cepBep BblgaTb BCe AOCTYMHble afapeca, Tak U CO CTOPOHbI
cepBepa, nyTem ero noameHsbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 06eCneYnTb 3aLmTy
YCTPOWMCTBA OT aTak C mMcnosb3oBaHuem npoTokosa DHCP, ana yero npumeHsaetca ¢yHKUMA KOHTPONsA
npotokona DHCP — DHCP snooping.

YcTpoicTBo cnocobHo oTcnexuBatb nosieneHne DHCP-cepBepoB B ceTu, paspewan ux
MCNONb30BaHME TOMIbKO HA «A0BEPEHHbIX» UHTepdelicax, a TaKkKe KOHTPOAMPOBATb AOCTYN KAMEHTOB K
DHCP-cepBepam no Tabauue COOTBETCTBUMNA.

Onumsa 82 npotoKkosa DHCP (option 82) ncnonbsyetca ana Toro, 4Tobbl NponHdopmuposaTs DHCP-
cepsep 0 TOM, OT Kakoro DHCP-peTtpaHcnaTopa (Relay Agent) u yepes Kakoi ero nopT 6611 NoAy4YeH 3anpoc.
MNpumeHaeTca gna ycTaHOBAEHUA COOTBETCTBMI IP-aapecoB M NOPTOB KOMMYTATOPA, @ TaKXKe ANA 3aLUnTbI
OT aTak C ucrnonb3oBaHMem npoTokosa DHCP. Onuus 82 npeactaBnseTr coboit AOMNOSHUTENbHYIO
nHbopmaumio (Mma ycTpolictsa, Homep noprta), AobaBaseMyid KOMMYTAaTOPOM, KOTOpbIA paboTaeT B
pexxknme DHCP Relay areHTa, B Buge DHCP-3anpoca, npMHATOrO OT KnnMeHTa. Ha OCHOBaHWM JaHHOM onuuuy,
DHCP-cepBep Bblgenser |IP-agpec (ananasoH IP-agpecoB) u apyrve napameTpbl MOpTy KOmmyTaTopa.
Monyuns Heobxoaumble AaHHble oT cepBepa, DHCP Relay areHT BbiaenneT IP-agpec KAMEHTY, a TaKxKe
nepenaer emy Apyrue Heobxoanmble napameTpbl.

Tabnunuya 155 — dopmart noneit onumm 82

Mone Mepedaeaemasn uHgpopmayus

Mma xocTa ycTpoiicTBa.

cTpoKa Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocneaHuit 6aitT — HoMep NopTa, K KOTOPOMY MOAKHOYEHO YCTPOICTBO, OTNpaBAaoLLee
dhcp-3anpoc.

Circuit ID

Enterprise number — 0089c1

R ID
emote agent MAC-azipec ycTpoiicTaa.

’ | Ana KoppekTHoi paboTtbl ¢pyHKUuuM DHCP Snooping Bce ucnonblyembie DHCP-cepBepbl

e DONKHbI BbITb NOAKAIOYEHbI K «A0BEpPEeHHbIM» MOpTam KommyTtatopa. [Ona aobasneHus
nopTa B CMUCOK «A0BEpPEHHbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauum uHtepodeiica. Ana obecneyeHna 6esonacHocTn Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A,0/XKHbl 6bITb «HEJ0BEPEHHbIMUY.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM peknuma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnunua 156 — KomaHabl pexkmma rnobanbHoli KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4aHuio

ip {dhcp| dhcpv6} snooping PaspewnTb KOMMYTaTOPYy KOHTPOIMPOBaHWe NpoToKosia DHCP.
no ip {dhcp| dhcpv6} -/BbIKNIOYEHO 3anpeTnTb KOMMYTAaTOPY KOHTPOAMpPOBaHWe npoTtokona DHCP.
snooping
ip {dhcp| dhcpv6} snooping PaspewnTb KOHTpoIMpoBaHue npoTtokona DHCP B npeaenax yKka-
vlan vian_id vlan_id: 3aHHoro VLAN.
no ip {dhcp| dhcpv6} (1..4094)/BbIKNIOYEHO | 3anpeTWTb KOHTPONMpPOBaHMe npoTokona DHCP B npesenax yka-
snooping vlan vian_id 3aHHoro VLAN.
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ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKAOYEHO

BkntounTb Bepuoukaumnto MAC-apgpeca knmerta u MAC-agpeca uc-
TOYHWKA, NpuHATOro B DHCP-nakeTe Ha «Hef0BepPEHHbIX» NOPTax.

Bbikntountb Bepuoukaumio MAC-agpeca kameHTa u MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeAOBEPEHHbIX» Nop-
Tax.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

No YMOAYAHUIO NpUem
DHCP-nakeToB ¢
onuuein 82 ot
«HEHAZEeXHbIX» NOPTOB

PaspewunTts npuHMmaTe DHCP-nakeTbl c onumeit 82 oT «HeHaaex-
HbIX» NOPTOB.

3anpetutb NpuHUMaTb DHCP-nakeTbl ¢ onunein 82 oT KHEHaAeX-
HbIX» NOPTOB.

bitethernet te_port | port-
channel po} [gateway gw_ad-
dress]

no ip source binding
{client_mac} {vlan vian_id}
{interface gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel po}

aa:bb:cc:dd:ee:ff;
vlan_id: 1..4094;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..4);
po: 1..64;
gw_address: A.B.C.D

untrusted 3anpeLueH
ip binding port-down action OnpeaenvTb peakuuio KOMMyTaTopa Ha NageHune uHTepderica:
{clear|retain} Jretain - retain — coxpaHseT 3anucu B Tabauue npu NnageHuu.
- clear — yzansaer Bce AMHaMMYecKme 3anucu, co3gaHHble ann
ynaBuwero uHtepdelica.
ip source binding {client_mac} [06aBuUTb CTaTUYECKYIO 3aMWCb UAN U3MEHWUTbL TUMN 3aNWUCK C an-
{vlan vian_id} {interface giga- HaMMYECKOro Ha CTaTUYeCKUi B TabMLLe COOTBETCTBUA KOHTPOIA
bitethernet gi_port | tengiga- client_mac: npotokona DHCP.

YaanuTb 3anuck 13 TabanLbl COOTBETCTBUA KOHTPOIA MPOTOKONA
DHCP.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 157 — KomaHgb! pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

show ip {dhcp | dhcpv6}
snooping

OTo6pasnTb cooTBETCTBUA U3 daitna (6a3bl) KOHTPOAA NPOTOKONA
DHCP.

show ip dhcp snooping global

OTo6pasunTb rnobanbHyto HacTpoiky DHCP Snooping.

show {ip | ipv6} binding

MoKa3aTb Bce COOTBETCTBUA U3 paina (basbl) KOHTPOIA MPOTOKONA
DHCP.

clear {ipv4 | ipv6} binding
[mac_addr vian_id]

vlan_id: (1..4094)

OuncTuTL cooTBeTcTBMA U3 daiina (6asbl) KOHTPOAA MPOTOKONA
DHCP.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgelicog) Ethernet, uHmep-

gelica epynnsl nopmos

Bua 3anpoca KOMaHOHOM CTPOKM B pexume KoHourypaumm uHTepdelica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if) #

Tabnnuya 158 — KomaHgb! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHtepdelicos

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

ip binding limit /imit

no ip binding limit

limit (0..1024)

BkatounTb orpaHuyeHue koamyectsa DHCP-knmMeHTOB Ha nopTy.

BbIKNOUMTE OrpaHnyeHme konmdectsa DHCP-kaneHToB Ha
nopry.
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YcTaHoBNeHHoe orpaHuuyeHuMe no Konuuvectsy DHCP-knueHTOoB 6ypeT pacnpocTpaHATbCA
TONbKO HA HOBble 3anucu. PeKomeHpyeTcA nepep, HaCTPOMKOW OrpaHUYEHUA OUYUCTUTb
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwplo AaHHOM (YHKUMM HacTpauBaloTca 3HayeHua UAeHTUPUKATOpPOB UHTepdenca u
peTpaHcaaTopa npu KoHourypuposaHmm DHCP snooping, DHCPv6 snooping u PPPoE Intermediate Agent.
Circuit-id — naeHTMdmKaTop MHTepdeiica, C KOTOpOro npuwien 3anpoc, remote-id — naeHTUPUKaTop
peTpaHCcaATopa, C KOTOPOro npuLlen 3anpoc.

Mpu BKAOYEHUM QYHKLUMKM Ha HTepdelice circuit-id n remote-id 6yayT BcTaBasaTbeA Bo Bcex VLAN, Ha
KoTopbix BKAto4eH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoveHumn B VLAN circuit-id u remote-
id 6yayT BcTaBNATbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdeiicax.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHGUrypaumm:

console (config) #

Tabnunua 159 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

dcs information option [dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpv6 | pppoe-ia] disable

-/BbIK/OYEHO

BkatounTb fobasneHue circuit-id + remote-id ans Bcex onuwii (T.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) nMbo 3aaaTb KOHKPETHbI
NPOTOKOAN ANA BCTaBKM remote-id u circuit-id.

BbikntounTb fobasneHne remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifier

no dcs agent-circuit-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifier (1..63)
CMMB0/108B/11a6/10H
%h%i%v

YcTaHoBuUTb circuit-id B opmaTte cBO6OAHOW CTPOKM, onpeseneH-
HOM Nosib3oBaTesieM. BO3MOXKHO Mcnoib30BaHKe WabioHOB.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

identifier (1..48)
cUmBOIOB/dopMmar spv,
pasgenutens std,
identifier NULL

HacTpowuTs circuit-id cornacHo pekomeHgaumam TR-101.
NaoeHTndmkaTop:

- identifier — npon3BosbHan cTpoka 6e3 WabaoHOB.
dopmar:

- pv—Homep nopta u VLAN;

- Sp — HOMep CN0Ta U NOPTa;

- sV —Homep cnota u VLAN;

- SpV — HOoMmep cnoTa, nopta n VLAN.

Pasgenuntenn:

-comma-"“";

-dot—"“.";

- hash — “#”;

- semi-colon - “;”;

-slash—“/";

-space—“";

- std — “slot:port/vlan”.

V HauuHasa c Bepcumn 10.4.2, cnot umeet popmat Homep
IOHUTa, CNOT.
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no dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay}

YCTaHOBUTbL 3HaYeHMe no YMONYaHUIO.

dcs agent-circuit-id suboption-
type {dhcpva | dhcpvé |
pppoe-ia | dhcpd-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/tr-101

YcTaHoBUTb popmar circuit-id.

dopmaTbl:

- tr-101 — nobasneHue circuit-id B popmate cornacHo pekomeHaa-
unam TR-101

- user-defined — nob6asnenue circuit-id B dopmarte csoboaHoM
CTPOKM C BO3MOKHOCTbIO MCMO/Ib30BaHNA LWAabNOHOB.
[JononHuTenbHble NapameTpsbl:

- binary — gaHHbI NapameTp yKasbiBaeT, YTO YNCIOBbIE LABIOHDI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIV NapameTp yKa3bIBaeT, YTO B UAEHTUPHU-
KaTop byaet pnobaBneH JONOAHUTENbHBIM NoaTUn (2x-6aMToBbIN
ons DHCPv4 n PPPoE u 4x-6alitoBbii gna DHCPv6), B KoTopom
onpegenserca ¢opmat ctpoku (ASCII-0x01, HEX-0x00) n anuHa
naeHTuduKatopa.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}
identifer

no dcs remote-agent-id user-
defined {dhcp | dhcpvé |
pppoe-ia | dhcp-relay}

identifer (1..63)
CcMMB0/10B/1Wab0H %m

YcTaHoBUTbL remote-id B popmaTe cBOOOLAHOM CTPOKM, onpenenéx-
HOM nosib3oBaTesieM. BO3MOXKHO UCNo/Ib30BaHMe WabaoHOoB.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay} user-defined [binary]
[add-subtypes]

no dcs remote-agent-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/user-defined

YcTaHOBUTL popmat remote-id

dopmaTbl:

- user-defined — go6asneHne remote-id B popmate cBoboaHOM
CTPOKM C BO3MOKHOCTbIO UCMO/Ib30BaHWA WabNOHOB.
[ononHuUTeNbHbIe NapameTpbl:

- binary — gaHHbIV napameTp yKa3blBaeT, YTO YMCAOBble WABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — faHHbIVi NapameTp yKasbIBaeT, YTO B UAEHTUDHU-
KaTop byaeTt gobaBneH AONONHUTENbHbIA NoATMN (2X-6alTOBbIN
ona DHCPv4 n PPPoE w 4x-6aiTtoBbii ana DHCPv6), B KoTopom
onpegpensaerca dopmat ctpoku (ASCII-0x01, HEX-0x00) u pgauHa
naeHTudmKaTopa.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

Tabnnuya 160 — LLabnoHbIl, 4OCTYNHbIE A5 HAacTpoiKu user-defined naeHtudmkaTopos

Llla6aoH OnucaHue
%a IP-agpec. [laHHbIM WabnoH moxKeT bbiTb NpeobpasoBaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb Homep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).
%h Mmsa ycTpoicTea.
%p KopoTkoe uma noprta, Hanpumep, gil/0/1.
%P [nvHHoe nma nopTa, Hanpumep, gigabitethernet 1/0/1.
%t Tun nopTta, Hanpumep, gigabitethernet.
%m MAC-agpec nopta B dopmate H-H-H-H-H-H-H. [JaHHbIi WwabaoH moKeT 6b1Tb NpeobpasosaH B dopmat HEX.
%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. OaHHbIl wabaoH moxHo npeobpasosatb B popmat HEX.
%u Homep toHuTa. JaHHbIM WabnoH MoxKeT 6biTb NpeobpasoBaH B dopmaT HEX.
%s Homep cnota. [JaHHbIl WwabnoH moxeT 6biTb NpeobpasosaH B popmat HEX.
%i ifindex nopTa. [laHHbIN Wab10H MOXKeT 6bITb NpeobpasoBaH B popmat HEX.
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%cC MAC-agpec aboHeHTCcKoro yctpovictea B popmate H-H-H-H-H-H-H. [aHHbI wabnoH moxkeT 6biTb Npeocbpa-
30BaH B popmat HEX.

%V NaeHtndukatop VLAN. JaHHbIi wWabnoH MoKeT 6b1Tb NpeobpasosaH B dopmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHdurypaumm nutepdeica Ethernet:

console (config-if) #

Tabaunuya 161 — KomaHabl pexkmma KoHpurypauum nHtepoelrica Ethernet

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

dcs agent-circuit-identifer
circuit_id

no dcs agent-circuit-identifer

circuit_id: (1..63)
CMMBO0B/WwaboH
%h%i%Vv

YcTaHoBUTb circuit-id B popmaTte cBobOAHOM CTPOKM, onpese-
NéHHOM nonb3oBaTtenem. BoamoxkHo ncnonb3oBaHue WabaoHOB.
[aHHana HacTporika MMeeT NpuopuTeT nepes, aHaNoTMYHOW r10-
6anbHOM HacTpoiKoi popmara circuit-id.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

dcs remote-agent-identifier
remote_id

no dcs remote-agent-identifier

remote_id: (1..63)
CMMBO0B/WABA0H %M

YcTaHoBUTbL remote-id B dopmaTte cBo6OAHONM CTPOKM, onpese-
NéHHOM nonb3oBaTenem. BoamoxkHo ncnonb3oBaHue WabnoHOB.
[aHHasa HacTporiKka MMeeT NpuopuTeT nepes, aHaNorMYHOW r1o-
6anbHOM HacTponkoi popmata remote-id.

YCTaHOBUTb 3HAYEHMe Nno YMO4aHUIO.

dcs information option {dhcp |
dhcpv6 | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKNIOYEHO

BKkntounTb gobasneHue circuit-id + remote-id A8 KOHKpPETHOro
npoToKona.

V BcraBka circuit-id/remote-id gonykHa 6bITb OTKAIOYEHA
rnobanbHo.

BbIkntounTb fobasneHme remote-id u circuit-id Ana KOHKPETHOro
npoToKona.

KomaHObI pexcuma KoHguaypauuu uHmepagpetica L2Vlan

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 162 — KomaHabl pexkmma KoHpurypauum nHtepdeliica L2Vian

KomaHda

3HayeHue/3HayeHue no

YMOAYAHUIO

Aeiicmeue

dcs information option {dhcp |
dhcpvé | pppoe-ia | dhcp-
relay} enable

dcs information option {dhcp |
dhcpv6 | pppoe-ia} disable

-/BbIKNIOYEHO

BkntounTb AobasneHume circuit-id + remote-id gna KoHKpeT-
HOro NpoToKoAa.

V BcraBka circuit-id/remote-id pgonHa 6biTb OT-
K/loueHa rnobanbHo.

BbikntounTb aobasneHune remote-id u circuit-id ana KoH-
KPeTHOro NpoToKoAa.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKM pexkmma Privileged EXEC:

console#

162

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

Tabnunua 163 — KomaHgb! pexkuma Privileged EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymona4aHuro
show dcs-port-config OT06pa3nTb TEKYLLYH KOHOUIYpaunuio naeHTMdMKaTopoB remote-
[interface fastethernet fa_port fa_port: (1..8/0/1..24); | id v circuit-id gna nHtepdeicos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config ) OT06pasunTb rnobanbHyo KOHOUIYpaLunto naeHTUdMKaTopa circuit-
id.

Mpumep HacTtpoikn DHCP Snooping Bo VLAN10 c HacTtpoikoi DCS-onumint Ha uHTepdeice
Gigabitethernet 1/0/13.

console (config) # interface gigabitethernet 1/0/10
console (config-if)# port-security-state trusted
console (config-if)# set port-role uplink
console (config-if) # switchport mode trunk
console (config-if)# exit
console (config)# ip dhcp snooping
console (config)# wvlan 10
console (config-vlan)# ip dhcp snooping
console (config) # interface gigabitethernet 1/0/13
console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10
( # dcs remote-agent-identifier enable
( # dcs agent-circuit-identifier "$v 8p Sh"
( # dcs remote-agent-identifier "3M"

console (config-if
console (config-if
console (config-if

)
)
)
)

Mpumep HacTpolikm DHCP Snooping Bo VLAN10 c HacTponkon DCS-onuuii gna scex nHTepdeincos B
dopmate HEX.

console (config) # !
console (config) # interface gigabitethernet 1/0/10
console (config-if) # port-security-state trusted
console (config-if) # set port-role uplink
console (config-if) # switchport mode trunk
console (config-if)# exit
console (config)# ip dhcp snooping
console (config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary
console (config dcs agent-circuit-id suboption-type dhcpv4 user-defined binary
(
(
(
(
(
(
(
(
(

console (config dcs remote-agent-id user-defined "SM"

console (config)# !

console (config) # vlan 10

console (config-vlan)# ip dhcp snooping

console (config-vlan)# !

console (config) # interface gigabitethernet 1,/0/13

console (config-if) # switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

)
) #
console (config)# dcs agent-circuit-id user-defined "3%igv"
) #
)

4.21.4 3awuma IP-adpeca Knuedma (IP Source Guard)

®dyHKumsA 3awmTbl IP-agpeca (IP Source Guard) npegHasHayeHa ana puabTpaumm TpaduKa, NPUHATOTO
¢ uHTepdelica, Ha ocHoBaHMM Tabanupl cootBeTcTBMiA DHCP snooping u cTaTuuyeckux cooTeeTcTBuii IP
Source Guard. Takum obpasom, IP Source Guard nossonset 6opoTbcs ¢ noameHon IP-agpecos B NakeTax.
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V' MocKkonbKy PyHKLMA KOHTPOAA 3awwuTbl IP-agpeca ucnonbayer Tabanubl COOTBETCTBUMA
DHCP snooping, meeT CMbIC/1 UICNO/1Ib30BaTb AaHHYI0 PYHKLMUIO, NpeaBapUTebHO
HacTtpous u BKAtouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunuya 164 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue no Leiicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- BKAounTb OyHKUMIO 3awmTbl IP-uHTepdeica pns
security nopTa. Mocne BKAOYEHMA Ha UHTEpdelice Bce 3anucu
/ B Tabnuue IP Binding yctanasnmBatotca B TCAM B Ka-
-/BbIKNOYEHO
YyecTBe paspeLlatoLLero npasuna.
no {ip | ipv6} verify source KomaHga yganaet 3anncu ns TCAM n oTKAtovaeT oT-
port-security 6pacbiBaHue IP-nakeToB Ha NOPTY.
{ip | ipv6} verify source port- OTKAtounTL NpoBepKy VLAN-3aronoska B npuHMmae-
security ignore-vlan / MbIX nakeTax gns IP Source Guard.
—— - -/BbIKNOYEHO
no {ip | ipv6} verify source BepHyTb npoBepky VLAN-3arosioBKka B NPUHUMAEMbIX
port-security ignore-vlan naketax ana IP Source Guard.

KomaHObI pexcuma KoHguaypauuu uHmepagpelica L2Vian

Buza 3anpoca KOMaHAHOM CTPOKM:
console (config-vlan) #

Tabnuua 165 — KomaHapl pexkuma KoHpurypaumm nntepderica L2Vian

3HayeHue/3Ha4yeHue no "
KomaHoa / Aelicmeue
YMOMYAHUIO
{ip | ipv6} verify source port- BKAoUMTb  GyHKUMIO 3awmTbl  IP/IPv6-uHTEpdeitica ans
security VLAN. Mocne BKAOYEHUA HA UHTepdelice BCe 3anucK B Tab-
nuue IP Binding yctaHasnusatotca 8 TCAM B KauecTBe pas-
-/BbIKNOYEHO
pelatoLLero npasuna.
no {ip | ipv6} verify source KomaHpa yoansaet 3anucn u3 TCAM u oTKkAtovaeT otobpachl-
port-security BaHue |IP/IPv6-naketos 8o VLAN.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPoKM perknuma Privileged EXEC:

console#

Tabnunua 166 — KomaHabl pexkuma Privileged EXEC

3HayeHue/3Ha4yeHue

o ymon4aHuio
show { ip | ipv6} verify source OT06pa3sunTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.
[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

KomaHoa Aelicmeue

show running-config ip-source- OT06pa3unTb KoHPUrypauuto moaynsa IP source Guard.
guard
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4.21.5 Konmponaob npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa g/s 3aWmTbl OT aTaKk C
ncnonb3oBaHuem npotokona ARP (Hanpumep, ARP-spoofing — nepexsar ARP-Tpaduka). KoHTponb
npoTtoKosia ARP ocyliecTBaseTca Ha OCHOBe CTaTUYeckux cootsetcTeuit IP- u MAC-agpecoB, 3aaHHbIX Ans
rpynnbl VLAN.

’ ‘ NopT, cCKoHPUrypMUpoBaHHbIN «HepzoBepeHHbIM» ana pyHKumm ARP Inspection, gonkeH
radt TaK)e bbITb «HegoBepeHHbIM» Ana ¢pyHKUun DHCP snooping nnm coorserctsue MAC-agpeca
u IP-agpeca gnA 3TOro NOpPTa AONMKHO 6bITb CKOHGUIYPUPOBAHO CTaTUUECKU. UHaue JaHHbIN
nopTt He 6ypeT oTBevaTb Ha 3anpocbl ARP.

V DOns HeHageXXHbIX NOPTOB BbINOHAIOTCA NPOBEPKU cooTBeTcTBUM IP- 1 MAC-aapecos.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnunua 167 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue .
Aelicmesue

no ymoa4YaHuro

ip arp inspection enable BKAtOUNTL KOHTPOAb NpoTokona ARP (pyHKumio ARP Inspection).
-/BbIKNOYEHO

ip arp inspection disable BbIKNOUMTL KOHTPOAL NpoToKkona ARP (¢pyHKumto ARP Inspection).
ip arp inspection vlan vian_id Pa3spewntb nposepky npoTokona ARP, ocHOBaHHylO Ha Hase cooT-

vlan_id: (1..4094)/ BetcTBuit DHCP snooping, B Bbi6paHHoM rpynne VLAN.
no ip arp inspection vlan BbIK/IIOYEHO 3anpeTuTb NPoBepKy NPoTokona ARP, 0CHOBaHHY!0 Ha 6a3e cooTBeT-
vlan_id cteuit DHCP snooping, B BbibpaHHo rpynne VLAN.
ip arp inspection validate MpenoctaBuTb cneuuduyHbie NPOBEPKU ANA KOHTPOASA MPOTOKOAA
{dstmac | dstmac-ipaddr | ARP.
ipaddr |srcmac | srcmac- - srcmac: na ARP-3anpocoB 1 OTBETOB NPOBEPSETCA COOTBETCTBME
dstmac | srcmac-dstmac- MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHUKA B CO-
ipaddr | srcmac-ipaddr} OepXMMoM npoTtokona ARP.

- - dstmac: [na ARP-otBeTOB npoBepseTtcs cootsercTBne MAC-aa-
peca B 3aronoske Ethernet MAC-agpecy Ha3sHayeHUA B COAEPHKM-
Mmom npoTokona ARP.

- ipaddr: MposepseTca copgepxnumoe ARP-nakeTa Ha Hanuume He-
KOppeKTHbIX IP-agpecos.

no ip arp inspection validate 3anpeTutb cneumdUyHbIe MPOBEPKM A5 KOHTPOAS NpoTokona ARP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnmua 168 — KomaHabl pexmma EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
o ymoa4aHuro
show ip arp inspection globals i OT06pasnTb cUCTEMHYIO KOHUIrypaumio GyHKLMKM KoHTpona ARP
npoToKona.
;\I:/Z:I ;Z]arp inspection vlan vian_id: (1..4094) OT1ob6pasunTb cnncok VLAN, Ha KoTopbix akTuBeH ARP Inspection.
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show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTUKY ANA CNefylowmx TUMOB MAKeToB, KOTopble
6bInn 06paboTaHbl NPy NnomoLm GyHKuMmM ARP:

- nepefaHHble nakeTbl (forwarded);

- noTepsAHHble nakeTbl (dropped);

- owmn6ku B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OUnNCTUTD CTAaTUCTUKY KOHTPOAA NpoTokosa ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

dyHKuma MAC Address Notification no3sosnseT oTcnekmMBaTb NOABAEHME N UCYUE3HOBEHME aKTUBHOTO
obopynoBaHMA Ha CeTM NyTeM CoxpaHeHuAa uctopumn wmsydeHna MAC-agpecos. Mpu obHapyKeHUun
M3MEHEeHMN B cocTaBe M3y4dyeHHbIx MAC-agpecoB KOMMyTaTop coxpaHAeT uHbopmauuio B Tabauue u
m3selaer o6 sTom c nomoubio coobuieHuin npotokona SNMP. ®PyHKUMA MMEeT HacTpauBaemble
napameTpbl — rAybrMHa UCTOPUK O COBBLITUAX U MUHUMAMBbHBIN MHTEPBAN OTNPABKM coobuieHnin. Cepeuc
MAC Address Notification oTK/t04EH NO YMO/THaHWNIO U MOKET ObITb HAaCTPOEH BbIBOPOYHO A5 OTAE/bHbIX

NMopToB KOMMYyTaTOpa.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM B peXnme r1obasibHoM KoHbUrypaumm:

console (config) #

Tabnvua 169 — KomaHapbl pexkmma rnobanbHom KoHdUrypauum

KomaHda

3HayeHue/ 3HayeHue
no ymon4aHuwo

Aelicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIKNIOYEHO

KomaHgza npegHasHayeHa a4na rnobanbHoOro ynpasneHua GpyHK-
umeit MAC notification. KomaHga pa3peluaeT perucrpaumio co-
6bITUI fob6aBneHuns u yganeHns MAC-aapecos u3 Tabanu, Kom-
MyTaTopa 1 OTNPABKY YBEAOMIEHWA O COOLITUAX.

Ona pabotbl GyHKUMM HEOBXOAMMO [OMNONHUTENBHO paspe-
LWaTb reHepaunio yBegoMAeHUI Ha HTepdeiicax (CMm. HUXKe).
Bbikntountb PpyHKumMo MAC notification rno6anbHo M oTMeHUTb
COOTBETCTBYHOLLME HACTPOMKN Ha BCex MHTepdencax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcManbHbI NPOMENKYTOK BPEMEHU MeXay OTnpaBKamu
SNMP-yBegomneHnn. Ecnv 3HayeHue WHTepBaia BPEMEHM
paBHo 0, TO reHepauma yBeLOM/IEHUIA U COXPAHEHME CODbITUI
B MCTOPUIO ByAeT OCyLWecTBAATLCA HEMeA/IeHHO NO mMepe BO3-
HUKHOBEHMA COBbLITMI 06 WM3MEHEHUM COCTOAHUA Tabauubl
MAC-agpecos. Ecnu 3HaueHWe nHTepsana spemeHn 6onblue 0,
TO YCTPOMCTBO ByAeT HakanAnBaTb cObbITUA 06 U3IMEHEHUN co-
cToAHMA Tabanupl MAC-agpecoB B TedeHMe 3TOro BpeMeHM, a
3aTeM OTNpaBAATb yBegomaeHua npoTtokona SNMP u coxpa-
HATb COBbITUA B UCTOPUM.

BoccTaHOBUTL 3HaYeHMe NO YMOHYAHWUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHza 3afaeT MmaKcMmasibHOE KOIMYecTBO cobbITuii 06 us-
MeHEHUW cocToAaHMA Tabaunubl MAC-agpecoB, KOTOpOe coxpa-
HAeTcA B UCTOpUU. ECM ycTaHOBNEH pasmep UCTOPUMU PaBHbIN
0, To cobbiTA He coxpaHsatoTca. MNpu nepenonHeHun bybepa
MCTOPUKN HOBOE COBbITHE MOMELLAeTCcs Ha MecTo CaMoro cTa-
poro.

BocctaHOBUTL 3HaYeHMe no YMONYaHUIO.

logging events mac-address-
table change

table change

no logging events mac-address-

-/BbIKOYEHO

BK/IIOUNTb OTMPABKY TPanos B syslog 0 coBbITUAX U3yHeHUs UK
yaaneHna MAC-agpecos.

BbIK/NIOUMTL OTMPABKY TpanoB B syslog o cobbiTMAX U3yveHunA
vnnn yaaneHma MAC-agpecos.
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mac-address-table notification BkntounTb oTcnexunsaHme MAC Flapping.
flapping
-/BK/IIOYEHO -
no mac-address-table Bobikntountb otcnexkmeanne MAC Flapping.
notification flapping
logging events mac-address- Bkntountb nornposaHne MAC Flapping.
table flapping
- -/BK/IIOYEHO -
no logging events mac-address- Bbikntountb nornposarHne MAC Flapping.
table flapping
snmp-server enable traps BKNIOUUTL reHepaLumio yBeAOM/IEHUI Npu BNOKMPOBKE NopTa
errdisable {storm- no cobbITnAM:
control | loopback-detection| - loopback-detection — o6HapyKeHue neTenb;
udld} - udld — aktnBauus sawmtsl UDLD;
-/BK/IIOYEHO - storm-control — WrpoKoBeLaTenbHbII WTOPM.
no snmp-server enable traps OTKNIOYUTb FreHepaLuio yBegoMaeHnin Ha nHtepdeiice.
errdisable { storm-
control | loopback-
detection | udld}

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnvua 170 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue no .
KomaHoa Aelicmeue
yMoA4YaHuro
snmp trap mac-address-table BKAOUNTL reHepauumio yBEAOMIEHUA HA KaxKAOM UHTep-
change [learnt | removed] device o cobbITUAX N3MeHeHUs cocToaHnA MAC-agpecos.
- learnt — ysegomneHus 06 nsyuennn MAC-agpecos;
-/BbIKNOYEHO
- removed — yBegomneHua o6 yaanesHum MAC-agpecos.
no snmp trap mac-address-table OTKNIOYNTL reHepaLMio yBeJoMIEHUI Ha nHTepdelice.
change [learnt | removed]

KomaHOwbI pexcuma Privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 171 — KomaHabl pexkumma Privileged EXEC

Komanda 3HayeHue/3HayeHue no Neiicmeue
yMon4YaHuio
show mac-address-table i OTobparkeHue Bcex yBeaomneHuii 0b usmeHeHMmn cocTon-
notification change history HUA MAC-agpecoB, COXpPaHEHHbIX B UCTOPUW.
show snmp-server traps - MpocmoTp cobbITUiA, NPU KOTOPbLIX FTeHEPUPYIOTCA TPanbI.

4.21.7 lMpoeepka nodaAuUHHOCMU KaueHma Ha ocHose nopma (cmaHdapm 802.1x)

AyTeHTUdMKaumMa Ha ocHoBe cTaHgapta 802.1x obecrneymMBaeT MPOBEPKY MNOAJAMHHOCTU
Nnosib30BaTeNEN KOMMYTATOPA Yepes3 BHELHUI cepBep Ha OCHOBE MOPTA, K KOTOPOMY MNOAKNOUEH K/NEHT.
Tonbko ayTeHTMOUMUMPOBAHHbIE M aBTOPM3OBaHHblE MOJ/Ib30BATE/IM CMOFYT NepefasaTb M MPUHUMATb
AaHHble. [poBepKa NOAAMHHOCTM NOJib30BaTeNie NOPTOB BbiNosHAeTcA cepsepom RADIUS nocpeactsom
npotokona EAP (Extensible Authentication Protocol).
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

Buza 3anpoca KOMaHAHOWM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:

console (config) #

Tabaunuya 172 — KomaHabl perknuma rnobanbHom KoHGUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

shutdown dot1x

BbIkNtounTbL Mogynb dotlx.

-/MoayNb BKAKOYEH
no shutdown dotl1x

BKkntoumTtb moaynb dotlx.

dotlx system-auth-control

BKkntounTb pexkum ayteHTUdMKaumm 802.1x Ha KOmmyTaTope.

no dotlx system-auth- -/BbIKNIOYEHO

control

BbIKNOUNTb perkum ayTeHTudumKaumm 802.1x Ha KOMMmyTaTope.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHduUrypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabanua 173 — KomaHapl perkuma KoHourypaumm nHtepdeiica Ethernet

3HayeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
dotlx host-mode {multi-host PaspewnTb HaMumMe HECKONIbKUX KIMEHTOB Ha aBTOPU3NPOBAH-
multi-session . Hom nopTy dotlx:
| } -/multi-host pTy

- multi-host — HECKO/IbKO K/IMEHTOB;
- multi-session — HeCcKo/1IbKO ceccuit.

dotlx max-req number

number: (1..10)/2

no dotlx max-req

YCTaHOBUTb MaKCMMasibHOE YMC/I0 MOMbITOK Nepeaaym 3anpo-
COB NpoToKosa EAP-KAMeHTy nepes HOBbIM 3amyCcKOM npoLiecca
NPOBEPKMN MOANMHHOCTH.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

-/force-authorized

no dotlx port-control

HactpouTb ayteHTUdUKaumio 802.1X Ha nHTepdeiice.
Pa3pewwnTb py4HOl KOHTPOb 33 COCTOSAHMEM aBTOPU3aALLUM
nopra.

- auto — nucnonb3osatb 802.1X gnA U3MEHEHUNS COCTOAHMUA KNU-
€HTa MeXAay aBTOPU30BaHHbIM M HEABTOPU30BAHHbIM;

- force-authorized — BbikntoyaTb ayTeHTUOUKaumMIo 802.1X Ha
nHTepoelice. Mepexos NopTa B aBTOPU30BaHHOE COCToAHME be3
ayTeHTUdUKaLMK;

- force-unauthorized — nepesog nopTa B HEaBTOPM30BaAHHOE
cocTofHMe. UrHopupyroTca BCe NONbITKM ayTeHTUGUKALUK Kn-
eHTa, KOMMYTaTOp He NPeaoCTaBAAET CePBUC ayTEHTUDMKALMUM
AN1A 3TOro nopTa.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

dotlx auth-method {802.1x |
mac}

-/802.1x + mac

no dotlx auth-method

Bbibop meToaa ayTeHTUPUKALMM:

- mac — BK/oYaeT ayTeHTUdMKaLmMio, OCHOBaHHYIO Ha MAC-aa-
pecax;

- 802.1x — BK/tOYaET ayTeEHTUPUKALMIO, OCHOBAHHYIO Ha 802.1x.

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

dotlx reauth-max number
number: (1..10)/2

no dotlx reauth-max

3apaTb MakCcMManbHOE KOIMYECTBO MOMbITOK aBTOpU3auumn onAa
KNWneHTa.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

dotlx reauthentication
-/BbIK/IIOYEHO

no dotlx reauthentication

BKAIOUUTL NeproanyecKkue NoBTOPHbIE MPOBEPKU
NoA/IMHHOCTU (NepeayTeHTUdUKALMIO) KAMEHTa.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHWIO.
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dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWUTb NEpMoA, B TEUEHME KOTOPOro KOMMYTATOP OCTaeTcA
B COCTOAHUM MONIYAHWUA NOC/E HeYAAYHOW NPOBEPKU NOA/UH-
HOCTW.

B TeyeHue Neproaa MONYAHUA KOMMYTATOP HE MPUHUMAET U
He MHULMMPYET HUKAKUX ayTEHTUPUKALMOHHBIX COOBLLEHWIA.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKaszaTb NPOMEXKYTOK BPEMEHMU, MO UCTEYEHMUU KOTOPOTO KOM-
MyTaTop nonpobyeT peayTeHTUPULMPOBATL KAMEHTa.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCTaHOBWUTb NEPUOA, B TEUEHME KOTOPOrO KOMMYTATOP OXKMU-
[JaeT 0TBeTa OT cepBepa ayTeHTUOUKALMM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL NepMos MexXAay NOBTOPHbIMM Nepegayamu 3anpo-
coB npoTtokona EAP-knneHTy.

YCTaHOBUTb 3HaYeHMe NO YMOIHYAHMUIO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKaszaTb NPOMEKYTOK BPEMEHMU, B TEYEHNE KOTOPOro KOMMYTa-
Top oXuaaet oTBeTa Ha EAP-3anpoc/Kagp uaeHTMdmKaumm ot
K/neHTa.

YCTaHOBUTb 3Ha4YeHMe No YMOIYAHMUIO.

dotlx guest-vlan vian_id

no dotlx guest-vian

vlan_id: (1..4094)/
BbIK/IKOYEHO

Onpegenutb roctesyto VLAN.
OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTeNAM UHTepdelica
poctyn K roctesolt VLAN.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

dotlx unauthenticated-vian
vlan

no dotlx unauthenticated-
vian

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpeaenutb He3apernctpmposaHHyo VLAN.
OTKpbIBaeT Nonb3oBaTensm uHtTepoerica goctyn K VLAN, ecam
cepBep ayTeHTUOUKALMM HeJOCTYMEH.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

dotlx radius-attributes {filter-
id / vlan} [optional]

no dotlx radius-attributes
{filter-id / vlan}

-/BbIKNIOYEHO

BbibpaTb 06paboTKy onumm B coobuieHunax Radius-cepsepa:

- filter-id — BkntounTL 06paboTKY onumu Filter-1d (11);

- vlan — BKAt0UUTL 06paboTKy onumm Tunnel-Private-Group-ID
(81);

- optional — paspeLwmnTb ayTeHTUMKALMIO KTMEHTA, EC/IU B CO06-
weHmax RADIUS-cepBepa OTCYTCTBYET COOTBETCTBYIOLLLAA OMLMUA.

BbIKN0UMTL 06PabOTKY COOTBETCTBYIOLLEN ONuma B coobule-
HuAx RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-type]

no dotlx local-database
username

username: (1..20)
CUMBO/IOB;
password: (1..20)
CUMBO/IOB;
auth-timeout: (1-7200)

[06aBuUTb B TOKaNbHYIO 633y AaHHbIX MHPOPMaLUIO O
nosb3osartene.

Ypanutb VIH(I)OpMaLI,I/HO 0 No/b30BaTene U3 I0KaNbHOM 6asbl
AaHHbIX.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnnuya 174 — KomaHzabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OcCyLWecTBUTb BPYYHYIO NOBTOPHYO NPOBEPKY NOAIMHHOCTU YKa-
3aHHOrO NopTa B KOMaHAe.

show dotlx

MokaszaTtb KoHUrypaumto dotlx.

show dot1x all

MNMokaszaTtb KoHoUrypaumto dotlx gns Bcex MHTepdencos.

show dotlx interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3aTb HacTpoliku npoTokona 802.1x Ha uHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb napameTpbl ceccumn dotlx no Bcem mac-agpecam uau
Mo KOHKPETHOMY mac-aapecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb NapameTpbl ceccun dotlx No NopTam MAKM NO KOHKpeT-
HOMY mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb cTaTUCTUKY 06MeHa nakeTamu dotlx Ha uHTepdelice.

[Mpumep 8KAYeHUA pexrcuma aymeHmugukauuu 802.1x Ha Kommymamope

Ucnonb3zoBaTb RADIUS-cepBep 41a NpoBepKM NOAJANMHHOCTM KAMEHTOB Ha MHTepdencax |IEEE 802.1X. [na 8
uHTepdelica Ethernet ucnonbzosatb pexum aytreHTUbMKaumMm 802.1x.

console# configure terminal
console (config) # dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config) # interface gigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHkyuu IPv6 RA Guard

®yHKuMA IPv6 RA Guard npegocTaBaseT 3alWmTy OT aTaK, OCHOBAHHbIX Ha pPaccbl/iKe NoAAeNbHbIX na-
KetoB Router Advertisement, paspeLuasn OTCbIIKY COOBLLLEHNI TONBKO C AOBEPEHHbIX MOPTOB.

KomaHObI pexcuma 2106as6H020 KOHGU2ypUpPOoB8aHUSA

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasbHoro KoHGUrypupoBaHus:

console (config) #
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Tabnunua 175 — KomaHabl pexuma rnobasbHOro KoHGUrypmpoBaHus

KomaHoa

3HayeHue/3HavyeHue no
YMOMYAHUIO

Aeiicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MoAayNb BKAOYEH

OTKAloYnTL paboty mogyna IPv6 RA Guard Ha ycTpoicTse.

l [aHHasa KomaHAaa oTKAtouYaeT paboty moayns IPv6

H RA Guard c 6e3B03BpaTHbIM yAaneHMem BceX
HacTpoek 6,10kKa IPv6 RA Guard.

BKntounTb paboty moayna IPv6 RA Guard Ha ycTpolicTse.

ipv6 nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IOYEHO

Paspelwntb KOMMYTaToOpy KOHTPO/IMPOBaHWE MNOCPeACcTBOM
dyHKuum IPv6 RA Guard.

BbikntoueHne pyHKummM IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3paTtb U ckoHdurypmposaTb policy IPv6 RA Guard.

Yaanutb policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipvé6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna RA Guard Ha ocHose link
layer agpeca.

YaanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3patb 3anucb B cnucke goctyna RA Guard Ha ocHose |IPv6-
npedukca.

YaanuTb 3anucb B cnmucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipvé6 rag-src-ipvé6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3pgatb 3anucb B cnucke aoctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YanuTb 3anucb B cnucke goctyna RA Guard.

KomaHObI pexcuma 2106aa6Ho020 KOHu2ypuposaHus policy IPv6 RA Guard

Bua 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypmuposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnnua 176 — KomaHabl pexkuma KoHdurypuposaHua policy IPv6 RA Guard

3Ha4yeHue/3HayeHue no

KomaHoa Aeiicmeue
YMOAYAHUIO
device-role {host | router} Bbi6op pexknuma paboTbl nopTa.
Jhost - host — 6n10KkMpoBKa Bcex BxoaALmx RA-coobueHni;

- router — punbTpauma RA-coobLieHnit B COOTBETCTBUM C

HaCTPOEHHbIMW NPaBUNAMM.
other-config flag {on | off | YnpasnaTb O-6utom B RA-CO0Ob6LLEHMAX.
none} -/none
managed-config flag{on | off YnpasnaTb M-6utom B RA-cO0bLLEHUAX.
| none} -/none
router-preference {low | me- _/none YnpasnaTb nonem router-preference 8 RA-coobuieHumnx.

dium | high | none}

match rag-acl-list ac/_num

no match rag-acl-list

acl_num: (1..100)

OcyLectBuTb NpmBA3sKy acl K policy IPv6 RA Guard.

Yaanutb npusasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

no match rag-prefix-list

prefix_id: (1..100)

OcywectBuTb dunbTpaumio coobuweHuii IPvé RA Guard no
npedwuKcy.

Yaanutb dunbtpaymio no npedukcy IPvé6 RA Guard.

match rag-src-ipvé6-list
ipv6_prefix_id

ipv6_prefix_id: (1..100)

OcywectBuTb dunbTpaumnio coobuweHuii IPvé RA Guard no
IPv6-npeduKcey.
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no match rag-src-ipv6-list Ypanute ¢unbvTpaumto coobuieHunit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUTypupoBaHua nHTepdeiica:

console (config-if) #

Tabnnua 177 — KomaHabl pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

3HayeHue/3Ha4yeHue no »
KomaHda / Aeiicmeue
YyMOAYAHUIO
ipv6 nd ra-guard Paspewntb KoMMmyTaTOpy KOHTPOANPOBaHWE GyHKUUK IPv6 RA
-/BbIKNOYEHO Guard Ha uHTepodeiice.
no ipvé6 nd ra-guard Bbikntountb pyHKUMo IPv6 RA Guard Ha nHTepodeiice.
ipv6 nd ra-guard trust- [06aB1Tb NOPT B CNMCOK J0BEPEHHbIX.
state trusted Mo ymonyaHuio Bce NopTbl
ipv6 nd ra-guard trust- ABnATCA untrusted Ypanutb nopt 13 trusted-list.
state untrusted
ipv6 nd ra-guard attach- MpwuBasaTb ckoHbUrypuposaHHbIv policy IPv6 RA Guard K uH-
policy policy_id vlan {add | policy_id: (1..65535); Tepoeiicy.
remove | none} vian_list] vlan_list: (1..4094)
no ipv6 nd ra-guard attach- Yaanutb policy IPv6 RA Guard Ha nHtepdelice.
policy policy_id
KomaHOb! pexcuma Privileged EXEC
Bua 3anpoca KomaHAHOM CTPOKM B pexkume Privileged EXEC:
console#
Tabnunua 178 — KomaHab! pexuma Privileged EXEC
3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymMoaA4YaHuto
show ipv6 nd ra-guard Moka3saTb HacTpoliku IPv6 RA Guard Ha nHtepdeiicax.

[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

show ipv6 nd ra-guard policy
[policy_id]

policy_id: (1..65535) MoKas3aTb HAacTpolKM NoanTuK IPv6 RA Guard.

show ipv6 nd ra-guard global - MokasaTtb rnobanbHbie HacTponku IPv6 RA Guard.

4.21.9 Hacmpoiika ¢pyHkyuu IPv6 ND Inspection
®dyHKumA IPv6 ND Inspection npeaocTaBAfeT 3aMTy OT aTaK, OCHOBAHHbIX Ha Paccbl/iKke NoAAeNbHbIX
Neighbor Advertisement, paspeluas oTcbiKy COOBLLEHMIA TONBKO C AOBEPEHHbIX MOPTOB UK NPU COOTBET-

CTBUU NAKETa HaCTpOEHHOﬁ NONINTUKE.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUS

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobasnbHoro KoHGUrypnposaHusa:

console (config) #

172 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnuua 179 — KomaHabl pexmma rnobanbHoro KoHGUrypnpoBaHus

KomaHoa

3HayeHue/3HavyeHue no
YMOMYAHUIO

Aeiicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MoAyYNb BKAOYEH

OTkAtounTL paboty moayna IPve ND inspection Ha ycTpoit-
cTBE.
JaHHaA KomaHAa OTKAoYaeT paboty moaynsa IPve
I RA Guard u IPv6 ND Inspection ¢ 6e3803BpaTHbIM
o yAaneHuem Bcex Hactpoek 610Ka IPv6 RA Guard n
IPv6 ND Inspection.

BKkatounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTBe.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKIOYEHO

Bkntountb PpyHKUMIo IPv6 ND Inspection.

BbikntoueHne pyHKumio IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3paTtb 1 ckoHdurypuposaTb policy IPv6 ND Inspection.

Yaanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num
[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

Ypanutb 3anucek B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

ipv6 nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

Ypanutb 3anuce B cnucke goctyna ND Inspection Ha ocHoBa-
HuK target ipv6-addr B 3aronoske ICMPv6.

ipv6 nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

Co3patb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPv6.

Yaanutb 3anuck B cnmucke goctyna ND Inspection Ha ocHoBa-
Huu target mac-addr 8 3aronoske ICMPv6.

KomaHObI pexcuma KoHguaypuposaHus policy IPv6 ND Inspection

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHPUrypuposaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabnunua 180 — KomaHabl pexkuma KoHdurypuposaHua policy IPv6 ND Inspection

3Ha4yeHue/3HayeHue o

KomaHoa Aelicmeue
YMOAYAHUIO
override-flag {on | off | Onpegaenntb 3HaveHue dnara override 8 NA-coobLieHUnX.
none} -/none
router-flag {on | off | none} -/none Onpeaenntb 3HayeHue dnara router B NA-coobLieHUnAX.
solicited-flag {on | off | _/none OnpeaennTb 3HayeHue dnara solicited 8 NA-coobuieHunx.

none}

match src-addr-acl src-addr-
acl_num

no match src-addr-acl src-
addr-acl_num

src-addr-acl_num:
(1..65535)

OcyuwecTteuTb NpmesasKy src-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npusasky src-addr-acl k policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

no match tgt-addr-acl tgt-
addr-acl_num

tgt-addr-acl_num:
(1..65535)

OcyuwectBuTb Npueasky tgt-addr-acl k policy IPv6 ND Inspec-
tion.

Yaanutb npuesasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:
(1..65535)

OcyuwectBuTb NpuBA3Ky tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.
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no match tgt-mac-acl tgt-
mac-list_num

YpanuTe npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexxnma KoHOUTypupoBaHua nHTepdeiica:

console

(config-if) #

Tabnnua 181 — KomaHabl pexkmma KoHpurypmposaHua nHtepoeiica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIKNOYEHO

Bkntountb PyHKUMIo IPv6 ND Inspection Ha uHtepdelice.

Bbikntountb pyHKUMio IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopThbl
AsnAaoTCcA untrusted

[06aBWTb NOPT B CMIUCOK AOBEPEHHDIX.

YAanuTb NOpT U3 CNMCKa LOBEPEHHDIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpwnBasaTb ckoHoUrypmposaHHbIl policy IPv6 ND Inspection kK
nHTepoency.

MonutuKa He moxKeT 6bITb NPUBA3aHa K HTEpdeiAcy,
. HaxoAALEeMYCA B CNUCKe AOBEPEHHbIX NOPTOB.

Ypanutb policy IPv6 ND Inspection ¢ nHTepdeiica.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTPOKKM B pexxume Privileged EXEC:

console#

Tabnvua 182 — KomaHgbl perkmuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ipv6 nd inspection
[interface fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group ]

Moka3saTb HacTpoliku IPv6 ND Inspection Ha uHTepdelicax.

show ipv6 nd inspection policy
[policy_id]

policy_id: (1..65535)

Moka3aTb HacTpolkM noantuk IPvé ND Inspection.

show ipv6 nd inspection src-

src-addr-acl_num:

MokasaTtb HacTpolikm IPv6 ND Inspection src-addr-acl.

addr-acl [src-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpolikm IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)
show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.
mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global

MokasaTtb rnobanbHble HacTpoiku IPv6 ND Inspection.

4.22 ®dyHKuum DHCP Relay nocpegHuka

KommyTatopbl nogaepmeatot ¢yHKumMn DHCP Relay areHTa. 3agadveit DHCP Relay areHTa aBnsetcs
nepegavya DHCP-nakeToB OT KAMeHTa K cepBepy M obpaTHo B cnyyae, ecnm DHCP-cepBep HaxoauMTca B 04HOM

CeTu, a KAneHT B apyron. Opyroit ¢dyHKUMel aBnseTca aobaBneHue AONOAHUTENbHbIX onuuii B DHCP-
3anpockl KAneHTa (Hanpumep, onuuu 82).

174 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTATOP NPUHUMAET OT KamneHta DHCP-
3anpochbl, NepenaeT 3T1 3anpocbl CEPBEPY OT MMEHMU KIMEHTA (OCTaBAAA B 3anpoce onuun ¢ Tpebyembimu
KIMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHUrypaumm, aobasnsaa ceoun onuuu). Monyyms oTeeT oT
cepBepa, KOMMyTaTOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2a06ana6HolU KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 183 — KomaHab! pexuma rnobanbHon KoHdUrypaumm

3HayeHue/3Ha4yeHuUe .
KomaHoa / Aelicmeue
o ymMmon4aHuto

ip dhcp relay BkntounTe dpyHKumio DHCP Relay areHTa Ha KommyTaTope.

7 Ecnn DHCP Relay BkatouyeH rno6anbHo, HO He BK/IIOYEH HA

-/BbIK/OYEHO otaenbHbix VLAN, To Relay 6yget paboTtaTb Ha BCcex aKTUB-

Hbix VLAN.
no ip dhcp relay BbikntounTb dyHKumno DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec aoctynHoro DHCP-cepsepa ana DHCP Relay

[source-port src_port] src_port: (1..65535);
" dst_port: (1..65535);

[destination-port dst_port]
MoxeT 6bITb 334aH0 40

areHTa.

no ip dhcp relay server ip_add NATH CepBepoB Yaanutb IP-agpec us cnucka DHCP-cepsepos ans DHCP Relay
areHTa.

KomaHObI pexcuma KoHgu2ypayuu VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHdurypaumm VLAN:
console (config-vlan) #

Tabnnua 184 — KomaHgb! pexkmuma KoHpurypaumm VLAN

3HayeHue/3Ha4yeHue .
KomaHoa / Aelicmsue
no ymoa4YaHuro
ip dhcp relay Bkntountb PyHKumto DHCP Relay areHTa ana KoHburypupyemoro
VLAN.
-/BbIKNOYEHO
no ip dhcp relay Bbikntountb dpyHKkumto DHCP Relay areHTa ans KoHGUrypupyemoro
VLAN.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 185 — KomaHgb! pexkmuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro

show ip dhcp relay information OT06pasnTb KoHOUrypaumio HacTpoeHHon ¢yHKumMm DHCP Relay
{fastethernet fa_port | giga- fa_port: (1..8/0/1..24); | areHTa A8 KOMMYyTaTOpa W OTAENbHO ANA UHTEPENCoB, a TaKkKe
bitethernet gi_port | two- gi_port: (1..8/0/1..48); | cn1COK AOCTYMHbIX CEPBEPOB.
pointfivegigabitethernet te_port: (1..8/0/1..11);
two_port | tengigabitethernet vlan: (1..4094)
te_port | vlan vian}
show dhcp server - OT06pPa3nTb CMMCOK AOCTYMNHbIX CEPBEPOB.
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4.23 KoHdurypauua DHCP-cepBepa

’ DYHKUMA noppep:KuBaeTcs TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

— MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-

24F, MES3400-48, MES3400-48F, MES3710P.

DHCP-cepBep ocyLLEeCTBASET LEeHTPa/IM30BaHHOE yMpaB/ieHMe CeTeBbIMM aApecamMn U COOTBET-
CTBYIOWMMM KOHPUTYPALMOHHBIMU NapameTpamu, aBTOMaTUYECKM NPeaocTaBAAs MUX KAMEHTam. 3To
No3BoONSET N3beKaTb PY4HOM HACTPOMKMU YCTPOMCTB CETU M YMEHbLLAET KOIMYECTBO OLINOOK.

Ethernet-kommyTaTopbl moryT pabotatb Kak DHCP-kaneHT (nonyyeHne cobecreeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepBep. B cnyyae ecam DHCP-cepBep OTKAOUYEH, TO KOMMYTaTOP MOXKeET

pabotatb c DHCP Relay.

KoHdurypmuposaHue onumnit DHCP-cepBepa BO3MOMXKHO KaK U3 pexxuma rnobanbHol KoHurypaumu,
TaK U U3 pexkmma KoHourypmposaHus DHCP-nyna agpecos. B perknme koHdurypuposaHma DHCP-nyna aa-
pecoB eCTb BO3MOXHOCTb HaCTpanBeaTb CTaTUYECKMeE 3anuncu.

V Mpu ogHOBpemMeHHO HacTpoiike 3HaueHui onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypauum, pexkume KoHourypuposaHmua DHCP-nyna agpecos u HacTpoitke host-
3anuceit Bblaaya onuuii 6yaeT ocyLLecTBAATLCA B COOTBETCTBUU CO C/IeAYIOWMUM Npuopure-

TOM:

1. Hactpoiika cratuyecKoii 3anucm.
2. Hactpoiika gna pool.
3. FnobanbHaA HacTpoiika.

KomaHObI pexcuma 2a0baabHol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnnua 186 — KomaHabl pexkmma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip dhcp server

no ip dhcp server

-/BbIK/IOYEHO

BkntoueHune ¢pyHKunn DHCP-cepBepa Ha KommyTaTope.

BbikntoueHne dpyHkumm DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool {number}
[name]

no ip dhcp pool {number}

number: (1..2147483647)
name: (1..64) cumBonos

BoliTn B pexxum KoHdurypaumm DHCP-nyna agpecos DHCP-
cepsepa.

- number — Homep DHCP-nyna agpecos;

- name — vnma DHCP-nyna agpecos.

MakcumanbHo gonyctumoe Konmdectso DHCP pool
= YKa3aHo B TabauueTabavua 9 9.

Ypanute DHCP-nyn ¢ 3afaHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

YKasartb IP-agpec, koTopble DHCP-cepBep He byaeT HasHavaTb
ona DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — KoHeuHbI# |IP-agpec granasoHa.

Yaanutb IP-aapec 13 cnncka UCKNOYEeHUI ANA Ha3HAYeHUA ero
DHCP-knueHTam.

ip dhcp server bootfile name

filename: (1..64)
CUMBOJI0B

YKasaTtb umsa daiia, MCNosib3yeMoro A HavyabHOM 3arpy3Kku
DHCP-knuenTa.
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no ip dhcp server bootfile

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip dhcp server default-router
ip_address_list

no ip dhcp server default-
router

Mo yMONYaHMIO CNUCOK
MapLIPyTU3aTOPOB He
onpegesneH

OnpeaennTb CNUCOK MapLIpyTU3aTOPOB MO YMOYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, mMo-
KeT cogepraTb Ao 8 3anucei, pasgeneHHbix npobenom.
IP-agpec mapLupyT1M3aTopa f0MKeH 6biTb B TOW Xe
. NOACETH, YTO U K/IUEHT.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHWUIO.

ip dhcp server dns-server
ip_address_list

no ip dhcp server dns-server

Mo ymonyaHuio cnncok
DNS-cepBepoB He
onpeaeneH

OnpepgennTb cnncok DNS-cepBepoB, fOCTYMHbIX 418 KNMEHTOB
DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepsepoB, moxkeT
cofepKaTb A0 8 3anucel, pasaeneHHbix Npobesom.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHWUIO.

ip dhcp server domain-name
domain

no ip dhcp server domain-
name

domain: (1..128)
CMMBO/IOB

Onpegenutb gomeHHoe nma gna DHCP-kaneHToB.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

ip dhcp server netbios-name-
server ip_address_list

no ip dhcp server netbios-
name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH

Onpegenutb cnncok WINS-cepBepoB, AOCTYNHbIX ANA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MoxKeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-
node | h-node}

no ip dhcp server netbios-
node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpeaeneH

Onpegenutb 1N y3na NetBIOS Microsoft ana knanentos DHCP:
- b-node — lWMpOKoBELATENbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIW;

- h-node — rnbpuaHbIi.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp server next-server
ib_address

no ip dhcp server next-server

Mcnonb3osatb ana ykasaHua DHCP-knuneHTy agpeca cepsepa
(Kak npasuno, TFTP-cepsepa), C KOTOPOro A0XKEH ObITb NONY-
YeH 3arpy3ouHblii dpaiin.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip dhcp server ntp-server
ip_address_list

no ip dhcp server ntp-server

Mo ymonuyaHMIo CUCOoK
CepBepoB He onpeaeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, JOCTYNHbIX ANA KAK-
eHToB DHCP.

- ip_address_list — cnncok IP-agpecos cepBepoB BpeMeHU, Mo-
YKET coaepKaTtb A0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

ip dhcp server sip-server
{domain domain_name_list |
ip ip_address_list}

no ip dhcp server sip-server

Mo yMONYaHWUIO CNUCOK
SIP-cepBepoB He
onpegeneH

Onpegenutb cnncok SIP-cepBepoB, AOCTYMHbIX ANA KANEHTOB
DHCP.

- domain_name_list — cnUCOK AOMEHHbIX MMmeH SIP-cepBepos,
MOMeT cofepaTb 40 2 3anucei, pasgenieHHbIXx npobenom.
MaKcnmanbHasa aanHa cTpokn — 125 cumBo0B.
-ip_address_list—cnucok IP-aapecos SIP-cepBepoB, MOXeT co-
AepKaTtb A0 8 3anuceit, pasaeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip dhcp server vendor-specific
ascii_string

no ip dhcp server vendor-
specific

ascii_string: (1..128)
CMMBOJIOB

Onpefenntb COOTBETCTBUE MEXAY OnpeaeneHHbIMN ONuMAMU
DHCP ¢ KOHKpeTHbIM BEHA0POM.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip dhcp server option code
{boolean bool_val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

no ip dhcp server option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJI0B

Hactpoutb onumm DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cly4Yasnx
MOXKET coaeprKaTb A0 8 3anuceit);

- hex_string — cTpoka B WwWecTHaauaTepuyHom popmare.

Yaanutb onuuun ana DHCP-cepsepa.
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ip dhcp server offer-reuse

time .
time: (1..120) cekyHp,

no ip dhcp server offer-reuse

3apaTb Bpems, B TedyeHne koToporo DHCP-cepsep oxupgaet
DHCP REQUEST oT kaneHTa, npexae Yem NOBTOPHO OTNPaBUTb
OFFER.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ip dhcp server ping-packets

-/BbIK/IIOYEHO

no ip dhcp server ping-packets

Bkntounts nepepady ICMP-3anpocoB Ha HasHavaembllt |P-
afpec, 4To6bl MPOBEPUTL 3aHATOCTb agpeca, NPeXxae Yem OH
byaeT HazHayeH DHCP-knneHTy.

YCTaHOBWUTb 3HAYeHME No YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KomaHAHOW CTPOKM B pexnume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 187 — KomaHabl pexkmma KoHpUrypaumum

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

3afaTb AMana3oH BblAaBaEMbIX a4pPECcOB A1 YKa3aHHOTo
DHCP-nyna.

- network_number — |P-agpec Homepa noaceTu;

- low_address — HayanbHbIl IP-agpec Anana3oHa aApecos;
- high_address — KoHeuHbIW |IP-agpec grMana3oHa aapecos;
- mask — macKa nogcetu.

no network Ypanutb guanasoH agpecos DHCP-nyna.
lease {days [hours [minutes]] | Bpemsa apeHabl IP-aapeca, KoTopoe HazHayeHo oT DHCP.
infinite} - infinite — Bpems apeHabl He OrpaHNYEeHo;
- days — KONN4ecTBo AHel;
-/1 peHb - hours — KonMYecTBO Yacos;
- minutes — KOIMYECTBO MUHYT.
no lease YCTaHOBWUTb 3HAYEHME MO YMOYAHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasaTb IP-agpeca, KoTopble DHCP-cepBep He ByaeT HasHa-
yatb gnAa DHCP-knueHTOB.

- low-address — HavanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV IP-agpec gManasoHa.

Yaanutb IP-agpeca M3 cnucka UCKAOYEHUI ANA Ha3HavyeHuA
ero DHCP-knueHTtam.

bootfile filename .
filename: (1..64)

CMMBOJ1I0B

no bootfile

YKa3aTb umaA ¢paitna, MCnonb3yemoro ona HavanbHOW 3arpysKu
DHCP-knueHTa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

default-router ip_address_list

Mo ymonYaHuto cnncok
MapLLpPyTU3aTOPOB He
onpegaeneH

no default-router

OnpeaennTb CNMCOK MapLpPyTU3aTOPOB MO YMOMYAHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecoB mapLpyTM3aTopos,
MOXET coepKaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-apgpec mapLupyTU3aTopa AOMKEH 6bITb B TOM XKe
e NOACETH, YTO U KUEHT.

YCTaHOBUTbL 3HaYeHue no YMONYaHULO.

dns-server ip_address_list
Mo ymon4yaHuio Crncok
DNS-cepsepoB He
onpepeneH

no dns-server

Onpepenutb cnnucok DNS-cepBepoB, AOCTYMHbIX ANA KAWEH-
Tos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
cofepKaTb A0 8 3anucel, pasfaeneHHblx npobesom.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenntb IPv4/IPv6-agpeca ans goctynHbix DNS-cepse-
pos.

Yaanutb IP-agpec DNS-cepBepa 13 cnmcka A4OCTynHbIX.

domain-name domain domain: (1..128)

CMMBOJIOB

no domain-name

Onpegenutb gomeHHoe uma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuto cnmucok
WINS-cepBepoB He
onpeaeneH

Onpegenntb cnnucok WINS-cepsepoB, AOCTYMHbIX ANA KAWEH-
ToB DHCP.

- ip_address_list — cnvcok IP-agpecos WINS-cepBepoB, MoXKeT
cogepKaTtb 0 8 3anucei, pasaeneHHbix npobenom.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

netbios-node-type {b-node | p-
node [ m-node | h-node}

no netbios-node-type

Mo ymonyaHuto TMn y3na
NetBIOS He onpegeneH

Onpegaenntb TMN y3na NetBIOS Microsoft ans knaneHTos DHCP:
- b-node — wWwnpoKoBeLLaTe/bHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBVMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

next-server ip_address

no next-server

Mcnonb3osaTtb Ana ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOroO AO/IKEH BbITb NONY-
YeH 3arpy3odHbIi dann.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ntp-server ip_address_list

no ntp-server

Mo yMmOA4YaHMIO CNNCOK
cepBepoB He onpeaeneH

OnpeaenvTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANS KNK-
eHToB DHCP.

- ip_address_list —cnucok IP-appecos cepBepoB BpeMeEHU, MO-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo yMONYaHWUIO CNUCOK
SIP-cepBepoB He
onpegeneH

Onpegenutb cnncok SIP-cepsepoBs, AOCTYNHbIX ANA KANEHTOB
DHCP.

-domain_name_list — cnucoK fomeHHbIX UMeH SIP-cepBe-pos,
MOXET cofep:KaTb 40 2 3anucen, pasgeneHHbix npobenom.
MaKkcumanbHasa ganHa CTpoku — 125 cumsonos.

- ip_address_list — cnucok IP-agpecoB SIP-cepBepoB, MOMKeET
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

vendor-specific ascii_string

vendor-specific

ascii_string: (1..128)
CMMBO/I0B

Onpefenvtb COOTBETCTBME MeEXAY ONpefeNeHHbIMU Onuu-
AMU DHCP ¢ KOHKpPETHbIM BEHAOPOM.
- ascii_string — cTpoka B ¢opmate ASCII.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

option code {boolean

bool_val | ascii ascii_string | ip
ip_address_list | hex
hex_string | none}

no option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/I0B

Hactpoutb onumn DHCP-cepsepa.

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B dopmate ASCII;

- ip_address_list — cnucok IP-afpecoB (B HEKOTOPbIX CyYanx
MOMKET COAEPNKaTb A0 8 3anucen);

- hex_string — cTpoka B 16-om popmare.

Ypanutb onunun gna DHCP-cepsepa.

tftp-server ip_address_list

no tftp-server

Mo ymonyaHuio cnncok
TFTP-cepBepoB He
onpeaeneH

Onpepenntb cnmncok TFTP-cepBepoB BpemeHW, AOCTYMHbIX
ana knmentos DHCP.

- ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXKeT
cofep:KaTtb Ao 8 3anuceld, pasfeneHHbIx Npobesom.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

utilization threshold
percentage

no utilization threshold

percentage: (0..100);
-/75 npoueHToB

3afaTb 3HaYeHWe B NpoLEHTax, NpM KoTopom ByaeT creHepu-
poBaHO coobuieHne 0 3anoAHEeHUN Nyaa A0 YKa3aHHbIX rpa-
HUU,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

[pumepbl UC016308AHUS KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-KAneHTOB: nmA gomeHa — test.ru, wato3
no ymon4yaHuto —192.168.45.1 n DNS-cepsep —192.168.45.112.

console#

console# configure terminal
console (config) # interface vlan !
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit

console (config) # ip dhcp server
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console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # domain-name test.ru

console (dhcp-confiqg) # dns-server 192.168.45.112

console (dhcp-confiqg) # default-router 192.168.45.1

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff ip
192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

#
#
#
#

TMpumepsbl Hacmpolku onyul

Hactpoute DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmeHTOB cnegytowme onymn: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan !

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if) # exit

console (config) # ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config) # option 3 ip 192.168.45.1

console (dhcp-config)# option 12 hex 686f73746e616d655f74657374
console (dhcp-config)# option 15 ascii test.ru

console (dhcp-config)# option 19 boolean

V B npumepe 3HayeHue onuum 12 nepesBegeHo u3 ascii B hex.

KomaHObI pexcuma KoHgu2ypayuu cmamuyecKkux 3anucelti DHCP-cepsepa

Bug, 3anpoca KOMaHAHOW CTPOKM B pexknume KoHourypaumm nyna DHCP-cepsepa:
console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnua 188 — KomaHabl pexkmma rnobanbHoi KoHduUrypaumm
3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
o yMmOoN4YaHuo
host client-identifier hex 3apaTb ip-aApec A1A YCTPOMCTBA C YKa3aHHbIM UAeHTUDMKa-
hex_string ip ip_address TOpOM.
. - hex_string —naeHTUMKATOP KNANEHTa, NPEACTaBAAIOLLMIA CO-
hex_string: (1..156) o )
6001 hex-cTpoky;
cMmeonos - ip_address — IP-agpec, HasHa4Yaemblit kKaneHTy DHCP-cepBe-
pa.
no host client-identifier hex Y4anuTb CTaTMYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
hex_string ip YKa3aHHbIM UAEHTUOUKATOPOM.
host client-identifier hex Co3paTb CTaTMYECKYD 3aMucCb AN KAMEHTa C YKa3aHHbIM
hex_string bootfile filename naeHtTndUKaTopom.
. - hex_string — naeHTUdUKATOP KAMEHTa, NPeACTaBAAOLLMIA
hex_string: (1..156) < .
coboit hex-cTpoKy;
CUMBO/IOB; ) .
. - filename — HanmeHoBaHwWe 3arpy3oyHoro damna.
filename: (1..64)
no host client-identifier hex YAanuTb CTaTUYECKYI0 3aMUCb, COOTBETCTBYIOLLYIO KAWEHTY C
hex_string bootfile YKa3aHHbIM UAEHTUPUKATOPOM.
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host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CMMBOJI0B

OnpeaennTb CNMCOK MapLIpPyTU3aTOPOB MO YMOYAHMIO ANA

yKa3aHHoro KnneHta DHCP-cepsepa:

- hex_string — naeHTMdUKATOP KAMEHTa, NPeaCcTaBAAIOLMNI

coboit hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, Mo-

KeT cogepaTb Ao 8 3anucei, pasgeneHHbix npobenom.
IP-agpec maplupyTu3aTopa A0NXKEH 6biTb B TOM XKe

e NnoACceTH, YTO U KINEHT.

YLanuTb CTaTUYECKYHO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CUMBOJI0B

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOW 3aMm1CcK € YKa3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeacTaBAAIOLMNI
coboit hex-cTpoky;

- ip_address_list — cnucok IP-agpecoB mapLupyTU3aTopos, Mo-
YKEeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBOJIOB;
domain: (1..128) cumso-
nos

OnpepenuTb SOMEHHOE UMA AR CTaTUYECKOM 3anncK ¢ yKa-
3aHHbIM MAEHTUPUKATOPOM.

- hex_string — vaeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLMIA
cobow hex-cTpoky.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGMKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpegenntb cnnucok WINS-cepBepoB, gns CTaTUYECKOM 3a-
NMUCHK C YKa3aHHbIM MAeHTUPUKATOpOM.

- hex_string — vaeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLMA
cobow hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepiKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

Ypanutb CTAaTUYECKYH 3anUCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
CMMBO/IOB

Onpeaenntb TMN y31a NetBIOS Microsoft ansa ctatuyeckoli 3a-
NUCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WpoKoBeLwaTeNbHbI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rnbpuaHblIi.

- hex_string — naeHTMOUKATOP K/AMEHTa,
cobow hex-cTpoky.

npeacTaBAoWMiA

Y[anuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KIUEHTY C
YKa3aHHbIM MAeHTUbUKATOpOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CMMBO/IOB

OnpepenvTb ANA CTaTUHECKOM 3anNnCK € YKa3aHHbIM UAEHTU-
¢durKaToopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOTo A0/KEH ObITb NOAYYEH 3arpy304Hblil daitn.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeACcTaBAAOLLMNI
coboit hex-cTpoky.

YanuTb CTaTUYECKYto 3anucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CMMBOJIOB

Onpegenser CN1COK CepBepPOB BPpeMeHM, AR CTaTUYeCcKon
3anmcK € yKasaHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BpEMEHMU,
MOJKET cofep)KaTb 40 8 3anuceit, pasgaeneHHbix npobesom;
- hex_string — naeHTUdUKaTOP KAMeHTa, NPeaCcTaBAAOLLIMMA
coboit hex-cTpoky.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.
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host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

hex_string: (1..156)

OnpepennTtb cnuncos SIP-cepBepoB, AOCTYMNHbIX ANA CTaTUye-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- hex_string — vaeHTUdUKATOP KANEHTA, NPEACTABAAOLLNIA
coboit hex-cTpoKy;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepBepos,
MOMKET COAEPMKATb A0 2 3anuncei, pasaeneHHbix Npobaom.

cMmBO/NIOB MaKcumanbHasa ganHa cTpokm 125 cumBonos.

- ip_address_list — cnucok IP-appecos SIP-cepsepoBs, moxeT

cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX Npobesom.
no host client-identifier hex YAanuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAMEHTY C
hex_string sip-server YKa3aHHbIM naeHTUdMKaTopom.
host client-identifier hex OnpeaennTb yKasaHHble ONUMK AN CTAaTUYECKOW 3aMucK C
hex_string option code {bool- 3afl@aHHbIM NAEHTUDUKATOPOM.
ean bool val | ascii code: (0..255); - hex_string — naeHTUPUKATOP KANEHTA, NPEACTaBAAOLWNIA

ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
option_hex_string:
(1..128) cumsonos;
hex_string: (1..156)
CUMBO/I0B

coboit hex-cTpoKy;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX C/yYanx
MOKET cogeprKaTb 40 8 3anuceit);

- option_hex_string — cTpoka B 16-om popmare.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
C“MBO/IOB

YAanuTb BCe ONUMM, Ha3HAYEeHHbIe A1 CTaTUYECKOM 3anmcm ¢
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CUMBOIOB

Co34aTb CTaTUYECKYHO 3aNNUCh A1 KIMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLWNIA
cobolt ascii-cTpoky;

- ip_address — IP-agpec, HazHavaemblt kKnneHTy DHCP-cep-
Bepa.

YanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUUKATOPOM.

host client-identifier ascii
ascii_string bootfile filename

no host client-identifier ascii
ascii_string bootfile

ascii_string: (1..128)
CYMBOJIOB;
filename: (1..64)

Co34aTb CTAaTUYECKYID 3anUCb AR KAMEHTA C YKasaHHbIM
naeHTMGMKaTopom.

- ascii_string — naeHTMOUKATOP KNMEeHTa, NPeaCcTaBNAOLWNIA
coboli ascii-cTpoky;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CYMBO/I0B

OnpeaenvTb CNIMCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
MUCK C YKa3aHHbIM YAEHTUGMKATOPOM.
- ascii_string — naeHTMGUKATOP KAMEHTa, MPeACcTaBAAOLLMNA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-agpecos mapLipyT13aTopos, A0-
CTyNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec MmapLupyTU3aTopa A0NKEH BbITb B TOM Ke

e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJIOB

Onpegenntb cnncok DNS-cepBepoB, AOCTYNHbIX 4NA CTaTU4e-
CKOW 3anucu € yKa3aHHbIM aeHTUdGUKaTopom.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- ascii_string — naeHTMOUKATOP KNMEHTa, NPeaCcTaBAOLWMI
coboit ascii-cTpoky.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

ascii_string: (1..128)
CUMBO/IOB;
domain: (1..128)
CMMBOJI0B

OnpeaennTb SOMEHHOE MMA A/1A CTaTUYECKOMN 3amncucK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- ascii_string — naeHTUGUKATOP KANEHTA, NPeACTaBAAOWM I
coboit ascii-cTpoky.
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no host client-identifier ascii
ascii_string domain-name

Y4anuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBOJI0B

Onpegenntb cnnucok WINS-cepBepoB, a5 cTaTUYECKOM 3a-
NUCHK C YKa3aHHbIM AeHTUPUKATOPOM.

- ascii_string — naeHTUdUKATOP KAMEHTA, NPeACTaBAAOLWMA
coboli ascii-CcTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoBs, mo-
KET cogepraTb 40 8 3anuceid, pasgeneHHbIx npobenom.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBO/IOB

Onpegenutb TMN y3na NetBIOS Microsoft ansa cratuyeckoit
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WMpoOKoBeLaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHbIn.

- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCTaBNAIOLWMI
coboW ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CUMBOJI0B

OnpeaennTb ANA CTaTUYECKOW 3annCK C yKa3aHHbIM UAEHTU-
¢durKaTopom aapeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYyYeH 3arpy304HbIn daiin.

- ascii_string — naeHTMPUKATOP KNMEHTa, NPeaCcTaBAAIOLWMI
cobolt ascii-CTpokKy.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/IOB

Onpezenntb CNUCOK CepPBEPOB BPEMEHM, A1 CTaTUYECKOM
3an1CK € YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpEMEHH,
MOKET CoflepKaTb A0 8 3anuceit, pasaeneHHbix npobenom;
- ascii_string — naeHTUOMKATOP KNMEHTa, NPeACcTaBAAIOWMA
cobolt ascii-cTpoky.

Ypanutb CTAaTUYECKYH 3annCb, COOTBETCTBYIOLLYHO KAUEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

no host client-identifier ascii
ascii_string sip-server

ascii_string: (1..128)
CMMBO/I0B

Onpegenutb cnuncos SIP-cepBepoB, A4OCTYNHbIX ANA cTaTuye-
CKOW 3aMM1CK C YKa3aHHbIM MAEHTUOUKATOPOM.

- asccii_string — naeHTMPUKATOP KANEHTa, NpesCcTaBNAoWMNIA
coboW ascii-cTpoky;

- domain_name_list — cncok AOMeHHbIX MMeH SIP-cepBepos,
MOeT cofep:KaTb [0 2 3anucel, passeneHHbix npobesom.
MaKcnmanbHasa AanHa CTPOKU — 125 cumBoON0B.

- ip_address_list — cnucok IP-agpecos SIP-cepsepoB, MOXKeT
cofepaTb A0 8 3anucen, passeneHHbix npobenom.

Y4anuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
asccii_string option

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

code: (0..255);
bool_val: (true, false);
option_ascii_string:
(1..160)
CMMBOJI0B;
hex_string: (1..128)
CMMBOJI0B;
ascii_string: (1..128)
CMMBOIOB

OnpegenuTb yKasaHHbIe ONLMKN ANA CTaTUYECKOM 3anucK ¢
3afaHHbIM NAEHTUPUKATOPOM.

- ascii_string — naeHTUdUKATOP KANEHTa, MPeACcTaBAAOLLMNA
cobolt ascii-CcTpoky;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3Ha4yeHue;

- option_ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-afpecos (B HEKOTOPbIX CAY4anxX
MOMKET ColepKaThb A0 8 3anuceli);

- hex_string — cTpoka B 16-om dopmare.

YAanuTb CTaTUYECKYLo 3aMucb, COOTBETCTBYIOLLYIO KINEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
CMMBO/IOB

Y4anuTb Bce onNuun, HasHadeHHble ANA CTaTUYECKOoW 3anmncu ¢
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co3aaTb CTaTUYECKYIO 3anuCb A1A KAMEHTA C YKa3aHHbIM
naeHTudmnKaTopom.

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMNA
coboit MAC-aapec ycTponcTBa;

- ip_address — IP-agpec, HazHayaemblit KnneHTy DHCP-cep-
Bepa.

YanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co3AaTb CTaTUYECKYIO 3aNnCb A1 KAMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCTaBAALWMIA
coboit MAC-agpec ycTpoicTBa;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

YanuTb CTaTUYECKYIO 3anNnCb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaenvTb CNUCOK MapwpyTU3aToOpoB A/1A CTaTUYECKON 3a-
MUCU C yKa3aHHbIM yaeHTUdMKaTopom.
- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTABAAIOLLMNA
coboit MAC-agpec ycTponcTsaa;
- ip_address_list — cnucok IP-agpecoB mapLwpyTM3aTopos, 40-
CcTynHbIX KaneHTy DHCP-cepBepa. MoxeT coaepaTtb 40 8 3a-
nucen.

IP-apgpec mapLpyTM3aTopa A0JIXKeH 6bITb B TOM Xe

e NOACETH, YTO U K/INEHT.

YAanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenutb cnucok DNS-cepBepoB, JOCTYNHbIX ANA cTaTu4e-
CKOM 3anuncK € yKasaHHbIM AeHTUdGUKATOpOMm.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
cozeprKatb 40 8 3anucen, pasgeneHHblx npobenom;

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNIA
coboii MAC-agpec ycTpoicTea.

Ypanutb CTaTUYECKYH 3aNnUCb, COOTBETCTBYIOLWLYIO KIUEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

host hardware-address
mac_address domain-
name domain

no host hardware-address
mac_address domain-name

domain: (1..128)
C“MBO/I0B

Onpenenntb JOMEHHOE UMA A/1A CTAaTUYECKOW 3anucK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNA
coboii MAC-agpec ycTpoicTea.

Y[anutb CTaTUYECKYHO 3aNUCb, COOTBETCTBYHOLLYHO KINEHTY C
YKa3aHHbIM VI,EI,eHTMdJVIKaTOpOM.

host hardware-address
mac_address netbios-name-
server ip_address_list

no host hardware-address
mac_address netbios-name-
server

Onpepenntb cnncok WINS-cepsepos, A/1a cTaTUYECKOM 3a-
MUCK C YKa3aHHbIM UAEHTUGUKATOPOM.

- mac_address — naeHTUGUKATOP KAMEHTa, NPeaCcTaBAAoWMIA
coboit MAC-agpec ycTpoincTBa;

- ip_address_list —cnucok IP-agpecos WINS-cepsepoB, MOXKeT
coZiep:kaTtb [0 8 3anuceli, pasfieneHHbIX Npobesom.

Y4anuTb CTaTUYECKYHO 3aMmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-

type

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatmueckoit
3aMUCK C YKa3aHHbIM UAEeHTUDUKATOPOM:

- b-node — WMpPOKOBELWATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHUPOBaHHbI;

- h-node — rMbpuaHbIi.

- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-aapec ycTpoincTaa.

YAanuTb CTaTUYECKYHO 3anucb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

Onpefenntb ANA CTaTUYECKOM 3aMUCKU C YKa3aHHbIM UAEHTU-
dunkaTOopOoM agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOrO A0/KEH ObITb MOYYEH 3arpy304HbI dalin.

- mac_address — naeHTUOUKATOP KMEHTa, NpeACcTaBAAoLWMI
coboit MAC-agpec ycTpoiicTsa.

YAanuTb CTaTUYECKYIO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEHTUDUKATOPOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpeaennTb CNUCOK CEPBEPOB BPEMEHW ANA CTAaTUYECKOM 3a-
NMUCYK C YKa3aHHbIM AEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMEHMU,
MOMKET cogepKaTb 40 8 3anuceit, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAoLWMI
coboit MAC-agpec ycTpoicTsa.

YAanuTb CTaTUYECKYO 3anucb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM UAeHTUGUKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

Onpegenutb cnncok SIP-cepBepoB, OCTYNHbIX ANA cTaTUYe-
CKOM 3aMM1CH C YKa3aHHbIM MAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboit MAC-agpec ycTpoMCTBa;

- domain_name_list — cnucok AOoMeHHbIX UMeH SIP-cepBepos,
MOXKET COAEPKaTb A0 2 3anucei, pasgeneHHblx npobenom.
MaKcmanbHasa aanHa cTpoku — 125 cumBonos;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXeT
copepkaTb A0 8 3anuceit, pasgeneHHblx npobenom.

Y[anuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM NAEeHTUGUKATOPOM.

host hardware-address
mac_address option

code {boolean bool val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBOJIOB;
hex_string: (1..128)
CMMBO/I0B

OnpefennTb yKasaHHbIe ONLUK 418 CTAaTUYECKOM 3anucK C
3aZlaHHbIM UAEHTUOUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeacTaBAAoLWMIA
coboii MAC-agpec ycTpoicTBa;

- code — kop, onunn DHCP-cepsepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B ¢opmarte ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOXKET coeprKaTb A0 8 3anuceit);

- option_hex_string — cTpoka B 16-om popmare.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

no host hardware-address
mac_address

Yaanutb Bce onNuuKn, HasHavyeHHble Ana CTAaTUYECKOM 3anucu ¢
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

Co3AaTb CTaTUYECKYHO 3aMUCh ANA KIMEHTa C YKasaHHbIM
naeHTUOMKaTOpOM.

- ip_address — IP-agpec, HazHayaembli KaneHTy DHCP-cep-
Bepa.

Y[anuTb CTaTUYECKYIO 3aMWCb, COOTBETCTBYHIOLLYHO KIIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Co34aTb CTaTMYECKYIO 3aMNUCb 41 KAMEHTA C YKa3aHHbIM
NOEHTUOMKATOPOM.
- filename — HanmeHoBaHMe 3arpy3o4Horo ¢ainna.

Y[anuTb CTaTUYECKYIO 3aMNnCb, COOTBETCTBYIOLLYIO KIMUEHTY C
YKa3aHHbIM MAeHTUbUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTb CMUCOK MapLIPyTM3aTOPOB A4 CTaTUYECKOM 3a-
MNCKU C yKa3aHHbIM yaeHTUdUKaToOpoM.
- ip_address_list — cnucok IP-appecos mapLwpyTM3aTopos, Ao-
CTYNHbIX KnneHTy DHCP-cepBepa. MoxeT cogepaTtb 40 8 3a-
nucen.

IP-agpec maplupyTM3aTopa A0NKeH 6bITb B TOM Ke
e NOACEeTH, YTO U K/INEHT.

YAanuTb CTaTUYECKYIO 3aMUCh, COOTBETCTBYIOLLYHO KIMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTb cnucok DNS-cepBepoB, AOCTYNHbIX A8 cTaTuye-
CKOW 3anNM1CK C YKa3aHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, moxeT
copeprKaTb 40 8 3anucen, pasgeneHHblx npobenom;

- mac_address — ngeHTUOMKaTOP KAMEHTa, NPeaCcTaBAALWMIA
coboit MAC-aapec ycTpoincTaa.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM NaeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
domain: (1..128)
CUMBOJI0B

OnpeaenvTb [OMEHHOE UMA A/18 CTaTUYECKOMN 3annCH C yKa-
3aHHbIM UAEHTUDUKATOPOM.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepsepos, ANs cTaTUYeCKoM 3a-
MNCKU C YKa3aHHbIM MAEeHTUGMKATOPOM.

- ip_address_list — cnucok IP-appecos WINS-cepsepoBs, mo-
JKET coaep:KaTb A0 8 3anuceit, pasaeneHHbix npobesom.

YAanuTb CTaTUYECKYHO 3aMuCb, COOTBETCTBYIOLLYIO KUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Onpegenntb TMN y3na NetBIOS Microsoft ans ctatmueckoit
3aMMCK C YKa3aHHbIM UAEeHTUPUKATOPOM:

- b-node — WMpPOKOBELATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHUPOBaHHbI;

- h-node — rMbpuaHbIi.

YAanuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

OnpegenuTb ANA CTaTUYECKOM 3annCK € YKa3aHHbIM MAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKeH 6bITb MOAYYEH 3arpy304HbIi daiin.

YLanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

OnpeaennTb CNMCOK CEPBEPOB BPEMEHU A/ CTaTUUYECKO 3a-
NMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BPEMEHMU,
MOKET cofeprKaTb A0 8 3anucelt, pasgaeneHHbIX Npobesom.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KIMEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
p_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpepenuntb cnUcokK SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOW 3anm1cK € yKasaHHbIM MAEHTUPUKATOPOM.

- domain_name_list — cnucok AoMeHHbIX MeH SIP-cepBepos,
MOXET COAEPKaTb A0 2 3anuncei, pasaeneHHbix npobenom.
MakcmmanbHasa AanHa CTpokn — 125 cumeonos;

- ip_address_list — cnucok IP-agpecos SIP-cepsepoBs, MoXeT
cofep:KaTb 0 8 3anucei, pasgeneHHbIX npobenom.

YAanuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KIMEHTY €
yKa3aHHbIM UAEeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBOJIOB;
hex_string: (1..128)
CUMBOJI0B

OnpefennTb yKasaHHbIe ONLUW A8 CTAaTUYECKOM 3anmcK C
33/laHHbIM UAEHTUDUKATOPOM.

- code — kop, onunn DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — ctpoka B ¢opmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOKEeT coaep»KaTb 40 8 3anuceit);

- option_hex_string — cTpoka B 16-om popmare.

YanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

YaanuTb BCe oNuum, Ha3HaueHHbIe AR CTaTUYecKol 3anucu
C YKa3aHHbIM UAEeHTUGMKATOPOM.

te_port | port-channel group} group: (1..64)
’ ‘ Mpu 3apaHum Client ID B popmare ASCIl ybegutecb, 4uto DHCP-kKnueHT otnpasnsert Client ID ¢
e Hardware Type B nepBom 6aiite, COOTBETCTBYIOLWMIA 3a8aHHOMY PopmarTy.

[pumep Hacmpoliku cmamu4vecKol 3anucu

HasHauuTb ycTpoiictey ¢ MAC-agpecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113
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console#

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0

console (config-if)# exit

console (config)# ip dhcp server

console (config) # ip dhcp pool I test

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config) # host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKK pexxunma Privileged EXEC:

console#

Tabaunua 189 — KomaHabl perknma Privileged EXEC

Komanda 3HayeHue/3HayeHue leiicmeue
no ymoa4aHuro
clear ip dhcp server binding YpanuTe 3anuncu 13 Tabamubl cCOOTBETCTBUA GUSUYECKUX aape-
[ip_address] - COB M aZpecos, BblaaHHbIX ¢ Nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4yeHHblt DHCP-cepsepom.
clear ip dhcp server statistics - YpanuTe cTaTUCTUCTURM paboTbl DHCP-cepsepa.
show ip dhcp server binding MpocmoTpeTb IP-agpeca, KoTopble CONOCTaBfeHbl ¢ dpusmnye-
- CKMMM afipecamm KAMEHTOB, a TaKXKe Bpems apeHAbl, crnocob
Ha3HayeHus n coctoAHune IP-agpecos
show ip dhcp server MpocmoTpeTb MHbopmaLmto o KoHdurypauum DHCP-cepsepa.
information i
show ip dhcp server pools MpocmoTpeTb MHOPMaLMIO O robanbHbIX HacTpoka DHCP-
- cepeepa, a TaK¥Ke 0 CO34aHHbIX Nyaax U cyluecTByroWwmx host-
3anucax.
show ip dhcp server statistics - MpocmoTpeTb cTatuctuky DHCP-cepBepa.

4.24 KoHdurypauusa PPPoE Intermediate Agent

®yHKumMA PPPOE IA peanvsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AoKymeHTa DSL Forum TR-101 u
npesHasHavyeHa 415 UCNoAb30BaHUA Ha KOMMYTaTopax, paboTatoWwmx Ha ypoBHe AoCTyna.

®PyHKUMA NO3BONAET JONONAHATL NakeTbl PPPOE Discovery nHpopmaumel, xapakTepumsytowein nHTep-
deiic goctyna. 3To Heob6Xx0AMMO ANA UAEHTUDMKALMKU NONb30BaTE/IbCKOr0 MHTepdenca Ha cepeepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTom n obpaboTkoi naketos PPPoE
Active Discovery ocyuiectBnsercs rnobanbHoO A/1A BCEro YCTPOWCTBA M BbIOOPOYHO A8 KaXKAOro MHTEp-
delica.

Peanunsauma ¢yHKumnmn PPPOE IA npegocTaBaseT 4ONOJHUTE/IbHbIE BOSMOXKHOCTN KOHTPOIA coobue-
HUMI NPOTOKONA NYTEM Ha3HAYEHWNA AOBEPEHHbIX MHTepdElicoB.

KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Bupa 3anpoca KOMaHAHOM CTPOKM peXkMma rnobanbHON KOHGUrypaumm:

console (config) #
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Tabnnua 190 — KomaHapl pexkmma rnobanbHon KoHGUrypaumm

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

shutdown pppoe
intermediate-agent

OTkNtouUTL paboTy moayna pppoe intermediate-agent Ha
ycTpoWcTae.

[aHHaA KomaHAa oTKAlOUaeT paboTy moayns pppoe
-/MOAyNb BKAOYEH .’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHuem Bcex
HacTpoek 6a0ka PPPOE IA.

no shutdown pppoe
intermediate-agent

BkatounTb paboTy moayns pppoe intermediate-agent Ha
ycTpoWcTae.

pppoe-ia snooping

[No6anbHO BKAOUMTb KOHTPOb GyHKLMM PPPOE IA.

no pppoe-ia snooping

-/BbIKNOYEHO
/BbiKnoNeH BbIKNtOUMTb KOHTPOJIb GYHKLUMKM PPPOE IA.

pppoe-ia snooping session
timeout range

3apaTb TaimayT gna paboTbl dyHKUMKM PPPOE IA.

pppoe-ia snooping session
timeout 0

:(0..600)/300
range: ( / OTKNOYUTL TaimayT ana paboTbl pyHKLMK PPPOE IA.

pppoe pass-through

BkntoueHne KomaHAabl 3actaBnaeT PPPoE-nakeTbl npoxoanTb Yepes
KOMMYTATOp KaK Heu3BecTHbIM L2-Tpaduk, n aenaet mux "HeBnau-
mbimun" ana IP ACL.

no pppoe pass-through

-/BbIKNOYEHO
BKAOYMTb NAPCUHT MHKANCynnpoBaHHbIX B PPPoE-nakeTtax L3-3aro-

NoBKoB, Npasuna IP ACL HaunHatoT paboTaTb A41A MHKaNCY/IMPOBaH-
HbIX MaKeTOB.

Ona KoppekTHoi pabotbl dyHKuun PPPOE Intermediate Agent Bce ucnonbayemolie PPPoE-cep-
Bepa A0/KHbI 6bITb NOAKNIOYEHDbI K « AOBEPEHHbIM» NOpTamM KommyTaTopa. [Ans gob6asneHus
nopTa B CMUCOK «A0BEPEHHDbIX» UCNO/Ib3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypauum unHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTaNbHble NOPTbl KOMMYTATOPa A,0/1XKHbl 6bITb «HEA0BEPEHHBIMUY.

.‘

KomaHab! pexkuma KoHourypaumm VLAN (amanasod VLAN’oB)

console# configure terminal
console (config)# vlan
console (config-vlan) #

Tabnvua 191 — KomaHapl pexkuma KoHourypaumm nntepderica L2Vian

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

pppoe-ia snooping BKAtOUNTL KOHTPOAb GYHKLMK PPPOE |A B npeaenax yKazaHHOToO

VLAN.

BbIkNtoUMTb KOHTPOb GYHKUMKM PPPOE IA B npesenax ykasaH-
Horo VLAN.

- - -/BbIK/OYEHO
no pppoe-ia snooping

Mpumep HacTpolikn PPPoOE IA B VLAN10 ¢ HacTpo#nkoi DCS-onumii Ha nHTepdeice

Gigabitethernet0/13.
console (config) #pppoe-ia snooping
console (config) #pppoe passthrough
console (config) #decs information option enable
console (config) #vlan 10
console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
console (config) #interface gigabitethernet 1/0/13
console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10
console (config-if) #dcs agent-circuit-identifier "3v $p 3%h"
console (config-if) #dcs remote-agent-identifier "SM"
console (config-if) #fexit
console (config) #finterface gigabitethernet 1/0/24
console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
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console (config-if) #fexit

4.25 KoHdurypauma ACL (cnucku KoHTpona pgocrtyna)

' ®dyHKummu ACL per VLAN u ACL user-defined offset He noaaep)aHbl B CTEKe B TeKyLuei
L ]

sepcun NO.

CL (Access Control List — cnncoKk KoHTpona goctyna) — Tabauua, KoTopas onpeaenser npasuna
bdUAbTpauMmM BXoZALWEro U Ucxoaalero Tpadmka Ha OCHOBaHMM MepesaBaemMblX B MaKeTax NPOTOKOJIOB,

TCP/UDP noprtos, IP-agpecos nnu MAC-agpecos.

Ha aaHHbIM MOomeHT peanmsauma ACL TakoBa: Kaxabii ACL coaepKuT To/1bKo 1 npaBuno. HeckobKo
ACL MOKHO NpuBs3aTh K ogHOMY MHTepdelicy. MopagoK oTpaboTKM NpaBua onpeaenaeTca no NnpuopuTeTy
npasuna, ykazaHHomy B ACL, npu paseHcTBe npuoputetoB — no Homepy ACL.

ACL aBTOMaTMYECKMN CHMUMAETCA C MHTepdelica Npu U3SMEHEHMM B HEM NpaBua.

KomaHgbl Ans co3fgaHus M pedakTMpoBaHua cnuckoB ACL gocTynHbl B pexkume rnobanbHoi

KOHUrypauuu.

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

KomaHaHana cTpoKa B pexume rnobanbHoim KoHOUIypaLmm nmeeT Bua;

console

(config) #

Tabnuua 192 — KomaHapl ana co3ganua n KoHdurypauum cnmuckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip access-list standart
access_list_num [description
description]

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOJI0B

Co3gatb CcTaHAapTHbIN cnvcok ACL.

YaanuTb CTaHAapTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CYMBO/I0B

Co34aTb HOBbIN paclwmpeHHbIA cnncok ACL ana aapecaunmn IPv4 n
BOMTU B PEXUM €ro KOHPUrypaLmm (ecam cnucoKk ¢ AaHHbIM Ume-
HeM eLle He co3AaH), B0 BOMTU B peKUM KOHOUTypaLmmn paHee
CO34aHHOrO CMMCKa.

YaanuTb paclumpeHHblii cnncok ACL ans agpecauum IPv4.,

Co34aTb HOBbIN paclwmMpeHHbIA cnnucok ACL ans agpecaunm IPv6 n
BOUTU B PEXUM €ro KOHPUrypaLmm (ecam cnncoKk ¢ AaHHbIM Ume-
HeM eLle He co3AaH), MMB0 BOMTU B peKUM KOHOUTypaLMmn paHee
CO34aHHOrO CMMCKa.

YaanuTb paclumpeHHblii cnncok ACL ans agpecauumm IPvb.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CUMBO/I0B

Co3paTb HOBbIN cnncok ACL Ha 6ase MAC-agpecaumu 1 BOITHU B pe-
UM ero KoHdUrypauum (ecam cnucok ¢ JaHHbIM UMEeHeM elle He
€034aH), MMbO BOUTU B PEXMM KOHOUTypaumuu paHee CO34aHHOTO
cnucka.

Yaanutb cnucok ACL Ha 6a3ze MAC-agpecaumu.
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user-defined offset offset_id {
12 | ethtype | I3 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HactpouTb cmeweHre B 6ailiTax OTHOCUTENLHO BbIBPAHHOM CTapTO-
BOM NO3MUMK. 3HaYEHME U MacKa, ncnosb3yemble Ana GUNbTpaLmy,
3a4atoTca Yepes napametpbl ACL-npasuan.

- 12 — Hauyano nakerta (Destination MAC address);

- ethtype — Ethertype (cambliii BHyTpeHHWUI, Npyu Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YAanutb cmelleHne OTHOCUTENbHO BbliBpPaHHOW CTapTOBOW MO3M-
umn.

Ona TOro ytobbl aKkTMBM3MpOBaATb cnucok ACL, Heobxogumo cBA3aTb ero c MHTepdencom.
NHTepdelicom, MCNONb3YIOWMM CNIMCOK, MOXKET b6biTb 60 nHTepdelic Ethernet, anbo rpynna noprtos. Ha
[JaHHbI MOMEHT NOAAEPKMBAETCA TO/IbKO BXOAALLEE HanpaB/ieHWe Ha MHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypauuu uHmepdgpetica Ethernet, VLAN

KomaHaHas cTpoka B pexknme KoHoburypaumm nutepdeica Ethernet umeet sua;

console (config-if)#

KomaHaHan cTpoka B pernme KoHourypaumm nutepdenca VLAN nmeet Bua:

console (config-vlan) #

Tabnunua 193 — KomaHga HasHaueHusa cnncka ACL-uHTepdelicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
MPUBA3bIBAET YKa3aHHbIM CMIUCOK K JaHHOMY MHTepdeiicy.

Y8anuTb CNUCOK € MHTepdelica.

mac access-group
access_list_num in

no mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpegenéHHoro pusmyeckoro nHTepdeica KomaHaa
NPUBA3bIBAET YKa3aHHbI Mac-CNUCOK K AaHHOMY UHTepdelicy.

Y8anuTb CNUCOK ¢ nHTepdelica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoiikax onpegenéHHoro ¢pusmyeckoro nHTepdeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIM CMIUCOK K 4aHHOMY MHTepdeiicy.

Y8anuTb CNUCOK € MHTepdelica.

KomaHObl pexcuma Privileged EXEC

KomaHgHan cTpoka B pexume Privileged EXEC nmeert Bua;:

console#

Tabnnua 194 — KomaHgb! pexkuma Privileged EXEC ana cnmckos ACL

KomaHoa

3HayeHue/3Ha4yeHue

no ymosi4yaHurw

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

MokasaTtb cnuckn ACL, co3gaHHble Ha KOmMmyTaTope.

show running-config acl

Moka3saTb 610K KomaHg, ACL B KOHOUTYpauum ycTpoicTBa.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vian-id]]

MokasaTtb cnnckn ACL, NnpuBs3aHHbIe K UHTEpdENcy.
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clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6pOCHTb CTaTUCTUKY MAKeTOB, MONaBLWMX noa npasmao ACL.

4.25.1 KoHepueypayusa ACL Ha 6a3e IPv4

B paHHOMm pasgene npueeaeHbl 3HAYEHUA U ONUCAHMA OCHOBHbIX MAapPamMeTpoB, UCMOAb3YEeMbIX B
cocTaBe KOMaHA, HacTpoMkM cnmnckoB ACL, ocHoBaHHbIX Ha aapecauun IPvd. Co3gaHue 1M BXo4, B PEXUM

pepaktnposaHma cnmckos ACL, OCHOBaHHbIX Ha agpecaunmn IPv4, ocywecTsaaeTca no KOomaHae:
ip access-list {extended | standart} access-1ist num.

Tabnnua 195 — KomaHapl, ucnonbsyemble aasa Hactponkn ACL-cnmckos Ha ocHoBe IP-agpecauum

KomaHoa

3HayeHue

Aelicmeue

{any | destination} [parametr]
[priority]

permit protocol {any | source host}

priority: (1-255)/1

[Job6asutb paspeluatowyo 3annce ¢ub-
Tpauuun ans npoTokona. MakeTbl, OTBEYA-
olLmMe ycnoBmam 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

{any | destination} [parametr]
[priority]

deny protocol {any | source host}

priority: (1-255)/1

Job6asutb 3anpeluatoltyto 3anuce Gpuab-
Tpauuun ans npoTokona. MakeTbl, OTBEYA-
tolwme ycnosuam 3anucu, byayt 610Kmpo-
BaTbCA KOMMYTaTOPOM.

Tabnnua 196 — OcHOBHble NapamMeTpbl, UCNOb3yeMble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue
permit [ewncTteue ‘paspewmnts’ Co3pgaTb pa3pelwatouiee npasuaio ¢punbTpaumm B cnmcke ACL.
deny [OevictBue ‘3anpetuTs’ Co3gatb 3anpeujatouee npasuao ¢uabtpaumm B cnmncke ACL.
protocol Mone npegHasHayeHo ANA YKazaHMA NPOTOKOAaA (MK BCeX NPoTo-
KOJI0B), Ha OCHOBE KOTOPOro ByAeT ocylecTBAseTca GuabTpaums.
NooTOKOA Mpu BbIGOPE NPOTOKOA BO3MOXKHbI Cieaytolwme BapuaHTbl: icmp,
P ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim anbo uncnosoe 3HayeHne
npoToKona, B AvanasoHe (0 — 255).
[na cooTBeTCTBMA NtO6OMY NPOTOKONY MCNOJIb3yeTcA 3HayeHue |P.
source AApec UCTOYHUKA OnpegenseT IP-agpec UCTOYHMKA NaKeTa.

source_mask

Macka agpeca NCToYHUKa

Macka, npumeHaemas K IP-agpecy ucTouHMKa naketa. Macka
onpegpensaet 6utbl IP-agpeca, KOTopble HEOBXOANUMO WUIHOPUPO-
BaTb. B 3HaYeHUA UrHopupyembix 6UTOB AO0NKHbI ObITb 3anncaHbl
eauHuubl. Hanpumep, Mcnonb3ya Macky, MOXKHO onpeaennTb ans
npasuna punbtpaumm IP-cetb. YTobbl 406aBUTL B Npasuaio Gunib-
Tpauwmm IP-cetb 195.165.0.0, HeobxoAMMO 334aTb 3HAYEHME MACKK
255.255.0.0, TO ecTb, COMAcHO AaHHOM MacKe, nepsble 16 6uT IP-
agpeca byayT MTHOPMPOBATLCA.

destination

Afpec Ha3HavyeHuA

OnpeaenseT IP-agpec HasHayYeHUs nakeTa.

destination_mask

Macka agpeca HazHavyeHuA

BuToBan macka, npumeHsieman K IP-agpecy HaszHayeHus nakeTa.
Macka onpegenset 6utbl IP-afpeca, KoTopble HEO6X0AWMO UTHO-
pvpoBaTb. B 3HaUYeHUA UTHOPUPYEMBIX BUTOB A0/KHBI BbITb 3aMK-
CaHbl efAuHWUpl. Macka MCMoNb3yeTcA aHasoTMYyHO Macke
source_mask.

vlan NaoeHTndmkatop VLAN Onpegenset VLAN, gns KoToporo 6yaeT NnpMMeHATbLCA NPaBuo.

dscp Mone DSCP & 3aronosKe L3 Onpep,eflﬂeT 3HayeHne DSCP-nons diffserv. BoamorkHble Kogbl co-
obweHwnii nons dscp: (0 — 63).

priority MpuopwureT IP OnpeaenseT npuoputeTt IP-Tpaduka: (0-7).

message_type

Tun coobuieHunn
npoTokonsa ICMP

Tun coobweHnit npotokona ICMP, ucnonbayemblit gna GunbTpa-
umn ICMP-naKkeToB. YicnoBoe 3HaYeHMe TMNa cooblueHuns, B AMa-
nasoHe (0 — 255).

message_code

Koz coobuieHuns npotokona
ICMP

Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin ansa ¢puabtpa-
umm  ICMP-nakeToB. Bo3moXKHble Kogbl coO06LlEeHMIA nons
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3HauyeHun
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Bo3moskHble 3HayeHus nons TCP/UDP-nopta: eq, gt, host, It,
range.

source_port UDP/TCP-nopT MCTOYHMKA

priority MHAeKc 3aaeT NoNOXKEeHWe NPaBUAa B CMUCKE M ero NpuMopuTeT.
MpuopuTeT 3anucu Yem meHblle MHAEKC — TeM MpuopuTeTHee npasuo. [uanasoH
A0NYyCTUMbIX 3Ha4yeHui (1..255).

optional parametr OnuMoHanbHble MAapameTpbl NPU KOHPUTYPUPOBAHUM CNUCKA [0-
cTyna:

- tos — ¢unabTpayma no 6aiTy ToS;

- traffic-class — unbTpauma no sHaueHuto Traffic Class;

- user-defined — dunbTpayms no User-defined bytes;

- sub-action — gononHUTeNbHOE AencTBME Hag TPadUKOM;

- packet-count — BKAtOYEHME cyeTYMKA ANS NaKeToB, Nonajato-
Lwmx nog, npasuno ¢uabtpaumm B cnmcke ACL.

JocTynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) u nested-vlan (no6aBneHne gonoaHUTENbHOT).

OnuuoHanbHbIN NapameTp

/ B ctaHgapTHbIX ip ACL BO3MOXKHa PpunbTpauma ToNbKO No npedpuKcam, B paclumpeHHbix ACL
— M0 AONOJIHUTE/IbHbIM NapameTpam.

MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana atoro uHTepdeica npume-
V HUTCA npasuno implicit deny any any.

4.25.2 KoHnopucypayus ACL Ha 6a3e IPv6

B gaHHOM pa3pene npuBeneHbl 3HAYEHUA U ONMCAHUA OCHOBHbIX NMAPaMeTPOB, UCMOJ/b3yeMbIX B
COCTaBe KoMaHz, HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXoa, B pexum penaktmposaHuma cnuckoB ACL, OoCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLECTBNIAETCA MO KOMaHAE:

ipvé access-list extended apvé access-list.

Tabnunua 197 — KomaHabl, ucnonb3yemble ana Hactpolikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn
KomaHoa 3HayeHue Aelicmeue

permit protocol {any|source host} [o6aBuTb paspelatollyto 3anucb Guab-
{any|destination} [parametr] Tpaummn s npotokona. MakeTbl, oTBeYa-

priority: (1-255)/1

[priority] owume ycnosmam sanucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.
deny protocol {any|source host} [Jo6aBnTb 3anpeliatowyro 3anucb Gunb-

Tpauuu Ans npoTokona. MaKkeTbl, oTBeYa-
foLme ycnosumam 3anucu, byayt 610Kupo-
BaTbCs KOMMYTaTOPOM.

{any|destination} [parametr]

[priority] priority: (1-255)/1

Tabanua 198 — OcHOBHblE NapamMeTpbl, UCNOJb3yemble B KOMaHAaX

Mapamemp 3HavyeHue Aelicmeue

permit [Oelicteue ‘paspewnts’ Co3patb paspeluatolee npasuao ¢punbTpaumum B cnmcke ACL.

deny [Oelicteue ‘3anpetuts’ Co3pgatb 3anpewatouiee npasuao ¢puabTpaumm B cnmcke ACL.

protocol Mone npegHasHa4YeHo ANA YKa3zaHUA NPOTOKoAa (MM Bcex NpoTo-
NboTOKON KOJ10B), Ha OCHOBE KOTOpOro byaeT ocylecTBaseTca GuabTpauma.

P Mpu BbIBOpe NPOTOKO1a BO3MOKHBI C/iefytolLme BapuaHTbl: icmp,
tcp, udp, ipvé.
source Aapec UCTOYHMKA Onpegenntb IP-agpec ncTouHMKa nakerTa.
destination Appec HazHavyeHuA Onpepenntb IP-aapec HasHavyeHMA nakeTa.

Onpegaenntb 3HayeHne DSCP-nons diffserv. Bo3amoxHble Koapl co-
obweHuit nons dscp: (0 —63).

dscp Mone DSCP B 3aronoske L3
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message_type
ge_typ Tun coobuieHuns npoToKkona

ICMP

Tun coobuweHnit npotokona ICMP, ucnonbayemblit s GunbTpa-
umn ICMP-nakeToB. YicnoBoe 3HaYeHMe TMNa cooblueHus, B Ana-
nasoHe (0 — 255).

message_code
- Koga coobuieHuns npoTtokona

ICMP

Kopa, coobueHunii npotokona ICMP, ncnonbsyembiin gnsa ¢puabtpa-
umMm  ICMP-nakeToB. Bo3MmOXKHble Kogbl cOObLEHMI nons
icmp_code: (0 — 255).

destination_port UDP/TCP-nopT Ha3Ha4yeHus

source_port UDP/TCP-nopT UCTOYHMKA

Bo3mosKHble 3HadyeHua nons TCP/UDP-nopra: eq, gt, host, It,
range.

priority MHAaeKc 3agaeT NosoXKeHWe nNpasuia B CIMCKe U ero npuopuTer.
MpuoputeT 3anucu Yem meHblle MHAEKC — Tem npuopuTeTHee npasuno. [AnanasoH
[ONYCTUMBbIX 3HaYeHuit (1..255).
optional parametr OnumoHanbHble NapameTpbl NPU KOHOUIYPUPOBaHWUM CNKCKA A0-
cTyna:
OnunoHanbHbIM napametp | - traffic-class — dunbTpauma no sHaueHuto Traffic Class;
- packet-count — BK/lOYeHME CYETYMKA ANA NaKeToB, nonajato-
WMX nog, npasuao puabTpaumm B cnucke ACL.
/’ Mocne Toro, Kak nto6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HUTCA npaBuao implicit deny any any.

4.25.3 KoHjpueypayusa ACL Ha 6a3e MAC

B paHHOM pasgene npuBeAeHbl 3HAYEHUA M OMUCAHUA OCHOBHbIX MAPaMETPOB, UCMOJIb3yEMbIX B
cocTaBe KOMaHZA HacTpoikm cnmnckos ACL, ocHoBaHHbIX Ha MAC-agpecauumn.

CosgaHue M BXO4, B peXum peaaktmposaHma cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLLEeCTB/AETCA NO KOMaHAe: mac access-list extended access-Iist num.

Tabnunuya 199 — KomaHgbl, ucnonbsyemble ana Hactpolikn ACL-cnnckos Ha ocHose MAC-agpecaumm
KomaHoa Aelicmeue

permit {any | host source source_ mask} {any | host [o6aBuTb paspeLuatolyyto 3anucb duabTpauun. MNakeTbl, oTBE-
destination destination_ mask} [encaptype value | Yaroume ycnosmam 3anucu, byayt obpabatbiBaTbca KOMMYyTa-
etype_list ] [priority priority] [parametr] TOpoM.

deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |

[o6aBuTb 3anpeLuatoLLyto 3anucb dpuabTpauun. MNakeTol, oTee-
yalowme ycnosmam 3anucu, 6yayT 610KMpPOBaTLCA KOMMYTATO-

etype_list ] [priority priority] [parametr]

pom.

Tabanuya 200 — OcHoOBHbIE NApPameTpbl, UCMO/Ib3YeMble B KOMAHAAX

Mapamemp 3Ha4yeHue Aelicmeue
permit [JelicTBue paspelunTb Co3pgatb pa3spellatouiee npasuao ¢punbtpaumm B cnmncke ACL.
deny [encTtene 3anpetntb CosgaTb 3anpeluatoliee Npasuno punbTpaumm B cnmcke ACL.
source Aapec oTnpasutens Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

BbuTtoBas macka,
npumeHsaeman Kk MAC-
afpecy UCTOYHMKA NakeTa

Macka onpegenset 6utol MAC-agpeca, KoTopble HE0BX0ANMO UT-
HOPWPOBATb. B 3HAYEHUA UTHOPUPYEMbIX BUTOB AOMKHbI BbITb 3a-
nucaHbl eguHuLbl. Hanpumep, MCNonb3ya MacKy, MOXKHO onpese-
NUTb gns npasuaa GuabTpaymm guanasoHa MAC-agpecos. YTobbl
[,06aBUTb B NpaBuio punbTpaumm sce MAC-agpeca, HauMHatoLWm-
ecsl Ha 00:00:02:AA.xx.xX, HeO6X0AMMO 334aTb 3HaYEHUE MacKu
FF:FF:FF:FF:00:00, TO ecTb, COrnacHO AaHHOW macke, nepsble 16
6uT MAC-agpeca byayT He BaXKHbl 414 aHANMU3a.

destination

Afpec Ha3HavyeHuA

Onpeaensetr MAC-agpec HasHa4yeHUs nakeTa.

destination_ mask

buTtoBasa macka,
npumeHsaeman Kk MAC-
agpecy HazHa4YeHuUA nakeTa

Macka onpepgenset 6uTbl MAC-aspeca, KoTopble He06X0AMMO WUT-
HOpWPOBaTb. B 3HaYeHUA UrHOPUPYEeMbIX BUTOB AO/KHbI ObITb 3a-
nucaHbl eauHUUbl. Macka WCMOoNb3yeTcAa aHa/loTMYHO Macke
source_ mask.

vilan

vlan_id: (0..4095)

MNoagcetb VLAN ¢dunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnyknBaHma duabTpyembix NakeTos.

encaptype

value: (1..65535)

Tun encaptype ans GUAbTPyembIX NaKeTOB.
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priority MHAaeke npasuna B Tabnuvue, Yem MeHbLUe MHAEKC — Tem NpUopu-

n
HAGKC NpaBia TeTHee npasuno 1-255.

optional parameter OnumMoHanbHble NapameTpbl NPU KOHPUIYPUPOBAHUU CNUCKA [0-

cTyna:
- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHuTeNbHOE AencTBME Hag TPadUKoM;

- redirect — nepeHanpaBnATb NaKeT, NONaBLUMI NOA NPaBUIO;
OnumMoHanbHbIM napameTp | - packet-count — BK/IOYUTL CYETYMK A/1A NAKETOB, NONAA4AOLWMNX
nog, npasuno ¢puabTpaumm B cnmcke ACL.

[ocTynHble gononHuTenbHble aercteua — modify-vlan (M3meHe-
Hue VLAN), nested-vlan (aobasneHne A0ONOAHUTENbHOrO Tera u
VLAN) n modify-cvlan (go6asneHune BHyTpeHHero Tera VLAN)

V MNocne Toro, Kak nto6oii ACL 6yaeT npuBAsaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HUTCA npasuno implicit deny any any.

Mpumep HacTponkmn punbtpaumm padi/pado vepes User-defined offset:

console (config)# user-defined offset 1 ethtype 0

console (config)# mac access-list extended !

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:f£:£f£:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # mac access-group 1 in

[na NpoxoxaeHua OCTasbHbIX MNaKeTOB Ha WHTepdelice TpebyeTca nobasutb BTOpoit ACL,
paspeLluatolLmii NPOXOXKAEHME NaKeToB, He NonaaatolLmx noa npasuao eunbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config-ext-macl) # ex

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in

Mpumep dunbTpaumm no src/dst IP, src/dst port, tos yepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config) # ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # ip access-group 1010 in

[Ons NpoxoXKAeHWs OcCTanbHbIX MaKeToB Ha uWHTepdelice Tpebyetca pobasutb BTOpOM ACL,
paspellaloLmii NPoXoXKAeHWEe NaKeToB, He NonaAalolmx nod npasuao eunbTpaumm padi/pado:

console (config)# mac access-list extended 2
console (config-ext-macl) # permit any any

console (config-ext-macl) # ex

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in
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4.26 KoHdwurypauyumsa sawmtbl ot DOS-atak

I ,

dyHKkuma firewall He nopgaep:kaHa B cTeke B TeKywieit Bepcum MO.

[aHHbI 610K KOMaHA No3BoIAET 610KMPOBATb HEKOTOPbIE PAacnpoCTPaHeHHbIe Kaaccbl DoS-aTak.

KomaHObI pexcuma 2n06aabHoU KoOHguU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobasbHoM KOHPUrypaLumm:

console (config) #

Tabnunua 201 — KomaHabl pexkmma rnobanbHol KoHduUrypaumm

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

firewall -/BKNIOYEHO

MepeiTn B pexMm KOHOUIypUpoBaHWA MOAYNA, OTBEYAIOLLEro 3a
dYHKUMOHanN 3awmTbl oT DoS-aTak.

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunuya 202 — KomaHabl pexkmma KoHpurypauum edyHKumnoHana firewall

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmsue
no yMmoaYaHuro

enable BKkAtouMTb Noaaep KKy 3awmtbl ot DOS-aTak.

- -/BKAKOYEHO
disable BbIKNOUNTb NoAAepKKy 3awwmTbl oT DOS-aTak.
ip tcp inspection syn-fin BkntoumTb 06HapykeHue syn-fin-naketos.
enable -/BKAtOYEHO

no ip tcp inspection syn-fin

BbIkntounTb 06HapykeHne syn-fin-nakeTos.

ip tcp inspection

timeout <sec> sec: (1..65535)/1

YcTaHOBUTL Talimep 610KMPOBKM syn-fin-nakeTos.

ip tcp limit syn-flag enable

BKAOUMTbL OrpaHMyeHme ckopoctu ana sxogauero TCP-tpaduka c
¢dnarom SYN.

- — - -/BbIKNIOYEHO
ip tcp limit syn-flag disable

C

BbIKNOUNTL OrPaHUYEHME CKOPOCTU ANA Bxoaawero TCP-Tpaduka

¢dnarom SYN.

notification interval <sec>

sec: (1..3600)/1

YCTaHOBUTbL BpeMeHHOW nHTepBan mexay SYSLOG-coobLleHuamm
0 NpeBblleHnn orpaHnyeHuns exoaawero TCP-Tpaduka ¢ prarom
SYN.

no notification interval

YCTaHOBUTb 3HaYeHMe N0 YMONHYAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica

Buza 3anpoca KOMaHAHOW CTPOKM penma KoHoUrypaumm nHtepdeica:

console (config-if) #

Tabnunuya 203 — KomaHAabl pexxmma KoHpurypauum uHtepdeiica

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa

Aeiicmeue

ip tcp limit syn-flag <value> value: (1-262143) pps/

100

YcTaHOBUTL 3HaYeHWe ckopocTn ana exoasaulero TCP-tpaduKa ¢
¢dnarom SYN Ha uHTepdelice.
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no ip tcp limit syn-flag

BbikntounTb orpaHuveHune ckopoctu ana Bxogawero TCP-tpa-
duka c pnarom SYN Ha nHTepdeiice.

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 204 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4aHuro

Aelicmeue

Show running-config firewall

OTo6pasunTb HacTpoiky moayns firewall.

show firewall stats

OTO6pPa3nTb CTAaTUCTMKY MO NaKkeTam, 06paboTaHHbIMU MOAYAEM
firewall.

show firewall tcp-syn-limit

OTo6pasnTb TeKylMe HACTPOMKM OrpaHUYEeHUs CKOpOCTU AN
Bxoasawero TCP-Tpaduka ¢ dnarom SYN.

4.27 KauectBo 06cnykusaHma — QoS

Mo ymonyaHUIo Ha BCex MOpTax KOMMyTaTopa MCNOAb3yeTcA OpraHM3auua odyepeam MakeTos No
meTtoay FIFO: nepBsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayn
TpaduKa npu MCNOMb30BAHUM JAHHOTO METOAA MOFYT BO3HWKHYTb NpPobiembl, MOCKONbKY YCTPOMCTBOM
WUTHOPUPYIOTCA BCE NakeTbl, He Boweglwmne B bydep ouvepean FIFO, M COOTBETCTBEHHO TepPAOTCA
6e3B03BpaTHO. PelwaeT gaHHylo npobnemy meTon, OpraHuUsylOWMiA odepean no npuoputety TpaduKa.
MexaHmam QoS (Quality of service — KayecTBo 06CNYyKMBaHMA), PeEaNM30BaHHbIA B KOMMyTaTOpaXx,
No3BO/ISIET OPraHM30BaTb BOCEMb OYepeaen NPUOPUTETA NAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblxX

AaHHbIX.

4.27.1 Hacmpolika QoS

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KoOHOUrypaumm:

console (config) #

Tabnnuya 205 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

qos buffer system threshold
{High-on | High-off | Low-on|
Low-off}

no gos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOPOroBble 3HAYEHUA ANA TPaHULbBI YTUAU3ALUN CU-
cTeMHoro bydepa:

- ana cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepun MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWTb 3HAYEHUA MO YMOMAYAHUIO ANA HACTPOWKM NMOPOroBbIX
3HaYEHWIA ANA BEPXHEN rpaHuLLbl yTUAM3ALMKU crucTeMHoro bydepa.

qos buffer port threshold
{High-on | High-off | Low-on|
Low-off}

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOpOroBble 3HaYeHUA ANA TPaHUUbI YTUAU3ALUKN By-
¢depa Ha nopTax:

- ana cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepun MES2424/MES2410 — (0..4095);

- ansa cepun MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).
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no qos buffer port threshold

YcTaHOBKa 3Ha4YeHMA MO YMONYAHUIO A4 HACTPOMKM NMOPOroBbIX
3HaYeHwui gna rpaHnLbl yTuamsaumm bydepa Ha noprax.

gos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb Noporosble 3HAaYEHUA PeKMMa rapaHTUPOBaHHOIO pac-
npeaeneHun (pexum rapaHTMpPOBaHHOIO pacnpeaeneHus onpeae-
NAET 3HaUYeHMe B KOMYECTBe AYeeK, AOCTyNHOe BCemM NopTam).

OTKNOUUTB NOPOroBble 3HAYEHUA PEXMMA FapaHTUPOBAHHOIO pac-
npeaeneHus (peum rapaHTMpPoBaHHOIO pacnpeaeneHus onpeae-
NAET 3HaUYeHMe B KOIMYeCTBe AYeeK, AOCTyNHOe BCemM NopTam).

gos buffer rx-congestion ig-
nore threshold threshold

no qos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BKAIOUNTL ON1R BbIXOAHOTO MHTepdeinca pexmnm UrHopupoBaHus
COCTOAHUA «NeperpysKa Ha BXoae»:

- anAa cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ans cepun MES2424/MES2410 — (0..4095);

- ans cepun MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

OTKAOUYUTDL ANA BbIXOLHOMO MHTEpdEeca pexMm UrHopUpPOBaHUA
COCTOAIHUA «NeperpysKa Ha BXO4Ee.

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3patb CNMCOK KpuTepueB Knaccuoukaumm tpaduka.
2. BoliTn B pexmMm pefakTMpPOBaHMA CUCKa KpuTepues Knaccudu-
Kauum Tpaduka.

Y4anuTb CNUCOK KpuTepues Knaccudukaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Co3patb cTpaTerunto knaccubukaumm Tpadpumka.
2. BonTn B peXuMmM pefaKTUpOBaHMA CTpaTermm Kaaccupukaumm
TpaduKa.

Yaanutb npaBuno KnaccuduKkaumm Tpadpuka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
sched_num: (1..65535)

OnpepenuTb anropuTm paboTbl NIAHMPOBLLMKA Ha MHTepdelice.

- strict-priority — cTporas ouepesb, MMeeT HauBbICLIMIA TPUOPUTET;
- strict-wrr — ouepeb MO MeXaHW3MYy WrT, UMeloLLAn npuopuTeT
BbILLE OYepean Wrr;

- Wrr — o4yepeap, 06pabaTbiBaOLLAACA MO MEXAHU3MY WIT;

- fa/gi/te_port/two_port — ucxoasawmii natepdeic.

Y[annTb HaCTPOMKM NNAHMPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3a4aTb HOMep U Bec oyepeam AN UCXodalLero uHtepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenutb Tpaduk c meTko CoS/DSCP B ouepesb.

OTMeHUTb onpeaeneHune TpaduKa B ouepesb.
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gos interface {fastethernet

fa_port | gigabitethernet fa_port: (1..8/0/1..24);

gi_port | ;

P gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two._port: (1..8/0/1..8);
two_port |

te_port: (1..8/0/1..11);

tengigabitethernet te_port | Priority: (0..7)/0

port-channel group} def-
user-priority priority

YKasaTb ouepeb ona nHTepdeica, Npy ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y BxoAALWMX NaKeTOB.

logging service cpu rate-limit
[queue]

- - -/BbIKAOYEHO
no logging service cpu rate-

limit [queue]

BK/I1OUMTbL OTNPaBKY TPAnNoB O NpeBbieHWM nopora cpu-rate-limit
B syslog.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

snmp-server enable traps cpu
rate-limit [queue]

-/BbIK/IOYEHO
no snmp-server enable traps

cpu rate-limit [queue]

BK/IOUMTL reHepaLmio YBeAOMIEHUI NPU NPEBbLILLEHUN 3HAYEHUA
cpu-rate-limit.

OTKNIOUUTL FeHepaLmio yBegOMIEHUA Ha YCTPOMCTBe.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaumm VLAN:

console (config-vlan) #

Tabnunua 206 — KomaHab! pexkuma KoHdpurypaumm VLAN

KomaHda
1o yMmon4aHuo

3HayeHue/3HayeHue

OnucaHue

gos cos egress cos_default

cos_default: (0..7)/0

NO (Os COos egress

YcTaHaBoBUTb 3HaYeHne CoS ans nopta (CoS, npumeHsaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WMHTep-

deiic).

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnuya 207 — KomaHgb! pexxuma KoHdpurypaunm nntepoeiica Ethernet

KomaHoa
YMOAYAHUIO

3HayeHue/3HayeHue no

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

-/BbIKAOYEHO

no qos trust

YCTaHOBUTL pPeXnm foBepua KommyTaTopa B 6a30BOM pe-
»ume QoS (CoS nau DSCP).

- COS — YCTaHaBNBAET KNACCUPUKALMIO BXOAALLMX NAKETOB
no 3Ha4yeHuAm CoS. A HeTermMpoBaHHbIX MAKETOB UCMONb-
3yeTca 3HavyeHue CoS No ymonyaHuio.

- dscp — ycTaHaBAMBaeT KnaccMdUKaLMIO BXOOALLMX NaKe-
TOB no 3HayeHunam DSCP.

- cos-dscp — ycTaHaBAMBAET KNaccuPMKaLMIo BXOSALLMX Na-
KeToB no 3Ha4yeHnAm DSCP ana IP-nakeToB 1 No 3Ha4YeHnAM
CoS ana He IP-nakeToB.

YCTaHOBUTb 3Ha4YeHUA NO YMOJIHAHUIO.

qos map regen-priority
{vlanPri | ipDscp} enable

-/BbIK/IIOYEHO

no ¢os map regen-priority
{vlanPri | ipDscp} enable

- VlanPri — pa3spewuTb yCTaHOBUTb HA UCXOAALLEM UHTEp-
deiice 3HaueHne CoS B NaKeTax COrMMacHO HAaCTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspewwnTb U3MepUTeNo NepemMapKUpPOBbIBaTb
TpaduK CornacHo HaCTPOEHHOMY a/iIroPUTMY.

OTMEHWTb HaCTPOWKK NepemapKnpoBKM TpaduKa Ha UCXo-
nawem nHtepdelice.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

199




HELTEX

gos def-vlanPri source {inner- YcTaHaBAMBAeT MCTOYHMK svlan-priority npu ucnosb3osa-
vlanPri/none/user-pri} HuM DotlQ tunnel ana Bxoagsuwero Tpaduka Ha WHTEp-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HaueHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHue No ymon4yaHuw, svlan-priority = 0.

-/none

no qos def-vlanPri source Bo3BpaluaeTca 3Ha4YeHWe No YMONYaHUIO.

KomaHObI pexcuma pedakmupo8aHUA CUCKA Kpumepues Kaaccugukauuu mpaguxka

Bug, 3anpoca KOMaHAHOM CTPOKM pexmma pefakTUPOBaHMA CMMCKA KPUTEpUEB KnaccubuKaumm
TpaduKa:

console# configure terminal
console (config)# class-map class-map-name
console (config-cls-map) #

Tabanua 208 — KomaHAabl pexkMma pefakTUpPOoBaHUA CNUCKa KpUTepMEB KaaccnuduKkaumm Tpadmka
3HayeHue/3HayeHue
10 yMOM4aHuio

KomaHoa Aelicmeue

match access-group {ip-access-
list | mac-access-list } acl_num

[o06aBuTb Kputepuii Knaccuoukaunm Tpaduka. Onpeaenset npa-

acl_num: (0..65535) Buna GunbTpaumm Tpaduka no cnucky ACL ansa knaccudmraumm.

set class class_num AKTUBMPOBATb KAacc.
class_num: (1..65535)

no set class class_num OTKNtOUUTL paboTy Knacca.

set class class_num regen-
priority priority group-name
name

L 3a4aTb BHYTPEHHUI NPUOPUTET AN1A YKa3aHHOIOo Kaacca.
priority: (0..7); A yte prop ARy

name: (1..31) cumBonoB

KomaHObI pexcuma pedaKkmupo8aHusa cmpamez2uu KAaccuguKkayuu mpaguxka

Buza 3anpoca KOMaHAHOM CTPOKM peXXnMma pefakTMpoBaHMA cTpaTernm knaccudumkaumm tpadumka:

console# configure terminal
console (config) # policy-map policy-map-name
console (config-ply-map) #

Tabnunua 209 — KomaHAabl pexxmMma pefakTMpoBaHUA CTpaTerMm Knaccudurkaumm tpadmka
3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHda Aeilicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

YCTaHOBWTb HOBOE 3HAYEHME METKM 4/15 NaKeTa.
class_num: (0..65535);

new_cos_map: (0..7);
new_dscp_map: (0..63)

set meter meter YCTaHOBWTb OrpaHUYeHue A1 CKOPOCTU NMOTOKA COrNacHO HacTpo-
€HHOMY anropuTMmy.

no set meter - YpanuTb orpaHnyeHve AnA CKOPOCTU NOTOKA COMAacHO HAaCTPOEeH-
HOMY anropuTmy.

KomaHObI pexcuma 2a06asa6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXknma rnobanbHol KoHPUrypaumu:

console (config) #
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Tabnmua 210 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

meter meter

no meter meter

meter: (1..255)

Co3aaTb M3MepUTeNb OrpaHUYEeHWUs CKOPOCTU AN UCXOAALLEro
TpaduKa.

YAanutb M3MepUTesb OrpaHMYEHUA CKOPOCTU AJ1A UCXOAALLEro
TpadwukKa.

KomaHObI pexcuma KoHgu2ypayuu usmepumessa 02paHUYEeHUS CKopocmu 044 8xo0duwe20 mpa-

_dZUKG

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKUme KoHdUrypaLumu:

console (config-meter) #

Tabanuya 211 — KomaHabl pexmma KoHpurypaumm

N3MepUTENA OrPaHUYEHNA CKOPOCTH

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHMYeHre CKOPOCTH A1 UCXoasLLero TpaduKa co-
rnacHo anropuTtmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBWTb OrpaHUYeHNe CKOPOCTU A/1A UCXOZALLLero Tpaduka co-
rnacHo anropuTmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/to4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduka.
Mopaepxusaetca Toabko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBWTb OTrPaHNYEHNE CKOPOCTU A/1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — BK/ito4aeT aHanm3 DSCP npu aHanuse obbema Tpa-
duka.
Moapeprusaerca Tonbko Ha MIES2424, MES2424B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

' ' Ona KoppeKTHo paboTbl usmeputena ¢ aaroputmamu sr-TCM u tr-TCM TpebyeTca ycTaHo-
rod BUTb Ha Ucxogauem uHTepdeiice KomaHay os map regen-priority ipDscp enable.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnnua 212 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4YaHuo

Aelicmesue

show qos global info

OT06pasunTb rnobanbHble HACTPOMKM (OS.
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show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MoKasaTb B KaKylo ouepesb onpeaeneHbl MHTepdenchbl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT106pa3znTb mannuHr CoS n DSCP no ymonyaHuto.

show qos trust

MPOCMOTP TEKYLUMX HACTPOEK LOBEPUA METKaM COos M dscp.

show gos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11)

OT06pasmnTb cTaTUCTMKY QOS.
Nopaep)kuBaetca Tonbko Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2420D-24DP, MES2448B.

Mpumep NpMMeHEHUA CEPBUCHOM NOAUTUKM

Ons Tpaduka, umetowtero DSCP 8, meHseTtcsa VLAN Ha 100, p-bit meHseTcs Ha 7, dscp meHsieTcA Ha 63,
CKOpPOCTb NOTOKa orpaHuumnsBaeTcs ao 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl) # permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 1/0/6

console (config-if)# qos trust cos

console (config-if)# switchport mode trunk
console (config-if) # ip access-group 1008 in
console (config-if)# !
console (config) # interface gigabitethernet 1/0/7

console (config-if)# switchport mode trunk

console (config-if) # gos map regen-priority-type vlanPri enable

console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-1list 1008

console (config-cls-map)# set class 1008 regen-priority 7 group-name Q0S
console (config-cls-map) # !
console (config)# meter 10
console (config-meter) # meter-type avgRate cir 512 kbps

console

config-meter) # !

console (config) # policy-map 1008
console (config-ply-map)# set policy class 1008 default-priority-type ipDscp

63

(
(
(
(
(
(
(
(
console (config-if)# !
(
(
(
(
(
(
(c
(
(

KomaHObI pexcuma KoHgu2ypauuu uHmepgpelica (QuanasoHa uHmepgelicos) Ethernet, uHmep-

¢elica epynnsl nopmos

! dyHKuuMA rate-limit He noaaep:kaHa B cTeke B TeKyweii Bepcum MO.

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdeiica Ethernet, nntepdeliica

rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 213 — KomaHabl pexmma KoHpurypaummn nHtepodeiica Ethernet, rpynnbl nHtepdeiicos

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4YaHuo

Aelicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU AN1A BXoasLwwero TpaduKa.

YCTaHOBUTb 3HaYeHME N0 YMONYAHMUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBWUTb OrPaHUYEHNE CKOPOCTU ANA UCXOAALLErO TpadUKa.

V 3HaueHue rate AOMKHO 6bITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHMUIO.

Mpumep HacTPOMKM orpaHMYeHnn ckopoctu nopta GigabitEthernet 1/0/4:

console# configure terminal

console (config) #

vlan 10

console (config-vlan)# vlan active

console (config-vl

an) # !

console (config) # interface gigabitethernet 1,/0/4

console (config-if
console (config-if

(
(
(
console (config-if
(
(
console (config-if

) #

)
) #
) #

Mpumep HacTpoiiku QoS:

switchport
# switchport
rate-limit
rate-limit

mode acce
access vl
input 512
output 51

ss
an 10

2

HacTpounTb NAaHMPOBLUMK MO anroputMmy Wrr ana mcxogauiero nHrepdeitca gil/0/1. Pacnpegenuts
Tpaduk cornacHo nosto CoS B oyepeam 1-4. HazHaunTb BEC WIT 419 OYEPEAEN COINIaCHO HOMEPY oYepeaum.
Ouepenpb 5 06bABUTL NPUOPUTETHOA.

console (confiqg) #
WrIr
console (config) #
wrr
console (config) #
WrIr
console (config) #
strict-priority

console (config) #
weight I
console (config) #
weight 2
console (confiqg) #
weight 3
console (config) #
weight 4
console (confiqg) #

console (config) #
console (confiqg) #
console (confiqg) #
console (confiqg) #
console (config) #

scheduler

scheduler

scheduler

scheduler

queue ! interface

queue 2
queue 3
queue 4
queue 5
queue-map
queue-map
queue-map

queue-map
queue-map

10

20

20

20

interface

interface

interface

interface

interface

interface

interface

interface

regn-priority
regn-priority
regn-priority

regn-priority
regn-priority

gigabitethernet 1/0/1

gigabitethernet 1/0/1

gigabitethernet 1/0/1

gigabitethernet 1/0/1

vlianPri
vlanPri
vlanPri
vlanPri
vlianPri

gigabitethernet 1/0/1
gigabitethernet
gigabitethernet
gigabitethernet

gigabitethernet

G W DN =

1/0/1
1/0/1
1/0/1
1/0/1
queue-id
queue-id
queue-id

queue-id
queue-id

scheduler

scheduler

scheduler

scheduler

G W N =

sched-algo
sched-algo
sched-algo

sched-algo

scheduler 10

10

10

10

10
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4.28 KoHdurypauma NnpoToKON0B MapLUpyTU3aLumn

AnnapaTtHaA mapLlupyTU3aLmMAa NOAAEPXKUBAETCA TONbKO Ha moaenax MIES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MIES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

.‘

4.28.1 KoHdpucypayus cmamuyeckoli mapwpymu3sayuu
CtaTnyeckana mapLlpyTm3aumsa — BMA, MapLUpyTM3aLmumn, Npu KOTOPO MapLLpyTbl YKa3blBatoTCcA B AB-
HOM BMAe Npu KOHPUIypaLnmn maplipyTmsaTopa. Bca mapwpytmsayma npu aTom nponcxogut 6es yyactma

KaKuX-MB0o NPOTOKO0B MapLLpPyTM3aL M.

KomaHObI pexcuma 2a06anab6HoU KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:
console (config) #

Tabnnua 214 — KomaHabl pexkuma KoHpurypauum untepdelica Ethernet, rpynnsl uHTepdelicos

Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o ymon4aHuio
ip route prefix {ip_mask Co34aTb CTaTUYECKOE NPABM/IO MApLIPYTU3aL UK.
| prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B GopmaTe 4eCATUYHOMN CUCTEMBI CYMCe-
HUA);
- gateway — W03 ANA JOCTYNa K CETU Ha3HaYeHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaértca B TOM Cnyyae, ecav CeTb HasHaYeHMA Hanps-
vlan_id: (1..4094) myto (directly) noakntoueHa K MHTepdeiicy, COOTBETCTBYHOLLEMY
vlan_id.
no ip route [all | prefix YAanuTb NpaBuao 13 Tabaunubl CTaTUYECKO MapLIpyTU3aLUK.
{io_mask |prefix_length} [gate- - all — ypanuTtb BCe Npasuaa U3 TabanLbl CTaTUYECKON MapLLpPYTU-
way]] 3aumu.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxunma EXEC:

console#
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Tabnuua 215 — KomaHabl pexkmma EXEC
3HayeHue/3Ha4yeHue

Komanda Aelicmesue
no yMmon4aHuro
show ip route [prefix [mask] | MoKasaTb TabauLy MapLIpyTM3aLuK, yA0BAETBOPAIOLLYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3HayeHus;

- mask — macka cetu (B popmaTe LecATUYHON CUCTEMbI CYMCe-
HuA);

- connected — NOAK/OYEHHBIN MapLUPYT, TO €CTb MapLLPYT, B3A-
- TbI C HENOCPEACTBEHHO NOAKNOYEHHOTO U GYHKLMOHMPYIOLLLErO
MHTepoeica;

- details — geTannsmposaHHaa uHpopmauus;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMBKamK;

- static — cTaTMueckunit MmapLUpyT, NPONUCaHHBIN B Tabanue mapLu-
pyTvsaumu;

- summary — obLuee KOIMYEeCTBO MapLLIPYTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

! dyHKuua VRRP He noapeprkaHa B cTeKe B TeKylyeit Bepcum MO.

DYHKUMA noanepXKUBAETCA TONbKO Ha mopgenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-
24F, MES3400-48, MES3400-48F, MES3710P.

.‘

MpoTtokon VRRP npepHasHayeH AnA pe3epBUPOBAHUA MapLLPYTU3aTOPOB, BbIMOJIHAKOLWMUX PONb
LU/1t03a MO YMOJIYAHUIO. ITO AoCTUraeTca NyTém obbeamHeHus IP-uHTepdencoB rpynnbl MapLLpyTU3aTOPOB
B OZMH BMPTYasibHbIM, KOTOPbIN BYAET MCNONb30BATLCA KaK LUKO3 MO YMONYAHUIO A1 KOMMNBbIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble nHTepdelicbl umetoT MAC-agpec 00:00:5E:00:01:XX, rge XX — Ho-
mep rpynnbl VRRP (VRID).

TONbKO OANH M3 GU3MYECKUX MAPLUPYTU3ATOPOB MOXKET BbINONHATL MapLIPyTU3aLmMio TpadurKa Ha BUPTY-
anbHoMm IP-uHTepodeice (VRRP master), ocTanbHble MapLLpyTM3aTOPbI B Fpynne npeaHa3HayeHbl Ans pesep-
BupoBaHua (VRRP backup). Beibop VRRP master nponcxoaut B cootsetctBun ¢ RFC 5798. Ecamn TekyLinit
master cTaHOBUTCA HEAOCTYNHbIM — BbI6OP Master'a nosTopsaeTca. HanBbICWIMIA NPUOPUTET UMEET MapLL-
pyTM3aTop ¢ cobcTBEHHbIM IP-aapecom, coBnadatoLmMm ¢ BUPTYaabHbIM. B ciyyae AocTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumanoHoe koaundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2n06asab6Hol KoOHu2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHoOM KOHGUrypaumm:
console (config) #

Tabnunua 216 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
o ymMoa4YaHuto
vrrp enable BkntoumTb VRRP r106anbHO.
-/BbIK/IOYEHO Dns Toro uto6bl VRRP 3apaboTan Ha uHTepdeiicax,
HYKHO BKAounTb VRRP rnobanbHo.
no vrrp enable YpanuTe NpaBuao 13 Tabamubl CTaTUYECKOM MapLpyTU3aLmu.
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‘ vrrp version {v2 | v3}

‘ 3apatb Bepcuto VRRP.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos VLAN

Buz 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabnunuya 217 — KomaHgbl pexkmma KoHpurypaumumn nntepoeric VLAN

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

vrrp vrid ipv4 ip_address

no vrrp vrid ipvé [ip_address]

vrid: (1..255)/-

Onpegenntb IPv4-agpec VRRP-mapwpyTmnsaTopa.

Y[anuTb BUPTYaNbHbI MapLlipyTM3aTop vrid Ha AaHHOM yCTpOii-
cTBe.

vrrp vrid accept-mode {enable
| disable}

vrid: (1..255)/
BbIK/IOYEHO

enable — BKNOUMTL pexkum, B KoTopom VR-aapec byaeT otBevaTtb
Ha ICMP-3anpocbl M NpMHUMATb 3aNpPOCbl Ha MNOAKAKOYEHMe No
Telnet n SSH;

disable — BbIK/IOYMTb AaHHBIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounUTb perknum, npu KoTopom backup-mappyTtunsatop c bonee
BbICOKMM MPUOPUTETOM DOyAeT MbITaTbCsA MepexBaTUTb Ha cebs
ponb master y Tekyllero master-maplpytmusaTopa ¢ 6onee HuU3-
KMM NpuopuTeTOM.

MapLpyTusaTop, KOTopblii ABnAeTcA Bnagenbuem IP-

BKITIOHEHO V aApeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBUCUMO OT HACTPOEK AAHHOI KO-
MaHAbI.
no vrrp vrid preempt BbIKNOUNTL PEXUM NPEEMCTBEHHOCTU.
vrrp vrid priority priority vrid: (1..255); HasHauutb npuoputet VRRP-mappyTtumsaTtopa.

no vrrp vrid priority

priority: (1..254)/
255 ana snagensua IP-
agpeca, 100 gna

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

OCTaNbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpeaenvTb MHTEPBaAN MeXAy aHOHCaMWM master-mapLlupyTmsa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBMWTb 3HaY€HME MO YMOIYAHUIO.

1cek

KomaHOowbl pexcuma EXEC

Buza 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 218 — KomaHabl pexxkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKylo UK AeTasnbHylo MHGOPMaLUo Ana BCex
MM OAHOrO HAaCTPOEHHOTO BMPTYaabHOro mapLpytusatopa VRRP.
- detail — npocmoTp aetanbHo MHbOPMaLMK;

- statistics — npocmoTp 06LLel cTaTUCTURMN.

4.28.3 Hacmpoiika npomokosaa OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMUYecKoi MaplupyTU3aLMKM, OCHOBAHHbIN Ha
TEXHONOMMU OTCNEXKMBAHUA cocToAHMA KaHana (link-state technology) u ncnonb3yoWMCa ANA HaxoXxK-
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OeHUA KpaTyalwero nyty anroputm Aelnkctpbl. MNpoTtokon OSPF npepacraBnseT cobot NPOTOKON BHYT-
peHHero wnto3a (IGP). Mpotokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MapLUPyTax MexKay

MapLLpyTU3aTOpPamMmn 04HON aBTOHOMHOM CUCTEMbI.

KomaHObI pexcuma 2nobasnbHol KoHgu2ypayuu 018 OSPFv2

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (confiqg) #

Tabnunua 219 — KomaHgb! pexuma rnobanbHoi KoHourypaumm OSPFv2

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
no ymona4aHuro
router ospf -/- 3aliT B perKMm KoHpurypaumm npouecca OSPFv2.

KomaHObI pexcuma npoyecca OSPFv2

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxunme KoHdurypaumm npouecca OSPFv2:

console (config-router) #

Tabnuua 220 — KomaHabl pexkmma KoHpurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown

no shutdown

-/BbIK/OYEH

BbikntounTtb OSPF-npouecc.

V Mo ymonuaHuio OSPF-npouecc BbIK/IIOYEH.

Bkatountb OSPF-npouecc.

distance dist

no distance

dist: (1..255)/110

YCTaHOBUTb a4 MUHUCTPATMBHYIO ANCTaHUmMo ansa OSPF.

YCTaHOBUTb 3HAYEHME MO YMOUYAHWUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BK/OYMTb aHOHCMPOBAHME LWJIK03a MO YMOAYAHUIO, BHE 3aBUCH-
MOCTU OT TOrO 33aH /Y OH CTaTUYECKMM MapLUPYTOM WM He 3a-
[OaH.

YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
B ciyyae yKasaHMA napameTtpa BEpPHYTb €ro 3HadeHue no ymosi-
YaHMIo.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIK/IOYEHO

BK/AOYNTb MM BbIK/IOYUTL TPAHCAALMIO MapLUpyTa No ymosya-

HUto (ycTaHoBUTL P-6UT) B NSSA Ha ASBR, KOTOpbIN He ABaseTcs
ABR.

[onxHo 6biTb BK/IIOYEHO AaHOHCUPOBAHME MapLUPyTa

V no ymonuanuio (default-information originate always).

redistribute connected
[metric metric] [metric-
type {1 | 2}]

no redistribute connected
[metric]

metric: (1..16777214)/20

Pa3pelwnTb aHOHCMPOBaHMeE connected-mapLipyTos:

- metric-type 1 — yCTaHOBUTbL TUM UMMNOPTMPYEMbIX MapLLPYTOB
KaK external-1;

- metric-type 2 — yCTaHOBUTb TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-2;

- metric — 3HaYeHUe METPUKMU ANA UMMNOPTUPYEMbIX MapLLIPYTOB.

3anpeTuTb aHoHcMpoBaHWe connected-mapwpyToB. B cayyae
YKa3aHuA napameTpa BepHYTb ero 3Ha4eHue No YMOAYaHUIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

PaspewnTb aHOHCUMPOBaHME CTAaTUHECKMX MapLLUPYTOB:

- metric-type 1 — yCTaHOBUTbL TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-1;

- metric-type 2 — yCTaHOBUTL TUM MMMNOPTMPYEMbIX MapLLPYTOB
KaK external-2;

- metric — 3HaYeHMe METPUKMU 418 UMMNOPTUPYEMbIX MaPLLIPYTOB.

3anpeTuTb aHOHCMPOBaHME CTaTUYECKUX MApLIPyTOB. B cnyvae
YKa3aHuMa napameTpa BepHYTb ero 3HayeHue no yMOAYaHuIo.
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redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3spelwntb aHOHCMpPOBaHNE MapLLPYTOB, NOJYY4EHHbIX MO NPOTO-
kony RIP:

- metric-type 1 — ycTaHOBUTb TUN MMMNOPTUMPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
KaK external-2;

- metric — 3Ha4eHe MeTPUKMN A1 UMMOPTUPYEMbIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWE MApPLLIPYTOB, NOJIYYEHHbIX NO NPOTO-
Koy RIP. B cnyvae yKasaHuA napameTpa BEepPHYTb ero 3HayeHue
no YMOYAHWUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCMpPOBaHNE MapLLPYTOB, NOIy4EHHbIX MO NPOTO-
Kony BGP:

- metric-type 1 — ycTaHOBUTb TUN MMMNOPTUMPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
Kak external-2;

- metric — 3Ha4YeHe MeTPUKMN A1 UMMOPTUPYEMBIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWME MApPLLIPYTOB, NOJIYY4EHHbIX NO NPOTO-
Kony BGP. B cnyyae yKasaHMA napameTpa BEPHYTb ero 3HayeHune
Nno YMOJ/IYAHUIO.

redistribute all
[metric metric] [metric-
type {1 | 2}]

no redistribute all [metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMpPOBAHME MApPLLPYTOB, NMOJIYYEHHbIX MO BCEM
noAAepKMBaembiM NPOTOKOAAM MApLLPYTU3aLmUK:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TN UMNOPTUPYEMbBIX MAPLLPYTOB
Kak external-2;

- metric — 3Ha4YeHMe METPUKM AN1A UMNOPTUPYEMbIX MAPLLIPYTOB.

3anpeTuTb aHOHCMPOBaHWE MapLUPYTOB, MOJYYEHHbIX NO BCEM
noaAepKnBaembiM NPOTOKONAM MapLIpyTM3aLmMm. B cnydae yKka-
3aHWA NapameTpa BepHYTb ero 3Ha4YeHMe Mo YMOYaHUIO.

compatible rfc1583

no compatible rfc1583

-/BKOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkntounTb coBmecTumocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: npeHtudmkatop
maplwpyTtusaTopa B ¢op-
mare IPv4-agpeca

YCTaHOBUTb MAEHTUOUKATOP MapLUPYTM3aTOpa, KOTOPbIN YHU-
KanbHO NAEHTUOMLMPYET MapLIpyTU3aTOP B Npesenax o4HOM aB-
TOHOMHOW CUCTEMbI.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

Bkntountb OSPF Ha IP-uHTepdeiice.

Ypanutb IP-agpec uHTepodeiica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30Hbl B dopmare IPv4-aa-
peca

YCTaHOBUTb A/1A YKa3aHHOW 30Hbl TMN stub. 3oHa — coBoKyn-
HOCTb CeTel U MapLpyTU3aTOPOB, UMEIOLMX OAUH U TOT XKe
naeHtTnduKatop.

- no-summary —He o0TNPaBAATb UHGOPMALUIO O CYMMUPOBAHHbBIX
BHELUHWX MapLIpyTax.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

area A.B.C.D nssa [no-sum-
mary]
[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

A.B.C.D: ngeHtndmkatop
30HbI B popmarte IPv4-ag-
peca;
metric: (1..16777214)/20

YCTaHOBWTb A/15 YKa3aHHOM 30HbI TUN NSSA.

- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHbIX
BHELWHMX MapLpyTax BHYTPb NSSA-30HbI;

- default-information-originate — BkAt0uUMTb aHOHCUpPOBaHME
LUNK03a MO YMOIYAHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /I OH
CTaTUYECKMM MapLUPYTOM UN He 334aH;

- metric-type 1 — ycTaHOBUTb TUN MapLLpyTa MO YMONYAHUIO KaK
external-1;

- metric-type 2 — ycTaHOBUTb TMN MapLUPyTa MO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHMe METPUKM ANA aHOHCMPYEMOro MapLupyTa.

YCTaHOBUTb 3HaYeHMe Mo ymoa4aHuio. B ciyyae ykasaHuA napa-
MeTpa BEPHYTb ero 3Ha4yeHne No ymon4aHUIo.

area A.B.C.D default-cost
metric

YCTaHOBUTb METPUKY A1A LWAK03a N0 YMOYAHUIO B aHOHCaxX ANA
30H stub 1 NSSA.
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no area A.B.C.D default-
cost

A.B.C.D: uaeHtTndukatop
30HbI B popmare IPv4-ag-
peca;
metric: (1..16777215)/20

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ap-
peca;

BbINO/IHUTL CYyMMMPOBAHME MaPLLIPYTOB, MONAAAOLWMX NOL YKa-
3aHHbIV AManasoH.

- summary — an1 MeX30Ha/bHbIX MapLpyToB (LSA Tun-3);

- Type7 — ana sHewHUx mapLupyTos 13 NSSA B marncTpanbHyo
30HY;

- advertise — 06bABWTb YKa3aHHbIN MapLIPYT;

- not-advertise — He 06bABNATb YKa3aHHbIN MapLUpPYT.

Yaanute cymMmnpoBaHue mapLipyToB s aaHHo OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: uaeHTnduKatop
30HbI B popmare |Pv4-ag-
peca

YCcTaHOBUTbL poab TpaHcnAaTopa B NSSA-30He.
- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B LSA Tun-5;
- candidate — yyacTBOBaTb B NpoLecce Bbibopa TpaHcaATopa.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KyHA

Mepuog cTabunmnsaumm B cekyHaax, gns TpaHcaatopa B NSSA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtuopukaTtop
30HbI B popmare |Pv4-ap-
peca;

E.F.G.H: ugentnodumkatop
MapLIpyT13aTopa HasHaue-
Hua B dopmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHa,
ret: (1..3600)/5 cekyHA,

Co3aaTtb BUPTyasibHOE COeAMHEHME MEXAY MArnCTPaAbHOM U He-
MarucTpasnbHOW 30HaMM, MeX Ay KOTOPbIMW NPUCYTCTBYET Apyras
HemarncTpanbHas 30Ha.

- dead-interval — yka3satb dead-uHTepBan;

- hello-interval — yka3atb hello-uHtepsan;

- retransmit-interval — ykasatb MHTepBan mexay NOBTOPHLIMMU
nepegayamu.

Yaanutb Bu PTyanbHOe coeanHeHue.

passive-interface {default |
loopback /loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /oopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpeTuTb IP-MHTepdeiicy 06MeHNBaTLCA MPOTOKOIbHBIMM CO06-
LLEeHNAMM C coceaamm Yepes yKaszaHHble MHTepdeicol.
- default — 3anpeTnTb ANs BCcex MHTepdencos.

Paspewntb IP-MHTEpdeiicy 06MEHNBATLCA NMPOTOKO/IbHBIMU CO-
obLeHnAMM ¢ coceaAamM Yepes YKasaHHble MHTepdeicol.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3apatb Bpy4Hyto OSPF-cocepa.

Ypanutb OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTb NapameTpbl PeanucTpubyLMmn AN BHEWHUX MapLLpy-
TOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka ceTu;

- metric-type asExttypel — yctaHOBMTb TN MmapipyTa external-1;
- metric-type asExttype2 — yctaHOBMTb TMN MapLipyTa external-2;
- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM.

Y[anuTb ycTaHOB/IEHHble NapameTpbl peaucTpubyummn ans 3a-
[aHHOro MapLipyTa.

summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

-/OTKNIOYEHO

BbINOMIHUTL CyMMMPOBAHME BHELHWUX MApLLPYTOB.

- ip_addr — 1P-appec cety;

- prefix_length — IP-macka cetu;

- advertise — cymMmnpoBaHHbIN MapwpyT obbasnaeTca B LSA Tun-
5; ecnv TMn 30HbI NSSA, TO MapLpyT He obbsABAAETCS;

- allowAll — cymmupoBaHHbI mapwpyT obbasaaercs B LSA tTun-5;
ecnun TMn 30Hbl NSSA, To mapwpyT o6basnsetca B LSA Tun-7;

- denyAll — cymMnpOBaHHbIN MapLpyT He 0bbABNsETCS;

- not-advertise — cymMMPOBAHHbI MapLIpyT He 06bsABAAETCA B
LSA T1n-5; ecav TMN 30HbI NSSA, To mapLlupyT obbasaaetcs B LSA
™n-7;

- translation disabled — He ycTaHaBAuBaTbL P-6UT B reHepupyembix
LSA Tnn-7;

- translation enabled — yctaHoBUTb P-6UT B reHepupyembix LSA
™n-7.
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no summary-external
ip_addr prefix_length

BbIKNOYUTL CyMMMUPOBAHUE BHELIHWX MapLUpPYTOB.

capability opaque

no capability opaque

-/OTKNIOUEHO

BkntounTb noanepKKky opaque LSA.

BbIkntounTb NnogaepKy opaque LSA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN 013 OSPFv2

Buz 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 221 — KomaHabl pexkmma KoHpurypauum nHtepdeiica VLAN ana OSPFv2

KomaHoa 3HayeHue/3HayeHue no Aelicmeue
yMoA4YaHuio
ip ospf network BbibpaTtb TMN ceTun:
{broadcast | non- - broadcast — wupokoBelaTenbHasa CeTb C MHOXKECTBEHHbIM A0-
broadcast | point-to- cTynom;
multipoint | point-to- - non-broadcast — HelunpoKoBeLLaTeNbHan ceTb, B 4aHHOM Cy-
point} -/broadcast Yae afipeca CoCeAHMX MapLLPYTU3aTOPOB HAaCTPaUBAKOTCA BPYY-

no ip ospf network

Hyto;
- point-to-multipoint — MmHOrotToyeuyHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YcTaHOBUTbL METPUKY COCTOAHUA KaHana, KOTOpaAa ABNAeTCA
YC/IOBHbIM NMOKa3saTesieM "cToMMOoCTU" NepecbikK AaHHbIX NO
KaHasny.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHpa,

YCTaHOBWTb MHTEPBA BPEMEHM B CEKYHaX, MO UCTEYEHUN KOTO-
poro cocep, byfeT cuMTaTbCA HEAKTUBHbIM. ITOT UHTEPBAN AON-
KeH ObITb KpaTHbiM 3HauveHuto hello-interval. Kak npaswuno,
dead-interval paBeH 4 uHTepsanam otnpasku hello-naketos.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHpa,

YCTaHOBUTb MHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro mapLipyTusaTop oTnpasaseT cnegytowmii hello-naker ¢
nHTepodelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

-/BbIKNIOYEHO

OTKAtoYMTL NpoBepKy MTU npu ycTaHOBAEHUM COCeAcTBa.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTbL NPUOPUTET MApLLIPYTU3aTOPa, KOTOPbIN UCMONb3Y-
etcs gns Bbibopa DR u BDR.

YCTaHOBUTb 3HaYeHue no YMOI4YaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHA,

YcTaHOBUTb Nepuog mexay nocblikoi hello-naketos ana Heak-
TMBHOTrO non-broadcast cocega.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf retransmit-in-
terval sec

no ip ospf retransmit-
interval

sec: (1..3600)/5 cekyHp,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM KO-
TOPOro MapLIpyTU3aTop NMOBTOPHO OTMPABUT NAKET, HAa KOTOPbI
He No/yYnn NOATBEPKAEHWUA O NONYyYeHUU (Hanpumep,
DatabaseDescription- unu LinkStateRequest-nakeTbi).

YCTaHOBUTb 3HaYeHue no YMOIHaHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHp,

YCcTaHOBUTb NPMMEPHOE BpeMA B CEKYHAAX, HeO6XOp,I/IMO€ ana
nepegadn naketa COCTOAHUA KaHasna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIKNIOYEHO

BkatounTtb nogasneHue otnpasku hello-coobuwenuin (gna nHtep-
delicoB TMNa point-to-point 1 point-to-multipoint u nepuoanye-
CKUX 0B6HOBANEHWMIA LSA).

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

ip ospf authentication
{message-digest | null

-/BbIKNIOYEHO

BKkntounTtb OSPF-ayTeHTUPUKAUMIO M 3a4aTb €€ Tun.
- message-digest — ncnonb3soBatb WnpposaHne MDS5;
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| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

- null — He ucnonb30BaTb ayTeHTUDUKALMIO;

- sha-1 - ncnonb3osatb WnppoBaHue SHA-1;

- sha-224 — ncnonb3osatb wndposaHme SHA-1;

- sha-256 — ncnonb3osath WnpposaHme SHA-256;

- sha-384 — ucnosb3oBaTb wWndpposaHme SHA-384;

- sha-512 — ucnosb3oBaTb wWndpposaHme SHA-512;

- simple — He ucnosb30BaTh WKPpPOBaHUE (Naposb NepeaaeTca
B OTKPbLITOM BUAE).

Bbikntountb OSPF-ayTeHTUDMKaumio.

ip ospf authentication-
key simple_password
no ip ospf authentica-
tion-key

simple_password: (1..64) cum-
BOJIOB

YCTaHOBWTb NapO/b, KOTOPLIN NpeAHa3HaYeH Aaa NPOCTOro
TMNa ayTeHTMdMKauMmM (Nepesaya Nnaposs B OTKPLITOM BUAE).

Ypanutb naponb.

ip ospf message-di-
gest-key key id {md5 |
sha-1 | sha-224 | sha-
256 | sha-384 | sha-
512} string

no ip ospf message-di-
gest-key key _id

key_id (0..255)
string (1..64)

[06aBUTb KNtoY ayTEHTUDUKALUN.

- key_id — npeHTUdUKaTOP KAOYa;

- md5 — wudposaTb KAty anroputmom MD5;

- sha-1 — wudposatb KAty anroputmom SHA-1;

- sha-224 — wudposaTtb Koy anroputmom SHA-224;
- sha-256 — wndposaTb Koy anroputmom SHA-256;
- sha-384 — wudposaTtb Kntoy anroputmom SHA-384;
- sha-512 — wudposaTtb Kntoy anroputmom SHA-512;
- string — naponb.

Y8anuTb Koy ayTeHTUdMKaLMK.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCTaHOBWTb NAapameTpbl 41A KNtoYa ayTeHTUGUKaLmu.

- start-accept — 3a4aTb Bpems, HauMHaa C KOTOPOro AelncTByeT
KNIOY Ha NPUEM;

- start-generate — 3aaTb BpeMs, Ha4YMHasA C KOTOPOro Aeit-
CTBYET K/ItOY Ha Nnepeaady;

- stop-accept — 3a4aTb Bpems, 40 KOTOPOro AeMCTBYET KoY Ha
npuém;

- stop-generate — 3azaTb Bpems, 10 KOTOPOro AeNCTBYET KAtoY
Ha nepepavy.

C6pocuTb MapameTpbl 4R Ktova ayTeHTudMKaumm.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 222 — KomaHabl pexkuma Privileged EXEC ana OSPFv2

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show ip ospf

OTo6pa3sunTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OTo6pasunTb nHPopmaumto 06 OSPF-cocegsx.

show ip ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypauuto OSPF-uHTepdelicos.
- vlan — ansa KoHKpeTHoro uHtepderica VLAN.

show ip ospf virtual-links

OT06pa3nTb NapaMeTpbl U TeKyLLLee COCTOSHUE BUPTYasbHbIX
JINHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OT06pasunTb cocTosiHMe H6asbl AaHHbIX NpoToKkona OSPF.
- adv-router — gn4 KOHKPETHOIO MapLLIPYTU3aTOPa;
- self-originate — nna nokanbHoOro maplupyTtunsaTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |

A.B.C.D: IP-agpec

OT106pa3unTb cocTosiHMe H6a3bl AaHHbIX NpoToKkona OSPF, TonbKo,
Ana onpeaenéHHblx TMNos LSA:
- asbr-summary — ana LSA tun-4;
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HELTEX

summary | opaque-area | - external — gna LSA Tun-5 u tmn-7;
opaque-as | opaque-link | - network — ans LSA tun-2;
router} [A.B.C.D | adv- - nssa-external — gna LSA tun-7;
router A.B.C.D | self- - summary — ans LSA tun-3;
originate] - opaque-area — anas LSA tmun-10;

- opaque-as — gna LSA tun-11;
- opaque-link — gns LSA Tun-9;
- router — gna LSA tmn-1.

show ip ospf database OT06pa3nTb 06yt CTaTUCTUKY Aa 6a3bl gaHHbIX OSPF.
database-summary -

show ip ospf area_id data- area_id: ugeHtndukatop OT06pasunTb cocTosiHMe 6asbl AaHHbIX NpoToKkona OSPF ans
base 30HbI onpeaenéHHoM 30HbI.

show ip ospf border-rout- OTO6pPa3nTb CNUCOK MOrPaHNYHbIX MapLWPYTM3aTOPOB.

ers }

show ip ospf {summary-ad- OTO6pPasnTb CyMMUpPOBaHHbIE MApPLUPYTbI:

dress | area-range} - - summary-address — ans LSA Tmn-5 v TMn-7;

- area-range — gna LSA tun-3.

4.28.4 Hacmpolika npomokKona OSPFv3

! dyHKumna OSPFv3 He noaaep:kaHa B cTeKe B TeKywieit Bepcum MNO.

KomaHObI pexcuma 2n06anabHol KoHpu2ypayuu 049 OSPFv3

Buza 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnuua 223 — KomaHapl pexkuma rnobanbHom koHburypaumm OSPFv3

3HayeHue/3Ha4yeHuUe .
KomaHda / Aelicmeue
no yMmon4aHuo

ipv6 router ospf -/- 3aliTn B perkmMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdUrypaumm npouecca OSPFv3:

console (config-router) #

Tabnunua 224 — KomaHabl pexkmma KoHourypauum npouecca OSPFv3

KomaHoa 3HayeHue/3HayeHue no Aeiicmeue

YMOAYAHUIO

shutdown Bbikntountb OSPF-npouecc.
-/BbiKNIOYeH V Mo ymonuaHuio OSPF-NpoL,ecc BbIKAOYEH.

no shutdown Bkntounte OSPF-npouecc.
nssa asbr default-route- BKAOUYNTL TPAHCAALMIO MapLipyTa NO YMOAYaHUIO (YyCTaHOBUTL P-
translator 61T) B NSSA Ha ASBR, KOoTOpbIi He aBnaeTca ABR.

-/BbIK/IIOYEHO
no nssa asbr default-route- YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
translator
redistribute connected Pa3spewnTb aHOHCUMpPOBaHWe connected-mapLpyTos.
no redistribute connected /BeiknIOqeHO 3anpeTnTb aHOHCMpPOBaHWe connected-mapLipyToB.
redistribute static Pa3spewnTb aHOHCMpPOBaHUE CTAaTUYECKUX MAPLLPYTOB.
no redistribute static /Bbikni0ueH0 3anpeTnTb aHOHCMPOBAHWE CTAaTUYECKUX MapLLPYTOB.

redistribute bgp Pa3peLmnTb aHOHCMpPOBaHWE MapLLPYTOB, MOJIy4EHHbIX MO NPOTO-

-/BbIK/IIOYEHO kony BGP.
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no redistribute bgp

3anpeTuTb aHOHCMPOBaHWE MapLLPYTOB, MONYYEHHbIX MO NPOTO-
Kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHTndukatop
MapLpyTusaTtopa B pop-
marte IPv4-agpeca/auto

YCTaHOBUTb UAEHTUOUKATOP MapLIpyTU3aTopa, KOTOPbLIA YHU-
KaNbHO MAEHTUPULMPYET MapLIpyTU3aTop B Npeaenax OAHOM aB-
TOHOMHOW CUCTEMbI:

- A.B.C.D —3apaTb uaeHTMduKaTOp BPYyYHYIO;

- auto — B KayecTBe router-id 6yayT UcNoNb30BaHbI NOCNEAHUE Ye-
Tbipe H6aiTa 6asoBoro MAC-agpeca KommyTaTopa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: uaeHTnduKatop
30HbI B popmare IPv4-ag-
peca

YCTaHOBUTb A/1A YKa3aHHOW 30HbI TN stub. 30Ha — coBOKyNHOCTbL
ceTel U MapLLPYTU3aTOPOB, UMEIOLLMX O4MH U TOT }Ke UaeHTUOUKa-
Top.

- no-summary — He OTNPaBAATb UHPOPMALMNIO O CYMMUPOBAHHBIX
BHELUHUX MapLIpyTax.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: naeHtTndukatop
30HbI B popmare |Pv4-ag-
peca

YCTaHOBUTb 15 YKa3aHHOW 30HbI TUM NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHBIX
BHELIHMUX MapLipyTax.

YCTaHOBUTb 3HaYeHUe No ymosiyaHuio. B cnayvae ykasaHua napa-
MeTpa BEPHYTb €ro 3Ha4YeHMe No YMOYAHUIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: naeHTndukatop
30HbI B popmare |Pv4-ag-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LIeHY A1 W33 N0 YMOMYaHWUIO B aHOHCaX ANA 30H
stub n NSSA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: uaeHtndukatop
30HbI B popmare |Pv4-ag-
peca

YCTaHOBUTb TN AN1A MaplipyTa no ymonyaHuio B NSSA:
- type 1 —T1un external-1;
- type 2 — Tun external-2.

YCTaHOBWTb TMM 4719 MapLUPYTa MO YMOAYaHMIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: ngeHtuopuxaTtop
30HbI B popmare |Pv4-ap-

BbINONHUTL CyMMMPOBaHME MapPLLPYTOB, MOMAAAOLWMX NO4, YKa-
3aHHbIN AManas3oH.

- summary — A1 MeX30HabHbIX MapLpyToBs (LSA tmn-3);

- Type7 — gna BHeWwHMX mapwpyTtos n3 NSSA B maructpanbHyto
30HY;

- advertise — 06bABUTL YKa3aHHbIN MapLIPYT;

peca . o
- not-advertise — He 06bABNATL YKa3aHHbIV MapLIPYT.
no area A.B.C.D range YAanutb CYMMUPOBaHWE MapLIpyToB A8 faHHON OSPF-30HbI.
ip_addr prefix_length {sum-
mary | Type7}
area A.B.C.D summary-pre- BbINONIHUTL CYMMMPOBaHWE BHELUHUX MapLUPYTOB.
fix ip_addr pre- - ip_addr —1P-appec ceTy;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- - advertise — cymmnpoBaHHbIN MapwpyT obbasaseTcs 8 LSA Tun-7
vertise] ons NSSA; He 06bABNSAETCA €CAN TPAHCAALMA NPOUCXOANT U3 Ma-
[translation {disabled | TMCTPaNbHOM 30HbI B NSSA;
enabled}] - allowAll — npaBuno NnpumeHsaeTcs, TONIbKO, CO CTOPOHbI Maru-
CTPa/ibHOW 30Hbl; CYyMMMPOBAHHbIN MapLupyT obbaBnseTca B LSA
TMN-7, eCAU TPAHCAALMA NPOUCXOANT U3 MArnCTPasibHOMN 30HbI B
NSSA;
-/OTKAOYEHO - denyAll — npaBM0 NpUMeEHAETCA TONLKO CO CTOPOHbI Maru-

no area A.B.C.D summary-
prefix ip_addr prefix_length

CTPaNbHOM 30HbI; CYMMMWPOBAHHbI MapLwpyT He o6bABAAETCS;

- not-advertise — cymMMpPOBaHHbIM MapLIPyT He 06bABAAETCA B
NSSA; obbsaBnsietcs B LSA TMN-7 ecamn TpaHCAALMA NPOUCXOANT U3
MaruMcTpasbHoM 30Hbl B NSSA;

- translation disabled — He ycTaHaBnnBaTbL P-6UT B reHepupyembix
LSA tmn-7;

- translation enabled — ycTaHoBUTb P-6UT B reHepupyembix LSA
™n-7.

BbIK/IIOYMTL CYMMUPOBAHME BHELLHWX MapLLPYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndukatop
30HbI B popmare IPv4-ag-
peca

YcTaHOBUTL posb TpaHcaAaTopa B NSSA 3oHe.
- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B LSA Tmn-5;
- candidate — yyacTBoBaTh B Npouecce Bbibopa TpaHcAATOpa.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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HELTEX

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHa,

Mepunog cTabmununsaumm B cekyHaax, ana TpaHcaatopa B NSSA.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudmKatop
MapLLpyTU3aTopa HasHaye-
HuA B popmarte IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cekyHg,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co3aaTb BUPTYaNbHOE COEANHEHWNE MEXAY MArnCTPanbHOM U He-
MarncTpasbHO 30HaMM, MeXAY KOTOPbIMU NPUCYTCTBYET Apyran
HemarncTpasbHas 3oHa.

- index — yKa3aTb MHAEKC, KOTOpbIN ByaeT aeHTUdULMpoBaThb
OaHHbIN BUPTYaNbHbIM KaHan;

- dead-interval — yka3aTb dead-uHtepsan;

- hello-interval — yka3aTtb hello-uHTtepsan;

- retransmit-interval — yka3aTb MHTEpPBaN mexAy NOBTOPHbIMU Ne-
pepayamu;

- transmit-delay — yka3aTb npumepHoe Bpems nepesayn naketa B
ceTu.

YpanuTb BUPTYasibHOE coeguHeHue.

passive-interface

no passive-interface

-/BbIK/IIOYEHO

3anpetutb ans scex IP-uHTepdeicos, co3gaHHbIX Nocae BBoOAA
OaHHOWM KomMaHAbl, 06MeHMBATLCA MPOTOKO/IbHLIMK COOBLLLEHN-
AMM C cocegamm.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTbL NapaMeTpbl peaucTpnbyumn ana BHEWHNX MapLupy-
TOB.

- ip_addr — IP-agpec ceTn Ha3HayeHus;

- prefix_length — IP-macka cetu;

- metric-value — ycTaHOBWUTb 3HAYEHNE METPUKK;

- metric-type asExttypel — ycTaHOBWUTbL TN MapLupyTa external-1;
- metric-type asExttype2 — ycTaHOBWUTbL TN MapLupyTa external-2.

YanuTb ycTaHOB/IEHHbIE MapaMeTpbl peancTpnbyumumn ana 3afaH-
HOro MapLupyTa.

KomaHObI pexcuma KoHguaypauuu udHmepagetica VLAN 013 OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 225 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YyMOMYAHUO

Aeiicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUPUKaTOp 30HbI B

¢dopmare IPv4-agpeca

Bkntountb OSPFv3 Ha nHTepdeiice.

Bbikntountb OSPFV3 Ha nHTepdeiice.

ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

Bbi6path TMN ceTu:

- broadcast — WwypoKoBeLyaTebHas CETb C MHOXXECTBEHHbBIM A,0-
cTynom;

- non-broadcast — HelwpoKoBeLLaTenbHas ceTb, B 4AHHOM CAy-

no ipv6 ospf neighbor
link_local_addr

point} -/broadcast Yae afpeca coceHMUX MapLULPYTU3aTOPOB HACTPAUBAKOTCA BPYY-
Hyt0;
- point-to-multipoint — MmHorotToyeyHas cetb;
- point-to-point — ceTb «TOYKaA-TOYKa».
no ipv6 ospf network YCTaHOBWTb 3HaYeHME MO YMOIYAHMUIO.
ipv6 ospf neighbor [o6aBunTb cTaTMYeCcKoro cocesa:
link_local_addr - link_local_addr — yka3atb IPv6 link-local agpec cocega.
-/He 3afaH

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipvé6 ospf cost

cost: (1..65535)/10

YCTaHOBWTb METPUKY COCTOAHMSA KaHasla, KoTopas ABNAETCA YCN0B-
HbIM NoKa3saTesiem "CTOMMOCTU" NePEecbIIKM AaHHbIX NO KaHany.

YCTaHOBUTb 3HAYeHMe no YMOI4aHUIO.

ipv6 ospf dead-interval
sec

sec: (1..65535)/40 cekyHA,

YCTaHOBUTb MHTEPBA/ BPEMEHWN B CEKyHAAX, MO UCTEYEHUU KOTOo-
poro cocep, 6yaeT cuMTaTbCa HEAKTUBHBIM. ITOT MHTEPBAA A0/IXKEH
6bITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno, dead-
interval paseH 4 nHtepsanam otnpasku hello-naketos.
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HELTEX

no ipv6 ospf dead-in-
terval

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ipv6 ospf hello-interval
sec

no ipvé6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHa,

YCTaHOBWUTb UHTEPBA BPEMEHU B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro maplupyTusaTop otnpasnsaeT cneayowmii hello-naket ¢ uH-
Tepdelica.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ipv6 ospf mtu-ignore
no ipv6 ospf mtu-ig-

-/BbIK/IIOYEHO

OTKAtouMTL NpoBepky MTU npu ycTaHOBAEHUM cOceacTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

no ipv6 ospf priority

prior: (1..255)/1

nore

ipv6 ospf passive- 3anpeTtutb IP-uHTEpdEeicy 0bmeHMBaTbCA MPOTOKOJIbHBIMU CO06-
interface LLLEHUSAMM C COCeAAMM Yepes AaHHbIN MHTepdeic.

no ipv6 ospf passive- /sbikniodeHo YCTaHOBWTb 3HaYeHMeE NO YMOYAHUIO.

interface

ipv6 ospf priority prior YCTaHOBWTb NPUOPUTET MapPLLPYTU3aTOPa, KOTOPbIM UCNONb3yeTCA

ana sbibopa DR v BDR.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHz,

YcTaHOBUTbL Nepuoa mexay nocblikon hello-naketos gns Heak-
TMBHOrO non-broadcast cocepa.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHa,

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
pPOro MapLUpyTM3aTOP NOBTOPHO OTNPABUT MAKET, Ha KOTOPbIN He
NOAYYUA NOATBEPKAEHUA O NONYHEHUN.

YCTaHOBUTb 3HAYEHMe Mo YMO4aHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHa,

YCTaHOBUTb MPUMEPHOE BpeMA B CEKyHAaxX, Heobxoammoe ans
nepeAayu NakeTa COCTOAHUA KaHana.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIK/IIOYEHO

BkAtounTb nogasneHne otnpasku hello-coobuwieHuit (gna nHtep-
deiicos TMNa point-to-point u point-to-multipoint) n nepmoguue-
CKMX 06HOBNEHMI LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 226 — KomaHabl pexkuma Privileged EXEC ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ipv6 ospf

OTo6pa3unTb KoHPUrypauuto OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: upeHtnduratop
30HbI B popmarte IPv4-ag-
peca

OT06pa3MTb cocTosiHMe 6a3sbl AaHHbIX KOHKpETHOﬁ 30HbI.

show ipv6 ospf border-
routers

OTO6pPa3snTb CNMNCOK NOrPaHMYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OT06pasmnTb cocTosiHMe Ha3bl AaHHbIX NpoToKkona OSPF:
- as-external — gns LSA tMn-5 u Tun-7;

- inter-prefix — gna LSA Tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tTun-9;

- link — gna LSA tmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — gna LSA tun-1;

- HEX — oTo6pa3utb nHpopmaumio 8 16-om Buae;

- detail — oT06pasnTL aeTanbHyto nHdbopmaumio o6 LSA.
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show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoOHPUrypaumto OSPF-uHTepdelicos.
- vlan — gna KoHKpeTHoro nHTepdeica VLAN.

show ipv6 ospf neighbor

OTo6pa3unTb nHPopmaumio 06 OSPF-cocegsx.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OT06p33MTb CTAaTUCTUKY NO NaKeTam.

show ipv6 ospf redist-con-
fig

OT06pasunTb KOHPUrypaLmio peaucTpmubyumu.

show ipv6 ospf route

OT106pasunTb Tabanuy mapwpyTtmsaumm OSPF.

show ipv6 ospf virtual-links

OTO6pa3nTb NapaMeTpbl U TeKYLLLEE COCTOAHUE BUPTYANbHbIX INH-

KOB.

4.28.5 Hacmpolika npomokona RIP

! dyHKuma RIP He noaaeprkaHa B cTeKe B TeKyleit Bepcum MO.

RIP — (Routing Information Protocol) npoTokon mapLupyTHOM MHPOPMALIMKN, OTHOCALLIMIACA K BHYT-

PEHHUM NMPOTOKOJIAaM MapLpyTn3aumm AUCTaHUNOHHO-BEKTOPHOIO TUNa.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (confiqg) #

Tabnunua 227 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
no ymosn4aHuro
router rip -/- 3aiiTv B pexxmnm KoHoburypaumm npouiecca RIP.

KomaHOsl pexcuma npouecca RIP

Buza 3anpoca KoMaHAHOM CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

console (config-router) #

Tabnnuya 228 — KomaHabl pexkmma KoHourypaumm npouecca RIP

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IOYEHO

YCTaHOBWTbL aBTOMaTUYECKOE CYMMMPOBAHMWE No
Knaccy cetu:

- enable — BKAOUNTD;

- disable — BbIKAOUYMTH.

default-metric

metric: (1..16)/3

no default-metric

YCTaHOBWUTb 3HaYEHME METPMKM MO YMOYAHUIO AA
MapLLpPYTOB, MONYYEHHbIX U3 APYrUX NPOTOKOOB.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

distance distance

distance: (1..255)/121

no distance

YCTaHOBWTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

YCTaHOBUTbL 3HaYeHMe nNo YMONYaHUIO.

network ip_addr [unnum vian
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

no network ip_addr [unnum vlan
vlan_id]

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAOYEH HA UHTepdeiice, Ha KO-
TOpoM He 3afaH IP-agpec, u RIP-coobuweHua byayT oT-
npaBAATbCA OT afpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.
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output-delay

no output-delay

-/BbIK/IOYEHO

BKNOUMTL 3a4ePKKY MexXay naketamu RIP-cooblue-
HUW.

BbIKNOUNTbL 3a4EPKKY Mexay nakeTamu RIP-coobuue-
HUIA.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-uHTEpdeicy nocblnate U NpuHMmaThb RIP-
coobuieHus.

PaspewunTsb IP-MHTepdeiicy nocbinaTtb U NPUHUMATD
RIP-coobuweHus.

redistribute connected

no redistribute connected

-/BbIKNOYEHO

Pa3pelnTb aHOHCMPOBAHMeE connected-mapLpyTos.

3anpeTuTb aHOHCHMpOBaHKe connected-mapLUpyTOB.

redistribute static

no redistribute static

-/BbIKNOYEHO

Pa3spelmnTb aHOHCMpPOBaHNE CTaTUYECKMUX MApPLUPYTOB.

3anpeTnTb aHOHCMPOBAHWE CTaTUYECKMUX MAPLUPYTOB.

redistribute ospf

no redistribute ospf

-/BbIK/IIOYEHO

Pa3pewmnTb aHOHCMpPOBaHWE MApLIPYTOB, NOJYYEHHbIX
no npotokony OSPF.

3anpeTnTb aHOHCMPOBAHUE MAPLLPYTOB, NOJTYYEHHbIX
no npotokony OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IIOYEHO

PaspewnTb aHOHCMPOBaHNE MAPLLPYTOB, NONYYEHHbIX
no npotokony BGP.

3anpeTuTb aHOHCMpPOBaHWE MapLUPYTOB, MONYYEHHbIX
no npotokony BGP.

redistribute all

no redistribute all

-/BbIKNOYEHO

Pa3pelwnTb aHOHCMPOBAHME MAPLLIPYTOB U3 BCEX MOA-
[AEPKMBAEMBIX MPOTOKO/OB.

3anpeTuTb aHOHCMPOBaHME MapLLPYTOB U3 BCEX NOA-
[EP¥KMBAEMbIX NPOTOKO/IOB.

security {maximum | minimum}

no security

-/maximum

YCTaHOBWTb YpOBEHb He30MacHOCTU:

- maximum — RIPv1-nakeTbl 6yayT rHopmpoBaTbcs,
Koraa BKk/AloYeHa ayTeHTUdMKaumsa;

- minimum — RIPv1-nakeTbl 6yayT NpUHUMATLCA,
Aaxe ecnv ayTeHTUdrKauma BKaoYeHa.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHMUIO.

version {1 [2] | 2 [1] | none}

no version

-/No YyMONYaHMIO YCTaHOB-
neHbl n 1 1 2 Bepcun

YcTtaHoBUTb Bepcumio RIP:

-1 —RIPvy;

-2 — RIPv2;

- none — He nocbiiatb RIP-coobuweHus.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnnua 229 — KomaHgb! pexkuma KoHdpurypaumm nntepoeiica VLAN

KomaHoa

3Ha4yeHue/3HayeHue no ymonya-

HULO

Aeiicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIKAOYEHO

YCTaHOBWTb LUJIHO3 MO YMONYaHUIO B TabauLy mapLu-
pyTU3aunm, ecam oH npucytcreyet B RIP-cooblue-
HUAX.

YCTaHOBUTb 3HaYeHMEe N0 YMOHYAHWUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BKt0UMTL 06BABNEHUE LUIH03a NO YMONYAHUIO:
- metric — MeTpu1Ka A4/18 MapLIpyTa N0 YMOAYAHUIO.

BbIKNOUNTL 06BABEHME LWNKO3A NO YMOI4aHUIO.

ip rip receive version
{11211 2[1] | none}

-/No YyMONYaHWIo ycTaHOBAEHbI U 1 1 2

Bepcun

YctaHoBuTb Bepcuto RIP gna npuHumaemsbix nake-
TOB:
-1 —RIPv],;
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no ip rip receive ver-
sion

-2 — RIPv2;
- none — He nocbiiatb RIP-coobuieHus.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip rip send version {1
[2]1 | 2[1] | none}

YctaHoBuTb Bepcuio RIP gna otnpasnsaemblix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/No yMONYaHMIO ycTaHoBEHbI 1 1 2 -1 —RIPvl;
Bepcumn -2 — RIPv2;
- none — He nocbinatb RIP-coobLeHus.
no ip rip send version YCTaHOBWTb 3HaYeHME N0 YMOIYAHUIO.
ip rip split-horizon BKkntounTb pacwenneHne ropusoHTa.
[poisson] /BKIOUEHO - poisson — peBepPCUBHO 0OBABAATL CETU, MPUHATbIE
Ha TeKyLeM UHTepdelice Kak HeJOCTUNKMMbIE.
no ip rip split-horizon BbIKNOUMTL pacLuensieHe ropu3oHTa.
ip rip summary-ad- BbINONHUTL CymMMpOBaHME MapLLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn Ha3HayeHus;
fix_length / - prefix_length — IP-macka cetu.

BbIKNHOYMTb CYyMMUPOBAHME MapLLIPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHa;
invalid (30..500)/180 cekyHa;
garbage (120..180)/120 cekyHg,

YCTaHOBWTb 3HaYeHUA TaNMepPOB.

- update — nHTepBan Mexay oTnpasieHnem obHoB-
NeHnit;

- invalid — nHTepBan, nocne KOTOPOro MapLLPYTbI
6yAyT NomeyeHbl Kak HeJOCTUKMMbIE, €C/TIU OHU He
06HOBNANUCD;

- garbage — nHTepBan, Noc/ie KOTOPOro MapLLPYTbI
6yAyT yAaneHbl, ecnv oHU He 06HOBAAIUCD.

YCTaHOBWTb 3HAY€HUA MO YMOAYAHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIK/IIOYEHO

BkntounTb RIP-ayTeHTUMKALMIO U 334aTb €€ Tun.
- md5 — ucnonb3osaTtb WndposaHue MD5;

- sha-1 — ncnonb3oBaTb WndpposaHme SHA-1;

- sha-256 — ucnonb3oBatb WndposaHme SHA-256;
- sha-384 — ucnonb3osatb wWndposaHve SHA-384;
- sha-512 — ucnonb3osatb wWndpposaHme SHA-512;
- text key — He ucnonb3osath WndposaHue (na-
ponb NepenaéTcs B OTKPLITOM BUAE);

- string — napone.

BbikntounTtb RIP-ayTeHTUdMKauMIO.

ip rip authentication
key-id key_id key
string

no ip rip authentica-
tion key-id key_id

key_id (0..255);
string (1..16) cumBonos

[06aBUTb KNtoY ayTeEHTUDUKALUN.
- key_id — naeHTUdMKaTOp KNtoYa;
- string — napone.

Ypaanutb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCcTaHOBWTbL MapaMeTpbl A41a Katoya ayTeHTUuduKa-
Lmn.

- start-accept — 334aTb Bpema, HaunMHaA c KOTOPOro
AENCTBYET KoY Ha NPUEM;

- start-generate — 3aaaTb Bpems, HauMHaA C KOTO-
poro AencTBYET KoY Ha nepesady;

- stop-accept — 3aaaTb Bpems, 40 KOTOPOro Aeit-
CTBYET K/ItOY Ha NPUEM;

- stop-generate — 334aTb Bpems, 4,0 KOTOPOro Aen-
CTBYET K/t0Y Ha nepeaavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3HayeHue
no ymonyaHuto ana start-accept u start-generate:
2000-01-01,00:00:00.

KomaHObi pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKM B perkume Privileged EXEC:

console#
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Tabnnua 230 — KomaHapl pexkmma Privileged EXEC

KomaHoa 3HavyeHue/3HayeHue no Aelicmeue
YMOAYAHUIO
show ip rip authentication - 0OT06pa3nTb MHPOPMALMIO O ayTEHTUPUKALUN.
show ip rip database OTo6pasnTb 6asy AaHHbIX.
[ip_addr prefix_length] - - ip_addr — IP-agpec ceTu;
- prefix_length — IP-macKa ceTu.
show ip rip peerinfo - 0OT06pa3nTb MHPOPMALMIO O cocesx.
show ip rip statistics ) 0OT06pa3nTb 06LLYHO CTaTUCTUKY U CTAaTUCTUKY MO UHTEP-
deticam.

4.29 O6HoBNEHME NporpaMmMmHOro obecneveHus c cepsepa TFTP

Cepsep TFTP gonxkeH 6biTb 3anyLieH U HAaCTPOEH Ha KOMMbloTepe, C KOTOPoro byaer 3arpy-
¥aTbcA NporpammHoe obecneuyeHue. CepBep A0NKEH MMETb paspelleHue Ha YTeHue ¢an-
JI0B HauyaNbHOro 3arpysumka u/unm cuctemuoro NO. Komnblotep ¢ 3anyweHHbIMm TFTP-cep-
BEPOM A0/1KeH 6bITb A0CTYNeH 415 KOMMYTaTopa (MOXKHO NPOKOHTPOIMPOBATb, BbINO/NHUB
Ha KOMMmyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbioTepa).

.‘

O6HoBneHue nporpammHoro obecneyeHua moxert OCyLecCTBNATbLCA TOJIbKO Nnpusuiaernpo-
BAdHHbIM NOJib30BaTeNnem.

.‘

O6HoBNeHMe nporpamHoro obecneyeHnsa c USB-Hakonutens BO3MOXKHO TONbKO ANA YCT-
poicTs ¢ Haanunem USB-nopra.

.‘

Mpu o6HoBNEHMM o6pa3a nporpammHoro obecneueHunsa Ao sepcum HuKe 10.4.0 Heobxo-
AVUMO YUMTbIBaTb ciegyolme 0co6eHHOCTU, NPUBEAEHHbIE NO CCbIJKe.

.‘

4.29.1 Ob6HoBMEHUE cUCMEeMHO020 NMpo2pamMmmHo20 obecneyeHusa

3arpysKa ycTponcTBa ocyluecTteasetcs us ¢dakna cucTemHoro nporpammHoro obecneveHus (M0),
KOTOPbIA XpaHUTCA BO &nsw-namaAtv. MNpu obHoBNEHUM HOBbIM ¢dann cuctemHoro MO coxpaHseTca B
cneumanbHO BblAaeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin
cuctemHoro MO.

Mpoueaypa ob6HoBAeHMA MO:

CKonnpoBaTb HOBbINM daitn NporpammHoro obecrnedyeHms Ha YCTPOWCTBO B BblAe/IeHHY0 061acTb na-
mATn. PopmaT KOMaHAbI:

console# copy tftp://tftp ip address[:port]/[directory]/filename image

Mnun Komanaoi:

console# firmware upgrade
tftp://tftp_ip_address[:port]/[directory]l/filename

Mpumep KomaHabl gns 3arpy3ku MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address[:port]//[directory]/filename
image

Mpumep KomaHapbl gna 3arpysku MO c USB-HakonuTtena:

console# copy usb://[directory]/filename image
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HoBas Bepcua nporpammHoro obecneyeHns CTaHeT akTMBHOM MoC/e nepesarpyskm KommyTaTopa.

[na npocmoTpa faHHbIX O BEPCUMAX MPOrPaMMHOrN0 obecneyeHma 1 X akTMBHOCTU BBEAUTE KOMAHAY
show bootvar:

console# show bootvar

4.30 Pexxum otnagku

PeXMm OTNagKM No3BOAAET CHUMMATb AOMNOJIHUTENbHYIO AMArHOCTUYECKYID MWHPOpMaumio C
YCTPOICTBA.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KoOHPUrypaumu:
console (config) #

Tabnunua 231 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuto

debug iss enable { init-shut | BK/OYNTB reHepaLmio 0TAag04HbIX COOBLLEHUIA AN KOHKPETHOTO
management-trc | data-path- 6/10Ka CUCTEMHOIO MOAY A isS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} .

— — -/disable —
debug iss disable { init-shut | BbIKNOYNTL FreHepaumnto OTNaA0uHbIX COOBLWEHMI ANA KOHKpeT-
management-trc | data-path- HOro 6710Ka CUCTEMHOTO MOAYAA iSS.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

KomaHOs! pexcuma EXEC
Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:
console#
Tabnunua 232 — KomaHabl pexkmma EXEC
Komanda 3HaveHue/3HayeHue Neiicmeue
Mo ymMmoa4aHuro
no debug all - OTKAOYUTL BbIBOA, BCEX OTNAA0UHbIX COOBLEHUN.
dump sockets - MpOCMOTpP BCEX COKETOB B CUCTEME.
dump mem Jocation [len byte] location: (1..0xffffffff); OT06pasnTb COAEPHMMOro MamaTM M3 3agaHHoOW obnactn na-
byte: (1..256) MATN.
dump {task | sem | que} name Moka3aTb AeTanu 3a4aqn, odepean uam cemadopa npu npuceoe-
[name] - HUM UMEHU TacKa.
- name — Ha3BaHMWe Tacka.

debug test mem alloc bytes bytes: (1..4294967295) BblgenuTb 6/10Ka NamATU ¢ 3aaHHbIM B 6aTax pasmepom.
debug test mem free - OcBob604uUTb BblAeneHHbIN 610K NamaTu.
debug show sensor . OT06pasunTb 3HaYEHMA JaTYnKa TemnepaTypsbl.
temprerature index index: (0..3)

KomaHOowb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnuua 233 — KomaHabl pexmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vian } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BK/OYNTL reHepauuio oT1afouHbIX coobuweHnin ana NPAPI gns
YKa3aHHoOro moayns.

BbIK/IHOUNTL reHepaLmio 0T1af0uHbIX coobweHnin ana NPAPI ans
YKa3aHHoOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pa3nTb KoHPUrypaumto nopta NPAPI.

debug show ip arp np
interfaces

OTtobpa3unTb aepeso nHTepdeiticos ARP B NPAPI.

4.30.1 KomaHObl omaadku 01a uHmepdgeiicos

[aHHbIN penm OTNaAKM YCTaHaBAMBAET TPACCMPOBKU A/1A MHTepdencoB AN YKAa3aHHOIO YPOBHA

severity.

KomaHOowb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxnma EXEC:

console#

Tabnunua 234 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug interface all severity

no debug interface all

severity: (0..7)/-

BKAOUNTL reHepaLmio OTNaL04HbIX COOBLLEHNIA ANA BCEX BUAO0B
TPaCcCUPOBOK.

BbIK/IOYNTb reHepau Mo 0T1af04HbIX CO0BLEHUI oA MHTepden-
coB.

debug interface arp-pkt-dump
severity

no debug interface arp-pkt-
dump

severity: (0..7)/-

BkatounTb Tpaccuposku gamna naketos ARP.

BbIkntounTb TpaccmpoBku aamna naketos ARP.

debug interface buffer severity

no debug interface buffer

severity: (0..7)/-

BK/OUMTb reHepaLmio OTNIaA0uHbIX COOBLLEHNUI ANA NAaKETHOTO
bydepa.

BbIK/IIOYNTb reHepaLmio 0TNaL04HbIX COOBLLEHMIT ANA NaKeTHOro
bydepa.

debug interface enet-pkt-
dump severity

no debug interface enet-pkt-
dump

severity: (0..7)/-

Bkatountb TPACCMPOBKU amNa NaKeToB Ethernet.

BbIK/IIOUMTL TPACCMPOBKYM Aamna nakeTos Ethernet.

debug interface fail-all severity

no debug interface fail-all

severity: (0..7)/-

BKOUNTB reHepaumio OTIaZl0YHbIX COOBLLEHN NPU BO3HUKHO-
BEHMU BCceX BUAOB c60eB, BKOYAA BaINAALMIO MAKETOB.

BbIK/IIOUYNTb reHepaLLmio OTaA04HbIX COOBLLEHMI NPY BO3HUKHO-
BeHuM cboes.
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debug interface ip-pkt-dump
severity

no debug interface ip-pkt-
dump

severity: (0..7)/-

BKAOYMTb TPACCMPOBKM gamna nakeTtos IP.

BbIKNHOUYMTL TPACCUPOBKK Aamna nakeTos IP.

debug interface os severity

no debug interface os

severity: (0..7)/-

leHepupoBaTb OTNAaf04HbIe coobleHna ans pecypcos OC.

BbIK/OUMTb reHepPaLMIo OTa04HbIX COODBLLEHMI AN pecypcoB
oC.

debug interface track severity

no debug interface track

severity: (0..7)/-

BK/IOUMTb reHepaLmio OTIaLl04HbIX COOBLLEHUI CNEKEHMUS UH-
Tepdelica.

BbIKNOYNTb FreHepaL Mo OTNaA04HbIX COOOLLEHNI CNEXEHNA UH-
Tepdelica.

debug interface trc-error
severity

no debug interface trc-error

severity: (0..7)/-

BK/IIOUMTL reHepaLmio OT/1aZLl04YHbIX COOBLLEHNI OLWMBOK NHTEp-
deiicos.

BbIK/IIOYMTb reHepaLmio OT1aA04HbIX COOBLLEHNI OLMBOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHOwbi pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 235 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug vlan all-debug

no debug vlan all-debug

BK/IlOUMTL reHepaumio BCeX OT/NaA04YHbIX COOBLWEHNn moayns
VLAN.

BbIKNIOUUTL reHepaLmio BCeX OTAaA04YHbIX COOBLEeHU moayns
VLAN.

debug vlan all-module

no debug vlan all-module

BKNOUNTL reHepauumio OTAaf0uHbIX COOBLEHMM, Kacatowmxca
npuopuTeTa, 3bbITOYHOCTH, Nepesayn TpaduKa.

BbIKNtOUMTb reHepaLmio OT1aZ04HbIX COODLEHNIM, KAacatoLMXCs
npuopuTeTa, N36bLITOUHOCTU, Nepesdaun TpaduKa.

debug vlan buffer

no debug vlan buffer

BKNtOUNTL reHepaLmio 0TNaf0uHbIX coobLeHuii bydepos vian.

BbIKNHOUMTb reHepaL Mo OT1aA04HbIX coobLeHni bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOUUTL reHepauuio OTNIaA04HbIX COOOLWEHUIA ynpaBneHus
vlan.

BbIK/OYMTL reHepaumio OTNaZ0UHbIX COOBLEHWNI yrnpaBaeHus
vlan.

debug vlan data

no debug vlan data

BK/IIOUMTL reHepaumio OTNaZ0uHbIX COOobLWEeHNn obmeHa AaH-
HbImM vlan.

BbIKNHOUYMTL reHepaumio 0TN1aAo0uHbIX cooblieHnin obmeHa aaH-
HbIMM vlan.

debug vlan dump

no debug vian dump

BKtOUNTL reHepaumio 0TAaA0uHbIX COOBLLEHNI 3axBaTa NAKeToB
vlan.

BbIK/IHOUMTbL FreHepaumio oTAag0uHbIX COOBLLeHNIA 3axBaTa nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUNTL reHepaumio OTNaA0YHbIX coobuweHui 06 olmnbKax
vlan.

BbIKNOUMTb FeHepaumio OTNa404YHbIX CoobLeHnn 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BK/IIOUMTL reHepaLmio OTNaf04HbIX COOBLLEHNI nepegayun Tpa-
¢duKa vlan.

BbIK/IOYMTb reHepaLmio OT/1a404HbIX COOBLLEeHMI Nepeaaumn Tpa-
¢duKa vlan.
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debug vlan global

no debug vlan global

BK/OUUTL reHepaumio OT1a404HbIX CO0bLEeHU rnobanbHO Mo
moaynto vian

BbIK/IIOUNTD FEHEPALMIO OTNAA04HbIX COOBLEeHUIA r106anbHO No
moaynto vlan

debug vlan initshut

no debug vlan initshut

BK/IIOUNTD reHepaLMio OTNaf04HbIX COOBLLEHUI USMEHEHUA CO-
cToAHUA moayna vlan.

BbIK/NIOUNTL reHepaLMio OTAa04HbIX COOBLLEHNI1 USMEHEHMA COo-
cToAHUA moayna vlan.

debug vlan mgmt

no debug vlan mgmt

BK/AOUYNTL reHepauuio OTNaAO04YHbIX COOBLLIEHU ynpaBaeHuA
vlan.

BbIKNOUNTL FreHepaumio OTAaf0uHbIX COOBLLEeHWUA ynpasieHus
vlan.

debug vlan os

no debug vlan os

BKNOUNTL FreHepauuio OTN1aA0uYHbIX COOBLEHNI Ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNOUNTL reHepaL Mo OTNIaA04HbIX COOBLLEHMI ANs pecypcoB
moayna vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKNOUMTL reHepaLmio OTAaf04YHbIX COOOLWEHUA NPUOPUTETOB
vlan.

BbIK/MIOUNTb reHepauuio 0T/1af04YHbIX co0bLEeHMIA NpUopUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OUYNUTbL FreHepaumio OTNaA04HbIX COOBLIEHMI M3BbITOYHOCTU
vlan.

BbIK/NIOYNTL reHepaLmio OT1aL04HbIX COOBLLEHMI N3OBbITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/OYEHO

BkitounTb 0T1agKy npotokona GARP.

BbIKAOUNTL OTAaAKy npoToKkona GARP.

4.30.3 Omnadka Ethernet-oam

KomaHObI pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 236 — KomaHab! pexkuma EXEC

KomaHoa

3HauyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

Bkatountb reHepauuto BCcex 0Tnag0o4HbIX COO6LLI,eHVIl71 eoam.

BbIKNOUNTb reHepaumio Bcex oT/1af0uHbIX COOﬁLLI,eHl/Il\;I eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtouMTb reHepaumio coobueHunin bydepos eoam.

BbIK/MOUNTD reHepaLmio coobuieHunn bydpepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKOUMTL reHepaLuio coobLLeHUit KoHPUrypaumum eoam.

BbIK/IIOUNTL reHepaLmio CoobLLeHNI KOHPUIypaLmm eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/OUMTL reHepaLmio coobLLeHuUit ynpasaeHns eoam.

BbIKNtOUNTL reHepaumio COOGLLI,EHMIZ ynpasBaeHnAa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAOUNTL FreHepauuio cooblieHmid npouecca obHapyXeHus co-
ceaelt eoam.

BbIK/IIOUYNTL reHepaLmio CoobLLeHNI npoLecca 06HapysKeHMa Co-
cegen eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKNOUNTB reHepaumio coobiieHmin olwmnbok eoam.

BbIK/MIOUNTDL reHepaLmio coobLLLEeHNI oWnboK eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BKOUUTB reHepaumio coobLieHuin Bxoaa B GyHKLMM eoam.

BbIK/IIOYMTL reHepaLmio coobLLeHnin BXxoaa B GyHKLMKM eoam.
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debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BK/IOUNTL reHepaumio coobLeHnin Bbixoaa U3 GpyHKLMIA eoam.

BbIKNHOUNTb reHepaLmio coobuieHuni Bbixoaa U3 GyHKLMIH eoam.

debug ethernet-oam init

no debug ethernet-oam init

BKNOUNTL reHepaumio coobLEeHNA M3MEHEHNA COCTOAHUA MO-
ayna eoam.

BbIKNIOYUTL reHepauuio coobLLEHNI USMEHEHUA COCTOAHMA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHnit link-monitor eoam.

BbIKNOUNTbL reHepaumio coobuieHuii link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKAtounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUMTbL reHepaumto coobuieHmnii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

BK/I1OUMTL reHepaumio coobLLLeHMI COCTOAHUI muXx-parser eoam.

BbIK/NOUMTL TeHepauuio COOBLLEHWUI COCTOAHWUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BK/IIOUMTL reHepaLmio coobLLeHni Ans naketa eoam.

BbIKNtOUNTb reHepaunio coobLLeHNI o5 NakeTa eoam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BK/I1OUMTL reHepaLmio coobLLeHnit n3bbIToOYHOCTM eoam.

BbIK/OUMTb reHepaLmio coobLLeHN N3bbITOYHOCTH eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BK/IIOUMTL reHepaLmio CoobLEHNI ana pecypcoB eoam, Kpome
bydepos.

BbIKNIOUUTL reHepaLmio coobLLeHuit 4na pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BKAtounTb reHepaunto cooblueHui yaaneHHoro obHapy»KeHus
aBapuit eoam.

BbIKNHOUMTL reHepaLmio coobLeHni yaaneHHoro obHapyKeHus
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BKNtOUUTL reHepaLmio coobLLeHUI ANnA 3HAYEHUI 3aMpOCoB-0OT-
BETOB eoam.

BbIK/OYMTb reHepaumio coobLueHmnit gaa 3Ha4YeHMUM 3anpocoB-oT-
BETOB eoam.

4.30.4 ypHanuposaHue omaado4HbIx coobuwjeHuli

C nomowbo JaHHOro 6n10Ka KOMaH4 HacCTpaunBarTCA MapamMeTpbl BeAEHUA XXYpPHaJa OT/NadKU B

cncreme.

HasBaHue KypHana coaepuT B cebe aaty ero cosgaHusa Ha flash.

KomaHObI pexcuma 2n06anbHol KOHGpU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnuua 237 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

3HavyeHue/3HayeHue .
KomaHda / Aeiicmeue
no ymon4aHuro
debug-logging { console | file MepeHanpaBWTb BbIBOA OTN3A04YHbIX COODLWEHMI B KOHKpETHoe
| buffered-file} pacnonoeHue.

console — B TepMWHan KoHcoNu;

file — B oTaenbHbIN dain Ha flash;

buffered-file — B oTaenbHbIN 6ydep, npu uciepnaHum pecypca by-
depa — B dpaitn Ha flash.

no debug-logging YCTaHOBWTb 3HaYEeHME MO YMOIYAHMIO.
debug-logging log-path YCTaHOBWTb pacnosioxKeHue ¢aiina, B KOTOPbIM 3anucbiBatoTca de-
{flash_url} flash:/LogDir/Debug/ bug-coobuenna.
no debug-logging log-path YCTaHOBWTb 3HAYEHWE N0 YMOUYAHUIO.
’ ‘ UHPopmaumsa o debug-logging log-path xpaHutca 8 ¢paitne nvram. [ina Bo3Bpata AUPEKTO-
e puu no ymonyaHuio Tpebyetca ucnonb3osatb KomaHay no debug-logging log-path nan

delete startup.

’ ‘ Mpu ucnonb3zoBaHum KomaHgbl clear logs debug file ctupaeTtca Bce cogepkumoe gupeKkTo-

H puun, B KOTOpOI HaxoaAaTca ¢aitnbl }KypHaNoB. PeKomeHAyeTca UCNONb30BaTb OTAE/NbHYIO
OVUPEKTOPUIO UIN AUPEKTOPUIO MO YMONUAHUIO A1 XPaHEHUA }KYPHANoB Bo usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3mo)XHa coBmecTHaa pabota KomaHpg debug-logging console n debug-logging {file |
e buffered-file}

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 238 — Komanapl pexkuma EXEC

3Ha4yeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
no ymon4aHuwo

clear logs debug file OuncTuTb cogepxnmoe gupektopuu ¢ debug-dpannamu.

4.30.5 KomaHObI 018 omnaadku pyHKYuli ynpasneHus

KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnnua 239 — KomaHgb! pexkuma EXEC

Komanoa 3HayeHue/3HayeHue Neiicmeue
no yMoaAYaHuro
debug radius {all | errors | BKNHOUMTb reHepaumto OTAa404HbIX CO0BLEHMIA AN NPOTOKONA
events | packets | responses | RADIUS.
timers} -/BbIK/IIOYEHO
no debug radius BbIKNOUYNTb reHepaLLmio OTIaA04HbIX COOBLEHNI aNa NPOTOKONA
RADIUS.
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debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHWI AN NpoToKoAa
TACACS.

BbIK/MOUUTb reHepaLmio 0TAaA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKOUYNTL reHepaumio 0TNaL0uHbIX coobuieHuni ana SSH.

BbIKNHOUYNTL reHepaLmio OT1af04HbIX coobLeHni ana SSH.

debug terminal take

no debug terminal take

-/BbIKOYEHO

BKtOUYNTL BbIBOZ, OTN1IaA404HbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

BbIKNIOUMTb BbIBOZ, OT/1aA04UHbIX COOBLLEHMIA B TEKYLLEN
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0n5 omnadKku npomokona DHCP

KomaHgabl faHHOro 6710Ka BKAOYAKOT oTc/exunsaHme moaynsa DHCP.

KomaHOwbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunuya 240 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKAOUUTL reHepaumio coobuieHnin otnagkm oyHKkumm DHCP
Snooping.

BbIKNOUYUTb reHepaumio cooblieHunii othagkm ¢yHkumm DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIKNIOYEHO

BKAtOUNTL reHepaumio Bcex coobLeHnit othagkm dyHkumm DHCP
client.

BbIKNOUMTb FeHepauuto BCEX COOOLLEHWI OTNaaKku ¢yHKUMM
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNIOYEHO

BKNOUUTL reHepauuio BbI6OPOUYHbIX COOBLEHNIN OTNaaKM PYHK-
umm DHCP client.

BbIK/MOUMTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAaAKM
¢dyHKumm DHCP client.

debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIKNIOYEHO

BKNtoUNTL reHepaumio cooblieHnii otnagkm ¢yHkuum DHCP re-
lay:

- all — Bce oTnagoyHble coobuleHUs;

- errors — 0TN1afl04Hble coobLeHUn nNpu owmnbKax.

BbIKNHOUNTb reHepaLmio coobleHuii otnagku dyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIKNIOYEHO

BKNtOUNTL reHepaunto BbIBOPOYHbIX COOBLLEHUI OTNAAKN PYHK-
unm DHCP server.

BbIK/MOUUTL reHepaumio BblI6OPOUHbIX COOBLLEHUIA OTAafAKM
¢dyHKummn DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaumio GYHKUUN KOHTPOAA npoTokona DHCP.
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4.30.7 Omaadka ¢pyHkyuu PPPoE-IA

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 241 — KomaHabl pexkmma EXEC

KomaHoa

3HavyeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OYMTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTL reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
unm PPPOE-IA.

BbIK/NOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKAOUNTbL FeHepauutio OTNaZ0YHbIX COOBLEHUI O Bbixoge U3
dyHKumMin PPPOE-IA.

BbIKNOUNTL reHepaLmio BCeX OTIaf04HbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
PPPoOE-IA.

BbIK/OUNTb reHepaLmio BCeX OT/1af04HbIX co0bLeHnit PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAlOUMTb reHepauMio OTNafO04HbIX COObBLWEeHWM O nakeTtax
PPPoOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

4.30.8 Omnadka pyHKyuu DCS

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 242 — KomaHgb! pexkuma EXEC

Komanda 3HayeHue/3HayeHue eiicmeue
no ymMmoa4YaHuro
debug dcs all BKOYNTL reHepaumio Bcex 0T1aA04HbIX coobLeHnit dcs.
no debug dcs i BbIKNHOUYNTL reHepaLmio BCex 0TAaf04HbIX cO0bLweHM dcs.
debug dcs entry BKOUMTb reHepaumio OTIaA04HbIX COObLEeHNI 0 BXoae B QyHK-
- umm dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TAaf04HbIX CO0bLweHuM dcs.
debug dcs exit BKNIOUMTbL reHepauuto OTNaZouYHbIX COObLLEHMI O Bbixoge M3
- dyHKLMIA dcs.
no debug dcs BbIKNHOUNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHM dcs.
debug dcs fail BKNHOUMTb reHepaLmio 0T1a404HbIX coobueHnin 06 owmnbKkax dcs.
no debug dcs i BbIKNOUYNTL reHepaL Mo BCex 0TNaf04HbIX CO0bLweHmM dcs.
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4.30.9 Omnadka pyHkyulii QoS

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunua 243 — KomaHabl pexkmma EXEC

no debug gos ctrl

Komanda 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHuro
debug qos buffer BKNOUUTL reHepauuio OTAafouHbIX cooblieHuii ana bydepos
QoS.
no debug qos buffer i BbIKNOUMTb reHepauuio OTNaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUMTL reHepauuio 0T1a04HbIX COOBLEHUI ANA ynpaBieHus

QosS.

BbIKNOUYUTb reHepaunio OTAaf04uHbIX COObLEHUI Ans ynpase-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1aL04HbIX CO0bLLEeHMI No nakeTam QoS.

BbIkntounTb reHepauuto OT/1ag04HbIX COO6LLI,eHl/Il71 MO NakKeTam
QosS.

debug qos failall

no debug qos failall

BKAOUMUTL reHepauuio OTNaf04YHbIX COOBLLIEHMI MO owKnbKam
QosS.

BbIKNtOUMTb reHepaLmio OTNAA04HbIX COOOLEHMI NO OWnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHUI NO U3MEHEHUIO
cocToaHma moaynsa QoS.

BbIKNOYUNTL reHepaLLMio OTN3A04HbIX COOBLLEHNI MO USMEHEHUIO
cocrosaHma moayna QoS.

debug gos mgmt

no debug qos mgmt

BKNtOUNTL reHepaLLmio OTNaA04HbIX COOBLLEHUIA ANA ynpaBieHnn
QosS.

BbIKNOUMTb reHepaLnio OTAaL04HbIX COObLLEHMI Ans ynpaBe-
Hua QoS.

debug gos os

no debug qos os

BKNIOUUTL reHepauuio OTNaA0uHbIX COObLEeHUI ana pecypcos
QoS, kpome bydepos.

BbIKNOUNTb reHepaLmio OTIaA04HbIX COODOLWEHUN ANA pecypcos
QoS, kpome bydepos.

debug show gqos meters

OT06pa3nTb MHGOPMALMIO O KOJIMYECTBE BblAEIEHHbIX U CBOOOA-
Hbix QoS Meters.

4.30.10 KomaHOblI 018 omaadku npomokoaa SNTP

KomaHgbl gaHHOro 6/10Ka N03BOIAKOT CHUMATb AOMNONTHUTENbHYIO ANArHOCTUYECKYHO MHd)OpMaLI,M roana npo-

ToKkona SNTP.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnnua 244 — KomaHapl pexkuma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debugsntp {all | all-fail | buff |
control | data-path | init-shut
| mgmt| resource}

-/BbIK/IOYEHO

BKtOUYNTL reHepaumio OTNaL0uHbIX coobleHna 610Kka SNTP.
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no debugsntp {all | all-fail |
buff | control | data-path |
init-shut | mgmt| resource}

BbIKNHOUYNTL reHepaLmio OT1aA04HbIX coobLeHna 6aoka SNTP.

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHabl gaHHOro 6/10Kka NO3BO/IAKT CHMMATb AONO/THUTENIbHYIO ANArHOCTUYECKYIHO VIHd)OpMaLI,VII-O ana

npoTtokona STP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 245 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug spanning-tree global

no debug spanning-tree global

-/BbIK/IIOYEHO

BKNOUMTD reHepaumto oTaaf0uHbIX COObLEHMI AN NPOTOKOA
STP rno6anbHo.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

debug spanning-tree all

no debug spanning-tree all

-/BbIK/OYEHO

BKNHOUMTL reHepaL Mo BCex OT1af04uHbIX COObLLEeHMI a5 NpoTo-
Kona STP.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug spanning-tree errors

no debug spanning-tree errors

-/BbIK/OYEHO

BKNOUMTL reHepauuio coobLLeHnit oTnagKkM ana npotokona STP
018 AUArHOCTUKM OWKBOK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree init-shut

no debug spanning-tree init-
shut

-/BbIK/IIOYEHO

BKNOUMTL reHepauuio cooblLeHnit oTaagkM ana npoTtokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
HOM UAN YCNELWHOW MHULMAAN3aLUMM UAW 3aKpbITUKM moayna STP.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

debug spanning-tree
management

no debug spanning-tree
management

-/BbIK/IIOYEHO

BKAOUYUTDL reHepaumio COOBLWEHNI OTNAAKM NpU ynpaBaeHUn
npoTokonom STP. OTnagouHble COOBLEHUA TeHEPUPYIOTCA KaxK-
bl pas, Koraa Bbl HAaCTpamBaeTe Kakne-nmbo dyHkumm STP.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

debug spanning-tree memory

no debug spanning-tree
memory

-/BbIKOYEHO

BK/AOYUTbL FreHepaumio OTNPaBKM OTAAL0UHbIX COOBLEHUI npu
Hey4auyHOM U1 ycreLwHoMm BblaeneHnn namaTtv ana STP-npouecca.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIK/IIOYEHO

BKAOYUTL reHepaumto coobLeHnit oTnaaku aAna npotokona STP
npv HeyAa4YHOM M yCrelwHom npuveme, nepegade n obpabotke
naketos BPDU.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKAOYEHO

BKAOUMTL reHepaL Mo coobLweHuin oTAagKu ans cobbITUiA KOHPU-
rypauum npotokona STP. CoobuieHna reHepupytoTca npu
HacTpoWke GpyHKumii STP.

YCTaHOBUTb 3HaYeHMEe N0 YMONHYAHWUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIKOYEHO

BKkAOUKUTL reHepauuio coobLeHWUA OTNafKM MPU HeyaauHOM,
yCnewHoM 3anycke, Npy OCTaHOBKE MUK Mepe3anycke TaiMepos
npoTtokona STP.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

-/BbIK/IIOYEHO

BKOUNTD reHepaLmio coobLieHnl 0TAaAKM ANA NOPTOB, 3a4ei-
CTBOBAHHbIX B NOCTpoeHun aepesa STP.
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no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IlOUMTL reHepaumio coobLieHnii OTNaLKM B Pe3epBHOM y3ne
STP npw BbINONHEHUW PE3ePBHOMO KONMPOBAHUA MHOOPMALUM O
KOHOUrypauum oT akTUBHOTO y3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IOYEHO

BKAtOUNTL reHepaumio coobuieHuii oTnaakv ana npotokona STP
npv HeyAa4YHOM M YCNEeLWHOM CO34aHUM U yaaneHme cemadopa.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OT06pa3nTb STP-COCTOAHMA MOpPTa BO BCEX CYLLECTBYHOLMX WH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pa3snTtb mannuHr VLAN no nHcTaHcam. Ecam ykasaH onumo-
Ha/NbHbIM NapameTp instance, To BbIBOAUTCA MannuHI TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IIOYEHO

BK/IIOUMTL OT/Ial0YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HUA cocepen.

debug spanning-tree topology-
change-state-machine

-/BbIKNOYEHO

BK/IIOUMTL OT/Ial04YHbIE COOBLEHNA 419 MeXaHM3Ma ObHapyKe-
HWA U3MEHEHWIA TONONOTUM.

4.30.12 KomaHOvbl 0158 omaadku npomokona LLDP

KomaHgbl gaHHOro 610Ka NO3BONAOT CHMUMATb AONONHUTENIbHYKO ONArHOCTUYECKYHO VIHd)OpMaLl,VIlO

4nA npoTtokona LLDP.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKKM pexxunma EXEC:

console#

Tabnunua 246 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IOYEHO

BK/IOUMTL reHepaL Mo BCex OT1ag04uHbIX COObLLIEHMI Ans NPOTO-
Kona LLDP.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

debug lidp all-fail

no debug lidp all-fail

-/BbIK/IOYEHO

BKNIOUMTL reHepauuio coobLeHni oTaaaKku ans npotokona LLDP
ONA ANArHOCTUKM OLWKBOK.

YCTaHOBUTb 3HaYeHMe MO YMOJTHAHUIO.
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debug lldp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BK/NOYNUTbL TeHepaumio BbIGOPOUYHbIX OTNALOYHbIX COOBLLEHWUIA
npotokona LLDP.

- buf — oThagouHble coobleHUs, cBsA3aHHble ¢ bydepom LLDP;

- critical — oTnago4Hble COOBLLEHNA KPUTUUECKOTO YPOBHS;

- ctrl — oTnapouHble coobleHnn npu cboe Npu UIMeHeHUU Uam
nony4yeHunn 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatolwmecs nyT1 nepe-
[3a4M Uav nosyyeHua 3anucen LLDP;

- init-shut — oThago4Hble coobLeHMA NpY HeyAa4YHOW HULMANK-
3auuMmn 1 BblKIOYeHUM moayna LLDP;

- mgmt — oTnafouYHble cooblieHua npu cboe B KoHbUTypauum
nobow u3 dyHkumit LLDP;

- pkt-dump — oTraf0uHbIE COOBLLEHNA AA TPACCUPOBKM AAaMMOB
NaKeTos.;

- resource — OT/1aZl04Hble cO0bLWEeHNs, CBA3AHHbIE C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LWEHN.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/IIOYEHO

leHepunpoBaTb OTNaA04YHbIE COObLEHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

debug lidp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/IIOYEHO

leHepupoBaTb OTNAL04HbIE COODLLEHUA ANA BbIBOPOYHBIX PYHK-
umi TLV-onuui.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl faHHoro 6/10Ka No3BOIAKT CHUMATb AOMOAHUTENbHYIO AMArHOCTUYECKYH0 MHPOPMALMIO

Ana npotokona IGMP.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 247 — KomaHabl pexkuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4arHuro

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKOYEHO

BKIOUNTB reHepaLmio Bcex OTNaA0UHbIX COOBLWeHNI Ana GyHK-
umn IGMP Snooping.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IIOYEHO

BKAOYUTL reHepauumio OTNafo4YHbIX COOBLLEHU AnAa AmarHo-
CTUKM BX0Aa-Bbixoaa B pyHKumMto IGMP Snooping.

YCTaHOBUTbL 3HaYeHue no YMON4YaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIK/IIOYEHO

BKOUUTB reHepaLmio 0T1aA404HbIX COOOLWEHNI B cnyyae nepec-
CblIKK 6a3bl gaHHbIX IGMP.

YCTaHOBUTb 3Ha4YeHME NO YMOIYAHMUIO.
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debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIKNOYEHO

BK/IIOUNTL reHepaLmio 0T1aA04HbIX COOBLLEHMIA, B Cyyae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKIOYEHO

BK/IlOUMTL reHepaumio coobLieHnsa no cobbiTUAM MHULMaNU3a-
umu u shutdown, nHpopmauma 3aHocuTca B dpain.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIKNOYEHO

BKAtOUNTL reHepauuto BbIGOPOYHbIX OTNALO0YHbIX COODLLEHWI
ana eyHkuum IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKOYEHO

BKNOUNTL reHepauuio OT1aA04HbIX COOBLLEHNI NPU BO3HUKHO-
BEHUM OWINBKM Npu Nnepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIKNIOYEHO

BKntounTb reHepaumio NakeToB NpW OTNPaABKE UAN MOAYYEHUU
query-naketos IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNOYEHO

BKAtOUNTL reHepaLmio NaKeToB B TeX C/ly4anx, KOraa 3afaencrso-
BaHbl Tamepbl.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIKNOYEHO

BKNOUMUTL reHepaumio OTNAAO0YHbIX COODOLWEHUMIA Ana AnarHo-
CTUKM TPACCUPOBOK, CBA3AHHbIX C NpOoTOKo/IOM IGMP.

- all — BKAOUNTL reHepaLMio BCeX OT/Ia404HbIX COOBLLEHNI;

- RX — BK/IOUYUTb reHepaLmio OT1Ia404HbIX COOBLWEHNIN AN Tpac-
CUPOBKM NPUHMMAEMbIX MAKETOB;

- TX — BK/IOUYUTL FreHepaLmio OT1aA04HbIX COObLLEeHUIA ana Tpac-
CUPOBKM NepesaBaeMblX NAKETOB;

- ctrl-path — BK/1lOYNTL reHepaumio OTNaA0UHbIX COOBLLEHWI NpK
NPOXOXKAEHUM KOHTPONbHOM yrnpasasatowen MHGopmaumm;

- data-path — BKNOUUTL reHepaLMio OTNaZL0YHbIX COODLLEHNN
Npv NPOXOXKAEHUN MYbTUKACT-TpadUKa.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

4.30.14 Omaadka 0ns port-channel

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 248 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug lacp all

no debug lacp all

BK/OUNTL reHepaumio Bcex 0T1aA04HbIX cooblieHnina ansa LACP.

BbIK/MIOYNTL reHepaLmio BCeX OTIaf04uHbIX coobueHninsa ansa LACP.

debug lacp buffer

no debug lacp buffer

BK/OUUTL reHepaumio oTaagouHbIX coobeHuii no bydepam LACP.

BbIK/MIIOYNTb TFeHepaunio OTNafoYHbIX coobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BK/OYNTB reHepaLmio 0T1aA04HbIX CO0bLLEHMIT 0bMeHa AaHHbIMM
LACP.

BbIKNOYNTL reHepaumio OTNAA0YHbIX COObWEeHMI obmeHa pAaH-
HbiMmu LACP.

debug lacp events

no debug lacp events

BKAOUMTL reHepaumio OTNa404YHbIX COOBLEHMI Mo cobbITUAM
LACP.

BbIK/IOYNTL FeHEepaLuMio OTNaA04YHbIX COOBLLEHNA no cobbiTuam
LACP.
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debug lacp failall

no debug lacp failall

BKtOUNTL reHepaLmio 0TAaA04HbIX Co0bLeHn no owmnbkam LACP.

BbIKNOYMTL FeHepauuio OTNafo04YHbIX COOBWEeHU no ownbrkam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKNOUUTL reHepaLmio 0T1a404HbIX COOOLLEHNI M3MEHEHMA COCTO-
aHunAa LACP.

BbIKNOUMTb reHepaumio OTNaZ04uYHbIX COODOLEHNI U3MEHEHUA CO-
cTtoAaHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTb reHepaLmio 0TNa404HbIX COOBLIEHNIA NO YNPaBAAIOLWLMM
coobueHuam LACP.

BbIK/IOUMTL FeHepaumio OTNaA0uHbIX COObLLIeHMI MO ynpaBasto-
wmm coobuweHmnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckaoyan bydepbl.

BbIK/NIOUMTL TeHepauuio OTNafL04YHbIX COOBLEHMIt Mo pecypcam
LACP, nckntouas byoepbl.

debug lacp packet

no debug lacp packet

BKNOUUTL reHepaL Mo 0T1aA04HbIX coobweHnin no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHW Mo nakeTam
LACP.

KomaHOb! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 249 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug etherchannel all

no debug etherchannel all

BKNOUUTL reHepaLmio BCex OTNIaA04HbIX coobuweHnin ana LAG.

BbIKNOUMTb reHepaLmio BCeX OTNaL04HbIX CO0bLeHnI ana LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IIOUMTL reHepaumio noapobHbIX 0TAALO0UHbIX COObLEeHNI ans
LAG.

BbIK/OYMTb reHepaLmio NoAPOBHbIX OTAAL0UHBIX COOBLLEHMI ann
LAG.

debug etherchannel error

no debug etherchannel error

BKNOUUTL reHepaumto oTAaf0uHbIX coobLeHMii 06 owmnbkax LAG.

BbIKNOUNTb reHepaLmilo OTNaZLOYHbIX CO0bLWeHMn 06 owmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BKAtOUNTL reHepaLLmio 0TNaL04HbIX CO0bLLEHUI No cobbiTuAM LAG.

BbIKNOUNTb reHepaLmio OTNALOYHbIX COODOLEHUI No cobbITUAM
LAG.

debug etherchannel idb

no debug etherchannel idb

BK/IIOUMTL reHepaumio OTNaf04HbIX COOBLLEHMI NO AeCKpUNTOpam
nHTepodeiicos LAG.

BbIK/MOYMTL reHepaumio OTN1a40uHbIX COOBLLEHNI NO AEeCKPUNTO-
pam nHTepoeiicos LAG.

4.30.15 Omanaodka loopback-detection

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 250 — KomaHgb! pexkuma EXEC

KomaHoa

3HayeHue/3HaveHue
10 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

BKNHOUMTB reHepaumio BCeX OTNaA04HbIX coobuweHnin LBD.
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no debug loopback-detection
all

BbIKNOUNTb reHepaLmio BCeX OTNaZ04HbIX coobLieHui LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMTL reHepauuio OTAaf0uHbIX cooblieHuli ana bydepos
LBD.

BbIK/OUNTL reHepaLmio 0TNaf0uHbIX cooblieHuli ana bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BK/IIOUMTL reHepauMio OTNAfO0YHbIX COOBLEHUI ynpaBieHus
LBD.

BbIK/NOUMTL FEHEpaLMio OTNAZ0UYHbIX COOBLLEHWUI ynpaBieHus
LBD.

debug loopback-detection pkt-
dump

no debug loopback-detection
pkt-dump

BKAIOUMTL reHepaLuio 0TNaf04HbIX COObLLeHMI 3aXBaTa NaKeToB
LBD.

BbIKNOUNTb reHepaLmio OTNa404HbIX COOBLLIEHMIA 3axBaTa NakKe-
TO8B LBD.

debug loopback-detection pkt-
flow

no debug loopback-detection
pkt-flow

BKNOUMTL reHepauumio OTNaL04HbIX COODOLLEHMI NOTOKOB Tpa-
¢uka LBD.

BbIKNOUMTb reHepaumio 0T1af0uHbIX COObLLEHMI NOTOKOB Tpa-
¢duka LBD.

4.30.16 Omnadka 0aa npomokona SNMP

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 251 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug snmp

no debug snmp

BKNOUMTL reHepaLmio BCex OTNaA04HbIX coobuwennin ana SNMP.

BbIKNIOUMTL reHepaumio BCeX OT/IAaf0YHbIX COOBLEeHUA ans
SNMP.

4.30.17 KomaHObI 018 duazHocmuKu napamempos TCAM

KomaHabl gaHHOro 6710Ka NO3BOIAOT CHUMATb AOMONHUTENbHYIO AMArHOCTUYECKYHO MHGOPMaLMIO

ana TCAM.

KomaHOwbl pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 252 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o ymon4aHuo

Aeiicmeue

debug show tcam

OTo6pa3sunTb nHPopmaumto o TCAM.

debug show tcam domains

OTo6pasunTb MHPopmaumto o sgomeHax TCAM.

debug show tcam block
block_index [all]

OT06pasunTb nHdopmaumio o 610ke TCAM 1 gonycTUMble 3aMUCH.
- block_index — ntaekc 6noka TCAM. block_id: (0..11);
- all — nevaTb Bcex 3anucen, BKAOYanA HegoMnycTUMble.

debug show tcam entry
entry_index

OT106pasunTb MHPopmaumto o 3anucu TCAM 1 ee nonen.
- entry_index — nHaekc 3anucu TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

OT106pa3nTb MHbOPMALMIO O 3ape3epBUPOBAHHBIX U MCMNO/b30-
BaHHbIX 3anncax TCAM 1 0 nx Bnagenbuax.
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debug show tcam portmask

OTo6pasunTb Tabaunuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);
f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKazaTb Tmn nona TCAM.

CTepeTb gaHHble NoAA yKaszaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -

debug set tcam entry entry_id BbIktounTb paboTy 3anmcu TCAM c 3agaHHbIm entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmcb TCAM B Ha3zHaYeHHYto.
move move {number number}
debug set tcam entry entry_id YcTaHoBUTL AeicTaue drop A/1A NaKeToB, KOTOPblE He MoNanan HK
action drop [ withdraw ] entry._id: (0..1535) nog, ogHo Npasuno.
debug unset tcam entry OTKNOUNUTb AENCTBUE YOANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, NONagatolimMe NoL NPaBMAO C YKasaH-
action redirect { port_number HbIM entry_id B 3agaHHbIM nopT uam Ha LNY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOUYNUTL NepeHanpaBieHne NakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHWI TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € ykasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YOanuTb BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBUTbL AeNCTBUE BHYTPeHHero Tera GopmatMpoBaHua s
action inner-tag format { none 3anucu TCAM.
| untag | tag | keep } - none — He BbINOJ/IHATb HUKAKoe AeicTBueE;

- untag — y4anunTb BHYTPEHHWUN Ter;

entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHUI TeT;

- keep — coxpaHuUTb cogepkMmoe Tera.
debug unset tcam entry Ypanute aelicteune Tera.
entry_id action inner-tag
format
debug set tcam entry entry_id [06aBuUTb BHELIHWI Ter K NakeTam, nonagatowmm nog TCAM-3a-
action outer-tag assign { vlan- MUCb C YKa3aHHbIM enter_id.
id | shift | shift-from-inner-tag
| outer-pvid } assigned_val entry_id: (0..1535)
debug unset tcam entry YAanuTb BHELWHUI Ter ¢ NakeToB C 3af4aHHbIM entry_id 3anucu
entry_id action outer-tag TCAM.
assign
debug set tcam entry entry_id YCTaHOBUTL AeNcTBUE BHeLLHero Tera GpopmaTMpoBaHuUA ANA 3a-
action outer-tag format { none nucm TCAM.
| untag | tag | keep } - none — He BbINOJIHATb HUKAKOe AeincTeue;

- untag — y4anuTb BHELIHWI Ter;

entry_id: (0..1535) - tag — BCTaBMUTb BHELLUHWIA Ter;

- keep — coxpaHuUTb cogepkmMmoe Tera.
debug unset tcam entry Ypanutb aencreue Tera.
entry_id action outer-tag
format
debug set tcam entry entry_id [006aBUTb BHYTPEHHUIN MW BHewWwHMI TPID K yKasaHHOW 3anucu
action {inner-tpid inner-tpid | TCAM.
outer-tpid outer-tpid} entry_id: (0..1535)

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

YnanuTb BHYTPEHHUN nau sBHewHuit TPID 13 yKazaHHOM 3anucu
TCAM

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 235




HELTEX

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTpos QoS A/19 yKasaHHOW 3anucu
TCAM.

- copy-ipri-to-opri — ckonnpoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHeLUHUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHEro Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepe3sanucatb npuoputeT 802.1p BO BHYTpEH-
Hui Ter VLAN;

- ip-precedence — nepesanucatb nose ToS B 3arosioBke IP;

- keep-inner-pri — coxpaHuTb NPMOPUTET BHYTPEHHETO Tera;

- keep-outer-pri — coxpaH1UTb NPMOPUTET BHELLHErO Tera;

- outer-user-pri — nepesanucaTb npuoputeT 802.1p BO BHELLHEM
Tere VLAN.

Yaanutb nepesanucb napameTpos QoS AnA yKasaHHOW 3anucu
TCAM.

debug show tcam applications

OTo6pa3unTb 06wyto nHpopmaumto o TCAM.

debug show tcam range

OT06pa3nTb TabAnLy CpaBHEHUs AManasoHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa none (cmeweHuns UDB).

236 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT, EOAM 1
Port Security (yBegomneHune o NpeBbIlWEHNUN OTPAHUYEHUNSA), HE3APETUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU, LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-

48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane aTaku) 2
HesapeructpmpoBaHHbIi MyabTUKacT (B pexkmume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHuns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
L2NTFY 14
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA KommyTaTOpa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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HELTEX

NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HaszeaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He ncnosbyeTcs)
SMT SYSLOG
HBTS OTtnpaBkKa 1 nonyyeHue HeartBeat-nakeToB 419 KOHTPO/IA COCTOAHMA YCTPOWUCTB B CTEKE
RMGR OpraHu3auma B3aMMOAENCTBUA MeX Ay NPOTOKONAaMM Ha Pa3HbIX YCTPOWCTBAX CTEKA
D_SpP MNocTpoeHne ToNoaorMmM cTeka
D_LM KOHTpOAb COCTOAHMA CTEKOBLIX NOPTOB
RMFT CuHXpOHM3aLmMa GpaiinoB MexKay YCTPOMUCTBAMU B CTEKE
RMCS CUHXPOHM3aLUMA KOHPUTypaLMM MeXAay YCTPOMCTBaMU B CTEKe
CFA MepBoHayanbHasa 06paboTKa NaKeTOB, MOHUTOPUHT COCTOSIHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUi1 B annapaTHOM OKPYKeHUK
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
CNMT MAC Notification
VLAN OcHoBHOM noTok moaynsa VLAN
FDBP CuHXpOHM3aLuma ¢ annapaTtHon MAC-Tabauuei
SnpT IGMP/MLD Snooping
QoS OcHoBHo noTok mogynsa QoS
SMGT MOHUTOPMHF annapaTHoro okpyeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKKN NUTAHMA U NpoYyee)
CPUU MoHuTOpUHr ytnamnsaumm CPU
BAKP ABTOCOXpaHeHMe KoOHPUrypaumm
RT6 Mapuwpytmsauma IPv6
IP6 O6paboTka IPv6-nakeToB
PNG6 Ping v6
RTM Mapuwpytmsauma IPv4
IPFW ObpaboTka IPv4-nakeTos
uDP O6paboTka UDP-naketoB
ARP O6paboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamu
SAT Cepsep SNMP
SRED CUHXPOHM3aLMA KOHPUIypaLmm C BHOBb MOAK/IOYEHHBIMW K CTEKY YCTPONCTBAMM
TCP ObpaboTka TCP-nakeToB
RAD Knuent RADIUS
TACT KnneHt TACACS
240 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

DHRL DHCP Relay

DHC MpoTtokon knneHta DHCP

DCS MpocnywursaHue coketa gna knmeHta DHCP

PIA PPPOE Intermediate Agent

L2SN IPv6 RA Guard

CLIC CLl

CLRM Ynpasnenue CLI Ha backup-ycTpolicTBax

CTS Cepsep TELNET

SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlornpoBaHue 0T1ag04YHbIX COObLLEHNI

SNT SNTP

STOC Storm Control

HWPK MN3mepeHune yTunmsaumm nopTos

MSR YnpasneHue bainamm KoHPUrypaumm, 3arpyska/sbirpyska ¢painnos, 06HOBAEHNE NPOLLNBKM
C[200-999] BpemeHHbIi NoToK a1 06paboTku oTAenbHOro nogkaodyeHusa no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M NPOrpaMmmHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi cant KomnaHun: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LieHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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