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o % h ™ ’qgoé& ~ ccoh’*oe(;e‘ngq" 0 a & xHYESH82 h
BootROM 1.20
Booting from SPI flash
General initialization - Version: 1.0.0
High speed PHY - Version: 2.1.5 (COM - PHY-V20)
Update Device ID PEX0784611AB
Update Device ID PEX1784611AB
Update Device ID PEX2784611AB
Update Device ID PEX3784611AB
Update Device ID PEX4784611AB
Update Device ID PEX5784611AB
Update Device ID PEX6784611AB
Update Device ID PEX7784611AB
Update Device ID PEX8784611AB
Update PEX Device ID 0x78460
High speed PHY - Ended Successfully
DDRS3 Training Sequence - Ver5.3.0
DDR3 Training Sequence - Number of DIMMs detected: 1
DDRS3 Training Sequence - Run with PBS.
DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U - Boot. Pres s ctrl+shift+6 to enable debug mode.
U Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1
Loading system/images/active -image ...
Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.
(_cxmt'Y’ﬁ‘ m'<"___xeh°'.<ec0‘qr1choc°xh. th{¢ e~ ; e tm"y
o * m ¢ : e Y 1 aYaxtC‘cIf)"dn‘“eq) Y mc e"’"'Ee.g chogeg " xh m c
otohochah)"’éo o h x - X <BsE>’ <Ente[>a t Hteo'o h e b
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>|cli

Console baud
detection process

User Name:
Detected speed: 115200

User Name:admin
Password:***** (admin)

console#t

- rate auto detection is enabled, press Enter twice to complete the

. mt h o

1Y
<Qift>, <?>

<ENTER

‘00

-

a teh@ mmT “xx .t hc o7F32 “*Q; nht
exey"cbomn T <ESE T h{c¢ e

<

U- Boot 2011.12 (Feb 01 2016

Loading system/images/active

Autoboot in 2 seconds

14:45:42) Eltex version: v2011.12 2013_Q3.0 4.0.1
-image ...

press RETURN or Esc. to abort and enter prom.

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back

Enter your choice or press 'ESC' to exit:

~29g " x e c e t h m > h x o :eo0 ¢} a e 0O
T x e c Y c m~ e
Restore Factory Defaults fommt~e® otmg ~~~ e~”mtho
Boot password "mtrex " "UVEKE ¢ ~“ho TFE e~ §522(NF
|mage menu ¢ * h ™~ t rE. o€ h ™ -~ Mt aeo o]
PasswordRecovery Procedure ,Shom tE e*mtho "~ xt et _
Back ho® o ™ t '™ h x X
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HELTEX

MES3308F + + + - - -
MES3316F + + + - - -
MES3348 - - - + + -
MES3348F - - - + + -
ME$324 - - - - - +
" mt h ot - h * e Y oaaxt™toho
= chom 0 a e " eo mt h o a t m ™ " x 0O
console (config )#
% T39g*o0a*eT Y e *mtho m t -
- - - o
.0a~e """~ 1o« coa K i 1 m t
c o X a o , < . ox <
stack configuration links ettt ho o 0m STy mho v e ghto.e
{fol-4| te 1-4| gi9-12} T _oaaxt™toh® e antT'EFe o T P T,
a® m a”{ JEeo
stack configuration unitid Ttoce” " ot e o a yrijith Rpt "o 'Feto ax
unit_id unit_id: (1..8 xmtho mt x 6e” _oadfpdar e .a oh
auto)/auto xmtho mt ~ cho "o 7 't com™
no stack configuration "t TE e~mttho " @
stackconfiguration master _ho e x Tt TUEEX@R teh¥o em™t: oa "antm th |
unit unit_id *x® t mangh *e eo " Qe toa
mt)__Jm’“ _oa"e* x YTt E e
o ot t o oy er” _otohoa .co0 Te Y
unit_id: (1.8)/t ch ex® t ~TFEeo ¢ h “* hx © tm
no stackconfiguration ¢ hext’ oh a~mt h=~  mt=ceo"m A t
mager ¢ h “afhmt hoa *x°~ t CFh e g
e

T "o Tupfimep

stack configuration fec

1

m t
t

hho 't MBrwardErrorCorrection(FEg® ~

{off|cl74} et h  m~ g mt
T foff v "o TE_oMES5324
stacknsf T oh t E e _ch h . eNGFo hh-”{
. ot T o a ™~ mt hmt o))
Tt/ - _"T0; ., ¢=—= - = —
no stack nsf ch t t 'E e _ch h . eKS@ « hh °d
ot T o . a™mt hmt Lo
stack nsf timerwvalue value: TSt E UM ayr ot NSFe | ot
no stack nsf timer (60.600) c/120" "mt~eo tE ‘e” . e co xao ™
stack unitunit_id unit_id: (1..8) Lot _ _oe xh ~ho ~e 0O

74

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



DHELTEX

’

oa™e?" h > a "~ 0o e x h ~* ¢ Oe t -
¢ ® “c¢chom?™ oa™ e " eoe mtkb* g De " t &
consoldéunit)#
% T33g*0a”*e™ Y e”mtho ot~ T 'Ee o 0 Oe t o~
oa™e """~ € b ® i\}(e‘ ] m t
c o X a o ’ ® oo
stack configuration role role: (master, backup, | - ~ . the —E caaxt=®toh= m t
{slave| master} slave)/1t master, 2t Co — . .
no stack configuratiorrole backup, 381 slave |"mt " eo t E e . e co xao T
stack configuratiorlinks . Y ce” ., tE _em & ghoe .7 gy h
{fol-4 | tel-4 | gi9-12} _odaaxt~toh~  mt ]
stackconfiguration unitid “e” . tVE eoa yfitidg mteh o mxth ~h x
unit_id unit_id: (1..8 Qe tx ¢ _a _e™ eoa h=~ xmtho m
auto)/auto c h T hox = _ocaaxt®toh” @
no stackconfiguration ~TT T tE e”"mtho mt "

' ] Y ¢ a e e Y e *mt ho mtxmthe mt 58 P
vadRil) * < < * Pp— PR— o %
h a h

A A ° e tE m t a9{poHm@ax"t “eto h ~t E toh .a

m ..H F2m ~ : m t m t h x O~ 279
console # config
console (config )# stack configuration unit -id 2 links fo 1-2
console (config )#
oa” - privileqedEXEC
= chom oa* e " eo mtho " Y a t m ™ " x 0O
console #
“F T34g™ "~ "o oa™e” S Tomtxce h ’ a 9.9/
oa™ e ™" ¢ Cot <LJ<i ] m t
co X a ; < e - <
show stack 1 to*h~ e bDIEa™ ¢ 1O ©o©F xmtho mt
show stack configuration to®h™e blEad egmtQ _  hxhQ" m"~ ge
T Oe A t o . m t ) s t _’ . t -
show stacKinks [details] _"m  h eeo oto®h~ e xO" 8
T et h _m 2®
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A _h a _h mc o T E ~ esfidwstackihks:

*

console# show stack links

Topology is Chain

UnitId  Active Links Neighbor Links Operational Down/Standby
Link Speed  Links

1 fo1/0/1 fo2/0/2 40G fo1/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
" “m¢tho m t - m 8" ea ™ o ZUnig [ne a ao X h ~ % ot
el Mt _ 0
45 """ mt ho & X eoaaxt ™t oh™
_xe_c** c o e*’*’\’Eeoax _oe w'xh*ho - (@) xmthowmta
- ox " ) “ Y e-f“mtﬁ"Q);’”"t m ¥y och ® e o o
e “mtho X T IPE * B mom @
- ""mthooc ™ h™ a t ho m mt arf. +’\’o;o‘”c “tme a«m h * ~ e
* “oc"meomt e* omeo  a ApthotizatiofAtcounting 0! dzii KSy i
;-‘ h c h o h x x mt h o m t ~ m mo oh ~
V e e Y T0F . 9 e m ee . 9 “a e emc o T VE‘ex® mttmh-’
“ oy oa"e~y
console#  write
451 x~ "o 'Y e ”mt ho ~ oaaxt™toh
] Y e”’_?“él”:rxth’”t@*ommt“”‘ e<0'30'*a0 . ’O;*t'E X m t
com ™ "o "t T Ex mot c o'ph te ~ oac EQYe h tc hhoa he*™a@™x 4nia x 7~ m e
Z'"‘mtho - r].t h a e * T
¢o Hh(aYe";’” 'Eeom e”’mthom X ao’eo ) ) *t'E*e
c o . O’<e* Y . xmthommt“x X <eeo b
X™® "o "M 1tyhe - "'o;* t m™ " x 0O Y
1. 77" 7e . c”ho ™Y Tagninc @M EX ko e £, T
2. . © T e e o . 9 co TE"o ot - [0))
3. "*mtho - m|p ~* th m “my oa “om co " m t R ¢ Tl c o X
4, o Tx ;PEh m* ot m _h h* 5|/t
5. ""mt ho - c ™ h "~ aSNMIPo choto o ™
4511 -~ ° " e c“ho 7y °Zéar‘mmco’“rEoo'°”’“te ~'Ye o co T'E"o ot
" ] 7Y oFf mec : e Y oot " e eo 0 50 "~ m m
wadl “*"‘<'*hoﬁ”"eeoaxZ[cF'QWo““t"“’o
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"a 'Y co T'E"o ot %Y tmcey‘kod T'E go m mt a x 0 h
Xxmt ho m t e Y] ©% mo 07 "t o TE’oe */mtt h70'y m m’t"Q*ao. ™ & e c¢c ™ h
co TE"o ~ ot ~YS ¢ ho TYY xX(h o 'Ye 'Yora ff e - S mco TE" X

console#  configure

console(config)# username name password password privilege {1-15}

~ho e 'E ¢ h - M h ™ °h o t omt x o I

V e 'E ¢ h - mp h ™ ~h ’ - Tomt xc
h a h oa™e"” T oYy ” t”za”a'fmﬁnc "yh oz@f@«E m o e Y ¢ o TE
(operatomm ¢ " hgpasgy@ xho e a ch T MY

console#  configure

console(config)# username admin password eltex privilege 15

console(config)# username operator  password pass privilege 1

console (config )# exit

console #

4512 “m ' h ee™ 'Y e~“mtho - x h o e’Y T omtxc ™

" xmt ho m t m x * m t X t o] ao’eomt 'E h*mch ®
x h o e 'Y <c¢h - h e ” otohoa ~ " co T'E"o
c - c h m da” e Fm Y te & K o h a o x t c o e 'Yt 'Em Y
e ’ “~ % " eeo o @

' R axt™toh co"* " h > - m m t a x e*m ™ "o

. X 0 - e < © C h' * - * A< T * ©
’ h - mt h ~ “~Otm'y to T'E o Y o e
7.‘ e 0% 50 " a c hoec m “t 'E Y eo Y e mc o TE
.0a™~e " h > a ~ "‘o*”"Eeo 0 o e X h h o e Y
¢ ® ™ c¢chom™ oa~e"eo mtho h ’ a ~ ~o * * T'Ee o
console (config )#
"% T3gg*.0a e " T 7Y ~“en m thh oe e o 0 “"omtxc ™
.0a>"e """~ e ™ e I
1 * <AK~ 4 m t
co X a o : < @ o & o«
privilege contextlevel hm o= 7t x_ T ""eeoax X
command e ( “e "
levet (1..15); cex0 _o&a"e x0 o
KX h o e 'E ¢ H -contextt " ,a h™ ™ot _oa"e
_oa~e” n -levelt x h o =~ e 'E 1
EXEG 1, "omtxce™ e *mt h ~ - a” 'y
.M. o omtT i _commandt _°a” e’ " o
no privilegecontext level _°ca"els STyt fTomtxc _oate”
command oa® e ¥ . 7* h™ ‘h e ®
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A h ae *hm t h o e ™ *oh™ oa(é’dmiﬁqn*ﬁ“'Yth@"‘e’E'a ¢ h ~y
oca™e”™ " 7Y clus€HfELIG hot e & c h -
console#  configure
console(config)# username admin password passl privilege 4
console(config)# username user password pass2 privilege 10
console(config)# privilege exec 4 configure terminal
console(config)# privilege exec 4 show running - config
console(config)# privilege config 10 vlan database
console(config)# privilege config -vlan 10 vlan
c h ' E ° 7'y ©cO'E*0 'Fet. 9 s x h o Bnot e t 7% omt x
_ - _ o _ ogholvmrningconfige © e T x* ot 7 o mylanx Jc B CGO”AmE hoo =~ t= —
c h - otoh . g moot tmt X t vham .o'd " 2shdwk T t

running-config.

4513 "*mtho - m t|prt” h; m> P a ™ m co " m t T 0 c o X
] Y 0O "ao’eomt Xx ¢ h ™ — e Y 0aaxt”'toh0|p.”'°h'rmzt

a ™ m X co " m t s m X s x ¢ h ™ R > Y m° a“oh’xe o0 e "m " et”™

"'O':“oax e f r[ me : . m 0 a x émmtxvao’“h'Xecc’QV@Achhtmt h

e‘”'e‘“IF’e”“( m Mquqbl\ncquMqJHoqu{'ah‘(m“ THP FOHPPp PHEp @AY ¢~ 7 7

co " m t S o jpoet b * emo'xmtho m t *

1 * * < e o - © -

¢ om Txo TpE (hm(fﬁ‘*e mt h . Ltmoy Y et h
¢ cohto S 'Ht ot et h m x " 7Ty otm :

- * < v < o <

IP" *h mmowdsMdHOGp mx © mtca 1T &B T QOHhoaohet
- co 51/t e XnToh Tm* @ " h x 0 Lt

* * < < T ©

/ h x T~ |p_”"" mo 9 oaaxt™toh™ "omt x ¢

* <

MCbH(DMcy(DM(DHOd)KHI'ICD

B
R

)
=
3
<

A h a h oa™e[pPr e mnho” Ty e t- h m "~ [ !'b WM™

[ * < —_ * < ® — * "< < @

IP> "h my e” "e” " a. "17192.168.16.144 _ _m ~ [ !'b ™

< ©

Tm_ " c‘3f2®52552550
P~ " h m " 7TQO° " cr019X16816.1 © O

console#  configure

console(config)# interface vlan 1

console(config -if)# ip address 192.168.16.144 /24
console(config -if)#  exit

console(config)# ip default -gateway 192.168.16.1
console (config )# exit

console #
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] T'Y to o cto . ox ¥ 7 t Em Yy ;to % h m F .7 e~ ‘e™ .
console# show ip interface vlan 1
IP Address I/F I/F Status Type Directed Prec Redirect Status

admin/oper Broadcast

4514 _o Tx ;|PE°h m~ ot m h h~ 51/t

-

JA'Yco’]p_";*he m"y a o’ t mco TETo “t 'Em 'Y ¢ hoto o 5
m h DH@P|p:“°h m ot DHCR o ’ e fw " x ,"t E : h T"‘ﬂ[’pbz e t h’ m
coht ¥ h x ¢c ¢ x cohto b

V ° xao "DHCP_"Q et ~0; e VIeANL. et h m
h a h e *“mtho S ¢ h °e"'e’“; eqpﬁ°h°rﬁD'MC|moh"x;hé

e et Manl M

console#  configure

console(config)# interface vian 1

console(config -if)# ip address dhcp

console(config -iN#  exit

console #

] Ty to o cto ¥ . x ¥ T t Em'yy to T ht m foaTee ™y "

console# show ip interface vian 1

IP Address I/F I/F Status Type Directed Prec Redirect Status

admin/ope r Broadcast

10.10.10.3 /24 vlan1l UP/UP  DHCP disable No enable Valid

4515 "~“mtho - c ™ h ™ a t ho choto o T~ {bat Y Tomt o xoc

“mt ho m t o mmoh 0 “he’e ett {bat co " " h ° vI/VHMvexk @ s h me t

T < <

{bat co " h - t e~ % o h m t e" " hte . g c h a ee . g al
1Y 0O "ao’eomt *Xm@mthommh o c h Y SNMPe ooa” xoh®o taoo
mo " ™t 'E got 'y * . 0o " e x mthoo X" mhP *t"" mtt “cp* .mbhat “mood
T roroch ® ~y ot "omt x c to T'E o e ™ -t e T
T rwtoch = 7~y t “omtxc e~ St e e m BT

T sutoch ® TY SNMP 6mt ecmth™toh™ P

r ¥ o T h “*mchomth™e e o m ¢ publigE "“@mtxmd&uotom'\CE
t<e* Y °|\7IIEA<p_ri\7ateIm “omt x c 0o a e ” ;t(e*< M|*B¢*4"§’Ye_‘_”'e’*‘<o

)
o o’ -~ ~ ) D . -~ -~ o~ ’ -~ ~—~ r
mo o m t . a|pr eho(m m~ t teE(.;* . x ¢ h . ) e . Y ®

<
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h a " mo Yy mooP?iVétemmt°6mtxcoa e ™ ;qp:“éh moa ‘™ e E
x ch~ = e Y MPpHPMCcYy dPmc dnnY
console#  configure
console(config)# snmp- server  server
console(config)# snmp- server community private rw 192.168.16.44
console (config )# exit
console #
] 7Y c¢chomaoth™ mo ~ % *ee . g nSNMPomcmn’é“’(E*x"‘ mnt y” oa®te Mty
console#  show snmp
SNMP is enabled.
SNMP traps Source IP v4 interface:
SNMP informs Source IP v4 interface:
SNMP traps Source IP v6 interface:
SNMP informs Source IP v6 interface:
Community - String  Community - Access View name IP address  Mask
private read write Default 192.168.16.1
44
Community - String Group name IP address Mask Version Type
Traps are enabled.
Authentication - failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:
452 "~ mt ho - c *h ™ a t ho m m t a . * o Cc *meomt
] 7Y oF mec ©oe voF "o c “meomt m mt a . mco TE° X
T toh " e YTho o "E(a ] T eye “»  off e QSHE " x tm 'y
- Authenticationo ™ x t e t Tmo ¢ ogm YY) T e " chom?™ m x * m t X
m mt a * o0Cc *meomt [0}
- Authorizationo ~ t oh R YS c¢cho gnhocomth® & "¢ ° o mxt x ctve(p
m mt a gc h o’ s Xt et “e¢ 00 och ® -
- Accountinggx ;Tm™ 0. ° e ™ coth * T e a h mxhmo c o
h mco TE’o ~ e e ”mtho a "\ mctoh™d’E moadmiine cCoYh o a o T 7 ¢
admin® “ho TE e"'e‘“;" tm"Yy c¢co TE" o0 ot — a o 9 m’“x;"
Xxmt ho m t o : h ) m h e . coh{ESC§,h’“<Ente’f>.l¢’Et"“; B x - X
c h .9 7 X 9 m xra60€o"mé“'Ycﬁo'thd?oétmwgmrtﬁpZe'o otohoa ex
“cxmt tE cho g " xhx o 2lPasgwortRecoveriProgedury. ¢ “h o TY 6 ®
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DHELTEX

L0 " E‘o "t TE co xaoT;"e 0O O6FRYAYKEIRYAY!
~0*% o * h x o co TEtdh *t TTVE m x,vppoq; e a
h x T T e m 3 mo "7 *ee . g co TE"o ot
V oaaxt™tohx Fx " t omx " mt Yyt Em oY co "~
(admin/admin).
] Toy* m c : e Y ¢ h oe ™ :"™hOEEE *m ‘motc “am enpambt’ e oco - YT ”

T .0oemo T'E ¢ec o 7 ’“’O; e : h : m h e . coht T

T Telnet

T SSH

4521 " mt *eo - c“ho ™Yy ° 7TV oemo

console(config)# aaa authentication login authorization default line
console(config)# aaa authentication enable default line

console(config)# line console

console(config -line)#  login authentication default

console(config -line)#  enable authentication default

console (config -line )# password console

¢ ot t e ™ c h 7 e m t c”ho TE o} h a 'y |
t 1T cénsok. T E

4522 ~mt~eo”h o TRnet

console(config)# aaa authentication login authorization default  line
console(config)# aaa authentication enable default line

console(config)# ip telnet  server

console(config)# line telnet

console(config -line)# login  authentication default

console(config -line)#  enable authentication default

console (config -line )# password telnet
¢ ot t e ~ c h —~ e m t c”ho TE o} h a 'y

Tt (nr telnét.c —E

- —

4.5.2.3Amt~60 -~ c*hof\,Y»a,\,Y{{l

console(config)# aaa authentication login authorization default  line
console(config)# aaa authentication enable default line

console(config)# ip ssh server

console(config)# line ssh

console(config -line)#  login authentication default

console(config -lin e)# enable authentication default

console (config -line )# password ssh

¢ ot t e ” c h - e m t c “ho TE 0 h a 'y h

- < * ot <

c ” h ot &4k
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m¢tho - e e h ~

x " o ¥

< -

e O¢@ "~ ch a h

console(config)# banner exec;

m t - 'H mc Tx "t~ @ xnmtohoo* ‘mme * Wb ™ & o

<

Core switch
Location: Objedineniya 9, str.
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~ S q,, r ” ~ : r N s r ‘Flj
- J J . €« EDL_L‘?Ih gv <« L € |_|.-| L v
] Té&y*"mt hooaaxt™toh?" e mm o ¢ "E'Ex o tnh &0 " o a h ’ a
c h ® ~ e e . m G om’oa"’z_ﬂ‘nir]"“xe”qj:hf)rﬁ‘GY@”t‘ﬁoh”‘ "omtalt g o)
* > % o0 a h ’ a o [0))
] Y ¢ h 50 ° ” : o " eo o) h ’ a ~ ® h x o) mec o T
x m t x O o) h > ao h ’ ao Y g0 7 *
.o0a>e " e . E)(EE""‘eae(j h ’ a Tomt x c e mh ~ - x com ™ X
o ° ~ a e ccn"’\hEo ’“’Y b "'Y e c h - q) h ho ~e" b €0 c
t a . 'Ht o a h a mothSQn@me) : lﬁ‘aa ds(b q_t)mtho m t - 0
console >
h - h o ~ e e . _(p(ﬂ\megeﬁE)@Eg;”eheh ’aa “omt x ¢ e mh ~
mec e o '”'hx;“_”o'oaaaxtetochoé‘Ehoh”’tqj‘”' 'Ye*< m*mt<a
. ,a, momto t  “hostrlamed ,, xm fd gopmt g
console #
L. @07 TUEe o (gibalconfighrdtion)s T " ee . h  a ch Te” e
Y oF% " 49 e”*mthooa~ebaahttal~ ¢ 0o%~ T'Eeo o e X
h ’ a "~ 0 € go " x h *he ' (n omx * ébrﬁfiguré"Y tm "y oa™e"
console # configure
console (config )#
_ ., _@e xth "he e [inéconfighrationz "~ ~ee . ~h > a che”e " e”"
X h “Seg m Yym*© & €4 ot o t ha e~ ™ @ ¢ 90"~ h™o’% "a"'Remox * mo te
x h ™ ¢
console (config )# line {console | telnet | ssh}
console (config -line )#
51x™ "o . oa™e "
oa™e "~ . EXEC a ~
=" c¢c hom oa™ e " eo mt h o h ? a 9. 9/ a t m
console >
“F T3g X~ "o . JomtaToe . EXECh > a
e ~ . = - . o
.0a™ e "™ L] k{\J( ] m t
co X a o 0 <@ .o
enable[priv] - .. h _~0O; tEVY _ ch T~ ho
priv: (1..15)/15 o x _ttoemho ¢ E ch -
login T =~ h e C x ” o
exit =*_h tE"'_t e x O t a e * TEe
help =" chom mch?™ o :eo e oha® g
T _oa"e“eo_ mt ho
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HELTEX

show history _Jo_" '"t'E mtoh O _oave” 3y
T t h a e T'Ee o m mm )
show privilege T LT Tt E xho e E ¢k TETO UL
terminal history ¢_"T0; .t E xe ¢, O mogh~e e Y
Ty ot x h a e ” TEe o
: : Tk, *e_¢, .Y | =~ e — ~ -
terminal no history vt _7T0O;xde Ee, O mo gh™e e 7Y mtgqg
Ty ot x t h a e ” TEe o m
terminal history sizesize "cra e t'E h* a h fx o h* o mto
size (10.207)/10 |t , _x " _ _ t _ha e” "Eeo =m mm
terminal no history size "mt®eo tE e ;.8 co xao ™
terminal datadump . St v E e 0T eaTe T
EKW- . — 1 46h " B ~ e . o°" ™ mch™ Ty t
I Yb“ mtho o Y a2NByor GTRIDGR S Xreturn>).
terminal no datadump : "mt~Teo t'E ‘e” . e co xao™
terminal prompt ¢_~"0; tE co”t h>" e ¢ h
oa*e"” @
- TK Xe ¢ 70; = — - - —
terminal no prompt t_~70o;, tE co "t _h . ¢ _h
_oca~e” @
show banner [login | exec] T Jtofh~> " 't _oe xh*geg 10O T"e
.oa"e iprivilegedEXEC
= chom™> e " eo mtho & t m ™ “x 0O"
console #
“ = ’\37‘5 X ™ o ) Fofagmet x.ce - privilegedEXEC | a
e ™ e ~ - e
‘oa‘e*‘ LI * (AJ(.. _I m t
c o a o : < . v e
. . . ¢ hext 'Em Yy oa™e "e h ’ a
disable priv] priv: (1, 7,15)/1 c b —_ ho ~eeo o _oa=e”eo
configureferminal T . h ot o  x@ah” ¢
debugmode L L T
set system mode {ae$qing "mt~eo t'E h ° a e”mtho
| acksqingrudb} -acksgingth ., @ co xao T:"e OT
aclksqging -acksqgingqudbt _ 7 0o, xa e E’ eo "ao e
c h ™ "‘{v}\%/’VT G odo6> eomt E
t h e ™" g~ t ho > nraot "xaa o §};c” Yt E)
.0a~e” S "omtxce oeo mhoHeh * a” g
=~ chom ma he " e o a t o * e m ™ " x 0O" o)
console#
console(config)#
console(config - line)#
~ * T3gg ™~ o oa™e?" S h™ om taxscee x ho* ¢ m o)
S - - . .o
.o0a"e """~ Vo< ki\J(‘ ] m t
co X a ; < e .oxe
exit ¢ t ""O':‘_tm e o h xeh*™ ax™h o e H
T h “ h o _oa”eA /[Lq)
end ¢ .t T @eo h xh™~ag*a e " e
T T oo nan e,
(privilegedEXEC).
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do < c o e t E oa ™ e X o a e e o
T h > ao”e x h ™ ¢
help 1 C. mimc h ™ X co mco TE" X a a
oa~e?” h —d 4 T Ee o o e x h ™ ¢
=" chom ) “ e " eo mt h o a t m ™ " x0O" "
console (config )#
Tov T30 ™t o JomteT e o K~ T o x h * ¢
— e - T o -
\oa”‘e°’“ ;<K * (,\l< _l m t
cC o X a o0 ;"' < o . ox <
banner exed Tt Et  _mt moo* " e vy SESO
messagetext d xme ‘eo o T m mt axy
-dth” T Tt TET
t -messagetextt t , _mt moo T " e Y g m
m a o "o 5y o " Hnan m a o 7
no banner exec ST T tE ot mt moo® " e Y SES§
banner logind T tE t _mt moo® " e Y f 2347
messagetext d otoho oto*h~>~ tmy ¢ h °
c”ho VYD X ~0; t 'E o e
T -dth -~ St TET
-messagetextt t , _mt moo T " e Y g m
m a o "o 5 o * " HAaAn m a o 7
no bannerlogin ~TT Tt E Ot _omto omoo T oe Y 23
line sessioAlimit max- sttt e moa” TUEe o o a0 'Ctlo
session e m mm Y ~~h th ho
maxsession: (1..6)/6 V :_hgome oht o
no line sessiodimit Tmt e o0t er . e, co
oa ™ & " aoe xth *h@a e =~ T~
=" chom 0 “e " eo anet h o xth *h @ h e ™ T4 a t m X
console (config -line )#
AR o] e S 0 ‘_aJan"‘tex*ce o eh o xtd “h @ e~ T
S R =
oa*e "= v *‘,\K,. I m ot
cC o X a o , < o - ox <
history C_"0; VEmMoxph "¢, ®, Y mtoh
no history Tk *xe_¢, Y |¢._"T0O; tE _xe__¢, O mogh=~e e
_oa”’e’ [0)
history sizesize . " a e t 'E h ™~ ~a h % x h ~ mto
.y - size:(10..207)/10 = S - = : - —
no history size mt~eo tE "e™: e  co0o XxXao
exectimeout timeout timeout: (0.65539/10 |-~ "~ t Ext~ ta x "  t ha &~ ¢exe
no exectimeout a e xt “mt~eo tE e * . e co xao
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HELTEX

- ~'Et hm*oe *-’ e oa™e " eo mt h o
5.2 . E @ Y L. .

- TEt h * ¢ 'Y mo o o e c o o Ty it X a e E’ t 'E
co TE"o s t A’“t’Y’E) m e 0™ 9o ao Y e 6 HEa M & ¢ &m
o ¥~ to e o e cm tmhooaa”‘@lj’\é mco TE"ex”t E oc ¢
c ) h o m . e e .4h ) t i . €
[ ~41g . 0o a * e " h —¢ * 4 = 'Ee o o e x h~ ¢

- % & Ea—
to” e KT J m t
< co X a o : < @ LR
beginpattern vt ¢ _h 0o mo c¢c™® e m
m t m mt h o - e
- T — — - — e
include pattern ¢. mtm mtho 3 mo " h .
excludepattern . mtm mtho 3y e ~mo®™ h’>™7
h e *ch ™ — e o h o om ™ g€
5'3 < < - < * < CuL.I-. - * —_— ©

e t h m oa™ e " eo mo hao e onht EFoae tH e ™\ bt~
c ho o T Ee - -~ e ™ =T o

] Y ¢t 058 _oc h o ) t'E .0 _o0a e ) _ To¢
m t X t 0 t h T ox tm 'y com ™ e ™ " o h "™ o a”™ X0 t*o T*ht*'E
T -~ o ,{ To"do bo "t E oo’ _oa”e " . . . € -
e oha® ¢ "o+5>r| tx’E "m° "at ‘B “hagay mhc o TE ¢p Y

fronsole#  show system  >> flash:// directory/filename

" h e “ch™ ~Yt E o * oa™e” - — ao”’

. oL @
54 "*mtho - a ™ h o oa™e"

] ee ™y X e ¢ 'Y co o Ty ot m o " g E”x @ om
ao’eo com ™ " mt c h a e Yt 'E choge mm o e
.0a™~e " h —¢ * & " 'Ee o 0o e x h ™ ¢

¢ ® " c¢chom™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢

console (config )#
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DHELTEX

“ % T42g~. 0o a e ” h ¢ * 4 ™ e o x ho ¢
S . 3
oa™e" ™" 1o« * <AK i ] m t
co X a o : < @ CEE
macronameword [track L0 t"go . e Foh _oa*e” 3y m
object[state activa- m x mgexht ~"c wPpt ETooh oar~
tionstate]] comthoyeoq;="_oe; t E a"_hom
A%Xé D - m a ™~ T Ee '"T'YD |Q|n’“*me*"“a¢“a01’:‘_o
a® hom~ ao’eo  mco TE o0 "t E
word:(1.32) | o xh " oe ® Im Tfracks’ "a"""_eh ocm™ h]
m-*a“o ou"_t ) h o ~ e c h o*';&@_et(”‘em e @
object: (1.64); | 552806 | moot sae(upr _m, ©~
activation_state (any, | . ¢ h 5o0° " “mmom o oyaewiY 5
up, down)/any ot e Y ¢ h c h gqnoo”m t o ‘ye m
anyt t _‘C Y ¢ h ’\’O':“oa ‘T a e
e a0’ ':‘.t'E"_t ) hoo"”Ae_t"
e " T c _h a e e 2 . t -~ o®
no macronameword ST TRt cTee . a”™ hom
macroglobalapply word word: (1..32 Jh, a teg” ""ee . ~a” hom
m a o —o R
macroglobaltrace word word: (1..32 Jho g™ ""ee . ~a” hom e~ 7
m a o "o
macro globaldesciption ] L0 tmEh S wm _h ctoh To * v T'Ee o
word word: (1..160A
— m a 0 (o] — - —
no macro globabesciption T " " ftmME hGS _wm_h ctoh
oa™e" h ’ a "~ 9. 9/
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console >
~+A43E~‘0a~e7 h<>*a~ 99/
S o
oa™e """~ 1o« * <AK ] m t
c o X a o : < @ L
macroapply word [patternl h a teg” ""ee . ~a” _ hom
valuel] [pattern2 value? ) -patternt ©* ¥ Toe ¥ momto Y" , ©
[pattern3 value3 ‘:‘nlord-a(l--:iaﬁo m a o 7" bbhs . ¢ _h _ a weeo 3
s <|-valuet ¢  h ~a _eoee” 7y x h " g
macrotrace word Jho g™ ""ee. ~a”™ hom e~ 7
show parser macrd{brief , to®™HE ™h~a th e*mtho ee .9
parser o . | gi_port: (1..8/0/1..48) | : hoo )
desgiption [interface {giga- ; Jxmtho mt D
) . . te_port: (1..8/0/1..24);
bitethernet gi_port| tengi- . ;
. fo_port: (1..8/0/1..4);
gabitethernette_port| for- .
S group: (1..48)
tygigabitethernetfo_port | )
word: (1..32
port-channelgroup}] | m a0 o
nameword}] A -
oa~e?" h ’ a "~ o e x h ™ ¢ et h m ~
¢ ™ c¢chom~ oa~e " eocwm m tx th o ¢ h e ta "h m ~
console (config -if )#
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“ % Q4.0 a * e " hoe a*xh =~ ¢ e t h m
oa™e" ™" - © ’<e*<,_\K: ] m t
co X a o : < @ LR
macroapply word [patternl LML teET T Tee . oa” hom
value] [pattern2 value? word: (1..32 -patternt ~© 7 Toe ¥ momto 'yr , 0
[pattern3 value3 m_ a o 7o m a o™" Hphy , ¢ h a eeo 3
-valuet ¢ _ h a _eoee” 'y x h "™ g
macrotrace word word: (1..32 Jho thRE ™ ""ee . ~a®™ hom e~ "
m a o o R
macrodesgaiption word word: (1..160 "mitoemtp s m_h ctoh a* hom-~
no macrodesgiption m_ a o 7o |~"~fmEBhd_ m_h ctoh
55 .o0oa>e " X ¢ h ~ — e Y m m t a o
.0a™*“e?”" EXEC a ~
¢ ® “chom?™ 0 a” e "EXBC mt h o h ’ a "~
console >
“ % Tg5g~.0a*e " x ¢ h ™ ~ e YEXECm t a o h ’ a
oa™~e"™ ™ € ,<e,—:<~K‘e ] m t
X a o : e ! < @ w o+
ping[ip] {A.B.C.D) host voa”e™ ™ m7Tx ot 77y ¢ b Refuest)
[vrf vrf-nam€ [sizesizd choto o™ | [/at x_"  ""eeoax x
[count coun{ [timeout vrf-name (1..32 comtxc™ 0" 9 ot -Rephy). oL/ at 9
timeouf] [source m _a 0o 7" -vrf-namet , @ Y | h tox™7Reto  a " h."hox
A.B.C.D[df] host (1.158) . @ _©° 7| -AB.CO IA4” " h 'm x;° 7" m ot
size (64..1518)/64~ _;t | -hostt "o a e e o a;’y x -7 oom ot
count (0..65535/4; -sizeth ™ *a h ¢~ ~t~ 7 70 otch™
timeout: c Tt
(50..65535)/2008 m -countt _o —, ; mt o ¢~ _ to Ty
-timeoutt _ h _ay o’ " "e 7Y ot ot~
_dftota(e*t’Elh‘ a(.et‘C*Oc‘_
pingipv6 {A.B.C.D.EJF coa~e®™ ™ mexh TR Tyt T ocoh oRequest)
host [sizesizg [count choto/@f"x |”  ~“eeoax X 77, me
counf] [timeout timeouf] host (1..15§" , & o “jeomt xc ™ Q" o ot -Rephy). oL/ at 9
[sourceA.B.C.LE.F size (68..1519/68° _;t | -AB.CD.EFIPV6~ " h m x,- 7" m t
count (0..65535/4; -hostt "oa eeo  a:y x © 77 om ot
timeout: -sizeth” "a h ¢~ t* " 70y otch”
(50..65535/20002 m  [c " _; t
-countt __o© A* ; ,mtoo c‘_(;to“ Y
-timeoutt _ h _ a7y o’ " ~e 7y ot t~
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tracerouteip {A.B.C.D
host [vrf vrf-namg [size
sizq [ttl ttl] [count
counf [timeout timeouf]
[sourceip_addres$

vrf-name (1..32
m_ a 0 _—
host (1..158) , a _ o, 7]
size (64..1518)/64~ _;t
ttl: (1..255)/30;
count (1..10/3;
timeout: (1..60k o; ™

c h "t 'E a ~“thh’*h x t ~ "o x e ™
-vrf-nametr . a Y _ _htx ™ TEeo o * T"mt
SABCD IP4” T h moox T m ot

-hostt "~ o a e eo a 'y x -
_Size-[h""a(h c
c” t T

e~ _m.

a ™ TEe o o™ . mt o X
-countt _ o T ;  mt o coc .to ¢ h
X ;”‘mt_ . :[' ) ) -
-timeoutt _h _a 'y o’ " ~e Y ot t~
-IP addresg IP~ ° h m etohaxtmMmtoh™ 3
*m_co""E”x":'Y .::mh:°7<;* T L to d

-~ ’ &

e (o] [o]

) Cc m
Vh "x TEt " t®o ch t"474B ¢” 9

traceroute ipvé
{A.B.C.D.EJFhost [size
sizq [ttl ttl] [count
counf [timeout timeouf]
[sourceip_addres$

host (1..15§m , a o 7]
size (66..1518/66x ~ _ t
ttl: (1..255/30;
count (1..10/3;
timeout: (1.60Qk 0 ™

c h “ta’E h ‘th R~ - "o x =T e ™
-AB.CD.EF IPV6~ = h
-hostt "~ o a e eo a 'y x
-sizetr h © "~ a h c” t ™

o
3
x

)

R
3
—

c - t T

-ttlra ™ _m ar~ ‘Ee o _ o o;.mt o x
-countt _© T ; mt o coc .to c h
X =" mt T

-timeoutt | 0 a7y o’ " Te Y ot o t"
-IP addresst IP© " h m et h

mo TE" X a T TY ¢ h ’*; c ™
' e o * o “con ’ .co

c m
Vh x TVEt * to ch ~ #7748 e o

-~

telnet {A.B.C.D hosg
[port] [keywordIX &

host (1..158m , a o
port: (1..65535/23

JU_MEFELNET ,mOf TY x 7T om ot @
-ABCO 1P/ " h m x =7 m ot T

-hostt "o a eeo oay x oo
-portt TCR oh t 5 co
-keywordt _ T O; , . © m "o o P

)
c m~ e
v . .o«
V .9 m 7o °

- < e < * e <

ssh{A.B.C.[) host
[port] [keyword1.]

host6 MddmMpy O
port: (1..65535)/2;

_t_FE. o |m nf *’"O( X . .
ABCD IPv4” " h m xS 7T m ot T
-hostt ~ o a . eeo _ay x -

-pOI’tTTCF"OhtZ c o _otohoax h 0
-keywordt _ "Q; o m 7o o @

c m™e __To; R TR L St R
V 50.

resume[connection connection: Lo Ty T hx | x O x mgnete o m M €0q
(1.5)kc om ’“( " e| -connectiomt € ° a ; h xXmt ™ eo _m’(‘(meme* oo g
Xm¢t ™ eo — e e
show usergaccounts] JtoFhT g ohQf gco TET0 Tt TYo ¥
T h mx hm . xmtho m t )}
clear lineline Tr_h Lt E g0 ¥Y"x O m _mm QO x°~
line: (0..5) (SSHTelne).

-linet e o a h m m m x T ™ eeo )

show sessions to®htTe ohgQi% ot h.t.g m mm
T xmtho m t " a ¢

show system 1 ¢. mm mtx @e oha” ¢ 0O
show system battery unit: (1..8)T to®hte ohgs ¥ "t "h
[unit unit] P AT -unitt e o a _ h xmtho mt ~ oomt
show system idunit _to & hm B . eoa h x m ¥ hho - “ru’t"\:"t’o
unit] unit; (1..8)1 ¥ o MAG " h.. m

-unitt € o a h xmtho mt - m t
show systemunit unit . to®ht 'Emtx ®e e oha"a@x@©™toh"~

ysten ] unit: (1..8)/t - s < . A

-unitt e o a h xmtmhto(_m(tq)

show system fangunit . to*h=~  tE oemomadt geQ . e t
4 $ unit: (1..8)k - . . : T e

unit]

-uynitt € o a h X m tmhto mtgp "~
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HELTEX

show system power
supply

to*ht E e ohmbtdmpt Q'Ye

m
*

t

[o]

show system sensors

to*™h1t E e ohat gh Otxhe .

o}

-~

show version

to*ht ExxJ
x;m teh &y mt

mmmtQ aeo o

o
I
3]

c ho

show system router
resources

T E h o~

xmth aft h "h x § 3 "t ogm ° 5

ar eyt et b "t & Ty ¢
e

t

show system tcam
utilization
[unit unit]

unit: (1..8)/1

h
0
_to®htE Kk ‘mxhmo
~’.‘h<m <
_unit-[eoa(h

x aT oy cTayt E)®

x m tmhto —m t -

c ”()ac yt T
<.

<

¢,

show tasks utilization

to*hxhoe"EF hKk

mmahmh™% t * t oh ™

‘mx hmo c
€ m— C(

c ho ¢

e t h ™

A,Y ~

e]

show techsupport
[config | memory]

to*h1t E e

e ™ -~ T'Ee o e omt

1 © * T * —

B -~

~
1

o o
> 9

o
o
o o
3
o o
>
3 o
) >
@ >
® 3

show clock

show system

show version

show bootvar

show runningconfig

show ip interface

show ipv6 interface

show spanningree active

show stack

show stack configuration

show stack links details

show interfaces status

show interfaces counters

show interfaces utilization
show interfaces te1/0/xx

show fiber-ports opticakttransceiver
show interfaces channegroup
show cpu utilization

show cpu inputrate detailed
show tasks utilization

show mac addressable count
show arp

show errdisable interfaces
show vlan

show ip igmp snooping groups
show ip igmp snooping mrouter
show ipv6 mld snooping groups
show ipv6 mld snooping mrouter
show logging file

show logging

show users

show sessions

show system router resource
show system tcam utilization

R B I I B e R I R R R B B B I I I R e B R I B I B R B B R R I

o fia¥xmpt Ko mt_x'oz"'s(

- <
c ho

—

show storage devices

to*'h”t'eE‘; e Y oFf A a” m,
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') I laK2¢g aSaarzyan oto*h~ >~ t m.
wadl m(mm**q)J*e?rﬁc’Yo:CEaS(?frﬁ'Ym"‘(*x’o"'*a o*h ™ c
1.¢. ¢c o e t 'JE c o~ ’\'O; x T ™ eeo0ax X m t
¢9[bo9¢ .~ {{IT
2.¢ hex t 'Em Y h o" t —’Em X0 m m m O oe ”~ 0o a
7 F/ﬁNIb{KATGbeZ Ouhofm‘)wf;Et*C?":
t ~’Em X m m m OoT
3.9.¢c0 e tE oa“e’'x 7iK2¢g aSaarzzyano ¢
A m o ® e e Y t x " m m m T
17y to 0 ;to":‘. hext Em "y m mm T e
a ™~ e " x Zmdﬁ‘{goa h m o 8 e e Y : o °
oa”e iprivileqedEXEC
=" chom _oa”e eomprim"ég@dE)ﬂEQa*(h(m:‘(jx’O"'*m h**Y
console #
"7 T46pTioa e’ x ch ™ 7 e YpriviegedEXEC | e
.o0a*e"” "~ o ’<e*AK: ] m t
co X a o : < @ EEE
reload [unit unit_id] . h 77 exmt t’E xmtho mt o
unit_id: (1..8)/t -unit idt e o a h xmt h o mt " R m t |
relf)ad in{minutes| min.utes: (2..999) “mt~etomoa o’ xht a e 'y - h o
hh:mm hh: (0..23), mm ot 0 ee*y o h % hx -
(0..59) ) © —
reloadat hh:mm hh: (0..23), mm “mt~etom "N h . b «mtho n
(0..59) room T e - =
boot passwordpassword . “mt " eto’E ¢ € Mheofrol.
no boot password t Tt 7t Ee thdotrom E
reload cancel T ta @0 7o’ ee h " "cxm
show cpu utilization Sto®htE mtco wmho e«Q % hx
T e(eth""Eeo'o_choC<mmoh‘
showcpu inputrate Jto®ht E mtco mtohamt ~38hyo” vy
T o ¥ h™*~t .- a a chog mmohoa
show cpu inputrate Jto®htT 'E mtco mtohamt ~8hyy" Y
detailed T o¥h~Ft . o~ a 9 cho g mnfogh o a
show cpu thresholds T to®hmhmeom~mtho ee . g CPQho o
show memory thresholds T to®hmmeom mtho ee .y RAMhoO o
show sensor thresholds 1 to®hMeomoho o ~t°:7'Yo
show storage thresholds to®hmegomoho o  ~ 70y h~ " o
show systenmode T to®h=® " tE oecOGhaagtlID” g -
A _h a h mco TE otraceréute:’Y _o°oa "~ e’
console# traceroute ip eltex.com
Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) 0 msec O msec 0 msec
2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3***
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’“47«; ‘"L c m e . h ) x TEt * t o “traqerouzteo e e Y _oa e
o c m "~ e
1 o h vy* 0 e 0 a h a ™ h h x t “toh~ c x t
gateway.eltex .. t L _a Y 'Ht o .o a ™ h "hxt . "™ t oh ™
192.168.1.101 P " h m ‘Hto o a®h "hxt ~~*toh?"
Ch ¥ 'y ~ otoho c "~ thé&x "me &6t "~ &&h " hx
0 msec 0 msec 0 msec tmoy oy N c oo % ¢ h c =
h c o e e traceroutea @ ™ ex "t c ho ) t e o "o * Foy ochm~=
t " T4g¢
"7 T48e” T _ . c¢h  .c o Taceréute, oa”e?”
a o o c m ™ e
€ x - * I * * <
* - a ™ x t c h coc t c h ""‘, c ™ t " P
? " mt e t c c - [ S «))
s ® a e mth ™t e o e omt¢t x cC e ¢ ’:“.’eo c
A ” 0 t h ™ - c o c h~ —~= a t*F T e "0
E “h fx tmy h~ a et~ g Y xXmt ™~ eo - F
H ~ ~ m t e "omt xc e O
N (»‘t'E e('omtxce‘q)
P hoto o T e Tomt x ¢ e @
Q "mtolca)"‘ ~ e O
R "m ot o h a 'y co t oheo m* o h h ~ a
S Y * - m 5o 2 o a“h "hxt” @
U o h t e omt x c e @
._.h o] ) h a aeo o'|"e|Dert1_co<a;a<xeb*thco"h' . h o . t m c . e T ‘Ee .
X e c oetho Ty |t h a e T ¢ |17 50 ° * hTeldet a m c
m mm  mco TVEx tm2pyhskifaes e~ e, Y _ 7" 7
"7 749 ¢ ¢, " TEe - Telnep a " e "
A p h ot BStySgi h~ ".h mo ° e e Y
A h Tt 'E co ljéfy‘élj“:gh h ~ e chog mm
A h Tt E co GStySa) x " . e m_a_ o " ¢
Mo L. " " UE co GStySimey . _r"- . e . . o°-
Mt PR t'E ¢ o 0 SAry Yol TherePo™ ~ ¢e0, | Y _90;t hg
e Y
Ay H(h(”‘t'Emaoxhﬁgf*y(g_'tho .
Y Co h ~ t h ’ a oa“e " eo mtho
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DHELTEX

o ao’ eo mco TEo0 e 0 Telpet-"e SSiE m fEe o)
T 7e0e O e, MMET00T R X Telhet-, o{n{_Imm¢t
c e Y c m ™ e
/echo ~©0_" T'E®E° | _ T Oechopdc " xeTee O -, 07" e~
/password ¢ch 7 7yt ¢ hoSSHE h TYh pgo T T e ™
Iquiet T locxm 7ot o " m 9 moo® “ delngt. ¢ ho
[/source-interface ¢ch 7 7Yt -ometto ke g
¢ ~0:" t o*h %ot X coto s o tmooh eh ~
* oetho ™7y com " o ot T'Ee om t ¢§f)
Istream Lot aSeySi ao’ t  mco TE’o0 coth EerTy 37 6
hoo TTex i e. cho hTagolblec 6hd /TG, YT
_o0o 7.3 e Y. YO tom Y ¢ Sf VS U
luser J¢ch 7 7Ty ot ay co TESSE T h O Thygt Y 9o "~
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
=~ chom oa™e " eo mot *h o T 'Ee o h oae a t xmh™ & x Q"
console (config )#
%% Tplg~. o0 a e " x ¢ h ™ ~ e 'y Mot Tdge o b e’ x h ™ ¢
E— o =
oare ",\*]K ] m t
c ox ao : < @ o % o«
hostnamename name:(1..160) TT T Tt E m o xtmot hoo  mta 'y @
no hostname m*a_‘o'[ﬁo_pf hext E m t [¢] a 'y xmtho m t
service taskautilization o h 7t ’E xmtho mt x c¢cho h~a
h mx hmo ¢ eth™ T'Eeo o cho g m
R m mt aeo o chog mm~ ¢
- — T/ _"T0; e = : - : —
no service taskautilization ch t t'E xmtho mt x cho h~a
m x hmo ¢ eth™ T'Eeo o cho g m
m mt aeo o chog mm~ ¢
servicecpuutilization 7 htgEmtho mt x cho h~aaeo
. h mx hmo ¢ eth™ T'Eeo o cho g m
- — Tl _"0; ., ¢ == PR P
no servicecpuutilization ch t t'E xmtho mt x cho h~a
h m X m o c e t h ™ 7 'peaoa xot “cthooh & d»
service cpuinput-rate _h 7 Ot E oxmtho ma oh Yt WEp mh boa
oo B ,Y.r. 0"_) z ~oe~:~'hh -~ tt.h mwﬁ,Ee. -03 C e
- c ho ¢ mm o h o a coaaxt™toh™ @
- - T/ O, . e — < - — -
no service cptinput-rate ch t tE xmtho ma &k 'YthEomhoh
OOA,Ylwaj]zoﬁ:vh*E‘*t -~ a 3 Ge
c ho ¢ mm o h o a _oaaxt"'toh’“cp
service cpurate-limits traffic: (http, telnet, |~ mt " ete’E [/t ! o th ~ehome y~Hoh® vy
traffic pps ssh, snmpip, linklocal, [e ¢ h = T eeo t ¢ th~ >
arp, arpinspection, |-ppst¢ ™ _ to ~  m __xe " x @
stprbpdu, routing, ) _ . " 7. xe__t gCoR®Control Plane Protection)
iproptions,otherbpdu,
dhcp-snooping,
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HELTEX

no service cptrate-limits igmprsnooping, Commt ~ eeE ; ppg o xao Ty o@h T
traffic mldrsnooping, sflow, |t h * "~ @
ace,ip-error, other,
vrrp, multicastrouting,
multicastrpf-fail, tcp-
syn);
pps: 8..2048
service passwordecovery _7ooh 7t omm Tye s T oe ™ ha™h
_ ¢ Jenabled Zmpa.sswor'd recovery proc~e¢ﬂ.|B n ,in m o g"".”iel Le xh
no service J h”tEﬁommt eo’;<h’( 5 bhi\’YO
passwordtecovery {password recovery procedung x © * T e h& ¢ o «
I?nk-flapp?nge_nable © Jenabled ¢ 9 ot E' ch | ‘j t _h _ e Ai
link-flapping disable t_~—"0; t'E ¢ch "ot h e . .
service mirror o0 Tt E R 0 h ex QO _oc, Ot
conflgu.ratlon ¢ Jenabled
no.serwce. . t ~0: t 'E oc h o e t x "
mirrorrconfiguration - ' - - -
system router resources ip_entries: “mt ®etog ht™aTh g a ™ h "hxt N
[iprt S v (ipNant@es| (8..8024)/5120;
ipvérentriesipv6_entrieq ipv6_entries:
ipm-entriesipm_entries| (32..8048)/1024;
ipmv6-entries ipm_entries:
ipmv6_entrie (8..8024)/512;
ipmv6_entries:
(32..8048)/512
cpu threshold indexndex index: STt 'E coho T Ty % hx It
intervalrelation value (0..4294967295); | -indext ¢ h o~ ° o TEe e’ _m coho
OF € Linflapg/ idt&wB I f| interval: (5sec, 1min, | -intervalt , et ~h 7 ca h e Yy 7 h
[severitylevd] [notify {ena- 5min); Shx /t ] T ‘Ht ot et h =7
ble | disable}] [recov- relation: (greaterthan, |. -2 T
SNEny2GAFe& 89Sy  greateror-equal, -relatont ot e o e a7 T x Tt
b|e}] fééén(]-ﬁH-YI'e‘,( a3 e(o*oo a o Ty m
equal, equato, not- -valuet "¢~ ; e _ coho ~ T
equakto); - flap_intervalt "¢~ ; e ¥ och " TVYO"
vaIue(O..lOO) eo_’“(e"Ycohor" com mh ™~ ¥~ t
choC{eto'_severity[XhO"<e'E"" e omt th"CO“
flap_intervat -notifyt . _T0O; "t kot __T0O;" t otechr
onddmMmnnbkn|. ~€,, c¢oho T
severity: (emerg, alert,| - recoverynotify t . _ —0O; " (t kot _T0O; "
crit, err, warning, _ommt " eo ~— e~ coho " @
no cpu threshold indexn- notice, info, ~"* T t’E coho m “® * e e .a e °
dex debug)/alert
memory threshold index index: YTt 'E coho T 7Ty of A a” m of
indexrelation value (0..4294967295); | -indext ¢ h o~ o TEe . e’ _m coho
[flapminterval flap_interval relation: (greatefthan, | -relationt ot e o * e =~ a " x o% A aoa
[severity leve] [notify greateror-equal, coho o .a e e a 'y e 0% go”
{enable| disable}] lessthan, lessor-  |¢ 0 h o~
ONB O2@SNEmy 2 dA equal equato, not- | -valuet " e~ ; c® ho -
disable}] equaktto); -flap_intervalt ~¢ ~ ; e ¥ och " TVYO"
vaIue(O..lOO) “ommt”‘eo_"‘(e"Ycoho"’ com
ChOC‘Eto‘-SeVEI’ityTXhO"(e'E“w eomt' th*con
flap_interval -notifyt . _ T0O; " ,t kot __TQ;~ t otch~
6neddmManOKkA|mMh T 0. Te o coho 7
severity: (emerg, alert,| -recoverynotifyt . _ —0; "  t xe t ¢c FDh™ £ b
crit, err,warning, ,ommt ™ eo T e coho ™
no memory threshold index notice, info, """ tE coho m " ""ee .a eF”
index debug)/alert

94

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



sensor thresholdan fan_num: (1..63); """t 'E coho Y Tt 7 om o
fan_numunit-id unit_id unit_id: (1..8); -fannumtecoa h et  Trytoh~
indexindex relation value index: -unit_[dtr e oa O t~ 3y e~ _otohoa e~
[flapTinterval flap_interval (0..4294967295); -indext ¢ ho = o T'Ee . e” _m coho
[severity level [notify relation: (greaterthan, | -relatont ot e o~ e =~~~ a " x m _ohomt
{enable| disable}] greateror-equal, . . &t T.ytcoohh®o o - . a e” ;. e, 2z
ONBO2@SNENY234A ¢ Saamnied yjmh ™ "t . “e 7y coho =
disable}] equal, equato, not- | -valuet "¢~ ; e ; coho ~
equaktto); -flap_intervalt "¢~ ; ;e ¥ och "  TVQO
value: (0..1000000000) . ©mm t “eo Tcem'y cobh s FT ot . e
o”:‘oho/atko,e’ -severityr xho e E “’eomt th=co
flap_interval: -notifyt _ _ —0O; "t kot _ TQO;"  t otch~
(0..1000000000)/0 |mh ™~ * ~t . ~e  coho ~
o “ohgat oe T |-recoverynotifyt _~0O;"  t ketcPDh™xob
severity: (emerg, alert,| . ©mm ¢t ~eo ™ e ~ coho
no sensor thresholdan crit, err, warning, """ T tE coho m "7 " ee .afan_num
fan_numunit-id unit_id notice, info, e ™ ‘Oeunittid,
indexindex debug)/alert
sensor threshold sensor_num: (1.63); |~ " " "t E coho T Ty Tt 7t a
thermalrsensorsensor num unit_id: (1..8); -sensor_nunt € o a thhao™=t o =T
unit-id unit_id indexindex index: -unitjdtreca O t~ 3 e~ _otohoa e~
relation valug{flaprinterval (0..4294967295); -indexg ¢ ho = o T'Ee . e” _m coho
flap_intervall [severity relation: (greatethan, | -relationt ot e o " e a7 x tcafo hdt
leve] [notify {enable| greateror-equal, e . e a3y e 0% go” a0 T Ty om
RA&lI ot SYe wNB(G fSaamnmied y]-valuet e~ ; e . coho ~
{enable | disable}] equal, equato, not- -flap_intervalt ¢~ ; e ¥ och ° TyQ"
equakto); "ommt”eo""<e*'ycoho’* com ™
value: ¢€1000000000.. | -severityt x h o =~ e 'E ~ ' eomt = th~™co
1000000000}C; -notifyt . _—0O; " ,t kot __T0O;" t otchr”
flap_interval: mh=*~t . ~e  coho
(0..1000000000)/@C; | -recoverynotifyt . _—0O; "  t ke t ¢ FFDh™ x 0
severity: (emerg, alert,| _, ©mm¢t ~eo ™ e = coho
no sensor threshold crit, err, warning, """ " t’'E coho m "t ree .a e’
thermalrsensorsensor num notice, info, sensornume ~  ‘Oeunittid,
unit-id unit_id indexindex debug)/alert
storage threshold index index: STt 'E coho T 7Y of A a” m of
indexinterval relation value (0..4294967295); -indexg ¢ ho = o T'Ee . e” _m coho
[flaprinterval flap_interval relation: (greaterthan, | -relationt ot e o * e =~ a " x o ® A a”
[severity leve] [notify greateror-equal, coho o .a “e” . e ay e o% go”
{enable| disable}] f Saami-ed yjeoho -~
WONB O2 @S {¢eiable/| 2 G A| equal, equato, not- | -valuet "¢~ ; e  coho ~
disable}] equako); -flap_intervalt "¢~ ; e ¥ och ° TyQO"
value: (0..100) “ommt"‘eo_"(e*’y coho -~ com"(
choC<;eto -severity-[xho“(e’E“‘ eomt* th‘co“
interval: (0..100)/0 | -notifyt . _~"0O; "  t kot __~0O;" 't otch?”
choe<;eto mh""“"t.“"e;' coho"’
severity: (emerg, alert,| -recoverynotifyt . _ —0; " _t ke t ¢c iFDh™ £ b
crit, err, warning, Jomm¢t ~eo T e coho ~
no storage threshold index notice, info, ~T* 7 t'E coho m " ~ee.a e~
index debug)/alert;
resetbutton {enable | TYmtho h "oag xQg *toh™ e~ e™’ ™t
disable | resetonly} -enabler ¢ he ™ > ~t eoce ™ " 7 t T Eeom
c ho m go h t** hxxm't h o m t “ Te oc ch
1 /enable =~ ’“'(Ee gmt_'E'OC":hco’:‘(mioo |°V|-,*-|tm m*h o

C o " m 0 o e X h
-disabletre , h "  ho "t
-resetonlyt t © T"'E_o ¢ h

'E

e, . T
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—~ ” , , ~
56 .0 a Ycénmar)o’E\L“ e*Yc h
]~ ee R _ o c’“(_m _oa”e ch( e ™ ”"(e Y -
""Y"”*"‘e*’Y h(a(e* "(wmtn*’Yc"’ho’“’Y(D
.o0a~e” h —¢ " T Ee o 0 e oxh "¢
" chom o “e " eo . ’ﬁw‘ot":'h”'o""*Ee o h_ﬁo’ae*(”*‘t' xmh""‘ﬁc**i*’m"'* .
console (config )#
T TH2gtioa e xeh T Toe Y, Mot Tage o belLaxhTe
et R L R
;
passwordsagingage TTUEN ay e @t e’ "ge e o0 o
R T x 7 t c h ° "o e o m a e t 'E ¢ ™ h
age (0..365/180° ¢ | toa s : o h(a,‘Y,* e C*,ho,\(m
no passwordaging Commt ~ eteE ; e co xao T:%e QO
passwordscomplexity ena- ¢ _TOpEN~e ; e e~ oha~t ¢~
ble .
- t/, -_"0,; . ¢ P — - - -
no passwordscomplexity ¢ ._TOEh*e ;e e oha~t ¢
enable
passwords complexity ¢ _TOeENhTe . e % "t r 0ot a
minTclassesralue _ 7" mmo m _ a_o To omtho e .
value (0..4)/3 e, h.x m a o™7.9
no passwords complexity Commt ~ ete’E e co xao T:"e QO
mintclasses
passwords complexity ¢ _TOPEhNh~e ; e e~ a e a” Te
minriength value - value (0..64)/8 " - — -
no passwords complexity Commt ~ eéeE ; e  co  xao T e 0
mintiength
passwords complexity ¢ __TO9E h e .e 3 R o I a
notmepeatnumber mt o com™ "o ~t T'Eeo c¢o0 _ tco*h |
number: (0..16)/3 ho ™,
no password complexity Commt ~ ete’E e _ co, xao T-"e QO
nomepeat
passwordscomplexity ="cth ¢HE ma e ¢ ho Y mco TE
notreurrent . T /enabled " i - " = — - - —
no passwords complexity _ h t "meco E'o ~“~tE mt~h, c~h
notrcurrent
passwordscomplexity Treth tfEco TE0 “CUE 0 _ ", mt
notrusername t Y
- T /enabled = ~ = — —
no passwords complexity _ h t 'Bnco E'o "tE _ _" ;. mt
notmusername t Ty
password lockoutvalue "mt~eo t'E _o T - mt o ST x g
ho "y m 66 * Tw h o ~o * TEe
value: (1..5)t cCo~E o0 *t N "= —
no password lockout "mt~eo t'E ‘e~ : e  co xao
passwords time block sec- "mt~eo t'E _h a7y *7To_ ho _
onds seconds: (0..7200)/0 (¢ °© T'E"° "t TYO
no passwords time block "mt~eo t'E ‘e~ : e  co xao
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© " 7h3g".oa”e x ch® 7 e YprivilegedEXEC h 7 a
e ™ “ee ~
. 0 a e ° ~ L * <,\1K< ] m t
c o X a o ’ < - ox <
show passwords configuration T to¥hteg oha~¢g O 0F o h~e - e
. - ¥ "o h o “t 'E co TEo ot ~Yz
set usernameusernameactive T . hea o 0" ¢ ho "y
[ Y © *
57.1 c m "~ e * h X a eto oa™e"
- * < T < - —
h o X " oomt — e oc h ~ ¢ e » ° - —" a
URLr 0 ¢ h -t - a mtoetygm™?® e YTHQ:m x h.my* mp To

ch 7. S4. Tt e
S 7Y Th4gt e mo _ _TO; -9 mTo 9 oc mTe
. T 0; Y c m = e

"m g0 " e . “ " h m - *"’TTYmHea fm tovec e mamet "mip o

flash:// e h o oe 7 ,Eﬂﬁém‘“yﬁ"EY yto xa o T, tey] Ogec hm ™ 7
ch ~~ _m~ gch  flaghitipY I 'Ya OLYOX 6 dr'Y

running-config -ttt ox o _0oe xh~*geg @

mirror-config voc vy v oot o x o  _oe o xh™oe

startup-config -, T ¢ h _ oe” ;" "Eeo _o0oe xh¥ge @

activeimage v "t e .a o%h" “oa

inactive-image Tvom e ~_t o e.a o%h™ ‘oa
"mgo*e. "‘"H‘*nh m a mt"[:TFm‘he"h-"qD Y T Y
.. i/ [U'Sername[ password]@ost/[dlrectoryl] filename
-usernamer , @ 'Y ¢co TETo Tt VYT

ftp:// -passwordt ¢ " ho T'E co T7ET0 Tt Ty
-hostt IPv4~ = h m - m t ) a 'Y xmtho m t T
-directoryt __ "t 7, 7o
-filenametr & Y _.7”
"m g0 " e . “ " h m - T h mm oah mth” @~ e~ e
.. & t ":tftpi//hest [:port]/[directory/] filename.
-hostt IPv4~ " h m 0" ayamtho. mt -

tftp// < . . * . < < i < o o -
_port'[ c o h t e e : e Y
-directoryt __ "t 7, 7o
-filenametr & Y _.7”
"m30°e. ~ " h m - * " h nnnahmth""q;e’”'e"’ e
., &t "isop: //[UISername[ password]@]hos{tport]/[dlrectory/] filename
-usernamer , a 'Y c o TUE o Y

) -passwordt ¢ © h o TE CO’;"E‘O“‘t .Y

scp: -hostt IPv4~ °~ h m - m t 0 a 'y xmtho m t -
_portTCOht e ™ ';e" : e Y
-directoryt __ "t 7, 7o
-filenametr _ & Y _.7”
"moo’e. ~ " h m - * " h nmmmth“qy”"e"’ e
.. et 7osfip: //[USername[ password]@]hos{ port]/[dlrectoryl] filename
-usernamer , @ 'Y ¢o TETo Tt VT

fto:l/ -passwordt ¢ “ho ™E co TE 0 ~t TVT

Sttp: -hostt IPv4~ = h m - m t ) a 'y xmtho m t “ T
_portTCOht e ™ ';e" : e Y
-directoryt __ "t 7, 7o
-filenametr _ & Y _.7”

Iogging - ~ m mtoh oa~e” @
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572 .0a™e "y h ™~ %ot m T a
.o0a™~e” h —¢ " T Ee o 0 e x h ~ ¢
=~ chom o “ e " eo ’ﬁw‘ot":‘h"o"_‘Eeo h oae xmh™ & x O
console (config )#
"":"’\55“:*‘0&1”‘(5 T Ty e *mt ho c ™ h™ h o oc h o
D e e K]
¢ € co X a o ’\; * ] .
ip tftp source-interface ) )
{fortygigabitethernet tfo_po;t. (11;; )
fo_port| tengigabitether- geijgrrt: ((1"24))_'
nette_port| gigabitether- Ib_port: (1..64); eh " I ettEh m o TETRPW. ]
net gi_port| loopback tn_port: (1 16),' - T . s
Ib_port| tunnel tn_port| _port. 1 ”48 %
port-channel group |vlan grogpc( ~48);
. vlan id: (1..4094)
vlan_id} . R e
no ip tftp source-interface A e "mtTeo tE ‘e co xao T
ip sftp sourceinterface ] )
{fortygigabitethernet tfo_po;t. (112{ )
fo_port| tengigabitether- (;—jgrrtj ((1" 24))_’
nettg_portlglgabltether- |bJ)Oft: (1”64)" ch " I ettEn mto - eETAPW. °
net gi_port| loopback ¢ t.' 1”16,' - < T
Ib_port| tunnel tn_port| n_port. (1 ”48 )
port-channel group |vlan grogpc( ~48);
- vlan id: (1..4094)
vlan_id} e 0. e
no ip sftp sourceinterface - T "mtT eo tE e co xao
.0a~e” . IbrivilegedEXEC
=~ chom o ”‘e"‘eomprimneg@dg._*g/“*da<<’t A<AX'OJ.*,X, 3
console #
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"7 ThegT. o a e’ T Y ht oot privilegedEXEC a | h 7 a
e ™ : e
.0 a™>e " "~ e c eo ] m t
X a o : ~ e
copysource url destination url coc ROE** T a _mtoco "o’ e Y
[exclude | includeencrypted | a mtWoc’o e e~ "e” . e YO
includerplaintext] -sourceurlta mtoco ~odcehx ao o -
-destinationurlt © © h m ea” ‘met™™, xe” "vyy " 7
m o c h o “e O
e“('x'o"‘f( oc ¢ | "omt x c e t o 7]
- — o e x h =~ @ Y
-excludet , & oha” ¢ YT _h t e m oy
x0T t _T0o; e~ _oe CI -
-include-encryptedt , ¢  oha™ ¢ 'YX ht 8
source url: ¥ coc"mebtmt ot ~0: e~ oe
(1..160 - ho ™e-eoa "
m a o "ol . T ’ col )
e -include-plaintextt ., ¢ oha™ ¢ 'YX h ot ;e
destination url: | * “oc*mebmt ot ~0: e~ o e
(1..160 e co ho ~eeoa B ()
- - m a o- o . = S
copy source url runningrconfig e Coc  ROETT™ _oe xh*g ~ m m h
o e x h~* ¢ (o))
copy runningconfig L0ohTeE t  _x "xQ efem hxhtge O
destination url [exclude | include -excludet , m _ T0O; .t E _o¢c hx a.g
SYONEBLIWSR p AyOfo _70;" 0% cCcpo Yy | t O
-include-encryptedt m o gh e 'Yt SE " T¢Qe " 593 ¢
! h o “ e eo0 a ® T
-includeplaintexttm o gh ~ e 'yt E " "ee . o
'Y e o a B
copy startupconfigdestination url 0 oh YceE h oe X QroT®'Ee @h™™ g0 h N
copyrunning-config startupconfig T L0 oh Tt xx@Goe  Q®h~ ceg h oe” .~ B
copyrunning-configfile . ,00oh™e t'E t _x"x(Q "d&€ee .xhMhg
LT e xhe, @
COpyStartUp'Conﬁgﬁle . . 0 otl TCéE h . o e X Q“o"e\'Ele* ’@“h - Gw*’: ~“ e e
h : h e . ~ - o e x h ™ ¢ dl
boot configsource url o0c MROE " "0 e”  xh™ e  Tm “m h
t c h oe™ " T'Ee o o e x h ™ ¢
dir [flash:path | dir_namqg T to®hmeg mo To x "~ " "eeoa "t~
more {flashfile | startuprconfig | JtofhmeET h a0 T T
runningrconfig| mirrorrconfig | - startup-configtr c t ¢ “h~ >~ 't mo " h’> ao
activeimage | inactiverimage | c h oe” . TEeo _oe xh¥g T
logging | file} -running-configt e t o *h * >~ 't mo "t h’x 4o
_oe L, xh e, T
-flashtoto*h~ " t 7 " a™ytm xmtho
-mirror-configtr © t o ¥ h >~ 't mo® h’ ao
file: (1..160) |_oe , xh ™" e = m h 7T
m a o 7ol _jctiveimagetr © t o Th >t hm QO t |
L @
-inactiveimaget © t o  h * * ™ et 7 thm “ey "o
0 L h -~ R (D
-IoggingT0T°+h‘ - t mo ° h a o
-filet , 2 Y R )
'ﬁ_”’ . oto*h™*" ™" Otm"y oh a
L
delete url T ST TtELT
delete startup-config T "T"TE _ T ¢ _h _oe” . " T'Feo  _oe
boot systemsource_url coc¢c MOE*™ "M m h h* e "~ t
T e ™ a mt o h ' h e o o
boot systeminactive-image T Tt hx " t’Em e * 't —eo o o%h~
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HELTEX

show {startup-config| running- ip_addr: AB.CD| to® hme™ h~' aoc h ~“oe™ .~ T'Eeo
config} interface{ip ip_addr| all); O2 y F A3 0_*x (funningconfig) ©e .  xh "~ ¢
gigabitethernetgi_port | gi_port: -interfacest _oe xh " ¢ Y et hpIpm
tengigabitethernette_port | (1..8/0/1..48) et h o omo -5m 9 et @&t hmo
fortygigabitethernetfo_port | oob te_port: (port-channel), VLAN e t h  OQOB ® h {odpkack
| port-channelgroup| vian (1..8/0/1..24); et h 3 tmxoee T
vlan id | tunnel tunnel id | fo_port: . ."x0", , ocg _ "omtxce . c¢h
loopbackloopbackid} ipve (1..8/0/1..4) _oe xh"ge Y
{router ospfprocessid} router group: (1.48); -ipv6routerospft _°o e XIMWEOBPFY o ¢ mmo
{ospfprocessid} [brief | detailed] vlan_id -router ospft __©° e , XIPMOBRFY 0 ¢ mmo @
(1..4094) -brieft _ - 0" _oe xh® g~ ee’ o5 7
tunnel_id: e”ch &SHhSSE —0O; ., . T
(1..16) -detailedt _ - 0" _oe ~ xh™ e ~ mg |
loopback id: T ree .9
(1..64) ¢. o" _oet ~mto]|p-e®oeh xrmh
process_id: J choc @©8PEomtxc e to " o "
(1..65535)/1,all |~ _oe _ x_hufnieg-configh
showbootvar uo_’"*t"E_t*“e . .’"m’“ m mt aeo 0
T T hox ™ ot ch TTexm @
write [memory] o ghte t oxe"x Q@®N "~ ¢, ~— ¢ h oe
T _oehﬁvxh‘.‘*q;.
boot licensesource_url T Ttroohx o St E e xmtho mt o "7
delete license Word] . ST Mo txgrtho mt ot m o oxmt®eo
-wordt , @Y [ _ 7" T e, e [ ¥ _oto
renameurl new url url, new_url Ta 'RY U T O
(1..160) —ultt o x o ay v 77T
m _a o 7ol .pewurltec o ~ ay " T7 @
"' e<h"'|'<|:‘[\'|?e< ao’(t ¥ t '~ *h<’m'om<m*(matoe;”‘é;e’“;<e
- a~e " . oc h o e Y ]
h a h mco TE"o e Y oa™e"
A~"" " t st © ‘H h oe - m ao c * a "yt
console# delete flash:test
Delete flash:test? [ confirm ]
Tx TUEt ¢t c o e e o 7yt oh ™~ 2 e Y'Ycom ™ T ox* t
Q" mt X t ao’eomt 'E chomaoth™ o e x h ~
" o) h ’ a [0} x h ™ ¢ Y
A vlan database
A interface { gigabitethernet gi_ port | tengigabitethernet te_port |
forty gigabitethernet fo_port | port -channel group |loopback
loopback _id |vlan vlan_id |[ip ip_addr }
A interface range { gigabitethernet gi_ port | tengigabitethernet te_port
| forty gigabitethernet fo_port | port -channel group | vlan vlan_id }
~* "p7g*~ oa”ehomaoth™ o e x h * ¢ t x 0
.0a™~e"* "~ e ;{‘ee*;\;K( ] m t
0 X a o : < @ oo <
show T to*h~ t E Ry mtt hoox 07 h a ™
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DHELTEX

573 .0a™ e "y h h oo e™ e wh ™ ¢
¢ e e 0 a h ~ ® g-a ™. eP ch m””ee"’.ee”‘*;’\’eil”‘mtho h
o e x h ™ ¢ c o t o~ a h x - c h moeth “@c et ~t O
oa™e?" h —0 * 4 " 'Ee o o e ooxh e
T"chom _oa*e”eo  MothoTFeo h_ome a t xmhT & x 0°
console (config )#
’~+A58(E~xoa”’e°. x ¢ h ™ ~ e Y Mo Mt TdFe o b e ax h™ g
oa™ e "~ "~ ¢ v <AK: ] m t
cC o X a o , © - <
backup serverserver port “_"tE myhe~h_ otoh . Fx7 't cho
port server (1..22 L T
m*a“O’\O“ _Server'[mtho_'ha“'tuo ZU}-ULJYKK(
port: (0..65535) © h 1 {scp// usernamepassword@@XXXXXXXXXXX)
co xao’“tftp‘-[e _port-[coht e“‘e‘y(eﬁ'ym(h“(h*z
69,scpt 22) g0 " tYE M " g Y _oe oxh e @
no backup server ST CE MT Ry o0 h o ho e YO
backup pathpath T_TUtEX ETmceo To e iy 77T e "
path: (1..128) .7 ® _h mo ghTe e _ch
m a o "o ey Trem _hoay oha™t
no backuppath ST Rt ST h o h o ho “e YO
backup history enable y ~0- e ¢_7"0;, tE mo ghrhe ‘e h e .mgtotmc
no backup history enable T ' t_T0; t’E mo gh~e e mt o h
backup timeperiod timer " _"tEhoa o’ xht a e F co m t .o
timer: omx " mt Tyt Em 'Y " toa”t om0
(1..3579139¥720» , ¢|h "¢, . @
no backup timeperiod Commt ~ ete’E ; e co, xao T:"e 0
backupauto ¢ TQO®E toa~th ‘“m h o h ooe*e x h ~
TK ’\:O; A— :m l .., - < ® 4 < <:»’: P ’.. Lok kT
no backup auto T mt~etoE “eco eao T":%e OO
backup writememory C_70;E b 0 P _ofo TehToe och
TK ""0; co TE" o . ot . "‘{ a 0 ee "* OXCh*ﬂtGH’T'ECD
no backup writememory "mtTet gEr ; c@ xao T:%e OO
backup reachabilitycheck ¢_"0; t’E otch” ~x cxmto o ]
tftp . TETP h h ™ 6 e "™ e c o x ao T
— TK_"0;  eo 1 o
no backup reachability Lt _T0; t 'E o tch X cxmto o c
check tftp TFTP _ h h ~ o
.0a~e” . IbrivilegedEXEC
o F A*59q; “.0a™e ™xch"~ 3 A( e Yy m ml‘i‘{/”eg@dE)SEC“ h ’ a LJ
oa™e" ™" © P :_\K ] m ot
c o X a o , < o P
show backup to®*hte oha~¢g O o e~ mtho = g
T _oe N x h = c.
show backup history to®htTHEtoh O xmec eo mo gh ~e
T _oe x h * e 0}
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574 .o0oa™>e?” Yy ot t oa ™ t : me o ox ™ go - e Y
hoge mm t oa t ., m_o o o7 eo ¢ Y
.0 aaxt ™t oh “ c xm ~ t c ho ¢ m m ~ t oa ™t : m o] o} o ¥ ¢
~0; e a'Y*t’“”"mmc')o5doAa(oMHpL')z mo ° h >~ 0 a 'y o *nh
c h “"omt ~ - m h h o a 51/t ®
uhoe(mm ”““toa"‘t*;<m_o'o o'eo“ (e*’Ymomto*t . m
1. .0 a a x t t o h 'hx (t t<_mtoH . ‘”"m *m;<*htn"<t
T
2. .0 aax tm” t“o-h - t c h * "o é‘pNZH *h** st ) o Foht*o h~o a
Cootmy moy T
3, .0aaxt™toh mh ~ e ~ t h m (@) “m TH oh**h 3 "nt hsn
- t e o [0} o ¥ h ™~ ™ caaxt>”toh> ¢ |m™ oe m ot
TETP h h = a mt o e - t e o 0 o % h "~ ~ oaaxt™
4. |m ™ o % h "~ * - ~ h x e S to oaaxt™toh c h
h o ¢ m m ~ t oad® e hmh 6 eo 'Y
.0 aaxt ™t oh ”'cxm_’“<t i‘h@‘GK{“mh :Zhﬁ'd*;bh"axé"g"’x;(“mm'Y_oe'”'o 51 / 1
c o e e m ™ “x Q" 7 xm To Y
- o e h g ht g’ e o ’“otoe’“thw,hﬁ‘te
- ot DHCP _h __h~ mpr"" hh m m ¢hC¢th*ocde5IYtccl . . ay
_oe  xh~ece OY5IcAtOASCI oha~t
" L0 x ;o _ee g’e“*’“m{“h”'_e** ‘rhx’*<tm'Y“ c<hH
- h e © om - h x - o e x h ™ ¢ 0 aaxt
.o0a™~e" h —0 * 4 —'Ee o o e x h * ¢
=~ c¢chom oa™ e " eo ’r’n‘ot*h”o""Eeo h oae a t xmh™ & x Q" Y
console (config )#
T * Te0g~.0 a e " x ¢ h ™ ~ e 'y Mo Mt Tdge o b e’ axh™ @
E— o =
.0 a™>e " "~ v« *<AK_ ] m t
co X a : < @ o & o«
boot host auto-config ¢_TO0O;E "~ _ toa~t .. om_x QO _oem’y.
K ~0- ee‘ 51/t o
no boot hostauto-config T TS TOt"E toa~sQoem  ®h FE Cx OXYO
e " 51/t o
boot host autoupdate ¢ _TO"E.toa*d ofieo Tye ¥~ mhy
— e " 51/t o
TK,_"0; ¢ P — - T P -
no boot host autcupdate ¢._7Ot"g toa~”to%Tem d° ez m by
e "DHCP
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oa”e iprivilegedEXEC
=" chom _oa"‘e"eowprimnég@dEx_Ega* ht m’“(jx'o"' R ) Y
console #
" T Tele". o a e’ x ¢ch™ 7 e Y privilegedEXEC h a
oa™ e "™ "™ =e‘,(e’(ﬁKj ] m t
cC o X a o , < @ e
show boot  homaaodtph e*nfthwoa~t m_o o o *
T _oe . x h = c, .
A h a h oe xh ™~ ¢ L{/ 51/t {SNBSNY
option image - filename code 125 ={
unsigned integer 32, #enterprise -number. RHJj dzsdW dSC Olstste ftiesdL otsHdIsj dzv| o fMmj c
35265( Eltex )
unsigned integer 8, #data -len. [ dzd d@Onj A OdzdztsH yd  Oo dzO H dzd dzj shiplstctsC
option -data +2.
unsigned integer 8, #sub -option -code. sBH foHBSfydd, oMjeHO ttOe jdz 1
unsigned integer 8, #sub -option -len. | dzd dzO fls teoptionf - data b
text #sub -option -data. RBYW IsjSCMssatsets WO2&ZO, MtsHjtey Phjcts
sBtOL O 1 [
3
host mes2124 - test{
hardware ethernet a8:f9:4b:85:a2:00; #mac-OHt i CBBBEISOISKLO
filename "mesXXX - test.cfg"; #dd3v CsdWdekteOydd SCtdBBBzIsPlsstcO
option image - filename 35265 18 1 16 "mesXXX -401.ros"; #dd3v Isj Cmisso ts¢
WOo2dzOo, MHjty Ohjets bW BtLO
next - server 192.168.1.3; #IP-OHt JTRTP Mj tco j 6O
fixed -address 192.168.1.36; #HP-OHtej M SR3OSO
}
58 """ mt ho > m m t aeo 0 h a e
o xao’“,”‘e 0o - t oa ™t : m c h 00 e ™
V mt mo mt~e®~ht>a . sao x|t hoct.) @ ¢ " "oe
h a'y ° 7wy ¢ h g0 7 ™ e ™ ~ t e h a 'y
0oa”e ibrivileqedEXEC
¢ hom _oa™e " eo R rgri‘y”ég@dﬁ)*(Egﬂa . h( t ’ I‘na"<< T x 0" R 3 Y
console #
Y Te2g .0 a e © e ”mt ho a em mtbpivﬁ’egedEXECh
oa™e" ™" =e”',<ekAKj ] m t
cC o X a o , < @ hd
clock sethh:mm:ss dg hh: (0..23; _Xx ;e”’y xmt®eo © m mt aeo o0
month year mm: (0..59; to ~E_ o T 70y ¢ch 7 ho ~eeo
clock sethh:mm:ss month ss (0..59; -hht ; " mMmmT a e x gsp My _ xe °
day year day: (1..3D); -dayt © _ enBntht a _ m ;Yeart , °."
month: (Jan..Deg
year. (2000.2037)
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HELTEX

show sntp configuration vrf_name: (1..32) Lo _"mt-ge  xh™” e O choto o7
[vrf {vrf_name| all}] m _ a_o 7o |.yffpnametr  a Y _ _htx” TEeo  oF T"mt
show sntpstatus [vrf o “™tm’E ~ t x m cmh oetgph ooe "'~ g SNTP o h
{vrf_name] all} vrf_name: (1..32) |~ 7
- m a o o < o , Y .
- “|-vrfnamet _ &2 Y _  htx Eeo o m t
show ntp T Lo _ " Tt E ot x momtoNYP .
show ntp status Lo _~" "t ’E mt~txm choto oNTRom
t m ot [0}
show ntp associations Lo _~" "t'E e oha”g 'O o mNTR T"m
[detail] T m  h h * a o " eoh™e 0 . a X
show ntp statistics 1 Lo " Tt E mt~t mt  x h*%ot c
Loa~e” EXEC  a ~
¢ hom oa™ e " eo BXEC a t mP T x O" Ty
console >
v * e3¢ 0a~“~e™mthm mt aeo o h 9.9/ n h > a Z
coaTte T Ter e K] Loamtl .
co X a o "; b
show clock o "“tMEmM¢t aeo h  a vy Tt x @
show clock detail T Joco Te 't TEe o6 Ebta®aHn ;" mo o
c h 90 " " toe h a 'Y
.0 a™~e " h —d " " Ee o 0o e x h ™ ¢
=~ c¢chom o e " eo Mot *h “0 T 'Ee o h oae a t xmh™ & x O~
console (config )#
T * Te4qepro a e Ty e *mt ho m mt aeTod” TiEe a e o0 e
=% - o 3
.oa™*e """ - . (AK | m ot
c o X a o ;"" < . % <
clock source(sntp| ntp | "meo “(EFe “emto e Ty mmme e
browser} Lhoa e o
¢ m Tx -~ e‘"‘e"-ntﬁz xym tth b o n
TK. ¢, e *V*‘X’ t,c:) xao’“-':é b y oi‘e’
e mco TE £ ; ; . r@-sgr\fﬁ
< * ot Ty e ™ " c¢chom _ et
no clock sourcdsntp | ntp TTeth tMEco TETo0 Te o e Te 0o
| browser} m mt aeo o h a e @
clock timezonezone "mto~e teE ; e ;"mo o o co ym~
hours offset[minutes zone (1.4 , a o 7| -zonetm "o oy m oha ho "eeo L
minutes offsef] e t oc m™e|m "o omo - t ~ e YZ _otoho oeo
hours offset -hoursoffsett ; “mo o =~ ma " e = oteo
(2..+13/0; a h T me” gl
minutes offset: -minutesoffsett 2 e x t eo ~ ma " e ot
(0..59)/0; a h T me” el
no clock timezone "mto~ e te’E ; e < co xao T."e 0O
clock summettime zone zone(l.4Hm ,a o | tE"tx  h _avy T 7Y " toa”t
date date month year e t o¢ m=e| h a’y o h*t™ o%h*teo §° 7
hh:mm date month year date: (1..31); _.h_ .a  _oa~edc m¥e& * . “oehm g
hh:mm[offsef] month: (Jan..Dej T ¢ h g0t~ e~ tW_tth'g aa’y_h Tayy
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clock summeitime zone year. (2000..2037); -zonetm "o o 3y m oha tho.Fe®rw
date month date year hh: (0..23; m~o omo . t~ YZ _otoho oeo
hh:mm month date year mm: (0..59); -datet ; , m "o T
hh:mm{[offsef week: (15); -montht a2 . m Ye T
day. (sun..sat); -yeart . 0 " T
offset (1..1440/60 -hht ; " mmmx a2 e x;t
a e T - offsett o T mt "o v a €XYyt a 5 c¢h
Lo ;ao";”"‘(tef(.:h(a'y" )
clock summettime zone c h _go0" e”IT~TE"tx hoay =7y © toa™t
recurring{usa| eu| {first | Jh,ay o _ 9. h aryy o h*t~ o%h~teo  h
last| week day month -zonet M "o o m oha ho ~eeo
hh:mm({first | last| week m~™o omo . t™e Yy _otoho oeo
day month hh:mrh[offsef] -usat xmMt ~eo tE ch~ 7% ¢ h go
'mco’\’E"x(eaﬁ s (’)c(h 90 ° .o ) 0
o™ h™teo c h o om h m e
amteoax“’h<a“e<0“ o
_éurxmt”eon {'E<cr;" - c h a0
mco"'E'th;r;o'O'oa n(jé h Qc;*
; “ht~ ¥ :Jc;ohm""{‘ e"oe o<m h m e“ E
co 1h e DX ) o i - ‘ ‘
-hht ; - n;mrr_ﬁ‘a . © X t
-weekt e T 7Y ;a m Ye~©
-dayt © e E e; "
-montht @2 _ m:Ye
-offsett _ o —_ ; Tmf o Tay ax p ch c h
"(te(_<.:h(a'y
no clock summetime Jt_TOEtoa~t . m_ ¢ _h go
sntp authenticationkey number. "mt~e t7BQ; c¢ho h co” T eeom
numbermd5 value (1..4294967295); -numbert e ca h _ TO;" T
encryptedsntp authentica- value (1..32) -valuetr "¢~ ; e . _ T0O;"
tiontkey numbermd>5 value m _ a o 7o |.encryptedt """ " e"E; e . 7T0; " ho ~e

no sntp authenticationkey L0 xao T T~ g, cho  h co®™ T eeomt
number cho h_7
co®™ ™ eeom
ot  TO0; e
sntp authenticate T/ho h_["ho®~cthg h_x co” " eeomt e
co”™ " eeomiot Heh  ho
no sntp authenticate th “x tm|"mt~e teE ; e co xao T-"e 0OOQ
sntp sourceinterface {for- fo_port: (1..4);  ch  TtEps et h .m mto - NTPIPV4 ~ 7
tygigabitethernetfo_port | te_port: (1..24); -vif namet . a 'Y _  htx® T'Eeo 0% T mt
tengigabitethernette_port gi_port: (1..24);
| gigabitEthernetgi_port | Ib_port: (1..64);
loopbacklb_port | tunnel tn_port: (1..16);
tn_port | port-channel group (1..48);
group| oob| vlanvlan id} vlan id: (1..4094)
[vrf {vrf_name| all}] vrf_name: (1..32)
no sntp sourceinterface m_ a 0o 7o |"mt~ e teE ; e co xao T:"e OQ
[ -_"0;. ¢
sntp sourceinterface-ipvé J¢h CtRPVWG et h o om mto ; NTPIPV6.
{fortygigabitethernet fo_port: (1..4);
fo_port| tengigabitether- te_port: (1..24);
nette_port| gigabitEther- gi_port: (1..24);
net gi_port| loopback Ib_port: (1..64);
Ib_port| tunneltn_port| tn_port: (1..16);
port-channelgroup| oob group: (1..48);
| vlanvlan_id vlan_id: (1..4094)
no sntp sourceinterface- [ -_T0; _ e|"mt~e ‘teF e co xao™T-"e QOO

ipv6
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HELTEX

sntp sourceport udp_port "mt® e SREUDPO h t 7 TUWTP” _ to
udp_port: o, h,  mco TEoofteo 1 5¢t21024¢
(')MCDCDCPPOFVCh<¢,~h,t(A'Ee° ex ' eo x * )
xao’“;"e "m~0*0°<e . e mco’“Ex<t
'mco""E'x'( Loht pnnnﬂohynté“ay(’ﬁym“'\pi*a”’(gy
mTx oot e . xe g _oe” ™ JJSSNJ RSGSOA:
no sntp sourceport "mto” e teE ; e co xao T:"e 0O
sntp trusted-key key num- key number.  mx * mctppo h _x co® T eeomt m
ber (1..429496729% m eghoe - hx tm’ym coao”'EQ
_0 xao T~ _keynumberteca h  TQO;"
no sntp trustedkey cho h_~ "mtoT e teE ; e co xao T."e X
key number co” T eeom
ot "'O; . e
sntp broadcast client ena- T R INME Totx 7 ho o o "7t EUER .
ble {both | ipv4 | ipv6} R
no sntp broadcast client en- ©  c |"mtoTe teEg ; e  co xao T."e 0O
able
sntp anycast client enable _" “h thE T ot x- 7] b ¢ggto~Tas h > Q"
{both | ipv4 | ipv6} h=mm. = ~co™ otaygfh. —"t'E "~"ee
T/ "ch " g " " Xmako mt kKxcc . ¢o Tx o™t
no sntp anycast client ena- "mtoTe teE ; e  co xao T:"e OO
ble
sntp client poll timersec- "mto¥ e thE a y oc igGNT®~ h" Tt~
onds ' seconds
no sntp clientpoll timer 0cnXy does n "mtoT e teE ; e < co xao T."e 00
sntp client enable{forty gi- _" U h thE T ot x. 7] p gggtoTat  h " Q"
gabitethernetfo_port| h*mm. = ~co™ oCaygh . —"t'E "~ "ee
tengigabitethernette_port T 0 xXmako mt x ° hxcec . ¢
|port-chanr_1elgroup| oob fo_port: (L.4);  ho _o - t TEe ceat THet Y |
| vianvlan_id . . et b omT o
te_port: (1.24); o0 “ho%eo oc m™e et h

group: (1..48)

vlan_id(1..4099 =

(.0 e X he*t ¢ h’y . mo n
a

no sntp client enablgfor- T to” e te’E ; e  co xao T:"e OO

tygigabitethernetfo_port| <

tengigabitethernette_port

| port -channelgroup| oob

| vlanvlan_id

sntp unicast client enable " h thEF ot x 0" eo~ W metog {bb¢

no sntp unicast client ena- T/ "ch " g mto”e teE ; e  co xao T:"e OO0

ble

sntp unicast client poll T hte'Bm T "o "t TFEe . ochom
) cch v SNTP_ N ho o

no sntp unicast client poll © “ |"mto~e teE ; e  co xao "-:"e QOO0

sntp server{ipv4_address| TTtE T hSNTR M T

ipv6_address| -priofityt ¢ h o hm th t h ™~ Yy c¢h xm "o .

ipv6_|ink_|0ca|_ad- mth*txao” m*eghoe*"e*'yuh<a

dres9{vlan{integer} | ch m _ h hoa yex *ootdmo o ‘e ::e

{integer} | isatap{integer} -ipv4_addresst IPv4~ " h  m x0T om ot

—~

-ipv6_addresst IPv6~ "~ h  m  x .- mo_t
-ipv6z-addresst IPv6Z ~h  m x ™ 7Y mJA ¥ 3

priority: (0..255)/0
hostname: {..158

m a [o] [o]

| {physical port_name}} |
hostnamé [poll] [priority

priority] [key keyid [vrf *keyia' = |7 o havTth (ipWG'_Iink_IocaI_addre%’nterjace_name
{vrf_name| all}] a 429496.729}6 ?pv6_|ink_|oca|_address o _: ’“ylEeG‘“- N h*”mne R
vr;" name: (1..32) |nterfage_namex LA :.)0 YR i * ‘w.m- L
e o =s |™ 7.7 x Q% ha vian{integer} ch {integer) isatap
A - | {integer}| {physical port_name}
-hostnamet ~ © a eeo a:'y x -7~ mot
_p0||'["_’_\0;"'<< ;t O<C h'om

-keyidt |, 7 et ~ _T;toh _ TO;"
-vrf_namet , a2 'Y L htx™ T'Ee o o

o~

m t
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DHELTEX

no sntp server ST tmgh o h QNTEMmch m Ko @
{ipv4_address| ipv6_ad-
dress| ipv6_link_local ad-
dres$ofvlan {integer} | ch
{integer} | isatap{integer}
| { physical port_name}} |
hostnamé [vrf {vrf_name|
all}]
ntp {server | peer} TTTCUENTRI PR m T T o Teoh e
{ipv4_address | ipv6_ad- -ipv4_addresst IP@~ " h m x0T om
i -i ~ T hx m™* -m t
dres_s|hostname} [version version: (1..4)/4 |pv6_addres§t IP\6 . et
version hostname: (1..158) -hosthametr ~ o a eeo  a;'y x mo_t
e e~ -versionte ch ° T t E _  hpgp, O choto
no ntp {server | peer} o S|ttt Em h NTR h° heo mp ~
{ipv4_address | ipv6_ad-
dress | hostnamé
clock dhcp timezone T oh te'R Tx st 9 T Tee . g T
h a 'y omt hg5 | /ht™
- TK “ch — I — = =
no clock dhcp timezone TTocth ¢OETX t e 9 e e 2 _ " _
. h .2 Y omt< h5ﬂ|</ht’" (0]
oa™e-" h o e a ” x he*t ¢ h m ~
=~ chom oa™e " eo anet h o x he®t ¢ h ’ @ "~ a t m ™ " x Q"
console (config -if )#
% Te5g*.0a €'Y e *mtho m mt aeme 0 h he st ¢ @ mi
oa“e"™ "~ o ’<e*<,_\K ] m t
c o ; ¢ w . e
sntp client enable . h thE fot x. T pEttxtoh . co”°"
a(to” h”mm.,c“o_*‘“o"‘iy:@l’n?.-’“‘t’E"‘
. xmtho mt X ':“’“*”" Lax h x
T K ¢ h "h°_°_<'h~SNTE'EE*O<53X‘X e ™ e “mt h
. et h (Bhernet, portchannel, VLAN)
no sntp client enable “mto” e teg ; e co xao T-"e OO
h a. h c o e e Y 0 a e *
A to*h~ t 'EmMm mt aeo h  a 'ys ° ~ t x T e e c o
console#  show clock detail
15:29:08 PDT(UTC - 7) Jun 17 2009
Time source is SNTP
Time zone:
Acronym is PST
Offset isUTC -8
Summertime:
Acronym is PDT
Recurring every year.
Begins at first Sunday of April at 2:00.
et"”txm choe<mm’“ m* ohoe* ”"G** “h<a<e“cm0*tao“*oh”"’
h ® e ™ e a h a (0]
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*15:29:08

PDTUTG 7) Jun 17 2009

” —~ - - P ’ —~ g " " & . -~ ’
m<c o EXOthm XO* 0] 0] e (e*YY

_to, oDy o'e";" t ¥ ;to h a 'y omS[\pﬂ;:) heo ¥
- otmx tm ta an"“é””‘;”“ t 3 s to h a'y “"omto h e
- T8 0"e5," t ¥y ;to h a 'y e “"omto heo
A ="t E "~a% m m th aey. g " m® 9Y T a~ht HJ'II'Iq)
console# clock set 13:32:00 7 Mar 2009
A to*h=~ - t 'E mt ™~ txm choto o ™ { be¢t Y
console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server 10.10.10.1
Source . Static
Stratum 03
Status 1up

Last Response :10:37:38.0 UTC Jun 22 2016

Offset :1040.1794181 mSec
Delay :0 mSec
Anycast server:
Broadcast
9 c h a h . m m t a e o h al@lloyg_oq;emihcna)m"ﬁoe

co Tx :10:87:3& e m o c ™~ e m m t aeo 0 h a PBO04gn. m h

A~ _ " ‘rtpiséBer:

console(config)#clock source ntp
console(config)#ntp serv er 10.10.10.1

A~ _ " ritptpéer:

console(config)#clock source ntp
console(config)#ntp peer 10.10.10.1

A~ _ " “shtps&ver “uviicast | ° :a ”

console(config)#clock source sntp

console(config)#sntp client poll timer 60
console(config)#sntp unicast client ena ble
console(config)#sntp unicast client poll

console (config )#sntp server 10.10.10.1 poll

108 Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



DHELTEX

—~

1 TNTR_ T, et ™ . . hm Yo e ° nd®n®dHoPdPm " ocxmt a” m T 7
console(config)# clock source ntp
console(config)#sntp server <IP-OH tc > fpoll
""; e ™ 'y m h m NMNPRR PHO ®NM ~ © e a ex he™ @ Y m Y- m c o T
chotoNP ™
console(config)# clock source ntp
console(config)# ntp server <IP-OH tg } fpoll
59 .oe xhh” @ "¢¥e .o etyahge” "o UAYS
.o0a™~e " h =0 * 4 T e o x h * ¢
¢ ° "™ c¢chom~ oa“e~eo mtho h ’ a o ¥ * T Ee
console (config )#
T * Teep .0 a e " h —¢ * 4 ™ Ee o x h " ¢
.oa*e """ € ’<e*<AK: ] m t
co X a o : < @ L
time-rangetime_name . ° 7 fime_f@nge g0 " h a _oe
time_name: (0..32) |, ¢t h _~ 7o @
m _a o 7" |-time_namet , a cYh o Y aifienrdnge’ |
no time-rangetime_name cT T MR eeo et ho T T
.0a~e” h ’ a ~ o e x h ~ ¢ h a ee o) e t h =~
console # configure
console(config)# time -range range_name
console (config -time -range )#
% ~e7g .0 a*e” hoe a“xh~ @ eeo o et h o~ —~
.0a>e" ™"~ € ’<e*AK_ ] m t
c o X a o ; “l < @ . <
absolute {end | startthh:mm hh: (0..23); Tttt R e " 7o 6, 7,0 _oe ¢ |
date month year mm: (0..59); ;Tmy a ext” e E a m'Yeg _ oF
no absolute {end | start} date: (1..3); ST T h R eeo et h _ ~ "o
month: (jan..dec)
year: (20002097)
periodic listhh:mmto hh:mm ) ] =TTt E _h _a eeo et h =7t
{all| weekday hh: (0..23); o e o tey et 2
ki mm: (0..59); e = ; -~
no periodic listhh:mmto 6SS1RIBY 6 LR eeo et h 0}
hh:mm{all | weekday
eriodic weekday hh:mnto T UE h a eeo et h =7 t
P aay hh: (0..23); - . .
weekday hh:mm
— mm: (0..59); — = - —=
no periodicweekday hh:mm L aaq Bl o3 . t'E _h a eeo et h (0]
gSS1TRIFIEeY &
to weekday hh:mm
.0a”"e” hoe a~”xhe"tg h Ethareet _Port-Channel
¢ ° ™ c¢chom~™ oa~e " eo mt h o h ’ a o e X h
console (config -if )#
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HELTEX

~% T8¢~ oa~e” . hoe a~xh"tgh Ethemet_PortChannel
.o0oa~e"” ™ o ;<e*<,_\K: ] m t
cC o X a o , < @ e
operation time time_name =™ " “timeangee ¢h " TYO" . _h _a _eeo
time_name: (0.32) |t ohoa et b m T x® tyg~go” t
m a o 7" |-timenamet , 2 Y ¢ho = f¥nesrghget h o
no operation time ~tTr o R eeo et ho " T
510.0 ¢ x he"te h'y mqd I b
510.1_~h ~a th . _¢{iKINY, 8dt-Channel odpback ¢t h ~ mo
.0 a e " . hoe a ” x he*t ¢ h m ~ o° “c ™ "oe™ e t h m o
console# configure
console(config)# interface { gigabitethernet gi_ port | tengigabitethernet
te_ port | forty gigabitethernet fo port | oob]| port -channel group | range
{é} | loopback loopback _id }
console (config -if )#
]“ e e . h ’ a "omt xce e x h ~clgh " ea™ e ™ - e Ty Tt e
o e x h ™ ¢ et h m "~ gc o h t~ oaaxt™toh?™ - h x «
e ™ h x 0E — Fo B “c ™ oe ™ e t h m o [0)
¢ .%oh e to mhx * mm~* T tm'y ch coao " oa™e“ Y
1 T MES$324
"7 Te9g .0 a e " .- oh MBE324h m® 7Ty
oa™e"™ "~ - e " e
interface fortygigabitethernetfo_port TRy mt hgoG et h  mo
interface tergigabitethernette_port Ty mthpG et h L mo
interface gigabitethernetgi_port TRy mtheG et h Lmo
interface port-channelgroup Ty e”mtho hxcec _"e™ 7o
interface oob "7y e"mtho et h LmT  xch~
interface loopbackoopbackid Ty emtho .. htx™ 7'Ee . 9 et
i groupt coh 'Y o . h xecocd.”h o Mo - Mo"e™® ggm t hgs K e Y
_"e” Topnwo[! D0
i fo_portt ¢ o h 'Y° o .40G eeota hh -~ "m*™ tm 'YgO/l.4 "~ _ Y MDD
i te_portt ¢ oh 'Y° o .10G eeota hh -~ "m*™ Stm -y - Y MOOYyKNKMDI
i giporttrcoh Yy o .1G eoahh"~"m™ tm-ygo/l, " Y
i loopbackidt ¢ o h 4 ) . e 0 a h ht x ™ T'Ee o ) e tt ~h* Tt m ~

TLo@omthe T .o 7o Mobpback et Mo T TWEE g @

1 7 MES3324RVIES3324MES2324, MES2324BES2324RYIES2324P ACWIES2324RVIES2324FB

- F “70a” .0 a " e ". * o het —h " T MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324RACW MES2324F, MES2324FB
.0a™>e """~ r"“'e”";(e
interface tengigabitethernette port Toey m ot hpG et h LMo
interface gigabitethernetgi_port Ty mthpyg et h m o
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interface port-channelgroup STy e”mtho hxce e~ "o
. 7Y e mtho et h m "~ x ¢ h
interface oob e 'Y ¢ h mx tmt X t e e ” m 9
interface loopbacKoopbackid Ty e*mitho ., htx™ 7'ge . g et
I groupt ¢ o hyn o . hoxegocd.Th o Mo TMTHTET® 9gm t hgs M T e, Y

_"e” Topuo[! DO
i te portt ¢ oh 'Y° o .10G eeota hh -~ "m*™ Stmy - " Y MODPYyKNKMAJ
i gi_portt ¢ oh Y o .1G eo ahh’ "m ™ ot m Y 80/1.24;," Y

T IoopbackidT coh 'y ) . hetoxa® R'Ee o m™ Y eot* h o T ¥ ot 0

- w0

S @gmtho " Z.o T movpbatk et Mt x I MEE . 9o @

1 7" MES2348B, MES3348, MES3348F

m&/\71mm‘oame"

* -

o he”t ~h " TKYER348B MES348 MER348-

.o0a™~e "~ "~ re e v . e
interface tergigabitethernette_port T ey mthpog et h o mo
interface gigabitethernetgi_port Ty mthpg et b mo
interface port-channelgroup Ty ermtho o, hxee Te” 7o
interface loopbacKoopback id T Ty e”mithhot x " ™'Fe . g et h  mo

* <"

i groupt ¢ o h 'Y* o . h xecpcao *h "
_"e” Topnwo[! DO

i te_portt ¢ oh 'Yy o .10G eeota hh = "m™ Stmy - " Y MOPYyKNKMI

T ogiportt coh Y _o - .QG oeoah T mTotm Y.80/1.48, 7 Y

i loopbackidt ¢ o h 'Y _o . eoa h mt xs* T Fe'o o oex":h gt o

J— -

L. _moT umhers gwm hge T e Y

1<

T, @@ tho " Z.o 7 ; mloopback e th thx * T Eeo. on () @

* <

17Y a9{oomcC

‘*“*72¢*‘oa*e“°.'5“oh* _ et TIVES316T ¢
.0a™>e"* "~ e ™o e
interface tergigabitethernette_port T Yy mthepog et h 2 MO
interface gigabitethernetgi_port ey mthpG et h _mo
interface port-channelgroup "7y e"mtho hxcec _~"e~ "o
. 7Y e *mtho . et h . m "~ x ¢ h
interface oob e oy mxtmt x t e e~ " "m 5 oa
interface loopbacKkoopbackid Y e "mitho ., htx” T'Ee . g et
i groupt ¢ oh 'Y o . hxec®cao *h~” moo™ Tt miief® ggym t hgs K e Y

_"e”onvo[! DO
i te_portt ¢ oh Y’ o .10G eeota hh -~ "m*™ Stmzy " Y MODPYyKNKMJ
i gi_portr c oh y* _o LG e b a rz h!'<"m°m""< t m 'Y..8/H0/1..“l6*; ® Y
T Ioopback_idtcoh'Y°_0 . e 0 a h htx=® T"'Eeo o et h o m”
~ @@gmtho - ht x ~ “mee . g ¢p22L0 I O]

* <

N
.
o
3
—-
o
1

;@
—-
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HELTEX

1 T MES308F
’ "‘”’“*73‘5“‘oa"eﬂ" ¥oh~ *e"t’TW}ESSQ&m*
.o0a~e "~ TToem e
interface tengigabitethernette port T ey mthpG et  h LMo
interface gigabitethernetgi_port Ty mthpg et b L MO
interface port-channelgroup Ty e"mtho hxee "e” ™o
] *""Ye”“mthom_ *et h mm”“ x ¢ h
interface oob e c'yh mx tmt L X t e e .m 9 _oa
interface loopbacKoopbackid Yy emtho L, htx ™ Tge et

* <"

groupt ¢ o h

e ™

—~

v

I gi_portt ¢ o h 'Y

0

0o

N onHo[! DO
i te_portt ¢ o h Y*

0

. h xecpcaaq *h "

T

.1G- e 6 ah h-

10G- eeota hh =~ "m*~

©

a my

- %

<

<
~

@

‘et m oy 80/ 1.,

8. ~

kN

<

Y
Y

MPDPYy KNKMPCG

moo ™ ’“;T”‘mﬁef'b opm t hys 13

<

T

Y

i loopback_idt ¢ o h "Y" o e oa h htx™ T'Ee o 0 et h m ~
T, @¢mtho " Z.o 7T ;o mt o-ethfhtx* M  .g)P22L0 O]
1 T MER328
7 ~ A*74C~‘O a ™ e"'.\ & o e'.\t ngszglmm
.o0oa™e """ e - e
interface tergigabitethernette_port Ty mthpoG et b mo
interface gigabitethernetgi_port Ty mthpG et h _mo
interface port-channelgroup STy e*mtho hxce _~"e” "o
. Y e"mtho et h m
interface oob ey on mximi x t e S |
interface loopbacKoopbackid Ty e”mtho o htx " Tge . et
i groupt ¢ oh 'Y o h xec@caa *h moo™ T miief® gggm t hgs K e Y
_Te” Tonuwdé[!' DO
i gipotteoh YT o .G eeahht T tmT otm o Y.8/0/1.28 " Y
i loopbackidt ¢ o h vy* 0 . e 0 a h ht x™ T'Ee o om o e t**mhe 9 tm ™
TLo@omthoe T g .o o Mobppack et hitoc T TWEe g0 P
17Y a9{Hony a9{HonNnyt
»* ~75gT0a~e” . . %oh " MRPBOSMERI0W® -y
.0a™~e"* " Ttote ™o e
interface gigabitethernetgi_port Ty mthyg et b L MO
interface port-channelgroup " 7YY e*mtho  ~hxcc _"e” To
interface loopbacKoopback id Ty e"mtho et htx®@Ee . 9
i groupt ¢ o h ry® ) h xecpcaa *h*” moo ’\;T”“mﬁeﬂ) opm t th i e Y
_"e” "o o[ ! DO
i gipotteoh YT o .G eeah T tmT otm Yg0/1.12 " Y
i loopbackidt ¢ o h " 0 . e 0 a h m t x3$* T Ee”o 0 oet ~-h oot o
TLo@omthoe T g0 o Mobppack et hitoc T TWEe g0 P
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DHELTEX

1 7 MER30&R

e.t” ohh * TKHERIOR

interface gigabitethernetgi_port

interface port-channelgroup

interface loopbacKoopbackid

* <"

i groupt coh Y _o

i gi_portt ¢ o h Y 0

-

e” Tonuwdé[ ! DO

i loopbackidt ¢ o h "Y*

-~ ©@gmt ho *

*

1 7 MES508 MES508

. . Dodpback ©

e 0 a h

-

*

mt xs* T FEe"o
t hit x * “WMEe . g ®

- e~ . e
TRy mt hpG et m o
7Y e”mtho hxcec ~e”™ 7o
7Y e*mtho h t x “ T 'Ee o) et
mooT Ttvmiiefd ggm t hgs -
G eoahh *°m™~ tm'Y80/110 " . Y

< 1< * <

- “77gT. 0 a " e . MES508" MESS508 Y
.0a™>e ™™ " e ™ : e
interface gigabitethernetgi_port Ty mthyg et b L MO
interface port-channelgroup "7y e"mtho hxce _"e™ "o
interface loopbacKoopbackid STy e*mtho o htx” TEe .9 et
i groupt ¢ o h y* 0 h xecpcaao *h~ moo ’“;’t"'mﬁem oHm t his i -

~

i gi_portt ¢ o h Y 0

e” Tonuwdé[ ! DO

i loopbackidt ¢ o h "Y*

—

Gg((;m t ho _”’
1 T MES51P

m%/\78mm\oame

e bahh* "m~
e 0 a h

. . Dodpbatk © ¢

-

h h x

- % < .

tm "Y/0/1..1Q; | " .Y
_moroxy” ’i'lEe""b -0

« 1<d <

TVER U P

interface gigabitethernetgi_port

interface port-channelgroup

interface loopbackoopbackid

T <

i groupt ¢ oh Y o

i gi_portt coh Y 0

I loopbackidt ¢ o h "Y"

—~

-

e” SonU6[! DO

*h o mo o
‘ _

1 < o

< -

~ e

T 1

e ™ e
L * <
m o
h x cc “ e ™ 7o
h t x ™ T 'Ee fo) et
mAefd §m t hze K -
L] ¢ "

tmY0/1.12; " .Y

<

ht x™ T'Ee o o} e t h

* * <

L @omtho "~ 7. . odpback ¢ t hiox T MER . g0 O
="‘c“ne’E<h <mm”“
1..8/0/1.N
e 0 a h X mt h o m t m t
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.o0a*e” . 3 ® e e o0 e xh &tg & cmh™ a e YOt m Y
e t h mx @

" > c h ® e . oa™~e "™ . Ty moyYitBHernet- e h h (?”:1 ~rRy™ mt h o
ME$324): h o} ¢} XxXmtho m t ~ m t 50 ° ” h ’ a e “m

console#  configure

console(config)# interface ten gigabit ethernet  1/0 /10
console(config -if) #

console#  configure

console(config)# interface port -channel 1

console (config -if )#

¢ . % oh ® ¢ ™ "0 eom x "e tm th 'y mtom Y ¢ h co0oao
e e o de -

* * . * * _

i interfacerangefortygigabitethernetportlistt = ~®yY m t h%0 = ¢ ~ foreygigabitether-

net_* e t . h . m o .
i interface rangetengigabitethernetportlistt = ~eY" " m t h = ¢ ~ teagiydbitether-
net_* e t . h . m o .
i interface range gigabitethernet portlist T = Teéy* m t h 3~ ¢ * gigabifethernet
et h - m o

Vi< ®

i interface range porichannelgrouplistt © “®Y m t h% = ¢ = "M eccoch t o

© * * -

e " .3 ° e e . T eeo a h ’ a S ¢ h a e YOt m Y

" ’ c h B e . oa™e " . Y 50 BRhérnet- eht 'h a enom t mo

106" MES324 ~y g0 h °  ac oen*tmt hp m_o o _hxce

- - < * * - < *

console#  configure
console(config)# interface range ten gigabit ethernet 1/ 0/ 1- 10
console(config - iN#

console# configure

console(config)# interface range port - channel 1-8
console(config - if)#
T F 779g o a e’ 1 ac”e  x he”t ¢ ho FEthemet Port-Channel
oa™e" "™ € T > ‘AK: ] mt
cC O X a o , < ® - <
shutdown ¢._T0O; tE _oe  xh hx a._. e
TK_._ —0O; . 9 channel).
no shutdown ¢_""o;*t'E _oe."xh'hx(a.m *et
desciption descr descr:(1..64) Jo*~ t'E oc m~e e tchahnel), ., m ~
no desaiption mooa _okEo U . - B
p oc‘m"e N *tEoc*m e . *et(h‘(mm [0
speedmode mode: (10, 100,1000 |~ " " "t E m_ohomt E ¢ h "7 . 7 ~e
no speed 10000 "mt*eo tEX 'aeo""“;;(*eeﬁu'ocp o
duplexmode "~ t'E h _ > a "xc T m* et h
mode:(full, half/full |m° ~° e e F co Tx"xec T meo m
noduplex ‘mt‘eoﬂ t'E e ™ e c o xao’“‘;
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unidirectional sendonly

no unidirectional

-0, .,

topn e h teSe . - X e ™ ch™ -
h aoc

. . h . S S ~ a 5 h . > _a
T o
V' " o T'E_ oMES$3508 MES3508P

o o A

negotiation [capl ¢ _TQOfEtomo T"mo ~e oy om0
[Cap{XaFB]] e *m¢th ™ -~ a o a e t h m ®d o
m o a m aomt c ™ h ™ a t h ™ - t o
cap: (LOf, 10h, 100f, |, Seee .y to coc on 5h ooy
100h, 1000f 10000f) port-channel).
no negotiation ¢, _TOVE tomo ~tmo ~e "y m_
e”mth”*“‘ a o0 a et(hi(mm(cp
negotiation bypass ¢. TQtcpocxm cho g " xh * _tom
c ™ hte h e ™ mt h e o0 mtohoe
— TK__ 0, ¢ — - = "
no negotiationbypass - ¢ OcfRocxm cho g x h _tomo
e ™ “mth e o m <t ohoe e ot“(
flowcontrol mode Tt E R xch=* "~ e 7y coto
ot _T0O;.tE |, T, “_tomo T"mo ~e
mode: (on, off, Ft2602yGNRE THE“S o0t "mOx .~ 5 m
auto)/off “_ tomo T"mo ~e Y YySA2GALGAZ2Y
et h _m ochanmeB Ny S > L2 NI
no flowcontrol t 70 t'E h a xch® T e Y ¢
backpressure ¢_T"O;BRe_¢e¢. 0O fofh~teo o "~
K ~o et 69 UKSNySivo
no backpressure - e . _TORe_¢e. O fofh~teo o "~ 7
*et<h m( (0]
load-averageperiod "mtTeo t'E ¢ h o F o tmt= e m
0 e h x o e~ et h . m @
) I h Ht o a et h =7 h™m. t
period: (5..300)/15 V A ey tm Yo
no load-average "mt~eo tE ‘e~ : e  co xao
mediatype {forcefiber | ¢ .H" ttEc ookt~ - m t ome

force-copper | prefer-fiber}
[auto-failover]

no mediatype

T /prefer-fiber

-force-fiberth = ~h 7= e
ocoafoht ™ T

-force-coppert h © "~ h | geom*t ‘B to TF o a
ocoafoht ™~ T

-prefer-fibert ¢ h ax ™ mt o oct om0

“mt ™ eo t 'E e ™ : e co X a o ’“;

mtu size

no mtu

size: (128..1500)/1500
o t

©

3

e ¢ e ” t 'Efaximum transmission un{MTU)

- %1
mtho - a¢! e h %ot~ |t

KK

r"mthom_" ch*a(e'Y<tm'Ycom
xmthommt““(p

’-=e';<mtuﬁ« _To;r .t oom Ty

e C¢h 907 y"™ m'y Btfiernet ™ ,_oco"€ot hoo |
mx a afPC% 6

Amt”’eo” t'E'e”‘;‘_e co xao’“;

snmp trap linkstatus

no snmp traplink-status

¢ _TOME ¢ *h ~ _ _x mfopog“t B ofieNal- oL t o "ye

et h me . 9 e o 0}

U _TopB ¢ h m 0 x mfopog’t " {1eNJ L3p

hardware profile portmode
{1x40g | 4x10g}

T /1x40g

h Tf(E’ ’ a

coMX@ -[D
"omtxce™ to T'E o

F2NI&83IAIL0AGSUKSNY S *

/"'""mtho - c h
4 X mt ho m t -

(]

.0 a e 7~

Xx mt h

ac eh Y, tm Y xcom
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HELTEX

(500..1460)/1460 ~ _

feccl74 ¢ _TOHME ' _a chyao _ohh ¢ )
e"m¢th~ 7 aoa L XuGa)hr o om o- [
y .o0a™~e "™ "~ “omtxce™ to’“'E_o ®
TK. "0O: e V F2NIE@IAILOAGSOUKSNYSG xmth
V' .0 a™*e "™ e(°omt~x.c:§e“’\'°e’:‘¢~m(p
fecoff t_TOvE ' _a c¢chyao  _ohh ¢
ip tcp adjustmssvalue Tte”, UE ; . Bthepnetx™ ~ aggp h
Maximumsegmentsize
value:

I "mco TVE’x tm Y|Paddresge™ T et h

.
no ip tcp adjustmss "mt*eo tE e~ . e co xao T
.o0a™~e” h ™6 ™ & " 'Ee o oe xh” g
¢ 7 “c¢chom™ oa™ e e 60 % mfHe o I ’ ah "~ ¢
console (config )#
"7 Tgogt.oa~e” h > a~ o% " 5 Ethérmett PortChannele t h  m
S
.0a™~e """~ v« *;\K ] m t
cC o X a o ’ < o . x <
port jumbo-frame " h t’Baaxt™tohx ~h*a¥ o t¥~ot TEE 'mo
h= -a h~ @
V e ™ ; _ faximum transmission unit (MTU) ¢ ©
x a0 T "1§000 _t O
. ) " m¢tho _"‘ m¢t x c t c m K
TK ¢ h V xmtho m t )
V} e . e YFEAYdzY (MND)YAYA
| e © m t h portjumbo-frame 10240" ~ , t
no port jumbo-frame =~ cth togaaxt™tohx ~h* ¥ o t* ot "FE mo
h=-a h~ ¢
errdisable recovery cause ¢c_Tof ttEart . om_x QO ~_t "¢ 4
{all | loopack-detection | ot _T0; . em*"'(Y*_x 0" :9 mTx ;" Yo
port-security | dotlxsrc -loopbackdetectiont ¢ e “h x ¢t ¢ TET
address | acldeny | stp- - port-securityt € © h x * e - oc™*meomt
bpdu-guard | stp-loopback -dotlx-srcaddresst € . ¢ ho go "% teet = g
guard | unidirectionatlink omeo "ee"eosTh m~ g co TVE'o 1t 7
| storm-control | link- -ackdenytr ¢ moot ~ tmt mc m_ ~a
flapping | 12pt-guard | pvst -stp-bpduguardt © _t , _ " e, Y ot t g
| vpc | arp-inspection | e m~e g oe ho ~eeo o c¢c* t~
dhcp-rate_”mit} TK<t™ . " . e _stp_|00pbackguardt o “™eh x ° . e ¢ hCO(ttO(_’O'E‘O
link- -uddt © _t . . " ¢, ¥WDLD" "t
flappingh =~ "~ h . ° | -stormcontrolt © ¥ 't~ ot g toha*p °
t h~ T
- link-flapping T e e, ”
-12pt-guardt ¢ h . _e T ;o omt "™ 508y
xe_e.; [wnte
-pvstd © * choto o 7" t+{¢
-vpct © v choto o ™~ +t /
-arp-inspectiont © © 7 __ _oethoARP/ ¢ h o't
- dhcprate-limitt ¢ h . - " e o T  DHOPt _
c - o t o e coh tx
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no errdisable recovery "mt~eo t'E "e” ., e co xao .
causef{all |
loopackdetection |
portrsecurity |
dotlxrsrcaddress |
acldeny | stptbpdurguard|
stpioopbackguard| udld |
storm-control |
linktilapping}
errdisablerecoveryinterval “mt~eo t'E h a eeo t h "
seconds seconds co toheo o  TO; e Y e L
no errdisable recovery (30..86400k 0NN |"mMt “eo tE ‘e~ : e  co xao
interval
default interface [range] . . | . fhotmE e*mthto h ~ m~ T  hxc
{gigabitethernetgi_port | gl_port: (1'8/0/1“28)’_ e ;. e YI xmtTeo T ee . co X
fa_port: (1..80/1..24);

fastethernetfa_port | roup: (1..48)
L32 NI mt Qyfobipy 'S ¢ Ioog bacpk |d (1’ 64)
loopbackioopback_id P -
oa~e " . EXEC a ~

¢ ® ™" c¢chom™ oa~“e " EXEC mt ho h ’ a

console #
% Tglgtoa~e” EXEC  a ~

oa“e"™ "~ o ’<e*AK: ] m t
cC o X a o ’ < P
clearcounters T . * h otm’E mt ‘”t"*"qn t m_xg et h  mo
iga- * h otm mt~t7e t h m =

clear counterg{oob | giga gi_port: (L.8/0/1.48) |« °E SR
bitethernet gi_port | tengi- : ’

. te_port: (1..8/0/1..24);
gabitethernette_port| for- . !

L fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| group: (1..48)
port-c_hannelgroup| vlan vian_id (1..4094)
vlan_id

i t “kto’m t— h 0 hTQE: -
s_et |nterface_act|VQg|ga. gi_port: (1..8/0/1..48) s_t o O " hxccx c.ohT@;g @@ T e
bitethernet gi_port | tengi- : " | shutdown.

. te_port: (1..8/0/1.24);
gabitethernette_port| for- . !

S fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| roup: (1..48)
port-channelgroup} group: (L.

i iaa- o - ot m o " e x | e oha™

show interfaceqgiga- gi_port: (1..8/0/1..48); | = — E M. © c. 0
bitethernet gi_port | tengi- : "fmt ”t moth t

: te_port: (1..8/0/1..24);
gabitethernette_port| for- . |

L fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| roup: (1..48)
port-channelgroup} group: (2.
show interfaces configura- _o_"_veE  xh® e O et h  mo
tion {oob | gigabitethernet gi_port: (1..8/0/1..48)
gi_port| tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfaces status T Lo _T" "t ’E momto ye ~m 5 et
show interfaces statugoob _°_ " 7Tt E mhernetcooyg ~ hxgcc . coht
| gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| detailed}
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HELTEX

show interfaces advertise _o_ " "t E e¢”h”a th T tomo 7
T et ) h _mo [0}

show interfacesadvertise Lo _ T Tt E CEThBmothTmo Te Yy o
{oob | gigabitethernet gi_port: (1..8/0/1..48) | Ethernetc o h t ™ ¥ hxecec . cohto @
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfacesdesaiption T Lo_ T Tt ’E 0 mTe 7y m 5 et h
show interfacesdesciption Lo_ " "t E oc moat” S9KENFSihco
{oob | gigabitethernet gi_port: (1..8/0/1..48)
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| detailed}
show interfaces counters T A S = t*t mt x "7y m g
show interfaces counters Lo _" Tt E t “ett mht = xm *" Ty
{oob | gigabitethernet gi_port: (1..8/0/1..48)
gi_port | tengigabitether- te_port: (1..8/0/1.24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port- group: (1..48)
channelgroup| vlan vlan id: (1..4094)
vlan_id| detailed}
show interfaces utilization T A S = tot t _x co e” hx
show interfaces utilization A S t ot t _x -ceot eh” ~h xm
{gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group}
show interfacesmtu {giga- gi_port: (1..8/0/1.48); | = ° — PERMTURTIYO e L
bitethernet gi_port | tengi- : !
gabitethernette_port| for- te_port..(l..S/O/l..24).,

S fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| .
port-channelgroup| vlan group.'(%..48,) .
vlan_id| loopback loop- Ioopba.cl.ﬂd. (1..64);
back_id vlan_id: (1..4094)
show ports jumbaeframe T Lo _ " "t E e mINIYSEx _2dve® xt "~
show errdisable recovery Lo _" " t'E e”"mtho TTY T toa

T coht™ @

show errdisable interfaces Lo _" "t E c¢h . ex ot TQ; e Y
{gigabitethernetgi_port | gi_port: (1..8/0/1..48) |m o m t o™’yet o a ™ t ; ,m_o T _t "o,
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group
show hardware profile _o_ " "t E h 7 1XL@E ohto [ D
portmode T V‘\oa”’e** "omtxce™ to TE o B
h a h —e e Y oa~e-”

A ) “ ™"t 'E momt o ‘Yye et h m o Y

console# show interfaces status

Flow Link Uptime Back

Mdix

Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure

Mode Port Mode
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gll/O/l 1G - Copper -- --
Access

g|1/0/2 1G - Copper -- --
Access

g|1/0/3 1G - Copper -- --
Access

g|1/0/4 1G - Copper -- --
Access

g|1/0/5 1G - Copper -- --
Access

g|1/0/6 1G - Copper -- --
Access

g|1/0/7 1G - Copper -- --
Access

g|1/0/8 1G - Copper -- --
Access

g|1/0/9 1G - Copper -- --

- Access

g|1/0/10 1G - Copper -- --

-- Access

g|1/0/11 1G - Copper -- --

- Access

g|1/0/12 1G - Copper -- --

- Access

g|1/0/13 1G - Copper -- --

-- Access

g|1/0/14 1G - Copper -- --

- Access

g|1/0/15 1G - Copper -- --

- Access

g|1/0/16 1G - Copper -- --

- Access

g|1/0/17 1G - Copper -- --

- Access

g|1/0/18 1G - Copper -- --

- Access

g|1/0/19 1G - Copper -- --

- Access

g|1/0/20 1G - Copper -- --

- Access

g|1/0/21 1G - Copper -- --

- Access

g|1/0/22 1G - Copper -- --

- Access

g|1/0/23 1G - Copper -- --

- Access

g|1/0/24 1G - Copper -- --

- Access

tel/O/l 10G - Fiber Full

Off  Trunk

te1/0/2 10G

Off  Trunk

te1/0/3 10G - Fiber -- --

-- Access

te1/0/4 10G - Fiber -- --

-- Access

10000 Disabled Off

- Fiber Full 10000 Disabled Off

Ch Type

Duplex Speed Neg

Up

Up

-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
-- Down
00,04:37:36 Disabled
00,04:37:10 Disabled
-~ Down
-- Down

Flow Link
control State

-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present
-- Not Present

Ethernet o a a x t
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Po7 -- - - - -- Not Present
Po8 - - - - - Not Present
Po9 -- -- -- -- -- Not Present
Po10 - - - - - Not Present
Poll -- -- -- -- -- Not Present
Pol2 -- -- -- -- -- Not Present
Pol13 - - - - - Not Present
Pol4 -- -- -- -- -- Not Present
Pol15 - - - - - Not Present
Pol6 - - - - - Not Present
A 0 “m~” o FEer Qoha~* g 0O O momt o ‘ye “mdh b
oto*h~"> e Y mt ot mt : T mom th
console#  show interfaces TengigabitEthernet 1/0/ 1

tengigabitethernet1/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:f9:4b:fd:00:41
Descrip tion : ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for O days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s

0 packets input, 0 bytes received

0 broadcasts, 0 multicasts

0 input errors, 0 FCS, 0 alignment

0 oversize, 0 internal MAC

0 pause frames received

0 packets output, 0 bytes sent

0 broadcasts, 0 multicasts

0 output errors, 0 collisions

0 excessive collisions, 0 late collisions
0 pause frames transmitted

0 symbol errors, 0 carrier, 0 SQE test error

Output queues: (queue #: packets passed/packets dropped)

=

:0/0
2:0/0
0/0
0/0
0/0
0/0
0/0
0/0

ONoTR®

A 0o

[

“¢c™h"Ea” tma ~" mo " e Y

J— < * - *

console# show interfaces advertise

Port

te1/0/1
te1/0/2
te1/0/3
te1/0/4

fo1/0/3
fol1/0/4
gi1/0/1

Pol
Po2
Po8

Type Neg Preferred Operational Link Advertisement

10G - Fiber Disabled -- --
10G - Fiber Disabled -- --
10G - Fib er Disabled -- --
10G - Fiber Disabled -- --

40G - Fiber Disabled -- -
40G - Fiber Disabled - -
1G - Copper Enabled Slave --

-- Enabled Slave --
-- Enabled Slave --
-- Enabled Slave --
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Oob Type Neg Operational Link Advertisement

oob 1G - Copper Enabled 1000f, 100f, 100h, 10f, 10h

A 0 “m7T Ut tE ot e t x h : m ™~ a

- J— *

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets

tel/0/1 0 0 0 0

tel/0/2 0 0 0 0
6éééeédéééééééeééééedééééeéééeceééedééeceeéeceeéecceece

te1/0/5 0 0 0 0

te1/0/6 0 2 0 2176

tel/0/7 0 1 0 4160

te1/0/8 0 0 0 0

eeeeeeeeceeeeceeeceeeeeceeceeceeeeeceeeceeeeeeceeceeeeeceeeeeeeeeeeeeeceeeg

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

tel/0/1 0 0 0 0

te1/0/2 0 0 0 0

te1/0/3 0 0 0 0

tel/0/4 0 0 0 0
te1/0/5 0 0 0 0

te1/0/6 0 545 83 62186

tel/0/7 0 1424 216 164048

te1/0/8 0 0 0 0

te1/0/9 0 0 0 0

eeeeeeeeceeeeceeeceeeeeceeeceeeeeceeeceeeeeceeceeceeeeeceeeeeeeeeeeeeeceeeg

0O0B InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

oob 3 616 0 39616
A ) "t 'E mt *t m t X co h xcc e ™ 7o MY
console#  show interfaces counters port - channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: 0
SQE Test Errors: 0

Deferred Transmissions: 0

Late Collisions: 0

Excess ive Collisions: 0
Carrier Sense Errors: 0
Oversize Packets: 0

Internal MAC Rx Errors: 0
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Symbol Errors: 0
Received Pause Frames: 0
Transmitted Pause Frames: O

A 0 e ™ m tE“jmmbo—fnames 0oaaxt™ toh
console# show ports jumbo - frame
Jumbo frames are disabled
Jumbo frames will be disabled after reset
- 82g" ¢ mTmer . _°.
: t c m* e
e 1 < L. L * * <
InOctets o7, omt o coh e 'Yt . g T ot
InUcastPkts o7 - mt o c¢ch e "yt 9 o0%eo™*"h me 5 ¢~
InMcastPkts 0 T . mt oaecoh oe*'yth. me 5 ¢~ t o o)
InBcastPkts 0o . mt o ch eyt .g ’ ho o "™t TEe 3
OutOctets .0~ - mt o ¢ oh T"ee .g F~ ¢
OutUcastPkts .0~ - mt o ¢ h "~"ee.gg o%eo0o™"h me.g c~
OutMcastPkts .07 - mt o ¢ h "~ee.pg aeo o~ "h me . g ¢
OutBcastPkts .07 . mt o ¢ h ""ee.pg ' ho o "7t TEe
Alignment Errors <o 7T, mt o "cbhm eeyth.xg' eeo e, "omteomt F
e mo ot t mt x 0" a T e 0 e c ho -’ ®
(FCS).
FCErrors L0 mt o chbm'Yt oF : mmowma frmt x Q" a
e cho = =7 9 c¢ho h X oetho T'Eeo m x a
Single Collision o7 . MBhoy o T - ee.gg " e -ex O _09
Frames h " "ee . g xmec e o P
Multiple Collision o s Mbhop T - ee.g o T - 0" e x
Frames c h " ~ee.g xmc ‘eo @
Deferred Transmis- o~ . MBhoy " Y otoh.g c h "y cor .t™Hy
sions t omt m h ® c h S : o
Late Collisions L0 - omt oomTX% "o "7 m hyy ""e” om —~ o
m Y x g - c h T e c h cn ©~
Excessive Collisions |0 — ; M6 hoy otoh . e = 7= "%.hofTé¢e .o
o T O]
CarrierSense Errors 0o . mt o m~Tx % 3y 0o " " momto ‘Ye |
Xt h > ® e o c h c o”c® hgy c h -
Oversize Packets .07 . mt o c¢ch eyt .pg ¢” to 'y h~* a h |
h e e f = hpa h
Internal MAC Rx o Tmt 60dh 3 o toh e .7 "ch ea tyh . eoen
Errors o ¥ ch a” e™ xho e al/ @
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Symbol Errors 17y et hh* %o tmrQ” o I Fhkm_oaT ymat 0o m 7|
.o a ~m 'y e T oc xmt a . m a o T ™" ee fo
* —~ c h " mot ~ e ™
17y et hhv ¥ o tmrQ" 0 co Tx "xc ™ g eoo @
: m t 0 m Tx > o .o m h " mt - ch —a”
o TE",ax ;o a hTora hoomTot” 63f230¢AYS03
o " eo mo ¥ .t z_otoho “mt "~ Yy ot t 1
receptonSNNB NL . —. o~ % _x e mx " O/ I NN §
1Y etlhh":"otm”'o"' o@ " x T Temeoa::’h g a
o m t 0 m Tx - s e oyt T~ m h :met “ c
LT, o T ET ax o aa €t a Ty YEY CNIYS{aA TS0
t o ho 0 a Tom E g0ty * o " eo mo ¥ .t 5
o ™ c¢h a” " ~ee .o G5FGF NBOSLIA2Y S
Received Pause o7, omt o ch eyt ..g®”&f hifi Toy(Qd"a go gl g
Frames
Transmitted Pause o, omt o ¢ h T Tee. Hhbhcechm™ 6YQE gc gh7
Frames
5.102" " mt h o ~ hi[’!bao oaaxt”™ g e t h m
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ ® ™ ¢ hom~ oa~e e 6o mTiTHeo ‘0 & ’ R h ™ ¢
console (config )#
v * —~g3g~ .0 a*e " h ’ a * o * * T'Ee o o e x h * ¢
.0a™>e "~ "~ € ;<e*</_\K~ ] m t
c o X a o : < @ N <
vlan database T L. ho ot _oe M ANe | |
vlan prohibit-internal-usage -addt "o 7"t E x_ " ""ee +[!Db
{add VLANIist remove e.o9 T 7Y _exth ee 0o mco TE"O
VLANIist except VLANIist -removet x 7 Tt E xV[1 b~ eLe5. c _h
none} " ee 2 T 7Y _exth ee .o . mco 7
VLANIist(2..4094) -exceptt "o 7" t'E _ ¢ _h . e’E "¢
e o mco""E'o_"e 'Y“m< i[!b
R _*; mt“ c ™ h ™ a th T
-nonetro ; mt tE ¢ h - e’E [ ! b L
h ee o *mco"'E'o_‘“e Y ®
vlan mode {basi¢ tr101} ¢ T0;  tE _E de7&onte Y e~
T /basic m . h 7 a O0dzaG2YSNJ mh~
VLAN
vlan statistics ingress {low | C_T0; tE mToh mt~t WAN Ty
high} -low T VLANI-2047
TK_ -_ 0; . ¢ -hight VLAN20484094
no vlan statisticsingress ¢._T0O; tEm¥oh mt~t mt e
{low | high}
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vlan tr101 map innevlan ,e™™E . 7 ; m_oa et L
c¢_vlan_idinterface {giga- £[!'b o0& _ hQdzaG2YSNL I “&YPgdthxy@X
bitethernet gi_port| tengi- e* Qu@ftlyQwAR® _h ~ 'Htoa ~
gabitethernette_port| for- th= _"Z Tx too m ,et _h .
tygigabitethernetfo_port| e“mtho
port-channelgroup} -cvlanidt , 7 et | _“e¢e,0ee . eo0a
-interfacegme¢ mo et _h Lmo ¥
toh . g0’ ®o0 ach a e e T " eeo o
C—Vlan—(id (1/'"/"094);) e 0 a h o i et rf m o t a o e o
gi_port: (1..8/0/1..48); | . ~ . ° N~ S e . L w
te_port: (1..8/0/1..24); | . 2 mYl X Oh cL L= m q)l B Ee®
fo_port: (1..8/0/1..4); =~y htrot. " reeo e o *ogo~]
group: (1..48) Lo e cistryavars Gnmnwm
no vlan tr101 map inner ST Tt E cht o To @
vlan c_vlan_idinterface {gi-
gabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernet
fo_port| port -channel
group}
.0a™*“e?”" hoe a ~ x\W_ANc
¢ ® ™ c¢chom™ oa~e " eoe t R\HLANC h(’ a
console# configure
console(config)# vlan database
console (config -vlan )#
] ™ e e . h(’ a omt’?oci”e’“'Eeoh<’oea:”h<°xeh””"(.p”';<e ®
c*h‘a(tho VYLAN x h~ @
© % T 84t .oa~e” .a~hoce X\MLANG
oa™e"™ "™ ¢ ;<e*</_\Kﬂ_ ] m t
co X a o ; < @ L
vlan VLANIisfname VLANIist(2..4094 lo® ™ t'E £[!Db - e m_o TE o
VLAN_namg VLAN_name(1..32)
no vianVLANIist m oa_ o7~ tE [ 1D - e . m_o TE o %
map protocolprotocol[en- protocol (ip, ipx,ipv6, | _ ", . ¢h"ott’R b XTc b ot o “omTMoo ¢  ho
capg protocols-group arp, (06001fff (hex)}*); |. a , mt
group encaps (ethernet,
no map protocolprotocol rfc1042, licOthey, STt xRt EYC X
[encap} ethernet group *)reoachoto (16 TJt
(1..2147483647,
map macmac_address Jh oY T TEh gmt/ "t "t ore” hg b a”m |
{host | mask macsgroup S hxece "/ mo @
group mask:(9..48
no map maanac_address ST T Ot E ch YT X @
{host | mask
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-~ r 2 -~ -~

.0 a™~e " . h o e a ™ x he*t g h m o c VAN e t h
¢ ® ™ c¢chom?™ oa“e " eoe mtk be™t g h VLANn"”a
console#  configure
console(config)# interface {vlan vlan_id | range vlan VLANIist }
console (config -if )#
]“ ee hmt x a € o ok a f “cgh e ™ e ™ - e Y
o e x h * ¢ VLAN"t ¥ b B me™ "oe™ et h m [0
¢ ¥ o h e t h m omx " mt Y tmoy c¢oh coao "
interface vlan vilan _id
¢ .%o0oh ® “c ™ oe ™ e t h m o oame ™ .mt ~Y tmy ¢
interface range vian VLANIist
" ’ c h s e . 0 “ e Y 230 "\VLANM h ja " B~
e”mtho VLANID & 7. ¢
console#  configure
console(config)# interface vian 1
console(config - ifN#
console#  configure
console(config)# interface range vlan 1,3,7
console (config -if )#
% * —~ggg*.0a*e " ho e a *x he*t g h m "~ +[ 1D
oa™e" ™" ¢ Vo< *<AK: ] m t
cC O X a o , < @ d <
namename name (1..32) Joo " tE ,aY x[!Dbo
no name m a oK@ Y |["mt™eo tE e . e co xao T
mo ot tmt X "
VLAN
ip tcp adjustmss value Tt e ™ e tt B VLANM™ © aTCPMaximumsegment
value: size
(500..460)/1460 [} "meco TUETx tm Y|Paddresge™™ et b
o t -
no ip tcp adjustmss "mtTeo tE e ;e co xao T
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HELTEX

.0 a™~e " . ho¢€ a ”x he™ g h m - o’ “ ¢ * Etherriek eett hh mmo *
h x cc . cohto
¢ ® ™ c¢chom™ oa~e " eoe mt Kk be*t g h E;H’erme’ﬁ a et h m "~
h x cc . cohto Y
console#  configure
console(config)# interface { fortygigabitethernet fo_port |
tengigabit ethernet te_ port | gigabitethernet gi_port | oob | port -channel
group | range { é}
console (config -if )#
]~ ee h ’ a " om¢t xxce e x h ~clgh ’"ea"’”‘e"’, e Y ~ T o~ @
o e x h ~ @ et m ~ gc o h t~ oaaxt™toh?™ - h X ¢
e ™ h x 0E — Fo B “c™ "oe™ et h m o [0}
o h t a o’ t h "ot~ 1t E : t h o) h ? a”™ oY
T accesg e t h mtg e” otm t x ch*o t* ehe . m e’\/[\AN o " eo
T trunkt et h my c¢ch e a” Q" to TE o t ho ~ee
eo VWAN _otoh . a0’ 't F .t 'E "o "sitcHporttrunknativee 2 © " 'EO
vlan;
i generalt et h m m co Teogy ccoh ™ "e ha’” ot hoV/fimedm St
e t h o e e . t h ™ T
i customert Qin-Q et h,  m
% Tgeg*.o0a e . ho ¢ a " x he"t ¢ h FEthermef
.0a>e" ™"~ ¢ P <AK o ] m t
cC O X a o , < @ - oox <
switchport modemode mode: gccess, trunk, |~ Tt E h 0 a2 h T Fot . coh it 4
general, -modeth  ° a h*% ot . coht=~ 4[]
no switchport mode customel/access "mt~eo t'E 'e” . e  co xao T
switchport access vlan jo*~ t'E x£[!b " 7Y et h  m~
vlan_id vlan_id (1..4094/1 -vlan_idt , © et _"¢,6,0ee . ~eoa h
no switchportaccess/lan "mt~eo t'E ‘e® . e  co xao -
switchport accessaccepta-  h e a~"t E e~ e t”hhocm " t7° R
blerframe-type {untagged Eh e amt -untaggedonlyt t © T'E_o e t ho ~ee
only | all} Tt S oA -allt . m . " h
no switchport accessac- T " _h e a”t E e~ et_~"hd h @m _m
ceptablerirame-type
switchport trunk allowed s_toa®t - m_ To%"yLANt TEY_ T~ e &
vlan all — et h m* @
- T/, - _"T0; , = = —
no switchport trunk al- St 70, v E _toa t VEANM _ o o
lowed vlan all
switchport trunk allowed Jo*~ t’Emc mo__ +[lb "TY et
vlan addvlan_list -vlan_list m ¢ ™/pPANID], "¢~ "oe eoa ho
. ST thE o om T e a : h : T eyt
vlan_list (2..4094, a)l _oe ‘; e o e~ ; e oy e coe
switchport trunk alowed "t T t’Emcec mo [l b T e t
vlan removevlan_list
switchport trunk native jo* ~te@pa VPAN _ " ; mt 5 S8F| dzf
vlanvlan_id . et h ¢ mmgre t  ho Tee .. t h~
vianid: (1.4094)/1 |- . o Coht S och QAANTY tm Y
-vlan idt 7 et "¢ oee . eoa h
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no switchport trunk native mt*eo tE “e” . e co xao :
vlan
switchport general allowed Jo® "t B [mlch moTy et h _m-

vlan addvlan_list[tagged| -taggedtr c o ht Fx* t ¢ h T~ ~t E t
untagged] VLAN;
_untagged-[ coh't T x " . t c h " . " tE
. TTY [ !'bo
vian_list (2.4094, ) | _yjan jisttm ¢ mBANIDI "¢ oe s[1b ao
c h : m e a : h " c 'Yt x O
_oe e o e~ . e Y " e toe”
switchport general allowed "t T, t’Eme mo [ lb TTY et
vlan removevlan_list
switchport general pvid ) Jo® " tE et _“toh +[1lbh
vlan id vIan/_\M. (1..4094/{'[ et n mt e
- m X m t e o| * < AR 4
< * . -vlan idt ) et " ¢ Oee e 0 a h
: : co xao : A S = . - <
no switchportgeneral pvid mt~eo tE e pLe co xao :
switchport generalin- ¢._TO; tE T T omeo eo o et
gresdfiltering disable c® _to e omeo  ch m o eeo
no switchportgeneral in- T/ ~Eth "~ ¢_"0; t'E T T omeo eo o et h
gresdfiltering disable ' ~0- e c¥ __to e™ omeo ch m o eeo
- ! Im CTEthT e Y __T0; .7 %
c h m [¢} ee . a c . tx e ™ ; e a

ot *h™

m
<

t

m Yo

switchport general accepta-

h e a ™ t'E e~

blerirame-type {tagged -taggedonlyt t © "CE_o t  ho ~ee . T
only | untaggedonly | all} Thkh e a~t|-untaggedonlyt t © T'Eto e ho ~ee T
t ¢ o h-alt . m, . ®"h
no switchport general ac- Jhe a” e @” o om omo ot e "
ceptableframe-type
switchport general map "TmtTeo tE ch”  VIAN TO¥ mmho
protocols-group groupvlan . omeo "eeo e” c¢h Y _, _ ¢cho
vlan_id vlan_gzo(jﬁogz) -groupt , ", et _"c,0ee . eoa h
-vlan idt ® et “ g oOee e 0 a h
- 1.. 214748364 — = = — = —
no switchport general map ( v JtE ch” o m m _ " c.
protocols-groupgroup
switchport general map TmtTeo tE ch” VIAN TV mmt h
macsgroup groupvlan : omeo "eeo e ™ Zethh my o o all/
vlan_id vlan_gzo(jl.o..dfOQz) -groupt | © et _" e, ,0ee . eoa h
: -vlan idt - et “ g oOee e 0 a h
- 1..214748364 D = — = —
no switchport general map ( y JtE ch” o m m _ " c.
macsgroup group
switchport general map "mt~Teo t'E ch® 7o T mm —
protocols-group groupvlan . omeo "eeo & Tcheoht o Y TX
vian_id vlan id: (:.L..4094) ~groupt . © . et "¢ oee._ eoa h
slarisaodn ST el e vee:, eon
no switchport general map ) ST T, tE eh” 0 To Tt mm _" ¢,

protocols-group group

switchport dotlq ethertype

= w

a _ eTPID (EaBrotocollD), 8021qVLAN , | © o

egress stagthertype . m go TmMy™ expoeto h - m” @
ethertype: (1. ffff) J| diecxmt & ctypes he SWtg i KSHK
(hexy8100 - Jh, Ter g0 7 Chy .o e Te
no switchport dotlq T a e ethergpe m 90 T YY" o m et h
ethertype egress stag "e” . e co xao T:."e O
switchport dot1q ethertype jo "~ TPIDEt ™" ™ @m  VIAN.o h o
ingress stagdd ethertype Jocxmt ea”.: e [TPPanR{jdK S "o > e ¢
ethertype: (1..ffff) LJo" " h o A e e Y 90(GKS
switchport dot1q ethertype (hex) "t TPIDET t Y Trmem VLAN. o h o
ingressstagremove
ethertype
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switchport customer vian
vlan_id

switchport customer vlan
vlan_idinner-vlanvlan_id

vian_id (1..4094)/1

-l ) o t ,E + [ ' b o~ ,Y c o /\,E ‘0 ~ ot
-vlan idt * et “ g oOee e 0 a h
Jo ®* ~ t E 50 7 'Yy" a e t h o

't GVLANiner@f |y 0

coh texx th (ye;eH,CDmM lj
Lo e Ty pudmlio T mMBEKR et g
VLAN (S/LAN)

’ 17y h ™ %ot . 'Ht o 0oa~®QO;. te

L ) —~o o A,Ee o h . B . a Z @ | y- Y2
no switchportcustomer St e o CE e . o xao ~.
vlan .o ' .o d
switchport customer mul- " "h te’m e a®t E aeo o~ “xh

tagged

ticast-tv vlanadd vlan _list +[ ! bYoE YOM™TY! b co T E"0 ~t TEm
e *mth ™ ~ a o0 a e t h m > mo
°hx'*3*go<’\’E'o_:‘t(<’\’En%<_m (coht
aeofo””h(me N .IWEAN.*_ T v e e
vlan_list: (2..4094, all)| -vlan_listt m ¢ ™/RANIDJ  “¢ ™ "oe [ 1 b ao
c h :oom T B a " c 'Yt x O - X -
_c;ez,éo(< é;;(e"y*”_"fc"oe‘_
switchport customer mul- Tvcth ¢PE e a*t E aeo o~ h me .
ticast-tv vlanremove e”mth=~ * aoa et h _m
vlan_list
switchport forbidden vlan Ttech t tE "of~ T e o x_ " "ee
. _ H m c “c ™ "o e
addvlan_list vian list: (2..4094, : vla:‘w_llstlr m ;\"*\QEAL\I IEa)J e 4 4 ~+C[ '!Ytbx
hJ'Fhf.L')I'(“’:< _c;e:;;o(('é”; e’ 'Y<"”_""'c""oe~
switchport forbidden vlan < _" oh t’E "o ¥ T eohtx_ " "ee
removevlan_list
switchport forbidden de- o xao —~.~| TeM .t U E WefalltVLAN oeh t x ®
faultrvlan - :

- - ) . em:t . (o] = — - - ” —
no switchport forbidden VLAN = b mt*eo tE e . e co xao :
default-vlan
switchport protected-port L. h meoht o ~'yag x th hxcec
no switchport pro- T Commt ~ ete’E . e co xao T-"e OO
tectedmport
switchport protected-port L.h o eamht x "~ ""eex h xcocx
|solat§group {group} group (1..8) _ ' -
no switchport protected t E co ht x eeo h
port isolate-group {group}
switchport protected giga- gi_port: (1..8/0/1..48) | , . h meoht  h  a  tdNRa@le(i"® tx ]
bitethernet gi_port| tengi- te_port: (1..8/0/1..24); |a © h " h x t “e, L0 co T rXThemog
gabitethernette_port| for- fo_port: (1..8/0/1..4); e ch~ ~ry t ~ m’E o7 eo” h me
tygigabitethernetfo_port| group: (1..48) ho o "=t ~T'Ee . cothht"¢@ e~
port-channelgroup} L0 xao T."
no switchportprotected ,meo TETXx |t _SOpEa _ex a*h hxt g  co

ath Thxt TTliszth mo  9C5. 0@
- T v e e
X , e e . o)
“ % h <m o 0
switchport default-vlan "mt*eo t'E coht "~ ot hx O
tagged
no switchport defaultvian N "mtTeo tE e . e co xao T
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e " . rivilegedEXEC

~ R

¢chom™ oa ™ e "pfvilegedEXE® o _  h ° a”

* J—

console#

* T 7gre 0 a @ " priVilegedEXEC

oa™e """~ Vo< L ] m t
c o X a o ;"‘ @ - <
show vlan T o _" "t'E e oha” e O co m a
show vlan tagvlan_id vlan_id (1..4099 ,o0_" "t'E e oha® g O co +[!DbZ
show vlaninternal usage Lo _ " "t E mMmc mo [l Db TTY _ex
T ocoaaxt™tohoao

show defaultvlanmmem- L,o_" "t EmMomt~  hxcc . ° o7
bershp [gigabitether-

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

net gi_port| tengiga-
bitethernet te_port| for-
tygigabitethernetfo_port|
port-channelgroup| de-

tailed)]
.0 a™~e "~ . EXEC a ~
¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console #
C Y 7g8g.oa e ” h . a® 9.9/
oa™e" ™" ¢ ’<e*<AK: ] m t
c o X a o , < @ d <
show vlan multicasttv vlan e _" "t/pEmt¢ohe. ~~~ ch = aeo
vlan_id vlan_id (1..4099 th~ T Teeomtogel h@  aooh tx.t
c‘h(*‘“‘t’Ezt‘_ ch e a”t E
show vlanprotocols-groups T Jo_" "t'E e oha” e 0O o hxcec”
show vlan macgyroups T LoO_ " T"t'E e oha” 7@ omo hgecc”
show interfaces switchport e _" "t _o0e ~xh”" e 'O coht”F
{gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group}
show interfaces pro- Lo _ " "t E momto ’ye ~ cohto Y
i i - i oo * " mt

:]eectteidrp;):ﬁt[g:]geitbg_ether gi_port: (1..8/0/1..48) private-vlan-edgen ; .. 9
€tgLp 919 te_port: (1..8/0/1..24);
bitethernet te_port| for- ) 4

o fo_port: (1..8/0/1..4);
tygigabitethernetfo_port| roup: (1..48)
port-channelgroup| de- group: (L.
tailed]
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h a h. ¢ o e e Y oa™e "
A o_" ""t'E e oWmBMNc, O o _m o
console# show vlan
Created by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, V - Voice VLAN
Vian Name Tagged Ports  UnTagged Ports  Created by
1 1 tel/0/1 - 24, D
fol/0/1 - 4,gil/0/1,
Pol- 16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S
o ~“ """t Em¢ohe . ch a e aeo o " h me o
console# show vlan multicast - tv vlan 4
Source ports : te 0/1
Receiver ports: te 0/2, te 0/4, te 0/8
A 0 ot E e oha® g 0 o hxcc™ g choto o o

console# showvlan protocols - groups

Encapsulation  Protocol Group Id
0x800 ( IP) Ethernet 1
0x806 (ARP) Ethernet 1
0x86dd ( IP v6) Ethernet 3

A _o_" "t 'E _oe  TerGiyabiither@eto/le h t ~

— [—

console#  show interfaces switchport TengigabitEthernet 0/1
Added by: D - Default, S - Static, G - GVRP, R- Radius Assigned VLAN, T - Guest VLAN, V - Voice
VLAN

Port : te1/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egressrule  Added by

Untagged D
Tagged
Tagged

nwm

Tagged S
Tagged
Tagged
Tagged

oo wWNBE

nunn
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28 28 Tagged S
Forbidden VLANS:
Vian Name

Classification rules:

Protocol based VLANS:
Group ID Vlan ID

Mac based VLANS:
Group ID Vlan ID

5.10.3" * m t h oprivaté VLAN

S 0e0 o Y tNROGEAGS +£[!b Ot£[! b0 co - o7y t  cho
x h o e ao " - h{L a T X coht™a oaaxt®toh*ay 0ot o
" o0 a e (0]
.o oaaxt® toh® 5y ao’ t Lt E m o e x h h o “ e o0
- promiscuoust ¢ © h t ¥ o toh . mcomo*(e o':“a<e*“”“t’Er
et b m®a 3 - 0@ Y\YdzyymEaiRt t it BRbT
- isolatedt ¢ o h t ¥ otoh . co Teomt 'EQO "o 7 ho ~ e 0
. to o t+x[ !l bx eo e;COthVlﬁ_lmw}\é.*@dZZ’Qﬁélﬂ_‘_”E'E t
s x " m t ochoohetxo AIZh2*fh |o @5{? m o mt ok otho. TINE
c ™ t . m o mt a« hoohet po AB2fcl hS§W “t o" Y'EE o m t
promiscuoug °© h t o T
- communitytr  hxcc™ cohto ¥y otoh . .aao ax t' "o® a o€
. LINE YA & Odz2 dza =~ 'Ht | et ho o omo. °t¢<0’§|<e- e
ot m 5 omt~ TRt oh O Ynodzpf@ledt@o b T o 0 aggh
hogeg m .co0 Te” ®c oY e xteh “TE& 0 "o e 'Y cohto m co0oao

m
ENRAGFGS +[1b ch BRe~ ~e e~ n mxe

- < * J—
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O U D0

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

mx §3¢ h a h h ~* ot . t jge o o t NAMGI i8S
¢ s "~ chom?~ _oa”’e’e_oe mthk oe”t ¢ h Eftherpef eat hVJ_ANn”’
e t h m > h x ¢c ¢ cohto Y
console#  configure
console(config)# interface { tengigabitethernet te_port | gigabitethernet
gi_port | port -channel group | range { é}| vlan vlan_id }

console (config -if )#

- "ng .0 a ™ & °( 2 . ao*e X he “t c *h “Ej[hgrﬁ'ef

oa™e ™" ¢ P o <AK | ] m t

cC o X a o , < @ e <

switchport mode private ST t'E h _ a h*Fot . coht~
vlan {promiscuous| host} T
no switchport mode "mt~eo t'E "e” ., e  co xao .
switchport mode private """ t'E h _* a h~Fot . coht~
vlan trunk {promiscuous |
secondary} T
no switchport mode pri- “mt~*eo t'E "e” . e co xao T
vate-vlan trunk
switchport private-vlan Jo® " t'E omRomexcd) ee .promisclious
mapping [trunk] pri- et b Mmoo
mary_vlanadd second- T o “promiscuous ¢t _h m e  TE’
ary_vlan primary_vlan ﬁl o TUE’ . prifmaryvian.
switchport private-vlan (1..4094); ~TT Tt E _tohomt  qniseudus &€t . L b,
mapping [trunk] pri- secondary_vlan:
mary_vlanremove second- (1..4094)
ary_vlan
no switchport privatevlan "t T, t’E omeo ex(Q  _tohomt ¢
mapping
switchport private-vlan . 1o * ~ primarE secondary@f | yiose =t h  m
hostassociationpri- primary_vlan "* o hgse et h m" ooe" TR0t NEE
mary_vlansecondary_vlan sec(jrll.odlf:r?f)vlan' Jl o " e wgcondary vian
no switchport privatevlan = ' """ T tE omeo ex(Q _ tohomt ¢

o (1..4094)
host-association
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switchport private-vlan as- 1o * ~ primarE secondary vlah “trunk-secondary
sociation trunkpri- primary_vlan et h o om
mary_vlan secondary_vlan (1..4094) T ® _ esecOnbdgyelt . h . _.m e T
secondary_vlan: V o TE’ gsecondary vian
no switchport privatevian (1..4094) ST T t’E omeo ex 0O ,tohomt ¢
association trunk
switchport private-vlan 1o ® ™~  PVIRANPrUhk et _h VLANme mtx x"O"
trunk allowed vlan add PVLAN
vlan
switchport private-vlan vian (1..4094) ST T T PVEAMITUNk et h o VIAND e m tx x"Q"
trunk allowed vlan remove PVLAN
vlan
switchport private-vlan lo® ™t FLANP ae mhtx x "O'PVI@AN_ . _ " ;
trunk rlatlve vlahvlan vian: (1..4094) / 1 ADefauIEVLAN PK/ITAN'runIe: et h m* O _
no switchport privatevian mt~eo t'E e ; ., ., co xao ;
trunk native vian
**"*gom*‘oa’“e"‘. Lc{ék*a'”'xhe”’t(;*h*<mm’“ +[ 1D
~ = e - h
.0 a e " ™ '« L ] m t
co X a o < e .oxe

private-vlan {primary | ¢_T0;,tE a_ 9o"e a t NRegtl GhS . x|
isolated | community}
no private-vlan St T bR . a2 t NAGLIGS [ !'bo

private-vlan association
[add | remove]

secondary_vlan

40+~ t,E (jX
omeo e O “mtho -

©

° *“’Tkoth'E@n etcohe[ 1 Y _ x
¢ h aprimary?9LAN. t ©

no private-vlan association (1..4094) ST Tt E choh oyt % lepeme o e o
V cToom a™ T 'Ee o _o’\, m § 256t o h omt c e e
rv_m a® TEeo o~ - mt o Q2YYdzyAle +[!
m o " eo omep g8 e o +[!'Db
h a h e “"mtho 0 a axtt "hhygch AHbL { m 5Fro h a h h % o
e o "o PrivateVLAN
1 promiscuous ° ht tinterfacegigabitethernetl/0/4
1 isolateck © ht tgigabitethernetl/0/1
I communitye © httgigabitethernet 1/0/2, 1/0/3.
interface gigabitethernet 1/0/1
switchport mode private -vlan host
descrip tion Isolate
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 201
exit
!
interface gigabitethernet 1/0/2
switchportm  ode private -vlan host
descrip tion Community - 1
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202
exit
!
interface gigabitethernet 1/0/3
switchport mode private -vl an host
descrip tion Community - 2
switchport forbidden default -vlan
switchport private -vlan host - association 10 0 202
Ethernet o a a x t ~nt ot MES23xx, MES33xx, MES35xx, MES53 133



HELTEX

exit
|

i'nterface gigabitethernet 1/0/4

switchport mode private -vlan promiscuous

descrip tion to _Router

switchport forbidden default -vlan

switchport private -vlan mapping 10 0 add 201-202
exit

interface tengigabitethernet 1/0/1
switchport mode trunk
switchport trunk allowed vlan add 10 0,201 - 202
descrip tion trunk -swl-sw2
switchport forbidden default -vlan
exit
]
interface vian 10 0
name primary
private - vlan primary

private - vlan association add 201- 202
exit
!
interface vlan 201
name isolate
private - vlan isolated
exit
!
interface vilan 202

name community

h ae *hm t h oet h c him® * ott ge o “PrivateVLANTrunk
1 trunk-isolatect © "t tgigabitethernet 1/0/1
1 trunk-communitys °© bt tgigabitethernet 1/0/2, 1/0/3
1 trunk-promiscuous © httinterface gigabitethernet 1/0/4
interface gigabitethernet 1/0/1
switchport mode private - vlan trunk secondary
descr iption Trunk - Isolated
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan association trunk 100 201
exit
!
interface gigabitethernet 1/0/2
switchport mode private - vlan trunk secondary
description Trunk - Community
switchport priva te - vlan trunk allowed vlan add 301
switchport private - vlan association trunk 100 202
exit
!
interface gigabitethernet 1/0/3
switchport mode private - vlan trunk secondary
description Trunk - Community
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan trunk native vlan 302
switchport private - vlan association trunk 100 202
exit
!
interface gigabitethernet 1/0/4
switchport mode private - vlan trunk promiscuous
description Trunk - Promiscuous
switchport private - vlan trunk allowed vlan add 301
switchport private - vlan mapping trunk 100 add 201 -202
exit
!
interface tengigabitethernet 1/0/1
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switchport mode trunk
switchport trunk allowed vlan add 100,201 -202
description trunk - swl- sw2
switchport forbidden default -vlan
exit
!
interface vlan 100
name primary
private - vlan primary
private - vlan association add 201 - 202
exit
!
interface vlan 201
name isolate
private - vlan isolated
exit
!
interface vlan 202
name community
private - vlan community
5.10.4° “m t h o - gpt _ h m ~
IPp- et hmo'm"‘chm*Y'e”";|P_”'e°h em* 0% o et h x mnt cdh o m
gigabitethernet tengigabitethernet fortygigabitethernet oob, port-channe| ~vlan
¢ ® ™" c¢chom™ oa™e " eoe mtkb*teh |[Ph m™ a
console # configure
console (config )# interface ip A.B.C.D
console (config -ip )#
] ™ ee . h ’ a “omt xoce e x h *clgh ’°ea”"’“e”', e Y
o e x h ™ e IP. et h m ~
“ T T9lg .0 a~e " hoe a“x he*teh |p m~
oa™~e"™ "™ ¢ ’<e*</_\K: ] m t
c o X a o : < e L
directed-broadcast ¢ _T0O;B_e¢, ©O h  _IPdirectedbroadcast © _ _ t ”
. mt"e’*h*theo. o "'~‘<:_\'Eb-'h§"_t<
T/ _0; ec<h<°";x ;(h{‘“.f‘h”’ee. et
no directed-broadcast 7 octh t HE™ e m “TPdigcecté@broadcast © _ .t ° |
helper-addressip_address ¢ _TOrfENM_ "7 h 'mtite _© """t £TEe &g
e ™ och(”(’“‘ee . ‘*h(mq;
. -ip_addresg 1P " h m e” “e” . e Y§ e~
ip_address: AB.CD |, "7 & ~ ¢ p ~ Syt Em oy o Lo
no helper-addressip_ad- t _"OENh ""h m*e¢ 0O ' ho co E
dress . _— 1 < < * * —_— —
ip irdp 7 h thEmm T 2oxmmbo t o |RDP([CMP Router
T K__ " O; . e o| Discovery Protocal)
noipirdp Lt_’:"oﬁ;’E’mm."_x "’eoemo_ (0]
ip redirects ¢_"0;,tE ,,e h” e O a”h 'ICMP
TK_ " 0; . e o| Rediect
no ip redirects _t__7T0; .t EICMP Redifect __
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v 0o a ™

e X

-

co”

I

~0; .t 'E directedbroaddast

console # configure

console(config)# interface PortChannel 1
console(config -if)j# ip address 100.0.0.1/24
console(config -if)#  exit

console(config)# interface ip 100.0.0.1
console(config -ip )# directed - broadcast

5.11 Selective Gn-Q

] ™ e e‘”‘x“?_@o* Y o ’e?'\o(me om _oe
t h VEANCustomeNLANe h o © oo 7
a  Custonie’VLAN t © _ " ¢ h ctirot :5F_°

X mt h o m t - m o ®

© -

17y

h o~

c h "~

. Se€lctiveQin-Q. m¢c o TE" x
: WY h

x h

VED ee
> T h &

TOmewm Y@ C

Ot Y cc
. .SelectiveQ-in-Q, SecuritySuite, DHCFSnooping ARPInspection, IP

omo®xt "0 hto

chho” ™ e € [Ep hc*og o a

ek o

o ~f“hzr~ +em

'|TC’AM3 X.a a hh(oa'n .xAAh( m

Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate

per VLAN, PPPOE IA, VPC, L2PT, PIM Sndbging " #

;.7 O
'o xmtl'g‘?m

xmthoa('n‘llt.“;”'< tpEc & ~ “c*ox"ao
c h L. ; ’Yo'*eo;eo
29" h~ t h m t

Jm mthoomtA emtetcm

TCAM m unito _

m t

—~

h

BasedVLAN(MAC Subnet Protoco)), VPC m ¢ o

m a™ T 'Ee o
. P

m Xx a a SQmQ:h”‘

“a TGAMP ch " T e
L2 TEe o SQIQT,

ech t '3

-

me¢ o ~

- -

DHCPSnooping VLANACIL. Security
Suite, ARPInspection Rate L|m|t per VLAN PPPoHA, L2PT, PIM Snooping m ¢ o

~E"

_ " X SélectiveQ-in-Q, *Pmrt ACL. IP SourceGuard Policy
TETCANDtc h T

.7 _URIt® od
TMES$324t 1%60¢ M "

h

: e SPVLANKServiceProvide@VLAN,

t

-~

'““_mwa‘""Eeo< m x a a SQme"'* AME$3’§XT_:].1°13@"~~*
T _m a” T'ge o mxaa“"SQQ@ h " o TMERIxt 3456 h T . T
oa~e” . hoce a ™ x he"t ¢ h m "~ 0 " ¢ " 'Rherfiet PortChan- |
nel
¢ ™chom™® oa™e”eo omthoxh~th h’ am-~
console# configure
console(config)# interface { gigabitethernet gi_ port | tengigabitethernet
te_port | fortygigabitethernet fo_port | oob | port -channel group | range
{ e}

console ( config

-if )
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~ % Tg2g~.0oa” " ao™e x he™t @ h ( “mc*™ "e@ te ™h ).Etherrret
.0a™~e" ™"~ - © '<e*<,_\K: ] m t
c o X a o ’ < @ s <
selectiveqing list ingress L0 tTER T To F e omeo 6% Y" ax
add_vlanvlan_id[in- ¢~ __  tex Mme o jggregs vlan i@x °  t T o T~
gress_vlaringress_vlan_id vlan_id (1..4099 _toh ™ Yylan idb_ Tingress vian il ., x _ " T - |
ingress_vlan_id(1..4094) f[¢ h =~ 7o T x " t ch a e YU EMmX __
_otoh .a e * - c h a e e B
xao T-"e 0OnNnoO
selectiveqing list ingress L0 t"E¥c¢ch "7 Q"  ch™ "oy e~
deny [ingress_vlarn- . . o0y et m ingress Wan_id @
gressvlan id] ingress_vlan_id1..4099 |z . . o i s . mingreSs VIEM i d Am < T
*x Tox ot ot*'h”m.“‘t’Em'Y“m 50
selectiveqing list ingress LO T ch Q" ¢ch”  To 3 e”
permit [ingress_vlann- .00 Tyt c ot m  ingtess Wan_id 2
gress_vlan_id ingress_vlan_if1..40949 |* x ~xt ¢ h "~ ~t 'Em "Yindress vlan_iga
x_“.“-["<xt°mx'Y c h "”"t'EnITY.“lﬁ
L, 2. e, .0
selectiveqing list ingress L0 t"Eh” - "o 3y e” omeo Te 0
override_vlanvlan_id[in- vlan_id (1..4099; ingress_vlan_id 2° ©~ 'Y" o ¢~ ot * T x?©
gress_vlaringress_vlan_if ingress_vlan_id(1..4099 | vlan_idb |ingress vlan_i¢l , x _“ teceh ™t 'ETo
ch*a(e’Yt'Em'Y_o _m a “O°¢'Y'"'
no seletive-ging list in- "t fxg~ ~"eeo ch~ o 38§¢t80
gress [ingress_vlamlan_id vlan_id (1..4094 c*___to & .oa”e "fingrésPf | yHh ¥ a"
ch=® 7o c o xao T-"e OO
i i i o "tTe¢Eh ~ —o e~ ome o ~ e 0
selectiveqing list egress vian_id(1.4094); | ¢ 'L ez e St =
override_vlanvlan_id[in- . . ingress_vlan_idm oo Y-, o ¢~ __ t x
. . ingress_vlan_id(1..4094) . '
gress_vlaringress vlan id] vlan_id
no selective-qing list Vian_id (1-4094  |* T TR mo _ ch” " 58t SOGADS
egress ingress_vlavlan_id
oa™e?-" h ’ a ™ o e VEKAN™ ¢ et h m =
¢ ® ¢ hom~ oa™e " eo mt h o VLAN’ a o e
console (config -if )#
“~ % 793¢~ 0a*e” h ’ a o e LANY ~ ¢ et h m ~ +
.o0a>e """~ € '<e*<AK: ] m t
c o X a o0 , < ® . % <
ip management outetvlan 0Tt ’E ¢ch” o To " 7Y xch® T
outer_vlan_id Qinv th~ _7 e
- C_T .Mt 2dzi SNY St I yPAR
outer_vlan_id: (34094) St[!bod 7Y heéwoto ch~
VLANG+[ ! bo "o ™ e * .t E _ m
no ip management ST tmpt Yeeo  ch™ o To @
oa~e” EXEC & ~
¢ ® ™ c¢chom™ 0 a” e "EXBC mt h o h ’ a "~
console #
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’””"\*94¢””oa““e* h a ™ 9.9/
oa™ e ™" ‘e";(e*(ﬁK: ] m t
cC o X a o , ® s
showselectiveqing 1 to*hme mo ch~ T 385fS00GA(¢
showselectiveqing inter- to®hme¢g mo_ ch~ T TxSESOGAKE
face{gigabitethernet gi_port: (1..8/0/1..48) |c o h t ~
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| port - group:(1..48)
channelgroup}
show ip management [vlan . to®hme¢g mo ch=> 7T "7y xch*
vian_id vlan_id: (14094) Coao “Omy th- e
h a h c o e e Y oa™ e " O

A o """t E eTmeo 0§ , eo t'eehyy oa t ~ DI x Yt o

e 'Yt 'Em Y e~ M@

console#  configure

console(config)# interface ten gigabitethernet 1/0/1

console(config -if )# selective - qing list ingress override vlan 10

ingress -vlan 11

console(config -if )# end

A to*h™ - t 'E mec mo_se|e’cﬁve'qi‘hq’fee 5 ¢h~ -

console# show selective - ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress te 0/1 override_vlan 10 ingress_vlan 11

5.12 Storm Control ~hY" = 7t e & obroddcast, multicast, unknown
unicast)

{*tohan _~o-e 7 't m™ " mt progdcast, Mmulticast, inkndwn Unicast
moo * " e S e@o em th a* e~ a . g co m t : h : o " e
m t co 'y T e (@) - ® h ®Z°t0har] a o’ t ) e
Ethernet

.0aaxt”toh a h 'y t m ohomt 'E ch e a ™ eao 00
e mteo 0 o " eo” " b o emo o TM; ee .rfa " 0y tho T a
{ toha~np ot *h~*m “ c vt 5 m m_ ohomt 'E c
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.0a~e" hoe a ” x he*t ¢ h Ethefmét
¢ “*“c¢chom~™ _oa”“e’i@i‘I;n't*lk‘?lg*hmEIHQI’HEE*??t<h L
cohto Y
console (config -if )#
'p&’“*95¢"‘oa”‘eA hoe a*xh*tgh — m-~ 9uK§Ny§G
.o0a™~e "~ "~ ¢ ’<e:<’\K~ ] m t
c o X a o0 ' < @ - <
storm-control multicast ¢_TO Petho "FE aeo o"%h meo o
[registered| unregistered] -registeredt ~ " h  mth ho ~eeo oT
{levellevel| kbpskbpg -unregisteredt ¢ , © " h ~~ mth ho "eeo o
[trap] [shutdown] -levelt © * At B~ _Cho g et~ g ot c ho
level (1..100), mt oo, ety h o om7
kbps (1..10000000 | -kbpst o ® A a th* " O
...h, o*e*hx’(e*‘ aed".e"rfha“wpz[m
.t F .t 'E shutdowhQ; @ TG, T, e ” " e
e ™ moottra"p)_e*m
no storm-control multicast ¢._TOyRPetho " aeo o~ "h meo o
storm-control multicast ¢ _TO Retho "E aeo o~"h meo o
[registered | unregistered] -registeredt ~ " h | .mth ho ~eeo ofT
{ppspp$ [trap] [shutdown] -unregisteredt ¢ , ©"h  mth ho Teeo o
_pps'[_o’\*,<mt“0 c ™ <t0._ ) m(_XE
pps: (125.. 19531250)| 0 % e n x R aeo o~ h meo
Lt UE ot shiiddwnoe . G, "o _ T e~ ~
o % " _etrap). 6
no storm-control multicast ¢C._TO;Retho " aeo o~"h meo o
storm-control unicast{level ¢ _T"QO,RPetfo ~E mteo~bhtmeo o~
level| kbpskbpg [trap] -levelto* A,a th~ ~*  chog et~ g
[shutdown] mt et h o Mm7T
levet (1..100) -kbpst o * A_a th" " O
kbps (110000009 | .M, o e~ kx> ‘e mfeo~dhtmed e
t _h o..m a o’ t §hutd0\/\E1)*o"T*o_":""”"oﬂ; T(ee -
c mE ’xhe‘tﬁap)moo*’(e*m o)
no storm-control unicast ¢._ _TOyRetho " o0%eo0o”"h meo o ot
storm-control unicast { pps C_TO RPetho ™E e L.Mmteo o 07
pps [trap] [shutdown] -ppst _° .mt o ¢ to mo x4
h o e ™ hx’ e e : t eo o
pps: (125..19531250)| ¢ 1w a0 ¢ dnutdovim) o O e
c mE ’xhe‘t’fap)moo* e R 6]
no storm-control unicast ¢ ._TO;Retho ~E o%eo”"h meo o t
storm-control broadcast ¢ _TOEoetho ~E ° ho o "7t ~'Ee
{levellevel| kbps kbps -levelto * A a th=~ =  chog_ et~y
[trap] [shutdown] mt et h o .MTT
levet (1..100) -kbpst o * A a thT T 0
kbps (1..1000000p | N, o feThx> e o ho o "t
a o’ . t = t 'E shugd()_vvﬁ)'*of“‘*oe"’“q "‘( e ™
xnet T mo gap)s
no storm-control broadcast C._TTO;R etho TE ho o "7t "TEe
storm-control broadcast ¢ _TO RBethE ° ho o "t T'Eeo o
{ppsppg [trap] [shutdown] -ppst _°o —_; mt o ¢~ to . m  xg
ho*e™hx"> e " ho o ot =
pps: (125..19531250)| 7 © ¢+ ¢ . ¢ 'E ghutdowMO:  F. 6 0 -~ o
’xhe*"mogra’:‘p).‘"<e*m o)
no storm-control broadcast ¢._ToOyRetho ~E ° ho o "t TUEe
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.0a™~e " h ’ a ™ 9 9/
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
'**’“*QGE*‘oa"e*. h =  ar~ 9.9/
.o0a™~e "~ "~ o ’<er<,_\K: ] m t
c o X a o ’ ® oo
show stormcontrol inter- Lo Tt o xh T e O xe_e, | _oe
face[gigabitethernet gi_port: (1..8/0/1..48) |x _~ ""eebT8" 0o m 5 cohto @
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port]
h a h . . c o0 e e Y oa~e"
A ¢ _ T0: t 'E * oheot hoo T'E" *>t a"@’Be oo *0" h me o 0 o "®8ao * " h me
e t h Ethermetp "~ mt * e o t 'E m ohomt 'E ""-[’\pynn@]e*t’h”‘(m’ﬁyhx a
h o 0 Tt 35 Eeoo Toom . c hocxmedbe o h7gye My ‘o mteo o
o "eo ™ " b me o
console # configure
console (config )# interface TengigabitEthernet 0/3
console(config -if)#  storm - control broadcast kbps 5000 shutdown
console(config -if)j  storm - control multicast level 30 trap
console(config -if)#  storm - control unicast level 70 trap

5131h xcc . ~ h Tt &inkAggregationGroup(LAG)

1 < 1

.0 aax t. ot'o(hnc O; *(50“' T h _'xh <”h xec ¢ LAG " e “o0o0 . omt mo
t* % T9@gm t h s 1 C*Ce “'Y-o rlco oJ"1’'D0* Y h x cc ™ cohto "o T e ™ m
Ethernetm o * e~ 0 0 m ohomt EQOS h~*% ot~ Q" o) T xc T me o
X o ot chocxm_exomcomo eomt E ~e a X o
ot_ oxmtom;*“omtE(D 1h xcec cohto“ Y~ OY:iqu;;mY Y_oaa
“mt ho m t o co " " h > - t ® “ thm t** ta *- m~ *’”o’\( . h xhcxcc*c
@ - < * - < - < 3 * * 1 < —_— 7 T
h o0t (0O"™ 'Y co choto 0o X [!/t(D %ot~ c o choto o Tx
o e x h ™ e b
Im ™ Ty e t h m *e ~cmhtoh o - °S et.o TRy T o Thrx o
v X <t L hext 'E e mthom . co X a o : e . (@)}
Jo ®* ™ T e et h m o h x ¢ ¢ x “ h 0% ¢ X h™eg™ o
et h o m* 9GHKSNYSG®
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DHELTEX

.o0a™~e” . h oa” o e Ethernét ¢ et h m-
¢ - c* chom?™ oa"e°eoexlhn1’f€06t hEIHEfme)fa

console (config -if )#

’

~ % ~g7g*.0a™~e” . hoe a " x he"t ¢ h Ethermef
e ™ + Tee ™ -
.oa~e" ™ [ * <,\1K<~ ] m t
c o X a o : < @ o ox <
channetgroupgroupmode Jo &~ .ethérng, et h o omo o hxococx
mode group: (1..48) -ont "o * "t 'E cohltACP _"e~ T *
mode: (on, auto) -autor "o 7"t 'E collACP _h _ "Caclivg). ™
no channelgroup " " TRHerfiet, et h  om -  hxcoc
.0a>e " . h ’ a ~ o e PartfChareel et h m ~
¢ ® ™" c¢chom™ oa~ e " eoe mt k be*t ¢ h Po-C,"h’éinnel
console (config -if )#
"7 7T98gT o0 a e’ hoe a~”xh™ ¢ h Por-Channel
e ™ ee ™ -
.0a~e """~ ’<e*;1K<~ ] m t
c o X a o : < .o«
lacp minlinks min-links TSt E a e a” TUEe o ;.M 7o Poft_
Channet ¢ h _otohoa o e ¢ Yph g0 °
min-links: (1..8)/1 V "*mtho _* o "ao’ e " PortCHariel°
. " . "LAEP
no lacp minlinks min-links ‘'mtTeo t'E xald T-.®e QOco
lacp maxbundle maxbun- ST tE a2 _moa” TUEe o ;.M T Port” |
dle Channgp m t  T'Ee .PortCharthel x ~ x t ¢ h
m o m t o jhgetive,
s_t e . coht . - % hagpOt m -’
maxbundle: (1..8)/8 V ch oh 't t™ Ggobh™ h~ eo e~
ch*ohﬂl-tt:‘ot"eoa(h.x coht™
V"‘mtho - o‘ao’e‘Pdft_@h’ér'Eﬂo
. " . "LAEPR
no lacp maxbundle ‘mt~eo tE ‘e~ ., e coO0o Xxao T
.0a™>e” . h7Td*FHU " Eeo o e x h * ¢
¢ - “*chom™ oa”e " ew ¥ “nt'ge @ ‘o e’ a% h ™ @

console # configure
console (config )#
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T 7To9g~*. 0 a ™~ e h ~¢ * a4 ™ 'Ee o 0o e x h ™~ ¢

e ~ “ee ~

\oa‘e°‘ [ *<,\1K<‘ _l m t

c o X a o , < @ . ox <
port-channel loadbalance Trt®E 9t e "'“"\‘em*ho_ . e ~
{srcdst-macip | . T T hxecoe = h_ ho "ee .g
a NOmRadrcust-ip [O -sredstmacipta . 9" e a Y~ T*em ho |
ANDnRadGnYF Oma L MAG " h mZ"h myp T

Ra i mYLl-iP|sie-m&kd b
srcip} [mpls-aware]

T /srcdstmacip

ome o

e

-sredstmact 2 , 97 e " a
MAG "~ h m T

-srcdstipt 2 | 9™ e T a

“ % h m T

A ow w

-sredst-macip-portt @2 . 9~ e " a .
ooty en TSy | ht £ o hotg [ ¢

- - 2
e ,(e Y

*

_dst_mac'[a( 0"9* T a ”:“'""em*ho“ -
“"h m co Tx vt ~YT
-dstipT 2 9™ e ca  Fr T" em "hotmly ed
“ " h m co Tx "t -y
-mplsawaret _ __ " O; e 3lAh™m oe”o” = [o
c ~ to amt g'ta { Ty m o X m t
to ~E o m h ’ a™a 3f4-*"""ce Mo h o~
R S >}
no port-channel loadbal- ¢ o h o~ ot e *mth o “ 4 F e o oem
ance - - ° =
.0a™~e " . EXEC a ~
¢ 7 " chom?™ 0 a” e "EXBC mtho h ’ a ~
console >
~ ~ /\J-oa_fu‘o a o~ e kol . h . > . a -~ 9. 9/
E— o =
.0a™>e" ™"~ v« *;_\Km ] m t
c o X a o , < @ . ox <
show interfaceschannet o0 _"tE oha” g O co h xcec _"e
group: (1..48)
group[group|
5'13'1(— t t * ; < m * < t h xcc t h < t C* * D € 0 -
T x e c mt -~ tLAGY. MY 4 m YwxoctcpA T e e e m o TE
to c o o Ty X - t E ¢ hocxm ex O mcomo e omt
mt ™t : m 9 h xcc c h o h t t mco T E°o - Y " e
n 1Y TIDYoTte . Y et h m ~ momt ™ mt ™t
Y e e T GKNB/HASES ANR dZIY Y2 RS  2ymotogh | T tmt x|
t h m~ @

xe ¢, cLinkAggregationControl Protoco(LACB Y, —'Y, tm 'Y o A 7
: m o) _ " e” To ) o~ e O s h ho ~e "
mc om eomt _Te” " co '{[e!/'ly coo'ﬁcn’t“'Y“"toxcm
o " A 7 e e e amo_o””te’”fﬁ”“mat‘é b e c h o h t t ™~ a (0
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1Y ~0; e Y h %ot . e t h m ~ c o ¢ h
Y channeigroup{group} Y2 RS | dzli2 _oeh ~° xmho“ogt ~tmt x QO
m* O
.0a™ e” . h 7% U " Eeo o e x h * ¢
¢*"' “*c¢chom~™ _oa"eie"‘o:):*m"t'F_tem_Q_* e’ axh o
console (config )#
,~+A10ET~‘0a~e=~. h/-\d%'amxyEeo o e Xhme
E—— o 3
oa™~e " ™ Vo« * ,\Km ] mt
cC o X a o0 , < ® - <
lacp systermpriority value "mto~ecthE oh t t m mt a. @
— value (1..65535/1 — ” ~ —
no lacp systenpriority mt~eoce”t Ee co xao T:%e 0O®
.0 a™~e " . hoe a ™ x he*t g h Ethemét
¢ ® ™ ¢ hom~™ oa™e " eoe mt k be*t g h Elﬁemle’fa
console (config -if )#
T T T10BT .o aTe” . hoe arxheeh Fthermef
E— . =
oa™ e """~ v« * <AK~ ] m t
cC o X a o ’ ® . % <
lacp timeout {long | short} o xao ~.~|"m to” e ™R e mth~ Tt e . t7.a”Xx
- ! -longt © Tt TEeo ha 'y t ™~ a™xt/1
mco TE x PR o . - %
-shortt 2 0 h a 'y t a x t
- e” ; lohg . = e —— -
no lacp timeout mto*e teE : e  co xao T:"e 0O

“mto* e cth’/E o h t t et h m "~ 9

I tpriority val
ack PoTTprioTy Vare value:(1..65535/1 .

no lacp portpriority "mito* e teE ; e co0 xao e 0
lacp forceup Jh ex”™ 't T'Eeo "o frACRP EE €t m
T/ - ~0: e[o t e‘]’égppdun’yot“ teo mtohoe . @
no lacp forceup _ta teE ch ex™ 't T'Eeo "o [ACP .
.oa~e” . EXEC, 6 a”
¢ ® ™ c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console #
'”*Alogt*‘oa*e"‘. h > ar~ 9.9/
oa™~e"™" - © b :_\K: J m t
c o X a o , < o -
show lacp{gigabitethernet Lo ""t'B oha®g 'O o choto o7
gi_port| tengigabitether- 9UGKSNYySied Im~™ “oco Te t Tge
nette_port| fortygiga- gi_port:(1..8/0/1..48) to “x® t co_ "~ ""e”™ m7y e obh
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); | -parameterst ¢ o _ "~ ~ . © t ¢ ™ h™a th
rameters | statistics | pro- fo_port: (1..8/0/1..4); choto; o™~
tocol-state] -statisticst ¢ o _"* .t mt Tt mt X h ~ *
-protocol-statetr ¢ o _ "~ * . 7 't momto Ye
show lacp portchannel . Lo "t oha®g 'O o choto o7
[group] group: (1..48)
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h a h c o e e Y 0 a e
Aeo"”‘t'Ec h x 0O h x ¢ ¢ x cohto S h”%o0ot™” 0O"x QO co c h
Ethernett o ., n® __ohomitg@mmaga oit". t gmxgg mt~eo 1§ 'E ch o
c h o h t to. M H MO ~ 7Y cohto o m mo ot t mt
console#  configure
console( config)# lacp system - priority 6
console(config)# interface port -channel 1
console(config -if)#  speed 10000
console(config -if)#  exit
console(config)# interface TengigabitEthernet 1/0/3
console(config -if)#  speed 10000
console(config -if)#  channel -group 1 mode auto
console(config -if)#  lacp port - priority 12
console(config -if)#  exit
console(config)# interface TengigabitEthernet 1/0/4
console(config -if)#  speed 10000
console(config -if)#  channel -group 1 mode auto
console(config -if)#  lacp port - priority 13
console(config -if)# exit
5.13.3" " m t h o 9% o “Wulti-Switch Link Aggregation GroufMLAG)
N [ DX h t x ™~ T 'Ee . [ D co o YOt o A T eyt
X A1 e 'Y m_ohomt O* m C ’ e 'Y ot_’“'oxmto_’ o m
oKl.y'y'gfl’)q; h o':“.;eoa []D”’ h h o “ ene o0 a X met h o Mo 7
m Tx . ’ m +t / - h h o “ e e . —~ e e ™ 90 7 'Ytm 'y e~
c o o Ty ot m o ® e t 'E ° - :om 5 xmtho m t - o " e
" h e * m\/pPEo™ o " eoh™e 0 .9 oaaxt™ toh® 9 Yo
~ cho h=~aaeo o o% mec ©oe Y b
VPCPOHKPYYSf oetho ™ hx Qtmy to 'E o 0 a a x
v t oh { Sl B2y RbPo T E'x t e*mtho t NAYIl NE O
I ' ", TET Y | mec oo TUE’ switthpofEorbiddendefault-viat T péerlinks  t ~
H th= —~_ chypC o h o ™" defanltMan_~ untagged
.0a~e” h ’ a ~ o ¥ " T'Ee o o e x h ~* ¢
¢ ® ¢ hom~™ oa™ e " eo mt h o h > a "~ ~o * * T'Ee o o e
console (config )#
“ % 71047 -0 a e’ . h 70w TEeo x h * ¢
oa™ e """ =e”,<e*r\Kj ] m t
c o X a o ' ® d
vpc domaindomain id L0 UEPG 0 a e @
o o " eo a xmthommt” a o .
domain_id: (1..255) V o e oa et/ d U " 9" her
- FOUE T eTioae dxt
no vpc domaindomain_id ST TVWPG o a geemt ho mt " @
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DHELTEX

vpc groupgroup_id O UEPG hxccex @ |TYh T fo Bseeo
Mo e F ot E meo” Y FikpX/c b T CQy ]
e . 9 xmthommt’_"’hy ceco a’(oh"" e+.t /mo
group_id: (1..63 , . xaa®heo~ - mthaxcaetg¢  ao
V _-m tE nyo®
no vpc groupgroup_id ST TVPG h x gemxt ho mt " @
vpc C_”’O;h’E’*a +t/ ® "mco’\'E'x(tm
1/ -_"T10,; e o|VPC.
no vpc ¢ . _ TOYE a *xt/ o
oa~e?” hoeé a ” x\/PC ¢
¢ ® ™ c¢chom?™ oa“e " " o m X\IPE ¢ h ’ a ™
console(config)# vpc domain  domain_id
console(config - vpcdomain)#
"% T10BT .0 a4 @ aoe X\IPC ¢
.0a™>e" ™"~ - © ;<e*<,_\K; ] m t
c o X a : < e . % e
peer linkgroup "t ocetpert/ KIyySt ik, m ot LJ
- group: (1..48) —
no peer link "m _ " 'OPBrtChannel x o "WPC Y

peer detection

¢ _ 7 '0O;pEer detection protocal
Peerdetection T " 0 ¢ © St aTRe e
V o* mec : X Q" ¢ oe NPCI Tx qq

—~

e

y ~0. e ,“‘L+h-pe’ér-link.u0'H10ax e
- co TE"o "ef AYJLISSNY oh  ~e
..M ” -ddtastienNg
no peer detection ¢ . _ 7] 'O peer detection protocol.
peer detection interval T TRt ho t'c™h Mo o * " peerdetectionpro-
msec tocol.
— msec: (2004000)/700 —
no peer detection interval ms "mto” e te’lE ; c® xao T-"e 0O
peer detection timeout Tttt E b7 "ap’Y o peerdetectionprotocol
msec msec:
(700.14000/3500ms
no peer detection timeout “mtore teE ; ceo xao T-"e O
peer detection ipaddr TTmot htpET h om ¢ oo Tx o Y PY TThYY me Yo tocf
dest_ipaddress t  TODR o f tTpéerdetectionprotocol
source_ipaddresport
udp_porf udp_port:
(1..65535)/50000
no peer detection ipaddr "mtoTe teE ; ceo xao T."e 0O
peer keepalive S_7TomEx "x 1SSLITtAGBS
T
no peer keepalive C._TOMEx T T x 18SLIfABS
peer keepalive timeoutsec TTTTUtE _h _aoft o’t ™ *e™y “cho
sec: (2..15)/5 peerlink.
no peer keepalive timeout "mtoTe teE ; ce® xao T.%e 0O
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HELTEX

o'

o~

“mto® e cthg oh t ot xmtho mt * @
role priority value value: (1255)/100 e e @ TxT ot emren i eo it
no role priority "mtoT e teE ; c@® xao T."e 0O
system maeaddr mac ad- "mito”e MAE "h m m mt a . ypEgoyh o t
dress T
no system maeaddr "mtoTe teE ; ceo xao T.%e 0O
system priorityvalue Smitor e cthp oh ot toomo mt o aypg d Aty.

value: (165535)/32767 |1° ~ ¢ ~ .U E o e”_o . e” o0
nosystem “mto"“e te’E c e xao’.‘;”e (e}
.0a™*“e”" hoe a ~ x\MPPC ¢
¢ ® ™ c¢chom™ oa~e " o m”‘\VP‘Gg_I’(DUIEIh ’ a "~
console(config)# vpc group  group - id
console(config - group)#
© 77 1087 ~oa "t 1 adve X\IPC ¢
.o0a*e"~ "~ € ’<e*<AK: ] m t
co X a o : < e L
domaindomain_id o " mto” e YPEINER dzLJ ; T -eccaa eftq
- — domain_id: (1..255) — -
no domaindomain_id "m__ TOVPGNRBR dzZL) - atxE [ O
vpc-port group Jo " "tpPBrt/ KIFyySf{fhxcaet/
no vpcport group group: (1..48) "m _ T OPqrt-CHanne] VPG h x c ¢
.oa~e” EXEC a "~
¢ ® ¢ hom~ 0 a”~ e "EXBC mt h o h ’ a ™
console #
© 77 T108T .oa e " hoc,a” 9.9/
oa™e" ™" ¢ b <AK: ] m t
co X a o : < @ “ o«
show vpc T to*h1e oha~ e O &h~og ¢t/
show vpc groupd T to™h?tTe¢g oha”¢eg ©O o t _x™ a m
show vpc peeretection T _to®h m™memtomyex * ¥ LISSNJ RSGSO
show vpc role T to®h~e bMEa~¢g 'O o ho ™ xmth
show \pc statistics peer { _to T hMtomt (" ye m. VWPC, 6 _o ~m7]
keepalivg link| detection T
5147 " m t h ppy4” > h  m”~ ¢
¢ "~ eeoa h ~ ® - o cC m ™ e oa™e" IPTYh e !t tgch o ¥
“ P T oh m 3 a ™ m - co " m t h T 0" co x ao T+ ™e (0X0))
mo ot t mt x O 7 h~ ® " 59 "o X a et ™ ¢ )
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no ip address dhcp

.0 a™e h o & a ™ x he"tg h Ethepn‘éi e t h m = \VLAN C
Loopback
¢ ® " c¢chom?™~ oa™e " ewme mt)hhle"‘tgh EIHemveE aet h
cohtoety hVIANW et h — m~ [ 221359} O] @
console (config -if )#
T T108T .0 a * e " ho e a™~x he*t g h m ~
oa™e" ™" ¢ v« N ;\K: ] m t
cC o X a o0 , < - <
ip addressip_addres{mask et E T Teeoax JIPCtT hhom omox o a v
| prefix_length} mot
) CE e . a*m ao ot ot
prefix_length: (8..32) V a ~t “ 9" @ @ 3 ~ *otr o ~oh
mt o L e . e . "o ;eoa ch
no ip address [P_address ST OIE T h om et h om
ip address dhcp Lo ’jxt;|FE'°h<m T Ty e *mit h” - a.o
m_oh o hT P
V . mc o T'Eloopback ¥ tT Ry —m~ o

TTcht @co A'E('COh_l)‘terD_H’CP\m'Y co Tp-; |

i h m "~ ."h™~ee .a et h mo a
ip unnumbered [vlan 7 h t'@e  xh hx aoax et |ph
vlan_id| loopback loop- vlan_id: (1..4094); " h VAN Loopback ¢ t ~h .~ _m~
back_iq loopback_id: (1..64)
no ip unnumbered t_TORe_c¢, O T amt o "e Y ”

.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ ® ™ c¢chom™ oa™e e 60~ M he o ‘0 & ’ 2 h ~ ¢
console (config )#
“ % 1087 .0 a v e " h ¢ * & " 'Ee o o e x h * ¢
.o0a>e """~ € s C <AK . ] m t
c o X a o , < @ R
ip default-gatewayip_ad- —~ TTUETY caaxt”toh™ ~%h m 1
p g yIp_ Tk’ "0 co — g
dress —~ .
- xao e 0O &o——0—W = pr— p——
no ip default-gateway " TeE e ;L e . h m (0]
ip helper-address {p_inter- ¢ _TOrfEN_ “"h m~ e O hUDR o™ "t~
face] all} ip_address e och ° T ee. T h mo
[udp _port_list] -ip_interfacet 1P~ " h m et h  m~ 5 7
.co0 Te Yy tmy e”mtho  ~ T
—alltco © o Tyt IP-&8h =0 E  m. xmt
-ip_addresg IPF " h m e~ "e” . e YZ e~
. c(h(e"ch”“"'yt'Em'Yc"_t.cp=e"'
TK. — 0 c h “ " h m~* ¢ OT

-udp_port_liskme mo  cohto I 5t P °

t h ™~ X e"ch"'”"‘(ee. e ™ c(h‘

co*n h ”’(tm’Yc(h("'*h(m”’e‘ [0)

_o 7T s omt o cohto T ™MJ8h mo
noip helper—gddress[ip_in- ta ®wEh *"h m*g 0O e- o w o
terface| all}ip_address - *
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’

oa”e privileqedEXEC
¢ ® ™ chom~™ _oa™e ® epri)\/iLege@ExECo . ) h a
console#
¥ 71187 0o a & ” 1 priVilegedEXEC
oa~e"™" ¢ . * <AK: ] m t
cC o X a o , ® "o
clear host {*| word} . ST TR T a byt Tx ee .  cDHCP Mo tm |
WOI‘d.(l..lSSA moot ~tmt Sa _§gpf "ét mhb o mo
m.,a2.o 0~*-[x°""*t'E”m< mo ot Jtmt YO
renew dhcp{gigabitether- Jteh T Echomm h5| pp e” IR *eho m ™
net gi_port| tengiga- gi_port: (1..8/0/1..48) | -force-autoconfigt ¢ h =~ o " e o|[pr ™ he m X* ~ " ™t mh

bitethernet te_port| for-
tygigabitethernetfo_port|
vlanvlan_id| portrthan-
nel group| oob} [forcerau-
toconfig]

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id (1..4099

0 e

. XclTFTR WY _ _ h

showip helper-address . _to®htE* T gx ¢ _h’ ~h%oh_om ~ ¢" “UDR
c "~ t o
.0 a™~e "~ . EXEC a ~
¢ ® " c¢chom™ _oa”'e"'eE)QEC mtho h ’ a
console >
¥ 711 .o a ~ e " EXEC a ~
oa~e"™" et *AKj ] m t
cC o X a o , < @ " <
showip interface [vrf {vrf- vrf-name: (1..32) Lo "tope o x| @ e, . T Y x|
name| all} | gigabitether- m_a o 7~ et h T m7* T mt Chtx ™ TVife o
net gi_port| tengiga- gi_port: (1..8/0/1..48)
bitethernet te_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4);
port-channelgroup| loop- group: (1..48)
backloopback_id vlan loopback_i¥ 0 M X ¢
vlan_id| oob] vlan_id (1..4099
515" " m t h @GreenEthernet
Green Ethernett t . 080 ~0o 'Yy co ° o 'YQO"" 'Y me ° t'E 'He
ot ’“'O; e Y ¢ t ™~ e Y T Y e - t e 9 H™ t h : m
s m aomt ot T e - -~y
.0a™~e " h =6 * & " 'Ee o 0o e x h ™ ¢
¢ - ""chom™ oa~e”e6o0%MmCHhe o ‘0 & ah * ¢
console (config )#
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DHELTEX

m~/-\112_[~‘0a~e’-‘ hAdé’hm\'EEO 0o e Xhm C
.o0a~e" "~ ¢ b f ;\K » ] m t
c o X a o0 ’ < o - <
greenethernet energyde- ¢ _TOMe h om® h " o", . h a
tect . cohto
T/ -_"0; ¢ =~ —
no greenethernet en- t_TOHe _h om h 0O _h d
ergyrdetect cohto
greenethernet short C_TO/H h om® b T0Q" b a
reach co® TQ;"QOtm’y xmtho mt ~ m °
s a e 'E’ c oho o o o e - e YS
- e . < L0 ;
"0, __o a ” egreenethernet shortreach threshold
no greenethernet Lt__T'O'FE oh om* h T omelb "esz
shortmeach L,y
oa~e?" h o e a ” x he*t ¢ h m ~
¢ ® ™ ¢ hom~ oa™ e " eoe mt Kk be*t g h Elﬁemle’fa
console (config -if )#
% 71187 .0 a ~ e " hoe a~xhe"t ¢ h FEthermef
.0a™~e"" "~ ¢ b B <AK . ] m t
c o X a o , < - <
greenethernet energyle- C_"OH P omT h “o",. M, a
tect —~
T/_"0; ¢ p P —
no greenethernet en- t__TXEHe ~h  om h 0O _oh, 4
ergyrdetect
greenethernet short ¢ _TOH . h om* h ~o", _ h a
reach . -rL, Ty
T/_"0; .8 = —~— = —
no greenethernet t_TOHe h om h e L p
shortmeach Ty
oa~e” . IyivilegedEXEC
¢ 7 T chom™ o~ e" @rilegedEXEC _ |
console#
T T T1147 0o a” @ " L priVilegedEXEC
oa™ e ™™ € [ N (AK ] ] m t

< ® o % <

show greenethernet [giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
detailed]

_to ¥ hmiE"t
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

. mt _ethernetA NB Sy

greenethernet powerme-
ter reset

ohm mt

JE U
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a h . . C o0 e e Y o a ™ e

t 'Egreenétherpnet t X

console# show green - ethernet detailed

Energy - Detect mode: Disabled

Short - Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]

Short - Reach cable length threshold: 50m

Port Energy - Detect Short - Reach
Admin Oper Reason Admin Force Oper Reason

tel/0/1 on off on off off
tel/0/2 on off on off off
te1/0/3 on off on off off
te1/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5167 " mth ppyes *h m~ ¢

< * *

5.16.1_h o t o |pg6

.0aaxt™toh . co """ h ° - ’Ot||:@¢1q)*ocl§<'":¢:@o’ NEhTOE ot mo'yTx
mt o emt oa ¥ cofPg@ “CEh x ° c*heo X o o © hme t S c o Teon
ot o |PBMN WP o mh|pFne cer o|PgPen o T t h ~ m h eeo 128 me o
t a mtopFoHh s " mtMmy "% e wmo Foh~ ~ e e 2 ° o to
t Yy "*c m™ ee .9 B : t h o) te™~ " g~ t h e o) :

0 a a o X - e Y ~ 7 hc hmoetoo |[Fcc hamth ™ emth **h g : m
h m~ ¢ 5 o* mec : - t * h ¢ O a™hn h x to 5 x ¢ h o
t eomt E h~*%o0ot . a®h "hx:t " toh™ <co o tmy " oo

, 0 * T UEe |P\/~6¢GPVGZ§‘ ~ aoxat ™ t h e ” . T Otmy t h

co TE PVBELX € h mo m et® m m 0 a e * mco TE" X tm oy o
<ipv6-link-localaddress%<dnterfacename>
interfacenametr , 2 'Ye t h - m~

interfacename= vlan<integer> | ch<integer> physicalport-name>
integer= <decimahumber> | <integer><decimalumber>
decimainumber=0|1|2|3]|4|5|6]|7]8]9
physicalport-name =gigabitethernet(1..8/0/1..48) | tengigabitethernet(1..8/0/1..24) |for-

tygigabitethernet(1..8/0/1..4)
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DHELTEX

|m ™ e o e h x ¢cc - e m o’“'E||:¢o h # x
V ex T® nnnns t o T " e e . h x cc ao x t oo
CO9nnYnnannYnnnanYnnannYnnnnYnnnn¥Y! 5umYC9no
eo_h"’“(e*’o e . ab'EXt' ty 'Eh T 0O ((ee._;”‘eﬁxo’
e e o e Y e o*eo'e”‘;eomt ()
/ EUB4A T 'Ht © e t “tohys mo*h "~ me ed * h ¥~
v ."'*mm’Y cn a’“"'|’|3\46_'a'*h’jr?‘c_"¢'aht:<sm<_ h = "“*H“<tm'y
N t* 3y a ’ X 6 tyo h m ay bemtT et ™ CCC9 o
oa™e?" h —0 * 4 " 'Ee o o e ooxh e
¢ - ™ chom?™ oa™~e” ew * “ntPe ® ‘o e’ a% h~ ¢
console (config )#
% 11T .0 a * e h ™¢ * a ™ 'Ee o o e x h ™~ ¢
.oa~e """ € ;<eﬁ*<~K_ ] m t
cC x a o , e . < @ - <
ipv6 defaultgateway TTtTEe ” ;e To T|RUEEeRTOQ 0" TcToh
ipv6_address xao T."e OO
no ipv6 defaultgateway ST TEmMthye O co xao TTe
ipv6_address
ipv6 neighboripv6_address L0 tTEEt Tt . om0 moo t X “thm tmo a
{gigabitethernetgi_port| mom “e o xmIppEL  Mmtmca ¢ o
tengigabitethernette_port -ipv6_addresg IPv6~ © h; m
| fortygigabitethernet -mac_addresg - s 7 " h,  m
fo_port| port -channel .
_port| p : gi_port: (1..8/0/1..48)
group| vlan vlan_id
te_port: (1..8/0/1..24);
mac_address
- - fo_port: (1..8/0/1..4); — — —
no ipv6 neighbor group: (1..48) © TR t o, m_o mo o t X “thm tm o a
i L . 57 motm &
[ipv6_address vian_id (1.4094) |7 ° T C 0 xTmIE_mineae o e
[gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| vlan vlan_id
ipv6 icmp errorinterval milliseconds -1 UE h~e . e m_omomt " & Ty
millisecondgbucketsizg (0..2147483647)/100 |° ', " _" 2 ®
no ipv6 icmp errorinterval bucketsize: (1..200)/10 |~ m to~ e telE : e  co xao T-:"e OQ
ipv6 route Jo ¥ "tmE "t a ”m_’ Hpy6t
prefix prefix_length -prefixgm ¢ "ETe ™ ;e YT
{gateway} [metric] prefix: X:X:X:X::X - prefix_lengtht ¢ h m o a“*m mot 4
[distancedistancé prefix_length: 0..128); a"m__ 0T
metric: (1..65539/1; -gatewayt © "O ° 7Y Tomtxc® - om t
distance (1..255)/1 -distancetr * a2 e mth* Tt e” 'y T mt”
no ipv6 route prefix R LY ~ S m "~ h|pyd, x t
[ prefix_length[gateway]
ipv6 unicastrouting o/ ~0: e ¢ _TOfEh e~ chd”€¢€o®"h me.g c~
no ipv6 unicastrouting — ' t_TOEh e"chd®e€o0o®"h me . g c
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HELTEX

ipv6 distance {ospf {inter "mtTeo tE e” . e " Tappy” ™
as | intra-as} | static} .m_ o9 a”h "hxto —x_ "~ '"eeo o t
distance -ospfinter-ast x mt “eo t KD ey ;a e’ ‘o ¢
. a“h'hxto_z ch'e'\@SpFo co c h o't
(Losaystatcy, | TOSPMEASTXM LT e o BD T e
OéPF intr—ms:éo, - ° X.t " ie . ,Ee ' 0¢ i " hf ' °OSRE
OSPF inteas:110 | StAUCT XM L& TEE L ADL Y MmO
a h hxto
no ipv6 distance {ospf "mt~eo t'E ‘e” ., e  coOo xao ™
{inter-as | intra-as} |
static}
.o0a”d” ! ade x he”t ¢ h (VLANEthernet PortChanne)
¢*"' ™ c¢chom™ _oa"e°_enaam*m'm*rhed't_c.‘“h“h“m’m*”‘av
console (config -if )#
© v F T118r o a e T hoe a*xh*tgh — m 0 PartcaNIS G = =+
co xaeme foamt
ipv6 enable ny ~0: e ¢_”*'O,€'E°°(*IP®’QX6’ cet _ho o m
noipvé enable - ' LU ToR T T hWRgexe” et b om
ipv6 addresdpv6_addreskpre- Tt tUBve "h omo e~ et h o om
fix_length[eui-64] [anycast] - ipv6_addresst IPv6~ " hy me ™ ‘e ™ -e te eh
*’\o_l_ho‘“'*("(ee.o*“o(to;”<az
Cvoc m® ee . - . t h ’
prefixlengtir (0.&28) —prefii_lengthT ° ”0* e GC‘hIFf\;G_T‘L;mm‘ Yt 1 O;e 0
((0'24)(.m . T _o 7T . o mt o mt™*h ' 7 t -
Smee B LT elieat T et _Ttoh s moAG *he
eur64) et h m®™ 53y "*c¢ m “”’lp\;e!h”yh«m
-anycastt x __"~ LT, tx ;to T2 TRem
no ipv6 addresgipv6_ad- ST TIes Th omoom et h m =
dress/prefix_length[eui-64]
ipv6 address autoconfig o xao —~.~d ¢ _TO;E.toa"xQoem  ®MPBEe h mo
= ’ et h m ) s ™ h m = e *"mth ™
"‘“toa"i*’ *‘*_r;lo_‘(zm _otoh.: co’“x; e
=S e i RgSNIAaSYSyine
no ipv6 address autoconfig "mto”e teE ; e  co xao T.%"e 0O(
ipv6 addre_ssipve_address/pre- o xao .o ¢ I Sy = _: g6 T h om et h .m~ d
fix_lengthlink-local ~ - ’“'E; o o _ " TUERP "oh  mIPv6T FES8O:
no ipvé ad_dressibv_G_ad- (EEBO::EU64) ' ST ot _E TIReS T h om oo
dress/prefixlengthlink-local]
ipv6 nd dad attemptsat- TTUTEe T, mt o tmodht e 3
t h mo a - ao " m t x 0"
tempts_number (0..600)/1 S i a, I - ihm ! ~8qy\9
no ipvé nd dad attempts Chexef; e  co xao ~":"e OO0
ipv6 unreachables ¢ _TO;[EMPv& oo ¥ "Yoe e “omt ' ao
T /enabled ch ¢ h "~ . ¢~ ~to e™ och
no ipv6 unreachables "mtoTe teE ; e  co xao T."e 0O
ipv6 mld versiorversion version:(1.2)/2 ch "t Eh@hoto o™ g[5 "7TY
no ipvé mid version “mto” e ‘telE ; ex ao coTe 0O
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DHELTEX

0o a” & ariVileged EXEC
‘,‘*“chom”’ a”‘e’eomri\/"@gedEg(E_C' h _ar LJ
console#
% T118C .0 a & ” 1 priVilegedEXEC
.o0a"~e"” "™ =e~;<e*<,_\Kj ] m t
c o X a o ’ < @ -
showipvé neighbors Lo _"t"R oha” g O OopgrROMmhdemypy
{ipv6_addres$ giga- gi_port: (1..8/0/1..48) |~ . h> " "xOmyY  _H _®
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port | group: (1..48)
port-channelgroup| vian vlan_id (1..4094)
vlan_id
clearipv6 neighbors mt t@g ¥ mo” hmto . e oha
T xmtho mt 23 h~ %o UFFEOd, mHe coh
0 mt "~ t L “c m'Yyg mo gh”
show ipv6 distance Lo _ " T U E e e " Ta e mth
T ~ e .9 mto _o a™h "hxt™ @
oa™e" EXEC a ~
¢ ® “c¢chom™ _oa”’e"'Eg(EC mtho h a ~
console #
" F 71187 Lo a e " h a” 9.9/
oa~e"™" Te ., e K~ ] mto
co X a o ’“; -
showipvé6 interfacel[brief | L0 _Trte’Em t ho IPghco T 6 Yo o % " e
gigabitethernetgi_port| gi_port: (1..8/0/1..48) LI )
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| loopback| vlan vlan_id: (1..4094)
vlan _id]
showipv6 route [summary Lo _TTHUE T TIp@a  h T h x to P
| local |connected | static
| ospf| icmp | nd |
ipv6_addressipv6_prefix| gi_port:(1..8/0/1..48)
interface {gigabitethernet te_port: (1..8/0/1..24);
gi_port| fo_port: (1..8/0/1..4);
tengigabitethernette_port group: (1..48)
| fortygigabitethernet vlan_id: (1..4094)
fo_port| port-channel
group| loopback| vlan
vlan id}]
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HELTEX

517" " mtho

c hoto 0 0

517.1°" " mt h o - c hortmo mot™™a .§ b°{0 a e e 9 a e
me o e o '*°”‘DNY’C‘ﬁYottm'Yod“q’pl’1°ﬁ m* e X — m t O o0 mt
mo * h > o~ " a x 0 " o0 a e eo a Y] X ™ - T e e o) mo ot
mo o t tmt | DK m o a DN® thm "y he*™ 5 ¢
.o0a™e " . h —0 * 4 " 'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa~e "~ ed’ * MEHO® o-e h x g
console (config )#
T * TS11e7 .o a e " h ¢ * 4 ™ 'Ee o o e x h ™ ¢
oa™~e"™ ™ ¢ ’<e*AK_ ] m t
cC o X a ’ < @ oo
ip domain lookup . 7 h t'mco TETo0 e choto o™
: ; T _70; o pr— - P
no ip domain lookup cth 't rgc o E'o_ ~"e  choto o
ip dns server _ C_TOPME Totm BKBph{h" D
- Tt/ -_"0; = — — —
no ip dns server C._TTOWE Totm Kpl{h (O]
ip name-server Jch T tIm4/PvET T h om™ T Ty Too mht x che
{serverlipv4_addres$
serverlipv6_addres$
serverlipv6z_address
[server2_addredq...]
T - =
no ip name-server cTttiE T h o omom Bhip{ A 7 me om0~
{serverlipv4 addres$
serverlipv6_addres$
serverlipv6z_addresy
[server2_addregq...]
ip domainnamename eh "t"@a eeo  a co xao T."
‘mco"\’E‘o«"t'Em'Ycho h * aao b2
,e<ch"“ ’“'Ee.3°oa(ee o) a e
nameo M®O®mMpy ol | |~y “oa ee . g a e ©oto o
Tof Tyt EmY to oo ax e 0™ e e
no ip domain name """ T"Ba _eeo  a’y co xao T-"e
ip hostname address1 J¢ch Ttmg~t . om _ moxo'tTo tmmt
[|'FV?|V?NBééH8]X I R “Th m®a 3 xMmot*™ " o tTEeeo mo ot
R T x e c Y "o “ T'Ee o 0 5b{® :o-
YIEYSY OMOOMf~ = mo - !
no ip hostname STt tmg t ot om moo t tpt
~ " h m*a @
.o0a™>e " . EXEC a ~
¢ ® ¢ hom~ oa~e” EXEC mt ho h ’ a
console #
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DHELTEX

MOH

*

—~

0o

~ % 71287 .o a e " EXEC  a ~
.o0a~e" "~ o ’<e*<,_\K: ] m t
cC o X a o , < . % <
clear host fiame| *} A . ST TYE e mE moot o tmt |pYCyh axoe
YIYSY OMOOM| ~ i | m e om GFO®
show hostslnam¢ _to™htToa eeco a 'y co xaa T
m<h’<mhto“~tz*;‘_mH_'*(o*”’ee mo ot
YIEYSY omModdmfx ~ "o P "th mo
..‘h' *mco"'E'o"'e*' ) _oa"e*
oto*h=~ "~ tm vy moopr" ktmn px Q"
showip dns server _to®hmE"txm h5phfh "~ c mo
T m h R h o R (0]
showip dns server cache T Jto®ht g o5EphhW "D
showip dns server cache query name: (1..158) | to ®h t&ho e . . o" ~“~c m ¥
query_name querytype m a o 7o fot = ot ww €~ quéryename_ query typé o m
query_type: (1..255, a,
ptr, aaaa)
showip dns server . Jto®h®*E"  ; mTo ~~choomo to
counters e~ " ee . cit.. OF OKS
clearip dns server cache T Sy.mt tUEm  MHT B P
clearip dns server . fex ~ tE m -t “ e homo
counters - ’ o -
h a h mco TE"o e Y oa™e"
"mco TEDN® T hE_h " co " 7h m®a M@pHOPMCYy PmMc dop
co xao "T:fex. O
fonsole#  configure
console(config)# ip name-server 192.168.16.35 192.168.16.38
console(config)# ip domain name mes
Amt’“eo“*t’E mt”‘t*1<m_0 moe|tex_“mes*tm<t|“p_”t*ihy<m'MﬁH@MCycp
fronsole#  configure
console(config)# ip host eltex.mes 192.168.16.39
5172 " "mtho td& «f®d | wt
ARP (Addres®esolutionProtocolt ¢ h o t o o ™ h ™ ~h T cehoyo” "oh™ mo” e(
h o e Y .co0o Te YO MAG " & e® *oocmhe o ~7@ e Yoo © hp. ™
® h m~ o®
oa™e" h —0 * 4 —'Ee o o e x h * ¢
¢ ® ™ c¢chom™ oa™e e 60 M HEe o ‘0 & ’ 2 h~ ¢
console (config )#
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~ T128T .0 a ~ e h —™c¢ * & " 'Ee o o e x h ™ ¢
oa™~e """~ € ’<e*<AK: ] m t
cC o X a o , < “wox <
arp ip_addresshw_address Jo* mtmpg -~ t m_x0 “clpm 'E oot
[gigabitethernetgi_port| _ohajs addrAB.C.D;|” "h mo 7T 7T ex Lwt T TY x
tengigabitethernette_port _oh ahwtaddress |, ¢t h  __ Mm" ®
| fortygigabitethernet H.H.H -ip_addresst 1P " h; m
fo_port| port -channel H:H:H:H:H:H -hw_addresss MAG " h. m
group| vlanvlan_id| oob] H-H-H-H-H-H;
no arpip_address gi_port: (1..8/0/1..48) |~ "~ fmg ~t . m_x O " *c|pm E M%h tm
[gigabitethernetgi_port| te_port: (1..8/0/1..24); t** ™ . 1wt 70 x ~  "eeo
tengigabitethernette_port fo_port: (1..8/0/1..4);
| fortygigabitethernet group: (1..48)
fo_port| port -channd vlan_id (1..4099
group| vlanvlan_id| oob]
arp timeout sec "~ mot ht IE_a 'y e m ~ §*avc, m
sec (l..400n?0000/60000 L wt). om
no arp timeout "mto” e teE ; e co xao T:"e 0O
ip arp proxy disable JU_TOE 2 cho m htcMemoy |w
- oaaxt®toh~” ¢
- - Tt _T0; ., DM —
no ip arp proxy disable ¢ _TOPE’ . a cho _m hvchemoay |°wT
_oaaxt‘toh"q)
.oa"e iprivilegedEXEC
¢, 7 Tchom™  oa”e” priiegedEXBC . h &
console#
7 7122t .o a” @ ! priVilegedEXEC
oa™ e """~ € ’<e*AK: ] m t
cC o X a o ; < ® - <
clear arpcache STt T ,eta o om_ 17 % (ogame T
t "omt xce™ to TE o ° 7Y coh ) L.
show arp[ip-addressip_ad- .o h ajj address Lo _"tEc mi T {Y e M, cfe MmMp ¥
dresg [macaddress A.B.C.D © T h omx T T FEhh moxoT s TEth co

mac _addres$[giga-
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
portrthannelgroup| oob]

_ o h ariat_address
HHH TH:H:H:H:H:H
. T HHHHHH,
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

-ip_address IP” h, m

-mac_address MAG " h. m

show arp configuration

T a3 "'_Y et h mo )
.0a™~e " h o e a ® x he*t g h m ~
¢ " ~mchom™  oa”e " dnterfacetohfiguration h 7 a
console (config -if )#
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% 7128t .o a e ™ 0 aode xh”’em‘“Ethemét hx cc et h m o
VLAN
Ea— . =
oa™ e "™ "™ v« * <AK‘ ] m t
c o X a o , ® hd <
|p proxy-arp < ’\'O,th' > a c ho m Hhbc HFemoy I aw’t
- e ”m¢t h ™ &t ab a m (0]
- 1/, _"0; . ¢ — pa— — —
noip proxy-arp LLTOME S 2 ehe m hoomemoy Lwt
e ”m¢t h ™ &t ab a m
ip localproxy-arp ¢ __TO?fE et h m xe _ ¢ oe"” 7
0 _oaaxt™ toh *x” _t*cohtom .:" t BPoem
N e ™ g0 " y” am "y toa _:e tm R e "m 'H
LAV O;<eh"’"ot. S *eeo X e c e ™ coh
o* . e .t REdxparp). wt 6
no ip locakproxy-arp t_TORe_c.0oe” " [20FLf tNBRE®
h a h . mco TE-o “ e Y oa~e”"

Jo * ~ L,V E mt Tt AF\(’me_s( "DJP-’(E')?"W“"“ ‘EmM¢H qJMé)?@MG‘q)OﬂHmIY:/SYGHI
Xm¢t ™ eo t 'E h a 'y ‘e ARFI”e*"}TM;Hnan Q) '_“Xua’mY

fonsole#  configure

console(config)# arp 192.168.16.32 00 - 00- Oc- 40- Of - bc ten gigabitethernet
1/0/2

fronsole (config) # arp timeout 12000
A o "~ "t E mo*.t(‘h*”‘ae.Y!Wt

(=] —_ * % <

fonsole#  show arp

VLAN Interface IP address HW address status
vian 1 te 0/12 192.168.25.1 02:00:2a:00:04:95 dynamic
5.17.3" " m t h o “ choto_ o™ Dzxwt

GARPVLAN Registration Protocol (GVRPY h o t oy ANT- =~ mthhgto o™ co ~ o

h*mchomth™e t 'E co m t ® e t “ t o h . i[!b(D me
o%e™hx’ e e oha™ ¢ o * otmx tmt xomQ"t g9 ch ™ co Tx
mo o ~ <GQ/RH2 ._.0 X DL *e loha C*VL(ANZO '_ooatarn(xttn'tto“hx C)b*'3~ Y(t
T "ee . g0
.0a™>e” . h7Td*F U "Eeo o e x h * ¢

¢ ® **c¢chom™ oa~e” ew* “nt'Pe ® ‘o e’ a % h~ ¢

console (config )#

"7 71247 .0 a " e h ~¢ * 1 " 'Ee o o e x h~ ¢
- - o -
oa™ e ™"~ v« *;\K ] m t
c o X a o ;" < ® -
gvrp enable ¢ TQO:@mco TE'o "e chaanrnt?d o
T/' ’“\rO, e —xAlx — .““Q( —_— —_—
no gvrp enable - ‘ ¢._TO;me¢cETE'0 e  chaants
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HELTEX

—

x t ~ t

gvrpstatic-vlan 0 Tx . e eGVRR/LAN x ° toa~t
.0 vlandatabase
no gvrp statievlan T t_T0; tE Tob" sTce Tx gERy o
GVRP ©  @dtabage.
.0a™~e " ho ¢ a “x he*t ¢ h m ~ o’ “ ¢ * Etherdek eett hh mmo
h x c c cohto
¢ ® “chom?™ oa~“e " eme mt)hhle"‘tgh EIHBI’WGE aet h m ~
cohto Y
console#  configure
console(config)# interface {gigabit ethernet gi_ port | tengigabitethernet
te_port | fortygigabitethernet fo_port | port -channel group }
console (config -if )#
“ % TI2GT .0 a v e ” hoe a *x he*t ¢ h Ethermet h x cc et h m o
oa™~e"™ ™ . v ) <AK: ] m t
o X a o ’ < o % <
gvrp enable ¢ _TQO;,®mco TE 0 e choto o ™"
- et h m (0]
1/ -_"0; P = =
no gvrp enable C._To,;mco E o Te choto o
et h ..M (0]
gvrp vliancreation-forbid T cth T 'EFe*a . m_ o o a e e
e ”mth” - a o ¢} et h m = o
Th™ h o . . e
no gvrp l_’"‘h*}"'E’e"a*; m o a e e
vlanrcreationrforbid e"m¢th~ 7 a0 o et h  m” O
gvrpregistration-forbid L0 xao T "¢ .co TR Yt  “heg ~ nt"hy m 5 &g |
m o °’“e*<mo ""e*'Y - h( mth’“e** e o
no gvrpregistration-forbid h L MUVLANET | " m to* e te’E ;e co xao™T;%e 0O
e t h n|
h= -h e
.0a™~e " h > a ™ 0o e VEAN™ ¢ et h m ~
¢ ™ c¢chom~ oa™ e eo mt ho VLAN a o e x h =
console (config -if )#
T 26T -0 a ™~ e " h ’ a ™ 0o e x h ™ ¢ e t h m "~ +[ 1 Db
oa™ e~ ™ - e 1« * <AK i c m ™ e
c o X a o ; " - *
gvrp advertissment-forbid T T cth Tt eoem ho e +[ ! Db o ch
no gvrp advertisementfor- T ta ®YE ch e”™ “eoem ho “e
bid
.oa"e brivilegedEXEC
¢ ® ™ c¢chom™ 0oa™e *ppivqeged@XE@ 0 h ’ a "~
console#
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DHELTEX

~ % 7128t Lo a & 1 prililegedEXEC

oa™e" ™" - © ’<e*<,_\K: ] m t
cC o X a o , < @ s <
clear gvrp statistics mt et"Eoc T eex Q mt~Tt mt = x ¢
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
Loa~e” EXEC  a ~
¢ ® ™ c¢chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console >
7 7128t coa et 1 EXEC
oa“e" " o ’<e*<AK: ] m t
cC o X a o ’ ® e <
show gvrp configuration Lo "t ge  xh~ e, O ¢ hoto o™~ D
[gigabitethernetgi_port| et h ,mT 3y T FTo T Ty mo g e
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group| detailed]
show gvrp statistics L0 _"tte’E _oc T eex QO mtTt mt c
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ "~ eeo o et h .mT 3y T "o
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channel group: (1..48)
group|
show gvrp errorstatistics Lo _""tmE "t amot o %X * ~a ch h*%o
[gigabitethernetgi_port| TTY x_ vt reeo o et h om~ oy 7
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group|
517.4: o~ e ~a o % e~ h x(lggpbacktetection)
]~ e e a 7" e X@mtho "mb XY ©*t momT 'Ego “"teR c o ht b
o ¥ e ™h x> - tm 'y c xt a d‘t"r(fram’é)mMAC:”c?dnamb'at@Imma‘ 0 a a x
SourceMAC " ho _o "7t  TEe .a  §c o xpestinatipAMAC OO 2~ " h mo a
.0a™~e " h —d " " Ee o 0o e x h ™ ¢
¢ "¢ hom™ oa™e "~ eo Mo ¢ T'Ee o h -0 ea x h* ¢
console (config )#
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e To@T .0 a e " h —¢ * a4 —'Ee o 0o e x h ™ ¢
E— . =
oa™e" ™" 1o« * <AK i ] m t
cC o X a o , < @ s <
loopbackdetection enable y ~0- e ¢ _T0O2E o~e _ "a o%e~”hxTrye o'¥acx_ tt
no loopbackdetection enable M " |fommt ~eteE ; e = c@ xao T."e
loopbackdetection interval "mto*e teE h 7T a L™ af22110 0]
seconds seconds(10.60k o n | -secondg , et h = 7™ h a . & ha @ "
no loopbackdetection interval fommt ~ eteE ; e ~ co xao T.%"e 0O
loopbackdetection mode Jeh Tt T h e Te” e YR ox oo 7
{srcmacaddr | _T T
basemacaddr | -sourcemacaddrt . _ "~ ; ,omt " Th m~ e
multicastmac-addr | ,meco TVET x I frhoym l_emothot e ™ T
broadcastmac-addr] .o« - basemacaddrt “o, . omit “"h m~ e~
} T/broacDI-au-TrY:S{eh m ’_o:ax(t”t’o(h"r )
addr - multicastmacaddrt . _ " ; mt "y m~
mco TET X tm "y hxccoﬂo “ " h m
-broadcastmacaddrt _, _ "~ ; ,mt " h m~
mco TET X tm >y 7 ho_o“ et ~'Ee
no loopbackdetection mode fommt ~ etepE ; e ~ co xao T.%"e O
loopbackdetection vlanbased S _TOhPE . a oFe~hx ' oe #Flchd@ T
[vlan_lisi c t T o #[!pb ""ee” Yy [l b Tx
_otohoa S o*e™hx’ e ™ c t
-vlan listtmc¢  mPAN c¢o ° o TYO" o T
- o¥e~hx’ e ¢ t  TEVLANITE_cOo"VLAN
vIan_Ilst.A, ao’eo *TCUE ¢ h - om~ e a -
(1..4094) - _"0; | - : " T Ee o _oe ceo e ed
|m ™ mec mo e v " e v o0o%e™hx
m VAN
no loopbackdetection t "OUE " ode~hxt o  OYEAN
vlantbased oo ’ <"
loopbackdetection vlanbased Tt Eh _a 'y ¥ ToyLANh o
recoverytime value -valuet (| h  a 'YX co m t ;e oto
¥ value: (301000000 |1 =0 2w imoye T
- K. -_"0; = = = =
no loopbackdetection T ) 7o ho "ee . [ !'b e X ToX
Gt | ymol & Stie NB TLtoeati oom_ @
.0a~“e”® . ho¢e a ”x he*t g h m ~ 07 ™" c ™ Eftherijek eett hh
h x cc . cohto
¢ " c¢chom~ oa™ e " ewme mthike” ¢ h FEtherpet a et h
cohto Y
console# configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port |port -channel group }
console (config -if )#
* % 7130F .0 a ¥ e ad'e x he”t ¢ h  Etherfief h x c ce .t h ,. en o h
VLAN
oa™*e "™ ¢ 1o« * <AK . ] m t
co X a o ; < @ oo <
loopbackdetection enable o/ ~0. e ¢_T0OpE o" ¢ a o % e™hx e, Y ¢ .
no loopbackdetection enable T T Commt ~ ete’lE ; e =~ co xao T:."e 0O
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DHELTEX

.0 a™e h ’ a ”~ 9. 9/
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a "~
console #
’m&ﬁ;l-st_[n-‘oamee h<a*a~ 99/
oa™e" ™" - © ’<e*<,\K: ] m t
co X a o : < @ LR
show loopbackdetec- _to®hmoeEmt o ye a  o"-detection” f 2 2 LJQ
won Eﬁ'ﬁ""tz':‘etihzr_”et gi_port: (1..8/0/1..48)
gp 919 te_port: (1..8/0/1..24);
bitethernet te_port | . !
Ry fo_port: (1..8/0/1..4);
fortygigabitethernet ~arou . (1.48)
fo_port| port-channel group: (L.
group| detailed]
5175,.a __mt o choto o TMMSTHRVEM+ RBYSTR = w{ ¢t =
 meo eo "7 " ", . _Spaaning Tree Protodbl Y. ¢ TY & m 'Y ¢ hEtherneth e
aeo’ m t ee .a m Y o'Ya " h 0 " eo t oco "o S
o ¥ a e “ Ot my o e xh=* ¢ oee .a " mMoo*mt eg "Ya'EE o0 @c o
“oho :eo ~0; "~ 0Ot ot ~0O;* 0Ot ¢ h " -x e~ coht [0)
Rapido® -m t STP(RETP Y. 7Y, tm’y xmo  h ' e@TE op~"he” ta hc h «
a e 'E° a h a e a c h ® e Y m t “h xmto” eo 0 ma c
_hoto Mulfple { ¢t 6a{¢to Y 7Y tmy e” Fo T mo h
co"* " h ”"@"co"’E\/LANp"‘a{¢t c h *oceo’“”"Qge‘l‘l"'ot(:-;+ 50 " ao 0 o ™
H_ ", ac¢ TyYho o om Yy x O" o T h " 5FLI yH[AlyHEd eTNB SR a xet ”
N 'H ° ac 7Tryh a o’ t m\OLANp h ” " "to’P te” tm_ @ISTHR _hdo 'y oft_mocYe~t c
s to e ™ m o) oaaxt*toh™ g “0*@o0.” * mtE x®" ej coo oaf
h x cVLAN
V - m a ™ T 'Ee o "® Txmtmaoo 'H ac ~'Yyho 9.a{ ¢t
.. 97 e Multiproces§ ¢t c¢h "e” e” . e T Ty mo " "e Yy e 7 m
coht® g xmtho m t O T a e e Y momt o 'Ye Y ot © T 'Ee o o}
® h E S cto cmmto’“:\mtomo'E.rmoth'E"t t 'E h a"?n’é\xp”’mt
ot “ o0 () h o e X h h o e m X t o’maj""o;xt’E
cohtxa e™a h ~ e 9 7 h E ® J 7Y oFfm Tx> ~ e Y "o
ot ° ‘Ee choe<mm e . 'o< '<h }mmhg mho€<2mmmaierﬁ’o'
® h X @
517.51°“mtho _~ CcSTPREFP_o ~~
.o0a™~e " h —™¢ * 4 —'Ee o 0 e x h * ¢
Y ® " c¢chom™ b e’ a ™% h ™

console (config )#
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T T1327C -0 a " e h ™6 * 2 " 'Ee « h ™ go e
ca”e”” et oL KT To.mtoL.
co xao’“;*
spanningtree ny ~0: eo * h t'Rmco "E o ~e  _oaaxt-
no spanningtree ' T~ cth tMEco TCE'o “e  _oaaxt"t

spanningtree mode {stp |
rstp | mstp | pvst | rapid-
pvst}

T /RSTP

"mito”eht B a h”“"ot'. choto o 7
-stpt IEEE 802.1D Spanning Tree Protocol;
-rstpt IEEE 802.1W Rapid Spanning Tree Protocol;
-mstp 1 IEEE 802.19ultiple Spanning Tree Protocol.
-pvstt PerVlan Spanning Tree Protocol.

- rapid-pvst1 Rapid Pei/lan Spanning Tree Protocol.

wardrime

no spanningtree mode "mto~e tef ; e  co xao :"e (
spanningtree forward-time TmiteT e teg h T h A e 3y Tt
seconds chom ™x * ~ e Tx c e m
seconds(4.30k mp ¢  h  __T0O; e ,a  momto ye
no spanningtree for- ~“mto* e teE e co xao ~:"e Q

< < )

spanningtree hellotime sec- “mte” e teeg h "7 h a e a .
h o o ot ~'Ee . moo* * e
onds seconds(1..10k H m © 2ot mt o« g ao oaax i~
no spanningtree hello-time “mto” e teE ; e  co xao T:."e
spanningtree loopbackguard _Toohrgt tx 3 . T0O; " 0"x 0
) c o Tx e BPDU, o o
i T/ “ch e — I_< e - > — -
no spanningtree loop- TTeth tET ot x 3 o x.Q7TCUC O .m
backguard co ™x ; e PBPDY_ o ©
spanningtree loopguard de- _"T0; . tE _*xPdzleNFOM™[P®EEt] hto
fault _ tht_—O: e _ , '
no spanningtree loopguard t_"70o;,tE xe_e, O [22L) Ddz
default
spanningtree maxagesec- “mto” e thE a 'y e m YT x O
onds seconds(6..40K H n
no spanningtree maxage "mto” e ‘teE ; e co xao7T."e (O
spanningtree priority . . “mot he fE o h t t m Y x QO 0
. prior_val: .. o et
pr|or_va| (0 61440/32768 e D e L. c h X o h . t t o e o
no spanningtree priority "’ “mto” e teE ; e co xao T-"e
spanningtree pathcost " mto” e at B o och = "~ e Y ¢ e
method {long| short} -longt e " ; e, €, ,eeomt T
T /long -shortt "¢~ ; e = g _eeomt T
no spanningtree pathcost "mtoT e teg ; e  co xao T."e
method
spanningtree bpdu filter- ch “thg’ a o h=*% ot . ¢~
ing|ﬂooding} *et<h\<mm0az e o tohoa oo
-fiteringt e~ et Hh o m ~m .  7(
1 /flooding STP BPDU‘ Pl t . CECheorm v —_
- floodingT ¢ et b oom oomo . T
{ ¢t et '*hm:“:(ete..(c“ht(g:’ Ot
t . ho mee ™ Ethx Otm Y@
no spanningtree bpdu "mto” e teE ; e co xao T."e
spanningtree processd L0 TTOU"E TEe . cho g _wmm~e " e .
e t h m ohe ? & h ” @o
’ <Ce\x(tcmrho(;_mﬂ';”"e“ceh.(" *x:aé'.""
V caret v A .
id: (1..31)/0 spanningtree forward-time seconds

spanningtree hello-time seconds
spanningtree maxageseconds
spanningtree priority prior_val

no spanningtree processd ST TXE" T ee chog mm @

spanningtree tc-protection ¢ _TOpPENhTe ;e e” o o m
TCMNTCBPDU * xmt " eo —~ ee . et
STPRSTR e x = o o MEP  ac T'yh~
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no spanningtree tc-protec- ¢ ._TOYEh e ;e& o Somt o
tion TCMTCBPDU
spanningtree tc-protection "mto~ e teE h T e y* eo T - mt
interval seconds LA = .. . o *h™* "t . TCNTGCBRD
_o aSO2yRayY o0wm—= = — [CNT o — = p
no spanningtree tc-protec- mt~e tef : e  co xao —:"e (
tion interval
spanningtree tc-protection "mito”eat”™Em a* T"Eeo o T . mt
- vt Y e e et h -
threshold_count count: (1..255)/1 ATCMTE:BPDU, = - = -
no spanningtree tc-protec- mt~e tef : e  co xao —:"e (
tion threshold
) Jh 7 BTRe” h “a t hoo timeFhelNdimeNdaxl 3S e o ¥ go " a
. e e x 2*(Ferward-D¥etay- 1) >= MaxAge >= 2*(HelléTime + 1).
.0a~e” h o e a ”x he*t ¢ h Ethemék et h m ~ h x cc
¢ ® “chom?™ oa~e " eme mthike” ¢ h FEtherpet a et h m
cohto Y
console (config -if )#
“ % 71387 .0 a * e " hoe a *x he™ ¢ h Ethermet h x cc cohto
.0a~e "~ "™ € ’<e*<ﬁK: ] m t
c o X a o , < @ - <
spanningtree disable ST cth B"E*otx choto o ™" [ ¢t e”
et h m (0]
- - th™ h S —— P e —~= -
no spanningtree disable _ h th'E ot x choto o {¢ct e
et . h . m (0]
spanningtree costcost . "mt e ¢ Beomt E tXde .eit hh m oo
1 20088(?60 ccostt e eeonmiE cx ', @
. ma ¢ T = —
no spanningtree cost ( t-+A1§2X mtoT e teg ;e ¥y och T Ty ao
* coht™to"a& och B ™ e may OF ©1849xm
spanningtree port-priority " mto¥ ecthg oh ot ot et h o m STP,
priority V et e ch oh t t=~ "o ™ e
priority: (0..240/128
no spanningtree portipri- “mtor e te’E ; e co xao T:"e OO
ority
spanningtree portfast ¢ _TOhE ay ~ _otohoa coht ch
[auto] mh=® "x mt=~eo tm "y momt o ‘Ye
*mt<,<e*’Yt*a )
T /auto -autotr S0 T T Tyt T h’ x o m
momto 'Ye o c h *"*q)
no spanningtree portfast ¢._TOhE ' _a aoa et” "'Eeo o ¢ h
c‘h(*‘;* co co " e "yt ’o("ke_‘”n
spanningtree guard {root | ¢_T"O;E ", tx _oheryp TTY _.m 9
loop | none} . h~eeo o coht™ @
_root'["’ch(""'(t e t h m x * t
_oaaxt;‘toh‘
T/ mco TE" o |-loopT ., __ " O;" _t e~ *et(r‘Eel{pm;‘“
o * * T'Ee o c TEQ_® “m Tx et h . m e ™ 50 7
ot ™ .eoa ot 583A3ylGSR c h
e t h m % 7o  hx tm YT
-nonet ot _ TQ;tm DdzleNR~ et h ~ m
no spanningtree guard "mco TVETo Tt E o ** T Eex O e *mt
spanningtree bpduguard T htE T tx 3y . T0;" 0"x 0 et
{enable | disable} ny ~0- ol -t .t 5] @
no spanningtree - ' TToeth tCET tx 3 . T0O;"0"x 0 et
bpduguard cr__ to t5; @
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HELTEX

spanningtree macaddress ""a eMAGEh m3 X m _otoh.a otch/]
{dotld | dotlad} BPDU
-dotldt o t ¢ h ™ TryQtm 'Yy BPDUNMAE  “ah~ Ot
T Jdotld 01-80-C2-00-00-00; _ )
-dotladt o t ¢ h ™ 7'YOtm 'Y BPDUMAE “ah” @
01-80-C2-00-00-08.
no spanningtree macad- "mt*eo tE "e” . e co xao T
dress
spanningtree link-type t/ Y x ¢ T |"mto” e cthR t o o T Ry Tt (o} momt o
{pointto-point | shared} cohgZto . ~och g 7"c m ry’ STy ;. Ffhteeo
te; " nZ |-pointto-pointt t o ;¢ 0"
co"‘x*xc"‘-[( | -sharedt h ~ L.t T ee )
no spanningtree link-type ¢h~ "t _ T |"mt~e teg ; e ~ co xao T "e 0O
spanningtree restrictedr T/ h BPDO TTocth ¢ M g 5] 0 —* oa ¢/ b
tcn 7" TCHN
no spanningtree re- h=h " el = hitcp _~g5! O ~* oa ¢/ b
stricted- tcn vlan_list: (1..4094)
spanningtree bpdu ,ch “thf’ a o%h=~% ot .-ed~h tom
{filtering | flooding} _otohoa . T0Q;_ e choto o™ {¢
-filteringt ¢ ~ et h  om m . TO;
. 15! c vt ”""Ethx'otm'y'r
! -floodingtre = et h ~ m m . TO;,
e(t('”ho“".eé_(t t°5(:h<7"ot"T'Yz
N ’\'Et h x ot m Yo
no spanningtree bpdu "mito~e tef ; e co xao ~:"e O@
spanningtree binding- JhoTreE x " ""eeoax cho g n
processid c o ht ch ey ™e .oax chog mmx
id: (1..31)/0 -idtreoca h chog mm~” @
no spanningtree Commt “ehE Y _x coht® co xao "
binding-process
- ’“;|_3¢-[’“' ,eeomt 'E ¢ xt CGoxmBa?d e’“(gpanﬁggm EOSY
et h m .(to° 0ch(° "(e*'Y ¢ ,eeomt
) - Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
/ 17y et Port-chamhep © ;© T'Ee © Y mto aomt ‘E och B
V o o ’“* e _““ > _ o ’po_c"‘ 'm( ’Txo; "N<|_(m-ﬁgz<mtt*o"°j"o o ) "‘( e
/—\*e o em;ﬂﬁrEPOﬁﬁ‘ ,(Yfﬂn,lttm*rw@m't'*Eo o’“* ;(mt (o]
.oa”e trivilegedEXEC
C*"‘ ** c¢chom?™ _oa"”e"‘ppivqeged@xE@o_ h(’*a"’
console#
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DHELTEX

% T13BT .0 a & ” :  priilegedEXEC

e

~

1 <

*

C

[0]

X a o

<
—

K

-

show spanningtree [giga-

bitethernet gi_port | tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|

port-channelgroup|

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)
group: (1..48)

o “tm'E mt oc'yYeo t o STP "

show spanningtree detail L0 _TTte'R ThoTex Q e oha™gh©to e
[active | blockedportg T {¢tx ,e oha”g¢e ©O oF ~_t —e.9
L)
clear spanningree de- ,h t7 cexhpo ¢ mm a  h” g  choto

i o "c th m - ht -

tegtedrprotocols[mterface gi_port: (1..8/0/1..48) 2 th ;ht {¢t D
{gigabitethernetgi_port | ) .

N te_port: (1..8/0/1.24);
tengigabitethernette_port . X

o fo_port: (1..8/0/1..4);

| fortygigabitethernet roup: (1..48)
fo_port| port-channel group: (2.
group}]
oa~e" EXEC a ~

¢ ® ™" c¢chom™ 0 a” e "EXBC mt h o h ’ a "~

console#
% T138T .oa & ” : EBXEC

.0a~e ™~ =e”(e’(K= _|<mmt”’t<
co X a o ’“; “

show spanningtree bpdu Lo _""th'E’ a o Fh~Fot ¢~ to
[gigabitethernetgi_port | gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1.24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_port| port-channel group: (1..48)
group| detailed]
1752 " mthehoto MSTP"
oa™e?" h —0 * 4 " 'Ee o o e x h * ¢

¢ 7 " ¢chom™ oa™e” ew * “ntPe ® ‘o e’ a%h~ ¢

console (config )#
~* T138C .0 a * e " h ¢ * a4 " Ee o x h * ¢

oa™ e ™ "™ ‘e"',<e <AK: ] m t
cC o X a o , < @ -
spanningtree n - h . - ‘h*(t*"@co’“'E'o“‘e _oaaxt ™ itd
no spanningtree T = CthE'E mco TE"o L Te _oaaxt™to
spanningtree mode {stp | "mto~eht E a h~% ot . choto o ™~
rstp | mstp | pvst | rapid- 1 IRSTP
pvst}
no spanningtree mode "mto” e te’E ; e co xao T:"e OO0
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HELTEX

spanningtree pathcost "mt~ea Eo” och " T e Y g ee
method {long| short} -longt "¢~ ; ., ., e,eeomt 7 "¢
T /long -shortt "¢~ ; e ¢ eeomt " "
no spanningtree pathcost “mto¥ e teE ; e co xao T "e OO0
method
spanningtree mstin- “mto¥ e cthE o h t t Y Tt eeo o
stance id priority priority omt ™ T'Ee .a 3 mco TE'x Q" a 0
-instance_idt 'H__ ~ _ a MST;Yh
instance id: (1.63); -priorityt ¢ h oh t 't ocaaxt®toh™ @
priority: (0..61440/32768 V e . e ch oh 1 t~ ®q —
no spanningtree mstin- "mto* e te’E ;e  co xao T:;%"e OO0
stance id priority
spanningtree mst “mto”eat”g m a” T'geo 0o T . omt
maxihopshop_count TTY e r ot t5! %X e o% g0° a
x h > =~ e Y e oha™ g o o
chc;'<";\" r;l*a""'Eeo o’\';m
hop_count(1..40/20 |e~ m ~ " xQO" a x ;"mt _ oe ot*~
_hop_coumTa‘_m*a“"Eeo o m t
x ;"mt _o T Ty e ot” t5, @
no spanningtree mst "mitoTe teE ; e co xao T-"e OO0
maxihops
spanningtree mstin- ¢ _TOpghTe ;e e o7 TOnt
stance id tc-protection . . BPDU © xmt~"eo ™ ee . = et h "7
no spanningtree mstin- instance_id: (163) ¢ . _TOYEhTe ;e et o o"TC
stance_idtc-protection BPDU
spanningtree tc-protec- “mt~ e teg h " 7T e N¥eo 7 . mt ~
tion mstinstance_idnter- o h ¥~ t . TCBPDYU - 9o
val seconds instance_id: (163);
no spanningtree tc-pro- A4S02yRAY G| " mto e teE ; e co xao T:%"e OO0
tection mstinstance_idn-
terval
spanningtree tc-protec- “mt”eat”gm a” T'geo o T . nTC
tion mstinstance_id BPDU ~ " " "ee . et h =7 h a
thresholdcount instance_id: (163);
no spanningtree tc-pro- count: (1..255)/1 “mto” e teE ; e co xao T":r"e 0O
tection mstinstance_id
threshold
spanningtree mst . fo t h “oa ,xhh™ ¢ o o 7T g{¢t
configuration
.o0a*e” hodeé a “ xchh*o g o MSTP”
¢ ® ™ c¢chom™ oa~e " eoe mthchh”‘oéo|\/|$1h|:5\<”" a
console#  configure
console (config)# spanning - tree mst configuration
console (config - mst)#
”"’“J_ggt*‘oa*e" lo(e?‘*a"“xchh““o(t;*o*_o"‘”’ a{c¢t
oa™e"™ "™ ¢ v« . ‘,\K 1 m t
cC o X a o , < @ d <
instanceinstanceid vian O tTMEo 0t tmt a7 x H T ag
vlan_range ,hxeccec™a [ 1 b
instance id:(1..63); -instanceidt , © et _T"toh 'H ° ac ™
vlan range (1..4099 | -vlanranget e ©a ~h  h x cc +[ ! bo®
no instanceinstance id St tmBot  tmt A T x H T a
vlanvlan_range ,hxecc™a = +[ 1 bo
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namestring Tt tEay _oe xh~ ¢  a{¢od
string:(1..32m _ & _©o| -stringt , @ 'Y _ o e x h ™ ¢ a{¢to
no name CT TR Y _oe x h ™ ¢, a{co
revisionvalue " t®woa h h _oe xh~ ¢
value:(0..65535/0 -valuet e oca b h ,, _°¢e  xh" g
no revision "mito” e teE ; e co(valud.o ~;"e O
show{current| pending . Lo _"TtUE _x “cHrréntdd . © o 00 x @ending
_°¢ .., xh" e, 0 a{¢co®
exit ¢ t h . a ~ _oe X e c h
T mo gh * e e a _oe x h c (0}
abort [ h a ~ _oe x h * ¢ c h
T mo gh ~ e e Y _oe x h ™ @ ()
.0a~e” h o e a ”x he*t ¢ h Ethemék et h m ~ h x cc
¢ ® " chom™ oa~“e " eme mt)hhle"‘tgh EIHemveE aet h
cohto Y
console (config -if )#
“ % 713@r .0 a * e " ho e a™*x he*t ¢ h m ~ 9(]KéNJf§[jZ h x ¢ c
oa™e"” ™ € po % (AK ] ] m t
c o X a o , < . %<
spanningtree guard root ¢_T"O;E ", tx _oheryp T TY .m g
; *h *eeo o coht™> ¢ J~ee™'y -~ ™"
i/~ t > .__ohe(n.a cohtoa _oaaxt’"toh”qg
no spanningtree guard "mto” e ‘teE e co xao ":"e 0O
root
spanningtree mstin- C_TO; StUUHtxhg YT T eHe o a cMSTH 7Y
stance_idguard root o - Fh ™ eeeot oh |™ eme ™ vy ™t ot~ C e
instance_id: (1..63); |, et h  mx * .t 'E _ohe ~.a coh
[ttt . _|-instanceidt , T et “toh "4 ° ac Tyh"
no spanningtree mstin- "mtTeo tUExTaeo” i Tee  O® o
stance_idguard root
spanningtree mstin- "mito* e cthE oh t t et h  m~
stance_idport-priority pri- -instanceidt | © _et " toh H ac ™
ority . . ) _priority'[ c h .o h ettt h Lm -
|n_ste_mce_|d.(1.63), et e ch o mn 4 i re—~ e
priority: (0..240/128 V o
no spanningtree mstin- "mto” e te’E ; e co xao T:"e 0O
stance_idport-priority
spanningtree mstin- "mt~e ¢ Beomt E ¢Xxt . h 7
stance_idcostcost och *= —~ eeo o ‘4 ' ac Y™ cho
instance id: (1.63); -instanceidt , © et " toh 'H ° ac TYhT ¢
cost:(1..20000000p | -costt ¢, e eomt 'E ¢ x O]
no spanningtree mstin- "mto” e te’E ; e > och ° Ty _abom
stance_idcost coht ™ . a to®™ och mat® ® TI1¥% %
spanningtree port-priority "mito*ecthE oh t t et h ome
priority o h a{c¢ct o
o ] Te” . e c h o h t [ T o T e
priority: (0..240/128 V )
no spanningtree portipri- "mto” e te’E ;e co xao ":"e 0O
ority
spanningtree restricted ""ch 't tBEDWh TECN 2
P ¢ ¢ke h BPPRU ) o T
ten —  TCH " " h
no spanningtree re- : e <. h t B@PDOh  TETCN 2
stricted-tcn ‘
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.o0a”e " . IivileqedEXEC
¢ " T chom®  oa”e "ppvilegedEXE@ o h  ~a
console #
Y Tl4er .oa et EXEC, & ~
oa~e "~ Te s e K7 o.Mty
c o X ao 7

show spanningree [giga- . . s |0 "tBe  xh” e QO choto o ™" [

bitethernet gi_port| tengi- gl_port: (1"8/0/1"48). -instance id&t . * et _Ttoh 4 - ac T
: te_port: (1..8/0/1..24);

gabitethernette_port| for- . X

L fo_port: (1..8/0/1..4);

tygigabitethernetfo_port| group: (1..48)

port-channelgrou] [in- instance id: (1..63).

stanceinstance_id

show spanningree detail L0 _"TEo"ho¥exQ e oha®*g 'O 0o e

[active | blockedports][in- e oha~ ¢ 10O of ~ t b -

stanceinstance_id . - -activer ¢ homaoth e oha®g o ® -

instance id: (1.63) ~blockedportst ¢ h o ma o i h o ha* g o
coht™” ogT
-instance idt | " et " toh H ac ™
show spanningtree T Jo Tt oha” g 0O o m_oe x hh
mstreonfiguration MSTP

clear spanningree de- L., tT cexhpo ¢ mm a h* e ~ choto

i c ho m o~ t chom - t h -
tet_:tedr_protocoIS|n_terface gi_port: (1..8/0/1..48) . b . . . {¢

{gigabitethernetgi_port| : .

e te_port: (1..8/0/1..24);

tengigabitethernette_port . !

S fo_port: (1..8/0/1..4);

| fortygigabitethernet roup: (1..48)

fo_port| port-channel group- {L..

group}

h a h. ¢ o e e Y oa™e?"

A ¢ TOcot"E bhoxoSEE Txmt~eo t E e ™o ¢ hRSTPh t t
T 12288 e t forwardtimet Hn m _ _xe® 3 et h " _h_a e a
LT TU,TEe Lo moof g e xel'IBEthana Y . e oymm Y x O O
o Tt e E xchh”o et o' QTP ™~
console(config)# spanning - tree
console(config)# spanning - tree mode rstp
console(config)# spanning - tree priority 12288
console(config)# spanning - tree forward -time 20
console(config)# spanning -tree hello -time 5
console(config)# spanning -tree max -age 38
console(config)# exit
console# show spanning - tree

Spanning tree enabled mode RSTP
Default port cost method: short
Loopback guard: Disabled

Root ID Priority 32768
Address  a8:f9:4b:7b:e0:40
This switch is the root

Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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DHELTEX

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, not ification 5
hello 5, max age 38, forward delay 20

Interfaces
Name State Prio.Nbr Cost Sts Role PortFast Type
te1l/0/1 enabled 128.1 100 Dsbl Dsbl No -
tel/0/2 disabled 128.2 100 Dsbl Dsbl No -
te1l/0/5 disabled 128.5 100 Dsbhl Dsbl No -
te1/0/6 enabled 1 286 4 Frw Desg Yes P2P (RSTP)
tel/0/7 enabled 128.7 100 Dsbl Dsbl No -
tel/0/8 enabled 128.8 100 Dsbl Dshl No -
te1/0/9 enabled 128.9 100 Dsbhl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -
Pol enabled 128.1000 4 Dsbl Dsbl No -

51753 " mt ho =~ oc PUSTPRPVYSTP+

PVSIP+ PerVLANSpanninglree ProtocolPlugt ©¢ "¢ = ° h ™ “eo  "Spanhingireg ¢ h ot
h=m " hyo"™ 'y x eS_TI@*AO'\é ”’*’nT'Ea)o"?ﬂEt'E“ "TaHANPO h  a e e T v ee
to o ™" co o VIRNto -7 " t"E "oota® T 'BTPPYSPAYC " aa anJTRha m

Rapidd® - m t pBYSTPRPVSTRPO Y. Y, tm Y xmo  h '~ PRUSTBYo p~ &~ a &h

Jtmy a e ET O a _h a e a ch*“(°(e*’Ym(t*_ h o "
_omt EQ®
l- ¢m o co°6*4E>VSf[Rp\pS:€remt¢erl1W* 'Ht o a ex’*’(Y“°o:’Y*J
- VLANL . _otoh .PVSPRPVSTO;S @ WLAN' _ _ T O; PVSFRP¥ST
moot oM PYSTRPVST emt “em ¢
l ) .0 ht . 5 e”™ o toh . gVLANE t c h“ e .c fh) <AQP(\75IRFI’T\[S:|-"" . T
H a eeo * 7o hx Otm' Yy co MOo yRPVSR ot xgo¢” ma oy
t’“t'E_o"*;<mt“o *mco’“’E'x<a.3 +[!b e~ ¢
e o 'e”’;(e*< ch<“.””<t coX ¢to c/Fprg:re”‘*;"‘
T.oto e . JRPMSIO® BT e " o hyirge vENVLANDS'Y 3
’- _ho . _ Ty eeda |RPMSf¢aaxt ¥ toh . a9 { o *h™* -
- .o _m 9 [ ! bd _o 'Htoax 3 mTx ¥ Yo ¥ _0""”'

. mt _ o gRPVSE{[® bS ch _ _ .'" 0" a co3 m~ "x 1

U bpdw e " e~ [ tmedy TETK Him Yo o arAte
limits other-bpdu 1024".

o

l- |m ™ mnc h dHemec Tx *t " ¢ coe ™" o *RPVSTY mxt*~“he*mt
- "o ¥ t 'E e o . S ex’eo c ho : m t m = % x
Wt _T0; .t EexX{’tet.- g o&epabe” " ( yrdeviardanyligtrh y 3
#~ T'Ee o a h ’ a _oe xh ho ™e YU
20 C_T0; .t E {¢bH_oa®te " ofekilinWafitigha . |, "o 7"
h ’ a _oe X h h o e YU
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terval seconds

4502y RAY 6

.0 a e h —d 4 " 'Ee o o e *th c. .
‘,‘*° ™ chom?™ oa"‘e"e"‘cn’:"”'r'rf"ttEmcn_*“ xhh ~> ¢ a ~
console (config )#
*':"’\14_’4.;-[*‘0a"e° h ar~ "'“o':""’""Eeo o e o, xh e
.0a™~e"* "~ ¢ ’ e:;_\K‘ ] m t
c o X a o ’ < @ hd <
spanningtree vlanvlan_list vianlisty 6mddn)S_T0;  t E h "~ oPYSTP,RPVSTIC _ o x =~ "7
xao T-™e . O _m VLAN
spanningtree vlanvlan_list ._0; = St TOYE Totx choto o ™" tx{ ¢t
VLAN.
spanningtree vlanvlan_list T TEthx ot - ¢ hocxPYSIRPVYST. 9o
bpdu {filtering | flooding} BPDU
]“ee ™y oa™e" " "~ ° m t
V (m’s:rpt_:'o;(e "*”c;m“_“"
) h  ° SPPRSTPMSTIm — 71
vian list: (1..4094)/ Ly RSTRRVST e T Y A
LBt T e Y g m ;Q_L*A[\qs;te_é’*o@'rpe
-filteringt . _ —"0O; .t 'E ., TEth " ¢, OT
-floodingtr et _ —"0O;  t'E ., TEth " ¢, OO
no spanningtree vlan "mtTeo tE e ;e co xao ™
vlan_listbpdu
spanningtree vlanvlan_list "mto~ e teeg h 7  h a e 3 " th
forward-time seconds chom™x * ~"e " x ., e  mo
. momto 'yYe o ¢ h  VLAN . STV x
] - a h " ot™’ et.m tm ooo * t
vianist (L4004, | W0 ge T o<y
aS02yRaY of 2% (i:owrwarcliTime- 1)>KM151X-Age>K2 *
(HelloTime + 1).
no spanningtree vian "mtoTe teE ; e  co xao T-"e OO
vlan_listforward-time
spanningtree vlanvlan_list “mto*e teeg h 7T h a e a "X
-ti h o o ot ~'Ee moo* " e
hello-time seconds vian_list: (1..4094); e T g L i
- secondsp M @ DM N = - =
noqunnlngtrgevlan “mitot e teE - e co xao - *e O®
vlan_listhello-time . e ’
spanningtree vlanvlan_list “mto” e thE a 'y e m Y 'x O o
max-ageseconds vian_list: (1..4094); |*x _" =" VLAN 9
no spanningtree vlan as02yRay odq. . .. tep - e co xao - e 0O
vlan_listmaxage . e ’
spanningtree vlanvlan_list TTmot he | oh ot t om Yy 'x Q" o 7
priority priority_value vian_list: (1..4094); V I L R
priority_value: , %2 nndece
spanningtree vlanvlan_list (0..61440)/32768 "mto~ e teE ; e  co xao T":"e QOO
priority
spanningtree vlan ¢ _TOpEN"e ;. e ™ o7 o omt
vlan_listtc-protection TCMTCBPDU © xmt " eo — ee . STR N
vlan_list: (1..4094); RSTR ex ™ o o ME&#AR  2ac 'y~
no spanningtree vian ¢._TOYEh~e ;e& ™ - mt o o%h~"
vlan_listtc-protection TCNTCBPDU
spanningtree vlan . “mto” e teeg h 7 7 e y¥eo T - mt ~
vgn_listgtic-protection in- vian_list: (1.4094); 1o« 7e72 ‘/fCBPI(Dbl ¢/ b
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no spanningtree vlan “mito” e teE ; e co xao T:"e 0O
vlan_listtc-protection in-
terval
spanningtree vian “mto” eat™g m a” Tge o _o T ;o omt
vlan_listtc-protection TCNTCBPDU ~ T tee . et h = 7]
thresholdcount vlan_list: (1..4094);
no spanningtree vian count: (1..255)/1 "mto~ e teE ; e co xaoT:%e 0O
vlan_listtc-protection
threshold
oa~e?-” h o e a ” x he*t ¢ h m ~ o° ~oc ‘E¢herriet et h
¢ - ™ c¢chom?™ oa™“e " e mt h o h ’ a ™ o e x h
console (config -if )#
- A;|_4E'['“ oa * e © h_‘_O’ e* .:;1:’ ) X he *t c Xh X E(thgrmef’
.0a™~e"*” " ¢ "e*‘,.\K 1 m t
c o X a o ’ g oo
spanningtree vlanvlan_list T, TEthx t 7T ¢chocxPYSIRPVST, o
bpdu {filtering | flooding} BPDUY ~ T T T"eeoa et h MmO
]“ee ™y oa™~e"” "™ s m t
YI i Fol e o~ ot s
h  ° SPPRSTPMSTIm — 71
’ t o T e e ™7
vian list: (L..4094)/ Ly RSTRRVST e e Y =
* TUEth T ¢, Y m ~" x OL’AM :'t e é"o@;‘ree
-fiteringt . _~"0O; .t ' E ., TEth "~ ¢ OT
-floodingt ot _ T0O; .t E TEth T e, OO
no spanningtree vlan "mt*eo o tE e~ . e co xao ™
vlan_listbpdu
spanningtree vian "mto*e g Beomt E cxt - h Ty
vlan_listcostcost X " T YLAN o
vlan_list: (1..4094); -costt ¢, eeomt 'E ¢cxt @
no spanningtree vlan cost (1..200000000) |~ m to~ e ‘teE ; e 3 och —Y, a0
vlan_listcost coht~ ~a to®™ och * 77y a "y
VLAN
spanningtree vlan TTcth B"EFotx choto o™ [ ¢t e~
vlan_llstdfsable vian_list: (1..4094) A i t. _h . :‘W X _ ge .9 ,\i_,[ I'b ]
no spanningtree vlan - h th"E "ot x choto o {¢ct e
vlan_listdisable et h "7 o x v vee . g x[ 1! b
spanningtree vlan " mto* e cthE oh ett th _m~  _ohe
vlan_listport-priority pri- . T h . ¢t
ority:vaIFl)Je priority p vIan__I|§t: (1..4094), = T e{- S e .F o ht imy
priority_value V o 46,
_ (0..240)/128 . B ——
no spanningtree vlan mto¥ e ‘te’g ; e €0 Xxao ;T e (0]
vlan_listport-priority
spanningtree vlanvlan_list C_TOUvE", tx L_oheyp e” " Teeo
guard {root | loop | none} x " U7 ¥WLAN 9o
-roott ~ " ch i t e t h m x * t
oaaxt"'t<oh"'('|' ’ )
vlan_list: (1..4094); -loopt _, _"0;~  t e~ et h  m 7
c ot “'Ed C’“*m ’:‘xe;t‘((hz‘”mnm e“é;)g”z*
ot T -e Designated c h X ‘Ht o a c; " hBADY
*et<h\(mm "’“O_th(tm'YT
-nonet ot _T0O; "Gudrd, x® ¢, e~ et
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HELTEX

no spanningtree vlan t_TOo/mGuard x e _ ¢, e et h
vlan_listguard

spanningtree vlanvlan_list Trcth o eME a  t 51 O 7YX _o"a/LAM /e i
restricted-tcn _. ~0- e

no spanningtree vian - ' _7 ch tep BPDW, T TCN 7Y x __"VLAN e
vlan_listrestricted-tcn

5.17.6" " mtho  ~ 180332 ERPS”

_ o t oERPEEthernetRingProtectionSwitchinge h " e ™ “e™t\y e ° e 'Y xmto
e""(’eomt* m(t* ’(z?t](’o":a;*_o éEBC;QX'OtOCO 0 *’Oz
ommt * e o — e Y m t m’“x;” - “ h m dx &K

e 'E’ h a e c h m<t h o m t c h §panniﬁ1ngee. ~E" o -
.o0a™~e" h —0 * 4 " 'Ee o o e x h * ¢

¢ 7 “*c¢chom™ oa™~e” ew * “ntPe ‘o oe a % h~ ¢

console (config )#

“ % 1487 .0 a v e © h ¢ * 2 " 'Ee o o e x h * ¢
oa™~e"™ ™ o v ) <AK: ] m t
c o X a o : < e L
erps / ~0- _” 'h th"E "ot x c¢hoto o ™" Iwt { ®
no erps T/ — ! ="'Cth”(||]"E+0tX ChOtO_O’\“" gwt{(D
erpsvlanvlan_id 0 t"ERPS° 0fEe " et  -APSVIAN ocao
_otoho *x " t c h Tt "t EmY m
vlan_id (1..4094) c ,h goff *oa  xh"T¢EE” @
-vlan_idt ¢ o a RIAPS VLAN.
no emsvlanvlan_id "7 7" THRPSOo Ofe " et ylanidt o h o a
.0a™~e " h o e a”x ho" " €Ee¢ "™
¢ ™ c¢chom~ oa™ e " eoe mtkb*“ ¢Eegc™® bh ’ a
console (config -erps)#
Y T144r o a e " hoe a”xpERPSe, TEc”
oa™e" ™" ¢ ;</_ei*~< ] m t
cC ox a o , e < @ b <
protected vlan addvlan_list Jo® "t"E "¢ "VLANe mc mo - . ee
. -vlan_listtme mo [ 1 b | "c¥ Toe 4
vlan_list(2..4094, all) | h. o m S e a o -on ¢ vt x O
_oe eo ‘e"(e*'y°_"fc"oe‘
protected vlan remove . ST TTE " ce ™ toe  x[ 1 b me m_~
vian_list vian_list(2..4094, &) | yjan jisrm e mo [ oy x-S e
port {west| east}{giga- ¢ .HF "~ twéSt(eastg oht _oaaxt~toh* 3y |
bitethernet gi_port| tengi- gi_port:(1..8/0/1..48);
gabitethernette_port| for- te_port: (1..8/0/1..24);
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
port-channelgroup} group: (1..48)
no port {west| east} " " T\est(eastg o ht _oaaxt®toh™ 3 |
172 Ethernet_° a a x t “nt ot MES23x MES33x, MES35xXME$324

e

©

*

P

*

*

<

m

.aZ'Y;ntu)mrme“‘”"e o

C



DHELTEX

rpl {west| east} {owner | C . ™h RPE o ht _oaaxt ™ tEoh" . .o
neighbor} -westT RPE ohtoa *x7 't ceo™h'teT : e
-eastt RPE ohtoa *x° eagtceo™ tel” : e
T/no rp| -ownert __0 a ax t ™t oh *x 7 . t ’Yﬁ £oyh
_neighbor-[ oaaxt ™t oh Fox " t Y ""Yt
RPE o h t ™ o©
no rpl ~ " TRPE o hot ocaaxt®toh® @
levellevel T mibx@oem@ o’ © 4 [ { dw o oo a
| - (0.7Y1 cho go e 'Y moo* " e - h .
evel: (0.. - R L
©.7) -levelt x ho e 'E mopAPS" e  w
no level “mt v etdR v o c® x a0 T:"e (o))
ring enable 0/ ~Oo: et O Be ¢ 0° Mo Ee” @
no ringenable - ' ¢ ._TORe_c_ o0e hooTEe” @
version version . hrt” " a mo a mt a omt m " h
. G.8032.
version: (1..2)/2 . , —
(1.2) -versiont .  hm 'Y choto o DdPy noH
no version "mt T etdR T c@ xao’“;"’e*'oqg
revertive T /revertive FerThNE 2 M7 ot _° " Ec" ©
no revertive "mt T etdR ~ ; c@ xao ;" 0 ®
sub-ring vlanvlan id S_TtEo T e EY " “eeo o o TEe” @
vlan_id:(1.4094) -vlan_idteca h +[ 1 bo
no subring vlanvian_id CT TR T e T Ee
subrring vlanvlan id [tc- ¢_TOptte’ET _x m et D osgmt
propogation] _o TfEgo ¢ h mofoo e Ee” @
no subring vlanvlan_id vian_id:(1.4094) C ot nE < m e i D oom
o TEgo c h c h mtho e co”®
timer guardvalue , “mt *eto)E ay A "o h ot h E m o
g valueY 6 mn ® dH J RAPS 5o ‘ —- r e .o
- h ™ t e nMm — — — -
no timer guard — P mt~*eo tfEo &m0 e "e OO
timer holdoff value "mt v ete’E a  h =T . h> _h " e .
, T a e e momt o 'Ye b ¢ a m t
valut:YoncD(DMnf ~0:* tmy t* a hy co m ot
~ t - — l < ® < * < 1 <
— A M e o h a h x t o m ho “ae “m‘oem™t:o ‘ye °
t o -eomt 'E'o - , < — ,.": << . LA
’ X a e 'E e Y X c ce tcoo h tcoh
no timer holdoff "mt ~etdE "~ co xao ~:"e QOO0
timer wtr value "mt~et¢E a hy _otoh . “reoxm ~
. _oaaxt™toh h O NBAES NGBS E x t
value(1.12) , 2 KPTh c ot o~ e Y oitmt . crm e
a.,® m e ™ 7o o e mc h ™ eomt Yo d
no timer wtr "mt T etdR T c@ xao"\;”’e*'oq)
switch forced {west{ east} Tohm HCt*Exm_ ™ " teo o ¢ h
T /no Htoa * To  hx tmy x " "ee c
no switch forced ta_ ®eRhm ho ~e Y c h _ _ Q; e
switch manual{west | Chx ;ex O 7 "xTo" "."hogest(BabtyEo h t |
east} T /no h = =7 7ot 'Basywest).
no switchmanual t@® hoEx @ "o  xho
abort t "t tE “a e e YY e m ee
' °e xh " e ° "'Ee” @
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console#

a >

’”*’\145-[*‘061”‘61

<

X a o

show erps|vlan vlan id]

vlan_id: (1..4094)

5.17.7°"mthaho” o |pDP”

o
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*

©

X m t

X e

h o m

0o ™"e ”'[_[”501:

X
t

o O T
o o
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xm <t h o
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~
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*
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*
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~
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~
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0
h

Xx ¢ h

~

~
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a

e

<

~

h

c

< J—

g o ch "o “t"hEe . X3 St "t~

e
1

*

<

Joha” ¢ PHYO “tigp _ K

h

—a

4 " 'Ee o

R

c hom

~

console (config )#

lldp run

no lidp run

*h

t "P aaxt™tohx

nr

ctht ' aaxt™tohx

m c o

lidp timer seconds seconds(5..32768/30

m

no lldp timer

h

<
e o

—~

e

) t(zE_" X m;t"hnot om t

e

o h a

m to

e

< £ <
*teE;(

*
e
*

c

lldp hold-multiplier number

number:(2..10/4

no lldp holdmultiplier

t

YECTL S

e X

h

[[5t

]™ e e

e
*
[

Y

. <
otoho
— .

h

updatec "~
¢

c

-~

a
<

t

t o~
h o~

o h ~

—

o]

[[ 5t

m

Timer * LLDMoldMultiplier)

o}
e

m

+ 0 go| o

.
e x

h omo

e

a

e
*

A % @ mttno Ty oee

oc¢

m

6 t LI Mo e X8 NI, ¢

t* 9 o0%eo T e

to. -

t 658FHCLLDP . ©

m t

t

e ™ e c o X a

lldp reinit seconds
seconds(1..10k H

no lldp reinit

n|

*
c o

e
t

e
a
o]

=
Ee o,

h eo

h
. © LkDP” ™,

ac’'yh t o¥txo"h ot o[’
e

“mto* e teE

. e
[ *

c o X a o

T, e, 00
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guestvoicesignaling,
softphonevoice,
video-conferencing,
streamingvideo,
video-signaling;
vlan_id: (0..4095;
priority: (0..7);
value (0..63

no lldp med networkpolicy
number

lldp tx-delayseconds mt~e t*E" h’ X a X com X
c - to e[ [e5t ho ~ee .a X e
"” mt ™~ txm?™> R ’\o_“’“'Ee.g - -
seconds(1..8199k H V L& eTx tmyy %o Fhoo
¥ — a e 'E’ 5 : a e
Timer.
no lldp tx-delay "mto* e teE ; e co xao ":"e OO
lidp lldpdu {filtering | ch TthE a o *h ™ %ot _, 0 cc¥h”o ttoo__
flooding} LLDP - _ "@®;", e_oaaxt~toh Y
-filteringt x _~ °~ . | "LLDPY _; tto . LT Etm %X
T /filtering choto o™ [[5t _ ._"10;., e e~ _o
_f|00ding-[ X _"’ R - ) tey™ _-L(t to . [C[(5ht( =0
choto o’\[[5t . _’\’O;<e e ™ _ o
no lidp lidpdu "mto”e teE ; e  co xao ~:%e OO
lldp med faststart "mto~e st 0 "0 co toh e {55! T[]
repeatrcount number och = vy ao o cMED  "mt oa
noplldp med faststart number:(1..10/3 T omto ;H e TeE (; . ¢ co xao ;e . 'oc[p[
repeatrcount
lldp med networkpolicy ch Tte@”  To T Ty o " bHjJRE A0 oy
numberapplication[vlan co ™ t " xmtho mt ~ ¢ |~ee .
vlan_id] [vlan-type {tagged oc g oe” T'Ee .a " 7Y h*m " h e Y
| untagged] [up priority] number (1..32; -num_berT co h;f _0~”' coa h, cht m
[dscpvalug application (voice - applicationt | . © Y [ xe_e, Yz oc h .
voicesignaling , en” v A: )/SU*IZJ 2N] L2t A Qéﬁ¢ .
guestvoice ’ -vlan_idt , © e t__ "t Oﬁh f[ I'b Y e e
! -taggeduntaggedt ¢ ¢ h = t7*7y tho "eeo

et ~ ho ~eeo *x'(t"i[!bf‘
-priorityt ¢ h o h t tc h“‘“e*e’b"' ogm fyc e “ g
_tohoa x ho e ao*(" h{LOT
-valuetr e "~ ; e 5{/tX  mco TElx
Jm = e x_ " DSCRUE x®¢ T ®e O
~")<*‘t otch”“DS@@_’E c"h‘a(th
V\ " ta e network-policy, © a0’ eo t
com me Yt t Yy m o m o)
"( oe ™ c_I;*é<_e<e" )
"":ﬁn'E:*”’eeo( ch’:“ —o °-F’)“O[My.c"

lildp notifications interval "mto~eat®™Em a® T'Eex QO m_ohomt E ¢
seconds LLDP.
seconds(5..3600/5 -secondg ¢ _h o® h a eofgohoto  xm
m ao’ ot otch~ ™ tE e * o o
no lidp notifications “mitot e teE - e co xao~:-*e O
interval .o e e '
.0a>“e” h o a ® x he*t g h Etharmret
¢ ® ™ c¢chom™ oa~e " eoe mt k be*t ¢ ho Ethgpn’eta
console (config -if )#
C v ¥ Tl487 Lo a v e " hoe —a~xhe"tgh FEthermet
oa™e“ ™" € "o er: < K ¢ ] m t
X a o ' e < o - <
lldp transmit _" "h te’Eh 7" -x ¢ to co ¢
co X a o ’“; e et . h . .m )
no lidp transmit h = -h o[~ ¢cth ¢ Eh "~ :x ¢~ _ to co ch
mco TE"o Lo et h . m P
lldp receive e ch= 7 “ " h tc'p a c“chabo @ 0x [[5
e t h m (0]
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HELTEX

no lidp receive

= cth ¢ hE a c ~ t o c e

et h m [0}

lldp optional-tlv tlv_list

tvl_list: (port-desc, sys
name, syslesc, sysap,
802.3macphy, 802.3lag,

o e
1 fdz2S0o *xtoxt
LLDP ~ _ t @

remove} vlan id}

lldp optional-tlv 802.1
protocol {add| remove}
{stp]| rstp | mstp | pause |
802.1x | lacp | gvrp}

no lldp optionattlv 802.1
pvid

vlan id: (2-4094);

o Xx ao T

ocue*oe‘Tt\'E’e(.
I CHIEL

e

802.3maxframe-size ¢ _oa”e”"x ao’eo  TQO; tE O
802.3powerviamdi)/_© |°c e °oe ™ TEe . o ¢][ =
xao T-.%e QO | TLV 802.3powerviasY RA " ®™ t xtco ™F

oce*oe"TE\'E{. methommt_‘om co*’(h’_o
no lldp optionaktlv ._0O;. & .. t|"mt~e teE ; e co xao T".%e
lidp optional-tlv 802.1 ch  CHyE_ o c g cooe™ Y Eex.” x
{pvid [enable| disabld | ._"0; . - xmtho mt oac™ ct ¥
ppvid {add| remove} -pvidt t L5 et A m™ T
ppv_id | vlanmame{add| ppvid: (1-4094); -ppvidt " ° * t Ekx " T, tE ttzxL5

’E‘m“K)f’fnvEr‘\* t rE
Ekx "~ T t E och 7

-vlan-namet ° © eoa h 4

-protocolt " o™t

lldp managementaddress
{ip_addresg none |
automatic [gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet

_ o h ajj-gdddress:
AB.C.D
gi_port: (1..8/0/1..48)

“mto* e teE e c o xao T "e O
c h »:tx,@h -~ MY,OV -~ R h m 2 0 %
et h m (0]

-ip_addresg ~ tm oy mpr~"th —m n .

_none-[x_"' - - . t ¥ -t o - e

-automatict * __ R S
L F h ~ t X ¢c h ™ ~ry

mco TE’o -
h *m ’ hc heo ty

LLDAMED

- - O @
fo_port| port-channel “"h mo """ eeo0 o et h
_port] p : te_port: (1..8/0/1..24); ~° - h PPN “ |
group| vianvlan_id]} p ) ' Jm et .M SUKSNYySsSu
o_port: (1..8/0/1..4); ch e~ “{ k[ 1b3 to "ree
grqup (1..48) __T0O; e mc mo 0g a0 ’he my
vlan id: (1..409’4\. L ¢ m e e v e Ipr Coh—mo. o
[¢] X a o -‘ev . ’ 2 = <« e
S i ta K _h N | =L =C
X c .o . o€~ e~a S pmTh gno @ Jm 7
0 c h o ﬁrY t * * el —_— < -
< < < m - h m > otmxtmt
- t oa™t 1o« —_— < < N “
- 7 h =~ ot e ™ ;|p_"’""Ee<.mm X i “c
ao’e . g mt P ":h mmo o
no lldp management CTTTXENT WO R om0
address
lldp notification {enable | . Ch tKE"®Echo tEch ™  x x T oa
disable} co xao ":"e Ol et h m @
x " oa TIDP_ _|-enableth ™ ~h =~ tT
"Teh e -disabler " "ch "7 t @
no lldp notifications "mt~e tef ; e _ co xao ~;%e (0
lldp med enablétlv_list] tvl_list: hetwork-policy, | _~ "h t "R co TE o0 Te o hTm " o h
location, MED.
inventory)/"ch < _0a"‘e°x ao bdo o:it’o“HOG’)Qf“cE

me ¢, " TLEe - 9

lldp med network-policy

T e Tom © L 70 LyRSUAGCENT ~ ° € o @ %

civic addressdata| ecs
elin ecs elin_data}

(6..160° ~ ; t
ecs_elin_data(10..25)
o . t q)

{add| remove}number -addte ™ "e™ ;~ 't ch~ o
number:(1-32) -removet x © © 7Yt ;eh ™ o To
_number'[eoa<h Ch"n"\"(_‘b
no lldp med networkpolicy ST teR 0 To WRSIASENIm T " e e o
lldp med location T"T®E mtoco To’ e xmtho mt
{coordinate coordinate] coordinate: 16 = ; t |6 e~ ; e c~*h~a th~ §20 GA
civicaddress civic_address_data -coordinatetr © " h - m m omt a 0o h

-civic_address data™ " a e mth~t e .
xmtho m t T

-ecselin datat © " h _m
ANSI/TIA 1057.

o Fa~t eZgoac
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no lldp med location ST TEMtho 0 ¢c”h™a th™ a
{coordinate | civicaddress
| ecs-elin}
lldp med notification O h tZWETEhe tgch” - x x o "oa ™
topology-change {enable | ., a _e e~ toco 7o O
disable} - . -enableth © ~h 7 t otch® = x x
T/ ch e . - »
- disablet c h ) - t otch L X
no lldp med notifications “mto¥ e teE ; e co xao T:"e O
topology-change
/ - t[-5t X ch e 'Yt cohtsh "~ colxec¢xQtm'’y e *
V t ~ a h x cc Y ch e’y "oachMmbB®Y"t emeoyp”"[q 5
- " c oh t h x c ¢ [0))
~ %ot~ choto o ™~ [[ 5t e s m t ot mo m
V otch™ 7r'yotm'y ‘c*h® @0 a *h@t m*'y¢ ee.” 59 ccohhott*og ¢p
Jm = c o t oetho ™ hx tm 'Yy co ynuHom:- ¥ to
o e > t o o} “e O
oa”er” privilegedEXEC
¢ ® ™ c¢chom™ 0oa”™e °pFivi1egedE‘D(E(D 0 h ’ a ~
console#
7 71487 .o a ” @ ! priVilegedEXEC
oa“e" "~ _e~’<e*<,_\K: ] m t
c o X a o , ® e <
clear lldptable [giga- mt o ttE T gx " h mog mome *he ' g
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) e"ed t ' E ¢, _ " o0oTa e~ ¢~ "
gabitethernette_port| for- te_port: (1..8/0/1..24); | MED.
tygigabitethernetfo_port| fo_port: (1..8/0/1..4)
oob]
show lldp configuration[gi- L0 _""tL'EDP_o e xh*e . .Mm_ 92 .
gabitethernetgi_port| gi_port: (1..8/0/1..48) [x m t h o5 mT "o T Tee .9 et h
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob| detailed]
show lldp med configura- Lo "t e h ™o h = m h e g Qebh o
. . . . t nh mo”* .o .
tion [gigabitethernet gi_port: (1..8/0/1..48) |- " < ° SELL Mg mene 9
gi_port| tengigabitethernet : .
te_port| fortygigabitether- te_port: (1..8/0/1..24);
ne_tfo_portl oob| de- fo_port: (1..8/0/1..4)
tailed]
show lidp local O _"t|IEDP e oha® ¢ 0O _otohx QO ~s
{gigabitethernetgi_port| gi_port: (1..8/0/1..48) |[c o h t &
tengigabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob}
show lidp local Lo _TUtm’E "t xmo ¢ h T hx C[ 3
tlvsroverloading . . X
[gigabitethernetgi_port| gl_port: (1"8/0/1"48)_
L te_port: (1..8/0/1..24);
tengigabitethernette_port| fo_ port: (L..8/0/1..4)
fortygigabitethernetfo_port —port (% v
| oob]
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show lldp neighbors o0 "™t oha” g O 0o mom e 9 xm
[gigabitethernetgi_port| gi_port: (1..8/0/1..48) |[h ~ ot~ 't choto o™ [ 5t @
tengigabitethernette_port | te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob | detailed]
show lldp statistics Lo rmE T L omt o x [ [ 5t @
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port | te_port: (1..8/0/1..24);
fortygigabitethernetfo_port fo_port: (1..8/0/1..4)
| oob| detailed]
h a h o Te e Y oa~e?-”
A ~mt e d Ty HEI/OA0M T 7 x @vc o 7Tp¥rt-desciption, sytemname systemde-
saiption.4 ~7Y" e eoe to h "o "n"x ch E TYOM 1010.10.70.

console(config)#

configure

console(config)# interface tengigabitethernet 1/0/10
console(config -if)y#  lldp optional -tlv  port -descsys -name sys -desc
console(config -if)#  lldp management - address 10.10.10.70
A omaot et 'E x[HDPec, O
console# show lldp configuration
LLDP state: Enabled
Timer: 30 Seconds
Hold Multiplier 14
Reinit delay: 4 Seconds
Tx delay: 2 Seconds
Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac - address
Port State Optional TLVs Address Notifications
tel/0/7 Rxand Tx SN, SC None Disabled
te1/0/8 Rx and Tx SN, SC None Disabled
te1/0/9 Rxand Tx SN, SC None Disabled
te1/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled
“ % T14@T7 ¢ v h “x TUEt "t o
o c m ™ e
Timer ch "tyE_~o xMmho mt to p[E&@ ~ "¢y Y
e TUE T, L e (TThTinfeTolivg™ Y ¢ h e 2™ 0"
H0|d|\/|u|tip|ier m t -y t : e _otoho 0 e x> eo x ° h
o m % hTorke Tirmer* Hold Multiplier.
L c h “tafE e a ™ T 'Ee o e h a 'yogt oha Y c och th *~7
Reinit delay com .~ o m~ mo @ " @ [V 5t
c "tE‘"(h X a X com’“"xQ*ﬁ&J*Z(:eh*
Tx delay h o e e 9 T a e e Ya e " e ~ %o m
Port 'oa(h‘coht”"
State > a h ™~ %ot coht=® * 77y choto o ™~ [[ 5t
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Bt * °o m(Bridge;
Rt :~h "hxt =~ toh ¢w2dziSND

Wt o ;" 7 9-Fi(WLAN"Accéss Point)

Tt . 7. oe 668t SLK2ySO

Dt DOCSKsm t ho mt o §5hy/ {L{ OFr0ofS RS@OAO

. h .o 3 “ Dpac.g . ¢¢{ +
¢o a o e ” : e YY
. pDTLc*m"e coht"™
Optional TLVs SNt . mt  acw a vy
SDrt c m ™ e o m m t a
SC[ o a o e omt m m t a
Address s h m xmtho m t ‘z_omm)dn’:'."' e hY;)*‘ tm "
Notifications ~_" .h™m o 3T 7e"ch " e . x ||IDPoa T e Y
o] A S = e oha™ g O o m o m e 79 Xxmtho m t "9
console # show lldp neighbors
Port Device ID Port ID System Name Capabilities
te 0/1 0060.704C.73FE 1 ts -7800- 2 B
te 0/2 0060.704C.73FD 1 ts -7800- 2 B
te 0/3 0060.704C.73FC 9 ts -7900-1 B, R
te 0/4 0060.704C.73FB 1 ts -7900- 2 w
console# show lldp neighbors ten gigabitethernet 1/0/20
Device ID: 02:10:11:12:13:00
Port ID: gio /23
Capabilities: B
System Name: sandbox2
System descrip tion :24 - port 10/100/1000 Ethernet Switch
Port descrip tion : Ethernet Interface
Time To Live: 112
802.3 MAC/PHY Config uration/Status
Auto - negotiation support: Supported
Auto - negotiation status: Enabled
Auto - negotiation Advertised Capabilities: 1000BASE - T full duplex, 100BASE - TX full
duplex mode, 100BASE - TX half duplex mode, 10BASE - T full duplex mode, 10BASE - T half
duplex mode
Operational MAU type : Unknown
~ % T1B@T ¢ m ™ e h x TEt * t o
o c m ™ e
Port 'oa<h_coht”"
Device ID "a 'y ".‘“*ia!ry\ mo m *ez ) xmtho m t -
Port ID "*(et*l*_’toh coht‘.mom(*e"o xmthomm
System name ..Mt aeo *a_’Yxmthommt~’"
Capabi“ties ] eeo c o o cC m . > t t c xm <t ho m t Y

H-[6<t<“o< xmth-,ommtho ol 2adyv

rt _o_toh t TE SwSLISIG§SND

ot ¢ e =~ mt e dhiKSND
Systemdesaiption ¢ m¥e ~ mom “"e o xmtho mt ~
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Portdescription c m ™ e coht™ m o m " e 0 xmt h o m t -
Management address s~ h m xch ™ 7 e 'Y xmtho mt o0a
Auto-negotiation ¢ch = 7~y t 3y co”™7 h ST tmy & T toa”t
support
Auto-negotiation ¢h ° ~wy t 3y TQO; e~ T co”™T h> "~ " ot
status coh t”
Auto-negotiation J¢ch T h7y ta .y co” " h R xe_ €. . .
Advertised e Y coht”
Capabilities
Operational MAU T fo 4 gl kmtho mt
type
517.8" " mt h o - c hoto o —” h! a
EthernetOAM(Operation, Administration, anéllaintenance, IEEE 802.3ah *x ¢ _xh o e Yy _ " e
c h o " ™"ee . g ch “mt~ ~ YOt mo ¥ o c hoto o aoe
c h o e oha® ¢ 0 momt o "Ye “ e~ T a T X e
9GKSNYSI mco TVE x Otm 'y ¥ To " ex.mgt Ld oo b T™o Rleg.
mt~e ™" ht L999 ynH®ol KO
.0a~e” h o e a ” x he*t ¢ h Ethareet
¢ ® ™ ¢ hom~ oa™e " eoe mt k be*t g h Ethe’pn’eta
console (config -if )#
- F A;]_SE'['“ .0 a e " . lo( e . a "' X he "t @ hx E(thgrﬁlef’
oa™e"™ "™ o ’<e*/_\K: ] m t
co X a o : < e L
ethernet oam tpt —O- J¢_T0; tE co”" h x 9gUGKSNYSi
no ethernet oam — ‘ t_T0; .t E 9GUKSNYySG hta e~ _
ethernet oam linkmonitor “mto*ectoppo o T - mt ~ o’ Fo
frame thresholdcount 6¢c  h o™ xmt~e™ Tgtherfief oam likmoniter ~
count: (1..65535/1 frame window).
no ethernet oam linkmoni- fommt ~“eefE ; e ~ co xao T-%"e OO
tor frame threshold
ethernet oam linkmonitor "mt~e thg a eeo choa *xto "7
frame window window window: (10..60Q/100 [° ~ "o &
no ethernet oam linkmoni- am fommt ~“eefE ; e ~ co xao T-%"e OO
tor frame window
ethernet oam linkmonitor "mto” e ctofo MY T LT F RALIBHNAC2 R, 06"
frame-period threshold xmt~e™ o a™ egtherret oam linkmonitor frame-
count count: (1..65535)/1 | period window).
no ethernet oam linkmoni- fommt fEe™ . e ~ co xaoT:."e OO
tor frame-period threshold
ethernet oam linkmonitor "mt~e thhg a eeo choa ’xto . "7
frame-period window win- ) ) LISNA 2 R méo &
dow window:
no ethernet oam linkmoni- (1..65535/10000 fommt ~ eteE ; e ~ co xao T:."e OO
tor frame-period window
ethernet oam linkmonitor "mto~ e ctopo Y T LT F RALIBHNAC2 R, 06”
frame-seconds threshold count (1..900/1 xmt~e™ o a™ egtherret oam linkmonitor frame-
count seconds windoy, m  _x e " " 9
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console #

no ethernet oamlinkimoni- fommt ~ eteE ; e ~ co xao T:."e OO
tor frame-seconds thresh-
old
ethernet oam linkmonitor "mt~e thg a eeo choa *xto . ° 7
frgn&e-seconds window window: LISNR2Rn @
window
no ethernet oam linkmoni- (100..9000y100% ™ fommt ~ eteE » e~ co xao T:."e OO
tor frame-seconds window
ethernet oam mode {active "mto*eht E a h* %ot choto o ™"
|passive} _active-[_oaaxt"toh comto 'Yeeo otec
T /active _passivet_oaaxt”toh e“;*e”“(t otec
ch e T h!at5)] mo .m¢th
no ethernet oam mode fommt ~etefE ; e = co xao ™-"e OO
ethernet-oam remotefail- ¢_T0OgfgB "  h o x o Fh ™% o i |xA f )
ure T/ ~0; ., e =
no ethernetoam re- - ' fommt ~ ete’E ; e =~ co xao ;7 e 09
moterfailure
ethernet oam remotaioop- ¢ TQOrR"™ h x _réntote-laopback
back supported 1Pt ~O: d
no ethernet oam re- - ' fommt ~ eeE ; e ~ co xao T:."e OO
motetioopback supported
ethernet oam unidirec- ¢_ 7Ot gFe _eg, O 0oFe~hx’ e 'Y o eo
tional detection tpt —O- Fr  choto o™ 9{HKSNYSiG h! ad
no ethernet oam unidirec- - ' fommt ~ ete’E e co xao T-"e 0O
tional detection
ethernet oam unidirec- ch "thge™ ¢ O _ocaaxt~®toh~ e~
tional detectionaction {log m_ Y EY
| errormisable} -logtotch~ —~ fbhbat {NIJF LI R
1 /log -errordisabler ¢ _h _ _o" coht* RpaAM3PH
"c'm'E“ xhe""* otch"»_‘ {
no ethernet oamunirdirec- fommt ~etefE ; e ~ co xao ":"e OO
tional detection action
ethernet oam unidirec- ¢c_~"Oor tgmm e . ~h * a och 7
tional detection agressive 0o"eoe™ch® "~ eeo m Yy ¢ |m7T
—_— c _h mt~ Qt ch go °m*oto’E" gTLp’KHQQN_\ySlj
Tkt _"T0; ecoa( ‘“(tm'Y_‘_o*eoe‘ch‘“’“(e
no ethernet oam unidirec- fommt ~ ete’lE ; exao To"e O
tional detection aggressive
ethernet oam unidirec- "mt~e thhg a eeo et h ~ 7 7 vy
tional detection discovery e”™ cohtx @
time time ) A .
no ethernet oam unidirec- UAYSY opo fommt ~ ete’E e co xao T:"e (OX >
tional detection discovery
time
oa~e"” . IprivilegedEXEC
¢m oa~e” STomt xc e © 7Y ¢ch ¢ "7 +® chhoo n““e e 00 @™

* e ok O -

_
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* 7 T152T

coa e’ o priVilegedEXEC

oa™ e "™ "™ ¢ v« e,_: . K ] t
cC ox a o , e < @ ooox <

clear ethernet oam statis- mt o mttEt o omt o x "9 'K SNYSU” ehel oa,
tics [interface{giga- gi_port: (1..8/0/1..48);
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oam discov- to™hhomt o "Ye choto o™~ 9 K
ery [interface {gigabitether- gi_port: (1..8/0/1..48); et h LI 2]
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatis- to™hmiuE"t mt o a e™ choto
tics [interface{giga- gi_port: (1..8/0/1..48); |© Y x _~ " eeo o et h . Mm” P
bitethernet gi_port| tengi- te_port: (1..8/0/1..24);
gabitethernette_port| for- fo_port: (1..8/0/1..4)
tygigabitethernetfo_port}]
show ethernet oamstatus to®h®"Emtho 9UKSNYySi h! a
[interface {gigabitethernet gi_port: (1..8/0/1..48); et h .m
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4)
bitethernet fo_port}]
show ethernet oamunimdi- to®hMmemto 'yYe  a g*e ~“~a” och
rectlon_al dgtectlon [inter- gi_port: (1..8/0/1..48): o eoe”ch® " ee . g m Y . Y
face{gigabitethernet ) :
gi_port| tengigabitether- te_port: (1..8/0/1..24);

- . fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
ethernet oam remotdoop- TTexmt tE cho gyfirm”"mmn koade
back{start/stop} ethernet oamremotef 2 2 LJo F O e~ x _~ '~
interface{ gigabitether- gi_port: (1..8/0/1..48);
net gi_port te_port: (1..8/0/1..24)
ltengigabitethernet te_port
}
h a h e . e Y oa~e?"

A to*h~ " t'E momto 'Ye gjgabiteternetl/0/3: " ~'Y coht”

console# show ethernet oam discovery interface GigabitEthernet 0/3

gigabitethernet 1/0/3
Local client

MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision: 3
Remote client

Administrative configurations:

Mode: active
Unidirection:  not supported
Link monitor:  supported

Remote loopback: supported
not supported
1500

operational
no loopback

MAC address: a8:f9:4b:0c:00:03
Vendor(oui): a8 f9 4b
Administrative configurations:
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PDU revision: 3
Mode: active
Unidirection:  not supported
Link monitor:  supported
Remote loopback: supported
MIB retrieval:  not supported
Mtu size: 1500

console#

5.179" " m t h @ h o o CFNM{Connectivity Fault Management)

©

EthernetCFM(Connect|V|ty Fault Managemen), IEEE802.1agc h _ " om t "x e "¢ t e~ ¥ 70O

- _ M s

YS co m xm¢th*m eyﬁ{ eguKrgtN‘g[‘Sugoma' oYY oet ho
h o “t 'E cho® ™ ae . X omomot m t e t ¢ ho -
Y m t (0
hoto o oc h h x t m ™ " x Q" a c o e 'Yt Ya Y
A Maintenance Domain (M) x ; *mto m t 3y chkca™" "7y wt o e a o
A Maintenance Association (MA)mo o xceomt ' _oe ~-e . g to g — 6agt
o e” o . _  “glelts HalAyhSyl yOS | aa2OA (A2 ye LR
m* T
A MaintenanceassociatiorEndPoint(MERT _°o e feo®™'Y* m h m~ 3 h“mco "o’
e, e T
A Maintenance domain Intermediate Point (MiPf h o a ~° x t o ;"eo™a’y e ~
oa™e" h ’ a "~ o T Y T 'Ee o 0 o e X h h o e Y
° ™ c¢chom~ oa™ e " eo mtho h ’ a ” o ¥ * T'Ee o 0 C
console (config )#
~* 71587 .0 a * e h ¢ * 4 = 'Ee o 0o e x h * ¢
.0a™>e "~ "~ - © '<e*<AK; ] m t
c o X a o : < @ N <
ethernet cfm domainname L0 t"E T mamece)EFM oa e” gab5y
[level level] name:(1..32) {ylrYySn _t_ cechh> a _oe  xh ho
O, a_ o 7o -levelt xho e E [ Ca "oa e” @
no ethernet cfm domain level: (0..7)/0 ST T@EM oa e gabiname, @ e @
name
oa~e" h ’ a "~ o e X h h o “ e Y T ooa e ™
¢ ® ¢ hom~ oa™e " eo mtho " oa :eh a o e X h
console (config -cfm-md#
* % 716547 0 a * e " . h ’ a ™ o@FM“oa(hMD»o()"e Y
.0a™~e"* "~ e ,(e*;\K: ] m t
co X a o : < @ oox<
i ~ et > o6 ahe A ¥ " a
id { dnsdns| name name name: (1.43) a o ’+E . L. he7 Caabuod )
| macmac_addresaum- dns: (1..43) " e A% L VU EY
ber| null } A T -dnst dns, 2 YT
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mac_address :HHH | -namet t A, _mto ~ 'Yy mtho = T
TH:H:H:H:H:H TH- | -mac_address number MAG' ©h m . m To o
H-H-H-H-H *(et _“toh °oa(e"'|’
number. (0-65535) -nullt b! [ et . “toh @
no id Lo xao Tidfiame
moot o tmt x"mt~etdR "~ 5 co xao Tr"e OO
" o0 a e ~
service port
{ vlarvid vian_id| L0 UBFM R om dal 0 T ch Y
namenamel h(’*a_oek*'xh*ho””e*'ym(h_
numbernumber}
no service port St TaEM N m bal b
service vlarvlan na;l:n(_lld;%..me?@ s 10 UEBRM b My gl 0 Y Tse[el.h mo eo
{ viarvid vlan_id| number- © é5535) WDty _ v h a _oe X hoho .
namename| m_ h m=* a0’ t T .t'EY
number number -vlan_idtreca h +[ 1 bT
-namert t _mto“"'ymtho_‘T
-numbert ; M To o o7 et . _ T toh @
no service vlarvlan_id ST T TOEM  h o o mehgaly Teeo o 4

Wt yWARN®

mip auto-create [lower

¢_TOfE toa~tmo "M Tehoa *xto e

mep-only] m_ h m~* daltyd _hoa xto e ..
i r t oa™t e " m 9 coht” g3 e® otoh 5 ¢
mo 7 ~e . ot '(0"'“ Y Ut T'Ee . éploy fadrf h mZ {7205
m c m_ "~ ec¢ohwoitgh 7 x mo *~° " e"™
no mip auto-create "mto” e teE ; e < co xao T:-"e 0O
.0a™*“e?”" h ’ a "~ one h mh h o “ e Y
¢ ® " c¢chom™ oa~e"eo mtho " oa [ a o e
console (config -cfm-ma#
“ % 715G .0 a * e * h ’ a oCENMP . h x hMA)™ o ¢~ e Y
oa™e" ™" € " e/_\* cKkoE ] m t
X a o : ~ e . (@ < @ - <
continuity-checkin- “ Mt~ eto - - )
. . Bt h Contirrity Check o © e
terval interval interval: (1, 10, 100, 600} 0 ‘ - ty
_nocontmwty-check Im “mtTetoR* - co® xao ~:*e QO
interval . i et '
direction down “mto* e et h” - e _oe peo t o
e mogo” oy ®
— T = e e =
no direction down mto~ ee“gh~ ~— e ~_o0oe -eo0  to
Comgo Tyt
efd notify erps ¢ TOpE chx R o a 6_\06 e h x> a e
momt o "ye E‘RF’S m o eventsprO‘ﬁagatlonllnk
1/ -_"T0; e o failurefrestore, e ~hx ' e 3 m" Y’ e otmtho
¢ o a o "Charinuity Check Protocol (CCM)
no efd notify erps t_T0;, tEotch” x x ~Toa™ e
mepid Jo® "t Fex Qeoxm h m~ 5a9t Qo m
A rQ T reeoax m h mx o
“ e eo _oa ~ e o omx "~ m t
id: (1..8191) V a9t _ m_h S mx @ a9t mo °°
ho e Y et h m* o
no mepid ST TR e x feoxm h m” 6a9tuvd
mip auto-create { feo Ax'a.o ;t e' _TOfEtoa~tmo "M teoa x to -e
lower-mep-only | mec o E" x n  h oo oaLthJ W o a “to e
none} m oe x h h o < o ox o < !
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,

"oa e"™* 3y _|mo “ Otmcyo k™" oy e _otoh . g ¢
e ™ g0 " tm 'y m| " o% 'y~ ~Ee c™h™a th Y
i lowermeponlyt , m _T0O; "  t e c
_oto h . 9 x mo - " e~ _oe
i nonet € mo - ° ~ “t '~ t oa™t
to . ~ om h m” faltyd
no mip auto-create "mtTetdg” ; ceo xao T:"e OO
oa™e" h > a "~ o e x lEthdrnet ~ e Y et h m =
¢ ® ™ c¢chom?™ oa™ e " eo mt h o h Ethernet eote h
h x c ¢ cohto Y
console (config -if )#
“ % T16@T .0 a ~ e " . h ’ a ™ o e X Btherhet ~ e Y e t h m
O A =
.0a™>e""™ "~ v« * <AK » ] m t
c o X a o0 ’ < - oox <
ethernet cfm mepmep_id
domaindomain name Lo ‘t"ggr et h - om  o0oe .eo0o  tgd
service {vlanid vlan_id| mep_id: (1..8191); L Toet . _meéptidhoye x " " eeo o m
namename| number domainname: (0.32) |"°c&a e ¢ _h go?7 h ' a _oe
numbe# m a o 7o
no ethernet cfm mep vlan_id: (1..4094);
mep_id domaindo- name: (0.48) . a _ o
main_nameservice {vlan number: (0..65535). |~ " 7 T_'B e x @eoxm h m m~ et h — m~ @
id vlan_id| name name|
number numbe
oa™e?" h ’ a "~ o e x h h o e Y o e ;e o0 t o
¢ ® ¢ hom~ oa™e " eo mtho " oa eh > a o e X
console (config -if -cfm-mep)#
“ % TGgr .o a e " . h ’ a oCFM_o© e x hit eolo:o(MEPe Y
O 5 =
.0a™>e" ™"~ v« * <AK » ] m t
c o X a o0 , < - ox <
active 0/ ~0- e C_ T O RPex@eoxm h m” 539ty
no active - oo |"mt T ecde”t Fo xao T:"e OO0
continuity-check enable C_T0; ., e . Corttiruity” KS Q1 moo® " e |
no continuity-check ena- T/ _ 0 L.y - GOR * - c@ xao —-"e o®
ble * - Te < * 1 *
COSCOoS "mt"eto'E*;ceh o h t t /Q{Zm N
cos: (0..7)/7. otch~ CoMintityy KSO| moo ™ " e Y]
no cos ‘mt‘eIO'F_e‘;cen X ao T+ "e (o))
alarm delaydelay ) S_"tEet h o7 ot h 5 co m t
delay: (2500..10000) e h ho *t oEmy * ~n Yo
amgKHpANN t—— T
no alarm delay P mt " etdR ;.0 6® o xao ;e 00
alarm resetinterval . " _T"t¢Ehoa o’ xht a e 3 co mt - e
interval: (2500..10000) | . o T m*hom ~ ~n ®
ank Mannn ar = — —_—
no alarm reset mt " etdR .t xao ;e 00
alarm notification { all | ¢_TOxE  Toay ey och ~ T ee . g
error-xcon | remote-er- L /macremote-eror- Jemo 7oLt
ror-xcon | macremote- -allt . mm o * . pefRDI, DefMACStatus, DefRemote, DefErr]

error-xcon | xcon | none }

xcon

DefXcon;
-error-xcont t © T g0 & . DefEivor DefXcon;
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HELTEX

-remote-error-xcont t © TfEo0 & . DefRamote, DefError
DefXcon;

- macremote-error-xcont t © ""Egﬁ" - befMXCStatus,
DefRemote, DefError DefXcon;

-xcont t o 'E_o mo* .t  58§F. 02yT
-nonet X _ °oa"‘(e*'Y ot_""o;(e [0
no alarm notification "mtTetdg” ; ceo xao T:"e OO
.oa"e brivileqgedEXEC
‘,‘*° ™ c¢chom?™ _oa"‘e’ppivqeged@)(E@o_ h("a”'
console #
T * T158r Lo a @ ! prijilegedEXEC
.o0a"*e" "~ € ;<e*<AK: ] m t
c o X a o ’ < @ oo
show ethernet cfmdo- VI YSY 6mMbddol to*h1eE oha~¢g © of x =~ ~eeoa
main [nam¢g - tot ' : -
4. ~ P % % -~
show ethernet cfm errors T Lot E ohate 0O O ° —"o
choto o™ @
sho_wethernetc_fm to*ht1e oha"¢g O o "o ~ "Fe .o
maintenancepoints { lo- T o e e .5 to: * o5 m M 6agt
cal | remote } - ’ T -
show ethernet cfm mpdb YIEYSY omoddn
[domain-id { dnsname| mac—addressHAH.l—[ - to*ht1e oha~¢g O o choa “t o
name | namenamg mac H:H:H:H:H:H " H-HH- | e A, . T - "
dalLt o Y x eeo 0 o a e
mac-addressnumber| H-H-H;
null}] number:(0-65535)
s_how ethernet cfm statis- T to*h ICHM t Zt mt x "7y om0t
tics - ' - -
show ethernet cfm statis- domainname: (0..32)
tics domaindomainname m a0 7o
service {vlan-id vlan id | vlan id: (1..4094) JtoThICHMAt Tt mt o x T TY ox ot
namename| number name: (045m a o
number} number: (0..65535)
show ethernet cfm statis- . JtoThICHA LTt mt x T Ty x "
tics mpidid id: (1..8191) m_ h_ m" 6a9t0®
51710 " " m t h o x e™ @exlink
Flexlink T _ xe _®&_ 7y ,h o che "&~ "e™ . ee~ 'y "~ 77y of mc . e
c h T . " ~ee fordy ¢ amo_ Yt e "PofoSkehanfel ¥t SHKSNY S . [I2 R
et h m o e ™ 590 ° tm "y T o h o “ e eo a momt o 'Ye
~ * h e t o hoa et h m b
.0a™~e " h i a o e erthérn(eE“’eet’Yh e t mh”™ hmx*c ¢ c
¢ ® “c¢chom™ oa~k " & oa mtae x h h o ~ e Y e t h
h x c ¢ cohto Y
console (config -if )#
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“ % T165@7 .0 a e " h ’ a ™ 0o e X h h o ~ e Y e t h m
oa™e" ™"~ _e~’<e*<,_\K: ] m t
c o X a o - < @ hd <
flex-link backup { ‘;_A*'O;ﬂEX-f AY1l e~ et h .m*mh(* e e oea"
tengigabitethernette_port et h  mx _hetT'B g _GAdYL] cTEhS Ed
| gigabitethernetgi_port | te_port: (1..8/0/1..4);
port-channelport_channe) gi_port: (..8/0/1..24),
no flexlink backup { port™hannel (148)/t ¢ ._TOflExf Ayl e~ et _ h_ .Fm"ee . x
tengigabitethernette_port et h B AY] cF{hSED
| gigabitethernetgi_port |
port-channelport_channej
flex-link preemption mode STt _meth co e 'yt et h o
[forced | bandwidth]| off] flex-link:
_forced-[(m"‘ co*e'Y“ oomy et h
o e mt ™ e t ”‘_t e .a et(h . m o
-bandwidthrch* co " e 'yt ’m" ~e tt ’h":e(.ma
T /off et h o.m o m fo TE’ chocxm eo
_Off-[co°e'yn'*mm'y et h _m om ot
momt o 'Ye L. (0]
no flexlink preemption ¢ hexe; e = co xao ~:"e OO0
mode
flex-link preemption delay TTtTTEh ay ot ¢ h g0 ™ ot TQO; ¢
delay {dzLnx co cho ™ mt o oho o
) xmt ~eo T e e oflegxlink preefngtionangde
delay:(1..300/35 “delayte h o _h_a e 3 om__xe-®-"
no flexlink preemption ¢ hexe™; e = co xao ~:"e OO0
delay
oa~d” > a* [INAGAfSISR 9.9/
¢ ® “c¢chom™ oa”'e"'ppivﬂeged@xE@o h ’ a ~
console #
% 7168t .o a "~ e " EXEC ., a~
oa™e" ™" ¢ ’<e*<AK_ ] m t
co X a o DT <@ . <
show interfaces flexink
E?ett?:leeri]e{tttinggr?i . te_port: (1..8/0/1..4);
: _porti g gi_port:(1..8/0/1.24; | o "t B e xh* ¢ Olnkxe_¢. . Ft$
gabitethernetgi_port |
port mhannet (1..48)
port-channelport-chan-
nel}
5.17.11 " " m t h o x e™ ¢ayer 2 Protocol Tunneling (L2PT)
T x e _'Ygayer2 ProtocolTunneling(l2PTjc © = oc™h7g ctx m = t 'E m "™ " |9e .cg”
hoto FmDa‘; h m t 'E ¢ ho - B h~ 3 to co o Ty mt FZcho
[Ht¢ e “cmx T hx t t5rtceh’c § h™"e t: e o a he"d‘eaa%;hatx.
ocoaaxt®toh ¥ ot oh o’ s t m c c "~ T Ee e “ cm X
0 o Ty it co TE"o ot ~'Ya . © h(h'b"e”"Yt’E he "omat g ©Oh gy
.0 aaxtmt o pNMESOOO h "omt ™o aYQte em T CcEm x “hm Axo’ ”"*te’E. c

oto

__o TACP, LEDPARS
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|m ™ A’O; ct P t[o|_£_t¢¢f"z° Ty oaaxt™toh [ S / 5
m Y ox O" ® h 0: X oe mo aaoa tx ht "y teo~h tlo e m o ® e e e “c h 'ya
(. mx B4 h a h h"‘*ot.)cp X" @ @ha*[erY¢08’“o'a eme t a o ¢ t
c h m* e ™ " 'E m t JE c ho ~ ® h ~ ®
A
PDU
CeTtb
nposangepa
[ rou] | Switch 2
PDU
D B
C
m x BA4q h a h h %ot . X e I [ Ht ¢
s ™ o0h t a h * % ot X e ¢ oe™ ™" m ™ " x QO Y
e _"cmx Tye, YY
1. Sm [ W t5! ¢ _h _ o ~t._ ~Otmy e” [t
2. o " m m|PpPToac™h ® ’.E'Yottc[[_m)d‘tohoax moot pPpDYmtc hxo t 7 h
hy t 3 __7T0;.e” T e” 'Hc@pue xmth o o ofitial YIRPciR Oty ~
e o o.ch[o|.]0 o —~
Im&”"mtho TQO5F &Y
- o m coh t . i[!bz e ~ otoh . g ’“'O;""‘;eho t x e e .
- 0 m coht . +t[ ! bZ e ” otoh . 9 . ~0; e o
-~ —~ & , 2 . . » .
e _Tcmx .mhot:_s"leé] o,moanESt-m@tlorl\/lAG’hﬁmoaZ . a e ee
e ” t x e e T 'Ee . IO
Jm = e “mtho - . ~0:; e” 3y toy
- PDU “Tth h *~ tm'y o%h "~ %ot : mo ot tmt x O 0
| _"cmx Trye YY
1. T o "ee'"@P[E’[hermat_"‘fhno allfh @b ae™ - ~e” “ayceh. c o Tq

e 0o " eo a coht_(}dzy'Lg"f'o;()ee’“"e’“mmt haoo

* * ® -

“_oa” d2protocoki dzy' y St koFoRaiNG @ 4 PHq o _TrO; " tm Y to TE o

.
0

. _—
0 s 70 t Yy
o ,
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2. h c h 7 “t ¥ Tch mGtave Mmooy mbh HYOD P e me ~ ;”’""" c
co " m ) mLZp'JZa X o Dcohh("”’Y( ’\.C'le a t c{_HB e & 0"“"Y,0 o 't cg‘:' o} ",“*o “c_hxo i
h vy t ’\’O; e ™ - e ~ cohtx ¥ m ot oho o)

]Zbrotocdkﬁ dzyyhé_f e * B '

¢ h"o0*teoe oo 0~ [ H

—_

Jme:’mthow_"‘ o 'O;(e”‘z t oy
- coht ¥ m o txo:h oe o e* T mexo T2 K AShF e . hg5tm g m
guard.
] m e:’mth“o_'_’o,( e ~
- o omo c o h 't i['bz e ™ _otoh o) ﬂ_‘_f“@jy(eo
B “cmx 7 ho. ™ &ua . t 5]
- 0 .m c oh e ;c[ll(brz. 9 . _’“o’<e0 tx(eten<'Y‘*hc
e “cmx T ho._. *é&aea t5:
.0a™~e " h —™¢ ™ & " 'Ee o 0o e x h ™ ¢
¢ ® “chom?™ oa™e” ew * “ntPe o b e’ a % h ™ ¢

©* 716kt .oa e’ . hTOTREe o e xh "¢
- s =
.0a~e ™~ v« *<,_\K ] m t
c o X a ;"' < o - <
I2protocol-tunnel address TTTCTtET Rl peer e Y T Y txee @

mac address:
(01:00:eeee:00:00,
01:00:0c:cd:cd:do,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:€2:00:00:08 =

{mac addres}

- t o~ t e ™~ - -
no I2protocoktunnel ad 01:00-ee:ee:00:00 m eo E e ;L e co xao
dress

.0 a~e " |, hoaeg a ” x he*t ¢ h m guKSNySu
o h ~ e - e 0 a e t h m o T eélfJI--Wj?EN@E
V RA&lof SO0
q 3

cohto Y

console (config -if )#

"% 716t .oaTe” . hoe aTxhetgh FEtherfief
oa™ e ™"~ - © Vo< e/_\ K€ ] m t
X a o ,*e . O < e -
HLINE (i@ @2 § Sififd - O L ¢_T"O0O;E h_e__rmacmx T'Yeg_ BPDU._  t9

pf f RALEDR 3\ eih 4003 G .
pO RUR GG Gl FuLd - =
dzR U RAURIA LI NI
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HELTEX

Y FHLINE (@ @& § SiiLJ ¢C._TOME ' _a e _~cmx TYRPDU. ¢~
fF OILO R bk RApaih ap
LIO pG@ RUR (S GuLd

LI F AR {1 RAuRIA pITF
GNMILI
fHLJNBﬁG(ﬁyQ&f@Ki%éOQVé cos: (0..7)/5 Tt E e e PRY MY T
y2 fHlLiN@fig®RtO 5 “etqRS e~ ; e co xao
f H LINBid2YOR2Sft RNJ " mt bco® ho ve™:meohomt 3o
GKNBakKz2t R 9ailL "8h o, ¢ _,t79o . m_ _xe"x|
AatAv O HA A AITA e _"oecmx Tye @ _h ch . e
RiIL) p QillKNE alKIZ threshold: ot*h"m . " OtmYQD

y2 fHlLiNEigORR (1.4096)/- _ T0O; ,eq t_TOYE’ ' _@etho ™y m_ ohomt
GKNBaK2t R 9ailL -
AatAv O HA A AITA
RGLI p SGLI p LI
f v LINRGdR2YO/RS f Tmot . ve o
& Kdzii RizkeNB & K2 £ R “8h 5 ¢ _ t”og m__xe x|
fFOL) u 1t REMAUG e_~"cmx T'Y@ P _he  coho ~
Lgad p ORLI p R c B
LI 08NBaK2f R threshold:
y2 fHLiNGigOR (1..4096)/- _ "0O; ,eq t_TOE " _ a oetho ™7y m_ohom
& Kdzii RizkeNB & K2 £ R -
fFOL) u 1t REMAUG
Lwad py ORLI p R
LJ 3 LY

— ]

o 3| ~

-~

|

o>|
=
©

7|
o
3
o
3
o
<
)
©
zZ-
pe
T

0)|
=3
e

.o0a>e " . IivileqedEXEC

¢ ; ™ c¢chom?™ oa”'e"'ppivﬂeged@xE@o_* h ’*a”

* J—

console #

< ] m t
co Xao . ™ < © - *

show I2protocottunnel _to®hte ohal2RT OY.~ "“eeo b
[gigabitethernetgi_port| gi_port: (1..8/0/1..48); |, ~" T Yh . @t _h e ~mot oh .J3O[2f ¢ M
tengigabitethernette_port te_port: (1..8/0/1..24); |, et h ~~ m e x "~ " "e

| fortygigabitethernet fo_port: (1..8/0/1..4)

fo_port| port-channel group: ( 148).
group|
clear 12protocottunnel U MR Tt X pPT XY " T " eeo b T om
statistics[gigabitethernet . "YW ot hle”motoh .30;2t ¢5 m

loig gi_port: (1..8/0/1..48); Tk e T T AT t [

gl_port| te_port:(1.8/0/1.24); |-~ o+ cee S T o
tengigabitethernette_port fo_ppor.t'(lu8/0/1“4) '

| fortygigabitethernet .
fo_port| port -channel group: (148)

group)|

h a h . . co

A "mt~eoxee EMBES."_h_me ~ ; 0%:00:0ccdcd:d),_ ~0O0 tt ESNMPtraps
ot h |2prétotoktunnel { h e mh ~ " ~ t .drop-threshold, shutdownthreshold).

* T <

console(config)# I2protocol - tunnel address 01:00:0c:cd:cd:d0
console(config)# snmp- server enable traps [2protocol - tunnel
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DHELTEX

A ¢ -0 ;h t’ 'E a t x e e ~ ho e Y x{m¢tt”’ eeo”™ CoE ~ he ™t :0 me .t 5
h = e . a n> ’“’O; t E oetho  TE m ohomt 50 7 y” o)
console( config)# interface gigabitEthernet 1/0/1

console( config -if )# spanning - tree disable
console( config -if )# switchport mode customer

console( config -if )# switchport customer vlan 100

console( config -if )# I2protocol - tunnel stp

console( config -if )# [2protocol - tunnel cos 4

console( config -if )# I2protocol -tunneldrop - threshold stp 40
console( config -if )# I2protocol - tunnel shutdown - threshold stp 100
console#  show |2protocol - tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop  Encaps Decaps Drop

Threshold Threshold Coun ter Counter Counter
gi 1/0/1 4 stp 100 40 650 0 450
h a h . moo ¥ * e ) mh~ %~ t ~ e t h h ~ Yy
12- Nov- 2015 14:32:35% - | - DROP: Tunnel drop th reshold 40 exceeded for interface
gi1l/o/1
12- Nov- 2015 14:32:35% - | - SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/ 1

5.18 VoiceVLAN

VoiceVLAl\ijO"’E*'f‘:thp-’\f ) FPQEQHYX E‘Eﬂ”e* Y o ot*|(p__""|:_ﬁet1x O =]
ao Xt +e.‘“t;’Eee.“"t‘\pg{:'xt. "tT*yec h ¢ h™ mm * ¢~ Fhges'Yteom' y"”
" hyoe T ohx o ™ e hw -t mQOyganiZationalljuhiqueldentifiert ¢  h . wn 7|
MAG " h m=* ) otch™ t ~YoO " "efo moo*itgf\‘r@éogq‘]tbe""cyo
comtx_c’“’“"‘m(hth: L -t”*’_“‘*oetf “+xpd§ io[c!hb< (’“’Y(tm'Asz "
1T "ee . ~coht Tof*~ vy tm'y o +[1lb _~_ {(lI33SRO
VoiceVLAN h a e a Y m"<*><'0"'* 2 Mmoo _aYy
- Voo *ohx o ~ e e*mth~ ~ tm Yy ;to’:“. h *mm . ™~
i[!bz e "mthoaextdtelhf
- Voo *ohx "o ~ e h”‘mm.‘“ée_t’”ehlsqr?tq)c omt h t h ™o t

* - < 00—

c h mx t mt X t oc & ‘W McooHaoé"i'E['(]boug@ooa”xtmt;homr

e~ e~ . t m ¥ 4[] 1 b TY(VOICEVRANP _ ho _  th=~
ec *mOUp_ho . '“o 'Vp||no<*"6(hmx ’ 0'“0"ae“e’Y*21x 'O"‘* 9 e h .e_< Y
OuUl - h ac*h o : o ” t
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:D0O:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Phiibs
00:0F:E2 Huawei3COM
00:09:6E Avaya
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HELTEX

-
V +2108 +[ 1 b ao’ t * t 'E "~ t h o ~ e e ™ c o
»n . . ~ &

_i. ._.h* e EVOICG(VEAJ\P* mtohoe( o_oe(leo'o o] o h
v & co TE" o||qP_”'métho ’\* t _DHCP ’\*
.o0a™~e" h —0 * 4 7 'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa~e” ew ¥ “nt'He @ ‘o oe a%h~ g
console (config )#
“ % 1647 -0 a v e © h ¢ * & " 'Ee o 0o e x h * ¢
R 5 =
.0a™>e" ™"~ v« * <AK‘ ] m t
co X a o : < e L
voice vlan agingimeout “mto¥ e tt™E a” x t T 7Ty coht ™ 5 oyan,
timeout Im = m coht"*”eao;oe h a oe
, OUIVdPe o h x "o "e Yz to @G2AaA08
timeout: (1..43200/1440 | .~ | ~ " ’
novoicevlarag- Commt ~ ete'E e co,  xao T:"e (@)
ingrimeout
voice vlan cogos[remark] “mto” e tJEo "ex QO o h 7 Vgicé VCAN t
mo ot tmt m  \RiteVLANCOS ¢ ¢ .m a
CoS
cos:(0-7)/6 ~—~ o - . o
©-7) -remarkt _ _ T O; " et ‘e “hCoS T X €
th~ —_*¥2A0S [ !'bo
no voice vlan cos Commt ~ eteE ; e co, xao T."e 0O
voicevlan idvlan_id "mtore tEet " toh [ 1 ph " TY
no voice vlan id ST TCE et "toh [ 1 p 7TV
vlan_id (1..4094 1T T e Y T et " toh
V ch * ~h t ~'Ee o ot T ot
e ” m a coht™ g
voice vlan ouitable {add Lo T GhE Tt thTo¥ T tgR  h| L
oui| removeoui} [wor 4 -ouit ¢ _h o T htm~ g1y
| i [word] word: (1..32m , a _© \ - P
- -wordtr o ¢ m~™e 2 dzA @
no voice vlan outable STt TR co TETo Yt TUEmt Y T g4
voice vlan ouitable auto- Lo o T tE . _TO;,tE T tOUR Tt
learning t*" " ¢. e” omepp  ch eyt . g
3 h mc o T H U o m o’ e ™
T/ ~0: e V - H)or,ls“ecuﬁtyﬁ C
- = s o to E_©° _ mdxaddress .
no voice vlan oui-table fommt~eo t'E "e” . e  CcO xa
auto-learning
voice vlan secure mac "mt~eo tE T CcMAGtT e "mo X :c eh
learning Tt _otoh .g mo ¢ UGt T meg. ~e
T/ "’o; e oaaxt™toh > VEANI h o ~ e e
no voice vlan secure mac fommt~ eo t'E "e” . e ~ CcoO xa
learning
voice vlan state {ouena- ¢ __TOp tt_E ‘OVoice VEAN.
bled | disabled} 1/ -_"0; . ¢
no voice vlan state ¢ hext E "e~ . e ~ co xao T."e
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vadRl

t o JIGMP Snooping _t e
A:'E'e lwt“ ,EA,O;(r]a?hmm
.multicastaddressing).

ticastfilteringé™ ©
G *

e X a
’

¢h %xyc co
" °5,192_h "

~

*

6" 'Et h dbriige mul-

h x cco

.0 a™e h o & a ™ x he*t g h Ethemé’t
¢ ® “c¢chom?™ oa™“e " ewme mth ke ¢ h EIHEI’ﬁEE aet h m
c ohto Y
console (config -if )#
T 7166 .caTe” . hoe arxmtgh Ethernef
oa™ e ™" o © pe ;\K: ] m t
co X a o : < @ o o<
voice vlan enable ] . ~0o e C_TO#R2 A0S £[lph T T coht ™
no voice vlan enable .= T t_ "o A0S x[!b T 7Y coht"
voice vlanauthentication o ooh 7t 'BJ/oiceVLCAN  _exo h ho "t E
bypass enable “xt et 802 e, O
Vk T x e ¢ ho e ™ o™Ff “"hyt > adotlx
TK__- 09 e host-mode singlehost, multi-session.
no voice vian =~ ch t t 'HoideYLAN exh ho ~t°E
authentication bypass - S « o p "
x t et .. X e, O ynHowm
enable
voice vlan cos mode {sic ¢_TO0gEN_ ho _x th¥ o 3Tt ay
all} T /src T mTt @ ;e
no voice vlan cos mode Commt ~ eteE e co xao ™."e 0O
.o0a"e irivilegedEXEC
¢ ® ™ ¢ hom~ oa™e °pFivi1egedE‘D(E(D 0 h ’ a "~
console #
T T 7T166T .0 a” @ " . priVileged EXEC
oa™e"™ "™ o P </_\K: ] m t
cC o X a o , < ® P
show voice vlan type oui Lo _ " "t E _oe  \oltéVIAN QUK ¥ & T¢
[dynamic] T -dynamict ¢ o _ " "t 'E _oe  \kieeVLAN O
coeTa, .M OUR TF T me,
5191 hxcco =y = "h m=~¢g Y
5191 xe ¢ Y comh “e ~* choto o™ | pDat OLDat
_Xe_e*'Y LDat {y22LAY3 mco TETx tmty m _tYo
{)/QZLJA)/H Y Y tmy c¢h Tomt ™~ ~ e aeo o™ " h me o
o o
/ﬂ:_‘" LDat {y22LAy3 ao’ t *mCOA'E'O“”ttErCD'YH“%h:E
v ST otmy hm T HGMPv1,_IGMPV2, IGMP 3t
) t
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“mc o e ™ e cu)ch"‘to"“@; e . oadaech .@a™ " h m e a™h "hx
m —~ > X ,O.y. O m o L ot ’YO Y
T IGMR™ “ ¢ h om c h e 'yt . e ” cohtx T
[ ¢ ProtocelindeperidentMulticast(PIMPIM\H 0 ¢ h e "yt . e ™ ¢coh tx
[ choto_ o™ —aeo o "Distance Veetor MaltitasRotingtProtocolc |
oO5+awt o c¢h e 'Yt e ” cohtx T
T ¢~ t clacw!sq__{_q’“(f‘h e 'Yyt e ™ cohtx T
i ¢ ™ _ ct ot o Mudticast Open Shortest Path FifffOSPF) h e eyt o h t x
.o0a™e " . h —0 * 4 7 'Ee o o e x h * ¢
¢ B ™ chom?™ oa™ e ew* “nt'Fewh * g:o e’ a
console (config )#
T T16BT -0 a ™~ e " h ™¢ * a ™ 'Ee o 0 e x h ~ ¢
.o0a™>e "~ € "Ke_?‘,_\;; 1 m t
c o X a o , < . ox <
ip igmp snooping _7 h t'mco TET0  Te xe_ ¢, .
co xao",‘e 'c_oaaxt’"tohoaqg
no ip igmp snooping . _"0;.,e"|[""cth tmEco TE o0 “e xe ¢ |
_oaaxt’"tohoaqg
ip igmp snooping vlarvlian id T h tmco TETO0  Te Snovping ¢ |
vlan id: (1..4094 _oaaxt™tohoa TTY T Teeo o i
co xZo";‘e*'c_wan_id-[’A(et*‘_‘C‘oee e 0 a
no ip igmp snooping vian . +_T0;,e"|*"cth tEco TE o0 _ “e xe ¢
v|an_id _oaaxt‘tohoa ”"Y*"eeo'o
ip igmp snooping viarvlan id C_TVOgEN e”ch ™ 7 e IGMP Groum
group-specificquery suppress SpecificQuery c¢oh t . 3 ch Y~ ee
_ t"f T e AL AIYL) ay22 LAy 3
— - vlan_id: (1.4094) — = = = Y Y =
no ip igmp snooping vlan Lt _ToEE h e che” T IGRPGroupSpecific
vlan id Query, codh . 'y '"ee .mo T"heacc
ip igmp snooping groups
ip igmp snooping viavlan_id T*h _ mthhhocprtop m  t~*F a
staticip_multicast_address o hxcco o 7 7mht "mt” g ot Rt T 7
[interface {gigabitethernet . Shxece TTY ot _x x|
gi_port| tengigabitethernet -vlan_idtr , ", et~ _" ¢ oee . eoa
te_port| fortygigabitethernet vian_id: (1.4094); -ip_multicast_address , h x ¢ ¢ g oh m
fo_port| port -channelgroup}] gi_port: (1..8/0/1..48) o.h o om™ e et h  mop o
te_port: (1..8/0/1..24); | {Zn ®
no ip igmp snooping vlan fo_port: (1..8/0/1..4); |~ " " TR xcc @ h m tTF T e
vlan_idstaticip_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
ip igmp snoopingvlanvlan_id T h tTEYYY T T eeo hxecec [ !
mrouter learn pimdvmrp h*"mco "e™ ~e cohto ¥ _ _0©
vlanid:(l..4094 aeo'o”’“h<me ) a ™ h h x t Tt o
co_an";‘e-vlan_idT*°(e‘*”_""e*Oee . eoa
no ip igmp snoopinglan h= h "~ eol=~cth T EY " ~eeo hxce . #]1I
vlan_idmrouter learn h*meco "e™ ~e cohto 5y = _o©
LIAYTTROY NLJ aeo'o”°h(me.( a ™ h hxt == to
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DHELTEX

ip igmp snooping vliawvlan_id
mrouter interface giga-
bitethernet gi_port| tengiga-
bitethernet te_port| fortygi-
gabitethernetfo_port| port-
channelgroup}

no ip igmp snooping vian
vlan_idmrouter interface gi-
gabitethernetgi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_port|
port-channelgroup}

vlan_id: (1.4094)
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

c h TtePoht 3

ot ohoax co

A~

aeo o™ " h me o h*mm . ™

Vlanidt " et " @ ohees[ | e
”_”‘t'E ’to _cohtx e c o _
aeo o™ " h me o h * mm - [0)

ip igmp snooping viavlan_id "mto¥e tUEh t e™ och T T e
forbidden mrouter interface " e”a . m_yp _ " _ ~coht~ 3y
{gigabitethernetgi_port| a”h 'hXAt* ""toh aeo o*%h meo
tengigabitethernette_port | . -vlan_idt , © et " g, ,0ee . eoa
fortygigabitethernetfo_port| _vlan_.|d. (1.4094) .

port-channelgroug} gi_port: (1..8/0/1..48)

— - I te_port: (1..8/0/1..24); e YCEh T .- oon - = .
No Ip 1gmp Snooping vian fo_port: (1..8/0/1..4); € « -~ < .
vlan_idforbidden mrouter in- group: (1..48) _otohoax c¢co” TQO; e a®h "hxt
terface {gigabitethernet e h>mm .~ @
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}
ip igmp shooping viavlan_id . . C_T0osR T h _x ;-query ~ ¢ h
querier TV/|an_I(3. £1'24994)'4 L | _oaaxt “ tohoa R T " eeo N i[ 1|
nlo ip igmp snooping vlan Tt "l’O' et _TOR T : e © " -guery “[C h[
vlan_idquerier — e _oaaxt~tohoa  ""eeo  &[|
ip igmp snooping vlavlan_id qT”,O;"E a |[gPx"h m~ mto e P~
replace sourcep ip_address ©Th om0 m o9 ¢”__t”"YLAN Dat

_\/|an_(id-[k*(et“x‘*_"(3*069;.m e o0 a
- ) -ABCDT IPF "hef otoh . c h"ox** ot
vlap_ld.(l..4094, "~ a SROP.
ip_address: et e co xao~:"e O
A.B.C.D/0.0.0.0 v . “SRGPYGMPreports h o 0 7
*ox 7 )
no ip igmp snooping vlan U _TOYE a |JEx"h m®  mct¥o et~ g
vlan_idreplace sourcep NB LJ2 NI v Treeo [l b
¢_""O;*t 'EMA'G"'%erm'Io ;ee"* X
ip igmp snooping vlavlan_id vlan_id: (1..4094); MAG " h m o m g5 ¢ _ t7gLAN
replace sourcemac mac_address: (H.H,H™ | -vlan_idt , = et =" e oee;. =~ eoa
mac_address H:H:H:H:H:H THHH | -macaddresst MAG " h,_ _mtoh . % x" t

no ip igmp snooping vlan

H-H-H
1/ -_"T0; . ¢

¢ ™ __IGMPreport.

t_"“'O';'Ea(M:AC_"’h“rm'Io - e -
NB LJ2 NI

vlan_idreplace sourcemac eeo + [*!_b 0] ’

ip igmp snooping vliavlan_id T oh 7 UEMAQ T A mx mit|pe |
replaceinterfaceinterfaces - “%h m® mto :e  |GMPreport, M o ¢
{gigabitethernetgi_port | _vlan_t!d.l(ls./.g;)fézf)& comtxc™ Q" o _ T EVEAMO coh
tengigabitethernette_port | gi_port:(L. ~48); -vlan_jdt | 7 et . " ceo@eh +[!b

fortygigabitethernetfo_port |
port-channelgroup}

no ip igmp snooping vlan

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

=~ ch t t 'BVAGE T e ne % m t|@r:eh

. . Th™ h e . . s
vlan_idreplaceinterface ) ) ,mto e . °IGMPrepor> cc™o_m ttx"c J
interfaces Tt ree . tTThTWEANO
ip igmp snooping vliavlan_id "mtoTe t'BEmM Ot D@ _o " ¥ e” o

uerier version{2| 3 otoho Fx T oxot ofj ezSNB -t cpm
. LEIR, T /IGMPv3 = - o) dz = :

no ip igmp snooping vlan
vlan_idquerier version

“mto¥ e ‘teE e co x ao T ™e
o

)

ip igmp snooping vliavlan_id
querier addressip_address

vlan_id: (1.4094)

Lch(:t(*,@oo*"a_‘_*mh(mz _otoh .
.mco TUETo "t Emo'¥ ¢ Dvauz8 NAIESMIA™
otch™chomt. L Dat

otoho
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HELTEX

no ip igmp snooping vlan e te’E ;e co xao T:"e

[ 1

vlan_idquerier address PP "h m e*mtho e " 7Y +[I1b3X
‘*h(m” *mto;e*_”' LDat {)[22
ip igmp snooping vlavlan_id ¢ __ 7T 0O¢g hto'EIGMP Snooping Immediatecsave ~
immediatef S S wK2a t _XVLAN, &~ ;;7tot Toht "o T e
dnterface {gigabitethernet e a " T eeo " T,e ° _hxcec
gi_port| tengigabitethernet moo® " e 'Y LDat fSI @So
te_port| fortygigabitethernet -hostbasedt a | o~ efastlegaver h ~ * ~ t .~ t
fo_port| port -channelgroup}] toa m~™x ;* 3 o "~ m_  co T
T “eeo0ax coh tx otc m™ ™ m'E o
. co "E‘o "t 7 "SourceMAG e o
van 6 (1.4094) |-~y Cno T icHiRreporti L " o
S = ’ -interfacet ¢ h mco TE o0  "e o
gi_port: (1..8/0/1..48); |, - efastifaé i QS mh o~ %t . ) - (*t ¢
te_port: (1..8/0/1..24); et h m* 5 och xm —o 5
fo_port: (1..8/0/1..4); *Immed(iate[k (SIT GBS e _*,\,O; e N '* o ®
group: (1..48) VLAN).
no ip igmp snooping vian .t _ 705 h ¢ (@HGMPSnoopingmmediateLeave
vlan_idimmediate-leave[host- t_XVLAN "X _" " eeoa; me toah
based]dnterface
{gigabitethernetgi_port|
tengigabitethernette_port|
fortygigabitethernetfo_port|
port-channelgroup}]
ip igmp snooping viavlan_id ¢_T0; .t E _x gqepo. O CLUINP'EET e e
proxy-report [versionversior] N ._"0;.,e ., Hto_  xe ¢,
ch . Cquerf BAt t oottt m: ~at ‘R o
Ty meT it o@m 7o e tmego] T YDa
vian_id: (1..4094) mtTt o, mch o Hbhxa oty .
version: (1..3) -version x mt e~ o T ot hm QO
c > t o () o xao T-"e () h m
ch*_"(T“'(a; e ™ _oaa>qlier”y_tc;r(1 c
no ip igmp snooping vlan €. _ T O;Proxygport, ©och ~ T eeoa
vlan_idproxy-report
ip igmpsnooping map cpe ¢_T"OpEcceet ho ".e"c. hgomop
untagged [interface Qn@ et h  mo . gdnik "~ " ee
{gigabitethernetgi_port| interffacer @ “cc _ e T 0; o E¥o "e'™ e e
tengigabitethernette_port| et ho o m~ g
fortygigabitethernetfo_port| vian, id: (1..4094):
port-channelgroup}] . - .
multicast-tv vianvlan_id gi_port: (1..8/0/1..48);
— - te_port: (1..8/0/1..24); P - 5
no ip igmp snooping map cpe fo_ port: (1..8/0/1..4); ¢ . - ~®%E cceet  ho ~".e"cmhgd T
untagged [interface _group: (1..48) X ee. gt yvRyy mo @
{gigabitethernetgi_port| interffacet @ “ ¢ ¢ _.e TQ; "t ot M'Eyxo "e ™ e ¢
tengigabitethernette_port| et ho o m~ g
fortygigabitethernetfo_port|
port-channelgroup}]
multicast-tv vianvlan_id
ip igmp snooping map cpe vian ¢ _ T QgEccte ho ~eijdlGMP DY ¢
mvlan_id[interface TTY wvyAayyh o mo” e egldn icinteffacet
{gigabitethernetgi_port| a”cc e7Q; "o NMEYo Te'™ eeet. gh
tengigabitethernette_port |
fortygigabitethernetfo_port| m @Gt yPARY
port-channelgroup}] vlan_id: (1..4094);
multicasttv vlanvlan_id gi_port: (1..8/0/1..48);
no ip igmp snooping map cpe te_port: (1..8/0/1..24); | ¢ ._T®OaE cc e 't ChdIGKMPE ¢ - 9
vlammvlan_id[interface fo_port: (1..8/0/1..4); ""cechomo " TQHWQ et Mee .mo
{gigabitethernetgi_port| group: (1..48) interfacet @ ¢ c _.e TO; "t ot M'Eyxo Te "™ e ¢
tengigabitethernette_port| et ho o m~ g

fortygigabitethernetfo_port|
port-channelgroup}]
multicast-tv vianvlan_id
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DHELTEX

.0 a™~e " . h o e a ™ x he*t g h VLAN”’

~ R ~

c hom

console (config -if )#

T % T16QT .0 a e " . hoeg a “x he™ ¢ h VAN ~
- . . =
oa~e"™" v« * <AK~ ] m t
cC o a , ® oo
ip igmp robustnesscount Tmto” e teE e, ., xmto o _omt
|m = e ~ T e A( e ~ ~0" "~ tm 'y
count: (1..7)/2 X mt o "o 6meox T LT E: e o @

no ip igmp robustness "TmtoT e teE ; e co xao ™. "e O
ip igmp version {2/ 3 "mt~ e t Bm  OcHLD@g_o 7" P
pg .p .{ i T /IGMPV3 = — — p—
no ip igmp version mto” e teE ; e co xao e 04
ip igmp queryintervalsec- ~ m to *“e tt‘E a”xt ¥y co _oto h o a x m
onds seconds(30..18000j125 |emeo° e . =~ "7 chom Lmoa o x Tmt

m c _h T 7Y ¢hoo h 2 "~ |
no ip igmp queryinterval "mto” e ‘te’E e co xao T;"e Odg

ipigmpquery-ma)q-[e_ m to e at”'E_m .2 ~ T 'Ee o . h .2 Y ot .
sponsatime seconds

seconds(5.H 1 0 K M f=

no ip igmp querymaxie- mto” e ‘teE ; e co xao T:"e OQ
sponsetime
ip igmp lastmem- "mto*e toES ; mt o hemeamao 3 c
bermueryrcount count . . . |_omaxt~toh och T Ty t 3 to
count:(L.T Ok " & ™ 157~ ge x cmt o o~ a e o
— c . h _a mbustness ——————7 e — —
no ip igmp lastmem- mto* e ‘teE : e c o X a o RN o)
bermueryrcount
ip igmp lastmem- “mit*e teg h 7 " Cchom~ ° —~wy ¢
bermueryrinterval millisec- -
ongg ym milliseconds
— (100..25500)10002 m = ” - — -
no ip igmp lastmem- mto* e ‘te’E e co X a o ; e Od
bermueryrinterval
.0 a e " . hoe a ” x he*t ¢ h m ~ 0" “ ¢ * ‘Egherriet e t h
¢ ® ¢ hom~ oa~e " o m tx thedt ¢ h h 'm “ay
console (config -if )#
T Tleer .oacte” . hoe arxheTch Etherfef
.0a™>e """~ ¢ '<e*<AK; ] m t
c o X a o , < ® . ox <
switchport access mul- ¢ _TOfEMN _ e~ ch® T "echompDatm _
ticasttv vianvian_id VLAN  adzt LANDF &G, et b m~  h
. 1Ty h T ot °‘eeom xe_ ¢,
vian_id: (1.4094) .’ ipigmpsnooping . t o T'E_o _  Mualticast "
VLANL eo VIAN ,etm__ 9
no switchport accessnul- C._Tt@  h erch” T TechompDagm |
ticast-tv vian VLAN  adzf iANDF &G et b om~ h
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HELTEX

ticastrtv vlanvlan_id

switchport trunk mul- ¢ _TOrE N _ e”ch IGMP ~“ec h o myg AN
ticastrtv vlanvlan_id X ;" mte otwody.Jyc o tMulticastVLAN Y
[tagged] et hoh h " @rynkn Multicaset h © ¢ _h
e ™ coh 't e(t<'”ho"ee.a *’\*
. ot c * h %a dg 11~ atggéetk o - t e
vlan_id: (1.4094) Multicastt h g‘gg’e_u N ,\:gf‘q e o tch = _<"'Yt
. MulticastVLAN
no switchport trunkmul- ¢ ._"TO¢E h e ™ ch IGMR ~ec h o mMMalticast
ticast-tv vlan VLA _oht - m_ ~—Q;~ tmxy —° hx
MulticastVLAN
switchport generalmul- ¢ _TOrfE N e " ch IGMP ~ec h o mi AN

x ;"mte otwedy. 3y am tMulticastVLAN Y

[tagged] et h h m™ ageneral Multicastt h ~ _
c h o tm 'y e™ c o ht e t h o
. ~ . m X aomt X mggedjg "Hh‘”‘h afazggedt “h
vlan_id: (1.4094) x " “ i Mlticast P T s to"o ' e
coht ot _ hMulticast\ViLANE
no switchport generalmul- ¢ . _TOYE N e ch IGMR ~ec h o maglticast
ticastitv vian VLAND _oht - m_ TQO;* tmy - hx
MulticastVLAN
.oa"e” EXEC 2 ~
¢m oa™e?" "omt x ce to T'E o = 7y c¢oh - h
¢ ® “chom 0 a” e "EXBC mt h o h ’ a ”~
console #
”+A17@T*‘oa*e° h > ar~ 9. 9/
.oa™e S e [ e <AK _l m t
c o X a o0 , < o P
showip igmp snooping - o0 _"™t"'@ oha®g O of  x . ee .9
mrouter [interface vlan id] vian_id: (1.4094) | .57 S cttoht g x " teeco

showip igmp snooping
interfacevlan_id

vlan_id: (1..4094)

o "TtUE _oha” e Fo/220anty 3 - Y ]
NI BT

showip igmp snooping
groups[vlan vlan_id]
[ipmmulticastraddress
ip_multicast_addregs
[ipraddressiP_addres$

vlan_id: (1..4094)

<
o
o
2
(&)
M
<
1
3
<
(®)
(&)

h x c

showip igmp snooping cpe . o ""ttE * T gx moot tmt a
vlans[\pjlagnv‘lz)an_id]p o vian_id: (1..4094) xmt~eo . ": eeo 0 X Tco TE"o j‘” t
showip igmp snooping ¢. . mt _h - e’E " tIGMR hactee g
authorization-cache et h m”" 5 Toaaxtd TEho e~
[interface {gigabitethernet gi_port: (1..8/0/1..48) et h m P

gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)
| fortygigabitethernet

fo_port}]

clearip igmp snooping
authorization-cache
[interface {gigabitethernet

gi_port: (1..8/0/1..48)

mt ottt T e x i t qGMR hox c~ce ee.” g
et h m®* 5 To%axtte TEhe e~
et h m [0}

< ®

gi_port| te_port: (1..8/0/1..24);
tengigabitethernette_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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DHELTEX

¢ __T0; .t E IGMPsnooping0»" _©° aax t "VEAND h@ T Yt otaEt . om0

e ™ e cohto S otoh . a co " ’“'O; e . aeo o™ " h m

" IGMRT * ¢ h o “ven b NP - : tx’@t;'oe"o;?note nd ~mt~eo t 'E a ~
h a 'y ot t-["'Mpq"m ™ c¢c h om

console # configure

console (config )# ip igmp snooping

console (config -if)# ip igmp snooping vlan 6 mrouter learn pim - dvmrp

console (config)# interface vlan 6

console (config -if)jf  ip igmp snooping query - interval 100

console (config -if)jt  ip igmp robustness 4

console (config -ifj  ip igmp query - max-response -time 15

5192 _h~ 7" hxcco o  gddfessing ¢. . oYdzZ GAOI &

]“ e e . ~* mm oa™e” c h e e ™ e Y nt T roe ey~
“ e ™ & 'Ee om t 0 a x h o e 'Yog ao " - h{L®
oa™*e" hoe a ” x he*t ¢ h VLAN ~

¢ ® ™" c¢chom™ oa™e " eoe mt kb t e h VJ_ANn”‘a

console (config -if )#
% ™7 .o0a~e” . hoe a*xh*tgh m-= +[ ! b

oa™e" ™" - © ’<e*<ﬁK: c m "~ e
cC O X a o , - * o<
bridge multicast mode Ttt®, &  hxcco o ¢ h "o
{macgroup| ipv4-group| -macgroupt @ e o o~ " h me™ 'y c h T~ .o~
ipv4-srcgroup} . a1l lh m~ g
/ _ipv4_gr0up'[aeo'0""‘h<me”'YC(h("""’
T /macgroup omeo ~ee.a e* +[1b " hpam
_ip_src_group‘[aeo'O'Ah‘me"" Y c(h("‘"
omeon"ee.a e ~ i[!b* "’h”?vm_‘
no bridge multicast mode "mto” e te’E ; e  co xao T-"e QO
bridge multicast address jof Tt B xcco BT hogm/ o t"7 7 gx
{mac_multicast_addregs “Th m~ e o omt~Tt .om et o
ip_multicast_addregs[{add Jhxceece o @
| remove} {gigabitethernet -mac_multicast address , h x ¢ ¢ RIAG® ~ h; m
gi_port| . ) y | -ip_multicast_address IP~ " ha eno o~ " h T mm g 7
tengigabitethernette_port tgel_pgz: ggjgﬁgjg -addt "o 77 Ty, t mt~t -hmcx @Q o-afX
| fortygigabitethernet fo—p orf (1“8/0/1“4)', " h mx ™ Ethggngg ' ®ofet o T hxcc
fo_port| port -channel P I’OLJ (1 485- ' | -removetr x T 7 My "tt . om _ x Qhcxoctcco mo-a
group}] grop- - TTho mx @

LM, s mEreh  mo omxhmIEAg
no bridge multicast address tTr TR xcceco BT hogm/ o t"T T . O
{mac_multicast_addreds
ip_multicast_addres}
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HELTEX

bridge multicast forbidden
address
{mac_multicast_addreds
ip_multicast_addregs[{add
| remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group}]

no bridge multicast forbid-
den addresgmac_mul-
ticast_addres$ ip_mul-
ticast_addres$

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4;
group: (1..48)

=™ cth ¢ 6" ~0; e e “mt h "~ - a o
Chxccopgrah (MAG T h mx g )
-mac_multicast address , h x ¢ ¢ RIAGP ~ h; m
-ip_multicast_address IP* *~ ha eno o~ " h "~ mrm g
-addt "o F 7 T e
-removetr X © "~ T _e

—~
© —

coht™ gcohto

coht™gcohto

o m Xt g T

[ I < T xx < < x <L < o -

X o _”'"ﬁ"(ym

bridge multicast forwardall
{add| remove}

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);

" " h tc’E h Trox m o) h
—addt "o Ty ot® po"h tec gehet. . m ¢
h hxce

aeo (o]

ip_multicast_addres§add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

i i i cohto s od ol "M h *q -
{glge_lbltef[hernetgl_portl fo_port: (L..8/0/1..4 ° b > Y _ o amh "H
tengigabitethernette_port roupt (1..48) cT_gto,
| fortygigabitethernet go ptx o -removet x © h ™" t hxcecx cohto ko
fo_port| port-channel e L © L
group} 0 e e h h : m ® te h m o omx *.mt T’

aeo o v o e re N . - : .
no bridge multicast ¢ = Yo L|fommt ~eteE ; e  co xao T:%"e O
forward-all — -
bridge multicast forbidden gi_port: (1..8/0/1..48) |~ = cth ¢ oEh t x ~ e~a - m _ "o *~
forward-all {add | remove} te_port: (1..8/0/1..24); |, h x ¢ ¢ @ _
{gigabitethernetgi_port| fo_port: (1..8/0/1..4); | -addt "¢ * " _ Ty, t coht cgohTtpa " —emce
tengigabitethernette_port group (1..48) cohto 3 7 T"cheowoh ~gm:. 5 hxcoc
| fortygigabitethernet Lo oxao momie ™ gto
fo_port| port-channel coht™a e | -remover x © h ™ 't hxcecx cohto ko
group} s e a m"ch("“"o“'(ro ch~ 7" o

c h m o ® e H(h(;km’\(e*< *et(h .. monp *omé(
no bridge multicast aeo'o"*h k‘omrmt“‘*ete’E L c o xao";"ek’O(D
forbidden forward-all hxccec O
bridge multicastip-address Tth _ mtpprhb Mug T ¢ hxcco |

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

mt ot coom o * ‘2

KX = Syt
- ip_multicast_address |

hxccpp_“'othm

—addt T o cToy ot h xcec T
-removetr X ° ¥ 7Y t coh't h x ¢cc
h . m € te h m o

[ P e T Y -

ipraddress
ip_multicast_addres§add |
remove} {gigabitethernet
gi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicast
forbidden ip-address
ip_multicast_address

no bridge multicastp- T T T REXcofr oh mtr o . o
address

ip_multicast_address

bridge multicast forbidden TTcth €¢ogh t x ° e~ a . m__ "o F* ]

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

h xcec (0]
-ip_multicast_address , h x ¢ ¢ = oh; m
addt ot~ 6

. c_ohmtc.ch_oxht'o’_ch

-removet * ~ "~ I c o hmtc".Knc_o"h t o™ ¢ h*

oMo mE e o Mmoo MY xS T
WL . ;.2 och 7T UE
V h xcc . aeo o™ " h me o h ™ mn

h mt h h o e . @

Comrmt"ete’E; exao’?;o*e (o))

200

Ethernet_°o a a x t "nt ohMES238x MES33% MES35xXME%324



DHELTEX

bridge multicast source
ip_addresggroup
ip_multicast_addres§add |
remove} {gigabitethernet

gi_port|

gi_port: (1..8/0/1..48)

tmt |p " hamodod xco TE"

mto” e mo'pP t
hxcec®”hamoa™% " ¢

mt ™t ;oom To ¥ ~ry ot
-ip_addresg . m g0 "IPF." h m T

- ip_multicast_address |

h xccgpr oh: m

h xcco o

KX =™ Tyt

tengigabitethernette_port te_port: (1..8/0/1..24); | -addt "¢ * " _  t 'E coh t . P “hhx cme*x T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet x = © Tt 'E c o ht CIPE, Thibx cme ™,
fo_port| port-channel group: (1..48)
group}
no bridge multicast source Commt ~ ete’E . e co xao T:"e OO
ip_addresgroup
ip_multicast_address
bridge multicast forbidden "mito¥ e tTE h Ot e” "o* " mbod . km?
sourceip_addresgyroup a 7@ *h moa co TVE'o0 ~t Ty
ip_multicast_addreséadd | t*"* T . _hxccd @Y othh "m~Tgeeo
remove} {gigabitethernet -ip_addresg . m go "|pPF." h m T
gi_port| . . . | -ip_multicast_ address , h x ¢ ¢ = oh: m
tengigabitethernette_port gl_port: (1"8/0/1"48), -addt " ch t e~ ToF~ T e pRo h t
| fortygigabitethernet te_port.'(l..S/O/l..24l), ~"h m~T
fo_port| port-channel fo_port (1,"8/0/1"4)’ -removetr - “ch t e x T~ 7T e c ofpt
grough group: (1..48) T om
no bridge multicast Commt ~eefE ; e ~ co xao ~:%e O
forbidden source
ip_addresgyroup
ip_multicast_address
bridge multicastipvé mode U, a hxcco o ¢ |pge™" ; to
{macgroup | ip-group | aeo'o‘*h(meo h*mm. > o
ipTsragroup} -macgroupt @ e o o~ "h me®~ Y c h = .~
.alilh m~ 5T
-ip-groupt @ € o o™ " h me ™ Yy ¢ h """"
T /macgroup OE%O?yee.'a e~<i[!b ” (‘*<WF’\(/65H<
_ip_src_groupraeo'O'Ah‘me"YC h(?";
omeo ~ee .a e ™ +[ ! Db "’h”:.\/@_‘
no bridge multicastpvé "mto* e teE : e  co xao ":%e 0@
mode
bridge multicastipvé Tth o mthhohocPygoE h m t e
ipraddress “Th m* ¢ X mtot m "o ¥~

ipv6_multicast_address
{add | remove}

- ipv6_multicast_address |

h

xcc . P

L

hxccrp._'ohw;<m

{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -addt "o ¥~ _ Ty, t coht _ o hxecec
tengigabitethernette_port te_port: (1..8/0/1..24); | -removet x © © 7Y _t c o ht . L hxec .
| fortygigabitethernet fo_port: (1..8/0/1..4); |, M, ; m Etk ~ mo  omx " myp 7Y
fo_port| port-channel group: (1..48)

group}

no bridge multicastipvé STT TR xcc P oh om t* " " . o
ipraddress

ipv6_multicast_address

bridge multicastipvé “vcth ¢ TQ; . e e”mtjkcohto ao

forbiddenip-address
ipv6_multicast_address
{add | remove}
{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

group}

no bridge multicastpvé
forbidden ip-address
ipv6_multicast_address

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

h x ca:x)”:\/@."_* hx d

-ipv6_multicast_addresg , h x ¢ ¢ o o h: m

—addt "o f T e coflt hgecohtteh

-removet X ° * T e ¢ o hmtc® wnc o*h t ‘0™ ¢ h
h : m € th m o omx ™ m - "‘YC

Commt ~ ete’E - e c o xao T "e (o)X
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HELTEX

bridge multicastipvé "mtovemoPt tmt |pE” " méa co TF
sourceipv6_addresgroup hxcco .a *"h moa _ t~F T g
ipv6_multicast_address mt st .o om_ Tofr Ty ot ogx T Ty ot
{add | remove} -ipv6_addresg . m g0 "|pF." h m T

{gigabitethernetgi_port|
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel

gi_port: (1..8/0/1..48)

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

-ipv6_multicast_address , h x ¢ ¢ & oh; m
coh't

-addt "o 7
-removet x

t
-~ ot

c o h t

|IP~ “hhx cmc™x T
TIPX "hhx cmc ™.

group}

no bridge multicastipvé
sourceipv6_addresgroup
ipv6_multicast_address
bridge multicastipvé
forbidden source a
ipv6_addresgroup t~ s
ipv6_multicast_address
{add | remove}

fomnmt ™ ete’E - e c o X a o

~ -~ - I

mto” e t*E h t e o

=7 mo a co TE o "(t
c h xcco [¢} -
-ipv6_address . m g0 TPy " h m T

-ipv6_multicast_address , h x ¢ ¢ fpyg7o " h; m

{gigabitethernetgi_port| gi_port: (1..8/0/1..48) | -addt "~ ~c¢h t e~ "o *~ T e = [PGht
tengigabitethernette_port te_port: (1..8/0/1..24); |~ " h m™ T
| fortygigabitethernet fo_port: (1..8/0/1..4); | -removet "~ ¢ch t e” x 7" 7™ e coht
fo_port| port-channel group: (1..48) IPve” " h m~™ @
group}
no bridge multicastipvé Commt ~ ete’E ; e ~ co xao T:"e OO
forbidden source
ipv6_addresgroup
ipv6_multicast_address
.o0a e " . h oe a ™ x he*tg h m o° ¢ ” Ptieerhet VLAN e h1r
t h m > h x ¢ c c ohto
¢ ® "~ chom~ oa“e " eoe mt bk be*t ¢ h Etﬁerme’f,‘VL%N e t h
h x ¢c c cohto Y
console#  configure
console(config)# interface {fortygigabitethernet fo_port |
tengigabitethernet te_port | gigabitethernet gi_port | port -channel group |
vian | range { é}
console (config -if )#
Y T17BT .0 a7 2 ao*e x he”t ¢ h EtherflefVLAN h x ¢ ce i h m o
oa~e"™" ¢ ’<e*</_\K: c m = e
cC o X a o , - * *oos
bridge multicast Tmito®ecthg o ¢ h T et
unregistered{forwarding | e ~*h ~ mth ho "ee .9 h xececo
filtering} -forwardingt ¢ . h =7 Tt E e ~"h m t
. aeo 0”’°h<me;. c"'_(t
T /forwarding “filteringt __ "'Etho "t 'E e m ot
aeo'o"“°h(me_.( c "t
no bridge multicast "mtoT e teE ; e co xao T:%"e 0O
unregistered
.0a™e " ., h —¢ * 4 —'Ee o o e x h * ¢
¢ - ™ chom?™ oa~e” ew* “nt'Pe ® ‘o oe a % h~ ¢

console (config )#
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DHELTEX

learning vlanvlan_id

T Tist e T hTeTRTEe 0 o o xh T
oa™ e ™"~ € ’<e*<,_\K~ c m ™ e
c o X a o ’ s * x <
bridge multicast filtering ¢ _TO;E TEth*" ¢ O  hxgcco . g ~°
no bridge multicast TPt _T0O;.,e| t_TOE TEth”" e, O ,hxgco .9 ~
filtering
mac addresgable T T"Eh a 'Y gh™erTen yTgl [ t*F 7
agingtime secondgvlan T, T T ochylAN T eeo o
vlan_id -vlanidt . T et _ " ¢ OMAN._  eo0a
, 4“loaaxt‘tohq\AE§3KX’(ME$§xx
V h a 'Y ohMAE "eh 'y~ ao’eo
} - e toe <ot*(Mn ® o nmi
q m x e ™ Z< - Tt a ¢ h
seconas: 'é”"_; e Y h 1Ty o aoanxn{
(10.210000@®)/300m MES324 h  a 'Y ohNAC ®h yw= ao
T LUTUE U AT T oe oo
"'oa Mzn(”_x‘e”t"(a ch*e‘a
e” ;. e, Yyx _h-te onnoe
no mac addresgable "mito”e tefE ; e  co xao -"e QO
agingtime {second} [vlan
vlan_id
macaddrgsstable learning vian id: (14094 ¢_T0; tE _ x";h emo gVWLAN" eeoa
vlanvlan_id aljk a0 ~: e
no mac addresgable " ~0- Teo |t _TO; tE _ TXh o WIANT e e oa

mac addresgable static
mac_addresslanvlan id
interface {gigabitethernet

_|0“"k”t"'Eh 590 " e ._"m* t~
“Th om™ e @

-

-mac addresst : s 7 " h; m

c X

gi_port| -vlanidt e © a VhAN;

tengigabitethernette_port . ) -permanentt © “ee . I "ght /m a0’ eo x "~

| fortygigabitethernet iVIa:)r;FI?.l%/.CL;/(igi)ép coao "'EQO _rnobridgeaddress;

fo_port| port -channel gLp o o -delete-on-resett © “ee . T h m x "~ 7 ot

group} [permanent | t}%—po(::i_((ll"sé%/li'id)'?' ¢ h " hx xmtho mt ~T

deletetonmeset | _Fr)ou.' (i' 48) b - delete-on-timeoutt ©~ “ee . " T h m xZ2 % X

deleterontimeout | group: (.. -securetr © " ee . "hoomo x T T tmoy

secure] _oa~end bridgeaddress com~™—™ o ° h
h ° a o " nopaqrteseculity).o

no mac addresgable static ST TNRAG T hom ottt T e h x ¢

[mac_addrespvlanvlan id

bridge multicast ch “tTE mt " 70y ¢ to  a
m © ™ h : h h o “ eeo o ~ " h m "~

reservedaddress
mac_multicast_address

-mac_multicast address , h x ¢ ¢ RIAG® ~ h; m

{ethernet-v2 ethtype| lic -ethtypet t  cc™ _ Ethérnet v2;
sap| llc-snappid] {discard -sapt t  cc” _ LLICY
| bridge} ethtype: (Ox0600.0xFFFE) | -pidt t  cc™ _ LLItCSnap;

sap (0.0xFFFE) -discardtm *hom ¢~ to T

pid: (0.OXFFFFFFFFFF) | -bridget ¢ _ t . ¢ h =~ Qtmy h
no bridge multicast “mtore teg ; e  co xao T-%"e OO
reservedaddress
mac_multicast address
[ethernet-v2 ethtype| lic
sap| llc-snappid]
mac addresgable TtrtMEr ca h o ¥ T"mmt mogl [/ ~ T oh
lookupriength length 2,  ,ho "e Yo *a e e Yy mitx

length: (1..8)/3 h mt~ht=~ _oaaxt™toh"” @
no mac addressable "mtoTe teE ; e  co xao T."e O
lookupriength B ,m¢t ~h moMmht ™~ oaaxt™toh"
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e " . rivilegedEXEC

~ R

c hom

console#

m+A;L7¢T~‘0amm'-(

~

o a "™

. privilegedEXEC

e "privilegedEXE®® o h  a”

oa™ e "™ "™ e v« *<AK_ c m ™ e
c o X a o : - - * *
clear macaddresstable St Mg ot . om0 kT e a o om
{dynamic| secure} ) . . o hxecco o T h m=™g
[interface {gigabitethernet gl_port: (1"8/0/1"48), -dynamict x © " —_ e " e”a . m_ g
. te_port: (1..8/0/1..24); o~ - . .
gi_port| - securet X e mt "ot m b
— fo_port: (1..8/0/1..4); < A
tengigabitethernette_port group: (1..48)
| fortygigabitethernet T
fo_port| port -channel vian_id (1..4094)
group| vilanvlan_id]
.0a™~e " . EXEC a ~
¢*° ™ ¢ hom~ _oa”’e"‘Eg(ECm mt h o . h(’*a"
console >
C Y 7178t Lo a T e " hoc,a” 9.9/
.0a~e ™~ ‘e"‘e*;\K‘ c m ™ e
c o X a o : - - * <
show mac addressable L0 _THUE T ex"mhimo T Y x v
[dynamic | static| secure] ~, Yo m o5 et h  mo O
[vlanvlan _id] [interface gi_port: (1..8/0/1..48) | -dynamict ¢ homao th to ~F o " e~a
{gigabitethernetgi_port| te_port: (1..8/0/1..24); | -statct ¢ homa ot h to T'E o omrTt oy
tengigabitethernette_port fo_port: (1..8/0/1..4); | -securer ¢ hmoa o t h to T’ o " “oc”me
| fortygigabitethernet group: (1..48) -vlan_idt | © et ~ _ " g o0ee . eoa
fo_port| port -channel vlan_id (1..4099 -macaddresst MAG " h m o
group}] [address
mac_address
show mac addressable Lo Tt T, mt oo e " h mot ™
count [vlanvlan id] : x " " "eeo o et h m* T Fo
. = gi_port: (1..8/0/1..48) | -~ . - ey : < e e 6 o0 a
[|inte(r)frat1|ce {oigabitethernet te_port: (1..8/0/1..24); vlan_idt |, © R .
gL_port| fo_port: (1..8/0/1..4);
tengigabitethernette_port roup: (1..48)
| fortygigabitethernet vlgn ig.(l "4054)
fo_port| port -channel - v
group}] _
show bridge multicast o_"tg ~ T T ex hxcco o T Th om
addresstable [vlanvlan_id et h o om~ T To o m g et h
[address to TE_ o Y ch s _ho ~eeo
{mac_multicast_addregs -vlan idt | © et ~ _ " g o0ee . eoa
ipv4_multicast_address -mac_multicast address , h x ¢ ¢ RIAG® ~ h; m
ipv6_multicast_addregb vlan_id (1..4099 -ipv4_multicast_address , h x ¢ ¢ g0 " h: m
[format {ip | mac] [source -ipv6_multicast_address , h x ¢ ¢ g0 " h; m
{ipv4_source_addregs -iptrechomao|ph® he om™a T
ipv6_source_addre¥s -mact ¢ homaothX%th m7sa

-ipv4_source_address IPv4~ © h
-ipv6_source_address IPv6~ ~ h
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thoo

-

show bridge multicast Lo _" Lot v E T ex me ot mym |
addresstable static [vlan x " ""eeo o et h  m~ T To
vlan id] [address -vlan idt . 7 et " ¢ oee . eoa h
{mac_multicast_addreds -mac_multicast address , h x ¢ ¢ RIAGP ~ h; m
ipv4_multicast_addresp -ipv4_multicast_address , h x ¢ ¢ fpygo " h; m
ipv6_multicast_addregs vlan_id (1..4094 -ipv6_multicast_address , h x ¢ ¢ fygo " _h; m
[source -ipv4_source_address IPv4~ © h mt o ..e  ~
ipv4_source addresqg -ipv6_source_address IPv6~ ~ h mt o ..e  ~
ipv6_source address[all | -iptechomao|ph® e om™a T
mac||p] _mac-[chomaothff:hn(nt”‘saeT
—alltchomao th co Teo t‘*"‘*c.cp
show bridge multicast Lo_ " _ve’E xh” e O TEth T hx
filtering vlan id vlan_id (1..4099 x " meeo o +[ 1D
_V|an_id-[*°<et* . _ T e oee . e o0 a h
show bridge multicast o _"t'ge xh*ge 0O  TEth™ 7
1 h x cco h m o
unregistered gi_port: (1..8/0/1..48) -0 - @
[gigabitethernetgi_port| : )
S te_port: (1..8/0/1..24);
tengigabitethernette_port . !
S fo_port: (1..8/0/1..4);
| fortygigabitethernet roup: (1..48)
fo_port| port -channel group: (..
group|
show bridge multicast Lo _"thg o a hxceco o x ™7h" eme™ ¢
mode [vlanvlan_id] vlan_id (1..4094 et h o om~ T~ Fo o m g et h
-vlan_idt | 7 et _" e, ,o0ee . eoa h
show bridge multicast . Jto®hthmRE" T3y xmt®eo T ee ..
reservedaddresses “"h o h ho "ee.g “"h mo @
h a h c o e e Y oa~e"
A ¢ ~0; t™EEt h "hex ¢c'@ o 2 ~ " h m o oaaxt™®tohX%hgp m™ ~ ~
npn m xe "™ S h™ *h t 'E ¢ ja e“o~ :0x™ " eh m~*eh. o cm*t h
coaaxt®toh™
console # configure
console(config) # mac address -table aging -time 450
console(conf ig)# bridge multicast filtering
console(config)# interface ten gigabit ethernet  1/0/11
console(config -if)#  bridge multicast unregistered forwarding
console# show bridge multicast address - table format ip
Vlan 1P /MAC Address type Ports
1 224 -239.130|2.2.3 dynamic te 0/1, te 0/2
19 224 -239.130|2.2.8 static te 0/1 -8
19 224 -239.130|2.2.8 dynamic te 0/9 - 11
Forbidden ports for multicast addresses:
Vlan IP /MAC Address Ports
1 224 -239.130|2.2.3 te 0/8
19 224 -239.130|2.2.8 te 0/8
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HELTEX

5.19.3 MLDsnoopingt ¢ h o t o o _oetho ™7y aeo 4pjg"h me
MLDsnoopingra 7% e T a aeo o™ " h me o h " mm - mo o
aeo o™ " h me |pyem t h "Yo P
.o0a™e”" h —0 * 4 " 'Ee o o e x h * ¢
¢ 7 “*c¢chom~™ oa™e” ew ¥ “nt'He @ ‘o oe” a% h~ g
console (config )#
T * T178T .0 a * e " o * * T 'Eeeo o xhh *’¢ a
.0a"™~e"” "™ =e~’<e«<,_\Kj ] m t
cC o X a o , < @ <
ipv6 mld snooping [vlan ¢ __ 7O ;NED snoging.
vlan_id vlan_id: (1..4099
no ipv6 mld snooping [vlan T/ -_"0;.¢ _t_ T ONED snooping
vlan_id
ipv6é mld snooping viavlan id TTh mo h™ #h'R cocpygo” h m ot~ *_”
staticipv6_multicast_address “"h m*e ~ mt~t - m_ "o 7~
[interface {gigabitethernet S hxocec Y t o x o x[Vbo
gi_port| tengigabitethernet -ipv6_multicast_address , h x ¢ ¢ pyg " h; m
te_port| fortygigabitethernet vlan_id: (1..4094); Loy meten o mo o omx Togt 7Y
fo_port| port-channelgroup}] gi_port: (1..8/0/1..48)
no ipv6 mid snooping vian te_port: (1..8/0/1..24); |~ "~ TR xccpr oh m t** " g. @
vlan id static fo_port: (1..8/0/1..4);
ipv6_multicast_address group: (1..48)
[interface {gigabitethernet
gi_port| tengigabitethernet
te_port| fortygigabitethernet
fo_port| port -channelgroup}]
ipv6é mld snooping vilavlan_id jo® ~tep ~ ~ To 3y ~ccohh t™*a Q" mec
forbidden mrouter interface h . mt hm oML Drrdgter.
{gigabitethernetgi_port |
tengigabitethernette_port | . .
fortygigabitethernetfo_port | _vlan_ld. (1.4094;
gi_port: (1..8/0/1..48)
port-channelgroup}
- - te_port: (1..8/0/1..24); F——= — =
no ipvé mld snooping vian L o 3 mc m

vlan _id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port -channelgroup}

fo_port: (1..8/0/1..4);
group: (1..48)

_m t hm Y o MCDrrdEter.

- ~ccohh t.l—wmaro-r.

mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

ipv6 mld snooping viawlan_id "CoxteB ht .3 co”  midDdterx ¢ eMRDquery
mrouter learn pimmdvmrp . c t"a

- - vlan_id: (1..4094); — — - ~
no ipv6 mld snooping vlan 7/ ("’O' )e ) x ;" t E coht .mfouter2 © MEDQuery-e e
vlan id mrouter learn T b c” _tTa
pimmdvmrp
ipv6 mld snooping viavlan id Jo® “tmE mo _ cYONRtdgl Sd®J
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DHELTEX

no ipvé mid snooping vian
vlan_id mrouter interface
{gigabitethernetgi_port |
tengigabitethernette_port |
fortygigabitethernetfo_port |
port-channelgroup}

© ~ Trifouterc o h t . @

ipv6 mld snooping vian
vlan _id immediate-leave
[interface {gigabitethernet

gi_port |

¢ __ 70O hto'EMIDSnoopindmmediateLeave "t
VLAN

mco TE"o “ e " e e

-interfacet ¢ h |

tengigabitethernette_port fastf S gS mh ~*~t . ~ t to TE_ o e
| fortygigabitethernet vlan id: (1..4099; xm ™o .z ;to choge mm [ BHS{y2
fo_port | port -channel gi_port: (1..8/0/1..48); | . _"0; . ¢ To ¥~ T'Ee o e ot x "
group}] te_port: (1..8/0/1..24);
no ipvé mid snooping vian fo_port: (1..8/0/1..4);
vlan_idimmediate-leave group: (1..48)
[interface {gigabitethernet 1/ -_"T0; ¢
gi_port | ot 70 hd @vilDSnoopingmmediateLeave "t x 7
tengigabitethernette_port VLAN &, x_* "eeoa et h o m
| fortygigabitethernet
fo_port | port -channel
group}]
ipv6 mld snooping querie C_TOrR T b xo ;-query.“ ¢ h omo
noipvé mld snooping T/ -_T0;.°¢ t_TORBTT _h _x :-query.” ¢ h om
querier
oa~e?-” ho ¢ a ”x he*t g h m ~ 07 ™" c ™ Eftherjek eett hh mme
h x cc cohto VIAN e t h m ~
¢ ® ™ chom?™ oa™ e " ewme mthe g h EIHEI’WGE aet h m *
oh to VEAN h m >
console (config -if )#
“* T178%f o0 a ™~ er” 0 ade x hetg h ( "Mmc* ™ e e ~h )Etherget e t h 11
m”‘hxocmht,oet hVJ_ANn’“
oa™ e "™ "™ € ;<e*<ﬁK: ] m t
cC o X a o , < ® - <
ipv6 mid Trt®Er _m o a” T'EeEx Q E€EmA’ e oo
lastrmembermueryrinterval intervat Shxcge _.otoh~'y mco TE xofmy °
interval ' a” _m a” TEeo " "MaxRespons€odgt t
: (100..2550(/10002 e — = XRespons€odg” . .
no ipvé mid Commt ~ ete’E e co, xao S e O
lastrmembermuery-interval
ipvé mld queryinterval value TriCEet h " TomEoempf Dy chomo
p. g yln. value (30..18000k M H p — = S —
no ipv6 mld queryinterval Commt ~ eefE ; e ~ Cco  Xao C e ®
ipv6 mid v tEr _m a* T'Eex QO "7 _h’ _x ot
querymmaxmesponseatime meEX _tmy T Ty a™ m Tat TEe o d
value value (5..20/10m T h oot o ot”
no ipvé mid Confmeto et™E e co, xao ":"e (
guerymmaxesponsetime
ipv6 mid robustneswalue TmitoTe teE ;e o _OoH e, U7
|m e Te~ A ¢ tm "y
value (1..7)/2 ot " oxmtho T em®t.tE x T -
no ipvé mlid robustness Commt ~ete’E ; e = co xao T;"e (
ipv6 mid versiornversion "mt*e t Bm Q choto o7 3 " m
version: (1..2)/2 et b oM D
no ipvé mld version Commt ~ etef e co, xao T:"e a
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Loa~e” EXEC . a ~
¢ ® “chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
C 7Y 7178t oa et EXEC, 2 ~
oa™~e"™ ™ e I <AK: ] m t
c o X a o ’ ® - <
showipv6 mld snooping to¥hte oha~g¢g O O “h _ mth
groups [vlanvlan id] [address moot o tmt m "7 ee .a o
ipv6_multicast addres} vlan_id:(1..4099 . TEthT e
[sourceipv6_addres$ -ipv6_multicast_address , h x ¢ ¢ ™0 " ho |ppg;
-ipv6_addresg IPv6~ " h m  mto ;e -

to *HE e

I

showipv6 mld snooping vian_id (1..4094
interfacevlan id - "

+[ 1 b

e eo
©

oha~ ¢ 10O o _oejyz2aAyd

showipv6 mid snooping to¥htTe oha” g

mrouter [interface vlan id] vian_id (1..4099

O <coo h YRBdzi S NI

5194 xe ¢ o  mdltkcastt h € Y_

_Xe_(-:** multécastt h & 'Y _~ . mco TE x Qtmy T 7Y x ”
chomaoth™ oc s — e e o) h x c ¢ aeo o™ % h me o h ~
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢

¢ 7 “*c¢chom™ oa™~e” ew * “ntPe ‘o oe a % h~ ¢

console (config )#

e 17T .o a e " h ¢ * 4 = 'Ee o o e x h ™ ¢
oa™e" ™ € "e*‘AK: ] mt
cC O X a o , < @ hd <

multicast snooping profile ., ht ~h “oa . Xnhulticasg h o . TYD
profile_name
no multicast snooping profile_name (1..32 ~t Tt E x ™t ~ceheo.  “YH# GA Ol Al
profile profile_name m_a _ o 7o Multicaste h o~ —'E ao’ t % .t 'E X

com ™ t o oz_"_*x’(t ot
_oaaxt “toh™ @
.0a™~e " h o e a “ xphulticastc h o -~y
¢ ® ™ c¢chom™ oa~e " o m X dticgsie hho '@ @Y
console (config -mc profile )#
T T18er coa e’ ho e a”xpulticasg h © ~Y
.o0a~e" "~ ¢ ’<e*<AK~ ] m t
co X a o : < @ L
matchip low_ip [high_ip] low_ ip:, = 7, " e STt tMEoot tmt cho  TVP4g_ "
multicas€ ~ h; m | multicas¢ " h mo @
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DHELTEX

no matchip low_ip highip:. = =, e (|~ " ™R ot  tmt cho TYIPv 7
[high_ip] multicas€ " h _m | multicast " h mo @
matchipvé low_ipv6 low ipv6., ©~ —. "I®v6 |- T T MEo o0t tmt - cho “YIRVG "
[high_ipvé] multicas€® ~ h; m | multicas€ " h mo &
no matchipvé low_ipv6 highlipv6:, = —, "e |~ "~ TwR ot tmt cho ~YIPVG
[high_ipve] IPv6é multicast” * M multicas€ " h  _mo
permit ¢ mx " e mo ot tmt Y o T e
. IGMRNB L2 NII *x " xt chocxm_ ~t 'Em~
- T /no permit — — _
no permit ¢ m Tx - . e moot tmt Y o " e
IGMPRreport™ x © x t o t ¥ h~m "t UEM YO
.0 a~e " hoe a ” x he*t ¢ h m ~ 6" ¢ * ‘Egherfiet e t h
¢*"' ™ c¢chom™ _oa"e°_enaam*m' tx*rheo*t_c‘**h“h“m’m*”‘av
console (config -if )#
T T18kT .0 a ™~ e " ho e a “x he*t ¢ h m ™ 6" “~c ™ oe ™ e t h
oa™e """~ ¢ ;<e*<AK_ ] m t
cC o X a o ’ < ® P
multicast snooping _h~e Fe — . mt o o”eo h a ee
maxigroupsnumber multicast h x ¢ ¢ et m "~
- P - number (1..1000)¥ — . : L= —
no multicast snooping L SYto)Eh " e . e e _o T o omt o
maxigroups choma™th - a g hh x ¢ cm *° Ty
multicast snoopingadd Jh T fE” e e . cohyodz GRBI &G, ™
profile_name profile name (1..32
multicast snooping remove m_ a _oTo |~ fmBot tmt cho YAAWADl Adef {
{profile_name| all} cho -0 et h  mx
.oa*e?” EXEC . 2 ~
¢ ® ™ c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console #
"*"J_gET*\oa*e" h > a” 9. 9/
oa™ e ™™ e I <AK~ ] m t
c o X a o , < ® - <
show multicast snooping to®htTe oha~¢g O 7Y .m_ 9 co
groups count T _o T o omt ""h _ mth ho ~ee
a”® m a ™ T 'Ee o 0 a0’ eo _ o™
show multicast snooping profile name: (1..3p to®htTeg oha~¢g O 0o m_oe x h
profile [profile_namg m a o 7o |cho Yo
5.195RADIUS ( toh " ¢ 'YGMP ¢ homo
] 7 ee a 2~ e a c o o Ty ot c ho o " IGMPE Tt ot ®h" EQ
RADIUS _ N h ¢ J7°Y of mc = e 7y e™" eomt h*mch
e(m_o“'E_m(hN"!5ﬂ_q«{q)¢+oh m h h* "7y otch™ .o ; _h
m"‘x;”" e a o h>” "oa @ |m™ m h h e ot sy co e o @
X - "omt 0 Tt E a 7" e i ochom?™ e ” 0 ch — e e c
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0o X : e e - t o h e oeec.”a Yt ee .o aaght* et gthm*'y t H

c h o * ~ h a e (0) T to c o oA'Yttx|G|V|Fn1'*®W\0m’CEh “®ao ttho.h e x

-~ t o -~ C /\ro’ -~ ,Ot m A ,Y

A MAG ~ h m - etm: o ) xmtho m t -
A " et “ t oh coht ™ oaaxt™toh=
A IPF " h m : hxcec

A e ot dery/permit.c

.o0a™~e” h ’ a ™ o ¥ * T'Ee o 0 o e x h h o ~ e Y
¢ ® “c¢chom™ oa™ e "7@o0% * ‘M’'Eehoo o ho e’ a “x h h o e YY
console (config )#

“ % 71887 .0 a ™~ e " h ™6 * 4 "'Ee o o o e xh ho ™e Y

.0 a e e . e,—: <~K e | m ot
X a o : e ( < @ L
ip igmp snooping authoriza- " mto” e thE a 'y ., e . _H o
tion cachetimeout timeout ex @ tm ; t h a e ., e, o
timeout; (0..1000Qa ek x =~ 7Y tm 'Y mo h a_ e a (o

noi_p igmpsn_ooping authori- “mt o oetoR c@ xao ":"e O

zation cachetimeout . i e '

.0a™~e " h > a ™ 0o e x h h o ~ e Y e Etherhet m ~ o°
¢ ™" c¢chom™ oa™ e " eo mt h o h ’ a ”~ o e X h h
console (config -if )#

“ % 1847 .0 a v e " h ’ a o e xh hp ~e Y e t h m ~

.0a™>e """~ Te ™o e K 7 ] m t
c o X a o ’“;”"
YdzZ GAOF &G ay22LIA ¢ _TOrfgtoh "¢ O m hxgy 1™ BN
NJ RMNEE dégx NB R c*h " argqlitedc to _ mTx " e "o
RADIUS h h o." ™ cLhppgmte. o h h x Ot m 7
Tht  TO; d ¢ chot*“eK;Mp.‘m”(?xhp"m<':“x’ t o
c h otmxtmt ot t ™ m h“

y2 YdzZ GAOF &id ay2 t_TOYE toh QDO" ¢,

Fdzi K2NART FGA2Y

Ydzft GAOF ad ayz22LaA C_TO0fB . Th t TECIGNIR O T o

F2NB ITRRNE @ cohtx " RADIUS ht ~hh CopTx o e

ot m h h =~ m X ;‘ co o’
omt ™ tm 7Yy o mh™ g% t® ¥ 7R ot moYy

TPt _T0O; .8 0co —e t T'Ee o e "imignip Snoopirig X
immediate-leave

y2 YdzZ GAOFal ayz2 . L

I dzil K2 NR T | O AR A/ NEF (2 fommt T eteE ;o e co. xao e
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.0a™>e”" h ’ a "~ 9. 9/
¢m oa™e?" "omtxce to TE o T 7Y coh - h o
¢ ® “chom™ 0 a”~ e "EXBC mtho h ’ a ~
console #
’m&ﬁ;l-sﬁ_[m‘oamee h<a*a~ 99/
.0a™>e" "~ =e ~ : e ] m t
show ip igmp snooping authori- S to®hmoe™ h’ ao  H [GMP _ toh
zation-cache gi port: (1.8/0/1..24); | Im —~ ~ _oa~e® gt & "Ceo "’
[gigabitethernetgi_port| te_port: (1..8/0/1..4). |t o T'E_o°o t hxecec . ¥ _otonh
tengigabitethernet te_port] x " '"eeoa et h  m O
clear ip igmp snooping authori- Jymt tME " toh e, , ®
zationcache gi port: (1.8/0/1..24); | Im — ~ _oa~ et hgo*m=%QQtm"y
[gigabitethernetgi_port | te_port: (1..8/0/1.4). |_H = 7Y x _~ ""eeo o et h
tengigabitethernet te_port ] Im = et h g _mHe ; x""7 tmey
520:*h "h xt a‘eog oY " h meo 0 t h ™ ~
5.20.1_ho to Py~
PIMT ch o t oa ee0™ o 0" & “ m & h x t 1Pe t T S$ym oo T v e e S
h x cco 0 a ™ h h x t e d t La o h x tm 'y e~ ’th
2NRSNJ DIFIGSgle tNRG202f 00X a mto to o3y o tPM
mco TE X _It”":“a‘zy'k()|- Faj™ h " h xt e ® " @MNo c hho. & oh e Yy
a™h " hxt "rtoh Tax*y Tt o Ewa’fho o™ S ht hnfe o .0 0 ey tox t
c. .t E
RP (rendezvous poipt T t o ;h~e® e” _otoho  *x®xt h — m
aeo o~ " bome .o mo %~ “t 'E a™h "hxt ot mto :e
BSR (bootsap route)ta . 9 e ~a m¥oh ™~ e ohg” gohaohoyt”e"
Ty “ "o aeo o " h meo h xcec otok~ %X h
aeo o0*"h meo a ™ h "|py4g t e e »
.o0a™~e" h —0 * 4 —'Ee o o e x h * ¢
¢ 7 " ¢chom™ oa™~e” ew * “ntPe ® ‘o e’ a % h~ ¢
console (config )#
~'E'/—\18e_[m‘oa~e’.~ Ao'%m/—\,Eeeo o X hh m)c aau
oa™~e "™ ™ ¢ 1o« *;\K: ] m t
cC o X a o , < @ d <
ip multicast-routing pim g0 xao —. - ¢_"T0; tE ace f: o Th mex Q a™~h "h
< e v LMLt L .MmT o
- - - - c : e , - = p -
no ip multicast-routing pim ’ 1. t_"T0;,tE aeo o h  mex(Q a~h
ipv6 multicastrouting pim Tfo xao T."¢ TOT YNBreo o~ h mex O “h " hx
xe ¢, Y _-|/tLa e~ m g et h )
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HELTEX

no ipv6é multicastrouting

t_TO; TIR@eo o~

—

" h mex 0O a™h " hx

list

pim choto o tLao®
ip mroute prefixpre- 0Tt E Mttt . om_o ch~ o
fix_length a®“h "hxt "¢ O
fw_router_addressunnel i -prefixt IPF "h m m t - e” e . e Y
tunnel_id prefix: (A.B.C.D); -prefix lengtht 2 * m _~ ¢ h _mT e” te” .
prefixlength: -fw_router addresst IP* " h  m a~h “hxt Tt
(A'B'C'D ln); h meo h-"mm . -
fw_router_ad- -tunnel_idt _ ° Let _"toh txee ~YQ
- - dress: (A.B.C.D); — = —— =
no ip mroute prefixpre- tunnel_id: (1..16) L UE mt t. ;, m_o ch~ o
fix_length - a”h "hxt "¢ O
fw_router_addressunnel
tunnel_id
ipv6 pim acceptregister list Jhoa e tE . TEth ™ e, O h _  PINM tTH
acc_list IPVv6.
acc_list: (0..32) -acclistrme meo o”Tbhme . M5 m a
m_ a _o 7" coao MEQOe ™ " hteo o [ >
no ipv6 pim acceptegister t_To; ., tE L Eth T e, OO

ip pim bsrcandidateip_ad-
dress[masH [priority prior-

ity_num

no ip pim bsrcandidate

~ “ o x"mtt’g o fh t* eo”

. " BSRBootstraprouter).

mask: (8..32)/30; | -ip_addresg _ ~ T, TIfr." h__omaax ttoh”
priority_num: -maskr @ * mc & m. t
(0..192)/0 -priority numt ¢ h o h —t t
ot _ "o - ee.” h = a th

ipv6 pim bskcandidate
ipv6_addres$masy [prior-

~ “ o x"mtt’g o fth t* eo”

- ia/6_address .

-~

mask: (8..128)/126;

. " BSRBootstraprouter).

. IPve " h_ amaax t:toh”

no ipv6 pim rpaddress
ipv6_unicast_address
[ipv6_multicast_subnét

ity priority_nunj priority_num: -maskt @ “mc o m; ot
(0..192)/0 - priority_ numt ¢ h o h —t -t
no ipv6 pim bsrcandidate St _ T, eeg” hma th
ip pim dm {rangemul- ¢_"0;,tE a“h  "hxt "¢ O "t e
ticast_subne{ default} ax TEt _"mte . hpMc _ h  a
-multicast_subnet a2 e 0 0o " " h ‘me™ Yy co"m
-defaultt x _~ "t 'E 7~ c (0240 ¢ HHN®
T .0a™e " x ao’eo m t e
Vm o T"E o B ’“C’“'oﬂenolqg*
no ip pim dm {rangemul- t_ 70" eeE.” h"a th
ticast_subne{ default}
ip pim rp-address @ " " Mt Et :Rehdezvo@Point(RPJ "~ o c o Te t
unicast_addrespmul- ao’eo x_ " "t E aeo o~"h RPex O
ticast_subnef -unicast_addmr IPX " h; m
1 -multicast subnettr @2 e o 0o~ " do e " UYEQD
no ip pim rpaddress ST T, UE MUIRPET  xWRETQY R T T T e
unicast_addresgmul- co'm t O
ticast_subnel
ipv6 pim rp-address @ " mt Et :Refdezvo@s Point (RP) " o c o Te it
ipv6_unicast_address ao’eo x_ " "t E aeo o~"h RPex O
[ipv6_multicast_subnét -ipv6_unicast_addr IPv6™ "~ h; m
1 -ipv6_multicast_ subnet @ e o o~ " d o Tre * UYE

N

L UE mIRRIT
c o m(t‘cp

XWRETOY B _ T T ee

ip pim rp-candidate
unicast_addresgroup-list
acc_list [priority priority]
[interval sec$

no ip pim rpcandidate
unicast_address

c T rE
-unicast_addrr IPZ " h; m

™ " Refidezvou®oint(RP

acc_list: (0..32) -acclisttme meo o~ Tahme . 5Mé " “m a
m a 0o ™~ coao MEQXGe ™ ~hteo o VI T
priority: (0..192)/192; | -priorityt ¢ h  oh ~t teomt 'E _"e” "7t
é"ééy (')MCD(T.,-SeCS[C(h'Oﬁ otch"'“_ moo"‘"‘(e |
t _ T0O; t 'E " “ee c ™ h™a th ¢
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ipv6 pim rpcandidate
ipv6_unicast_address
® 3 NP dacdnli] jpsotity
priority] [interval sec$

no ipv6 pim rpcandidate
ipv6_unicast_address

acc_list: (0..32)
m a o —
priority: (0..192)/192;
secs: (1..16383)/60

@ "t & T TRefidezvoudoint(RP
-ipv6_unicast_addr IPve " h; m

-acclisttme meo o~ ahme . 3Mmd~ "m a

coao 'fn'E’O*e*“_h'teo'o<<!k/*[T T ‘

-prioityt ¢ h oh 't teomt E _~e” 7"t
® otch™ moo® " e

-SECS[C<h*0

P—— < * o

ot A'O°;~, ¢ eg." h “a th

<

joinTprunerinterval

ip pim ssm {rangenul- "_ T Tt 'E aeo o”"h mex(Q co”m t
ticast_subnef default} -ranget x _ " "t 'E aeo o™ " h mexQ co
-multicast_subnet a2 e 0 0o~ " h me™ 7y co " m
t -defaultt x _" "t 'E " "000/8; 0 e HOH
no ip pim ssm [range mul- St _ 7O, eeeg~ hma th
ticast_subnet | default]
ipv6 pim ssm {range ~_ " "t'E aeo o0o~"h mexQ co’ m t
ipv6_multicast_subndtde- . -ranget X _ "~ a™eto’Eo " h mex Q co " m t
fault} - ipv6_multicast_subnet @ e o o~ " h me ™ 'y co "
-defaultt x _~ * "t 'E 7 3E:i#32 "oe ccC
no ipv6 pim ssm [range Ut _ 70O, eegm hma th
ipv6_multicast_subndtde- T
fault]
ipv6 pim rpembedded K ~0- ¢_7T0;,t E hmm "~ h gendezyvous poiat (RE) °
no ipv6 pim rpembedded i ' Jt_7T0;,t'E h*m " b rerlezvous paint (RPS |
oa~e " . hoe a ™ x he*t g h Ethemét
¢ ® " c¢chom™ oa~e"eo mtho Y
console (config -if )#
"“'“"18@-[’“\oa”'e° ho e a “x he™ ¢ ho Ethe’pnetVLAN h x ¢ ¢ cohto
oa™e """~ € b ® <AK ] m t
c o X a o : < e L
ip (ipv6) pim i/ ~0o. e ¢ TOttBHa e~ et ho o om
no ip (ipv6) pim T ’ ¢ . TOttHa e~ et h o m
ip (ipv6) pim bsrborder Pt ~O- Jh o _h"t tE @ol ¥t ex iy et h
no ip pim bsrborder - ' t_TO/Eee c¢c™h™a th
ip (ipv6) pim dr-priority pri- S _"tggh oh ot ot T Pyx t.*hohdg 5w
ority -priorityt ¢ h oh ~hoxt 5y~ och ° TY¥Q
priority: _Ooaaxt®tohohomt “heoa 5wy aaxt?"
(0.429496729y/1 et - e a hmx*te hta gpy
no ip (ipv6) pim dr-priority . hexe™; e = co xao ™~ "e 0O
ip ip (ipv6) pim hellorinter- S _TtE_h o" oHelfoh ™ __to o
val secs -sect¢ h o otcéa~ = to KSff2
— - - secs (1..18000)30m . - —_—
no ip (ipv6) pim hellorinter- ( )3 C hexe™; e = co xao ;e 00
val
ip (ipv6) pim jointprunerin- T_T Tt E et h " T s oaatxt ™ teh o
terval interval . 22AY oo [INHzy S YO
interval: (L..18000/ Cintervalt ¢ h o ° h a e o Mmook * o
— - 60" — — S
no ip (ipv6) pim ¢(hex'E’E;(e* ) c o X a o : e (0)X0]

ip (ipv6) pim neighbortilter
acc_list

noip (ipv6) pm neigh-
borfilter

acc_list: (0..32)

m a o T~
.

T, TELM LGB T WIMm oo T Y e
-acclisttme MS&h mo 3 e~
. "EthT e, Yo

o me o

t ""O’;’Ee.ec”’h”’a th @
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HELTEX

-~

ip pim passive ﬁ‘_""OF'Emm.mh‘(e’ . a e et _h UL
* X To ttc h v Tcyh :Eemfoao‘*t "Ee_ Y tlLa ©
T /disable a”'h’hxt*P”VLf'GmorJom_” e*_”‘_e(
moo* " e 'Y LDat
no ip pim passive S ._TOYEmMm. he’  a
ip igmp statiegroup C_TOmMB ~t _ om hom Yz &K @lta dn
group_addess[source -group-addresst IPX © h fmx cc .
source addi -sourceaddrt IPF " h m  mto ;e =~ L hxe
. V et ho o om o .8 .t 'H
no ip igmp statiegroup C._TOmB "t ;o mhom Yz @A OFaQd
group_addr[source
source addi
’ **’\;ng-[*‘oa"e° . hoe a"xtixe ¢ GRE'Y
carer”” eco"xeao;‘K;‘ TeamboL
P PIm_ 1K, _T0; o = ;O,ttELa ° w*e't<h‘<°’m‘
noip pim ) C Y. "OttH a ¢ et o.M,
ip pim bsrborder kot ~O- Jho_hrtht E mwoof fwe ~ m et h
no ip pim bsrborder - "lLt_T0;  vE Tree . c”"hTa th @
ip pim dr-priority priority S_T Tt E ¢h oh thax € WY @.%oh”
- -priorityt ¢ h ~oh hoxt 5™ och ° TYQ
priority: 0o aaxt™mttorheohto xgywhoa ¢ .0aaxt?™
(0--429496729W1 Te L thIx “t e (h(to a Bpw
no ip pim dr-priority S, hexe™; e = co xao ™ "e O
ip ip pim hellorinterval secs ~_ " "t E ¢ _h hellge o t ctho” @
secsO MOOMy n-sect ¢ h o otca™ to KSff2
noip pim hellorinterval C,hext'E "e”, e €0 xapo ™ "e
ip pim jointprunerinterval T Tt E et M Tyt e
; ™o o [JN § -
interval interval: (L..18000/ -aingte};v{;r ¢ h ) OE{Nh{YhS(:qijgiq, pringr © o = " e
no ip pim joinTprunernnter- 60" f,hext’E "e”™ e co xao ToTe
val
ip pim neighbontilter T, T Etho Tt RBIMeO T Yle YO
acc_list acc_list: (0..32) -acclisttme M h mo 3 e omeo
m a_ o~ |  TEth" ¢ YO
no ip pim neighborfilter ,'_T0; v E ""ee. ~c”"h"a tho
ip pim passive c_""o;*t'E c mm e . h(’*a e
*x*(t otch'_Anyto'E**"'(cehH'\e tal”at H
T /disable a™h "hxt p|Mrcm¢r_10m_~ e*_‘_e‘
moo* “ e 'Y LDat
no ip pim passive f._"0;,tEC¢"mm _e. h T a0

oa™e " ., IEXEC*a’”

¢ - ** c¢chom?™ 0 a” e "EXBC m¢t h o h ’ a ~

console#
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DHELTEX

console (config )#

””’\lggr“oa’"e h( a "~ 9. 9/
oa™e" ™" e <8 <AK: ] m t
cC o X a o , < @ -
showip (ipv6) pim rp map- to®h T Et e .  wtI m_ Y “ee
ping [RP_addy T e oha”g¢ O
-RP_addr P~ " h,  m
showip (ipv6) pim neigh- to®hte oha~ ¢ n@m "tYoad
bor [detail] [gigabitether- gi_port: (1..8/0/1..48)
net gi_port| tengiga- te_port: (1..8/0/1..24);
bitethernet te_port| for- fo_port: (1..8/0/1..4);
tygigabitethernetfo_port | group: (1..48)
port-channelgroup vlian vlan_id (1..4094).
vlan_id
showip (ipv6) pim inter- to™htTe oha~ g Qedoht ]| gm~ayy
face [gigabitethernet . . . | -stateontoto*h~>* t m et h
gi_port| tengigabitether- gl_port: (1"8/0/1"48), -state-offto t o *h~ >~ t m et h .
. te_port: (1..8/0/1..24);
net te_port| fortygiga- . |
: fo_port: (1..8/0/1..4);
bitethernet fo_port| port- :
channelgroup| vlan group: (1..48)
1elgroup vlan_id:(1..4094)
vlan_id|state-on |
adrGSm2F76
showip (ipv6) pim group- . to®ht"E* ™ gx ch vy _~ aeo o~
map [group_addres$ -group-addresst © " h m hxcec . @
show ip (ipv6) pim counters T Jto®hmeE h am; tt;lac° @
showip (ipv6) pim bsr elec- T to®hte oha~g¢g 10O o {wo
tion
showip (ipv6) pim bsr rp . to®hte ohatfg "©; ee . _~e” °
cache
showip (ipv6) pim bsr can- . to®hemto 'ye _ e ""to
didate-rp
clearip (ipv6) pim counters 1 TextPAVR ; t ;. ®
h a h mco TE-o ~ e Y oa~e?-”
A x~ ) 'Y e*mtho - tLa {®@ B m"t ~*~th ‘'t m7T’Eeao \yto ’“(:’)’M(p|
c hoto _ o ~ a ™ h " h xt G (0))
console#  configure
console(config)# ip multicast - routing
console(config)# ip pimrp -address 1.1.1.1
5202 xe ¢ Y tLa {y22LAy3
_Xe_(-:*'Y tLa {y22LAY3 *mCOA*'E“'“eq'@mD'Y\Em[mH]“’;Y'@‘Z“f°§<
PIMa © h " h x t "™t oh ™ a b
me o e o """"“; t £ h Ig/rgg]‘_‘]}\y“ae’y ~aye bm oy*  h me o C
t o9 cohto ¥ O _otoh o T .7 co Tx . e tLa W2AYyZI tLa
.o0a™~e " h ’ a ™ o ¥ * T'Ee o 0 e x h * ¢
¢ ® ™ c¢chom™ _oa"e"eé"o"mf"hEeo_ ‘0 & ’ 2 h~ ¢
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T % T10@r .0 a * e " h —¢ * a4 —'Ee o 0o e x h ™ ¢
e “ee ~ e
.0 a™>e " "™ v« * <,;K~ ] m t
cC o X a o , < @ s <
ip pim snooping 7 h 'maogTET0  "e xe ¢,
T/ ’“'0- e_oaaxt"tohoaq;
no ip pim snooping T"c¢h t t'E mco TE'O0 "e xoe |
ip pim snoopingvian _7 h trmeco TETo " e PIMSnoopitg__ ¢ |
vlan id _ocaaxt™tohoa " 7Y TVLANe © o e
. vian_idt | 7 et " e, OWLAN- eoa h
— - vlan_id: (1..4094) — - —= -
no ip pim snooping vlan cth 't rEc o E" ox € _e PIMSnooping
vlan id _ocaaxt”tohoa " 7Y T *eeo o e
.o0a™~e " . EXEC a ~
¢ ® " c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console #
©* T19gT Lo a e " h o, a” 9.9/
= - R 3
.0a~e ™~ v« * AK‘ ] m t
c o a o : < @ . w e
show ip pim snooping 1 L0 _""to’E "x O e oha”~ g (O o e~mth
show ip pim snooping vlan . o_"TtmE "t mt x oetho ™Y aeo
. vlan_id: (1..4094 ST - o - '
vian_id an_id: (1..4094) ceo . Gtly
show ip pim snooping groups _o _“rtmE mo “h . mxRcho "ee
sh ip pim snoopingeighbors T o Ttmg mo 7" h o omth ho "ee
5203 _hoto o™ a{5t¢
h ot oo “oe h x e Y mto e o _ o MSD%' o*"‘rn'cho<"h1'E"0Ym0t'fnna"Y;r1m”'. _

... ©°Mulicasi b ea T b e P o2 e MSDRC T e e
e o Xmt ™~ e ™ RP “~ " om oy

1 - —— - <

“*chom?™ oa™e e 6o *m{hEe o ‘0 & ’ B h ™~ ¢

console (config )#

T 10T .0 a ™~ e " h —d ¥ & ™ 'Ee o o e x h ™ ¢
- S -
oa™~e" ™ 1 < * ‘,_iK‘,, ] m t
c o X a o ; <« o - <
router msdp ¢ _TOrBoto_ o™ it ' a0

m to™ e cth’ t o

no router msdp °
o e x h = ¢ (0]
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DHELTEX

.0a™~e " h o é a*xh™ @ MSDP o t o o —~
¢ ® ™ c¢chom?™ oa“e " eoe mt kebh™ ¢ o MSDHP ™"’ a
console (config - msdp)#
“ % 71087 .0 a ™~ e © hoe a *xhh* ¢ o MSDP ™
oa™e" ™"~ € A <A;K<~e ] m t
c o X a o ’ < @ -
connectsourceip_address Tore” X MhEMLE _otoh . T x Tt
T/IPX " h m e m g0 " oy” o c¢h mo fRoa e o)
no connectsource "mt T etoR ~ ; exao TtoTe 0O
cachesaholdtime secs secsOMpn®ddocn " mt T etop &y §A "c m H
no cachesaholdtime "mt~eo t'E "e” ., e  co xao ™
holdtime secs "mt~etoE t K24 RiAYS® Im ™t
) ! Tx T ot ch moytd " {e§SLF f A Sn ¢
SeCSO 0 POMP N Unom ~“o0a m*h=m = tmoy
no holdtime "mt‘eoe‘ty'Ee co, xao ":"e (@)
keepalivesecs “mt ” etoR t h T a X omolh * *
paves secs (L..60)/30" = . -
no keepalive mt~eo tE ;oLee co xao
originator-ip ip_address e "EIPT, "th m 3 meco TUVETX a .
T/IPX " h m e .m oot y" g moo*” e Yo {!
no originator-ip "mt~Teo tE e~ ; &  co xao ™
peerip_address jo " "t E _oe xheehO af{dLt, a
1 _oe x h = c. .
no peerip_address ST T OUE &{ 5t
.0a™~e " h o é a * xXMISDR h ~
¢ ® ™ c¢chom™ oa™e " eoe mt RMSDR h * h ’ a
console (config - msdp)#
“ % 1047 .0 a v e " hoe a ” xXMSDR: h ~
oa~e ™™ € ,<ee,<’iK<~e ] m t
c o X a o , < @ -
connectsourceip_address TToce M |pf,thEm Y o toh . o T x Tt
T/APX " h m e mgo”’Y"'"o chC*MSDFDKFTgn(e
no connectsource "mt ¥ etoR ~ ; exao CoTe 0O
descriptiontext A s . , Tt T "t E OMSDP " & "
pront (SEGY omOOM——— —
no description t'E oc m™e
meshgroup name - , jo* - t 'EMESHh h X ¢ ¢
group YEYSY omoddo—— = r. * -
no meshgroup t’'E mom
safilter {in | out } SO T TUE eh T Smoo ¥ TEeN T ¢
sec_num{ permit | deny } -permitth ~ ~h " O" ch~ - o T
[ rp-addressip_addr_rp| -denyt " c¢h _ “" 0" ch ™ ~o ~
group-addressip_addr_gr ~secnumteoa h om g ch~ o
| source-address sec_num: i add Etoh - YRR © *°h mx
ip_addr_srd (0..4294967294) -1p_addrrpt €. o
-ip_addr grt ME ¢, Y co h - omx  h
-ip_addr_sra TME ¢, 'Y co =7 h Moultcast, m
t h o~ -
no safilter {in | out } STy, t o mo T Meex Qom e. O ch
sec_num
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HELTEX

shutdown s a e mth™t tepmm MEOPO:h o a 3 e
T/ - ~0; ex " 7wy _ o ,o0oe  xh~*g
no shutdown "mt~eo t’E e . e co xao ™

.0 a™~e " . rEXEC*a"

¢ ® ™ c¢chom?™ 0 a ™ e "EXBC mt h o h ’ a ™
console #
*7A195T“0a*e°. h(’*a”' 9. 9/
e -~ . = 3
.0a>e" ™"~ v« * <AK‘ ] m t
cC o X a o , < @ -
show ip msdp peersip_addr] _O0 _"tE oha” g O o e”"mtho ee .9
m o - e e YS e “mtho “ 9 ¢ h o
t moo* " e Ya choto o ™" a{5t
-ip_addrt IPF " h m ¢ h”
show ip msdp sourcactive T Lo Trtmp ™ h a0 o HTT [
showip msdp summary T o _MtmR aa”hex Q e ohafFFPPO cho
clear ip msdp counters T JTextmE ot -
clear ip msdp peersip_add ] . L. h xomt meE ° e MSDPY m~ a
-ip_addrt IP" " hec mh ~

5.20.4 x e _ &GMPProxy

T x e c Y aeo a™h”'hh xmte o * ¢ LDat t NRE& c h
X cho ™ eceo a ™ h "hxt Y e aeo o™ " h me . 9 v e e
choto_o™ | Datd® , coao "' EO LDat tNRE& xmtho
aeo o " h meo h “omma.o™ e omt 'E cOt’ ~0:;"t EmY aeo
" h " h xt T e Y omx * m t ~'Y tm Yy a ’Gph’nkl') e t e t
e i mto y”" dG)an'ﬂ”IK;)@ h @ u’pﬁnlgaeteh m oaax¢t™®toh
co Tx vt T'E a ®o td "“Mulicastctiend) o h a h x t mo ¥ m't e
IGMPD - *etqo\wmjnk_‘oma”’ayt”’toh . .mtxc”'(t . _”' ;(mt“
o h ™%~ t | - t mo o {GM®et ymcthhoot an to "3 ¢ o ° ~0; e e 9
/ .0 T : m t 0 co " " h > - a . g h x ¢c ¢ a e GMP ~
Y Proxyx _~ "~eo 9 t~% ™ ¢
A LDat tNBE®& co”" h’ - ®8tth”o mmHOR2HYAY]
v, oM Te e Y T TIGMPPrexy, X e e,
vy -IGMPProxye ., c¢o ™ * h> = tmy elAG hxcc”™ g = h
a o’ t * .t 'E och 7 —~ e to  TEF o o° e e t h
-c h mco T'E o \J§ ec h ot |GMPMT ™ et h m® 9 t e
o Fh ™ F ™t .t o¥TOE Moy ©” celkchude(*,GOt inclutie(*,G).
7 ¢ o VVLAN otoh . omx " mt |GW|‘|¥$nb@pih\g’anﬁ\b e H
v ot ~0; e

<

V‘ IGMPProxy ~QinQt h = " Y
N0 "7y ek _teo Rt fot.  xe ¢ 4GMPPIoxy, ©IGMP” :

Snoopina SVLAN CVLAN e _ . Ipe™m tmho et ™E T " ee . 9

*
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DHELTEX

4 " 'Ee o o e X ¢
¢ - ™ chom?™ oa™e ew ¥ “ntHe ® ‘o e’ a% h~ ¢
console (config )#
T % T10@T .0 a * e " h ™6 * & "'Eeo xh"ege
oa™e" ™"~ ¢ ’<e*<,_\K: ] m t
c o X a o ’ < @ oo
ip multicastrouting " ch thE fotx a”h "hxt “e, ., as
AIYLIMLINE E& Tko xao T:=de” m _oe  xh ho ~ee .g et h
no ip multicastrouting xe e, Y _ -_]T"cth b "E¥ ot x a~h "hxt e, ae
AIYLTLINR E& m_oe xh ho ~ee 9 e t h 1
ip mroute prefixpre- L0 TTUE Mt Tt . om0 ch~ 7
fix_lengthfw_router_ad- - . a®“h "hxt "¢ O
dresstunnel tunnel_id _preflx. (A'B'C'D)’ pre -prefixt I " h m m t e ” "e” . e Y
fix-length: (A.B.C.D ", -prefix lengtht 2 = m = ¢ h m* e e
/n); fw_router_ad- JPre - - 9 -
dress:l (g..B.C.DG);tun- -fw_router addresst IP* " h _m a®h "hxt "
ne—l'(l"l) h me o h:mm . —
-tunnel_idt , © et “toh txee YO
no ip mroute prefixpre- ST T tE Mttt .m0 ch~ "o
fix_lengthfw_router_ad- a”h "hxt "¢ O
dresstunnel tunnel_id
.0 a™~e "~ . h o e a ™ x he*t g h Etharmet VLAN et h m ~
¢ " c¢chom~ oa™ e~ eo mtho Ethernet VEAN @ et h
h x cc cohto Y
console (config -if )#
“ % T108r .0 a ™~ e " ho e a *x he*t ¢ ho @ﬂK/SNWéﬂPZCOC coht
oa™e"™ "™ o ;<e*</_\K ] m t
cC o X a o ; < @ e <
ip igmp-proxy {gigabitethernet | gi_port: (1..8/0/1..48) oe  xh hx a. et h . Y.
gi_port| tengigabitethernet te_port: (1..8/0/1..24); | mto yr . om t ® .oa”e” " e~
te_port| fortygigabitethernet fo_port: (1..8/0/1..4); et h Jm3z x ;"mt xQ" _  a”h
fo_port| port -channel groug group: (1..48);
vlanvlan_id vlan_id: (1.4094)
ip igmp staticgroup group- ¢_7T0;,t’E mt "t multicast_h x cc Tcadm
addresqsourcesourceaddr] -groupaddresst IP~ © h mx cc
-sourceaddrt IPF " h om mto ;e _* hxec
1 V 7ot e o m T o T e|GMPProxE
no ip igmp statiegroup group- ¢._7T0; .t E mt” tmulticagt_h x cc”.”mchom
addresgsourcesourceaddr]
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.0 a™e h o & a ™ x he*t g h VLAN”’
¢ ® ™ c¢chom?™ oa“e " " o m X\ ANE h ’ a ™
console (config -if )#
T % T10Q@r .0 a * e " hoe a “x he"t g ho V| AN
oa™e" ™"~ o © Vo< *<AK: ] m t
c o X a o : < e L
ip igmp-proxy dscpdscp “mito”e teg ; e JB{ pto_ _ " TV ¢
choto o ™" LDat s _otoho *x °
dscp: (0..63)/0 e et VLAN _m
no ip igmpproxy dscp "mtTeode”™t e  co xao T:"e OO
ip igmp-proxy coscos “mto~ e teE ; 802,p. Lt T Y ¢~ to
_otoho  Fx" ot _mco TVETo "t Em Y
cos: (0..7)/0 VLAN
no ip igmpproxy cos "mt~eo tE e~ . e co xao -
.0a™*“e?”" EXEC a ~
¢ s ™ ¢ hom~ 0 a”~ e "EXBC mt h o h ’ a "~
console #
C 7 198t Loa et h o a” 9.9/
.0a~e "~ ™ e ’<e*<,_\K: ] m t
co a o : < @ - <
showipmroute HhomaommmmiEo'o"*h<me o) h x cc
[ip_multicast_address o hxece c¢co ~"h mx hxcec . - c
[ip_addresy [summary] aeo o™""h me.g "Tee .o
1 -ip_multicast_address IP~ = h mx cc .
-ip_addresg IP~ " h mt o e "
-summaryt _h~t_o ~mo® ~h>~e "~
aeo'o”’°h(meow t*':“’“.*c( a ™ h "hx
show ip igmpproxy interface vlan_id: (1..4094); | o _ "~ ‘e top aCog mt IGMRIUNR E& ch a e
[vlan vlan_id| gigabitethernet gi_port: (1..8/0/1..48); et h . m™¥a
gi_port| tengigabitethernet te_port: (1..8/0/1..24);
te_port| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port -channelgroup] group: (1..48)
h a .hc o Te oea *y"
console # show ip igmp - proxy interface
* - the switch is the Querier on the interface
IP Forwarding is enabled
IP  Multicast Routing is enabled
IGMP Proxy is enabled
Global Downstream interfaces protection is enabled
SSM Access List Name: -
Interface Type Interface Protection CoS DSCP
vlan5 upstream - -
vlan30 downstream default - -
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DHELTEX

<

c

~

T x e > x ¢ h ™~ - e ’
5217 xe _c . . L Toe LY
5.21.1" 27 ¢ AAAa
1Y o mec : e Y * oc“meomt mAAA LG~ & e tmc o
L toh e, Y x,;, t 0@
- Authentication6™ x t et ~gmo Coem tyYy ~— e~ “Tchom™ mx " m
m mt a * "0 c *meomt 0)
- Authorizationo . t oh R ’ (ol YS ¢ ho ﬁ-[(nho_c o mx th o e(\p co m xt ;x”ct e
m m t a oc ho s ~ox ot et “ e (O)0) och ®
- Accounting Ttmg e “* coth * T e a h mxhmo
1Y h o e Y T @ e 3%"3eSSH&x o TE " X tm 'y
-~ Kl —~ &~ o~ -~
0o a e h d k:d Ee o oe X h c. .
¢*° “c¢chom~™ _oa”'e""e"\m:"'nf“t]:_rem_’_* e’ axh* o
console (config )#
*é”\zoar*\oawe’-‘ h > a ™ ,—\O'Efm/—\,Eeo o e the
- e - o -
.0a™>e ™™ v« . K ] m t
X a o ’“, ~ e K < @ . ox<
aaa authentication login Smte emeEmo®  Txt et o "¢ °
{authorization| default | -authorizationt h = ~h ~*~ ~t cho g0’ " e
list_namg method_list oc mTee.a e a T a to
-defaultt , mco TE'o0 Tt E T 7Y "xt et
e ’ a to® . T
-list. nametr , 2 'Yy m¢ m _~ "xt et "
vt h x O" om 'Yy o s c o 7
¢ m™e methock lishe . o
-enabler mco TEro "t E ¢ ~ho TE " TV
-linet mco TE" o0 "t 'E ¢ *ho TE t h a
) -localt , meco TE'0 ~t'E To ~ T'Eex O *
list_name: (1..12) Cmw Tkt et - e T
m a o "o T ‘ A= -l -
* - - -nonet © *mco EO“ t 'E xt(et*‘
method_list: (enable,_ |In?, -radiust _ mc o “E'o "RADEJSM ch m oh o _ SN
local, none, tacacsadius); [~ , ; o ¢ - T
T fo xao - ) ot e T e
' -tacacst , m ¢ o E"o° t’'E mc mo ¢!/
omx " mt ~y ot * - - * —
< “ ‘ X t et c (0]
co ~o v ~Eeo R T coe P B
. — - |m X a to x tooet
?e.aaa.o V “omt x c oemo T m -
authentication login - oo
authorizationdefault loca) Lo Tt me m * omx " m
V aaaauthentication login list_namemethod list.
"mco TE" o e m c m_"'Y
aaa authentication logirlist-name
' ¢ o * C e c ot h "o
N t 'E e 0% 590 7 a a e a
X - - a o 0 a to"® ™ X
no aaa authentication "mtoTe teE ; e  co xao T-"e OO
login {default |
list_namé
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HELTEX

aaa authentication ena- "mtoemcPmo® *xt et "~ ¢
ble authorization{default ch 7~ 77 g0 om o mt
| list_namg method_list -authorizationt h = ~h ~* " ~t cho go " e
oc m™ ee .a e > a t T va T
-defaultt , mco TE"0 "t E T 7Y "xt et
e > a t o" T
-list_ namer , 2 'Y m¢ m _~ " xt et "
- t h x O" om Yy 0 s c o 7
e, mTe methocP Iis)e . o
_enab|e-[’mco’\’E'o”"t '‘E ¢ “ho TE ° 7Y
i -linet mco TE"o "t 'E ¢ ™*ho TE t h a
list_name: (1..’1\2) docalt mco "E'o "t E "o *~"Eex(Q *
m,a.° °. TTY O oxot e t e T
method_list: (enable, Ilrle, - nonert © ‘mco ~“E o fiE "xt et
local, none, tacacs,iadlys) -radiust _ mc o TE’o “RADEJSN ch moho 5
T fo X a o . - .
' X t e t c T
omx " m t Yyt < et T L -
< - -tacacst M c o ‘E° o t 'Eomch moho ¢17/7]
c o [¢] - ‘Ee o] . * . - < ke < — e
- - . x et c,, @

-ee.aaa, Y ] m a t o " “ox ot et -
authen_tlca_tlonenable V ~om it x c m oo e ~Xmo :
authorizationdefault < . ) =

enable , Lo Tt me m * omx * m

V aaaauthentication login list-name method._list.
"mco TE" o e m c m “ Y
aaaauthentication login listname
’ ) Co * T e cot h )
. ° t 'E e 0% 90 7 a a e a
X T a o o a to”® ™ Xt ¢
no aaa authentication "mto” e tef : e  co xao ":"e OQ
enable authorization{de-
fault | list_namé
enablepasswordpass- "mto~ect*mo TE " Ty _oetho ™Yy  a
word [encrypted [level Tomtxcec® co TE'o0 ~t T O
level -levelt xho e E ¢ch — — T
level: (1..15)/1; -passwordt ¢ * h o TET
password: (0..159) -encryptedt = T "t E ., ho Tee . ¢
m a o/gdmin ¢ ho ™E "7, ho Teeoa ) Tz
X mtho m t 0o
no enable password "mt~eo”heeETExao0 T:"e 0O
[level level
usernamename{nopass- Jo® "tep TETo0 "t Y o To " TUEe x
word | passwordpass- YIEYSY OmM®PdH s -levelt xho ~—eE ch 70T
word | password en- password: (1..64) -passwordr ¢ * h o TET
crypted encrypted_pass- m a o To T l-namet , a 'Y co TE‘o ~t TNT
word} [priveligedleve] encrypted_password: -encryptedpasswordt ~© ©, ho " ee c ™~ ho
oOomMmdPdbdPcn m gc " ho TE A ho ~eeoa °<Z
level: (1..15) xmtho mt " (o
no usernamename St feR TETo Tt Y ~o " T'Ee o
aaa accounting login T oh vt 'ET e x st " "xet”
startrstop group{radius| y o h 7 eo to TE o Ty co
tacacs+} Wl o momi ax coeomy eo
9 C¢co c*ho QO t h a e ™ ™ 3
oo @
T [co X a o ’“; e
° e x - t ) ¢ - e x - to~ - t h x t
V .o co TE- o "t ~'E got”™ mt
m t Z.’IO mo o t tmstartXStop
moo* " e Yo RADIUSHE ~ 0 ™ t h
TNt my o mo ot "RADIUSYD
c h R T 208).
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no aaa accounting login Ttceth t ET e o ox .t T g% " xet”
start-stop a~e” @
aaa accounting dot1x T ooh vt ET e x oo otToo g7 "xet”
startrstop group radius ¢, " ,e o oox ., ot~ 't hx tm
V co OFE "™t ~E g0 ° t m ot a
' cto "mo ot o tmot :St&l’t: Stop:' e o oj_*e !
e"YQ choR;A|Q%c’\’"h”‘a(th.z m o
LMY . moefch e RADIUST T e
T fco xao0 T "e t T 7208,
- < . < € * < X L t
¢ h _ Mdltiple sessiong" © © ¥ " start/ S¥Op
Vcom ~* Ot m 'y -~y “’*o'o c d
Multiple hostst t © T'E_©o " 7Y ¢ o TE” o
'<.° th(e‘*_*WC*'O oma o
no aaa accounting dotlx "mto~ e teE ; e co xao T."e 00
start-stop group radius
ip http authentication Jeh Ttag toT  Txt et _" aHTTP ¢
aaa logirauthentication m_ h_ _hx o _h xm¢t®eo ~ mc m |
[loginrauthorization] a to® FxT 't ch a teo'yt PmoYcT:6™o0 6
[http | https] method list eo eoax a to"x “xt et " g
. -method listt a _ t o™ = xt et " e Y
method_list: (Iogal, none, | |ocalt ¢ o a o~ ~Ee N - N
tacacs, radius) nonet e mco TETx  tmoyT
tacacst , mco T'E"o "e  mc TACARCS o m
radiust . mco TE'o “e  RADIYS mh o hom
no ip http authentication "mt~ e teE ; e co xao T."e 0O

aaa loginrauthentication

mto* e "t 7E o h t a

-chaintcom ™ e x T seo0 coc t_“
0 a x a t o " x mc mt em T T x "™ g
aaaauthentication mode * /chain mT T x 0" ax ot x g _co o
{chain | break} -breakt ¢ o me™ x " -eo0 " xt et "
t o " x cho g mm “ox ot et sx t* ge t
e, Y co m™T " x (O" ax a to®x 7
o "ao’eomt ~ox ot e t e c
aaa gccountln? com- ¢ ~O-E " e N - toeehe
mands stoponly grou cox ao .~ e — g b AR
ponly group T?/ ’ *|__o Tacacs.
tacacs+ ST et
no aaa accounting com- . _"0; 0 |"mt”e te’E ; e co xao T.%"e 0O
mands stoponly group
i dat ¢ _7T0; . e Irtetim-Update; ", = h x|
aaa accounting update tko xao~:=la_ xti T hn & e o
no aaa accounting up- .05 0 )c . T0O; e, Iterira-Uptate_; . ", ~ M X
date c hoa Pox ot h a e (0]
aaa accounting update t_T e, choa Txt_ "~ h a e 3
periodic minutes minutes: (1..300)/ . ° 7 UUEM Y Imtetind-Update _”
no aaa accounting up- la.  ex t "~ "mt~eo tE ‘e~ :. e  co xao T
date periodic
“mto* emcP mo ¥ 0~ t oh G o *
list_name: (1..15) -defaultth =" _t  ho =t 'E mefaultF o_o mo
horizat m a o methodTlist: |co xao T:"e QO mt g m mt a T
aaa authorization com- o T . R ) " " "a LS
ds {default (tacacs, local); - list_ namet Y mec m__ a to "o .
lr_nans{eau| T fco xao T"-™e la o o h .o t h x ao o co T"E o0 ot
ist_namé grou . '* ‘ P < PAGUR e A
th d?% P m ¢  ndefault, -tacacst 2  t O > co " o YO" ., . TAGACS
method_lis - t oh e m h h o Ty o t oh " e T
omx " mt ~"Y| -localt a to” 5 ch otohoa - t o h
tm Yo
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HELTEX

Gommt"'eo”t’E'e‘;<e’( c o X a o
-defaultt m *hom mc m default_ _ ae "e; ae
no aaa authorization xao ~y"e OT
commands {default | - list namet x ©° 7, T o0t TEm__  mc
list_namég list name
y ¢ mo mdetaa|tg§<ao’(t - t 'E
V‘ m N m t . a
st o ho "t E mc¢c mo_ a to”o
aaa authorization com- a e @
mands {default | list_name: (1..15) -defaulttm ° Tt 'E "t e . adefautt, mo
list_namé m a o To Tl -listhametm®  T"t E " _t e .a moot
T /default t TFEm__ mc mo @
no aaa authorization Commt~eo t'E ‘"e® . e  co0 Xxao
commands
' _l 'Y'[O'O ’tO' _.*<et c o X;* omtxxct(et
' *e hex ™ 0 ¥ X ¥ mco TE X t e ™ e
-., voox o k< ® * * — * © < ) *
none.
- *zotr’sth*mxoto "“e< me*'Yx’<t‘ choto_o - WI5|_:{
“ t h *'“;(*t”’th :“),(*t
st h Tox ot * s c m ™ e
* moo ¥ ” mo o~ ” ¢ - * o<
Start Stop
UserName (1) ImtE ImtE "to,et o "e, Y co TE 0 Tt
NASIP-Add 4 ImtE ImtE I~ ° h . m _0oaaatdhmacho” ™ E" x t
ress (4) m_ mm ADIUS W__ Nhoa o
. ; Jho 0o TEe o e e ¥
Class (25) Im E Jm E T exy 7t om omm ®
. MAG ~ h m NASh t Mco TE x a
mt m t < * < m
CalledStationID (30) ] E 1 E RADIUS n  hoa o
CallingStationID (31) Imt E Imt 'E MAG “h m co TE'0 "t TVYO
FramedIP-Address (8) ImtE ImtE I "h m co TE"0 “t TYO
AcctSessiorD (44) Imt E Imt E e 7 TUEE - T et _ "~ ton
. - . ~ _‘ - t a to® I co _oto
AcctAuthentic (45) Im E Im E “ Tt e ¢ ho “e o
. X R ’ . Ho_’ _”' tz_"_°o’“o co
AcctSessionTime (46) ; Jm E S m o omt a o
AcctTerminateCause ey ImtE W . e * h .t 'y m mm ®
(49) - ’ -
“F To0pT st h Foxot moo® " e T e Y x - t™ choto
. LR T B
sth Tox ot . . . . c m ™ e
m o o ° m o o ° q v * <
Start Stop
UserName (1) Imt E Imt 'E "tT,et . Te, Y co TE oo "t
NASIP-Address (4 ImtE ImtE IPF"h  m _oaaatohmbs TE x
ress (4) m_mm ADIUS W_ _hoa o
- ¢ o h t _oaaxt’“toh*z e"co_’B'E-,
NASPort (5) Im E Im E o~ ~E
, L ho ”o’“'Eeo‘._"“@f eeo > o
Class (25) ImtE Im tE e v x . " m mm ®
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CalledStationID (30) Im Imt E PP "h m _oaaxt”toh” ¢
CallingStationD (31) Im Imt E IPP"h m co TETo "t TYD
AcctSessioAD (44) Im ImtE e " TEe - TLoet, L _Tten
. ~ - - t a to® ¥ co oto
AcctAuthentic (45) ImtE Imt E “~ 3t et c P o e o -

. . 0 - - t 3 - o T o c o
AcctSessiofTime (46) " Imt E u - B EE ‘. <_q)_
AcctTerminateCause T Imt E Jhy e " hot Y m mm D
(49)

NasPort-Type (61) ImtE Imt E Lo _- Tt t ¢ coht~ 7
EltexDataFilter ’ Imt E (G, mo__ ech® 73 mo® hot
mToACLHt " T e mMypo
EltexDataFilterName " Imt 'E "a ACIKb Im T e Tt reo 3ot
(RADIUSACIg
“ % T208T - TO; . ACh —o ~
. T 0; . . m o 0 coom ~ @ )
o c idc"hﬁoto_o )
Jocxmt —a . e e Y
=" TIRV4 icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6
prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipig
pim, I12tp, isis;
- TIRVG: icmpve, tepve, udpve.
mac_src sZ"h mto e "
mac_dst s Them e™ ; e Y
ip_src P " h mto ;e  ~
ip_dst |p_"*he<’m‘e";<e Y
ipv6_src IPvg” " h m mto e ~
ipv6_dst IPv6 “h m e~ ~e™ . e Y
dscp e ™ ; DCSP o (0Y63)
ip_precedence Jh o ptht T on0ddTO
tcp_flags TCR, 7,
vlan Lohy" o .VYLAN oa _h
icmp_type _c moo® " e |CMREh o tmoc 00”TE" x a . .
ICMPE = _  to . 6nddHppPU
icmp_code .0 " moo * . ¢ _ _ICMfEh o tmoc oo™ E" x a . -
ICMR ~ _  to . 0n®dPHppO
igmp_type "¢ cho|GMP_o T
udp_port_src UDE o h t o e~ &
udp_port_dst UDR o ht e te” - e YO
tcp_port_src TCRoht mto ;e _~ @
tcp_port_dst ,foht e™ e™ - e YO

udp_src_start

T ~re o
E <

UDRE B h t & UDR“oc ™t o e ™ mt

«

udp_src_end

. 0 € e o0
< 1 <

UDR"o;h te™ UDE“ocht 0 e * mt

[o]

udp_dst_start

T ~re o
E <

UDR 0 h te UDpt“tn:H‘t'm):s‘e""

udp_dst_end

UDR"o;h te™ UDE“xh t o e e ™

e
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HELTEX

tcp_src_start """ T'Eeo  pec6ht® - fCRYoch*too e ™ mto
tcp_src_end .oe :eo “pcroch ter 7 FCRToch®t oo e * mt o
tcp_dst_start Tt TUEe o peoht® - fCpToche'do ee” ™ : ¢
tcp_dst_end .oe -eo “pcroch ter 7 FCRToch¥t oo e e * e
EltexDataC A f (i S NDataFiltor-Nam8Eto mo * .  f+IQFERRMNAO ~“th “xt .3 ch
7Y " e”a :om_o o “o*~ T~ e 'y mc m_o Ul [h[_ en™ @c o h
mco TEo “ e ¢ T " eeo om‘>he~ @*<0ee”‘<’o““’:”3m"'*q,\/q5|~_:{n’“0“”‘h'E

“th % x(EltexDataC A f ( S(BMexDataFifterb | YS0 ° 7Y _ (Bt&.h~ opHcCp

_h a et mt h oVendorSpecific™ t h ¥ xEltexDataFilter EltexDataFilte-Name ~
Freeradius.

¢~ _/path/to/freeradius/dictionary” ¢ © * ; t E
VENDOR Eltex 35265

BEGIN- VENDOR Eltex

ATTRIBUTE Eltex - Data - Filter 82  string
ATTRIBUTE Eltex - Data - Filter - Name 83  string
END VENDOR  Eltex

[l et e mo o Lt@n /[ Lt@e V[ eha n

- m To ~ "o T e . TLtE e mTe . . h cho®
GLISNXYAG . . RSyeus ALWLNBOSRSYyOS:s LINERI
om ¢t~ T'Ee . c”h™a th. e o om oo " QOtmy cho

" T o ha™t v oc m al / !/[ oh a h x tmy m— 7

- o T e . * t ' E "¢ m~e . h cho':“<"\H mt h
RSyeuvsz ALWLINBOSRSY(QSdEe .ogn ©~ h ~"ac_tmh o o %o fyt
"‘c“m”’otm'yu cho*'“o""Eeoa c oh Yy ((p

" D m _"“Hy<rq_‘t "Teo om oL T tmy - h KN ”

-

' Hhoto_o"ao e o x_”‘ ’“tE_”‘_H : m’“oﬁoa .

-

h a- h

user3 Cleartext - Password := "hello"

Eltex - Data - Filter = "ip permit 1 prot=tcp ip_src=10.0.0.3/0.0.0.255
ip_dst=10.0.0.0/255.0.0.0 tcp_port_src=80 tcp_port_dst=443",

Eltex - Data - Filter - Name = "Filter - MIX1"
.0 a™~e " . hoe a ” xth *h @ e ¥ T~
¢ - ** c¢chom?™ oa™ e " eoe mt ktb “h @ e “h™"’'Yy a

console (config -line )#

-y
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DHELTEX

“ T 7047 -0 a e 7 hoe a “xth *h @ e * T Ee 7 m m m
=% - o =
oa~ e ™"~ (I . <AK . ] m t
c o X a o ’ < ® . ox <
login authentication{de- T, te Xt et _" e, c h telnetp
fault | list_namé ssh
list 1.1 -defaultt , mco "'ET0 "t 'E mc mo  [c
|s;nar2e( 2, mo * " "ee aaa authenticationlogin default.
o -~ | -list namet ,mco T'E‘o “t 'E mc mo  Z3al
authentication login list_name
no login authentication "mto~ e tef : e  co xao T-"e Q0
enable authentication{de- Tt tvXt et " g chco TE o
fault | list_namg x ho ey ch® 7y 7™ o telngt Ssh. =
. -defaultt , mc o "'E'o "t E mc mo (¢
Ilstr;narze (1(;'19 o mo " "ee aaa authenticationlogin default.
- = | -list_.nametr , mco T'E'0 "t 'E mc mo  Zaal
authentication login list_name
no enable authentication "mto~ e tef : e  co xao T-"e Q0
commands authorization ¢ TO; t'E *_toh " g O _oa~er-
no commands authoriza- 1/, _"0;.,e° t~"QO; tE " _toh "¢ O _oa~e-
tion
passwordpassworden- TTtT®E ho TE T Yt _ha e~ 7" ¢
crypted] ) -encryptedt ~~ " "t E " " ho ~"ee .
password.(015’9 ¢~ ho ~E Cw ho ~eceaoa :
m a [¢} 0 - i L - -
* - - Xxmt ho m t R 0D
no password "t fTEho TE T 7Y t _ha e” 7" @
oa™e " . IrivilegedEXEC
¢ ® ™ c¢chom™ oa"™e °pFivi1egedE‘D(E(D 0 h ’ a ~
console#
"7 72087 ~oa @’ I priVilegedEXEC
=% - - =
.0a™~e """ 1o« *<AK~ ] m t
c o X a o , < ® - <
show authenticationmeth- o "t’E oha” g 0O of ~“xt et
ods t _oaaxt®toh
show authorization . Lo _""tE oha” g 10O o o "T "ee . g
methods “ tToh ‘¢ oare” ¢ ° -
showusers accounts Lo _"tTB _ " TEe x O e x T v ee 5 ¢
T c h - ()
oa™e "~ . EXEC a ~
Y ® " c¢chom™ 0 a ™ e "EXBC mtho h ’ a ~
console >
¢m oa™e?-” T eeo 0 h ~ N — STomtxce to TE o
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© T 720817 .0 a " e h ° ar 9.9/
.o0a~e" "~ o ’<e*<,_\K: ] m t
co X a o : < @ CEE
showaccounting Lo TPtE oha” e 'O 0o e”"mtho ee
T X t ™ ()”__"xet"ucp
5212_hoto o™ wl 5L! {
hoto o ™ w! 5L { mco TE" X tmy ° Ty % oxot et -
mco TE" X t oo x v e e g co T'E"o ot - S otoh™" WY mo
co TE'o *toThyp mt g AE" o0 ~ e R(AD|U®*0 tmc o7 7 t  TOURe x QO
c h Tomt xc h mx hm™ m t s - t - ’ c h Tomt x c
.0a™*“e?”" h ™6 ™ 8 " 'Ee o oe‘*rxh’”e**
¢ 7 " c¢chom~ oa™e e 60~ M He o ‘0 & ’ 2 h ™ ¢
console (config )#
T To0BT .0 a e " h ¢ * 4 ™ 'Ee o o e x h ™ ¢
oa™~e"™ ™ o ’<e*<,_\K ] m t
c o X a o , < @ .o
radius-server host p@n 1l R Jo® "txEg~ "*ee. ~m h h  mc .mo
dressg| ipv6-addresy host- m_ h _ho o
name [authmport -ip_addresst IPgn  JPGBT " h  0m gyl B E" T
auth_porf [acctiport -hostnamerm .t o @ "Yh wIhG" T {
acct_por{ [timeout hostname: (1..158) | -auth_portt e ©a ~h ~coh t = = 77y c h 7=
timeout] [retransmit re- m_ a o "o |T"ee. T
tries] [deadtime time] [key auth_port: -acct portr e oa h coht™~ 7 7y ¢ h "~
secret_key/[priority prior- (0..65535)/1812; -timeoutt , et h 7 o’ " "e Y ot =t
ity] [usagetype] acct_port: -retriest _° T, ; _m¢t o c oRADIUSe _h c oh "mT]
encryptedradius-server (0..65535)/1813; -timet _ b a Y | & ex t" 93 Tomtxce
host {ipv4raddresq ipv6- GAYS2dziy (m P _ h7 e TxTxt o admT &tomat Em
addresgy hostnamé retries: (1..15); _caaxt T toh™T
[authTport auth_pord] iAYS o6nodH -secret_key _ T O; Y txt et 0 T oe
[acctiport acct_pori secret_key: (0..128) |0 Ta e ™ " Tee .a  wl 5L {T
[timeout timeout] [retrans- m _a o To |-priorityrch oh t ot mco "WED TR
mit retrieg [deadtime time] priority: (0..65535)/0; |¢ ., ~ ., ¢~ ; e X t _a ¢h oh -t -t
[key secret_key/[priority type: (login,dotlx, -typet t | ¢ .meo E om “r W "wl 5L {
priority] [usagetype] igmp-auth, coa, dotlx | -encryptedt ~~ ~ "t 'E _T0O;  ho T“eeoa
eapol,dotlxmac, ¢ omTx 7 o tmx tmt o fimeout rétries e "
ally/all time,secret key 7Y T " eeomoh wlh5 ! {mco
'e’";(e*'ye‘"mthotee.< m mo‘a’()("'q
no radiusserver host ST IXgt cvehk . hom o omc m_ " m.co
{ipv4raddresy ipv6-address m_ h _ho o
| hosthamé
radius-server attributes jo * = = tth Effamedip-addresy ¢ ¢ S 8. access
framed-ip-address include request ~ __ .t . _
in-accesg‘eq ’ =e”’;(e'< ”’th""xt" T c o e
H dhcpsnooping “arpd o 0m _ © dhcp .
T/ - _"0; snoopingg. ~ Tt ax  omT ot Te
tTT T,
no radiusserver attributes "Tmt®eo tEx‘ae0o” 7 "ee Q@ o
framed-ip-address include
in-accesseq
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DHELTEX

radius-serverattributes Jo® "t~B h NASIH¢ ¢ ¢S OrH (AccessRequest “ t
nasid includein-accesseq cL. 207 Kb _mth *0O" _my
[format word] __ word: (3.32)/%h | YOrm XY €7 t..x .. %W 9°
no radius-server attributes mto® e teg ; e ~ co xao T:."e O
nasid includein-accesseq
[format]
encrypted] radius-server "mto”e t7EO; ¥ mco TE x a co X
[key[ggﬂ d key. (O..lZ?) “x ot et ,__”’ rco e Yy om m 0 o * a
m”’.a\_mo Or-ka< X xmthommt“oa o hx . e
Xacoxm;l,e,\;ﬂn?l -encryptedt =~ " "t 'E _70;  ho Teeoa
no radius-server key "mto” e teE ; e co xao T:"e OQ
radius-servertimeout "mitoT e teg k" TTe vy ot ot ot
timeout dAYS2dziy d'mco’\’E'x(a.m co xao T."e (eX0)
no radius-servertimeout "mto~ e teE ; e co xao T."e 0O
radius-serverretransmit re- Jeh Tt T, mt oo cmc” tmgylhp [ Ih{"
tries mc*m_” nz(brpgbd“c_’F_o‘xx(aam’:‘u;h”*e*0'0_‘
retries: (1..15)/3 omx * mt Ty tmy co m_m™T T x Q"
m c . m _‘ (o)
no radius-server retransmit "mto” e te’E ; e  co xao T":"e 0O
radiusserverdeadtime et a © ho "t E ~hmaty odhmomy”
deadtime e _otoh . e (m’(ohm“t<xhc‘e d "mt e
deadtime: (0..2000)/0 |2 , ¢ x t " 03  mco T"E'X ~ao  cO0 xao
a e e “omtxce m h h ~ e Fx tox ot
’ _:\k(etoa _aaa;t:;oh‘q;(
no radiusserver deadtime "mtoT e te’ ; e o co xao T:"e OO
radius-serverhost “tEet h o m jphThommtotdgho o
sourcainterface {giga- ,mco TE'00 "otdEm TY; e O . _ ", mt
bitethernet gi_port| tengi- vlan_id: (1..4094); |¢ .h " _~  ao o moo® " e 'Yy c
gabitethernette_port| for- gi_port:(1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vian t22L1F 01 YA
vlan id group: (1..48)
no radiusserver host fTT TRt h o omo o xmtho mt 7o
sourcainterface
radius-serverhost Tt ttget h . m jpyet hib__antto hmoy o
sourcainterface-ipvé {giga- ,Mmco TET0O0 "X AWM Y, "e O _ _ " ,; mt
bitethernet gi_port| tengi- vian_id: (1..4094); [¢ . h " "o~ amoo® * e Yy choto o
gabitethernette_port| for- gi_port: (1..8/0/1..48)
tygigabitethernetfo_port| te_port: (1..8/0/1..24);
port-channelgroup| loop- fo_port: (1..8/0/1..4);
backloopback_id vlan f22LF 01 YA
vlan ig group: (1..48)
no radiusserverhost fTT TRt h o omo o xmtho mt "o
sourcainterface-ipvé
radius server accounting TmtTeo L'E com t the . ogmIRADIGS | |
port port . m _h . h
no radius serveaccount- port: (1-65535) ta ®e@mco TE‘0 feht” I5FY B . tm
ing-port e o m D
radiusserver authentca- "mtTeo cofpt ! 5y otch™ "oc
tion-portport ] "'xt(et l_”’(.;*'ox;”te.:) ~c‘m
no radius server autentifi- port: (1-65535) Jta ®'e@Eco TET0 fehftTYW Epomo e
cation-port *Xt(EI,lx_”IC*OX; te . o Treoom
radius server enable C_ TORADIUS h e h oaaxt™toh @
no radius server enable i ¢ . _TORADIUS h e”h oaaxt”toh @

i R S e ™ - “en h ° W h hxtec .
radius servergroupword word: (1:32) o EX ot Yy, hhxec .
radius server secret kelgey o h aipva_address: "mt*eo Ot EMTOH TE o ‘seryeniY N} RAd
{ipv4 | ipv6 | default} . AB.CD: | defaultt _ T 0O; e~ e T, tmy T TY me

T *a<'o"'*3 och<'<’“<eeovo _""O;"q;
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HELTEX

no radius server secte Joha~t A~ T t'E _T0; " 7Y _serger "E 0 "
[ipv4 | ipv6 | default] XX XX X;
key: (2128 = a _ o
radius server secret {ipv4 | o h ajjvd address:|"mc o TE'o0 Tt E T ho "ee.
ipv6} A.B.C.D; _oe _h teo o gomt"
no radius server secret _ohajjvé_address: |~ " " T t'E _ T0O; "~ 7Y _sergep "E'0 _ " e
{ipv4 | ipv6} XX XXX
radius server traps ac- ¢C_TO0OrB " h meo [NPLI mo T .t Yox
couting "t om @
no radius server traps ac- ! Jt_TogR T T h o me o [N A |
couting
radius server traps authen- ¢C_TO0OfsB " h meo{iN}4] T otoFh"
tication {failure | success} h " x T'Et "t " x t RRDIUS _h_" & e~
failuretm * o c h coc .t ] Xt

T Succesgxmcm('eo chom*(_e(e“'y"(xt
no radius server traps au- St TR T T h e o TNFA) L P
thentication
radius servemuser Lo Tt E co TETo it 7Y m~ he "~
usernameusernamegroup m "7 "ee.a ¢ ho T a mco TE o
passwordpass T
no radius server user ~T" T t'E co TETo "t Ty e® m ho
usernameusername

.oa”e” h o a ~ x h radiusséner My c ¢
¢ s ™ ¢ hom™ oa™e?" h o

console (config

e 0 e m¢t kb

-radius - server -group) #

——

* -

* e My aNg RA dz&

¥ 72087 .0 a~é” > ac"e  x h hijyssérger MYx oN& RY
oa™e" ™" € b AK ] m t
co X a o 0 < @ o<
aclacl_name “~ Of wy’|._32‘)éy Tt e mctoE VE v __ " e” A€o | 0" eeo R
no acl m a o 7" t _ T0; tE mco TEQACL” e " e exo "~ 1
allowed-time-range T e . tE ¢  fimewdnge, h  am o TE" o0
range_name range_name: (1..32) |, P x ¢ ¢ . @
no allowedtime-range m_ a_ o™ | t_ T0O; tE _ mtmerarige s  ~ @mco TE’
hxccec . ¢
privilege-levellevel " e~ . t'E xho e E cfix ., mec
level: (£15)/1 _oe , xh hxca™y
no privilegelevel "mtTeo t'E Te” . e co xao™
.oa"e rivilegedEXEC
C*° ™ c¢chom~ _oa"e*epri)viLege@E)(ECo_* ) h > a
console#
* 7 7208r .o a” & priilegedEXEC
S R =
oa™*e "™ 1o« » <AK i ] m t
co X a o : < @ oox<
show radiusservers status 1 L0 _ 7 Tt E mtRADIUS. m h  ho
showradius-serversfkey] _to®ht"Eh ~a th e*mmhab  (bafd B
T “"omtxce™ to TE o 7 Ty € o “t

aSNIBSN
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DHELTEX

show radius serve{statis- Jto®hmE"t mt  x AP/ t oe_ oo"h%a “yg
tics| group| accounting| co TETo Tt  TUYo RADIO®S h  xhh™ @ O

. ! . T
configuration| rejected |
secret | user}
h a h mco TE"o ~ e Y oa*e?-"
AAmt*eo t E "‘o**"\’Ee. 'e*; e ’Y""“’Yc*h"‘p\5th0 \
m xe’Z o X mtRAcD|Ugofm.-[t5,”’h cao YR ':‘ e ot oho o]
e m h h ™ e * )RADqU_S “o0 c ke "tobaaa Xx* tt TEWCH "a e x t ¥ m h

_TQ;secretdio*” t 'E RADIU® o h 3 h*mco To’ e h edvax

MCbH CDMcy(DMC doY coh't m ('lhl\_{IQﬁﬁz?_%'Y\:?((tm( te“to* co ¢ .gt o
T 2.

console# configure

console (config)# radius -server timeout 5

console (config)# radius - server retransmit 5

console (config)# radius - server deadtime 10

console (config)# radius - server key secret

console (config)# radius - server host 196.168.16.3 auth - port 1645 retransmit
2

A o] A S = c*h*aRAD[Ug(dm’:nJhbo

~ ©

console# show radius - servers

IP address Port port Time - Ret- Dead- Prio. Usage
Auth Acct Out rans Time

192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5

Retransmit : 5

Deadtime : 10

Source IP v4 interface :
Source IP v6 interface :

Hhotogp[‘!/{b o*(mc(;*~*<t G(eth*’“*'o“’“eex'o moom
o] EO“C“’<X;®D*O omt¢t x ¢ . xmthommt“xzrnh*wgg-”_iof *c
X a choge mm?*a c ho h co® T eeomt CD¢!/!/{T:>C

* e < - < -

2y _ oo o™ T ee cfm(tm*c()(q;n A t h a 'y m gmc‘lo‘: a X
a _e™a COA’.O~~t<A<m . och(*(’“(ee.a co""E'o“”’
- V1 dziK2NRAT FR2y" e We _ ;, _~_ tm'y o _hpa yom 3o "
~ h = e Y m *em*-~ c ho h tm "yc om™ ™ eeme ont t o h" -
m ¢ (<) ’“’E< 0 "o e ‘a c ho h e e<20< b*’“ ! ém* hc otﬁh"é*'ao c**h

Sh o~ T iemEe T Awe T T :

<

*
T
*
-
*
*
T
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.0 a e h —d 4 " 'Ee o 0o e *th c. .
‘,‘*° ™ c¢chom?™ _oa"‘e"('eé'“o"mf'\hEeo_m _”_:oe“*"mr]”'e'*
console (config )#
’”':"’\*21@-[*‘0a"e° 'h’:“o":""a""Eeo o e o, xh e
oa™e" ™"~ € Vo< * <AK . ] m t
cC o X a o , < @ "o
tacacsserver host Jo ¥ "ixE~ "*ee . ~m h h  mc m
{ip_addresg hostnamé m_ h _ _ho o
[single-connection] -ip_addresg IP" ° h TACAGS 0 ; h~
[portmumber port] -hostnamer m , t a0 TACACGS h ; h "~
[timeout timeouf] [key - singleconnectiont " . ~aoa et  h
secret_key/[priority o "E’, ©0o"eo o mo " e e Y ".7
priority] [vrf vrf_namg m_ h _ _hoaT
encryptedtacacsserver hostname: (1..158) -portteoa h coht™ * 70y oFa.e™ 7
host {ip_addresg m a o 7o Im h hoaT
hostname [single port: (0..65535)/49; -timeoutt , ¢t h =7 o’ " Te Y ot
connection] jportmumber GAYS2dziy of-secretkew __—0O; °~ 7Y “xt et "¢
port] [timeout timeouf] secret key: (0..128) .m_ o o%a e* " ~ee .a ¢t/
[key secret_key/[priority m a o 7o ] -prioritytch oh t t  mco "BE‘P "k~
priority] [vrf vrf_namg priority: (0..65535)/0; |& , ~ . e, e ¥y t a ;ch oh ot
vrf_name: (1..32) -encryptedt "¢ 7 ; seécretkey, "~ _ho "e:eq
m a o "o -vrf nametr a 'Y ht x™® T'Eeo o T m
’ i i ¢ r_n"x,k"< o“tmxtmt“ '\{in{eoutd‘_oa‘e
secretkey’ 7Y T " eeomoh ¢l / {mco T
‘e"; e YS e *mt ho e e m c o a
. > ;
no tacacsserver host e E " ee m o h h me o
{ip_addresg hostnamé m o h o o = - :
[vrf vrf_namqg <" -
tacacsserver keykey "mto” e t7EO; X mco "E"X a . coO
“ox ot et "o ’ h o e Y|
key: (0..128) ¢C1/1/{ a_ ~"x xmtho mt oa
m _a o 7o gco -encryptedt " € © ; secretkey i h o™ ap
encryptedtacacsserver _ Qe xmt oy m Mt e tef R co xao~:*e O
key key - e ’
no tacacsserver key "mtd e teg ; e co xao T:"e OO
tacacsserver timeout "'mtge teg h "7 o’ TTe Y ot
timeout timeout: (1.30k p M|, mMco TE"'x a . ~co xao T"-"e 0O
no tacacsservertimeout "mt~eo tE "e” . e co xao ™
tacacsserver host Trttget b om gypmThommtotagho
sourceinterface ,mco TE'o0o0 "xaEm7yY; e O _ _ " ; m
{gigabitethernetgi_port| vian_id: (1..4094); ST ofa e” moo® "m eh ‘yah o am ¢ |
tengigabitethernette_port gi_port: (1..8/0/1..48)
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port -channel fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64);
loopback_id vlanvlan id group: (1..48)
[vrf vif_namg vrf_name: (1..32)
no tacacsserver host m a o 7o |°°"~ TRt h LMo oxmtho mt T @
sourcainterface [vrf
vrf_namg
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tacacsserver host Tt t"get h o om xMmThommtotdghdt
sourcainterface-ipvé  mco TE'®OO0 " am7yY;"e O _ _ " ; m
igabitethernetgi_port ) "7 ofa e” moo® "m eh yah o am !
{gg_ . gi_port| vlan_id: (1..4094); ) e ¢
tengigabitethernette_port . - s
| fortygigabitethernet gi_port: (1..8/0/1..48)
fo_port| port -channel te_port: (1..8/0/1..24);
rou | loopback fo_port: (1..8/0/1..4);
group] loop . loopback_id (1..64):
loopback_id vlanvlan id rou _—(1 48)
no tacacsserver host group: 2. R = et h ,m xmtho mt
sourcainterface [vrf
vrf_namg
tacacsserver attributes ""mtho tE porha”t co Ty
port {console | telnet | "meco TUEMXTQ ™ P " Toe .Y
ssh}word -%nrecoca h ot o x;* o om mm
word: (1..160p _ a _ o 1-%0% m a o T
no tacacsserver attributes ST T _othR Yt pogt.o 7Y
port {console | telnet |
ssh}
.0 a™~e " EXEC a ~
¢ ® ™ c¢chom?~ oa~“e " EXEC mt ho h ’ a
console #
"t T2let .o a e " EXEC a ~
.0a™~e"™" ¢ 1o« *AK: ] m t
co X a o ; < e L
showtacacs[ip_addresg hostname (1.158) | to *h® Emtho x  mt~t mt X
hostnam@ [vrf {vrf_name| m a o 7o |.ip addresg IP~ ° h TACACS+_ h _; h~
allj] vrf_name (1..32) -hostnamer . 2 'y m ;h =~ h~
m a o "o -vrf namet a "y ht x ™~ T'Eeo o * T mt
show tacacs key [vrf vrf_name: (1..i2) to*h* "' t'E c*h~ pacadgh .h e ~mot h @
{vrf_name| all] m a o070 : ) < " =
5214 hoto o ™ xch~ ~ e ym tEO o6{bati
SNMPT t sge o "o Y cam he : “te'R ™ x\¢ ho** — e xmt h o et t a
c h o e Ya m @ ¥ a mtTy™ AN a e oha™ ¢ a
h *"mod Teeed m t o) Xxmtho mt ““539 S 'Y"e ma mt'Y“‘e?gh’Y@ X c h ™
{bat och ® ~y ot m t 'E - m o 0 xceomt 'E m t o) X ¢ I
a ™ ' e s ~0" a ™ h "hxt “ t oh S t h a e ™ T'Ee . m h
“ " a e mth "~ t e m Y a T xoom t a x ¢ h ™ ~'YO" a
.0 aaxt™toh@ T'yYy™*mtho t 'E h ™~ % ot x choto o —~ {bat
x ¢ h ~ ~ e Y xmtho m t oa @ ~“mtho m t 0 co """ h > - t c r
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢ 7 “*c¢chom~™ oa™e” ew * “ntPe ® ‘o e’ a%h~ ¢
console (config )#
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“ T T2IRT -0 a ™~ e h:‘d””a”"Eeo o e x h ™ ¢
.0a~e """~ € ;<e*<,_\K ] m t
c o X a o ’ < - <
snmp-serverserver co xao"."4¢ TQ; t'E co0o®" h’> x choto o7~
no snmpserverserver o" T M’ _ " ¢f t_ _TOfR " h’ _x choto_ o™ fpat
SNMP t ~0;
snmp-server community "mte~ e te’E ; e  mtho moo ¥ m t
community[ro | rw | su] co choto_ o ™x {patd
[ipv4_addres$ ipv6_ad- -communityrm tho ~ moo* ™ mt ~ ¢ ~h
dress| ipv6z_address choto o ™x {patT
[maskmask| prefix pre- -encryptedt ~ " "t E mtho x moo® " mt
fix_length]] [view R
view_namg [vrf vrf_nam¢g -rotr"omtxec to TVE o T Ty -t e YT
snmp-server commu- -rwTTomtxe Ty ot e Y c..m
nity [group community community: (1..20) | “SUT - °emtxe 7oA e mothTton” T
group_namel[ipv4_address m a o o -view namet © ¢ h - -yt Ay o ’:'Y ch~
| ipv6_addres$ ipv6z_ad- encrypted community |—° f° M. To Treo TLtE ch T Th
dressvrf vrf_namd] [mask GMbdOH 0 m|_° 2 " esimpserverviewp  ch T Ty tooo A
mask| prefix prefix_length} o h aipva_address: | °° CT.mtox T )
encryptedsnmp-server A.B.C.D: -|pv4_address|pv6_eiddress|pv62_addressx IPF " h m
community encrypted com- o h aipve address: | <"t oL ™! . ) i
munity[ro | rw | su] XXXX0X; -maskt & " m " TTRGA I M _otoh Ty oeh T
[ipv4_addres$ ipv6_ad- Joha-~t T Lmtese T e IR me
dress| ipv6z_address ipv6z_address -prefixlengtht 5 om e Tt 2o toh . Pva o
[maskmask| prefix pre- X:X:X:X::X%<ID> hemo T L
fix_lengtH] [view mask:T -group_namet © € L UL
view_namd [vrf vrf_namd /255.255.255.255 ¢ " . . T M.t TEee och T Tsrmpserver ©
encryptedsnmp-server prefix_length groupd e oo TRt Zh omtxee .,
communityrgroup en- (1..32)B2 -vrf_namet _ 2 oY” mt o tox Eeo  a
crypted community view_name (1..30)
group_name[ipv4_address m._a o 7o
| ipv6_address$ ipv6z_ad- group_name (1..30)
dresg[vrf vrf_namg] [mask m _a o 7o
mask| prefix prefix_length vrf-name (1..32)
no snmpserver community m, a_ oo "~ fEh~a th "7y mtho ~ moo*
community[ipv4_addres$
ipv6_addres$ ipv6z_ad-
dres§ [vrf vrf_nam¢g
no encryptedsnmp-server
community community
[ipv4_addres$ ipv6_ad-
dress| ipv6z_addregqvrf
vrf_nam¢g
snmp-server view SO UTET, h F rTcthER o et h T ® Y UY{tb at
view_name OlQincluded| h= h “=@~  "o3xy T Fo o h~e .
excluded of¥o h *t TQ Tomtxc _ HhL5®
-OIbt |, © et ‘q:p\(tih1c"h altmt~ T ee
B h - | M Am t h o - s M
view_name:(1..30 A Ty {hb O(D " eoe o~ *)C*D s e md;c
m a o o < D - . . - «
* - « |m . a . o I: a o e o (o) o) e , . t 'E |:n .
-includet hL5 __"0; ., e~ _ c¢h~ .- ~o 7
-excludet hL5 S, m__70; &~ " och~ T

no snmpserver view
viewname[OI0

STT TR o Fw chT EYY{ bat @
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DHELTEX

snmp-server group
group name{vl| v2| v3
{noauth | auth| priv} [no-

t°'SN|\/|p h x ¢ c x

T'E o cth””“

-vl,v2,v3t { bat @

o]
«
c o

- trF T ex mo o

e [bat
ME OHI Do ao " TE

— L *h

0 (o]

tify notify_viewj} [read -noauth, auth, privt t , ¢ ~“xt et "¢ X
read view] [write choto o Toanoguhmat 6 Do~ %t e taytht, _~
write_view] group name (1..30 |~ x t et | Te, Y priyvtoxt o Te ™
m’a_o;’\o *‘hou";e'<al§
notify_view: (1..32) -notify viewt _ ac¢yh 7% o %o "h e Yy
m _a 0o 7 och ¥ ETmyoo " ® Yo YR NN G NJ
read VIeW (1 32) -read_viewr .2 cyh ~ L. — oz” o oht oeh o a(>e oh
m a_Oerewew to TE_o ptoe mo’”t(le’t‘aoo-@a{be
(1 .32y o 7o -write_viewt , @ ¢Yh 7" 03" o oht oeh oy x h
o ” t 'E " " ee o e xn h et
naaa;t"toh”‘cp - Y T )
no snmpserver group © T T TSRMR h o x ¢ ocox
groupname{vl | v2 | v3
[noauth | auth | priv] }
snmp-server user 0 t"BNMPV8 o TE'°o "t Y
user_name group_namgl -usernametr . & 'Y co TETo Tt Y
| v2c | v3| remote usci]r_nagwe:(i..g\% -group nhamet , @ Y  hxcec
{ip_addresg hosf [vrf .. = | -vrf_namet | a 9Y" T~ mt L. htx~ TFeo  a
vif_namd} groump_nime.gl..g(z
Nno snmpserver user vrf-néme:ﬂ(l..SZ) ~T " TERMPV3 o TETo, Tt Y
user name{vl | v2c | v3| m a o —o
remote {ip_addresg host o -
[vrf vrf_namqg }
snmp-server filter L0 UTET . h 6 T ctthEh A b@tth ~ =
filter_nameOID{included| co " o Ty it ., Ethm 9 ot E. Ay TE NSN
excluded SNMP h ~ hx ©
-filter_namet , @ SNMR, | T 'Et h ~
-OIDt _, " et " tohch fTmmt "t T gele, .
filter_name:(1.390 |~ .M. ." ! {b®om omtho_~ "7 mdg
m a o "o ™ h . h h o e e . m "o "y e™ch
’ ) "m*a:oi‘“"}: ao’eo é*o'e:‘;xt’EI:n(
-includet h L5 _"0;.,e” _ ch™ o
-excludet hL5 _ . m__ —T0; e~ ch~ 77
no snmp-server filter R A - A{bEtth ~
filter_name[OI0
snmp-server host ChH”eE“mthOm_ Y ¢ h T
{ipv4_addres$ A yT2NY m{j NI LID & bda t
ipv6_addres$ hostnamé -communltyr mtho ~ mogNMP{L/2eTtT Y ¢ h T
[traps| informs] [version moo® " e X Toa T e YT
{1] 2c| 3 {noauth | auth | hostname: (1..158) - usernamer La’y co TUESRMPRTt TR Y (et

priv}] {community|
usernamé [vrf vrf_namg
[udp-port port] [filter
filter_namgq [timeout
secondg[retriesretrieq

no snmpserver host
{ipv4_address$
ipv6_addres$ hostnamé
[vrf vif_namq [traps|
informs]

—~

m ) a . o o
community: (1..20)
m a o o .

username: (1..20)
m a o —o .
port: (1..65535)/162;

filter_name: (1..30)
m a o —o ;
seconds: (1..300)/15;
retries: (0..255)/3
vrf-name: (1..32)
m a o —o

-versiont e ¢ h ~° Tyt ot ¢ nipap SNMP\ﬁl trap
SNMPvV2, trap SNMPv3

~autht * - t co® " eeomt 'E ¢~
_noauthl-e_ x o t Z: o" T eeomt _E
-privt x _"< T ot “co ” ’“* eeo m‘t E ¢ *
-portt UDF o h 1 of bt M~ T

-secondg ¢ ; h . ° ® o’ X e . Y ¢ o "t L. h >
c _h "% .  moo® " e AYTF2NNT
-retriest o T .mt o coc .to ¢ hc(h°*
otmx tmt 9 ¢co "t h ® e YT
-vrf namet . aﬂ U*Y:"* —~ m t h“ t o x ~ A'(Ee o a
~T ’: fR’Emtho . - Y c _h S D m o
AYTF2NY uNJm_Jf{ aht Gk OH K Do
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HELTEX

snmp-serverengindd local
{engineid string| default}

engineid_string(5..32

[o]
¢

t

enginelb
-engineid_string ., @ SNMR m t h o mt

et “ t oh

< * 0k —

e

-~

“Yom t*h"vEemt o~

vrf_namg

enginei&_stfing: (5..3"2)

—

R, é—deanuItrcf‘* . mco TE"o0 Te i‘IDeom
* - —'x'(t "“toa"t* (m_*:’mdn;m"“exm”t
no snmpserverengined ST TE (et _ " toh Tom thVEE Rerigine”
local ID
snmp-server =""f’:Eet(hk(mm pm?horllmt_grdzho'o
sourceinterface {traps |  mco TE OO0 " agm7yY, "e ©O  _ " ; mt
informs} {gigabitethernet . o"a e”™ moo “GNME Hha _hma
gi_port|}{gg _vlan_.ld: (1..4094);. -vrf_né\mer och ’("th Tay 0t ~emot
tengigabitethernette_port gi_port: (1..8/0/1.48) |, -5 ¢ v 0 g
- te_port: (1..8/0/1..24);
| fortygigabitethernet ) 4
fo_port| port -channel fo_port (1".8/0/1“4)’
group| loopback loopback_id: (1..64)
loopback_id vlanvlan_id group: (.1"48)
[ vrf vrf_name] vrfanan;e. (%3,)\23
no snmpserver o Ittt TRt b ,m xmtho mt ~
source-interface [traps |
informs] [vrf vrf_name]
snmp-server =~f’”Eet(h‘(mm xve:’fﬁbnmt_dtZOqu'o
sourcainterfacenpvé {traps ,Mmco TE OO0 "ot agm7y;"e ©O _ _ " ; mt
| informs} {gigabitethernet o"a e~ moo "GNME Ma _hma
gi_port| vlan_id: (1..4094);
tengigabitethernette_port gi_port: (1..8/0/1..48)
| fortygigabitethernet te_port: (1..8/0/1..24);
fo_port| port-channd fo_port: (1..8/0/1..4);
group| loopback loopback_id (1..64)
loopback_id vlanvlan id group: (1..48)
no snmp-server STt TRt h .m xmtho mt " @
sourcamterface-ipv6 [traps
| informs]
snmp-server engined L0 UTET et _ T toh xXmtTh e pnergine
remote {ipv4_addresqy ) ID.
ipv6_addres$ hostnamé ho?ntnarze. (:(E.E\Sf) -engineidstringt , © _ et SNMRtmothh o. mt ~
engineid string [vrf -vif namet , ady® 7*mt htx~ T'Eeo  a

m a [ [0}
no snmpserver enginelD vrf-n:elme;(li.32) STt TE et _ T toh xXnttTh e pnerdging
remote {ipv4_addresq m a o —o ID.
ipv6_addres$ hostnamé T :
[vrf vrif_namg
snmp-server enable traps C_TQOsR T T _h _x mfopog*t” (eNJ _L3Ib
no snmpserver enable T/ _"0;,{ t_TOxR """  h’ _x mfopog't” (eNJ_L3I
traps
snmp-server enableraps ¢ _TQO9B ch™ _ x mfophogt " cfieNJ L3  x T~ ;e
authentication / ~0- e o0t Txt et o "e, O
no snmpserver enable T ’ ot TOB ¢ ht o x mfopog®t " {ieNJ LIp
traps authentication
snmp-server enable traps ¢ _TOpB ch” _x mfophog't " :leNJ _LJ
[erps] link -status] -erpss hoto o7 9wt {

/ ~0- o L-link-statustm o m t o "yet Y  me.. 9 T, e _o
no snmpserver enable th — ' _t_TOB cht x mopog*t " ;{ieNJ _LJ
traps [erps | link-status] -erpss hoto o™ 9gwt {T

-link-statust m o m t 0*'Yet“"1( . (";’mee__.o b}

snmp-server enable traps ¢ _TOpB ch” _x mopog't” {ieNJ LJc h
Tt SEnt Ay T/,_7"0; e|momtoye MAYYy - eFESE __mo
no snmp-server enable t_TOoBch* _x {pbat {GN}LImoo* "
traps flex-link momto 'Ye ‘Yink-"eht. hFf SPo O
snmpserver enable traps pt ~O- e ¢ _TOpBch ™ X mfopog*t " {GeNJ _LJ ¢ h |
YFEOny2GAFAOI GA — ’ te T T e, TxX T e emog @l /
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DHELTEX

no snmp-server enable
traps mac-notification
change

TOBE ch v x mfopog’t * {eNJ LJ ¢ h

- xIZ: " e emoyg @l /

t
o~ c

snmp-server enable traps
macmotification flapping

C_"'0,0’Ech’SNM_mapmoo* "oe c h 0
7" ccMAG *h mo o

no snmpserver enable T/ _"0; . ¢{ t_TO;B ch SNMPyapm oo * " e = ch o
traps maenotification T ccMAG T h mo o
flapping
snmp-server enable traps S_TOpBch ™ x mfopog’t " cieNg 1Ly _o
ospt T, _"0; . ¢ = = Erar—
no snmp-server enable " St OB ¢ h m o x mfopogTt " eNJ _LJ
traps ospf
snmp-server enable traps ¢ _TOpB ch” _ x mfophog't " cjeNg 1ILJ o T~
ipv6 ospf / ~0 e (IPv6)
no snmp-server enable Th — ' St TOB cht o x miopog*t ", (eNJ _LJ
traps ipv6 ospf
snmp-serverenable traps C_TOpeBch ™ _x mfopog’t " cieN} LJ o mt |
dhcp-snooping limit clients ch = T'Eeo o o7 . mt. T cefo T
no snmp-server enable TPt _TO;.,8 t__TOYBch* _ x mopog't” {eNJ _LJ
traps dhcpsnooping limit
clients
snmp-server enable traps C_TOpeBch ™ x mfopog’t " eiENJ L] m t h
transceiveralarm mo® .t 'y ~a e eFPDDM"h~a tho
. y o0mto ye m.,;, t. "~ ltom’7y th ~
Tket 0] V ch e a~t E Wt Warnjng ET "Error, OK

no snmpserverenable "mt~Teo t'E "e” ., e co xao .7
traps transceiveralarm
snmp-servertrap T hte’Eh " "t ’E maoh T & x¥y {NF
authentication e oh Jqehoe " T "xt et _"e, 00
no snmpserver trap t Trocth ¢ Eh T mob £ E em 'yh GNIOALIE _ ot
authentication cho ™ 7 "xt et = "¢ 00
snmp-server contactiext text: (1..160) eh Tt @et” _texQ e oha”g 10O X
no snmp-servercontact m a_ oo |~"*fRet” texQ e oha®g O xmt
snmp-serverlocation text text: (1..160) ,e¢eh t B oha”g ©O o a mtoco "o
no snmp-serverlocation m a_ oo |~"*fT'R oha“g O o0 a mtoco "o e
snmp-server set variable namgname |'mt " e o Ut E e” ;e Y ¢ h a ee
variable namenamel valug © T e . |_oaaxt®toh™ @
valuel[name2 value2o X & 6 vt "t EM -variable namg 2 Y ¢ h a eeo T

mo ot . tmt ‘_nameva|ue'[c “ h mo ot R (Tt‘net"““;*(me ’*(acp’Y

mece ¢, _"'
snmp-server enable traps ¢ _TQO9B ch™ _ x mfophog"t " ofleNs-hLI Tt .
cpu notification pt —O- coho = =7 hx © /[t @
no snmpserver enable - ’ U _TOB ¢ h " x mfohog®t “ ofieNgthLI T~ t
traps cpu notification coho ™" hx /It
snmp-server enable traps ¢ _TQO9B ch™ _ x mfophogt " ofleNJoHmt ~ e o |
cpurecoverynotification coho ™" h CPU.
no snmpserver enable TPt _T0O;,9q t_TO;Bch™ _ x mophog't” ofeNJoLHmt ~ e o
traps cpurecovery coho ™" h CPU.
notification
snmp-server enable traps ¢ _TQOpB ch™ _x mfopogt " ofleNg-hLI Tt .
memory notification bt ~0- Jeoho = "7y o A a” m o0foTeo o
no snmpserver enable ! - ’ U _ TR ¢ ht o x mopog®t " ofleNg-hLI T vt .
traps memory notification coho = 77y oA a” m o%o0o%eo o
snmp-server enable traps S _TOpBch ™ x mfopoa’t " ofjeNJoLpm t " e o |
memory recovery- cohd ™y o A a~ m o%0o%eo o a mt
notification ht —O- e
no snmpserver enable - ’ U TOB cht_ x miopog®t “ ofieNJ o mt ~eo
traps memory recovery- cohd ™™y of A a* m o%o0o"eo o a mt
notification
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HELTEX

descriptiondescription

description:(1..160)

snmp-server enable traps ¢ _TQO9B ch™ _x mfophog®t " ofleNd hLJ ¥~ t iy
sensor notification tpt —O- cohd ™™™ . e Y "7t o @
no snmpserver enable - " | LT OtoR ¢ h "SNMPyap o o oemh= ™=t .
traps sensor notification cohd ™™™, e Y "7t o @
snmp-server enable traps ¢ _TOpfB ch"SNMPyapm oo ¥ "oeommt *eo 7
sensorrecovery cohd ™™y “e” ;. e Y Tt o O
notification Pt ~O-
no snmpserver enable - | L TOtoB ch*  x mfophog®t “ ofleNJoLp mt * e o
traps sensorrecovery cohd ~™y "e” , e Y "t o @
notification
snmp-server enable traps ¢ _TOpB ch”~ _ x mfopog't " ofjeNgl hLJ T "t "
storage notification cohd ™y o A a® m o%o0o"eo o a mt

Tkt _"T0; & af‘*“’ - P e
no snmpserver enable .t _ T OB ¢ h _x mfopog™t " ofeNy hLJ to.
traps storage notification cohd ™™y ofmpaod™® " eo o a mt~ e~

c ™~ a 'yt X

snmp-server enable traps ¢ _TQOBch” x  mfohog*t " ofjieNJ o LB m t ~ e o |
storagerecovery- coho ~ *= 7 o* A,a® m _o%o"eo o
notification tpt —o- 4 Ayt o
no snmpserver enable - ' U _ TR ¢ h " x mopog®t “ ofleNJ o mt ~eo
traps storagerecovery- coho ~ "~ 70 o A a®* m o%o"eoa o
notification cTa vt o
snmp-server "ra BR T ; ceo 7Y 3REYSAONIe- “ohqg

m a 0 0 - -
no snmpserver description o TS hexe;, ceo xao To"RY Hea55SaON®
.0a~e” h o e a ” x he*t ¢ h m ~ 0% ™ c ™ ‘Etherriet et h

¢ ® ™ ¢ hom~™ oa™e " eoe mt k be*t g h Elﬁemle’fa

console (config -if )#
(Tt Tp18T.oae . hoe axteTtgh Ethernef

.0a™>e """~ € vo< * <AK ] m t

co X a o : < @ “ o«

snmp trap linkstatus ¢ _TQO9B ch™ _x mfophog"t " (jeNJ LJ c h
- momt o 'Ye Y e " mt h "~ - a o (] c o h

T/ O; . ¢eo . y

no snmp trap linkstatus

C._*’gol’Ech"'

x  mfohog®t * {ieNJ LJ ¢ h

momto'Ye*'Y(;"_mth"‘“’(aovo c o h
.oa"e rivilegedEXEC
¢ ® " c¢chom™ oa”’e"‘ppivqeged@)(E@o h ’ a ~
console #
T 72147 L0 a @ " ! prijilegedEXEC
oa™e """ ‘e”',<ek(AK: ] m t
cC o X a o , < @ oo
show snmp T Jo _TrtmE "~ t xmmol ygte e @
show snmp enginelD . o "TUUE et _“toh TomChUuEemt o
enginelD.
show snmpviews view_name: (1..30) _o "rtep 7" 0 %o th e Y fbhbat ®
[view_nam¢g m _a o 7o
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DHELTEX

show snmp groups group_name: (1..30) | _©° _“"tSEHMR h xcc . @
[group_namg m_ a o To
show snmp filters filter_name:(1..30) _O0 _""tSEMP , TEth - @
[filter_namg m a o 7o
show snmp users user_name(1..30) L0 _""tSEMP o TETo0 Tt T 0
[user namg m a o 7o
show snmp vrf {name | all} VRF name: (1..32) Lo _ " "t 'E SNMPthY x " VREe eo o
m a o "o
5215 hotox ™ eeo 0 a o e t o h e - m t owahb?ov
h ot o o o e t oh e - m t owahb? Y 7Y tmy o h
h "omt ~ t 'E T o T ’ h o 0o "a o’ eomt oetho ™y
3% h ~ t h m o h " "aee em o0 “RMONe & . h x O o : h " 'E 9
h ™ a > T x X —" a m t b "e oha™g YS mo ¥ h™*ee™ Yy
U EO®
oa™e?-" h ™6 ™ % " 'Ee o 0o e x h ~ ¢
¢ 7 “c¢chom~™ oa”e” ew ¥ “nt'ge @ ‘o e’ a% h ™ @
console (config )#
T T218T .0 a e h —™c¢ ¥ & " 'Ee o o e x h ™ ¢
.o0a*e"~ "~ ¢ ’<e*<,_\K ] m t
c o X a o : < @ L
rmon eventindextype T mot hmET .t YT mco TETx a }
[community com_text] [de- aoe toh e " @ _
saiption desc text] [owner -indext , e°  _m mo® .t vy
nam . -typet t c X " oa T e Yy e h h
g index: (1..65535), ,H¥po ax mo* .t o
type: (nonejog, trap, | oo e e h ho *t E x “ o a —
log-trap); Y h RS o - . %
.' |OgT'<e(h*h°“ t 'E c'mE t
cornr:_te);t. (0(')'12\70) traptotm . "t 'E {bat NI LX
oo - | logtrap T e h ho ~t'E ""c mE t
desc text: (0..127) g-, PT. .= 7. ° ' -
m a o o trap; .
. - - | -comtexttmt h o ~ moo "~ ™" m t - {bat
- t h = .
yrysy m -desctexttr o ¢ m~e . mo t Y
-namert | a 'y mo Tt . A'Y m o t Y
no rmoneventindex Stetp oLt % meco TETXx ao .
a o e t oh e )
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HELTEX

| log}

rmon alarmindexmib_ob- " mot hx Mo Yy .. " o "h e
ject_id interval rthreshold -indext _, e~ _ _m ~* _ ~h —eo o mo% .t
fthreshold revent fevent - mib_object_idr _ et _“toh ¢ h a
[type type] [startup direc- OIDb;
tion] [owner namg -intervalt | et LT ot e ot
. mh"”e*_"otm'y m .o 90 ° 'Y"(m
-rthresholdt . om g0 " 7y*™ 'y ~h~e ¢~ T
-fthresholdt ¢, m 90 = y*~ 7y ~h~e ¢~ T
-reventt ¢ m mo ¥ .t YS otoho
c h m' : e om oo,° Y - h ~ e<
_féven}-[ o o m omo * Lt Yy “otono
c h m : ‘e e m Qo*° Y B h e
) _t)(/pe-l:a :t 0" ot *oh™ x e e 9 ¢
index: (1..65535); et s e Yy Ty mht e e Y om ho~
mib_object_id: ot @bsoluter ~ ¥ mo T Ot e o ( C g . e ' (
_ohn te-Jec h a eeo Fx Tt meh” eoeeeo'm
interval: mm~ " x ao o et h ==
OMOPOHMNTNY " tqjé“ar “e coe *h~eeo c
rthreshold: com ™ e a ot *ohn | *x-* t t
(0.2147483647); |h~ e ¢ *x° t mh~ e e~ m  n-~
fthreshold: e v e ya c h a ee o oe @
(0..2147483647); et h o = ’0 T ‘ ) ‘ T T
revent: (1..65535); |~ startu(pr Temt h x e Y Ty e h” ¢
fevent: (0..65535); oetho —~'Ee o0 a et h o~~~ <cp “eh ¢
type: (absolute, = = e 9 mo * t ‘ Coe ’“<'Y ¢ h :)
delta)/absolute; Xt a mh= e e Y oto*h=eeo ¢
startup: (rising, falling, |, + ° & h~e ¢ec~a Yy °
risingfalling)/rising -risiﬁg*r e h ho "o E* "t "0 m
falling; omaoe vt hrel ¢ gl A Te-
YEYSY mthe. c h oa (')ethc;"‘<Eeoz; et h
e el T o
-falingt , . e h . ho =t 'E . ® e ,eo0
e m go 7 y” h e c m -
e~ c h 0 :; ) o et o "‘<’Ee o z; et h
hTe el T -
-risingfallingt , , ¢ ,h  ho ~tE 7 e eo
co _omugo YT o khTe & moofd Y’
oto™h™eeo c h a e eo e ™ c h
* ~E’ ~ %, h~ eo om 50 7 y” ‘
h‘“eo<e*n*woo°’Y"':m 'a‘e*c(T<m
-ownert , 2 Y mo Tt . -~y . “ h L. eo
no rmon alarmindex ST txp To 0 T mof it h e .o
rmon table-size {history Trt®Er_m o ar Tge . b *& kg dwahb
hist_entries| loglog_en- -historytra © _m a® T'Eeo o 7 . mt o
tries} hist_entries Lmtosh
(20..32767/270; -logra” _m a” Eeo o7 o omt o m
Iog_entries ' e ™ ;e ) .om t x c X t . m X
(20..32767/100 el hx - xmtho mt "o
no rmon tablesize {history Tmto” e te’E e co xao T:"e OO0
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DHELTEX

oa~e” hoe a “x he*t ¢ h m ~ 0" “c Etherrielk eett hh mme
h x c c cohto
f.7 TehoemT  _oatelewme mitwiteh FEgferper, 2ct b M7
ohto Y
console (config -if )#
“ % 72187 .0 a ~ e " hoe a~xh™ ¢ h FEthermel h xcec et h m o
.0mMme 7~ ¢ ;<Ke_§<’\:; ] mt
c o X a o ' < o - <
rmon collection statsndex f_T0;Bha ho "e mtoh oY)
[owner namg [buckets index:(1..65535; T ""ee .pg BalL.0 x7* T eeo o
bucket_nunh [interval inter- name:(0..160) -indext e " _m th Tx a0 . o hxcoc
vall m*a“o;"o“-name-[""\"° ~. e hxcec . mt=™t m t
bucketnum: -bucket_nunt e ™o (‘em’m(ozc* X h x ao m 1
(1..50/50; Y Y m*ohe mtvh mtco
interval: -intervalt ¢ _h o" ochom=® ° 77y oha
no rmon collectionstatsin- (1.3600k vy nn | ¢ ._TOyRha ho ~e omtoh "¢
dex o T v e e 7 dalL.0 x°* " eeo o
oa~e” EXEC a ~
¢ ® " c¢chom™ 0 a~ e "EXBC mtho h ’ a ~
console >
‘*’\ler*‘oa"e* h > ar~ 9. 9/
‘Oawe'-*w e ,‘Ke?:\;; _I m t
c o X a o , < ® . % <
show rmon statistic§giga- o _TTtmE *t  mt X et h  m~
bitethernet gi_port| tengi- cohto 3§ mco TVE'x ax QO T 7Y x 7
gabitethernette_port| for-
tygigabitethernetfo_port .
yolg port] gi_port: (1..8/0/1..48)
port-channelgroup} te_port (L 8/0/1.24)
show rmon collectiorstats fo_pporf (1"8/0/1“4)" to®hte oha~"g¢g QO co “~ch ™ i
[gigabitethernetgi_port| - S t™t mt o)
. group: (1..48)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port -channel
group]
show rmon historyindex Lo "tptoh O 9FHKSNYySi mt~t m
{throughput | errors | -indext """ cho * ee” 7y ~hxcec®™ mt=t
other} [period period - throughputt ¢ o __~ R
index:(1..65535; gchocxm_ eo .mcomo e omt 0
period: (1..214748364y" | -errorst ¢ © __ " Lot Moty °
-othert ¢ o _ "~ Lootmy vy ot
-periodt ¢ o __ "~ ot mtoh QO -
. h La e (0]
show rmonalarm-table T Lo TmEoTexQ tTF T ex T T"h e
show rmonalarmindex _ _ Lo "t B e xh~" g O e”"mtho
index:(1..65535% lindext e " m = co o meoF
show rmonevents T o "THEE Y T ex mof .t x "7 ee
show rmonlog [indeXq . ) Lo _TTttE T oex "¢ mao e xtTo*h™ ee e
index:(0..6553% Cindext e . m mo* .t y
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h a h c o e e Y oa™~e-”
Auo_* t’E mt ™t mt eret MAN et h Lom” 9K
Mo n s o |skoWw rmon statistics ten gigabit ethernet  1/0 /10
Port te 0/10
Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: 0
512 to 1023 Octets :491 1024 to 1518 Octets :389
**"*zj_gfhc* e h *x TVEt * to
*h ™ a t m~ e
Dropped o, mt o “"ma® . ttoh¥~ “er . gt .7 ot¥ho
Octet o~ . o mt o ot T ve 9 6. ThO eyt 5t e
ctets h ad t .3y eo __T0; Y oot _oetho TEe o0 m X
o ;. mt o c h e 'yt 2 ¢~ _ to 0. ~0:;" Y ¢ To g
Packets ot oo
Broadcast o ; mt o c h e 'Yt o) _ho o "ot ~'Ee 2 ¢~
Multicast o™ ; _ mt oaecoh oe” "Yth L me 2 ¢~ o oto T'E_o o
o T omt o ch e’yt.pg ¢~ to T T eo oe¢ ¢ pnh
CRC Align Errors ex Q0oetho "'EFex QO mxaax — Fo m c. . a ;.om Toa
TC/{0x T, %o m e ¢ T.a . m Totahlighfhen)t 6° L
Collisions e, e_~ to~T o™ - e"m * ~ae eeota 49 § KSNY S
. o ;. mt o ch eyt .g ¢”_ to °’?pgggo*§*:t(e.’5’(
Undersize Pkts »_’“’o;‘“ Y ’:'* to. _oetho ’“’Eeom mx a a VS eo . omt
. o T . mt o ch eyt .g ¢~ to " T he o a 0¥ 0 4TUEY
Oversize Pkts »_’“’o;‘“ Yy o * t _oetho ’“’Eeom mx a a VS eo omt
o’“*; mtno c h e 'Yt . g c“'_ to” *’“petoao':““a*(.tse.'E'<
. _’“'O; Y * t _oet h o ’“eEEe 0 h_moxeé(_l)ah .0 L’)’XEe*xaQ '@"X‘ay X
Fragments ;. m "o a o t 6o ’ . chort Ct]_{_oz_é"eifhorﬁ"'Eeo c
6o ‘__F _ -h* ¢ Algrimen). 'Y
o T . mt o ch eyt .g ¢~ to ° ~ he o_a o"’:“mo.t’T.'Ez<
_’“'O; Y * to. _oet h o Tege o h_moxeé(_l)ah 0 TEe xaQ ™M™ a® x
Jabbers : m Toa ot 6o . chog F@SY, “o0oemtto GEeD. a
60 . . - Alignmenyi e | Y
. - ;(mt“o ch*e'Yt.o "_ ton (’J__A'O;W'Y‘d‘f\owir
64 Octet a o < t S eo _T0o:;"Y ® t _oetho TEeo mx a a
0"‘; mt»o ch*e'Yt.O c"'_ton (’)“_"’O;*'Yc"oz)
65t0 1270ctets t ~'Ee o 6 m  Tagf oy, 3 o "oy F t . _oetho
o ;, mt o ch eyt .g ¢~ to 0. _"0;" Y ¢ Tog
128to 2550ctets (. "Eeo ¢ m_"@F Y .3 o __TO:"'Y * t. _oetho
0"‘; mt»o ch‘e'Yt.g c”‘_to” 0'"_""0;”"Yc"03
25610 5110ctets t ~'Ee o 0. hmm’“hofl MR o . _To;"Y ® t . _oetho
‘0"‘;(mt"0 ch*e'Yt.O c"'_to” (')“_A'o;"'YCAO:)
51210 10230ctets : t ~'Ee o oh pwt’_a"‘o"'om; T Yy eo ._"o;ry ¥t _oeth
o T, o mt o ch e’yt.g c¢”_ to 0. _"0;" Y ¢ Tog
1024to 15180ctets .t "Eeo  ghm_av¥Q:T Yy eo Tty *oot _oeth
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A o A S = e oha™ ¢ O co h xcc ™ a mt ~t m t
ffo n s o |skow rmon collection stats ten gigabitethernet 1/0/8
Index Interface Interval Requested Samples Granted Samples Owner
1 te 0/8 300 50 50 Eltex
SR Y O & § c m ™ e h x TEt Yt o
“ h ™ a t h c m ™ e
Index "e " xem ™ TEe o0 ® et ¢ hx Q" “c m Ed
Interface Ethernet et ~he™ mgtohoa “ex " e ochom @
Interval " e t “'"‘ m _xe”"o a ®ox ochom~™a [0)
Requested Samples =" ch eeo o~ m t 0 otm - t o > _otoho
Granted Samples _" h eeo gomt ™ mY) _o~ , mt o otm.
Owner ¢t T, e TTeeo e om o ®
A 0 Tt E om o to c hocxm e o mc omo e omt B
console# show rmon history 1 t hroughput
Sample set: 1 Owner: MES
Interface: gi0/1 Interval: 1800
Requested samples: 50 Granted samples: 50
Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
T 2287 ¢ m ™ e h x TEt "t o
*h ™ a t h c . m~e
Time T Jhoay mo "7 e Y e om )
‘0’“* mt o '“"mt T v e e o) 0__’“ ”"Y""“mt ‘hc<";1-
Octets ao“*. t > eo . _"0o;"vY ~© t _oetho’“Eeom mx a a
.0 mtno c h e "yt 9 c’“_to“ 0“_"‘0;"Yc"‘03
Packets T TS
.o ™ mt o c h e 'Yt fo) g0 h o 9 ¢~ __ to ) t ;
Broadcast — e e 9 heo” o . ~ ot —'Ee “ " h m =~ O
. .0 mt“O c h e "yt fo) g0 h o Oc"_<t0“ . t ;
Multicast —~ e e 9 e~ aeo o™ " h m e * " h m~ @
c.e_ "~ m h T e chocxm eo mcomo e omt
Utilization ; ec«h o~ oha'hou"'e Y T ¢ m (0] hocxm_e"
t mYy:;eo cho ¢ et ™ @
o7 tLo eh e yb ot T tohaeho Te Y “Tco m,
. MPp MY -t . _T0; et T meeax§Q ha T@EE x H mx T aax . it
CRQAlign o t go * . c ho h 1 C/_{olext h70 “*'Ee om em x@ a".. a
Lo e 1 Alignmeéi).
i LE e T Lo, oM . e'm " raeeeota 9 (KSNY SO ¢
Collisions e Y ¢ m o
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HELTEX

o~ - mt o c h e 'Yt . o t ;e c h o~ ~ o h 4
Undersize Pkts Fr_t 4 mh TORE YL .3 eo . TO;"Y ot _oetho "
c h~ " 'Ee o m o h a h o ~ e e O]
o T t o c h e 'Yt . g t e moc h” oo "o o
Oversize Pkts MPp MY ~_t B maéQtT.'¢ eo  TQO;"Y Tt _oe th
e 0 a c h~ " 'Ee o m o h a h o “ee . 9@
. - ; m t [¢} c h e 'Yt . 9 t : e c h o " ™ o h
et 6 mh T vt S eo _T0o; 7y f _oethoit
Fragments ex Q0oetho "'EFex QO mxaax — Fo m c —.a :oom Toa  *
1T C/{0x T, %o m e ¢ T.ah= @& ToraMignfén)t oo L
.o T m t 0 c h € 'yh . ¢~ "~ t ohaeho " e Y ~c m
MD M o t mat Q.5 eo ~0:" v * t o et
Jabbers o P yh coxe T ~ i ~ o~
.. . h eoxe@ ho Ee x O mx a a x X 0 m c . a ;.m o a
mxaa.C/{0E T, fo m e ¢ T.a ; .mTorapigmen) Yoo
o + mt o “"mot* . tto hFT~ " . gt .7 ot *ho
Dropped o h a h o e Y ~c m (0]
A o " "t E m o"ex (O t**¥ 7T ex m e ™ "o t h o
console # show rmon alarm - table
Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager
“F T2t ¢ m”e h x TVEt "t o
“ h * a t h c m ™ e
Index "e * m 3y x e e*t T'Ee og h x O “c m 'E
OID OID oetho ™ hx a o | c h a e eo
Owner _° "E'o "t TFE3y mo T~ ' "¢ mE
A o "~ "t E o*e ™ h x he* .gom (@ o€ t- mo a M
console# show rmon alarm 1
Alarm 1

OID: 1.3.6.1.2.1.2.2.1.10.1

Last sample Value: 878128
Interval: 30

Sample Type: delta

Startup Alarm: rising

Rising Threshold: 8700000
Falling Threshold: 78

Rising Event: 1

Falling Event : 1

Owner: CLI
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DHELTEX

Tt T22RT m "~ e h x TVEt " to
“h ™ a h c m "~ e
OID OID oet ho ™ hx a o c h a eeo
e ™ o e c h a e e o e~ com ™ e a oet ho & FEe
LastSampleValue e . absolutet t o Hto ~ " mo TQteo “e "delta®eh ", e kT aa ek
: e "Ya c h a eeo oe ¢ e ™ 77 o e
"e t h - m x e ” 73 t - otoho o ®
Interval e o h e e a o
to” ot*oh™* x *  ~ee 9 ¢ceh a "eey. mh~ eo®myuy
t o 3psolutet © *mo Tt eo e~ - e .¥h~eeo c h
e ™ 0oe ¢ mm ™ " x aodelpar €T :he~ " ¢p."hteto
SampleType com ™ * a t ¥ oh *x " t th “ege  * x "t t mH"~
c™ a oh ™ e c” a X e~ e Ya c h a e eo
IR
"emthx_C*Y”"Y'<e<h"e** mo ~ to e ™ c _h o
-~ e h ™ ¢ * *h e . mo MoEE a t o 8 ©yh ¢ ~ B~
oto*h™eeo c h a eece m o " eo 5 T *o o* a
risingt e h ho ™1t E T e ceo “ "~ h e o mo ¥ .t
e oto*h™eeo c h a eeo e™ ¢ hTo%o hHe deh
h=e ¢, &
StartupAlarm falling T e h ho *t°E e e o . e e o mo * . i
e oto*h™eeo c h a eeo e~ c h 0 a oeth
h=e ¢, ®
risingfalingt e M ho TUE T e geo T TR ok, €0 emd
oy h ~ e c 5 m e ™ e oto~h™eeo c
o TE’ ~ *o h™ eo om 5o Y h ~ e c T K
e . e om 5o Y h = e ccph ., @ *Tro  'e®?
Rising Threshold oetho T'Eeoa e t h T * o a e 'E’ T “eeo
- faomT"FE0 a4 e o e QO h ~ e c.- S to “& h “hoe
Te ™ . e e m jo \ h ~ e c-d .o o e~ - e
Falling Threshold _oetho TEeoa et h =7 f .70 Fo TE T "eeo
A a e E - o h ~ e o e ™ e (o) eh “he hex. Ft o
Risingevent "€ . m mo* .t 'Y mco TE x Q" om'Yy o - om o
FallingEvent e . m mo® .t vy mco TE' xQO"  om'Y3y o, " e m
Owner Lo TEe "t TEZ mo "7 7 Te mE®
A o ~* "t E t~*% T gx moF* t RMON™~ ~ " eeo o aoe t oh
fronsole#  show rmon events
Index  Descrip tion Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log - Trap router Manager Nov 10 2009 18:48:48
-~ r-\223_[~ m ™ e h X r-\,Et “ t 0
“h ™ a h c m "~ e
Index e " m s x e “ T 'Ee o B et ¢ hx QO" mo * t
Desciption .0aa et®h 3y oc m. ~Q"  mo* .t P
x “oa T e YS e h h x a o o :xmtho m t 0 a q
nonet © e h h o “t 'E X “oa T e Y
Type logt , , ¢ P ho ~“t'E ""c mE U777 e X
traptotm . 7"t 'E {bat UNJLZ
|Og_trap'[ e h h o Tt E v oc m 'E t T c o tm 1
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HELTEX

Community Jtho = moo® " ywe h dbat " TN LD
Owner _° TEo Tt TEZ mo """ L. Mmoot ot ®
. ¢Ch ay S S e h ~ e Y com T “Te o mo *
Last time sent Ht o e” . e N ¢ co ex "0
0 Yt E Ot ST " % awrec damo RMGN 7
console#  show rmon log
Maximum table size: 100
Event Descrip tion Time
1 Errors Nov 10 2009 18:48:33
Tor P ToogrT ¢ om™oe h x TEt *t o
“h*a th c . m~e
Index e © my x € e"t "'Ee og¢ h x O" - m 'E
Desciption ‘oaa<et’h*mz oc m “"O"'*m mo * t o
Time ¢ h a 'y mo T e Y “c m )
5_21_6€c*m_* omt¢t x ¢ !/[ Y x ch <e*Yxm
Hho'h”’aaeo< 0'<mc<o,w<<:e*‘o_'D((atax‘lﬁ‘*""t'daljo h’Ee*
x ¢c h ™ - e O xmtho m t 0 a : h och ® — e e c oh
om t Agcés<CoatrolList! / [ 0 7 TY xch ™ T e YO
J /[ LBNIx[!b h~* ot~ &lAYIHE_c _ h a7} Ot
L
.o0a™e " . h —0 * 4 T e o x h * ¢
¢ - “*chom™ oa”e " ew ¥ “nt'ge @ ‘o e a% h ™ @
console (config )#
T v ¥ ToogT .0 a e " h ~¢ * a4 'Ee o 0 e x h ~ ¢
.0a™~e"" "~ “e o e K~ ] t
coxao"‘,"e
managementaccesdist 0 tThEc  mo omtxc™ T 7Y xch”
name o e mhe™ @  ~ om¢t x c ™ Y x d
- name:(1..32m , a o0 — = -
no management acceslst ©tmE  mo omt x¢ Y xch
name
management accesslass ,h7egeh ~— e  xmtho mt oa
{consoleonly | namé& mec m_x "omtxec ol O0OSaa fAaf
STomtxc”® @
name:(1.32m _ a o | -consoleonlyt x ¢ h ™ T e ~ xmtho mt
_oemo T @
no management ac- ta ®ENMN™e . e ™ xch®” T g
cesstlass och ° T eeoax c . om_,x Tomt xc
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oa~e?" hoe a * xmhc™ @ - "omtxc” T 7Y x ¢ h A(e*
‘,‘*° ™ c¢chom?™ oa“e " eoe m'timbc:‘_*@*_:‘hp’m*tax(c"' Y
console(config)# management access -list  eltex_manag
console (config - macl)#

'”*’\*22@-[*‘0a"e° ho(efg*a"”xnhc"‘@*_*”‘ Tomt xc ™ T Y x ¢ oh -

oa~e"™" ¢ ;<e*<’\K~ ] m t
c o X a o ' < @ -

permit [gigabitethernet Tt t®Er ch 0" xm "o T T
gi_port| "omt xc ™
tengigabitethernette_port -servicer t  comt x ¢~
| fortygigabitethernet sindextch oh t 't ch~ 7" @
fo_port| port-channé
group| oob| vlanvlan_id
[serviceservice] [ace gi_port: (1..8/0/1..48)
priority index te_port: (1..8/0/1..24);
permit ip-source fo_port: (1..8/0/1..4);

{ipv4_addresqg group: (1..48)
ipv6_address/prefix_lengt vlan_id (1..4099
[mask{mask| service: (telnet, snmp,
prefix_length] http, https, ssh)

[gigabitethernetgi_port| index (1..65535)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indeX
deny[gigabitethernet TTtCETch Q" . xm To T
gi_port| STomt xc ™
tengigabitethernette_port -servicer t comt x ¢~
| fortygigabitethernet -indext e h ~oh t t ch=® T @
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace- gi_port: (1..8/0/1..48)
priority index te_port: (1..8/0/1..24);
denyip-source fo_port: (1..8/0/1..4);

{ipv4_addresqg group: (1..48)
ipv6_addreskprefix_length} vlan_id (1..4094)

[mask{mask| service: (telnet, snmp,
prefix_length}] http, https, ssh)

[gigabitethernetgi_port| index (1..65535)
tengigabitethernette_port
| fortygigabitethernet
fo_port| port-channel
group| oob| vlanvlan_id
[serviceservicé [ace-
priority indexy
remove acepriority index index (1..65535) ST Tt E oxm To mec m ~

oa”e privilegedEXEC
¢ ® ™ c¢chom™ _ohaf’eflgpi\“;qeged@)(E@ o
console#
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HELTEX

7 TQ228T .0 a” @ ! priVilegedEXEC

L *

c o X a o

= . ~ . =
e e(K

— ~

show management access

X name:d6 M®®Po H 0 o _"Ytm’E m Tomtxc~ 4} O00OSaa
list [nam¢g -
show managementac- . o0 _"tE oha®geg 0O oY ~_t e .9
cesstlass ol 00Saa ftAaadov = 7Yy xeh™ T e
5217"*mthd om™ x c ~
5.21.7.1 Telnet SSHHTTP FTP
]~ ee . oa™e " . c h e ™ e ™ e . "o'mT'yc ™ *mthy
oaaxt~toh@odoahy * TELNETSSH ® a a x t *tohoa c o o Ty ot
e a x 'Y aoeoe oh xh™g
.0a™>e” . h7Td*F U " Eeo o e x h * ¢
¢ - “*chom™ oa”e” ew ¥ “nt'ge @ ‘o oe” a% h ™ @
console (config )#
“F T2 .0 a v e " h ¢ * & " 'Ee o o e x h * ¢
e ™ e e
.0a~e ™~ e s K ] m t
X a o ~ e 'O < @ . ox <

ip telnet server

“ "h tXE * T ee® x h xtmot h“oe mt
- .o = P . . © <

co xao TTenetm ‘@ _ |; . " Telnet.
no ip telnet server ._"0; . ¢ Tvcth x E T ee@® hah™entho mt
Telnet.
ip sshserver _T h txE " T e®® hah"xentho mt
; . " SSH
) Jjo t ,cgoc_dh_’“’o; =Y h
V e h F]PSSH]e h h *x " t e~
co xao"‘sSHa*r'o“( i":h:‘cpuuo‘m:": '(e(h(‘ek
ot __T0,; e _oa~e” . ONEBLIi2 1Se& 3Sy
3SySNr i8S Ralo m_ h_ho ¢
Ye | P
no ip sshserver T octh x E” T eeeo L. heh™emtho mt
SSH
ip scp server oo,V E 0 ho e T 0T
c o X ato "/S\pope‘ ho. —Ova_ asxs;p tho h i ‘580011) ee< ,+0. t ,'E( h
o 0O: e < . < -
no ip scp server f-_"oscpr B M@
ip ftp passive iy ~0- . o ¢ T0; JUE ¢ mm eFTBP_"hH(’e*ta‘ o>
no ip ftp passive T b ¢._T0; tE c¢c"mm efJR_"h e ta ¢
ip ssh maalgorithms algorithms:(hmaesha2256, |~~~ "t E mc mo  h ™ ~h " ee .9
hmacsha2512, hmaeshal, |° 'Y m h h ™ o
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no ip ssh mac umac64-etm@openssh.com [ fommt “eo ~t’'E mc mo  h™ "h
hmacsha2256- Txt et o " e O
etm@openssh.cophmac
sha2512-etm@openssh.com
hmacshat
etm@openssh.copumac
64@openssh.com)/” * h
. m™ "" o h . t a .
P S_Sh portport_number port_number:(1..65535/22 |~ ‘L“O, " t, z Lneo MR ML AN a,\q)i ! p
no ip ssh port mt~e tef ; e  co xao 7 e 0
ip sshclient sourcginter- T tT"Eet h  SQ@ ‘mmWY o
face{gigabitethernet
gi_port| tengigabitether- gi_port: (1..8/0/1..48)
nette_port| fortygiga- te_port: (1..8/0/1..24);
bitethernet fo_port| port- fo_port: (1..8/0/1..4);
channelgroup| loopback loopback_id (1.64)
loopback_id vian group: (1..48)
vlan_id vlan_id:(1..4099
no ip sshclient sourcein- R - B L
terface
ipv6 sshclient sourcein- Tt ttget h |PVBSSH T WYM  ®
terface {gigabitethernet
gi_port| tengigabitether- gi_port: (1..8/0/1..48)
net te_port| fortygiga- te_port: (1..8/0/1..24);
bitethernet fo_port| port - fo_port: (1..8/0/1..4);
channelgroup| loopback loopback_id: (1..64)
loopback_id vian group: (1..48)
vlan_id vlan_id:(1..4099
noipvé sshclient R - B L
sourcamterface
ip sshpubkey-auth o xao ~ e hy‘*}ffE‘C"'\'EW,”e cx ¥ T -e
mco TEo "'e OOI'Y.,.*QO@{LCD
no ip ssh pubkeyauth . A,O__,Cr; W g T Teth tMEc o TETo " cx* ™ -eo
- ' - Lo T YT momp{ L @
ip ssh ciphemlgorithms algorithms: (3des, aes128, | =~ T fEc  mo hoooh ee .o "7 0
aes192, aes256, arcfour, |m M . h~
no ip ssh cipher noneh kM ™ “h " effommt ~mcEmMo  hT th 7 ee . g ~
"“'oh*tandﬁe_h_""o;*a’ co xao T-"e (o)
ip ssh kexmethods ST UMEe mo  h" o ee.pg a to
3 methods: ey
6 RKTINE dzksha$,EQ,, b
no ip ssh kex h *th:‘]Z]I’OU[?VISJl'Lal). m ¢Comno t“ ’"*ratc'E‘ m o h ~ h . ee 9 -
< - "\'o;"a’ colxao’“,*e"o
lpgshpassworehuth o xao .t E0P ¢ _ ghE >*a ~vxt et ‘*'_~G* o
no ip ssh passworeauth T t_ToONE e xt et o, ce,
cryptokeypubkeychain co xao’“-‘e*’o Comt“*h(’*a _oeik'xh‘e* c X
ssh mo 7 " e
crypto key generate dsa 1, e oh ~mtT@E x o TQr; tomothe{.l ¢
R At O L DL I
T ) | m T go t vy * o~ e c ™
_Vto m*mt<a* ch(*’“ t c
crypto key generate rsa 1, e oh "mtT@E x o TG m tve{-]) ¢
B AL O L) DL
T |m = g0t 'yc*™ h .o~ =0O; x
Vto r;1*mt(a‘ ch("‘_K"‘o":tmc(
crypto key importdsa "acoht Tet@E x __T0Q; _ 5{!
encryptedcrypto key im- T -encryptedt .~ 7 7 ho Teeoa 7
port dsa
crypto key importrsa T "acohot "botTH x RBO; . .
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HELTEX

encryptedcrypto key im- - encryptedt _ o ho ~eeoa 7
port rsa
crypto certificate {1 | 2} T 1,e oh ~“hggE hot _Tt o
generate
iphttpserver I_"' 'h*(tx”E" A(i@&) . ) X h *xrmot“h‘oem*m(t
co xao THTT® ©®_ |; . hweb
noiphttpserver . _A'O, e =~ Cth*(x Er T eeo® X h *xhnot “h‘oeu”m(t |
web.
ip http port port Tt tEo bt | t.h" o
P - b port po 1..65535/80 = - LAY ——
n0|phttpp0rt Comrmt“*eteE <e ) c o X a o ; e
ip http secureserver co xao THTTPg O _ |‘_"O;HHTPS M h @
no ip http secureserver . ©O; e c._TomTPg M MO
ip http timeout-policy sec- TCTTET _atxm o mng et @
ondsfhttp-only | https-
[http -only | http seconds: (0..86400)/600
only]
no ip http timeout-policy Commt = eteE ; e =~ co xao T."e
ip https certificate {1| 2} _— Jch Tt e . hEget{_"t o
no ip https certificate Commt ~ ete’E ; e co xao T:"e
crypto certificate {1 | 2} 1, e ,oh “hgSE h t _Tt o
generate
crypto certificate {1 | 2} . "acoht "IBSE ht _Tt ¥ e ey
import m ht " e,,®
no crypto certificate {1 | Commt ~ &g hHt ~~ ~t co xao ™
2} x_""eeo'om h t _‘t‘(p
7 . T 0; S m e h h o “ e e oa™ e " ™ a ONE LI 2
V mo gh ™ e 'YOt mh’yY t o a T TYY co TET o ot -~y - -
.o0a™~e”" hoe a~xhx*¢g> -eo o ~0:"
¢ ® ¢ hom~ oa™ e " eoe mthcbx":“e’\,eho o a T0;" Y
console# configure
console(config)# crypto key pubkey - chain ssh
console (config - pubkey -chain )#
“ % Too@gr .o a e " hoe a “xhx™ g -eo 0 ~0:"
oa™e"™ "™ o P <AK: ] m t
co X a o ; < @ L
userkeyusername{rsal| ot h a mo ~ " "e Y e ™ 7
dsa} _"0;" o
username{1..48 -rsat m o T LEOw{!
m a o 7o |-dsatmo Tt ECE{ !
no userkey username ST T T ;e . T0O; T 7Y och
co""E'o“"t ~Y D
¢ ® ™" c¢chom™ oa™ e " eo mt h o h ’ a m o .o
console# configure
console(config)# crypto key pubkey - chain ssh
console(config - pubkey - chain)# user - key eltex rsa

console ( config

- pubkey - key )#
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console(config
console(config

- pubkey - chain)#
- pubkey - key)# key - string

user - key eltex rsa

“ Y To23@T .0 a e ” h a ™ m o e Y e * " x " TEe o o
oa™e" ™" - © ’<e*AK: ] m t
cC o X a o , < @ s
key-string o U@Ex* ~ .e._ _~0; ° Y och
T co TE" o ot YD
key-string rowkey_string L0 BTttt T e . TQ; " 7Y och
co"'E'o"t ~YO Q_o* _T0:" 0
-key stringt ; " mt E ~0;" @
T ] Yy to o ,to"”.mmt<a”‘
V°(e co Teomt EQDS e o0o% 507
key-stringrow™ . = m a o To @
oa~er” EXEC 2 ~
oa™e?" .o o 0 h ~ ® — "omt x ce to T'E o Y
¢ ® “chom 0 a~ e "EXBC mt h o h a "~
console #
*':“"*thr’\oa*e° h a " 9.9/
oa™e """~ € ;<e*,_\K: ] m t
co X a o : < e . % e
showip ssh . o tgpe  xh™meghg H{IZ 7 t7_
Lot YT o mp{lL @
show crypto key pub- username(1..48 L0 _""te’R ¥ T S8H. TO; I mo gh~e ee
keyrchain ssHusername m a o 7o | oaaxt”toh @
usernamé [fingerprint L0 xao 7"l _ysernamer 2 Y x 7" T eewo o T et
{bubblerbabble| hex}] otc ;”to _|-bubblebabbletreo tc ;" to  TO;" . _
,mte™ " g”t|.hexyotc ;" to_ _ TO;" . . omte”
koha‘ t d
show crypto key mypubkey . Lo _Ttte'R YT se . o oTagyx t {tfolh " ]
[rsa| dsd
show crypto certificate [1] . _to®hSgm hoto _Ttmht ThY | ¢ ¢t
2]
a h c o Te e Y oa~e?-”
¢ "’O; t 'BSSwe ~h ol axt ™ toh (0)) “ *h t 'E mc o THSAO
__T0; T TY coelige o Tt Y
console# configure
console(config)# ip ssh server
console(config)# ip ssh pubkey - auth
console(config)# crypto  key pubkey - chain ssh

AAAAB3NzaClyc2EAAAADAQABAAABAQCVTNRWPWIAI4kpglw9GBRoNZQZxjHKcqKL6rMIQ+ZNXfZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GRfpSwoQUVV35LgJIk6710U/zfwOl1gkTwml75
UjS6KwWGN2QWXgh3ub8gDjTSgmuSn/Wd05iDX2IExQWu08licglk02LY ciz+Z4TrEU/9FIxwPiVQO
jc+KBXUROjuNg5nFYsYO0ZCKON/W9a/tnkm1shRE7Di71+w3fNiOA6w9044t6+AINEICBCCA4YCcF6
zMzaT1lwefWwX6f+Rmt5nhhqdAtN/40Jfce166DgVX1gWmNzNR4DYDvSzg0IDnwCAC8Qh

Fingerprint: a4:16:46:23:5a:8d

:1d:b5:37:59:eb:44:13

: b9:33:e9

QR9gH
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~'Y e ™*mt ho

.o0a~e” h ™6 ™ & " 'Ee o 0 e x h ~* ¢
¢ "~ chom™ _oa"eie"‘a):*m"t'F_tem_Q_* e’ axh* o
console (config )#
T % Togpr .oa e ” h ¢ * & " 'Ee o o e x h * ¢
-~ - . = 3
.0a™>e "~ "~ 1o« *;\Km ] m t
cC o X a o , < o . x <
line {console| telnet | ssh ¢0 t h * a moot ~tmt x Q" o
1 _oemo TEY x 77" 3 ¢S{Tyw (g oem™mo RE
T . t.ee” X SSHeEmo TE
.0 a™~e "~ . h o e a ” xth *h @ e ¥ T~
¢ ® " c¢chom™ oa~ e " eoe mt ktb *ha e *hT—*’ a
console# configure
console(config)# line {console | telnet | ssh}
console (config -line )#
* % 790387 .0 a e " hoe a “xth ha e~ 7~
e - . = =
.o0oa~e"” "~ Ve ~<AK_ ] m t
co X a o : < e EEE
Speedbps ) "mto"“e'mt_'F_Dhomt ‘E "omtxc ™ co —o
bps: €400, 9600, (_oa""e”‘ "omtxce™ oe "E «h™ gh
19200, 38400, 57609, ~o * ~Eeo cemo ~
0 — e .
nospeed 115200/115206 “mto” e teE e co X a o ’“;"e 0Od
autobaud ¢ _TOrfE toa”t : m_o och ® -
co To "~ ’“'Eeﬂa”_eo*e‘m o"7omtyce ™
T/ ~0: e ( _oe x"ho"_é’ " 'Ee o _oemo"‘ L b
no autobaud ¢._TO"Etoa®t . m_o och " 7
co ’“o_’“’“'Eeo _oemo’“*cp
exectimeout minutes . Tt tget b T3t o, e . _oto
[secondb mlnutesa(O..(25535/10 0t o TETe Tt Sye gm~o
d*: y co TE o ot TE e . 0 e o~
_ seconds(0..59/0m | — . e =
no exectimeout ©.59 mito” e ‘teE ; e  co xao T:"e 0Of
.0 a e " . EXEC a ~
¢ ® " c¢chom™ 0 a” e "EXBC mtho h ’ a ~

console #
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DHELTEX

"% T3¢t .oave’ . h _ a” 9.9/
oa™~e """~ € '<e*<,_\K~ ] m t
co X a o : < @ LR
show line[console| telnet T L0 _Trte’Eh T a toh t ha e” ™" @
| ssi
521.7.3" " T e e *c Xxm QS v e ” c omh “m ot 0o a
T x e c Y c o o Ty ot x T T eeo omx * m t t 'E SSH e e
] 7Y h~™ %ot " * e eo X e I e 0% 5o aSSSHE h;toﬁ‘ gp 0 a” e
sshserver, o %~ T'Ee ooae h *xha ho ~e Y)O
" > co e c h a h mco TEo ~ e Y SSH ¢ x T
¢ .co e t Eshowdlotke ~ XY _o0aaxpr”tho m am M@pH PMcy PMPHO DY
username@username - system:~$ ssh - ladmin 192.168.1.239 "show clock”
admin@192.168.1.239's password:
*10:12:59 UTC Jun 10 2019
No time source
Time from Browser is disabled
Jl .oa~er-” S toh *x 0" co t h » 7 e Y @ge * ¢ h a h
V" e to TE o cotoa mo ° e e { {1 h * *h
522 x he™ ™ " h"ht OQLSEDQA {
e*mt<ae ) x h e co “o 'Y'Ot.“<mt* *mtoh O mo .
oetho ™ ho “t 'E c¢cho ‘ho ' ™'Ee o alm oh¥ ha “ey P~ e onm &t m Y mo”
: h C e 5 m e ~ 7 t h ) )2 t* .3 c h X ¢ he
X " oa — e Y e oha™gg o0ee ot"”’°o’e )
.o0a™~e”" h > a~ o * * TEe o o e x h ™ ¢
¢ ® “c¢chom™ oa™ e " eo mt h o h ’ a "o':“”'"’Eeo
console (config )#
“ % To3RT .0 a * e " h ’ a ™ o * * T'Ee o 0 e x h ™ ¢
oa™ e "™ "™ ¢ v« eﬁ* K- ® ] m t
X a o ;e . 1 <@ . <
loggingon ¢ _TOMg , mth~ g 0O ot " %o0 e .9
moo*"‘(e R o * o'*+_‘3¢
no loggingon ¢ .__TONE mth=~g¢g ©O ot "™ "o e
Th mth=® g TYmoo* " e o* o * " 50
) h __T0; e e o h mt h
V o* " e Y mo o ¥ e Y o *
.o “t 'Em 'Y e ™ oemo TE
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HELTEX

spanningtree root-
bridge-change

logginghost {ip_address| C_TQfEN, T ;x ~ _ *h e . 0
host [port port] [severity e x 7" Tyslgr . h, {h
level [facility facility] -ip_address IPBn IP/® " h yslogn{ h _; h "~
[desaiption text] [vrf —~ | -hosttm t o yslogna Mt ;{ h "~
vrf_namg host (1..158™ , & o, -porttreoa h coht>* T 7ry ¢ h "o
port: (1..65535)/514; h —~
AN c oto _\[9'09 X {
level v at 239;x | , . s P
= -levelt x h o e E e omt mo o
facility: (localO..7)/local7; ho- ok "
text (164 a o —f YSIO¢ TS . :
'f" - 3~' -facilitytr xm —x mn "~ 7 a” 'y moo”
vranan;e. u.c;. 8 “textt o ¢ m* gslogn . § ;. h*

o = |-vifpametr ,a Yy _  htx” T'Eeo 0% 7"
no logginghost """ fEYh®ee . ~m _h  h m ¢
{ip_addresg host [vrf Sslogn . Mo O
vrf_namg
loggingconsole[level C_TQOFfEN T x " _"h e .9 -

|evet(na_t"':“’\em00':“"'(e . . -"h*eeo o xho e
no loggingconsole 237)/informational ¢._TOSEh " ;x " _ "h e . -~
moo*'(e R e _oemo TEQ
logging buffered §ever- C_TOfEN T x " _"h e .g 7
ity_level severity levet (0 2 moo® ™ e . h”eeo o xho e
tm T ex * X h &
no logging buffered 237)/informational ¢._TOSEN T ;x ~_"h _ _e.g 7
moo* " e .o _ex th e e X
logging bufferedsizesize "ca R T ; mt o moo® " e 3
. e x th e e a * x _h ® "o _o :
size:(20..1000/200 ch a e tmw~ com~— c  h C ek x
no logging bufferedsize Tmto” e te’E e co, xao mo"e 0
loggingfile [level C_TOrgNM, T x T mh e .o T
levet(h 2 & t "2377 moo* " e ~ ."h"eeo o xho e
no loggingfile /errors C._TOSEh "7 ;x " _ ~h e . 7
mo o ¥ e =T " xhe” ™" o
aaa logging login “eom t'E x he=" mo* .t vy
- o e t o~ 0sss )@
- - 1/, _T0,; eof—= - - —— =
no aaa logging login eom t'E x h e . mo i
"“toh ﬂC*. xy(t" 0sss b
. . ¢ TO; "t EmMmE xhe™ ™ mo* t
logging events linkstatus T el e momto e et n
- - TK CHI — =
no logging events link M ¢._T0iv¢ EmE x h e ome o
status e oha”g o* ta e e m o
loggingevents ¢ _TOrE mth~* ¢ O a e e 'Y
spanningiree STP.
orttstaterchange
° - : T/ _"0; e =~ - ,
no logging events - t__TOE mth=* ¢ O a e e Y
spanningtree STP.
L2NImadl § SnoOK
logging events ¢ _TOMrE mth~* ¢ O a e e
spanningtree
topologyrthange ny ~0- e
no logging events - ’ St TOE mth~* ¢ O a e e
spanningtree
topologyrchange
logging events ¢ _ T OMg ,,mth"” ¢  Obridge., ¢ NE 2 i
spanningtree root-
bridge-change ny ~0: e d
no logging events - ' ¢._TOYE ,  mth” ¢ Obridge., NR 2
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DHELTEX

logging events ddm
threshold

¢ T0O: tE h O mo* .t

_ . mth"e'
SFP DDM

V&omto'ye*( m,; t. T tm’y h
ch e a”t 'E Wt Warnjng ET Errorz

no logging events ddm "Tmt*eo tE e, e  co0o xao
threshold
logging ckicommands tpt ~O- e C_ T OB, ho ~e ... .ee .9
no loggingcli-commands - ’ Jt_ToOR  ho e .. .ee .02
file-system logging S_TOhPE, mth*eg O mo* .t "
{copy| delete-rename} -copyth ,  mth~® g 7Y moo®™ ™" e §
. o c h o " e Y - o T
o X a o - - * - * N . s, 5
] . ' .| -delete-renamet h mt h c. Y moo
h mt h c Y o o~ D —
< 1o * X e a o c h a q
no file-system logging ¢ ~OnE mth=c ©O mo?® .t
{copy| delete-rename} - . . *e
management logging ¢ _TOPE, mth~gg ©O mo* .t o
deny 0 xao ™ x ¢ h ™ ~ e O _oaaxt™ tohoa ¢
no management logging h mth~e Y|[¢._ _TOVE, K6 mth~gg 'O mo¥ .t o0
deny x ¢ h ™ — e O _oaaxt®tohoa @
logging aggregation on Pt O e ¢ _TQO. PRetho TE Yslogno ote e D
no logging aggregation on - ’ t_TOEDL . Yeog® o0 T " e D
logging aggregation "mto” ®E h a Yy gh®e e Y oSsldgx ¢ ¢
agingtime sec moo* " e ®
ging - - sec:(15..3600k 0o n N = - - —
no logging aggregation m to” ®E e ;€ co xao ;T e O

agingtime

logging service cpuate- traffic: (http, telnet,ssh, | ¢_ O B etho T'E o h~e 908 'YY m
limits traffic snmp,ip, linklocal,arp  |_~"8h = 7Y och = "~ eeo o t c
no logging service switchhmode, arp- t_TOTR . _ho ~e o
cpumaterimits traffic inspection, stpbpdu,

other-bpdu, dhcp

snooping, dhcpv6

snooping, igmgsnooping,
mld-snooping, sflow, log

deny-aces, vrrp)t
logging originid {string | Tttt h~a thy _otoh . FxT
hostname |ip | ipv6} TR Ot ;. mt T et SGglogta®h * ego ny
no logging origirid "meco TVETo "t e . e co X
loggingsourceinterface "mco TETS MU AE fpT TTeeo o e

igabitethernetgi_port . _ mto e £ | tt* g choto o™ 3

Egnggigabitetherngetp | gi_port: (1..8/0/1..48) -vif namet . 2 'Y _  htx=® T'Eeo  oF* A{” m
te_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1"_8/ 0/1..4);
fo_port| port -channel loonale—'d (1.64)
group| loopback group: (1..48)
loopback_id vlan vlan_id vian_id: (1_"4094)
| oob} [vrf vif_namg vrfanarge. (%3,’\23
no logging source o To|"meo TETE MU Lpooo T Y o e

interface [vrf vif_namg

logging sourcenterface-
ipv6 {gigabitethernet
gi_port|
tengigabitethernet
te_port|
fortygigabitethernet
fo_port| port -channel
group| loopback
loopback_id vlan
vian_id

no loggingsource
interface-ipv6

gi_port: (1..8/0/1..48)
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id (1.64)
group: (1..48)
vlan_id: (1..4094)

"mco""E'o:"“‘h’EmL;@t'*eeo o
_”’ ;p.m t R _~, mzt’“o_L;(tet "“ o) choto o i
"mco TE o X* h Em LI@OO* Y 0
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HELTEX

system drycontacts C_TOME fotx e h _ TO; ehy mx
enable [initialstate state] o0 e _eo e T.oWw o eo o om
cause alarm -statet ¢ o "o e _oet” o X _d
state: (necom/no-com) |~ . " O®
/. ~0: e o V"o"'E_o T 7Y xmtho m t ag
. MES3510P
no system drycontacts ¢._TOthE fotx ¢ h _ TQ; e '¥Ym
enable o e et "I e o 0 mo ¥ t Y b
alarms event erps ring ¢ _TOE.h_ _T0O; . e mx §og mod
protection h= h . ~ ERPSTEc”
N V"OA'EO T 7Ty xmtoho m t a9
"- e o . - )
Tl 705, f’  MES3510P
no alarms events erps ¢._TOCEh _ _ T0O; . e, mxcgo gmo b g
ring-protection h= h . ~ ERPSTEc”
alarmsevents poe usage ¢_TO;g h _T"0O;,e . mxg9gg 9o _0O
threshold-exceeded e  mch™ poometthot2h=~ 7 o0
V' o"'E_o T 7Y xmtho mto a9
1/ -_"T0; _ ¢eo " MES3510P
no alarms events poe ¢ ._TOSENM,_T0; . ¢ mx g 9 _ 0§
usagethreshold- e  mch ”Ppggomt
exceeded
alarms events power ¢ _TQOhE fohx ¢O; e Y mx g g _|
supply powersupply _"0;.¢,, TTo_" ¢ tTe Yo
not-present ! o TE_ 0o T TY xmtp9{mpanyas
power-supply. I MES3510P
OMPDPHT O, . ¢ :
no alarms events power - v C._TOthE "ot x ¢ h  TO; Y om
supply powersupply ot  TQO; e FTo ¢ tTe YO
not-present
alarms events sensors ¢ __TOMET T ot x c.,h _7T0;.,°e .Y
criticaktemperature Lo e _eoh e o om_o_ t_ ac h~
txhe.g "7t . ~ 5@
_ V"o"'Eo Y'Y xmtho mt a9
"- e o . - -
Tl 70 f\  MES3510P
no alarms events sensors ¢._ _TOthE fotx ¢ h  TQ; e Y om
critica-temperature .o e _eoh & . m_o t ac h=t
t ac h~txhe.og "7t . " 930
.0 a”*”e " |, h o ¢ a ™ x he*t g h Ethemé"t
¢ - “*c¢chom™ oa™e“eoe mtkhb™gh h m™ a9 § KSNJ S
console (config -if )#
¥ T923@8T .0 a e " h ’ a ~ edae h x m™ e
e ™ e e
oa™ e~ "~ IR K | m ot
X a o : e 1 < @ .ok
alarms events linkstatus C_TOPE Totx ¢ h o TO; e Y mx
[statug ! e e o c h =t e o, o mt "~
status:(up/down) V "o TE_o Sy xmtho mt g
Kk -_~—0; ¢{u¥ MES3510P
no alarms events linkstatus ¢ ._TORE fotx ¢ h TQ; e Yy m
[statug ‘a e e o c h * t e o, o mt >
.Y %o moo * * e a t: mt o *23xHpo et 'Ee .~ 'meooont t”
c oh "y x * ~ e Y o) *’ eomt ()

*
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DHELTEX

~ T 2387 c e omt mo o e
’ c “~ " eomt m o c m™e
h . . . , ¢ m mcth oa o - _h t : m_”‘ Y o "_" S
. . - ; emefgencies O ~'Ee o @
. e~ alerty o o ] g0 ° a o e a =T eeo a ot TEm t
. h t ; critical) o) ¢ m m t a c ho 0 — _h t : m_ "y o
o :errory) O ¢ m mt a cho o -~ o0 Lt o
h " x ch ’Wérnings), Y 0 h " x ch > " e o Y meo o*¥ ™ he e
~ © o a Tpptificationg o ~ “oa T e S e Mt ~a e o mo o e
7 e oha”eiﬁf(ﬁ-mationab() 7 e oha™ g 0o e e mop"" e Y m m t a
e n . i t T "o se . moho®*dme * YT YO co TE" o ~ ot
- ! 0 de‘bqulng 0 o h h tee*om tmh om t (pa
oca”e " . IprivilegedEXEC
¢‘° ™" c¢chom™ _oa’”e*epri\/iLegedE)(ECo_w 3 h o a
console #
T * To3@7 .0 a ~.é " arijilegddEXEC Y ¢ homao t h = “ ™"h > xeh.eg”
e - . = =
.oa e " " o *<AK~ ] m t
c o X a o : < = R
clearlogging 1 CTT TR, moo T e Y .exth e
clear logging file T ST TR mooF e vy v T
show logging file to®hMmeEmto ye ~ xhe~ " 3 ~ ~h
T moo® " e YS Y c m™ee ) -
show logging _to® hmemtoye — ~*xhe=~ ™" 3 ~ ~h
T moo* " e 02 m®*ee . o e x
showsyslogservers[vrf vrf_name: (1..32) Jto®h® Emth®™ Ty x " gloge hg  ho
{vrf_name | al}] m_ a _ o 7o |-yffpamer A, 28 Y _  htx™® T"Eeo 0o T"mt
showalarms Ltoéh""""(t “m'Oke_Oha”e*OO"
T V"o""E_o STy xmtho mt ad
¥ MES3510P
systemdry-contacts[dry- L.h T | a h = %ot mx o 9o _0©
statug -lockt¢ b _70O; ., e, _ mx gy 9 _oet"™|
mo ¥ .t 0; " * h
dry-status: -unlockt ¢ o mo ® .t Q T o®h ™ tmx g
(lock/unlock/toggle) c . h _TPO;"tmy
/unlock -toggletch ~ex ™ 't TEe” 'y ma e” ¢
_oe t "._t (o]
"OA'E_O Ty xmtho mt ad
V MES3510P
show system drycontacts Jtoe®htE x "  e*mtho mx g g
T V"o"'E_o STy xmtho mt a9 {a
¥ MES3510P
h a h mcooda " ®" ~ e Y
A S T0: t 'E h mth~*ge¢ O o  Fo e 7 moo* " e e
console#  configure
console (config)# logging on
console (config)# logging console errors
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A ; mt =t Rhes —=
console# clear logging file
Clear Logging File [y/n] y
5237 h * ™ ho e ¢ ocha to oe t oh e 0
T x e c Y h * ™ ho ~ e Y cohto c h T e ™ e~ e ~ Ty
50 % y” o) K m 9o Y 7 ¢~ t o m o " eo 0
oetho ™ hxQO" coht @
. oetho ™ hx Q" a X c o h t x ¢ oh ha™ ee 'Y,'OIe*n YYY T - (O}
| o h t e a o’ t * t 'E oetho ™ hx Q" a oetho ™ hx
[ P et h® o T e ot m°x T t'Htoo ~ot 'E o h t* T
i hoto o D+wt "o 7 oa® cwofEL x . ~0: e e ™ "Ht
. oetho ™ hx a a coht™a c h a e 'YOtm'y m— ° (O} o
| o h ta oe’ t * t 'E oetho ™ hx Q" a oetho ™ X a a
|ex"'mt X t 0 h * e : e e ™ T M mm h * ™ ho e
. /—\*VLAN“ -~ b} -~ O . ¢
»
V-= h “ 7 hVLAN e ao’eo to T'E o c h 0 m m m
.0a~e " h > a™” oe "o~ % fiC"Eego
¢ ® ¢ hom~ oa™e " eo mt h o h ’ a o * " T'Ee o
console (config )#
“ % To3@gr .0 a e " h ’ a ™ ~o ¥ * T'Ee o o x h * ¢
= - R =
.o0a>e """~ v« * ;\K_ ] m t
c o X a o : < @ L
port monitor mode TvTMmE_ c a h*Fot coht~
{monitortonly | network} -monitor-onlyt _ "~ *fE comtxc ™ Q" e "
T /monitor-only ot m YT
- networkT ¢ © o Ty ot m t o % a e "o
no port monitor mode Chexef; e ~ co xao ~":"e OO0
port monitor remote vlan TYoet#H I p T Y x T T e e(RSPAN a0 e |
vlan_id[cospriority] [tx | rX . o txo® x “cxota " tct*’Em Y . O oetho ™
id{cosp VI | ] vlan_id:(1..4099; et n mo. = -
- riority: (0..7)/0 — = =
no port monitor remote vlan P y: (0.7 © TVEAN Y X eeo o aoe toh
vlian_id
.o0a>e” hoe a ™ x he*t ¢ h Ethefét
¢ - “*c¢chom™ oa~e"eoe mtkb™gh h m™ a9 GKSNYySGY
console (config -if )#
258 Ethernet_° a a x t “nt ot MES23x MES33x, MES35xXME$324



DHELTEX

"" ] ee o a e . e ~E" Y . c oo 'Yt 'BTh **d ~ o & ~ €
wadl mo  9HKSNYySG®
T F ToA@RT .0 a e " omt x c e e x hhe “t’ ¢ ha m ~ QOKSNySG
=% - - =
oa~e ™~ v "AK- | m ot
c o X a o0 ’ ® - <
port monitor {remote | gi- ¢ _TO;Be_¢, O aoe toh e " e” e
gabitethernetgi_port| et b om o J"ee. et h o m
tengigabitethernette_port "7TY x_~* ""eeo o _o0oa~e® = oet
| fortygigabitethernet - gi_port, te_port, fo_portt _ o e t h o ™ choxh ta .
fo_port}[rx' tx] -IXT _ 0 ¢ | h o R - t,c'E *ce" ’it( .t(. _oet h o ’-"
X T o cC hm:”‘"tc'lE.hZ°"ee oetho
c oh t;oa
h otmx tmt c ™ h ™ a t h =~ NE K G
. _oc h x Ot m "y, m R
gi_port: (1..8/0/1..48) | “xe ¢ 'Y aoe tdh teE T mdhot d
te_port: (1..8/0/1..24); V coht~n9 o0%eo h a eeo
fo_port: (1..8/0/1..4); -
) oce xPoftChannel _ 7 ; mt
V oetho ™ hx Q" o et h m
— h o "~ et h upm mo m
no port monitor {remote | ¢._TO/Re_c¢, O aoe toh e "~ e” e
gigabitethernetgi_port| et h .M.
tengigabitethernette_port
| fortygigabitethernet
fo_port}
port monitor vlanvlan_id ¢_"O;Be_e, O aoe toh e " e” e
et h m b |7 ee . et h m
T TY x _"VLAN e o
o ht a o e t oh e - e "o ™ €
« e*mth™ - a o [ 1 bho
/ To e t oh e +[ ! b ao > t *
vlan_id:(1..4094) ‘/ mox Gt ,ox om0 o m o mt a e
_oetho"‘hx’o"‘ o coht ™ @
|m = _oetho’“hx'o"‘ coh't [:
'Ht o t c’o htt *a.ot 'E mco TEo ~ e
VLAN.
no port monitor vlian ST TXE " Tteex O [ 1D aoe toh
vlan_id
port monitor remote C_T O R e e, O x"" " eeo o aoe t
e *mth ™ - a o a et h m (0}
: 1 . - M ®
no port monitor remote C._"ORe_¥ O eeo o aoe toh ¢
e *mth ™ ~ a o a et h m )
.oa~er- EXEC a ~
=~ c¢chom oa~e " eo mt ho h > a 9. 9/ a t
console >
TrF TOoART .0 a ™~ e " S Tomtxce h ’ a 9.9/
- - o =
oa™ e "™~ e x e K ] m t
cC oXx a o : ~ e < @ - <
show portsmonitor . ¢ . mte oha™ e, O co _oetho ™ hx(
coht™a
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'Y 0 a e

A"mt”‘eq]_g ett’EhEthern@toetho’“hx’o"‘ a -~y MYy e t h m ~

m MYy et h m ~ c h s “t 'E e ™ MO @

console#  configure

console(config)# interface ten gigabit ethernet  1/0/ 13

console(config -ify#  port monitor ten gigabitethernet 1/0/1 8
AtT. m t e oha® g O co oetho ™ hx Q" a oetho ™
console#  show ports monitor

Port monitor mode: monitor - only

RSPAN configuration

RX: VLAN 5, user priority 0

TX: VLAN 5, user priority O

Source Port Destination Port Type Status RSPAN

te1/0/18 te1/0/13 RX,TX notReady Disabled

524 x e _ gFlow

—~
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sFlowT t ge o 0 Y3 oamox " an T YOTVYt E havore t o6 h gd e . 9o m t 'Yg ¢
"*"ee . g CcXxt a - om ot :eo . ¥ oh t h~ T Ty com T T x|
c h s - a . e ™ m h h m*oh=~* mt ™t m t o)
.o0a™~e " ho ™ @Ee o 0 e x h * ¢
¢ ® “chom?™ oa™e " eo mt h o h ’ a To T " T'Ee o
console (config )#
Tt ToART .o a ™~ e " h ’ a * o * * T'Ee o o e x h ™ ¢
.0a™>e" ™"~ € ’<e*<AK* ] m t
c o X a o : < @ “ o«
sflow receiverid {ipv4_ad- id: (1..9); T"TETh m o m h o h” mffpyg h o mt~t om
dress| ipv6_addres$ port: (1.. 5539/6343; | -idt e °© a gfowm h ; h~
ipv6z_address url} [port bytec o To * t | -jpv4_addressipv6_addressipv6z_address 1P~ T h; m
port] [max-datagramsize e, o _ /14Q0m | -urlt Toa eeo  a’y gomt~ T
byte] o hajjv4 address | -portt e ca h coht ™ T
AB.CD, -bytera *_m a® TEeo o To: mo® ott E
o h ajjvé_address |0 t ¢ h ™ T eo ) o *© c T ee .
no sflow receiverid XXXXiX "t TCEh m o m _h o h wfiove. h © mt *t
oha™'t
ipv6z_address
XXX X X%<ID>
dzZNXI Y omoddm



DHELTEX

sflow receiverd & 2 dzND S 7 Tt T"Eet hm fpM Tt hommto roymoc 0o
terface | sourcainterface- o T"t'EMY co xao T-"e O _ " ..
ipv6} {gigabitethernet . mt© Tt o mt
gi_port| tengigabitether- . vian_id:(1..4099
. gi_port: (1..8/0/1..48)
nette_port| fortygiga- h t (1.8/0/1.24):
bitethernet fo_port| port- fe_pori.(l.. 8/0/1” 4)_’
channé | group| loopback (l)_pot: ) (k"'d' 1 62
loopback_id vianvian_id | oopback_id: (1..64)
ook} group: (1..48)
no sflow receiver sourcen- STt TE eo v te et h o m™ 3
terface oteh™ TYtEmYY mt Tt mt " &a¥f24g
.0a~e” h o e a ” x he*t ¢ h Ethemét
¢ ® ™" c¢chom™ oa™ e " eoe mt Kk be*t g h E;H’erme’fa
console#  configure
console(config)# interface { gigabitethernet gi_port | tengigabitethernet
te_port | fortygigabitethernet fo_port }
console (config -if )#
-~ AZ43'[’“ .0 a ™ & "\( J X ao™e L X* he *t C Xh X E(thgrmef’
oa~e" ™" e ’<e*<AK: ] m t
c o X a o : < e L
sflow flow-samplingrate id Trtmh TeQ@homtogh 0 o~ to @
[max-headersizebyted _ o -Foh _ om. t* tmY eed(currem ispédail S
rate: t(_x"‘*'ymh(’e'Y’Y m_ohomt'EL’)cp
(1024.107374828 | \Siimn e yy m_ohomt E fon
|d:(0--8); _id-l-eoa(h mé’f‘f_ié" T i
bytes;(gq"ZSE?/le -bytesta * _m a~ T'Ee o o6tohmt &x
® m_oc~ho o*h ™ c” ct_ t" o
no sflow flow-sampling Jt_TOovWwE t,; ., _-Foh_ e~ coh
sflow cownters-sampling J¢h ftag _m a”® Tge . et h "7 a
secid o .%oh_"a c” _ to
sec (15..8640QM; -secT @7 _m a” TEe . et o h T aR g
id: (0..8) -idteoa h magPf2dg "~ & " " "sflowrebeiver°
"“0':“"’“'Eeoa h ° a _oe .. xh" g
no sflow countergsampling t_T"ove t . _ . .%oh e~ coh
.0a™~e " EXEC a ~
=" c¢chom _cmaI“‘heo°eo h ’ a 9.9/ a t m™— " x Q"
console >
Tr T4 .0 a e " S Tomtxce h ’ a 9.9/
oa™~e "™ - ° ’<e*<ﬁK; ] m t
c o X a o : < w® . o<
show sflow configuration ¢. me~“mtho att2z2o0
[gigabitethernetgi_port| gi_port: (1..8/0/1..48)
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4)
fo_porf]
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HELTEX

e

*

‘E

clear sflow statisticsdiga- mt mtt'gt mt o xYm FCE 2egt b o0om
bitethernet gi_port| tengi- _oa®e’” ™ o T t m _m: c
gabitethernette_port| for-
tygigabitethernetfo_porf
show sflow statistics giga- _to®hmiE"t BFfow _ X
bitethernet gi_port| tengi-
gabitethernette_port| for-
tygigabitethernetfo_porf
h a h cooa"ee “e Y
A "mt~e P~ 7 b fER dn dy 1 dm "“fh)“hfh ™t §ilowtp ™ ENeMet- ¢t h
te1/0/1tel/0/Hn xmt *eo t E mh e 00 % MAMH@aMt E*a "t _fkm h
e et h ~ ™ a * T X X mc Te240c. * o0 h “ a c *
console#  configure
console(config)# sflow receiver 1 10.0.80.1
console(config)# interface range ten gigabitethernet 1/0/1 -24
console(config -if -range )# sflowflow -sampling 102401
console (config -if#  sflow counters -sampling 2401
525 x e I B - eomtmh o oY
. t 0 aax t "mtooh~th > “ cc ™ h ™t e c ho h *ad&e eomtmh
: 9 e t h m o -~ e m Y b ¢ c h :
1Y H™ t h : m o) e t h m o Y
_ A/\* e ~ _;-m 4 . r\,Y
- h”mmt o "ye Eh*aepuw®*he ~ m 7 ~ a ~ e Y
] 7Y oct : m e @tn b m o M
- ¢ h~”acth™ge ™Y h Y e t o
- 70 " e ™ 'Y oct coom “ Y ao "eomt E
- oct m 'Y ao "eomt E e~ c h a
52514 ~  eomt  a _ "eo o -ty
.oa"~e” EXEC . 2 ~
=~ chom oa™ e " eo mthom ™ *x """ a "9Y 9/
console >
*F TOoART .0 a * e " T eomt a " eo o - EF Ty
.0a™~e"*™ "~ e ’<e*<ﬁK: ] m t
c o X a o ' < - <
test cablediagnostics tdr ¢ .co Teg htx™ TEeo t mt ho ~e
[all | interface gigabitether- gi_port: (1..8/0/1..48) et h LU ]
net gi_port] &€ Y .m_ o et h o mo
show cablediagnostics tdr to™hh E-x TEt "t com ™ "e .
[interface gigabitethernet gi_port: (1..8/0/1..48) |_ =~ . ~°Y T 7Y x _" "Teeo o e h
gi_port]
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test cablediagnostics tdf .co TeE ht x~ T'Eeo t mge ho o”e
fast[all | interface giga- gi_port: (1..8/0/1..48) o ;e omMTEF _T ""eeo o et h m
bitethernet gi_port] " wf Y _m 9 et h  mo
to®htHhH "~ co "o t TEex O T T ex
X ”:'”’eeoax *et(hi( mxt('p:m"‘
show cablediagnostics ca- . oa~e™" co Te vy tmy T Ty m g
ble-length [inte%face giga- gi_port: (1..8/0/1..48) | ™ "e t h m o ™ e * Lt E * t

bitethernet gi_porf

’h(’*a<i':iv|[|tnﬂm ’Z’h’tmrrnn)_l* )
co """ h > i t*m 'yetto W'E o me* o

A h ot m t

—

c o

h ogi1/0/1: E

h t

console# testcable - diagnostics tdr interface gigabitethernet 1/0/ 1
53244#test cable - diagnostics tdr interface gio/1
Cable on port gi1/0/1 is good
5.25.2 | - e ono tc t ""’ m 0 0 t h ™ em h ~
T x e c Y - - e omt co o Ty t o ¢ e t 'E
c t : m o - e m Y b
¢o a o’ e - t oa™t : m oetho "E momt o 'Ye Y
h = 7 - t c ”h ™ a t hh o o : m m hgy” ee t ~ t 9 m
vt ee a c ho o " t Ya hb ® em ¢ ® hh*oa @ h o ~
oaaxt™®toh o ha h x t c h "mxocoh*® " Te* OV - “ h e
oa~e " . EXEC a ~
=~ chom oa™e " eo mthom ™ *x """ a "9Y 9/ a t
console >
“ ¥ ToAGT .0 a v e "~ ° - e omt o c t :om o 0 t h™~em
.o0a>e """~ € ’<e*<AK; ] m t
c o X a : < @ L
show fiberports opti- to™hm 'Ex TUEt 7t .7, eomt 0
c_atrtranscel\_/er[d_etalled] gi_port: (1..8/0/1..48)
[interface {gigabitethernet ) .
i_port| tengigabitether- te_port: (1..8/0/1..24);
gl_p glgabit fo_port: (1..8/0/1..4)
nette_port| fortygiga-
bitethernet fo_port}]
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HELTEX

h a hc o e oea "'y~
swl# show fiber -ports optical - transceiver interface FortygigabitEthernet
1/0/1
Port Temp Voltage Current Output Input LOS  Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK O K No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliwatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error
*F ToQRT Y h " a " tH . e oomctt :tmh_“oe mo h ~
“ h ™ a t h e ™ ; e
Temp ac h ™ t x h ™ t h ™ em h* @
Vo|tage “* c¢ch "y e c t ™ e Y th™em h * o®
Current Lt_’“oe(e ) to ~ e ™ c‘h(“"(q;,
OutputPower ¢.90%e” Y ao *eomt E e~ ¢ h "7 .  gact o
Input Power ¢ 90" e™ Y aoc’he omat 'E §a" ¢t ) @
LOS ot hy m e” 7" P
“e ™ o e Y h x TEt ¥ to ® - e omt Y
- N/AT € omt xceo ¥
- NJ/ST ¢ co"* " h > - tm "y
52531 ~ eomt”* ~ * ¢ et h m o
.0a™*“e”" EXEC a ~
=~ chom oa™ e " eo m <t h o h ’ a 9. 9/ a
console >
** ToAQT .0 a * e " T eomt e " e e t h
oa™ e ™" o © bt AK: ] m t
cC o X a o , < - <
test led port mode{ force- ¢_"0; tE e _o0o%go” a. h ' a h-~
on | force-off |force -blink -forceofft _- __ T Oy e

| default [gigabitethernet
gi_port| tengigabitether-
net te_port| fortygiga-
bitethernet fo_port| alll}

gi_port (1..8/0/1.48); | -forceont ©h 't comto 'Yeeo
te_port: (1..8/0/1..24); | -forceblinkt 2 |~
fo_port: (1..8/0/1..4); | -defaultt d q RYp dEgosg dIgesodoy Yb(QYe

/default all

e YdEDbbgy J324d,besq
V.,OA'E_O Ty xmtho o omto a9{p
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show led port mod€[giga- to h~ t'E ,e oha”g¢ 'O o h a
bitethernet gi_port| tengi- et h .m0
gabitethernette_port| T
fortygigabitethernet
fo_porf]
5.26 IP Service Level Agreements (IP SLA)
I[P SLAGM o —~ e Y o ~F x ho m t %3 e 0 "o~ e YY”~ t Lteo )
mco TE ' x QO 'ym'vy ° 7Y T a h e 'Y ¢ *h ™ a t ho ¥ .mtho-“ |
~ e e 2®d s to h ee. af e mt "~ A" mo * o cho®o ™ t ~'Ee »
m* o h e oha®~ ¢ ) 0 cho g0’ 7 e c o m t ® e
o T v e e a o a e t a h e c ”h ™ a t h o m t a o’
ICMP.
h 72 Toa .ho e e L/ atc 9O0K2 x TCMP Bchovequeste o *t t her -
e chomoe e” ., YZ o  ICMPEchoreply "% ;¢ Yem®o ® " e tyn
a e (0]
/ ¢} e o Lt {[I o cC h * ¢ a o’ eo m YOt 'E ¢gew!m Yo TE
a e 'Yy tm'y a o a et T a e e Y momt o 'Ye Y Lt {[l o c h -~
h T a e e momt o 'Ye Y th ~ 0O "ao’eo . co e
Ot m vy h ’ a Tohfor TRe oY | T . cxoh ’\epyi\ﬁilege’dEXE@@ &até” h
e 0% 90" ao "Toco “gop t.E ac*he ” mmoo-a® * e Y e Foh™ a*g2ho o
1Y mco TEo ~ e oy* 9x € g o Leo g1 teg m ™ " x O °
- .0 " "t E oc $0Ke2 O NO¥YIlLI ., xh _ho "tE O
- T cxmt t 'E .c o0 e e o c h * ¢ (0
- 0 ’ I'E-'Q;M!_/tyz L e e . m _oe_h(teom Lt {[I
- h e 0% g0 ° aomt 5 mo T "cthE a ®  ah oen .e¥y .nc 00 m™te 0"
TRACK.
- h omaoth t 'E mt ™t m t X ¥ c¢h e 0*30° aomt S o
- h e o* 50 " aomt S ¢ h h =t t 'E c o e e 0o c
.o0a™~e " h ’ a ™ o ¥ * T'Ee o 0o e x h * ¢
¢ ® ™ c¢chom™ oa~e"eo mtho h ’ a o * " T'Ee o
consol e(config )#
“ % ToA@rT .o a v e " h ’ a ™ ~o ¥ * T'Ee o o e x h * ¢
.0a™~e"* "~ € ’<e*<ﬁK* ] m t
c o X a o ' < @ d <
ip slaoperation L., ht h 7 a oe |PStAc hh” Te Y
operation: (1..64) -operatont e ©oa h oc h ™ g 0]
no ip slaoperation T TIESLA c  h " e, 00
ip sla schedul®perationlife T T octx m E -co [PgLARec h " ¢ OO
life start-time start-time o ) -operatont e oa h oc h "~ g o]
opﬁrau?n. (1..64); Jifer h a ys t e _otoho o
st;ret:ti(n?é'e\(/r?(r))v,v) -start-timet . h a2’y "~ " cxm " @
no ip sla scheduleperation ' b tht Fco Te|pPSLAC h " e | D
-operatont e oa h oc h " g d
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HELTEX

track objectip slaoperation Lo UPFRACKT A _t 3y _otoh .  FTx" qgp
state SLAc¢ " e | D
object: (1..64); -objectt e o a TRACK™ A _t " o
operation:(1..64) -operationt € © 2 IPSLRACc ™" ¢ = ®
no trackobjectip sla ST OTRACK T A, _t ®
-objectt e o2 TRACK™ A _t " o
logging events ip slapera- ¢ _TO. B _°" moo® " e o |PSLA T _&
tion-state-change K ~0- e C.. )
no logging events ip sla oper- "= ’ ¢._TO;E_ o moo® " e o %|PSLAXE _
ation-state-change h ™ ¢ 0]
logging events ip sla traek ¢_"O0O.E _.°° moo® ™ e = 0F a e
state-change K ~0- e
no logging events ip sla traek| = ’ ¢._ Tt -_ o7 moo* ™ e 07 a
state-change
% ToB@r .0 a e . h ’ a™® mo " ~e Y oc h * ¢ Lt (!
.0a~e "~ "~ ¢ I <AK~ ] m t
c o X a : < @ - <
icmp-echo{A.B.CD| host} L. ht —h > a oe |CMPECH®oc_ ~h
[sourceip AB.CD] host: (1..158) c, ., o
m_a_o 7o |_ABCDT IPU” " h m x = 7" m ot T
-hostt = o a e eo a 'y x = —~ m t
,o0a*e” . h = ar- OJRSLACMPECH® © " & ¢ Y.
¢ ® ™ c¢chom™ oa~e"eo mtho ICMPECHO a o e
console(config -ip -sla -icmp - echo)#
T * ToggT .0 a ™~ e " h ’ a ™~ o e xh ho ™e Y oc h ™
N e ™ - [Tee ™ e
.0 a e ™ "™ ' o< R k ] m t
X a o ; e < @ 6 ox <
“mto” e t-Emt ot x co t oh oec "y~
frequencysecs secst 1 mtot -~y m T xe " 5o
sec¥Y omMnddp
nofrequency "mt"eoe""t;'Ee ;"mtot. c o t
"mt"e@“’“*ESEt" a“xt® 3y co _m
i ¢ e c h ' bt L_/t at oc h * ¢ Y
imeout msecs , L ew L - ‘
msecso pn d®dp nnnje X ;€0 o
_msecs[t"'ma"'xtz“ a*’“"*m(_xe°
no timeout "mt"eog”:t;{'Ee*(t"t'toa'ano’“;"e
"mt"eon*t'E_o’“.;<mt”0 T ™ t(
requestdata-sizebytes bvies 6 HyY O dma T Hl - _" ;.mt paylodd. ee -2 0O
y y -bytest _°o &, ; mt o " t @
no requestdata-size "mt®eo t'E "e” . e _o T
’ ] 7Y eoha™ TEe o o} . C|OMPEchde "N ® ce hx gt 'y Xxe
e De ST mt ot . _.co0 e e 7Yy oc h* g o TE
.0a™~e " h > a "~ 0o e x h h o ~ e Y th ~
¢ ® ™ c¢chom?™ oa™e " eo mt h o h ’ a ”~ o e

console (config -track )#
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* % Toppr .0 a ™ e h a o ¥ * T'Ee o 0 e X I
.0a™>e ™™ e : e ] m t
delay {upsecsdown secq "mt~ed” "ht'’'Ex " 7'y ma e . om opm t|
up secq down sec$ ch "a e e memhbd ye P Lt
-secst “ T h Tz . om_ _xe" " 50
. ~UupT T & e e Y mmmca ve
secs: (1..180)/0 oc h" g CTmemtoye hyT
-downt °” h " o a _ecéa Y nmam
oc(h"e . momt o 'Ye 9 NNPZ NJ
no delay [up] [down] ST TE T h  x @
.o0a"e privilegedEXEC
¢ B ""chom®  oa~e ’ppivﬁeged@XE@: o _ h a "~
console #
% 72587 .0 a~ &”  priilegedEXEC
oa™ e """~ Ter . e i mt
show ip sla operation o _to”™h te oha“dgpPSIOR o h "~ ¢ Yoo
[operation] operation: (1..64) -operatont e ca h oc h” ¢ @
show track[object] to™h e oha”TRAGK A, _t~ 0@

object: (1..64)

-objectt e oa h o™ At @
clear ip sla counters L Textmg t |PSLRc h " e, D
[operation] operation: (1..64) -operatont e ca h oc h” ¢ @

_hoa h e"mtho ¥ ch "er e” ; e anoo a *M’h’\ﬂ)qg_q;oHeqjchpoz’\w
icmp- ~ ¢ hom~ _m1°_xe°gn“h(a(e<a_'*«ntlle?(r<nt’th(e“’“ ’XCD{"L;;]a p NN
h= ~a hoa ""ee'.‘“j(qag_""""‘mmta"f mf)%}fi(j{er'g(’Y._Xq;e\/\(f!h/wy*'a(e<
momto'YeL(o’?;Aﬂ;(W_!t/” ﬁ.co"e YOtm 'Yy a® hom ¢9{¢L|.15h2b ¢9

console # configure

console (config )# interface vian 1

console (config -if )# ip address 10.9.2.80 255.255.255.192

console (config -if)# exit

console(config)# macro name TEST_DOWNrack 1 state down

Enter macro commands one per line. End with the character '@".

int gi1/0/11

no shutdown

@

console(config)#

console(config)# macro name TEST_UP track 1 state up

Enter macro commands one per line. End with the characte r'oe'.

int gi1/0/11

shutdown

@

console(config)#

console(config)# ip sla 1

console(config -ip -sla)# icmp-echo 10.9.2.65

console(config -ip -sla -icmp - echo)# timeout 500

console(config -ip -sla -icmp - echo)# frequency 20

console(config -ip -sla -icmp - echo)# request -dat a-size 92

console(config -ip -sla -icmp - echo)# exit

console(config -ip -sla)#  exit

console(config)# ip sla schedule 1 life forever start - time now

console(config)# track 1 ip sla 1 state
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HELTEX

console(config 3 down
console(config
conso le(config)#

console #

- track)#
- track)#
exit

delay up
exit

e

h o]

mt * t |GMPEcho

— * < - -

3

IP SLA Operational Number: 1
Type of operation: icmp
Target address: 10.9.2.65
Source Address: 10.9.2.80
Request size (ICMP data portion): 92
Operation frequency: 20
Operation timeout: 500
Operation state: scheduled
Operation return code: OK
Operation Success counter: 254
Operation Failure counter: 38
ICMP Echo Request counter: 292
ICMP Echo Reply counter: 254
ICMP Err or counter: 0

- echo

* "<

X

Operation stater t
A gheduledt © ¢
A pendingt _ - ¢
Operation return code __
A OKt xmec . e
A Errorte _x "~ ;e
Operation Success counter_°
Operation Failure countar __©
ICMP Echo Request counter ©
ICMP Echo Request counter_©

ICMP Error counterm ; t
ot tmt x O a

- *

o]

o
—

- <

527 —

mo

*mox -

e

t hoeceot “’é* Ethefviet(PoB

~

meo a

>

0]

TEEB02. 2P0 eIEEBO2 RtPOR) © !

e e

. et ™. cloh/ ogmg cP

m t (o]

< - *

0

h

power inline limit-mode {port |
clasg

T /class

¢.h":'""h'E’
t hoec t

H

a

e

-classt © |

—~

m m

e

-portto  h e -
- mth ™t

h ™ e

c o
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y2 LI26SNI AYyf Ay Chexe'; e  co xao ~:"e
power inline restart auto ¢_"0; tE " _ toa~t . m_  h
ot _TO; eowtheg T h”
no power inline restart auto 1/ _"0;,e° |"mt~eo t'E "e* . e  co Xxa
- t oa™t po.mo h om t Ot e o
oetho ™" h™
L2 6gSNI AYyEAYS dz "mto~ ectofpo coth F 70y ao  a
percent ) _otohoa coha hx tmy e o h
percent:(1..99/95 GAYYL) GNJ LI o ch .7 e
y2 LR2ESNI Ayt Ay Commt ~ ete’E : e coho ™~ co
power inline traps enable T ooht'Rha ho Te e ohar
T/ ~0: e olmo o * * e STy co"momt a
no power inline traps enable ¢ hextnmpgtho =~ ¢c®h™a th~
power inline inrush test disable ¢ _TOrEo _h_ 2o jAY RHzAa K
no power inline inrush test 1/, _T0; ¢ Jt_Tom o h ¥ o AY RHzA K
disable
power inline disable t_Tomco "E 0 Te 0 |O®
s I " m¢tho - mt x c t m
T/ -_"10;_ ¢0 V c h i h x xmtho mt
no power inline disable ¢ _TQO;Bmco TE0 e o | ®
.0 a™~e " . hoae a ” x he*t ¢ h m *
¢ 7 " c¢chom~ oa™ e " eoe m t k be ™t h  Etherpet a
console#  configure
console(config)# interface gigabitethernet gi_port
console (config -if )#
~r AZSE'[’“ .0 a ™ é& "\( ; X ao™e L X* he ™t c Xh X‘E(thgrmef'
e -~ . = =
oa™e ™" 1o« * <AK‘ ] m t
c o X a o , < @ oo
power inline {auto | never} “ch ™ hTTr§eoEh ot o o 7% o PoE mhtxh’o en
@ U A Y S raNde yhahtg e” et ho o om
cautot h ™ h h™~* ott x choto_o’“"_o*
xmtho m t e ~ TO; "t cmo""’x
range_name:(l/:%z) e vy e~ <t h m
m,a.e T_never‘[""ch et gt ok ChOtO_O’\"_O&
T /auto xmtho m t e ~ et h m o
e 7'Y
-time-ranget | h ,a eeo et h "~ 7TF
[ fxT t co” " "t Em'Y e”
power inline powereddevice pd_type:(1..24) Jo® “tcmo o TEe o PoRomct hmo~ em t  ~
pd type m a o "o Ke coao ” ~ " a eo *mothhx “hoo ~~ee 'y

Ethernet_o a a x t “nt o hMES23xx, MES33xx, MES35xx, MES53 269



HELTEX

no power inline ST MhE e T T T eeppEmad omma T
poweredrdevice
power inline priority {critical | ST Tgh oh ot ot PeEE M h  xch ™ T e
high | low} thoc t~e —a @
-critcalt xmt e T T ot e ™ o .m "
c t ™~ e Y T T _thoe t ~ e coh
® t ch —h™> "~ 1t Emy com ™ "e (
T /low m mt PpoE.
-high'[th"e" - ~ t mo c
e *;'Y
-lowg xmt ~e "~ - - t eH™ _thocch ]
no power inline priority Commt ~ehE oh t t co xao ~:"e
ower inline limit power T ocetcer T T a0 "eomt H™ t h o
P P power: (0..30000)/30000| 4 { - o'y o eon it - : <=
a ¢t = i
no power inline limit Commt ~ethE * 7 ao "eomt co x a
.0a~e” . InivilegedEXEC
¢ " homc  oa~ e eo mrivilegedEXEC _ h Cooa LJ
console#
v * T258T L0 a @ ! priilegedEXEC
S =
.oa™~e" " "~ v ,<AK~ ] m t
cC o X a o ’ < . % <
showpower inline[giga- . t o™ h mto@ t o "ye H™ thoc t™e
. . . i_port: (1.. 1..8); NEURPAEPAEE SR - o~ < : —
bitethernet gi_port| unit g_Fch:qitt (id' (81/013) 8 |¢o h 0" 9 ¢ t~ e  co
unit_id) — -unit_idtreoa Qe ¢t~  mt D
show power inline con- . to™™h g*@E ™~ t h mt coth _* 7
. Lo i_port: (1.. 1..8); - : - . s -
sumption [gigabitethernet g_?;itt (id' (81/023) 8); et h o mo _ xmtho mt
gi_port| unit unit_id] — -unit dtreoa Qe ¢t~ ~ mt O]
show power inline version toh t Em O chooh~ "macee ® Y
T _oetho ™7 h~ co " m m t a . t 290
h a h c o e e Y a ™~ e *
A o “ ™"t 'E momt o ‘ye H™ t hoec t ™~ e Y m o) e

console#

show power inline

Usage threshold: 95%
Trap: Disable

Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit  Module

1 MES2308P
12- port 1G
Managed
Switch with
8 POE+ ports

2 MES2308P 240
12- port 1G
Managed
Switch with
8 POE+ ports

240

0 (0%)

Power - limit mode: Class based

Nominal Consumed Temp (C)
Power (W) Power (W)

219 (91%) 85

42
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Interface  Admin Oper Power (W) Class Device Priority
gi1/0/1  Auto On 31.800 4 low
gil/0/2 Auto On 31.800 4 low
gi1/0/3  Auto On 31.0 4 low
gi1/0/4 Auto On 31.400 4 low
gil/0/5 Auto On 31.500 4 I ow
gi1/0/6 Auto On 31.0 4 low
gil/0/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low
A o “ "t 'E momt o "Yye H™ t hoec t ™~ e Y . ¥ h~eeo
console # show power inline gil/0 11
Interface  Admin Oper Power (W) Class Device Priority
gil/0/1 Auto Searching 0.0 0 low
Port Status: Port is off. Detection is in process
Port standard: 802.3AT
Admin power limit (for port power - limit mode): 30.0 watts
Time range:
Operational power limit: 30.0 watts
Spare pair: Disabled
Negotiated power: 0 watts (None)
Current (mA): 0
Voltage(V): 0.0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature  Counter : 0
c m “oet o ¥ h ~ *c¢*~ ha*.ag'H ™ h o t hoc t " e Y ¢ h257 ® e o
“~ % Topggr “h ™ a th mt™®txm?-® H™ thoc t™e Y
Nominal Power "0 a e™ T'Ee " 'Y ao "eomt E mto e - c t ™~ e
ConsumedPower "t a h e eo e " e coth Ty ao ao "e
UsageThreshold h o o o e ™ e coth Ty ao ao “eo
a”~ g oe moo® " e  daAYYL) GNF LW o ch
Traps to*h ™" ot h " h Toe o h am ohoo™ ™ ee o e
Port o te™ . e et h m®* _oaaxt®toh" @
Admin s © a e mt h ™t e o momt o ‘Ye 'H™  _ t hoge
I dzii 2 Yy S @S N
Priority Jhoh ot ot xeh ™ 7 e Y HT t hooc  ty” griical,a
high, low.
Oper c h ™~ t e o momt o 'Ye H™ _thoc t ™ e Y
Offt ¢ t ™~ e coht ™ __T0; e o ~ " a e mth *
Searching ¢ t e coht ™ __T0; e o PpEom’t h"o* em t
Ont ¢ t "~ e coht™ c¢ch "mQ; *eopoaanetatmm'Emt o T
Faultt ~ * h Y ¢ t "PpE Myt k@ hm ¢ @o " chom o
: a “omtxceo TPoEx ma hlo T 'Yoa™ %o “eomt 'F
e c h s o
Port standard < Tmmm _"e, Y ¢co” T0O;,eeo0 o xmtho mt
802.3at.
Overlad Counter .ty o7y o mt om0 ¢ h o hox
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HELTEX

Short Counter ...t omTx "% a . "eho'Ypo o
Denied Counter L.t mTx 0t " co0 T HT Ot
Absent Counter .ty o m T 0 ch o h T Teet 'YTOHT e tW oce
xmtho m t )
InvalidSignature R T Fo 7T mm o xm¥té o mcto T TO;
Counter
528 xe_e** 0 <mc<;<e*Y . 0O C meomt*
5281 xe _ ¢ | o™ mec¢c . e Y ot cohtoﬂ
. C . EO co“ (e* Y '( o cC me o mt X . e_cmatahxot* L’t‘*E)'rE( _rmxw
c o h t t _Z,to om¢t x ¢ __oaaxt t o h x ,<h< Ht o t c o
X e_e* Y . cohtto . omelo “h (emo “ez" _ooctho(h .(a (he *_*h ) S"H
h(m ao'xt tEemtht?(oeaaxgﬂXo’hﬂéoq)*u?m* x*;( P
* " h m o c o h t m — % x t ~ ¥ "o h o “t EX et t - )
'h(m *cp *a o~ h oaz_o" '_o'hKrnnomThete),me*cd“htc
e m YO oe m Ht a chbktomy « 2" e T a - t S o m
ch*e'Yt m ) x 0" . a(h Y e<m e_el*oe*ho“ ee_< , C _<t..
c ) h ) m . ot m 'YX ot ¥ h m . Ot m 'Yz,ot o L : <<t mc'yd t >x ec_he**e'W“' |
LockedtZNJj c o - o Ty t mo oh ™ e tEh mmo mo “x 7 e e .ooe al K
o':“h”"'HIa)E m ¢ m o ao’eo ommt¢t * e o t com ™ c h o h x
A x m t X t 0 h * e e " h efffo ¥ otmoho a os
« - < + P < < -— —_ 1 < - o<
V mco TE x QO X e c O - t (0}
.0a~e” ho ¢ a ”x he*t g h m ~ 07 "¢ EtherfjeE eett hh mmo
h x ¢ ¢ cohto
¢ ® “c¢chom?™ oa™“e " eme mthe g h EIHEI’ﬁ’eﬁ aet h m ~ h
cohto Y
console (config -if )#
%% Top@r .o a e " ho e a “x he”t ¢ h Ethermel h x ¢ c e t h m o
= ~ o =
.0a™>e" ™"~ v« *;_\Km ] m t
co X a o ; < @ L
port security c_"0,Be_e, O "7t e et
x e c O Cxo Y eo 9 ~"h
T/ ~0: e |m e x e¥e®™.ha m ™las . mto :e
i Loa~e " " e ™ o port seclrity discard e *
no port security t 7ot 'Be_¢e¢, O ot e " et
port security maxnum[voice] Tt t®Er_m o a® TEeo 0o 7T . o mt o
x t 'E coht ¢ h ‘Ht o a o
: t o~ tm >y T a yan™ " h mo ;
-voiceT x Mt " e a™ m” at” TEe o _o ™
num: (0..65536/1 _otoho a o’ t S P Txo e o
.oa t "7 h xmlae _aogF2 AtOS& h .7
— a t
no port securitymax "mtov e te’E ; e co xao T:"e 0Od
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port security routed se- o h ettt o m " h 7t E to TE o a”™h "hxt -
cureraddressmac _address Lo ¢ MAG "h moa ~mto e~
- H.H.H, HH:H:H:H:H, = ” ; ” =
no port security routed se- - mt©eo t'E e” ;. e , co xao
cureraddressmac address
port security {forward | ¢_"T0; xttEe, O """t e” et
discard | discardshut- xe ¢ O , "x;_ e Y eo .9 ~"h
down | discardshutdown- -forwardt ¢ ~ t. m e X" h oenme”a
vlan} [trap freq] omo e 7 ¢ h m.7T"QOtm YO
-dlSCEiI’dTC”‘_(ma (.*.'x ,<ee:’.ah*(m""sa€*
mo e - ot h*m “Ootm YD
. - discardshutdownt ¢ ~ t m e X e e
freqy omoddmn. 7 ., mito - e - ot e
-discardshutdown-vlant ¢ = _ 't mooe X
“ " h m "~ a mto e - ot *h™*m
mo ot t mt x 0" 0 20 i[!bq;?
omx " mt Yy tmoy oa™e" o 3S8{
-freqr ;" mtot” e h h x a g mo
ONJ LJ ch comtxc T e e m~ e
port securitytrap freq TttCgTmtotx e h hx a.g moo
freq;o M ®dmn n n| trap, Syslog h comtxc ™ e e m¥e |
c® _to 0}
port security mode{secure TrtmE, a0 hme e ZYyh mo e
{permanent | delete-on- e"mth~ " ao o et h o m” P
reset} | maxraddresses | -maxaddresseg x © 7 Ty, t ot o x "o " e
lock} TX e e “ " h m®* 3y m Y * ee .
X e a” m a ™ T 'Ee o o o~
[¢] t oheo X e mt * h e
-lockt mo gh ~ e 'y t t oex " x h™ ce 7
X e e “"hmm~* &g&tmh 'y “me a
T /lock o Fx : e e o a " h m™a m t
* " h m o )
-securet ¢ " mt h "~ - t mt ~t ; m o
s(.:"h(mﬁo“ e~ iohtxq;
-permanentt © “ee . I "ghl /m mo gh ™ e tn
s com ™ c h o h x - x m t
-delete-on-resett ©~ “ee . " T h m x 7" 7 d
c h o h x xmtho m t )
no port security mode "mto~ e teE ; e co xao T;"e 0O
a e ” EXEC 2 ~
¢ ® “c¢chom™ 0 a” e "EXBC mtho h ’ a ~
console >
~ ,\’259'[’“ . 0 a o~ e kol h . > . a ~ 9 9 /
=% - o =
.0a~e """ T *;\KN ] m t
c o X a o : < @ . ox<
show ports security{giga- o _""te'gmtho xe ¢, o
bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) et h om D
gabitethernette_port| te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| port-channel group: (1..48)
group| detailed}
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show ports securityad- o "ttt o x o7 . omt o X

dressedgigabitethernet gi_port: (1..8/0/1..48) |_©o "ao’e . 77y a*f To_ ho ~ee

gi_port| tengigabitether- te_port: (1..8/0/1..24);

nette_port| fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port| port- group: (1..48)

channelgroup| detailed}

set interface active{giga- s_tho ~teg h ~ m3F ot TO,; ee

bitethernet gi_port| tengi- gi_port: (1..8/0/1..48) |c oh to*a ~& "~ " omt xcceh™ t o7 oh

gabitethernette_port| te_port: (1..8/0/1..24); |[c o T'E'°o Tt TN O

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port| port-channel group: (1..48)

group}

show ports security status T _o Tttt o x " omt " txm m g5 e
h a h c o e e ¢ oa™*e"

Y
L xe ¢, O "~ 7 Ethernete “" MM e oe t th'E o
“ " h mo” " hgpm om ™ Zs'{X“hem"Y'”’*"o h o ot
e m

T o< < %

E
- m ¢ TEO otZXfRbmmta c

* < < @ <

console#  configure

console(config)# interface ten gigabit ethernet 1/ 0/ 15
console(config -if)#  port security mode secure permanent
console(config -if)#  port security max 1
console(config -if)#  port security
5282 ho h - co® T eeomt - et~ e ™ ome o

5.28.21x™ "oc hoy h ~ co® T eeomt

< J— * *

sx t et "¢, 'Y e "y noumgemop  © "rrl mTe °;"* h =t cho
oaaxt™®toh?™ ;(h(' ”e<'e*m m{hﬂ(h e omeo
Xt et ¢ ho e e . - t oh o) “ e e . co TE o
h o ) h e c ; ® "b“ e "e to m’<t‘ *cooo":.n'E'o ) ."c o e Y< tm "y m h

<x o - - < <

EAP Extensibl_eAuthenticationProtoco).

.0 a™e . h —0 * 4 " 'Ee o o e x h * ¢

¢ - ** ¢ hom?™ oa™e” ew * “ntPe ® ‘o e’ a % h ™ ¢

console (config )#

% Toe@T -0 a ~ e " h ¢ * a ™ 'Ee o o e x h ~* ¢
E— - -
oa™e "™ e o2t K 4 mt
cC X a o ;*e < e - <
dot1x systenrauthrcontrol f_"Opg @ "xt et . _"e€,, .yn
no dotlx systemauthrcon- T - _T0; ¢ _TONE " a “xt et "¢ .y
trol
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aaa authentication dot1x TrT®ET e 0~ 7 " a to®™ cho
default {none | radius} . toh e  x ., t™ 51 110% 7
[none | radius] et h o m® 35 1999 yAHOM: ®
-nonert ¢© .co Te Yt E ”;xt e t -
-radiust mco TE o “t 'Emm ch moh o wlI® 5]
1 /radius Txt et o _Te,, °¢0oTE o "t 7T
Ctoho a t o” “ X tm ceot T'E " X
V To""E_o L MmTx ¢ ¢ h oax o~
. e X mc ‘e o [0}
no aaa authentication "mto”e teE ; e co xao T-"e QO
dotlx default
oa™e” ho e a ™ x he*t g h m 90 KSNYSI
¢ ® ™" c¢chom™ oa™ e " eoe mt k be*t ¢ h E;H’erme’fa

console (config -if )#

V _ho t o  oEXterBibleAuthenticationt NP 12 02f 0 _ - co Te "y t

t e X 7 e eo [0} et 3y ch Ht

* % < + —_— * < *

c, ., @
T 26Er .ca e’ . hoe arxhetteh FEthermel
~ e - o =
.0a™>e"™ "~ v« *;_\K‘ ] m t
c o X a o ’ < ® . ox <
dotlx port-control {auto | TTmot ht Et et "¢ O ynHOM-
force-authorized | " h 77t hx seo  _oetho T
forcemunauthorized} coht™ ¢
[timemangetime] -autor  ,mco TE'o "t E yaH®M:- "~ T
- et ™ a S - t oh ) “re e
-force-authorizedt . - _70; " _t " xt et
) e t h m (0] o h t c h 90 t
T /force-authorized i et T et . c ‘ ‘ .
time: (1..33 -force-unauthorizedt ¢ , h odhw e = it
momt o 'Ye [OR e o h h x Ot m 'y m
7 et™ 3y oaaxt™toh e c h 7
Xt et G ”’“'Y ‘Ht o 0 c q
-timet et h = Jmh™ a "e” eg@ . c ~ |
och B ~ e 3y to c o ht e - t o h
no dotl1x portcontrol "mito” e tef e ] co xao T:%e 0
dotlx reauthentication Ttk h o” ¢ _TOfggh, 0", ; m_ , co tohe
co tohe . gqco”™ T eeomt 6¢c h " xt et
no dotlx reauthentication co” " eeom¢. T@OEhL _o° : m__ co tohe
. +_"T0;.,e |co” T eeomt 6c h  ~xt et
dotlx timeout reauttrpe- period: “mto” ect B o a *"x co tohe .a
riod period : co® T eeomt ()
P - (60..429496729%8 = — : —
no dotlx timeout ocnn m mt~©e tef ; e co xao st e 0O
reauthrperiod
dot1x timeout quiet-period "mt ec @B o3y ot . e _0to
period omt ~ tm "y momt o 'Ye ao T " e
. co® " eeomt [0
period: (10.655359/60 | . e ¢ h 0% a0 ~:ve v
m e e c h x t e - 2 T oxt e t
no dotlx timeout quietpe- "mito*e tefE ; e  co xao T-"e QO
riod
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dotlx timeout tx-period pe- "mt*ect @ o3y ot ., e _0to
riod o Tt ot t e ™ “c¢chom — F
period: @0..6553%/30 | h ot 0 "0 ~x 91t ot ~ et~ 5
m “cho m_" (0} -
no dotlx timeout txperiod "mtoT e teE ; e  co xao T."e Of
dotlx maxreq count "mt* eat”gm a” T"'Eeo  ; m 7o c¢oc
“chomo cho®To et™xX cglht ~ e o
count: (L..10/2 choe(mm’: ch_o“"h_ co(°"‘(eeorr
no dotlx maxreq "mtoTe teg ; e co xaoT."e 0O
dotlx timeout "mto” e ct B ao " 7 x co tohe .a c
supprtimeout period .. " “echomo =~ choTo et™d9lt
no dotlx timeout period: (..65533/30" === "e te’E ; e  co xao T"-"e 0
suppriimeout
dotlx timeout "mit”ec B o 3y ot . e _oto
servermmgoutpenod LIENR 2 BY (’)M? - t' omth t#~otxt e,\l,‘ =
no dotlx timeout mto” e ‘telE ; e . ¢o xao e (eX
serventimeout
dotlx timeout silencepe- "mto” ect | o° h a e e v _t
riod period period: 60.65539m/ | . mt ;e _otoho o Lot
no dot1x timeout si- e Tt Teltmito” e teE ;e co xao T:"e O
lencerperiod
dotlx multi-sessions moni- ¢ _ T 0Op ttc’E "multicistRequestdentitye . ~ " . 0m
tor-mode —~ ot ~'xt(et*‘*G*r]o”*ee.:) m.oomm
no dotlx multisessions thoe 0 e ._T0¢ b E0 T ;o m _ multicastRequiest .
monitor-mode Identitye . ~* 0m ao ot " xt et
0a”e” . IprivilegedEXEC
¢x° ™ c hom _oa‘e*ppivqeged@XE@o_ h(’*a"‘
console#
T TR26BT .o a”é " ! pgriVilegedEXEC
.o0a"~e "~ e” . e K- 1, mt
co X a o ’“; - )
dotlx re-authenticate[gi- Chx »ex Q omepP™ tmoth e x 9 ¢cho — h
gabitethernetgi_port| gi_port: (1..8/0/1.48) |x _~ "~“eeb t8 oa~e” 3y T Fo m
tengigabitethernette_port te_port: (1..8/0/1..24); (¢ o™ " h> " 0" 9 ynHbdmM: @
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| oob]
show dotlx[interface{gi- Lo _TrtmEmto Ye  yaHOM- -y _o
gabitethernetgi_port| gi_port: (1..8/0/1..48) |x _~ ~~"eeo o et h  m~* @
tengigabitethernette_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port| oob}]
show dotlx users username(1..160 o "ttt e . g "xt et ¢ ho
[usernameusernamé m a _ o 7o |yagH®OM. _o0caaxt®toh” @
show dotlx statisticsnter- Lo TTtmE "t mt o x co  yaHOM-
face{gigabitethernet gi_port: (1..8/0/1..48)
gi_port| tengigabitether- te_port: (1..8/0/1..24);
nette_port| fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port| oob}
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DHELTEX

h a h c o e e Y oa~e”

A‘: ’\’O; t 'E h i a " X tpe & oaa”xe*totyﬂ D8 ¢ b T'Eh o T Tty
cho h_ co”™ T eeomt m* 5 4999 §T1IHOMEWNG MYTTY |
co TE"o "t 'E h ’ a ~ox ot et "oe YyNHO®PMO O
console#  configure
console(config)# dotlx system - auth - control
console(config)# aaa authentication dotlx default radius
console(config)# interface ten gigabit ethernet 1/ 0/ 8
console(config -if)#  dotlx port - control auto

A Lo " " UE mymH®We_oaax tg teoh " SEtHerfety

- J—

console# show dotlx interface ten gigabitethernet 1/0/ 8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANS:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

te1/0/8
Host mode: multi - host
Port Administrated Status: auto
Guest VLAN: disabled
Open access: disabled
Server timeout: 30 se c
Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec
Quiet period: 60 sec
Interfaces 802.1X - Based Parameters
Tx period: 30 sec
Supplicant timeout: 30 sec
Max req: 2
Authentication success: 0
Authentication fails: 0

% ToBT C m ™ e h "x TUEt " t o .co0 Te e Y oa™e?"
“ h ™ a t h c m "~ e
Port "o a h coht™ @
Admin mode _. =t et = 802.1X:Eqrcauth, Forceunauth, Auto.
o d c h” e oee . h ? a coht~*y ~ t oh ) “ e e ]
er mode N < . e < . . . . ®
P (Authorized Unauthorized, Down).
Reauth Control .oetho ~fF ¢ h ~xt et = "¢ O
Reauth Period h o~ a T X co tohe .a c ho h “ a co” T e
"a 'Yy co TE"o ot ~Yy c¢h mco TE’o0 e YyNHOM
Username t x " o co TE'ot e Typtdgm T o ctvda s to oto*
X mc ‘e o - t oh ) “eeo o co TE" o ot —~Y e ™ c
. . h o " 3 t : e otoho o oaaxt™toh omt
Quiet period Sh o h co® ™ eeomt
. h o ° 3 t so@maxt”apbhho’ o "~ t ot t e ™
TXperIOd choto o Tx 91 t ot - et™ 3y ¢ h - c o t oheo
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HELTEX

L a ™ T 'Ee o : m "o coc t o c h R “ ¢ ho
Max req cxm _oa chog mm* cho  h _ c_o°(’\*éeorr;; )
Supplicant timeout . h 0" a " co tohe.a ¢ _h "~ -"a “¢chom
Servettimeout .. h o ¥ t ;e . _otoho o _ocaaxt®toh o .
Session Time ¢h a'y co” —TQ;_ e Y co TE o ~t Ty  xmtho mt
Mac address MAG " h m c¢co T'E'o "t TV
Authentication Method D to T Txt et " og, xmt=*eo T eeo m mm
Termination Cause _h e S_hotoym omm @
’ e -t oea * t ~ momt o ‘Ye och - ~ ot —
State e ('Yé e . . Ye | . %
Authentication succes o~ ;. ,mt _o coTx . ee.pg moof* e oF xmec e
Authentication fails 6“* . mt o c o Tx e xpmem 0’ ce %o ; L e xtooet . _" e,
VLAN Thxcec™ #[!b e~ e~ . ee~ 'Y co TE 0 "t ~0v
Filter ID "o t _~"toh hxcec TEthT e O
A o = "t E mt ity Mty et &Etherngt§i™ O m
console # show dotlx statistics interface ten gigabitethernet 1/0/ 8

EapolFramesRx: 12
EapolFramesTx: 8
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespldFramesRx: 4
EapolRespFramesRx: 6
EapolReqgldFramesTx: 3
EapolRegFramesTx: 5
InvalidEapolFramesRx: 0
EapLengthErrorFramesRx: 0
LastEapolFrameVersion 01
LastEapolFrameSource  : 00:00:02:56:54:38

~ T264T c m *“he x T'Et."ctoo""e oea *'Y
“~h=~a th c ,m"e

EanolFramesRx 0~ . mt _ o _ohh _te.g ¢~ t oExten$ibl@iuthentication, °©
P Protocol2 9SNJ [ ! by X ¢h e 'yt .5 " ~ee .a och = 7 it

Lo T m t o o hh t e 9 c ™~ t o 0% 0" "oe et. a
EapolFramesTx och =~ ~—~ t ~ a c¢co” ™ eeomt ()

o™ . mt o c¢c™ to {GF NI choto o ™~ 9!t h]
EapolStartFramesRx e omt ®

o~ m t 0 c” ___to [232FF choto o ™" 91t h
EapolLogoffFramesRx comt @

o, mt o to  wSALKLR choto_ o™ 9l
EapolRgsldFramesRx ~ e e omt ®

o T m t o c” to ot t o 6 _hoa wS & Lk L
EapolRespFramesRx =~ ~ 4 o~ eeomt o)

Lo 7 cnft ot o wSaLKLR choto o ™~ 9! th[ Z ¢
EapolRegldFramesTx co” ™~ eceomt ®

o . o omt o ¢  to “chomo 6_hoa wSa Ll
EapolRegFramesTx och * —~ t —~ a ¢co® eeomt [0

. .o T m t o c te [ mc heo tho™ mc v "eglete . a t c

InvalidEapolFramesRx och * —~ i ~ a ¢co0o® eeomt o)
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DHELTEX

o ; mt o c” _ to choto o ™" 9!t h[ m e |
EapLengthErrorFramesRx -~ ~ . o = e e omt @
LastEapolFrameVersion ¢ hm 7y choto o ™" glat fgp[ogh T h" ee gt “e'y " "mevea.
LastEapolFrameSource MAG “ h m mto .e ¥ ch e yt. =~ m¥aoa com
52822 “m hchke™ tyb "™ eeomt
“'m h e e detIxmda h oo YOt c ho o~ t 'E c ho h X
o *<et0“ > co'_ 'O;(exe< it '__ coahthx*q>.e(_t>(t”“hm>~<tr.meztq_ol*'_
co® ™ eeomt e ™ ome o coht"™ t h Tox t Xt e t
a ~m - e t 'MUltﬁDFe hbSt$? t o ho S o .o c ho h -
Xt . e t ) ) - c. . .m 9 c o "~ _’“'O; (MuRipIesessi_onéCdJ) thmx’\*_’é\*o (hett
Mu|tip|e hosts c ho go0*~ t X ot ecto * A'O;CO e'® . atao ¥ #m® oat
h mx hm™ a m t (0)
.o0a™~e " h —0 * 4 " 'Ee o 0 e x h * ¢
¢*° “c¢chom?™ _oHa”'he("’?*é'a(ﬂ)“’:“r‘ﬁf‘hEeo_ue o e o xh e
console (config )#
T * TogBT .0 a ™~ e " h ¢ * 4 ™ 'Ee o 0 e x h ™ ¢
.0a™>e "~ "~ ¢ vo< * <AK~ ] m t
c o X a o : < @ . w e
dotlx traps authentication T htoRcht meo [fNJ4] T xmc Ve
succes$802.1x | mac | chogo®™ 't "xt et _"e. 0
web] 1/ -_T0;  eo
no dotlx traps authentica- " mto” e te’E ; e co xao T:"e (o)
tion success
dotlx traps authentication T htoBchr meo (N} 4] | X o T
failure [802.1x | mac | Txoto et “e, OO
web] T/ __T0; e o
no dotlx traps authentica- " mito” e ‘telE ; e co xao T:"e (o)
tion failure
dotlx traps authentication ¢ _TQeBch~ meo {iNJ L] ch —ch ]
quiet co TE o ~ ot ~ a a"_m a ™ T'Ee o )
T/ ’“’O;eo”( xmc('e Qcoc.tg_*xt(et‘
no dotlx traps authentica- “mto” e teE ; e co xao T:-"e OO0
tion quiet
.0a™~e " h o e a ® x he*t g h Ethemét
¢ ® **c¢chom™ oa™ e " eoe mt k be*t ¢ h Elh“erme’f_‘a
console (config -if )#
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© T 7268T .0 a e hoe ~ar®xh™ ¢ h FEthermel
oa™ e ™" ¢ D <AK~ ] m t
cC o X a o , < @ - <
dotlx hostmode " hteg ™ . 0"eo o ge m_ o TE |
{multiThost| single-host | . toh o "eeoa cohtx yagHOM (
multi-sessions} T /multi-host -multi-hostt ¢ . m _o TE_© -, eto T
-singlehostt ¢ © e T et T
-multi-sessiong ¢ . m _°o TE_0 m mm
dotlx violation-mode {re- TrUE, mot Y _otoho e o% go
strict | protect | shut- xmtho ImAG "oh_antobd To -~ tnYho m
down} [trap freq] _ T ety omx * mt Tyt coc .t |
-restrictt ¢© ___  tMAGM® h maa e .abdh nm
- eth m . T ©9hm y'Ht o a “ " h m
T h oyt : ‘
*_protect-[c("‘_< t .M h amfia’ﬂ e .arXdh o
T /protect, _ 7, .etFhom o T Otmy
FNBIY omoon -shutdownt c o ht . 7—Q;~ tm’yYy om*o a
ot T e .arbdh TRT jeott™ h m .. ~ Otm
_freq-[*;‘mt'o(te*( h **h(x .a .9 mo o * toe
GNJF LI ech comtxc T e e m~¥e ¢
V‘ oa™~e” ™ ., eoh hxMultiplehosts. h |
no dotlxsinglemostiviola- "mto” e teE : e co xao ":"e OQ
tion
dotlx authentication ¢_TOrRt et _"e¢e. 0
[mac| 802.1x| web] -mact _ _ T O;" ,t “xtomeo "e&x0O0e
~ " h (;m ~ 0
-802.1xt , _ T0O; "t “xtomeéo ~e &xQ0O
-web- _ T0O; " ,t aepdF &SRa" xgt et
T/ o e S -" "o T eo 7 t E mt~t @b g
- I ~o
= __x“e_ecko’Y“toheom ‘xtfef“’*ei':
FLOUE L_T0; . "0
no dotlx authentication ¢C._TO¥YRt et " g 'O oimeho nrve
co’“’E‘o”‘t("‘(mq;
dot1x maxhostshosts Trt®Er_m a” TR0 _ochoim o9 g
hosts: “xt et "¢ 00
no dotlx maxhosts (14294967295 C,hexe™; e co, xao T:"e QO
dotlx maxlogin-attempts T tTo ™ ; mt o e x" % -e .g coc
num otoh 9 - et T "o h x tm Y
num: Q, 3..10)/0 0t* m_oe :eo .m0 coc .to
no dot1x maxioginrat- ¢, hexet™g e co xao ™. "e 00
tempts
dotlx guestvlan enable / ~o: e ¢_"T0; .t E xe VEeANO® omitx "oa e
no dotlx guestvlan enable T — ’ C._T0;,tE _Xe VIANO  tom et od
dotlx criticatvlan enable ¢C_"T0;,tE _xe_c VOAN N t x th @
et h m )
— 1/ -_TO,;, ¢ & = p———
no dotlx criticatvlan ena- " ¢._7T0;,tE _xe_ cVIAN_"h tt x m _ao
ble *et(h‘<mm<q3
dotl1x radiusattributes fil- ¢_TQOgfghto’E h_x co” " eeomt 3y on
ter-id / ~o e e ™ e ” oSPolEy. v
no dotlx radiusattributes T — ' "meo”  teE : e co xao T:"e OQ
filter-id
dot1x radiusattributes ¢ _TQOE h~ F ot _TunnelPrieateGrouplD (81)
vlan{reject | static} / ~o- e moo* * e Ny hy! 5hL" @
no dotlx radiusattributes Tho— ' ¢ .__TOYE h~ *ooct ¢ RunnelPrivateGrouplD(81).
vlan moo® " RADI®, h . h~
dotlx radiusattributes y ~0- e ¢C_"0; tE xe_¢, O " e~lf[; e _o

vendor-specific datafilter

1 <

o h Tl 5L

h " moo* " @
. .
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