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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.52

17.11.2025

CuHXpoHu3aums c sepcueit 4.0.25.5

UsmeHeHuUA B paspenax:

2.3 OCHOBHbIe TeXHUYECKUE XapaKTePUCTUKMU
2.4.4 CeeToBasA MHAUKaALMUA

5.5 KomaHabl ynpasnaeHusa cuctemoim

Bepcma 1.51

19.09.2025

CuHXpoHu3auumsa c sepcuei 4.0.25.3

U3meHeHus B paspenax:

2.3 OCHOBHble TEXHUYECKUNE XapaKTEePUCTUKHU
2.4.4 CeBeToBasA MHAUKALMUA

5.28.1 dyHKUUM 06ecnevyeHUA 3aWwmuTbl NOPTOB

Bepcua 1.50

15.08.2025

CuHXpoHu3auma c Bepcuei 4.0.25.2

U3meHeHuUA B pasgenax:
2.3 OCHOBHble TEXHUYECKNE XapaKTEePUCTUKHU
5.28.2.1 basoBasa npoBepKa NOAJ/IMHHOCTH

Bepcua 1.49

22.07.2025

CuHXpoHU3auma c Bepcuei 4.0.25.1

U3meHeHuUA B pasgenax:

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.21.7 Hactpoiika gocTtyna

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

Bepcua 1.48

27.06.2025

CuHXpoHu3auma c Bepcuei 4.0.25

Bepcua 1.47

07.05.2025

CuUHXpoHU3auma c Bepcuei 4.0.24.5

Bepcua 1.46

19.02.2025

CnHXpoHU3auuma c Bepcuei 4.0.24.1

U3meHeHuUA B pasgenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.7.2 KomaHabl ana pabotbl ¢ paitnamu

5.8 HacTpoiika cucTeMHOro BpemeHu

5.13.2 MpoTtoKon arperauumn KaHanos LACP

5.21.1 MexaHusm AAA

5.21.3 NMpotokon TACACS+

5.28.2.1 ba3oBasa npoBepkKa NOA/IMHHOCTH

5.28.2.2 PaclumpeHHasa nposepKa NOA/IMHHOCTH

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.29.1 ®yHkuum DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctTaTuecKoii mapLupyTusaumm

5.35.3 HacTpoiika npotoKkona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.13 KoHdurypauua BupTyanbHoi 061actm mapLipytusaumm
(VRF lite)

Bepcua 1.45

03.12.2024

CuHXpoHu3aums c Bepcueit 4.0.23.6

M3meHeHuA B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.7.3 KomaHgb! gna pesepBupoBaHUA KOHGUIypauumn

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

6.2.1 O6HOBNEHNE CUCTEMHOrO NPOrpamMmMHOro obecneyeHus

Bepcua 1.44

07.10.2024

CuHXpoHU3auma c Bepcuei 4.0.23.5
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U3meHeHus B paspenax:
5.17.5.2 Hactpoiika npotokona MSTP

Bepcua 1.43 12.08.2024 CuHXpoHu3auma c Bepcuein 4.0.23.1

U3meHeHuA B paspenax:

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHapb! ANs HAaCcTPOMKM NapameTpoB AN 3a4aHuUA naponeit
5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.8 HacTpoiika cucTeMHOro BpemeHu

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.22 }XypHan aBapui1, npoToKkon S

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PacwumpeHHasa npoBepKa NoAJINHHOCTU

5.28.7 dyHKumoHan First Hop Security

5.29 ®dyHkuun DHCP Relay-nocpegHuka

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.42 04.06.2024 CuHxpoHusauma c sepcueit N0 4.0.22.7

N3meHeHUA B pasgenax:

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 Hactpoiika npotoKona LLDP

5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

5.33 KoHdwurypaumsa 3awuTbl ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcua 1.41 07.03.2024 CuHxpoHusauma c sepcuent MO 4.0.22
Bepcua 1.40 19.12.2023 CuHxpoHusauma c sepcueit N0 4.0.21.7
Bepcua 1.39 20.10.2023 CuHxpoHusauma c sepcueit N0 4.0.21.5

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®yHkuuu DHCP Relay ans IPv4

5.32 KoHdwurypauyma ACL (cnucku KoHTpona goctyna)

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua BupTyanbHoi 06a1actm mapLipytusauum
(VRF lite)

Bepcua 1.38 09.08.2023 CuHxpoHusaums c sepcueit M0 4.0.21

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

5.5 KomaHgbl ynpasieHusa cuctemon

5.8 HacTpoiiKa CUCTEMHOro BpemeHu

5.21.2 NMpoTtokon RADIUS

5.28.2.3 HacTpoiika akTUBHOro ceaHca KaueHTa (CoA)

5.33 KoHdwurypaumsa 3awurol ot DoS-atak

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 HacTtpoiika Route-Map

Bepcua 1.37 28.04.2023 CuHxpoHusauma c sepcuent MO 4.0.20

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeiicos
5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 ®dyHKUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB

5.35.3 HacTtpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Bepcua 1.36

23.01.2023

CuHxpoHusauums c sepcueit MO 4.0.19

U3meHeHun B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peumoB KommyTauum uHtepdeiicos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.1 NMpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 NMpoTtokon RADIUS

5.21.4 NpoTokon ynpasaeHua cetbto (SNMP)

5.23 3epKkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 ®dyHKUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB

5.28.2.2 PacwumpeHHas nposBepKa NOA/MHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMieckoii mapLupytTusaumm

5.35.10 Hactpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuma 1.35

16.12.2022

CuHxpoHusauma c sepcuent M0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHXpoHusauuma c sepcuei MO 4.0.18.2

M3meHeHUA B paspgenax:

5.7.3 KomaHabl ana pesepBMPOBaHUA KOHGUrypaLmum
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.2 Hactpoiika npotokona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTokon ynpasneHua cetoto (SNMP)

5.34.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenoi:
5.35.13 KoHdurypauma BupTyanbHOM 061acT mapLupyTM3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBaeHUsa cuctemoim

5.7.2 KomaHgpb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHblE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npoToKona LLDP

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypaumsa ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauma c sepcueit N0 4.0.16.14
Bepcua 1.30 28.02.2022 CuHxpoHusaums c sepcmein MO 4.0.16.13
Bepcuna 1.29 12.01.2022 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 luarHocTMKa MHAUKauMmM nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

Bepcua 1.28 12.11.2021 UsmeHeHuA B paspenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNun YCTPoicTBa

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.27

12.10.2021

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauunmn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepepHeii naHen ycTpoicTea
2.4.2 3aaHAA ¥ BepPXHAA NaHen yCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuit, npoToKon S

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 lnarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypaumsa 3awuTbl ot DoS-atak
5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHuns B paspgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeToBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiiKa KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak

Bepcuma 1.20 16.10.2020 U3meHeHuA B paspgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma unutepdeiicos n VLAN

5.22 }XypHan aBapui1, npoToKkon S

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdwurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKuUM orpaHuyeHua multicast-tpadpuka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npoTtokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHewWwHWA BUA U ONUCaHUE nepeaHeli naHean ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKoro TpaHcusepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYECKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnb! arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 'pynnoBasa agpecaumsa

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTtponb npotokona DHCP u onuua 82

5.28 KoHourypaumua PPPoE Intermediate Agent

5.32.1 Hactpoiika QoS

10
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Bepcua 1.6 25.05.2017 [ob6aBneHbl pasgenni:
5.16.9 HacTpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHuUA B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBo mogenu OSI
5.9 KoHdurypauua nurepdeiicos n VLAN
5.12 Fpynnbl arperauumn KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6Hapy:keHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)
5.20.7.1 Telnet, SSH, HTTP un FTP
5.26.1 PyHKLUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB
5.27 ®dyHKkuum DHCP Relay nocpeaHuka
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.30.3 KoHdurypaumua ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3
Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHpabl gna pesepsnpoBaHna KoHpuUrypaumm
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHME NMPOLLECCOB KOMMYTATOPA
U3meHeHus B paspgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUA CUCTEMOM
5.6.2 KomaHab! gna paboTbl ¢ paitnamu
5.9 KoHurypauus nHtepodeiicos
5.18.2 dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP
5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA
5.26.3 KoHTtponb npotokona DHCP u onuua 82
6.1 MeHto Startup
Bepcna 1.4 09.09.2016 [ob6aBneHbl pa3genni:
2.4 KOHCTPYKTUBHOE UCNOIHEHUe — A06aBneHo onucaHne Kom-
myTtatopos MES2308
5.8 KoHdpurypauma sBpemeHHbIX MHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM
5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka
5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)
5.27 KoHourypauma PPPoE Intermediate Agent
U3meHeHunA B pasgenax:
2.3 OCHOBHbIe TeXHONOrMYecKue XxapakTepucTuKmn
5.4 KomaHgbl ynpaBieHUsa cuctemon
5.7 HacTpoiiKa CUCTEMHOrO BpeMeHU
5.8 KoHdurypauua nHtepdeiicos
5.12 HacTtpotiika IPv4-agpecauum
5.15.5 CemeiicTBO NpoToKoaoB STP (STP, RSTP, MSTP)
5.17.1 Npasuna rpynnosoi agpecaumnun (multicast addressing)
5.17.2 dyHKUMA nocpesHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA
5.19.2 NMpotokon RADIUS
5.19.5 MpoTokon ynpasneHusa cetoto (SNMP)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.3

22.07.2016

[o6asneHbl pasaenbi:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

U3meHeHun B paspenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdurypauma ACL (CnUCKM KOHTpOANA AoCTyna)

Bepcusa 1.2

25.05.2016

[o6aeneHbl pasgenvl:

2.3 OCHOBHbI@ TeXHOJIOTMYECKUE XapaKTepUCTUKHU

2.4 KOHCTPYKTUBHOE UCMNOIHEHUE - ONUCaHUE KOMMYTaTOPOB
MES2348B

Bepcma 1.1

12.05.2016

[Nob6aBneHbl pasgenni:

2.3 OCHOBHbIe TEXHO/IOFMYECKUE XapaKTePUCTUKHN

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOPOB
MES3324, MES2324

YpaaneH paspen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MepBasa ny6ankaums.

Bepcua NO

4.0.25.5
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HELTEX

YC/TOBHbIE OBO3HAYEHMUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo Bbi6paTbh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT «UAN».
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbolii MonyXunpHbIM WPUPTOM BblgeNEHbI MPUMEYAHNA N NPeayNpPeKAeHNA.
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MonyxunpHbim wpndptom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiicTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecCTu
Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam notepe

/f‘ MpumeyaHua copgepKaTt BaXKHYIO MH(')OpMaLI,MIO, coBeTbl WIn pekomeHaaunm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumun
ceTeli cBA3M B COOTBETCTBMM C KoHuenumelt NGN (ceTu cneaytouero nokosneHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHMM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTENb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpmMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHoro MmacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl MES23xx, MES33xx u MES5324 MOryT MCNO/1b30BaTbCA Ha CETAX KPYMHbIX NpeanpuaTunii
W NpeanpuATUI Manoro u cpegHero busHeca (SMB), B onepaTtopckux cetax. OHM obecnevmBatoT BbICOKYHO
NpPOu3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cayKMBaHUA (QOS).
KommyTtatopbl MES5324 n MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 33 CYET pe3epBUMpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHaveHa 41a opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbINOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NUMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA ONnAa KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R w npepgHasHayeHHble AN WCNONb30BaHUA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbiX. Hebnokupyemas
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATL KOPPEKTHYIO 06paboTKy NakeToB NPy MaKCUMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U UCTOYHUKU NUTAHMNA NOCTOAHHOIoO WU NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynelt, obecneunsan becnepeboiiHocTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLWecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C MomolLbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xo4MMO BbINOJHEHWE TPeboBaHMIA MO
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epiKKam nepesayn
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbIBbl.
frames)
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DHELTEX

YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. [ANA NpeaoTBpalleHma nepenoiHeHns 6ydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMEET BO3IMOXKHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim WH-
dopmmMpyaA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAeNaTb Naysy npu
nepejaye NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTtaTtop noagepusaeT obbeAnHEHNE HECKOIbKMX YCTPOMCTB B CTEK. B aTom
cny4ae KOMMYTATOpbl PAacCMATPMBAKOTCA KaK efuHOoe YCTPOMCTBO C 06LWMMM
HacTpoiKkamu. BO3MOKHbI ABE TOMOMOrMM MOCTPOEHUA CTEKA — KO/bLO W Le-
nouka. Mpu 3Tom NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIHOUEHHbIX B CTEK, MOXKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYA0EMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop coctaBnfaeT B namaTh TabauLly, B KOTOPOW yCTaHaBIMBAETCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyveHus

B oTcyTCcTBME 0BYyUYeHMs AaHHble, MOCTyNatoLWmne Ha Kakon-nMbo nopT, nepenatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexxnme obyyeHUs KommyTaTop aHaNAn-
3MpyeT Kaapbl 1, onpeaenvs MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumn. Bnocneacteum Kagp Ethernet, npeaHasHayeHHbIM ansa xocta, MAC-
aapec KOToporo yKe ecTb B TabsMue, NnepeaaeTca TONbKO Yepes yKa3aHHbIN B Tab-
nvue nopr.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa GyHKUMA NO3BONSET YCTaHABNMBATL COEAMHEHUS «OAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Agi naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/Z1Ib30BAaTENHO onNpeaennTb CtTatTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune yHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHkyus IGMP npw aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOW paccbIku1, U agpecoBaTtb TPaduk Ha cOOT-
BETCTBYIOLLME MOPTbI.
®yHKyusa MLD Peanusauus npotokona MLD no3sossfeT ycTPOMNCTBY MUHUMM3MPOBATL MHOF0AA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BOAIOLLAA MEepeHanpaBaATb MHOroaApecHbl Tpaduk u3 oaHoM
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHni, YTO MO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOrOaApPeCcHbIX M LUIMPOKOBELLATENbHbIX KaApOoB, NPUHATLIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT yb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme uU/Unam ncxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeNs KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLMIA U KOH-
TposMpyemble NOpPTbI U BbIGpaTh TUN TpaduKa (BXOAALLMIA M/UAK UCXOAAWMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYrMMUM NopTamu (B Npesenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOISET M30AMPOBATL rPynny NopToB (B npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MPMHAANEeXAWMMM K 3TOW
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMI0 MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LINPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aAa4eil KOTOPOro ABASA-

Moddepcka g
eTca npuseaeHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
npomokona STP .
. TONONOMMK, UCKNtoYatoLWel neTan. KommyTaTopbl 06MeHWBalOTCA KOHdUrypaLm-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNONb3YA Kagpbl CNeLmansHoro Gopmata, U BbIGOPOUHO
Protocol) BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — aBnseTcA ycoBepLIEeHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepPU3YeTCA MEHbLUMM BPEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TOMO-
spanning tree nornn n umeet 6oee BbICOKYH YCTOMYMBOCTb.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
pefayn LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTUIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuun. Bpems BocCTaHOB/IEHUA He npeBbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MeHbLUEe BPEMEHM NEPECTPOMKM CETU NPU UCNOb30-
BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmnx oaAHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaep1BaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHoCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoA Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHopmaumm o
COCTOAHUM KaHana Mmexay HemnocpeacTBEHHO MOAK/AOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A0MKHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT AuHamuuyeckoe pobasre-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHagNeX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BaATb Ha KaXKAOM NOpPTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ansa nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. Mossonset uc-
No/sib30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBAMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayu AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beANHEHNS KaHANOB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIW KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenserca No He OTKasaBWMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO3A4aHUA rpynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAMH NOTMYECKMI1. ITO cnocobCcTByeT He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) HazHayeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moododepxka Auto
Voice VLAN

MpenoctaBaAeT BO3MOXKHOCTb MAEHTUDULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu e IP-tenedoHa, To AaHHbIA NOPT aBTOMAaTUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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HELTEX

2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoii modenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca u ¢pusnyeckoro agpeca ycTpomcraa.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a CeTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMNYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE NMPOMEKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢YHKUMA YNPOLLEHHOM MapLUPYTM3aLMN MHOFOAAPECHbIX AaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON MapLUIpyTU3aLLMKW, OCHOBAHHbIA Ha TEXHOJ/IOTMM OTC/e-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
OEeHWa KpaTyaiwero nyTtu anroputm Jelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMW cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aTopoB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/1b30BaTbLCA KaK LU/K03 MO YMOYAHUIO A1 KOMIMbIOTEPOB B CETU.

PIM-npoTOKON MHOroagpecHon maplwpytusaumu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMECTO TOro, 4Ttobbl co34aBaTb COOCTBEHHYKO ceTeBytlo Tomonoruto. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl  ybeguTbcsa, 4TO  nepegada
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netens.
MpoToko A obmeHa uHbopmaumelt 06 MCTOYHMKAX bTMKacTa Me

lpomokon MSDP poToKon Al M bopmay, T Mynet Ta Menay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLUMM KadecTBa ob6cnyxusaHusa (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMyTaTopa, NpeaHasHayYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpauuto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AelncTena bpaHamayspa Mexay HeHaZeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMo KOMMyTaTop, Ucnob3yowmin pyHKumMo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepKalmin onumio 82, KOTOpbIn
OH NONY4YUN Yepes HeHagExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHune wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHuWe ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLLMMM KOHPUIYpaLMOHHbIMU NapameTpamu, aBTomaTuye-
cepsepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3Kkn DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypupoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTynaeT C HEHaAeXHOro nopTa,
Inspection noagepraeTca NpoBepKe — cooTBeTcTBYeT 2 IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaunK, coaepKallenca B 3aro/IoBKax yposHel 2, 3 n 4, y agmu-
[2-13—-14ACL dopma, AepKaLL yp yaA

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaennet cobo MexaHU3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoToKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoit onpegeneHbl TEKYLWAA U Npeablaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAaeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/IO U COKpaLLLEHMIO 06beMa BBOAUMBIX AAHHbIX.
syslo Syslog — npoTokon, obecneunBatoLmii Nnepeaady coobLieHUIi 0 NPOUCXoaALLMX B
ysiog cucTeme CobbITUAX, a TaKKe yBeJomMAeHnin 06 owmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NpPOTOKON CUMHXPOHM3ALUU BPEMEHWU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHWM3aLMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHaYeHHan 4/1A onpeaeneHus maplu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeuTb YPOBHU NPUBMAETUIA A0CTYNA 410 NO/Nb30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 .
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Ye-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTesei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosnb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPMKKY MPOBEPKU NOANMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6e30nNacHOCTU A/1A NPOBEPKM NOJ/Ib30BATENEN, MONYHAOLNX [0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHunn cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOAJANHHO-

cTu.

®yHKuMa cepsepa SSH no3sonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLIeHHOoe coeauHEeHUe ANA YNPaBAeHUA UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble yHKLMM YCTPOMCTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKUMKN BUPTYabHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JuazHocmuka YcTponcTBo No3BoNAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKME NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTATOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NMOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e  YmeHue paboTaTb C TEFTOM BUPTyanbHOM ceTn 1 Terom npuopwuteTta IEEE
802.1Q GOOSE-coobuieHusn
e [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHblm ctaHgapTom MIK 61850 grnana3zoHom rpynn BewaHma.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKue XapPaKTeEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
AxA0GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbI nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIi nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIi nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES2348B
MES3348

48%x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIM nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

26
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIi nopT RS-232 (RJ-45)
10%x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbI nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIi nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIi nopT RS-232 (RJ-45)
1xUSB 2.0

MES5324 onTuyeckne nHtepdeicol 1/10/40 réut/c
aneKTpuyeckme nHTepodeiicsl 10/100/1000 M6uT/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW onTuyeckune uHtepdeiicol 1/10 M6ut/c

MES2348B aneKkTpuyeckue nHtepdeicol 10/100/1000 M6éut/c

MES2348P

CKOpOCTb nepeaayun MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckne nHtepdeicol 100/1000 M6uT/c

MES3508 aneKTpuyeckme nHTepodelicol 10/100/1000 M6uT/c

MES3510P P P

MES2328I

MES2308P onTuyeckune nHtepdeicol 1 réumt/c

MES2308 aneKTpuyeckme nHTepodelicol 10/100/1000 M6uT/c

MES5324 800 Iéut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réur/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c
MponyckHan
CrnocobHoCTb

MES3316F 112 réwut/c

MES2328lI 56 I6ut/c

MES3308F 96 I'6ut/c

MES2308R
MES3508P 20 réwut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpounssoanTens- MES2348P
HOCTb Ha NakeTax MES3348
NAMHOM 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl AnA O,D,HOCTOpOHHeVI nepeaavun
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Obbem
bydepHoit
namsaTu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I

1,5Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ob6bem M3y (RAW MES2324F
NAND) MES2348B 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328l

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aApecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328I
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Konnuectso ARP-
3anuceii!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

820

MNopaepskka VLAN

cornacHo 802.1Q ao 4094 aktusHbix VLAN

Konnyecrtso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konnyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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MES5324 2048

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3072
MES3348F
MES3508P
MES3508

MES3510P

Konnuyectso ACL MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328I

1024

Konnuectso npasun ACL B ogHom ACL 256

7744 1Pv4

MES5324 1942 IPve

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
Konnuyectso MES3510P
mapuwpyTos L3
Unicast?

12864 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P 816 IPv4
MES2324FB 210 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

I MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3yioT obLime annapaTHble pecypcbl
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunyectso MES3510P

MapupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES2324B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328|

Konnuvectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIN MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (Bkntouyas VRF no ymonyaHuto)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konnyectso L3-
UHTepdencos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

130

Konnuectso BMpTyanbHbix Loopback-

uHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunyectso BGP-coceacts

32

Arperaums KaHanos (LAG)

48 rpynn, Ao 8 NOpTOB B KaxAa0M

Konnuyectso ak3emnaapos MSTP 64
Konnyectso aksemnnapos PVST 63
Konnyectso DHCP pool 32

KauectBo obcnyxusaHua QoS

npuoputnsauma Tpadurka, 8 ypoBHemn
8 BbIXO4HbIX 0UYepesel C pasHbIMU NPUOPUTETAMU ANS KaXKLO0M0
nopTta

CBepxaivHHble Kagpbl (jumbo frames)

MaKCMMasbHbI pasmep naketos 10240 6aiT

CreKknpoaHue

no 8 yctpoiicts (Kpome MES3508, MES3508P 1 MES3510P)
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CooTBeTcTBME CTaHAApPTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P n

MES3510P)
M>3K 61850
YnpasneHue
JlokanbHoOe ynpasneHune Console

YpaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckmne xapaKkTepUCTUKM U YCI0BUA OKpYIKatoLel cpeapbl

MCTOYHMKM NUTaHNA

MES5324
MES3324F ceTb NnepemeHHOoro Toka: 100-240 B, 50-60 Iy,
MES3348 ceTb NOCTOAHHOrO ToKa: 36—72 B
MES3348F BapuaHTbl NUTaHNA:
MES3324 - O4MH UCTOYHUK NUTAHUA MOCTOAHHOIO UM NEePeMeHHOro TOKa;
MES3316F - ABA UICTOYHMKA MUTAHUA MOCTOAHHOIO UM NepeMeHHOro ToKa
MES3308F C BO3MOHOCTbIO ropayei 3aMeHbl
MES2328I
CceTb NnepemeHHOoro Toka: 110-250 B, 50-60 Iy,
MES2324 AC /| JonycKaeTca 3N1eKTPONUTaHUE OT MOCTOAHHOrO
MES2308 Hanpa)eHusa, gnanasoH 120-370 B DC.
MES2308R
MES2308P AC
MES2324P AC ceTb NnepemeHHOro Toka: 170-264 B, 50-60 'y,
MES2324P ACW ceTb nepemeHHOro Toka: 100-240 B, 50-60 'y,
ceTb nepemeHHOro Toka: 100-240 B, 50-60 Iy,
ceTb NOCTOAHHOrO ToKa: 36—72 B
MES2348P BapuaHTbl NUTaHUA:
- O4MH UCTOYHMK NUTAHWA NOCTOAHHOIO MW NEePeMEHHOr0 TOKa;
- 4Ba UCTOYHMKA NUTAHUA NOCTOAHHOIO MW NepPemMeHHOro TOKa
C BO3MOHOCTbIO ropAyelt 3aMeHbl
MES3508P CeTb NOCTOAHHOTO TOKa: C BKAKOYEHHOM dyHKUMel PoE:
MES3510P 45-57 B; c oTKNtoueHHol ¢yHKumen PoE: 20-57 B
MES3508 ceTb NOCTOAHHOrO ToKa: 20-75 B
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ceTb nepemeHHOro Toka: 110-250 B, 50-60 Iy,
CBUHL,0BO-KMCNOTHbIN akkymynaTop: 12 B
XapaKTepuUCTUKM 3apsaAHOTro YCTPOMCTBA:

- TOK 3apaja:

2,7+0.2 A — MES2324FB 1 MES2348B,;
1.620.1 A — MES23248B.

- HanpsA)KeHue cpabaTbiBaHMA pacuenuTens Harpyskn — 10—

MES2324B 10,58B;
MES2324FB - NOPOroBoe HanpAXeHue MHANKaUUM HU3Koro 3apaga — 11 B
MES2348B /| CeueHue npoBoga ana nogkntoueHusa AKb He meHee
V 1,5 mm. Ona MES2324B pekomeHayeTcsa
ucnonb3oBatb AKB @émKocTblo He meHee 12 Ah, pna
MES2324FB n MES2348B — He meHee 20 Ah.
/' Ona MES2324B ponyckaeTtcs 3NeKTponuTaHue ot
V NOCTOAHHOrO HanpAXXeHusa, amanasoH 120-370 B DC.
MES2324F
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOrO TOKa: 36—72 B

lyckoBble TOKM

MES2308
MES2308R AC: SPM35-220/12, 34 A, 6 mc
MES2308P AC: SPM270-220/56, 36 A, 5 mc

MES2308P DC

DC: SPM270-48/56, 115 A, 5 mc

MES2324

AC: SPM35-220/12, 34 A, 6 mc
DC: SPM35-48/12, 140 A, 4 mc (72 B)

MES2324B

AC: SPM45B-220/12, 15 A, 6 mc

MES2324F DC

AC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2324FB AC
MES2348B AC: SPM120B-220/12, 37 A, 4 mc
MES2324pP AC: SPM380-220/56, 25 A, 6 Mc

MES2324P DC

DC: SPM380-48/56, 200 A, 5 mc (72 B)

MES2348

AC: SPM160-220/12, 40 A, 4 mc
DC: SPM160-48/12, 150 A, 4 mc (72 B)

MES2348B DC

DC: SPM100-48/12, 150 A, 0,6 mc (72 B)

MES2348P

AC: PM950-220/56, 40 A, 10 mc

MES2328lI
MES3308F
MES3316F
MES3324
MES3324F
MES3348
MES3348F
MES5324

AC: PM160-220/12, 50 A, 8 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3508

DC: DRS-270-56, 200 A, 1 mc (48 B)

MES3508P
MES3510P

DC: DRS-270-56, 300 A, 1 mc (48 B)
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MES5324 He 6onee 107 Bt
MES3324F He 6bonee 45 Bt
MES2324 He 6bonee 25 BT
MES3308F He 6bonee 27 Bt
MES3324
MES3316F He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 Bt
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MES3348F

MoTpebnsemas MES23488 He 6onee 89 Bt

MOLHOCTb
MES2348P He 6onee 1600 BT
MES2308
MES2308R He 6bonee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 BT
MES2324P AC
MES2324P ACW He 6onee 445 Bt
MES2324P DC He 6onee 455 BT
MES3508P
MES3510P He 6onee 260 BT
MES2328I He 6onee 33 Bt

MoTtpe6nsemasn MES23248B He 6onee 26 Bt

MoLLLHOCTb 6e3 yyeTa MES2324FB

3apaga AKB MES2348B He 6onee 45 Bt
MES2324P
MES2324P ACW 380 Br
MES2348P 1450 Bt

BloaeT MoLLHOCTH

PoE MES3508P 240 BT (ana npunoxeHuii 802.3at pekomeHayemoe
MES3510P HanpseHue nutaHma 54-56 B DC)
MES2308P 240 Bt
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MES2308
MES2308P
MES2308R
MES2324 c nepegHei naHenn, max < 33 ab
MES23248 c3a pHgﬁ naHenn mlax <33 BA
MES2328| A ' A
MES3508
MES3508P
MES3510P
MES2324F c nepegHei naHenn, max < 53,8 b
MES2324FB C 3agHel naHenn, max < 54,2 nb
MES2324P c nepegHei naHenn, max < 43,3 ab
MES2324P ACW C 3aAHeil naHenu, max < 53,1 ab
MakcumansHbiii c nepegHel naHenn, max < 53,9 gb
ypOBEHb MES2348B pear ’ oA
C 3agHen naHenu, max < 54,2 ab
aKYCTMYECKOro LWyma
MES2348P C nepe,u,i-iew naHenu, max < 60,6 ab
C 3agHen naHenu, max < 66,7 ab
MES3308F
MES3316F C nepegHei naHenn, max < 54 ob
MES3324 C 3agHel naHenn, max < 54,2 ab
MES3324F
MES3348 C nepe,u,i-iew naHenu, max< 42,9 nb
Cc 3agHen naHenn, max < 51,8 ab
MES3348F C nepe,q?em naHenu, max < 62,8 b
C 3agHen naHenn, max < 68,2 ab
MES5324 C nepe,u,i-iew naHenu, max < 65,1 ab
C 3agHen naHenn, max < 69,6 ab
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 BT
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
TennosblgeneHune MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
MES2348B 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15 Bt
MES2308P AC 35 BT
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MES2308P DC

40 Bt

MES2324P AC
MES2324P ACW

65 BTt

MES2324P DC

75 Bt

MES3508P
MES3510P

20 Bt

MES2328lI

33 BT

AnnapaTtHaa
noaaepxka Dying
Gasp

MES2308R

eCTb

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328lI

HeT

MHTepean pabounx
Temnepatyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

o1-20 po +45 °C

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

o1-20 go +50 °C

MES2348P

ot -10 go +50 °C

MES2324F
MES2324FB

o1-20 po +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

o7-10 go +45 °C
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MES3508P
MES3508
MES3510P

oT-40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepBan TemnepaTypbl XpaHeHUSA

WHTepBan TemnepaTtypbl xpaHeHus oT -50 go +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P 1 MES3510P)
/| Tlepea nepBbiM BKAIOYEHMEM NOCAE XPAHEHUSA NPK
V TemnepaTtype meHblei, yem -20 °C, uau npm 6onbluen,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTaATOP NpU
KOMHATHOM TemnepaType He MeHee YeTbIPEX Yacos.

OTHOCUTENbHAA BNAXKHOCTb Npu
aKcnyaTtaumm (6e3 obpasoBaHus
KOHAeHcaTa)

He 6onee 80 % (oT 5 Ao 95% ana MES3508, MES3508P,
MES3510P)

OTHOCUTENbHAA BNAXKHOCTb MPU XpaHEHUN
(6e3 obpasoBaHMa KOHAEHcaTa)

oT1 10 80 95 % (o1 5 8o 95 % ana MES3508, MES3508P,
MES3510P)

MES5324 430 x 44 x 298 mm
MES2324
MES23248 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 Mmm
MES2324P ACW
MES2324P DC 430 x 44 x 304 mm
MES2324FB
MES2324F 430 x 44 x 243 mm
MES3324F
MES3324
MES3316F 430 x 44 x 275 mm
MES3308F
rabapuTHble MES2348B 440 x 44 x 280 mm
pasmepbl (LU x B x T)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MES2308
MES2308R 310 x 44 x 158 mm
MES2308P 430 x 44 x 158 mm
MES3508P
MES3508 85 x 152 x 115 mm
MES3510P 85 x 175 x 115 mm
MES2328I 430 x 44 x 305 mm
Macca MES5324 3,95 Kkr
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MES2308P AC 2,55 kr
MES2308P DC 2,35kr
MES2324P AC 3,16 kr
MES2324P ACW 4,52 kr
MES2324P DC 4,02 kr
MES2308P AC 2,55 kr
MES2324FB 3,55 kr
MES2348P 9,55 kr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 Kkr
MES3348F 4 Kkr

MES3508 1,36 kr
MES3508P 1,40 kr
MES3510P 1,74 kr

CpoOK cny6bl He meHee 15 net

/]
V Tun NUTaHUA yCTPOIACTBA onpeaenseTca Npu 3akase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoincTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHen (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeell yCTPOMCTB, ONMUcaHbI
pa3bembl, CBETOAMOAHbIE MHAMKATOPbI M OpraHbl ynpasieHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNo/HEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xxX BbINOAHEHbI B META/N/IMYECKOM KOpMyce A/a KpPenieHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
puUcyHKax 1-24.

et

e {%[

) baies
Giten .
D [T

=

1 2 34

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepeyvyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHen KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHue pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHeln naHenm MES5324

No dnemeHT nepepHen Onmcanme
naHenu
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPONUTaHMA.
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Console

KOHCONbHbIM NOPT AR NOKaNbHOTO YNpaB/ieHNUsa YCTPOMCTBOM.
PacnuHoBKa pasbema cnegytowas:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

Moprt (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMUCTBOM.

YnpaBneHue ocyLLecTBAAETCA MO CeTU, pa3feNibHO C KaHaoM nepeaaqn
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna yCTpoii-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAA KHOMKa A/15 nepesarpysKku ycTponcTea 1M cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPU Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pesarpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKYy AauTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

[1-24]

CnoTbl Ana yctaHOBKM TpaHcusepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

()
0

©
°

=X o e
-ﬂ- 0
—1H

A FLiA40
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900000800,

o
(2]
~

PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
AOLTeX  Mesnow Comatn

—038
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8227028 J
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1 3 24

PucyHok 5 — lMepeaHaa naHenb MES3308F

B Tabanue 11 npmBeneH nepevyeHb PasbeMOB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHel naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpaBieHus nepeaHen naHenn MES3308F,

MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexxrnma paboTbl yCTpoicTBa (BeayLmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTpONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.
MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
3 00B JNIEHNA YCTPOMUCTBOM.
YnpasneHue ocyLLLeCTBAAETCA MO CETU, Pa3fe/ibHO C KaHaNoM nepeaaymn
OaAHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOZCKMM HACTPOMKaM:
4 r - MPY Ha¥aTUM Ha KHOMKY ANUTeNbHOCTblo MmeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;
- NPW HaXKaTUW Ha KHOMKY AAnTenbHOCTbio 6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl ANA YCTAaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

Aelrex meszz

OOOOOOOOOOOOO OOOO%OOOQOO

UnitID
T8
Power O O O
Metr O O O
a0 OO
MmO O O

15

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBedeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OPraHoOB ynpaB/ieHus,
pacnonoXeHHbIX Ha NnepeaHelt naHenAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabnnua 12 — OnucaHMe pa3bemoB, MHAMKATOPOB M OpraHOB ynpasaeHua nepeaHein naHenu MES2324 AC,
MES2324 DCY, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepeaHen
PEA OnucaHue
naHenm
~110-250VAC max 2A Pasbem onsa NOAKNIOUYEHUA K UCTOUHUKY SNEKTPONUTAHMUA NEPEMEHHOTO
TOKa.
1
36-72 VDC Pasbem 414 NOAKNIOYEHNA K UCTOYHMKY 3N1EKTPONUTAHUA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master NHauKaTop pexuma paboTbl ycTpoiicTea (BeayLumii/seaomsiit).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCObHbIV NOPT ANA NOKANBHOTO YNpaBaeHUA YCTPONCTBOM.
PyHKLMOHabHAA KHOMKA ANA nepe3arpysku ycTpoincTea u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - MIPY HaXXaTUW Ha KHOMKY ANUTeNbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPW HaXaTUW Ha KHOMKYy AauTenbHocTbio 6onee 10 ¢ npoucxoauT
cHbpocC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaumum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeicoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

TN CSESEIES e SEETE S SEIESEIEN € (IS LT E e TS EIEN N (3L SN ETE T S S0 O CIESE T e eS
EL] 17 '] 15 0 H E- 3 n £’}

PucyHok 10 — lNepeaHaa naHenb MES2348P

B Tabanue 13 npuseneH nepevyeHb pasbemMoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/ieHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpaBaeHna yCTPOMCTBOM. YNpaBaeHMe OCYLLECTBAAETCA MO CeTH, pasaebHo
C KaHaoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbeMoB, UHANKATOPOB M OPraHoOB ynpasaeHus nepeaHen naHenn MES2348P

Unit MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
1 Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayuimnit/seaombiit).
PS1 NHAuMKaTOp cOCTOAHMA NepBoro 6710Ka NUTaHMA.
PS2 MNHaunKaTop cocToAHMA BTOporo 610Ka nuTaHus.

dyHKUMOHaNbHAA KHOMKa Ana nepesarpyskun yctpoiictea u cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY HaXKaTWUM HA KHOMKY AANTENbHOCTbIO MmeHee 10 ¢ nponcxoauT nepe-

2 F
3arpysKa ycTpoicTBa;
- NPW HAXXaTUM Ha KHOMKY ANuTeNbHOCTbIo 6os1ee 10 ¢ nponcxoamT cbpoc
HaCTPOEK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.

3 Console KOHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/AEHUA YCTPOWCTBOM.

4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).

XG1, XG2
5 XG3, XG4 CnoTbl Ana ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.
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PucyHok 13 — lNMepeaHaa naHenb MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281

1..24- 10/100/10008ASE-T
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ni Console
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1 ]
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PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — MNepeaHas naHenb MES3348F

B Tabanue 14 npuBeneH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
PacnonoXeHHbIX Ha NepegHel NaHenn Kkommytatopos MES2324B, MES2324FB, MES2324F DC, MES2328],

MES2348B, MES3348, MES3348F.

Tabnnua 14 — OnucaHue pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepeaHen naHenn MES23248B,
MES2324FB, MES2324F DC', MES2328I, MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHMA K UCTOYHUKY INEKTPOMUTAHUA NepemeH-
max 2A HOro TOKa.

! KommyTatopbl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom OOB (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ans yaaneHHoOro ynpas/ieHus yCTPOMCTBOM. YNpaB/ieHne OCyLecTB/AETCA MO CeTU, Pasae/ibHO
C KaHaNoM nepeaaun AaHHbIX).
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48 (45 ~ 57) VDC Pasbem AnAa NOAKAOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna noaKNO4EeHUA aKKyMynaTopHoW 6aTtapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwnii/seaomblit).
3 Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Battery NHaukaTop cocToAaHuA batapeu.
RPS NHAnKaTop pe3epBHOro 3NeKTPonUTaHuA.
Console KoHCONbHbIV NOPT A5 IOKANbHOIO YNPaB/EHUA YCTPOWCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
DyHKUMOHANbHAA KHOMKAa A/1A nepes3arpyskun yctponctea m cbpoca K
33aBOACKUM HaCcTPOMKam:
5 . - MPU HAXKaTUM Ha KHOMKY ANUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpPOWCTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6osee 10 ¢ npoucxoamt
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA ycTaHOBKKU TpaHcusepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Kom60-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 MopTtbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl A4NA ycTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTePdENCOB.
XG1, XG2
8 XG3, XG4 CnoTbl gnA ycTaHOBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 18 — lMepeaHasa naHenb MES2308
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PucyHok 19 — lMepegHaa naHenb MES2308P AC

O 367210 i O
°E -

') £ B )
1 2

nﬁﬁnﬁnrﬁnﬁﬁn

E;',EEZ!JEL“HQ“;,H

1 2 3 4 5 6 7 8
PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pPa3bemMOB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHei NnaHean kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpPraHoB ynpaBneHua nepeaHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepeaHen
Ne PeA OnucaHue
naHenu
1 Knemma 3azemneHunsa K .
& neMmma AN 3a3eMeHnA YCTPOICTBa.
~110-250VAC, 60/50Hz Pasbem gna nogKknoyYeHma K UCTOYHUKY INEKTPONUTAHUA NEPEMEHHOrO
max 2A TOKa.
2
Pasbem AnAa NoaKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHMA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm MHAuKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A NepesarpysKku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUM HA KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pe3arpysKa ycTpolicTBa;

- MPM HaXKaTUW Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cbpOoC HacTpoEK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHMUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

Aelrex
MES3508

PucyHok 22 — lNepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyeHb pa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbeMoB, MHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHean MES3508

Ne dnemeHT nepeaHen Onmcanme
naHenu
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 NHAMKATOPbl MMTaHUA YCTPOMCTBA.
3
Temp NHaMKaTop TemnepaTypbl.
®yHKUMOHabHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:
4 . - NPWU HAXKaTUM Ha KHOMKY A/UTENbHOCTbI0 MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWcTBa;
- NPU HaxaTUW Ha KHOMKY AAuTenbHocTbio 6onee 10 ¢ npoucxoguT
cbpoc HacTPOEK yCTPOMCTBA 40 3aBOACKOM KOHPUTypaLmu.
5 Console KOHCONbHbIM NOPT AN5 NIOKANbHOIO YNpaB/eHUs YCTPOUCTBOM.
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBaeHns nepeaHel naHenm MES3508P

1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 [1-8] CeeToBan nHAMKauma PoE.
3 9,10 Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.
PyHKLMOHaNbHAA KHOMKa A1A Nepesarpysku ycTpomnctea u copoca K 3a-
BOACKMM HacCTpOMKam:
5 r - NPWU HaXKaTUM Ha KHOMKY AUTENbHOCTbIO MeHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.
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AELTEX
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1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

Tabnmua 18 — OnuncaHue pasbemoB, UHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKaUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MNHAWKaTOPbI MUTAHUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AJANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCO/IbHbIVM NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOUCTBOM.

2.4.2 3a0HAA U 8epxHAA nNaHenu ycmpolicmea

BHewHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

PucyHok 25 — 3agHaa naHenb MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoB, PacnoOKeHHbIX Ha 3a4Hel NaHeAn KoMmmyTaTopa
MES5324.

Tabanua 19 — OnuncaHme pa3beMoB 3aHeEN NaHenn KommyTtaTopa MES5324

Ne dnemeHT 3agHei naHenun OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUAALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyelt 3a-
2 CbemMHble BEHTUAATOPbI

MeHbI.
3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAH-

HOro TOKa.

Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P

MEHHOro TOKa.

BHewWwHW BUA 3agHUX NaHenen KommyTtatopos cepnn MES33xx npuBeneH Ha pUcyHKax 26—29.
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PucyHok 26 — 3agHaa naHenb MES3308F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3agHaa naHenb MES3348

Tabnnuya 20 — OnucaHMe pasbemMoB 3a4HeEN NaHen KommyTaTopoBs cepmumn MES33xx

Ne dnemeHT 3agHel naHenu OnucaHue
[ S— o

1 Knemma 3asemnexHuna —= Knemma gns 3a3emneHus ycTpoicTBea.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUAATOPbI

MEHbI.
3 48VDC Pa3sbvem ANA NOAKNKYEHUNA K UCTOYHUKY 3NEKTPONMUTAHNA NMOCTOAH-

HOTrO TOKa.

Pazbem AN NOAKMOUYEHUA K UCTOYHUKY SNEKTPOMNUTAHUA NEepPEMEH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y P P

BHewWwHMI BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuseaeH Ha pucyHKax 30-34.

L & -
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PucyHok 30 — 3agHaa naHenb MES2324, MES2324B
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PucyHok 32 — 3agHaa naHenb MES2324P ACW
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PucyHok 33 — 3agHAaa naHenb MES2324F DC, MES2324FB

PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHei naHenm OnucaHue
—_— v
1 Knemma 3azemnenHna = Knemma gna 3asemneHua ycTpomncrea.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl g5 NoAKNOYEHMA aKKYMYNATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Pasbem oA NOAKNOYEHUA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.
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PucyHok 35 — 3agHaa naHenbs MES2348P

B Tabnmue 22 npuBeaeH NepeyeHb Pa3bemoB, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmyTaTopa
MES2348P.

Tabnunua 22 — OnucaHWe pa3bemoB 3aHel NnaHenn KommyTtatopa MES2348P

Ne dnemeHT 3agHei naHenun OnucaHue

CbemHble BEHTUAALMOHHbIE MOAY/IN C BO3MOXHOCTbIO ropayelt 3a-
1 CbeMHble BeHTUAATOPbI

MEHbI.

[ — o
2 Knemma 3asemneHuna = Knemma gns 3asemneHuma yCTpomncraa.
3 ~100-240VAC, 60/50Hz Paszbem gna NnoAKNOYEHUA K UCTOYHUKY 3/1IEKTPONUTAHMA NEPEMEH-
max 10A HOrO TOKa.
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BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepun MES2308x npuseaeH Ha pucyHKe 36.
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PucyHok 36 — 3agHasa naHenb MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npueeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha

pucyHke 38.

o
&
E 2
&
Jz
O) &
= K
HE
S
2|5

| —

PucyHok 38 — BepxHaAa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHme pasbeMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHel naHenn

OnucaHue

—te
1 Knemma 3asemnenua =

Knemma ana 3asemneHus yCTpOVICTBa.

48 (20~ 75) VDC (ana
MES3508)

Pasbembl gna NOAKNIOYEHUA K UCTOYHUMKAM SN1EKTPONUTAHUA NOCTO-

2
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)
3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 40 — JleBasi 60KkoBasA naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKU, KOTopble cayaT ans
oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMMU MpeameTaMmu. ITO MOKEeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOWMCTBA M Bbi3BaTb HapylueHMa B ero paboTe. PekomeHaauum no
YCTaHOBKE YCTPOICTBa Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHME .

2.4.4 Ceemoeasn uHOUKayusa

CocrtosHue nHTepdeiicos Ethernet MHanumpyeTca asyma cBeToaAMOAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOoANOA0B NOKA3aHO Ha pUCYHKax 41, 42, 43.

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

Do ]

HVA VAR

fe—

LINK/ACT  SPEED

PucyHok 42 — BHelwHuit BuA pasbema SFP/SFP+
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SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnunua 24 — CeeToBasA MHAMKALMA COCTOAHUA MHTepdencos QSFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME HE YCTaHOBAEHO

FopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTu 40 Meut/c

lopnT NOCTOAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanuya 25 — CeeToBas MHAMKAUMA COCTOAHUA HTepdencos SFP+

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeAUHEHME He YCTAaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Féeut/c

lopuT nocToAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava gaHHbIX

Tabnunua 26 — CBeToBasA MHAMKAUMSA COCTOAHUA UHTepdecos SFP

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

lopuT noctoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopoct 100 M6uT/c

FopnT NOCTOAHHO

FopnT NnocToAHHO

YcTaHOB/EHO coeAnHeHne Ha ckopocTu 1 Iéut/c

X

Mwuranune

MaeT nepepaya AaHHbIX

Tabnuua 27 — CseToBas nHAnKauma coctoaHna Ethernet-noptos 10/100/1000BASE-T

BbikntoueH

BbikntoueH

[MopT BbIKNOYEH AN COeaUHEHUE He YCTaHOBIEHO

BbikntoueH

[opuT NOCTOAHHO

YcTaHOBMEHO coeAuHeHne Ha ckopoctn 10 Méut/c
nnan 100 M6uT/c

[opuT NOCTOAHHO

[opuT NOCTOAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X MwuraHune MpoeT nepegava gaHHbIX
NHaukaTop Unit ID (1-8) cny»kuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTeKe.
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CuctemHble nHamkaTopbl (Power, Master, Fan, RPS) cayxaT ana onpefeneHus cocToaHuA paboTbl

Y3/10B KOMMYTaTOPOB.

Tabnmua 28 — CBeToBan MHAMKALMA CUCTEMHbIX MHAMKATOPOB

HaszeaHue PyHKYUA 5
CocmosHue uHOUKamopa CocmosaHue ycmpolicmea
uHOuKkamopa uHAukamopa
BbikntoueH MuTaHWe BbIKAKOYEHO
. MuTaHne BKAOYEHO, HOPMa/ibHasA
3eneHbll, ropuUT NOCTOAHHO N
paboTa ycTpoicTea
OTcyTCTBME NEPBMUYHOIO NMUTaHMA
MES3348 OpaHxe OCH!BHoro VICTF())LIHVIKa (npwm
MES3348F B::Pl NUTAaHWKU YCTPOMCTBA OT P
MES5324 yerp
pe3epBHOro NCTOYHMKA)
MES2308
MES2308R
CoctoaHue MES2308P
Power WUCTOYHMKOB MES2324 KpacHbin ABapwusa BTOPUYHOIO UCTOYHMKA
i MES23248 P P P
MES2324F DC
MES2324FB
MES2324P
MES2328lI OTCcyTCTBME NEPBUYHOrO NUTAHUA
MES3308F OCHOBHOIO UCTOYHMKA (Npu
MES3316F KpacHbin NUTaHWKN YCTPOMCTBA OT
MES3324 pe3epBHOro UCTOYHMKA) UIn
MES3324F aBapuA BTOPMUYHOIO UCTOYHMKA
. CamoTecTnpoBaHUe ycTpomncTBa
3eneHbli, mepLaeT
npw ctapte (POST)
Mpwu3sHak o YcTpoiicTBO ABNAETCA
3eneHbli, ropuT NOCTOAHHO
Master Begyliero «MacTepom» B CTEKe
YCTPOICTBa Npwm YCTpOMCTBO He ABnseTca
BbikntoueH
paboTe B cTeke «MacTepom» B CTEKe
CocTosiHMe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUAATOPbBI UCMPABHbI
Fan BEHTMNATOPA . OTKa3 oaHoro uau bonee
KpacHbIn, ropuT NOCTOAHHO
OoXNaxKaeHuA BEHTU/IATOPOB
3eneHbli, ropuT NOCTOAHHO HopmanbHasa paboTa ycTpoictaea
OTKa3 ogHoro nau bonee
BEHTUIATOPOB, BbICOKaA
KpacHbIi1, ropuT NOCTOAHHO TemnepaTtypa Ha O4HOM U3
NHankaTop TepMoaaT4MKoB nan asapua PoE
Status COCTOsIHUA (MES2348P)
yCTpoOCTBa 3arpyskKa yctpouncTtsa. He
Ha3HayeH IP-agpec HW Ha OAMH
KpacHbln-3eneHbiit, muraeT 13 uHTepdencos, NMbo B cTeKke He
obHapyxeH mactep (MES2324,
MES2324FB, MES2324F DC)
MopgKntoyeH notpebutens PoE
NHauKaTop 3eneHbliA, FOPUT NOCTOAHHO (roput nHankaTop,
PoE coctoAaHna PoE- COOTBETCTBYIOLLMI NOPTY)
nopTtos MNotpebutenn PoE He
BbikntoueH
NOAKNOYEHbI
Pexkum paboTbl . Pe3epBHbIN MCTOYHUK NOAKAIOYEH
RPS P 3eneHbln, ropuUT NOCTOAHHO P A
pe3epBHOro n paboTaeT HopmaibHO
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NCTOYHMKA OTcyTCcTBME NEPBMUYHOIO NUTaHMUA
nUTaHMA KpacHbIi, roput NOCTOSHHO pe3epBHOro UCTOYHWMKA UK ero
HencnpaBHOCTb
Pe3epBHbIN UCTOYHUK He
BbikntoueH
NoAKAo4eH
o AKB nogxnto4veHa, nutaHue B
3eneHbliA, ropuT NOCTOAHHO
HOopMme
3eneHblit, muraet AKB 3apsrkaeTca
Battery NHanKkaTop
. .o OcHOBHOE NUTaHWE OTK/IHOYEHO,
(MES23248B, COCTOAHUA KpacHbIn-3enéHblii, muraet
N AKB paspsarkaetca
MES2324FB, AKKYMYNATOPHOM K ” m > AKE
acHbIN, muraet W3KWI YPOBEHb 3apAaa
MES2348B) 6aTapen P ’ yp PAA
BbikntoueH AKB oTKnto4eHa
o Asapusa PTb (pacuenuTens Toka
KpacHbIn, ropuT NOCTOAHHO
6aTtapewu)
o Bnok nuTaHmA ycTaHOBAEH B C/OT,
3eneHbll, ropuUT NOCTOAHHO
nuTaHWe BKAOYEHO
BnoK nUTaHWA yCTaHOBNEH B CNOT,
ps1 ps2 NHauKaTop HO MUTaHMeE OTK/OYEHO; 610K
(MESé348P) COCTOAIHUA KpacHbIi1, ropuT NOCTOAHHO NUTaHMA YCTAaHOB/IEH B CJIOT,
6/710K0B NUTaHKA NUTAHWE BK/IOYEHO, HO eCcTb
HeMcnpaBHOCTb
Bnok nuTaHMA He yCTaHOBNEH B
BbikntoueH
cnot
. A Harpy3ka PoE Bbiwe HacTpoinku
KpacHbln—3enéHblii, muraet
usage-threshold
CseToBaf KpuTnyeckas owmnbka B paboTe
WHANKaLMA . PoE, npuBeawasn K OTKAOYEHUIO
Alarm AnKaL KpacHbIN, ropuT NOCTOAHHO » NPVIBEA
CUCTEMHbBIX PoE Ha Bcex nopTax Mbo oTKa3
WHOMKaTOPOB 04HOro Unn bonee BEHTUNATOPOB
HarpysKka PoE HM»Ke HacTponKu
BbikntoueH
usage-threshold
PWR1 3eneHbli, ropuT NOCTOAHHO MuTaHue nogaHo Ha BBoa PWR1
(MES3508, ’
MES3508P, NHanKaTop MutaHne Ha BBoA PWR1 He
BbikntoveH
MES3510P) CoCTOAHMA noaaHo
PWR2 nNUTaHMA 3 . n PWR2
o e/eHbIN, FOpUT NOCTOAHHO UTaHWe NOZaHO Ha BBO
(MES3508, ycTpoiicTea »Top a )i}
MES3508P, MutaHne Ha BBoA PWR2 He
BbikntoveH
MES3510P) nogaHo
Temp KpacHbli1, ropuT NOCTOAHHO Meperpes ycTpoiicTBa
(MES3508, MHamnKaTop ’
MES3508P, TemnepaTypbl BbiKtoueH HopmanbHan paboTa, neperpesa
MES3510P) HeT

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

e Ethernet-kommyTtaTop;

e KoMnneKT Kpenerka B CTOMKY;

e lHyp nutaHma EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

e LHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans moaenen MES2308P DC, MES2324 DC, MES2324B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);
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Pasbem kabenbHon 4actn 2EDGK-5.08-02P-14-00AH — 2 wrT. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamATKa 0 IOKYMeHTaLNu;

CepTUdUKAT COOTBETCTBUS;

Macnopr.

Mo 3aMpPocCy B KOMMNNEKT NOCTaBKN OMNUMNOHA/IbHO MOTYT ObITb BKOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-aucke;

KoHconbHbIN Kabenb;

Moaynb nutaHna PM160-220/12 (ans MES23281 u cepuit MES33xx, MES5324) wunun
PM950-220/56 (gna MES2348P);

WHyp nutaHua EBpoBunka-Cl3, 1.8m (B cayyae KOMMAEKTaUMW MoOAOyNAEM MUTAHMA
PM160-220/12 nan PM950-220/56);

Moaynb nutaHua PM100-48/12 (ana MES23281 wn cepuit MES33xx, MES5324) uau
PM950-48/56 (ans MES2348P);

LWHyp nuTaHusa MBC 2x1.5, 2m (B cnydyae KomnnekTaumm moaynem nutaHmsa PM100-48/12);
SFP/SFP+/QSFP+-TpaHcusepsl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI AN1A YCTAHOBKM B CTOMKY M BUHTbI 418 Kpenje-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayasloM YCTAaHOBKMU.

2. CoBmecTuTe YeTblipe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTObbl YCTPOit-
CTBO Pacno/iarasocb rOPU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 45 — YcTaHOBKa YCTPOMCTBA B CTOMKY
Ha pucyHKke 46 npuBeaeH Npumep pasmelleHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ I He 3aKkpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TAKIKE BEHTUIATOPbI, PAacNO/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTpOMUCTBO pasmell,aeTca BepTUKANbHO, TaK KaK 60KoBble NnaHenun obecneynsaloT Tenio-
e oTBOA,

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. HaKAOHWUTb KOPMYC YCTPOICTBA BEPXHEN YacTbio OT ceba M NPUNOKUTb KpenaeHne Ha 3aaHel
naHenu K DIN-pelike TaK, 4Tobbl ee BEpXHAA KPOMKA OKa3alacb 3a MPOBOIOYHOM NPYKMHON.

2. HapaswuTb Ha KOpNyC yCTPOMCTBA CBEPXY.

3. He cHMMmana gaBneHuA, NPUKaTb HUMKHIOK YacTb Kopnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ons pemoHTaxa ycrporictea ¢ DIN-peliku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTeo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAynen NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA HEO6XOAMMa B C/lydae WuMCNo/2b30BaHUA yCTpOVlCTBa B ycCnoBuAXx, Tpe6y|ou.|,14x NOBbILEHHOWN
HaOEeXHOCTU.

MecTa Ans yCTaHOBKM MOAYNEMN NMUTAHUA C SNEKTPUYECKOM TOYKMN 3peHUA paBHOLEHHbI. C TOYKU 3peHun
MCMNO/b30BaHMA YCTPOMCTBA MOAYAb MUTAHWA, HAaXO4AWMNCA BAMNKE K Kpato, CUMTaeTCA OCHOBHbIM, 61MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTyT YCTaHaBAMBAaTbCA M W3BAEKATbCA 6€3 BbIKNHOYEHMUSA
ycTpoiictea. MNpu ycTaHOBKe WAU U3BAEYEHWUM AONONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOpP NPOAO/KAET
paboTy 6e3 nepesanycka.

‘ Mepep 06cny:XMBaHMeM U3genna, PEMOHTOM UAN APYTMMU aHANOTMYHBIMU AeiCTBUAMMU
e OTK/IlOUUTE U3[e/ine OT BCeX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CoctoAHMe Moaynei MNUTaHUA MOXKeT bObiTb MNPOBEPEHO N0 WMHAMKAUMW Ha nepeaHeir naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum nNo AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

.‘

.‘

UHauKauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOrro NUTaHUA.

3.5 ToaknouyeHue NUTaKOLWEN CETH

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3EMIAIOLLENO NPOBOAA AOJIXKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/AlouYeHne KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NOpTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HAZLEKHO 3a3eM/IEHO.

3. TogxntounTe K yCTPOWCTBY Kabenb NMTaHMA. B 3aBUCMMOCTM OT KOMNIEKTAL MKW YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBATLCA OT CETU MePEMEHHOTO TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/IelyeT UCMO/b30BaTb Kabesb, BXOAALMI B KOMMIEKT
ycTpoicTBa. Mpu NoAKAOYEHUN K CETU NOCTOAHHOTO TOKa MCNOb3yNTe NPOBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIo Ha 610Ke NUTaHusA.

Bo nsbekaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa peKkomeHAayeTcAa Npou3BecTy 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1KHa COAEPKATb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYEeCKUI BbIKOYaTeNb U T.N.).

4. BknouuTe NUTaHme yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEﬁ naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepos

[] YCTaHOBKa ONTUYECKUX MOAYNEH MOXET NPOU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK M
- NPV BKAIOYEHHOM YyCTpoOiicTBe.

1. BcrtaBbTe BepxHMit SFP-moayib B COT OTKPbITOM YacTbio pa3bema BHWU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos
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2. HapgasuTe Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapaKTEPHbIN LLENYOK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na yoaneHuna TpaHcusepa:

1. OTKpoiiTe 3alLenKky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 52 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepeaaym AaHHbix — 115200 604;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHana VT100 (MHOrMe TepMUHa/IbHbIE MPOrPaMMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMNHAA B KAYECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb COeAMHEHME KOHCOJIM KOMMyTaTtopa (nopt «console») ¢ pasbemMom mocnenosBaTtesibHOro
nHTepdelica KoMnbOTepa, Ha KOTOPOM YCTaHOB/IEHO NPOrpamMmmMHoe obecrneyeHne aMyaAaLUN TepMUHana.

BKNOUUTb YCTPOMCTBO. [MMpK KaxKaoM BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOCTBa nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBeplieHus npoueaypbl POST HaunHaeTcs aBTo3arpysKa nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnun <Enter> B Te4eHMe 3TOrO BPEMEHMU.
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Mocne ycnewHo 3arpy3ku KOMMyTaTopa NOABUTCA CUCTEMHOE MpUraalleHme nHtepderica KomaHaHOM

cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled,
detection process

User Name:

Detected speed: 115200
User Name:admin
Password: ***** (admin)

console#

press Enter twice to complete the

BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

Ana 6blCTp0I’O Bbi30Ba CNMpPaBKU O AOCTYNMHbIX KOMaHA4aX MCI'IOI1b3yVITe KOMGMHaLI,MI-O Kna-

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,
nepesarpysuTb YCTPOWCTBO M B TEYEHME ABYX CEKYHA, NOCAE 3aBepLueHmaA npoueaypbl POST HaxaTb <ESC> unu

<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42)

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc.

Eltex version: v2011.12 2013 03.0 4.0.1

to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnuua 29 — OyHKUMKM MHTepdelica 3arpy304HOro MeHHo

®yHKYUA

OnucaHue

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM

Boot password

YCTaHOBUTL/YAaNUTb Naposb Ha bootrom

Image menu

BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK

Back

MPOAONKNTL 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V KommyTtatopbl MES3508, MES3508P wn MES3510P He noaAaepXuBAlOT pPexXum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eauMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOMN
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID ycTpoiictBa oT 1 Ao 8), C HEro NPoUCXOAUT ynpaBaeHUe BCEMM YCTPONCTBAMKN B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

—  Backup (UID ycTpoiicta oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/TyYae BbIXOAa YNPABAAIOLLErO YCTPOWCTBA M3 CTPOoA, bepeT Ha cebsa GyHKuUM
ynpaBaeHna cTEKOM. POIb MOXHO Ha3HaAYUTb MaKCMMYM CEMM YCTPOMCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoaumMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXHO Ha3HauyMUTb MaKCUMYM LIECTH
ycTponcteam. JonycTuma KoppekTHaa paboTa cteka 6e3 yCTPOMCTB C A4aHHOM POJIbto.

Ona KoppeKTHOM paboTbl cTeka Heobxoaum xoTa 6bl OAUH KOHUT C poablo master U oauH
OHUT ¢ ponbto backup.

.‘

/’ UHTepdeiicbl B pexkume CTEKMPOBAHUA PabOTAlOT TONIbKO HA MaKCUMAJIbHOI CKOPOCTU UH-
Tepdeica.

Mo yMoNYaHWI0O KOMMYTaATOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepegaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-nopTbl ANA CUHXPOHU3AUWUKM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONONOMMU CUHXPOHU3MPYIOLLMXCA YCTPONCTB — KO/bLLEBAA U IMHENHAA.
[nA noBbllWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMOJIb30BaTb KOMbLEBYO Tornonorutwo. Mpu
MCMNO/1Ib30BaHUWN JIMHEHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTbL MPOMYCKHYI CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHWMM KONbLEBOM TOMNOMOMMU OAMH
CTEKOBbIN IMHK BaokupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
obyyeHHoro Unicast-Tpaduka, 4To N03BONSAET NOBbICUTb MPONYCKHYO CNOCOHOHOCTb CTEKOBbIX JIMHKOB.

V Ana kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna obbeguHeHus B

JIVHEHOM TONONOrNK CTEKOBbIX NOPTOB B LAG Heob6xoanmo ucnonb3osBatb UHTEpPEichbl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2, tel-8/0/3. Mpu nwbbIX ApPYrUXx KOomMGUHALMAX
CTEKOBbIX NOPTOB OAMH U3 HMX ByaeT HaxoaUTbCA B pesepse U umetb ctatyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbii GYHKUMOHaANA MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepeaaym mactepctea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcmpytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBllemM master, B peaslbHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyetcs. TaKKe 3anpeLliaetca BbINOJHEHWE KOMAHZ MPOCMOTPA KOoHourypaumm (KomaHgbl “show
running-config, show startup-config” B peskume EXEC), nameHeHue cocToAaHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn untepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn nopTtoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoM
KOHdUrypaumm), BkatodeHme/BbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumn).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasibHOM BpeMEHM.

Tabnmua 30 — MaTpuua cteknpoBaHua ans MES23xx

& ™ < Q i Q w a a o
S 2 S N S 3 8 3 S 3
&’ N N N 2 N S g N N N
2 % 2 2 X 3 | 38| o o o
W s s w 2 W w w W W
S S S S S S S S
MES2308R + - - - - - - - - -
MES2308 - + - - - - - - - -
MES2324 - - + + + - + . - .
MES2324B - - + + + - + - - -
MES2324FB - - + + + - + - - -
MES23488B - - - - . + - - . .
MES2324F DC - - + + + - + - - -
MES2324P - - - - - - - + - +
MES2308P - - . - - - ; ; + ;
MES2348P - - - - - - - + - +

Tabanuya 31 — Matpuua cteknposaHma ana MES33xx, MES5324

< w w w % w <
8 N S S S S P
2 ® 2 % B % 4
g Q a Q g a g
S S S
s S s s
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - - . +
Hacmpolika cmeKkuposaHuUss KOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmnii Bua,;
console (config) #
Tabnnua 32 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymonyaHuro

stack configuration links
{fol-4| te1-4 | gi9-12} —

HasHauuTb MHTEpENChl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaTopa B cTeKe. MMHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

— /BbIK/OYEHO
no stack nsf

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.
no stack configuration YAanuTb HacTPOMKK CTeKa.
stack configuration master MpUHYAUTENBHO HAa3HAYMUTb YCTPOMUCTBO MAcTepPOM (MacTepcTBo
unit unit_id bypeT Bceraa CoXpaHeHo 3a OHUTOM B C/ly4ae HaIMums ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN
. OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep
unit_id: (1..8)/— NPUHYAUTENbHO NepesarpysunTca Ana oTaadym macrtepcrsa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anroputmy (nocne
master nepesarpysku mactepom byzer Bblb6paHO yCTPOMCTBO C
Hanbonbwmm uptime).
stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha
{off| cl74} —Joff MHTepdeicax cTeka.
V TonbKo ana MES5324.
stack nsf Pa3pelunTtb HenpepbIBHYIO Nepeaayy AaHHbIX (NSF) Bo Bpems

OoTAa4Yn mactepcTBa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIX (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue kotoporo anmtca NSF.
no stack nsf timer (60..600) ¢/120 ¢ YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTYPUPOBAHMIO FOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXXUmMe KOHPUIrypaLmm loHUTa:

console(unit)#

Tabnnua 33 — KomaHabl 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauuTb posib KOMMYyTaTOPA B CTEKE.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepdelicbl 4Na CUHXPOHU3AL MK PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy

unit_id unit_id: (1..8, toHMUTY. CMeHa HOMepa yCTpoMCcTBa Npon3onaeT nocne
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKK CTeEKa.
’ [ONna npumeHeHMA HaCTPoeK cTeKa Heobxoguma nepesarpyska ycTpoucTBaa.
-

[pumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HasHaunTb BTOPbIM FOHUTOM, MCMO/Ib30BAT
delicbl fol-2 B KaYecTBe CTEKUPYIOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWmin BUA,:

console#

Tabnnua 34 — ba3oBble KOMaHAbI, 4OCTYNHbIe B pexkmume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pa3unTb MHPOPMaLMIo 06 YCTPOCTBAX, BXOAALLMX B CTEK.

show stack configuration

OT106pa3nTb MHPOPMALMIO O CTEKUPYIOLLIUX MHTEpdEelicax

IOHUTOB B CTEKE, a TaKXKe TeKyLLI,Mﬁ BapUaHT Bbl60pa MmacTtepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLKN O CTEKUPYIOLLUX
nHTepdericax.

b UHTEp-
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=  [lpumep ucnonbsosaHMA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoiicTea ¢ oguHaKoBbiMU uaeHTUPUKaTtopamu «Unit ID» He moryT pabotaTtb B ogHOM
- CTekKe.

4.5 HacTpoiKa pyHKLUN KOMMyTaTOopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pPa3ae/inTb Ha ABa TuMa.

— ba3oBas HacTpoiika — BK/o4aeT B cebs onpeaeneHne 6a30BbiX GYHKLUMIA KOHOUIypaumm u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCcTPOICTBa BCe HECOXPaHEHHbIe AaHHble byayT yTepsaHbl. Ana coxpa-
HeHUA N6bIX BHECEHHbIX U3MEHEHUI B HACTPOIKY KOMMYTaTopa UCNob3yeTca cneaylo-
Wasn KomaHaa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOHYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTtenbHbIM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMU TEPMUHANE COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpema HayaibHOM HAaCTPOMKMN MOXKHO ONpeaennTb UHTEPEIAC, KOTOPbIN ByAeT NCNob30BaThCA ANA
NOAK/IOYEHMA K YCTPOUCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYHaEeT cneaytoulee:

1. 3agaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3zaHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceT U Wko3a No yMoa4aHuio.
Mony4yeHune IP-agpeca ot cepsepa DHCP.

Hactpoika napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamensa «admin» U co30aHUe HoB8biX nosab3osameneli

DAna obecneyeHms 3aLMLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Naponb Npu-
Lol BUIeErMpOBaHHOMY No/sb3oBaTento «adminy».
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MmA nonb3oBaTens 1 Naposib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMA CEaHCOB aAMMHUCTPUPOBaHNA
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
noJib30BaTesA, NAapo/is, YPOBHA NPUBUAETUIA, UCMONb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I-15}

V‘ YpoBeHb npuBuneruii 1 paspeluaer AocTyn K yCTPOICTBY, HO 3anpeLLaeT HaCTPoIKy. Ypo-
BeHb npusBuaernii 15 paspeLuaeT Kak A0CTyn, TaK MU HACTPOMUKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3agaHusa noab3osatento «admin» napona «eltex» u cosgaHusa nosnb3oBatens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, HAa KOTOPOM KaxAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKPETHOMY YPOBHIO
npusuaernii npuceamnsaeTcs Habop KOMaHA, KOTOPble MOFYT BbIMOAHATLCA MO/b30BATENAMM C YPOBHEM He
HUXe 3a4aHHoro.

KOMMyTaTOP nogaepXxuBaet cuctemy HacnegosaHuaAa Ha60pa KOMaHpA, oT 6onee HU3KUX

N YPOBHeii npuBuaeruii.
’ MpuBuaerun BbICTPAUBAIOTCA TOJIbKO AN KOHKPETHO 3afaHHOro y3na. Kaxayio KomaHay
o Heo6X0AMMO NPONUCHIBaTb ABHO, HEe UCMOJb3yA COKpaLLeHHble Gpopmbl.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKM pesrkMma rnobasbHOro KOHGUrypuUpoBaHUA:
console (confiqg) #

Tabanua 35 — KomaHAabl 415 HACTPOMKM pacLUMpPEeHHOro 40cTyna

KomaHda 3HayeHue/3HayeHue -
Jeticmsue
1o ymon4yaHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAErUiA
command
level: (1..15); 334aHHYI0 KOMaHAy.
/ypoBeHb npusunernii | - Context — pexum paboTbl KOMaHAHOM CTPOKMK;
KOMaHZ, pekuma - level — ypoBeHb npuBuaeruii, Ha KoTopom byaet
EXEC — 1, [O0CTyNHa HacTpaMBaemMasa KOMaHAa;
BCEX OCTa/IbHbIX - command — KomaHpaa.
no privilege context level Komaka — 15 Yaanaet AocTyn K KOMaHZe C YPOBHS, Ha KOTOPOM
command KoMaHza bbina paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KomaHA Ana nonb3osaTena «admin» c 4 ypoBHemM nNpuBuaeruii n Habopa

KOMaHZA, ona nonb3oBatens «usery» ¢ 10 ypoBHeM NpuBuaerni:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlian 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NONb30BaTE/EN, Yel YPOBEHb NPUBUIETUIA Bbile UK paBeH 4, CTaHeT A0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMAerMii Kotopbix cootTsetcTayeT 10 u Bbiwe, byaeT AOCTYNHA HacTpolika 1 vlan, u BbiBog, KomaHAabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMOoAYaHUIO

[na BO3MOXKHOCTU yNpaBieHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO Ha3HAUUTb ycTponcTay IP-agpec,
MacKy NoACeTU U, B CyHae ynpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIO. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepdeiicy — VLAN, dunsnueckomy nopty, rpynne noptos (No ymonyaHuto Ha nHtepdeice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a AoKEeH NPUHAANEKATb K TOM Ke

NnoAceTu, YTo 1 oauH u3 IP-nHTepdelicos ycTpolicTaa.

/’ ‘ B cnayuae ecnum IP-aapec HacTpauBaeTca A uHTepdeiica GUsnYecKoro nopTa UM rpynnbl

nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagaesKan.

V ‘ IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha nt0bom nHTepdeice ctaTuuecku

unm no DHCP He co3gaH apyroit IP-agpec.

V Mpwu ypaneHun Bcex IP-aapecoB KOMMyTaTopa A0CTYyN K HeMy 6yaeT ocyLw,ecTBAATbCA NO

IP-agpecy 192.168.1.239/24.

Mpumep KomaHa HacTpoku IP-agpeca ana nHtepdeiica VLAN 1:

MapameTpbl MHTEpPdelica:

IP-adpec, Ha3Hauaembll 01a uHmepgetica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#

78

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

[na Toro 4tobbl YoeanTbes, YTo agpec 6bla HaszHaveH uHTepdelicy, BBeaUTe KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxeT ncnonbiosatbea npotokon DHCP, B cnyyvae ecam B ceTy npucyTtcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nony4atb yepes ntoboit uHtepdelic — VLAN, dusnueckuis
nopT, rpynny nopToB.

V Mo ymonuyaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mpurmep HACTPOMKK, NpeaHA3HAYEHHOWN ANs NoAyYeHUs anHamudeckoro IP-agpeca or DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl y6eanTbea, UTo agpec 6bin HasHayYeH MHTepdENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIN areHT SNMP 1 noaaeprkmBaeT Bepcun npoTtokona vl/v2c/v3. AreHt
SNMP noagep:xunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[Nna BO3MOXHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBom npoTokona SNMP Heobxoanmo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMmyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTBa:

— ro — onpeaensaeT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANS
yTeHus obbekToB MIB 1 private — c AOCTyNnOM Ha 4YTeHWe U U3MeHeHue obbekToB MIB. [na Kaxaoro
coobLLecTBa MOXHO 3a4aTb IP-aapec cTaHUMKM ynpasaeHus.
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Mpumep cospaHua coobuwiectsa private ¢ AOCTYNOM Ha yTeHMe M 3anucb M IP-agpecom cTaHUMM

ynpasneHna 192.168.16.44:

console# configure
console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44

console (config)# exit
console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.
SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:
Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type
Traps are enabled.
Authentication-failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHns 6e30MacHOCTU CUCTEMbI

ucnonbsyetca MexaHusm AAA (ayTeHTMMKALMS,

aBTOpU3aLmA, yyeT). Ans WwndpoBaHUA AaHHBIX UCNONb3YyeTca MexaHu3m SSH.

— Authentication (ayTeHTUdMKaLMA) — conocTaBAeHWe 3anpoca CyLecTBYoLWen y4ETHOM 3anucu

B cucTeme 6e€30MacHOCTU.

— Authorization (aBTopv3aums, NPOBEepPKa YPOBHA A0OCTyNa) — COMNOCTaBNeHMe YYETHOM 3aMnnCK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOAHOMOUUNA.
— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO MMS NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca nonb3oBaTesemM. B ciayyae eciv Maposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepe3 CepuitHblli MOPT NpepBaTb 3arpysKy, HaxKae Knasuwwy <Esc> vnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, NOC/e NOSBAEHUA COOBLEHMA aBTO3arpy3KM OTKPOETCA MeHIo Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymonuaHuio (admin/admin) cyuwecteyer Ao Tex nop, noka He co34aH
noboii gpyroii nonb3osartesb C ypoBHeM npusuaerunii 15.

/ Mpu yganeHun Bcex co3paHHbIX Nosb3oBaTeneit ¢ 15 ypoBHeM npusuaernini goctyn K
KommyTatopy 6yAeT OCywecTBAATbCA MO, NOAb30BaTeNeM MO YMOJIYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/Jib B CUCTeMe MOXHO 3a4aTb ANA CepBUCOB:

— KoHconb (nogkntoueHue yepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErMCTPaLMM B YCTPOMCTBE Yepes CEeaHC KOHCOAM
BBeguTe Nnaposb — console.
4.5.2.2 YcmaHoska napons ons Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha npwurialleHne BBECTM Napo/ib BO BPeMs Pernctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMS PErMCTPALIMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKaliee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaATOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpefieNeHHbIN CNUCOK KoMaH,. BBoA cMMBONA «?» CNAYXUT ANA NPOCcMoTpa Habopa KoMaHA, AOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KomaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKUM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyNeH cpasy Nocse ycrnewHol 3arpy3kmM KommMmyTaTopa
W BBOAA MMEHMW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTeMbl B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumBona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHne cUcTeMbl B 3TOM
perKMme COCTOUT U3 UMEHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbli pexum npeaHasHayeH AnA 3aaa-
HUA 0B6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B pexknm ocyL,ecTBaaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 36 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNtoUnTLCSA B MPUBUAETMPOBAHHBIN PEXUM (ecnun 3HayeHune
He yKa3aHo — To ypoBeHb npusuneruii 15).

login - 3aBepLUeHMe TeKyLLLel CeCCMU U CMeHa NOo/Ib30BaTeNA.

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.

help . 3anpoc cnpaBoYHON MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOW CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUWHANbLHOW ceccum.

show privilege

MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAHOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMAHA,
ANA TEKyLWel TepPMUHANbHOM ceccum.

OTKNOUNTDL GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW ceccuu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHA

BKAOYMUTBL NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHg,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMeeT ceayowmii BUa;

console#

Tabanua 37 — ba3oBble KOMaHAbI, A4OCTYNHble B pexkmume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) ns

iv: (1,7, 15)/1
priv: (1,7, 15)/ NPUBUAETMPOBAHHOIO KOMaHAHOrO pexkuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peMm KoHOUrypaumm.

debug-mode - MepeliTv B peXxmnm OTNasKu.

YCTaHOBUTb PEKUM HACTPOWMKM dUAbTPaLMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALUKN MO
TpuHaguatv opdcetam (B pexkmme No yMoOAYaHUIO — NATb).

set system mode {acl-sginq
| acl-sqing-udb}
acl-sging

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMAx KOH@u2ypayuu

3anpoc KOMaHAHOI‘;I CTPOKU UMEeET OANH U3 cnegyrowmx sBngos:
console#

console (config) #
console (config-line) #

Tabanua 38 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOUIypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
exit BbIliTH U3 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
- nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM
- (privileged EXEC).
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do BbINONHUTL KOMaHAY KoMaHAHoro yposHs (EXEC) u3 noboro
peXnma KoHdpurypaumu.
help — BbiBecTu cnpasKy Mo NCNO/Ib3yeMbiM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua,;

console (confiqg) #

Tabnnua 39 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHdUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobLieHnn exec (Npumep: Nonb3oBaTe b
YCNELIHO BOLWe B CUCTEMY) U BKHOYMTb BbIBOA, HA IKPaH.
- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obuwee 2000 cumBoOB).

Y8anuTtb TeKCT coobLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KoTopoe oTobparkaeTca nepes, BBOAOM UMEHU NONb30BATENA U
napona), U BKKOYUTb BbIBOA Ha IKPaH.

- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obwee 2000 cumBonos).

YpanuTb TeKCT coobuienus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MakCMManibHO BO3MOXKHOE YMCN0 aKTUBHbIX ceccuin CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnunua 40 — ba3oBble KOMaHAbl, AOCTYMHbIE B PEXXUME KOHOUTYpaLMM TepMUHaANa

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

history

no history

—/byHKuMA BKAOYEHA

BKkAt0UNTL GYHKLMIO COXPAaHEHUA NCTOPUMN BBEAEHHbBIX KOMaHA,

BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbIX
KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa UcTopun BBEAEHHbIX KOMAHA,

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlel TepMUHANBbHOM CeCCUM B MUHYTaX.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOK CTPOKKU

dunbTpaumnsa coobueHMin NO3BOAAET YMEHbLINTL 06beM 0TOOparKaembix AaHHbIX B OTBET Ha 3anpocChl
nosb3oBaTens u obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaunmn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” wn ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepeYncsieHHbIX B Tabaumue 41.

Tabnunua 41 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

3HayeHue/3HayeHue

Memod Aelicmeue
o ymon4aHuio
begin pattern HaiiTn nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHZ, CLI B npousBonbHbIN dpaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIM dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb dalin, ecnm Takon yxe cylie-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢paina, nocne Habopa KoMmaHabl 0OTOOpaXKeHuA
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UMmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAaTb BbiBOA KOMaHA, B daiin MOXKeT TO/IbKO Noab3oBaTteib ¢ 15 ypoBHem npu-
BUNErUn.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnnua 42 — KomaHabl pexkmuma rnobanbHo KoOHGUrypaumum

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3aaTb HOBbI Habop KOMaHA, ecan Habop € TaKUM UMeHeM
cylwiecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOYHO MCMNO/b30BaTb A0 TPEX NepeMeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byaet
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHnua DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge u3 coctoaHuna UP B coctoaHne DOWN,
any — aKkTMBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YMKU NepeMeHHbIX B Tese.

YAanuTb yKasaHHbIA MaKpoc.

macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaNAHOCTb.
CUMBO/I0B

macro global description Co34aTb CTPOKY-AECKPUNTOP rNob6asbHOro Mmakpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

YAanuTb CTPOKY-AECKpUNTOp.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 43 — KomaHgbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MPUMEHNTb yKa3aHHbIM MaKpoc.

- pattern — wabnoH, cocToAWMI N3 06bABNEHUA, HaNpUMep,
cumBeona "S", n nepeMeHHOM, HaNnUCaHHbIX CIUTHO;

- value — nepemeHHas KoH$uUrypaumu.

npOBeleTb yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTO6pa3nTb NapaMeTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 44 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 0O6BABNEHUA, HANpPUMep,
[pattern3 value3] CMMBOJ10B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmm.
macro trace word word: (1..32) MpoBepunTb YKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUNTOp.

5.5 KomaHpabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 45 — KomaHabl ynpasaeHusa cuctemoi B pexkume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyut ana nepegayn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y3y CETH, a TaKXe ANA KOHTPONA
nocrtynatowmx oteeTtos (ICMP Echo-Reply).

- vrf-name — nmaA BupTyanbHoM 061aCTM MapLLpyTU3aLNNK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa Ana OTNPaBKK, KoanMyecTBo 6alT B
nakere;

- count — KONMYecTBO NAKeTOB ANA nNepesayu;

- timeout — BpemA OXXWOAHMA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepeaayn 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkazaHHOMY Y3y CETU, a TaKXKe ONA KOHTPOA
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — [OMEHHOe UMsA y3/1a CeTu;

- Size — pa3mep NakeTa gna OTNPaBKK, KOAMYecTBO 6aliT B
nakerte;

- count — KOIMYECTBO MaKeTOB A1A Nepeaayu;

- timeout — Bpemsa 0XXnAaHUA oTBeTa Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpenenvts MapwpyT TpadurKa A0 Y313 Ha3HAYEHUA.
- vrf-name — umA BUPTyanbHOM 061acTU MapLpyTM3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAayy NakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMO/Ib3yeMbli AR Nepeaaym nakeTos.

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 47, 48.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpefenvTtb MapwpyT TpadurKa 40 y3na HazHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pasmep NakeTa A4/1a OTNPaBKK, KOANYECTBO OalT B
nakerte;
- tt/ — MaKcMManbHOE KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XXWAaHWA OTBETA HA 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMONb3yeMbli AN1A Nepeaaym nakeTos.
OnucaHue oWwKn60K Npu BbINOHEHUN KOMaHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 47, 48.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuio ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Knroue-
V BbIX C/10B npuseAeHo B Tabnuue 49.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuio ana y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
50.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepeKnoUNTLCA Ha 4PYryHo YCTaHOBAEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

0T06pa3nTb MHPOPMALMIO O NONL30BATENAX, MCMOb3YIOLLMX
pecypcbl yCTPOICTBa.

clear line line

3aKprTb BXO4ALLYH CeCCUI0 yaaNeHHOro ynpasaeHna

line: (0..5) (SSH/Telnet).
- line — Homep ceccum yaaneHHoro ynpasieHus.
show sessions . OT06pazuTb UHGOPMaLMIO 06 OTKPLITLIX CECCUAX K YAANEHHbIM
yCcTpoicTBam.
show system - BbIBECTM CUCTEMHYIO MHOPMaLUIO.
show system battery . OTo6pa3uTb nHpopmaumio o baTapee.
[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUNHBIN HOMEp YCTPOCTBA, PEBMU3UNIO NAATbI U
unit] unit: (1..8)/— 6asosblit MAC-agpec.
- unit — Homep YCTPOMICTBA B CTeKe.
show system [unit unit] unit: (1..8)/— OT0.6pa3l/ITb CMCTeMH\:PO MHPOpPMaLMIO KOMMYTaTOPA.
- unit — Homep YCTPOMICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pazunTb MHGOPMALMIO O COCTOSHUU BEHTUAATOPOB.

unit]

- unit — Homep yCTPOICTBA B CTEKe.
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show system power-
supply — OT106pasnTb MHPOPMALMIO O COCTOAHUU UCTOYHMKOB NUTAHUA.
show system sensors — OT06pasnTb MHOGOPMALLMIO TEMMNEPATYPHBIX AATYMKOB.
show version OT06pasunTb TEKYLLYHO BEPCUIO CUCTEMHOTO NPOrPaMMHOro
- obecneyeHus ycTponcTsa.
show system router OTO6pPasnTb pasmep M 3aHATOCTb annapaTHbIX TabauLy,
resources yCTPOMCTBA (MapLwpyTmn3aumm, cocegem, nHtepdeiicos).
show system tcam OTO6pasunTb 3arpysky pecypcos namatiu TCAM (onpeseneHHo
utilization unit: (1..8)/— aapecyemas namaTb).
[unit unit] - unit — HOMep YCTPOWCTBA B CTEKE.
show tasks utilization OTO6pPasunTb ypOBEHb 3arpy3Kn PECYpPCcoB LLEeHTPaNbHOro
- npoueccopa KOMMYTaTopa AR KaXKA0ro CUCTEMHOIO npoLiecca.
show tech-support OT06pasunTb MHbOPMaLLMIO 06 yCTPOCTBE, HeObXOAMMYIO ANA
[config | memory] HayasIbHOWM AMarHoCTUKK npobnem.
BbiBO4 KOMaHAbI NpeacTaBafAeT coboit KombuHauuo
V BbIBOAOB NEPeUYMCNIeHHbIX HUXKe KOMaHA:
e  show clock
e  show system
e  show version
e  show bootvar
e show running-config
e show ip interface
e show ipv6 interface
e  show spanning-tree active
e  show stack
e show stack configuration
e show stack links details
e show interfaces status
e show interfaces counters
e show interfaces utilization
e show interfaces te1/0/xx
- o show fiber-ports optical-transceiver
o show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
e show tasks utilization
e show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e  show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e  show ipv6 mid snooping mrouter
e show logging file
e show logging
e show users
e  show sessions
e  show system router resource
e  show system tcam utilization
show storage devices — OT06pa3unTb 3HaueHns obbema n ceoboaHou namsaTtn MN3Y.
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KomaHpa «show sessions» oTobpakaeT Bce yaaneHHble coeguHeHUA TONbKO U3 TeKyLei
ceccuu. [laHHaA KOMaHAA UCNoNb3yeTca caeayowmum obpasom:

.‘

1. BbInONAHUTb NOAK/AIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTtopa C NMOMOLLbIO
TELNET unm SSH;

2. BepHyTbcAa B poaUTeNbCKYHO ceccuio (Ha KommyTaTop). A1 3Toro HaXkatb Kom6uHauuio
Knasuw <Ctrl+Shift+6>, oTnycTUTb U HaXKaTb <x> (MKc). MpounsongET nepexos B poau-
TeNbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabanue 40KHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeanHeHUA B TeKyLei ceccum;

[nA Toro utobbl BEPHYTLCA K CECCUM YAANEHHOTO YCTPOACTBA, HEO6XOAMMO BbINOAHUTD KO-

maHagy «resume N», rae N — Homep coeguHEeHUA 13 BbIBOAA KOMaHAbI «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnmua 46 — KomaHabl ynpaBaeHusa cuctemoii B pexkmme privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaa:?nycmrb yCTpoﬁcrfxo.

- unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepe3 KOTOPbI NpousonaeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/I0XKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password a Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pa3sunTb CTAaTUCTMKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembIx MpoLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT106pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB AR PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3sunTb MHGOPMaLMIO O NapameTpax GUnbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok
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Tabnuua 47 — OnucaHMe pe3ynbTaToB BbIMOJHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOroO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH M BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXKA0WN NOMbITKM NepeAayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWMBOK NpMBEAEHO B
Tabnuue 48.

Tabnnua 48 — OWMOKKM NpU BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nnepegayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uTos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHMK noaaBieH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
bYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneumanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 49 — CneumanbHble KomaHabl Telnet

CneyuanbHaa KoMaHOd Ha3HayeHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yganeHue cumsona (EC).
AN o MNepepatb no telnet npeKkpaweHune BoiBoga (AO).
ARt Mepeanatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatode-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKMU.
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TaKe BO3MOXKHO MCNO/b30BaHME AOMNOMHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:

Tabnnua 50 — Kntouesble c1oBa, UCNO/ib3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKkanbHO BKAtoUaeT dyHKUMIO echo (NogaBaeHMe BbiIBOZa Ha KOHCOJIb).
/password OnpeaenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BbiBOA, BCEX COOBLLEHMI NporpaMMHoro obecneyeHusa Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bk/touaeT 06paboTKy NOTOKa, KOTOPbINM paspellaeT HesawmeHHoe TCP-coeguHeHne
6e3 KoHTpoA NocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHne He 0b6pabaTbl-

/stream BaeT Telnet-onunn U MOXKET MCNONB30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KOAbl, He Aastowmeca Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHapl ynpaB/ieHUa cUCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMon4aHuio
hostname name name: (1..160) 3afaTb ceTeBoe MMA YCTPOWCTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAYEHMWE MO YMONIYAHWIO.
service tasks-utilization Pa3speLlunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATbL YPOBEHb 3arpy3Kku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3spelunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- —— —/BKAOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATL YPOBEHb 3arpy3Ku
pecypcoB LieHTPanbHOro npoueccopa KommyTaTopa.
service cpu-input-rate Pa3spewnTb yCTPOICTBY NPOrpaMmMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
MpPOLEeCcCoOpoOM KOMMYTaTopa.
- - —/BKAOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaembiX LEHTPAIbHbIM
MpOoLEeccopoM KoMmyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBMTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KAapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - pps — MaKeToB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHMeE ppPs Mo YMOIYAHUIO A/1A ONpeaeNeHHoro
Tpadwuka.

syn);

pps: 8..2048

service password-recovery Pa3pelunTtb BOCCTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
bled «password recovery procedure» ¢ COXpaHeEHUEM KOHPUrypaLmu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHWE NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHGUrypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra 1MHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co31aBaTb pe3epBHYIO KOMUIO TeKyLLel KOHPUrypaumn.
conflgu.ratnon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3kn CPU 3a 3TOT MHTepBan byaeT cpaBHMBATbLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbim
3HayeHuem, Heobxoaumoe ans cpabaTblBaHMA NOPOra;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOB/IEHWA Nopora nocae cpabaTbiBaHUSA;

- severity — ypOBeHb Ba*HOCTU TPanos A/1A 3TOro Nopora;

- notify — BKlouaeT/oTKAOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPABKY TPaMNoB o
BOCCTQHOB/IEHMM NOpPOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obbema ceobogHOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBO6OAHOM NamMATU U
MopOroBbiM 3HaYeHMem, Heobxogmumoe a1 cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXKHOCTM TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor ¢ 33faHHbIM UHA,EKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor 4N AaT4MKA CKOPOCTU BPALLLEHWUA BEHTUAATOPA.
- fan_num — Homep BeHTUANATOPA;

- unit_jid — Homep IOHWTa, Ha KOTOPOM HaXOAMUTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MEXAY CKOPOCTbIO BPALLLEHMUSA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe Ans
cpabaTbiBaHWA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HayeHune, onpegensaoLLee MOMeEHT
BOCCTAHOB/IEHUA NOpora nocse cpabaTbiBaHus;

- severity — ypoBeHb BaXHOCTW TPaNoB AN1A 3TOro Nopora;

- notify — BK/ItO4aeT/oTKAOUaET OTNPABKY TPanos o
cpabaTbiBaHMM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHMW NOpOra.

YaanuTtb nopor ¢ 3aflaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- sensor_num — HOMEp TEPMOJATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWIEHWE MeXAY TEMMNepaTypol U MOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb BaXHOCTU TPanoB A/ 3TOro Nnopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAto4YaeT/oTKlOUaeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpPOTra.

YAanutb Nopor ¢ 3a4aHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor aAna o6bema ceob6ogHOM NamaTh Ha N3Y.

- index — NPown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoWeHMe mexay ob6bema cBob6oAHOM NamATU K
NMoporoBbiM 3Ha4YeHUeM, Heobxoamumoe a/1a cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA Mopora nocse cpabaTbiBaHus;

- severity — ypOBeHb BaXHOCTU TPanoB A/1s 3TOro Nopora;

- notify — BKAlouaeT/oTK/OYaEeT OTNPaBKy TPAMNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkAtouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTtb peakLmio KOMMYTaTOPa Ha HaaTue KHOMKM F.

- enable — npu HaxaTMKM Ha KHOMKY AnuTenbHOCTbIO MeHee 10 c,
NPOMCXOANT Nepesarpyska yCTpoMCTBa; NPU HaKaTUM Ha KHOMKY
AnvTenbHocTblo 6onee 10 ¢, npoucxoauT cbpoc ycTpolicTea Ao
33aBOACKOM KOHPUrypaumm;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — TonbKO Nepesarpyska.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponien

JaHHbI KOMNAEKC KOMaHA, NpeAHasHavyeH Ana 3a4aHusA MUHUMAJIbHOM CNOXHOCTU NapoiA, a TaKxXe
ANf 3alaHMA BpeMeHU AeCTBMA Napons.

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rno6anbHON KOHOUTYpauum MMeeT Cleayowmnii Bua;:

console (config) #

Tabnnua 52 — KomaHgpbl ynpaB/ieHUn cUcTeEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 yMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHO CMeHUTb Naposb. 3HavyeHue O roBopuT O
TOM, YTO BPEMS KU3HU Naposel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMaNbHOE KOIMYECTBO
K/laccoOB CMMBO/OB (CTpOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBOAbI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOUMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTL 3HAYEHME MO YMONYAHMUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYMTb OrpaHUYeHne, 3afalollee MaKCUMMasbHOE Ko/nue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napois UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

—/enabled "
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapob Npu cMeHe.
not-current
passwords complexity 3anpeTuTb MCNOAbL30BaTb B KayecTBe Mapo/if MMA Mo/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelwnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.
password lockout value YCTaHOBWUTb KOAMYECTBO MAYLMX NOAPAZL MOMbITOK BBOAA Na-
pona c owmnbKon A0 BJIOKMPOBKKU JIOKAZIbHOM YYETHOM 3anucu
value: (1..5)/—

no password lockout

nonb3osBaTenAa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema BG10KMPOBKM JI0KaNbHOW y4eTHOW 3anucu
nosb3oBaTens.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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Tabnmua 53 — KomaHabl yn

paBneHuns cuctemon B pexknume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

— OT06pasnTb MHPOPMaLMio 06 OrpaHUYEHNAX HA NAPON.

set username username active

HEBEPHOro BBOAA NapoaA.

PaSsﬂOKMpOBaTb nonb3osaTtenA, 336}10KVIpOBaHHOFO no npunynHe

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuiecTBAeHMM onepauuii Hag daknamm B KayecTBe apryMeHTOB KOMaHZ, BbICTyMatloT agpeca
URL — onpezennTtenn MecToHaxoxaeHua pecypca. OnnucaHue KatoueBblX CI0B, UCMO/b3YEMBbIX B ONepaumnx,

npuseneHo B Tabnauue 54.

Tabnunua 54 — CN1COK KNtoYeBbIX CI0B U UX OnuMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHus 419 S3HeProHe3aBUCUMON NamaTu.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO YMOAYaHuIo, eciv agpec URL onpeaeneH 6e3

npedukca (npedurkcamm seaatotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konus daiina Tekyuwen KoHourypaumm.

startup-config

®aiin nepBoHa4YanbHON KOHGUIypauum.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

daiin c HeaKTUBHLIM 06pasom.

ftp://

UcxopHbI agpec unv agpec mecta HazHadeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WMA NONb30BaTENS;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — Kkatanor;

- filename — vma daiina.

tftp://

UcxopHbI agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMs YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — Katanor;

- filename — vma daiina.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTtakemc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NOJib30BaTeNsA;

- password — napo/ib NoNb30BaTeNs;

- host — IPv4-agpec nnm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

CuHtakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — vnma daina.

logging

daiin c uctopmeit KomaHa,
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KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

5.7.2 KomaHObI 014 pabomei ¢ palinamu

3anpoc KOMaHAHOW CTPOKM B pexXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (confiqg) #

Tabanua 55 — KomaHabl 4158 HAaCTPOMKM NapamMeTPOB KOMMPOBAHUSA B peXnme rnobanbHON KoOHOUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip tftp source-interface
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | vlan
vlan_id}

no ip tftp source-interface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094)
/BbIK/IOYEHO

Onpeaenntb IP-uHTEpdENc UCTOUYHMKa ans nakeToB TFTP IPv4.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ip sftp source-interface
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | vlan
vlan_id}

no ip sftp source-interface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094)
/BbIKNIOYEHO

Onpepenntb IP-uHTEpdENC cToYHMKa gns nakeTtos SFTP IPv4.

YCTaHOBWTb 3HaYeHMe N0 YMOIHAHMIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;:

console#
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Tabnnua 56 — KomaHabl ans paboTbl ¢ painamm B pexkume privileged EXEC

destination_url:

3HaveHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url Konuposatb ¢aiin n3 MectonosioxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MEeCTONO/I0}KEHWNE HazHaYeHus.
include-plaintext] - source_url — mectonosoxeHue Konnpyemoro ¢aina;
- destination_url — appec mecTa Ha3HayeHus, Kyaa dain byaer
CKOMMpPOBaH.
CneaytoLme onumuu AOCTYMHbI TOIbKO NMPW KONUPOBaHUK 13
daitna KoHoUrypaumm:
- exclude — nHpopmauus, KpuTMYHas gns 6e3onacHocTy, He
6yZeT BK/AOYEHA B KOHEYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTuyHaa gnn
source_url: 6e3onacHocTH, 6y4eT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3aWndpoBaHHOM BUAE;
CUMBO/IOB;

- include-plaintext — nHbopmauma, KpuTUuHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN dain B

(1..160) He3allnppoBaHHOM BUAE.
copy source_url running-config CMMBONOS; KonupoBsatb palin KoHPUrypaumm c cepeepa B TEKYLLYHO
KOoHduUrypaumto.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaL Mo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKAUNTL U3 KONUPYEMBIX AAHHBIX MHGOPMALMIO O
encrypted | include-plaintext] KAloYax, Naponsx u . n.
- include-encrypted — coxpaHATb AaHHbIE O K/AtOYAX, MAPOIAX B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHATb AaHHbIe O KNtoYax, Naponax B
ABHOM BMe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasIbHYO KOHPUIYpaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUTypaLUuio B NepBOHAYaNbHYO.
copy running-config file CoxpaHu1Tb TEKYLLYIO KOHOMIypaumio B 3a4aHHbIN pe3epBHbIN
- daiin KoHdUrypauum.
copy startup-config file CoxpaHuWTb NepBOHAYaAbHY KOHOUIYpaUuio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdurypaumu.
boot config source_url Konuposatb daiin KoHdurypauum c cepsepa B dpain
o nepBOHaYaNbHOW KOHGUIypaumu.
dir [flash:path | dir_name] — OT06pa3unTb CNUCOK dalinoB B yKasaHHOM KaTasore.
more {flash:file | startup-config | OT06pasunTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpakaeT coaepkumoe daina
active-image | inactive-image | nepBoHaYaNbHOW KOHGUIypaumm;
logging | file} - running-config — otobparkaeT cogepxunmoe dpainna TekylLen
KOHdUrypauuu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaT ycTPonCTBa;
- mirror-config — oTobpaxkaeT cogepkumoe daina Tekywen
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobpakaeT Bepcuto TeKkyLlero ¢palina obpasa

no.
- inactive-image — oTob6pakaeT Bepcuio HeakTMBHOro daina
obpasa MoO.
- logging — oTobpaskaeT cogepkumoe daina KypHana.
- file — nma danna.
’ daiinbl otobpaxkarorca B popmate ASCII.

delete ur/

Yaanute danin.

delete startup-config

Ypanute daiin nepBoHa4yanbHOM KOHPUrypaumm.

boot system source_url

Konuposatb daitn NO c cepBepa B HEaKTUBHYIO 061acTb NamMATK
Ha mecTo pesepsHoro 0.

boot system inactive-image

3arpysuTb c HeakTMBHOro obpasa Mo.
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(1..65535)/1, all

show {startup-config | running- ip_addr: A.B.C.D, | OTobpa3uTb cogeprkumoe dalina nepsoHayanbHOM (startup-
config} interface {ip ip_addr | all); config) unu Tekywen (running-config) kKoHoUrypaumm.
gigabitethernet gi_port | gi_port: - interfaces — KoHdUrypauus nHtepdelicos KommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepdericos, uanyecknx nHTepdencos, rpynn nHTepdencos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-unTepdeiicos, OOB-nopta, loopback-
| port-channel group | vlan (1..8/0/1..24); nHTepdencos, TyHHeNen.
vlan_id | tunnel tunnel_id | fo_port: Cnegaytowime onummn AOCTYNHbI NPY BbIBOAE TEKYLLEN
loopback loopback_id} ipvé (1..8/0/1..4) KOHdUrypauuu:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — kKoHoUrypauua IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHourypauwms IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntoueir;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHUEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64); BbiBOA4, KOHTEKCTOB KOHUrypauum IP-uHtepdeiicos n
process_id: npoueccos OSPF goctyneH Tonbko ana ¢paina Tekywen

KoHdurypauum (running-config).

show bootvar

Moka3aTb aKTUBHbIN daitn cuctemHoro MO, KOTOPbIA YCTPOUCTBO
3arpyyaert npu 3anycke.

write [memory]

CoxpaHuTb TEKYLLYO KOHOUIypaumio B Gaia nepsoHavaibHOM
KOHOUrypaumm.

boot license source_url

3arpysuTb Ha yCTPOICTBO ana NLEHIUN.

delete license [word]

YpanuTb ¢ yCTPOMCTBA BCE YCTaHOB/EHHble Gaibl IULEH3IUNA.
- word — vms dalina AMUEH3nU, KOTOPbIN A0XKEH ObiTb yaaneH.

rename url new_url url, new_url: N3meHUTb umsa daiina.
(1..160) - url — Tekyuwee nmsa daina;
CMMBO/OB - new-url — HoBoe umsa daiina.

CepBep TFTP He MoXKeT 6biTb aAPECOM UCTOYHUKA U a4 PEecoOM Ha3HavyeHUA ANA OAHOI Ko-
bl MaHAbl KONMUPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb ¢ann test N3 sHeproHe3aBUCUMON NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPHKAEHUA d>a171n 6yAET yAdaneH.

CyLwiecTByeT BO3MOXHOCTb NPOCMOTPa KOHOUIYpaLMM ANA TEKYLLETO MECTOMNOOMKEHNA AN cnenyio-
LMX PEKMMOB KOHPUrypaLMK:

=  vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlian id}

Tabnuua 57 — KomaHgpbl NpocmoTpa KOHGUIrypaLmm U3 TEKYLLLETo MEeCTOMNO/I0MKEHUS

3Ha4yeHue/3HayeHue

Aeiicmeue
10 yMoA4YaHuo

KomaHoa

show — OTO6pPa3nTb HACTPOMKM A1S TEKYLLETO PEKMMA KOHOUIYpaLuuu.
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5.7.3 KomaHObI 057 pe3epsuposaHua KOHGU2ypayuu

B AaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3HavyeHHble AAA HACTPOWMKM pe3epBMPOBaHUA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanuya 58 — KomaHabl ynpaBaeHUAa CUCTEMOW B pexxume rnobanbHoO KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server port
port

server: (1..22)
CUMBOJI0B
port: (0..65535)/nopt
no ymonuanumio (tftp —

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHbUrypaumm.

- server — ctpoka B ¢opmate «tftp:// XXX XXX XXX XXX» nau
«scp://username:password@XXX. XXX.XXX.XX»

- port — NopT Ha3Ha4YeHUa cepeepa, Ha KOTopbIl ByaeT npoumc-

69, scp — 22) XOAMUTb pe3epBaLma KOHOUrypaumm.
no backup server Ypanutb cepsep A1A pesepBUpoOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢aina Ha cepsepe u npedukca
path: (1..128) darina. Mpu coxpaHeHnu K npedpukcy byaet fo6aBNATLCA TEKY-
CUMBOJI0B Wwas AaTa v Bpemsa B popmate rrrrMmaA44MMCC.
no backup path Y8anuTb nyTu ANA pe3epBMpoBaHUA.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKAOUMTbL COXpaHeHWe NCTOPUM pe3epBHbIX KOMWWA.

OTKNOUYNUTL COXPaHEHUE UCTOPUM Pe3ePBHbIX KOMUNA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKaszaTb NPOMEXKYTOK BpEMEHU, Mo UCTeYeHnmn Kotoporo byaet
OCYLLECTBAATLCA aBTOMATUYECKOe pe3epBupoBaHue KOHOUry-
pauuu.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BkAouMTb aBTOMaTUYecKoe pesepBnpoBaHue KOHd)VIpraLI,VIVI.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/OYEHO

BK/lOUMTL pesepBMpoBaHME KOHOUrypauuu Npu COXpaHeHum
nonb3osaTtenem KoHdurypaumum Ha flash-HakonuTens.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKAKOYEHO

BKAIOUMTb OTMPaBKY NYCTOro nakerta A/A NPOBEPKM Haimuua
TFTP-cepBepa (3HayeHne no ymoa4aHuio).

OTKNOYUTL OTMPABKY MYCTOro NakeTa ANA MPOBEPKU HaNUuua
TFTP-cepsepa.

KomaHObI pexcuma privileged EXEC

Tabnunua 59 — KomaHabl ynpasieHua cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show backup

OT06pa3snTb MHOOPMALLMIO O HACTPOIMKaX pe3epBUPOBaAHUA
KoHbUrypauuu.

show backup history

OTO06pasnTb UCTOPMIO YCNELIHO COXPAHEHHbIX Ha cepeep
KOHdUrypaLumii.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8neHUA U KOHGpu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro daina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBEHMUA COCTOUT U3 CeAYIOLLMX 3TAMOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa NO KommyTaTopa. ECiM OHM OTAMYAOTCA, KOMMYTaTOP 3arpyrKaet obpas MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYeCKOro KoHOUrypmnpoBaHusa, 6asmnpytowwmiica Ha DHCP, npwu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMatuyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIN daitn KoHUrypauum 3arpyrKaertca B NnepBoHaYanbHyto (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabanua 60 — KomaHapbl ynpaB/ieHUa cUCTEMOW B pexmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHO KOHUrypauuio, 6asmpyroLytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/NOUMTL aBTOMATMYECKYIO KOHbUIypaLumuio, 6asnpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMyYeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet chneaytowmii Bua;:

console#

Tabnnua 61 — KomaHabl ynpaBaeHma cuctemon B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

KOHbUrypauuu.

show boot MpocMOTPEeTb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOp NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, cCcoIepxXamero WM

filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHaapTamu CLLUA u EBponbl. B KoHOUrypauum moryT 6biTb 3agaHbl Ntobble gaTta

n BpemMmsa gnAa nepexopa Ha sieTHee spema un 06paTHO.

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM cTPokU B pexxnme privileged EXEC nmeeT cneaytowmin sua;:

console#

Tabnunua 62 — KomaHabl HACTPOMKKU CUCTEMHOIO BpemeHu B pexkunme privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CUCTEMHOrO BpemeHu (KoMaHga AOCTyNnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
CUMBOJI0B

MokaszaTb KoHbUrypaumio npoTokona SNTP.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUK.

show sntp status [vrf
{vrf_name | all}]

vrf_name: (1..32)
CMMBOJI0B

MoKa3aTb CcTaTyCc NPOTOKONA CUHXPOHU3aunmn sBpemeHn SNTP no
cetn.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLmu.

show ntp

MoKa3aTb TeKyLee COCTOAHME U CTAaTUCTUKY CYKObl NTP.

show ntp status

[MoKasaTb CTaTyC NPOTOKO/IA CUHXPOHM3auum spemeHn NTP no
ceTu.

show ntp associations
[detail]

MokaszaTb MHPOPMaLUIo 0 cornacoBaHum ycTpolictea ¢ NTP-
cepBepamu 1 O4HOPAHTOBLIMU y3N1aMMU.

show ntp statistics

MoKasaTb CTaTUCTUKY PaboTbl NPOTOKONA.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxume EXEC numeet cneaytowmin sua;

console>

Tabnnua 63 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume «EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

show clock

show clock detail

loKa3aTb cMCTEMHOE BpeMaA U AaTy.

[ononHutenbHo 0To6pasunTb NapameTpbl HacoBOro Nosica u
nepexosa Ha eTHee Bpems.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,;

console (config) #

Tabnnua 64 — KomaHap! 419 HAaCTPOMKN CUCTEMHOIO BPEMEHMU B pexknme rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

| browser}

no clock source {sntp | ntp

—/BHELIHNIA UCTOYHUK
He ucnonbayercs

Mcnonb3oBaTh BHELWHWNIA UCTOYHUK A1 YCTaHOBKM CUCTEMHOTO
BpeMeHMu.
B cnyyae HasHaueHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT N0 ymonuaHuio BbINONHATL POsb ntp-server,
OTBEYan Ha 3anpocbl KAUEHTOB.

33I'|p€TVITb MCNONb30BaHWE BHeELWHero NCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMWA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWUTb 3HAYEHWEe YacoBOro Nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSET (ONMcaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOFO
mepuamaHa UTC;

- minutes-offset — MUHYTHOE CMELLLEeHNE OTHOCUTE/IbHO HYNEeBOrO
mepuamnaHa UTC.

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

zone: (1..4) cumsona/
HET OMMCcaHMUA 30HbI;
date: (1..31);
month: (Jan..Dec);

3asatb AaTy M Bpems 419 aBTOMATMYECKOro nepexosa Ha neTHee
Bpems 1 Bo3BpaTa 06paTHO (4ns onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA OMMCaHME 30Hbl, BTOPbIM Bpems
AN nepexoAa Ha NeTHee Bpems M TPeTbUM Bpems s BO3BpaTa.
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clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonuyanutio
nepexoj Ha feTHee
BpeMs BbIKOYeH

- zone — CNoBo, CGOPMMUPOBAHHOE U3 NEePBbIX OYKB
CNOBOCOYETAHMA, KOTOPOE OHO 3aMeHsAEeT (ONncaHne 30Hbl);

- date — uncno;

- month — mecsau,;

- year — ropg;

- hh — yacbl, mm — MUHYTbI;

- offset — KoMuecTBO MUHYT, fo6aBAAEMbIX NPU NEpexoe Ha
NleTHee Bpems.

3apath AaTy M BpeEMA AN aBTOMATMYECKOro nepexo/a Ha ieTHee
BpemMA 1 BO3BpaTa 0O6paTHO B peKMME exXerogHo.

- zone — cnoBo, cGOPMUPOBaAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onncaHme 30Hbl);

- usa — yCTaHOBMUTb NpaBuIa Nepexosa Ha NeTHee Bpems,
ncnonbsyemble B CLLA (nepexos Bo BTOpOe BOCKpeceHbe mapTa,
06paTHO B NepBOe BOCKPeECEHbEe HOADPA, B 2 Yaca yTpa no
MECTHOMY BpeMeHH);

- eu — yCTaHOBWUTb NPaBW/Ia Nepexoaa Ha NeTHee Bpems,
ucnonbsyemble EBpocoto3om (nepexos B nocnegHee BOCKPECEHbE
MapTa, 06paTHO B NocnesHee BOCKpeceHbe OKTAbps, B 1 yac yTpa
no FpuHBMYYy);

- hh — Yyacbl, mm — MUHYTbI;

- week — Hegens mecAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmyecTBO f06ABASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTK/IOYMTb aBTOMATUYECKUI NEPEXOA, Ha NeTHee Bpems.

sntp authentication-key number: YCTaHOBUTb KHOY NPOBEPKU NOAJNHHOCTM s npoTokosia SNTP.
number md5 value (1..4294967295); - number — HoOMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HayeHue KNtoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/oYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaHuio Y[anuTb KAOY NPOBEPKU NOAJMHHOCTU A1a npoToKosa SNTP.
number nposepka

noA/IMHHOCTH

OTK/lOYEHa
sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAANHHOCTU ANA NOAYYeHUA MHPOPMaLUn
NOAJIMHHOCTU He ot NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
sntp source-interface {for- fo_port: (1..4); Onpegennts IP-uHTepdenc ctouHmKa ans naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24); - vrf_name — MA BUPTYanbHOM 061aCcTU MapLIpyTMU3aL M.
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);

loopback /b_port | tunnel
tn_port | port-channel
group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B
/BbIKNOYEHO

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvé

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpegenutsb IPv6-nHTEPdENC MCTOUHUKA oA nakeToB NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHWIO
ncnosbayetca
CNy4YaiHbIN NopT

YctaHoButb SRC UDP-nopT gna naketos NTP.
~ Mpwn ucnonbzosaHnn UDP-nopTos u3 gnanasoHa 1-1024
V npeABapUTeNIbHO HYXXHO Y6eAUTbCA, YTO AaHHbIM NopT
cB0604EH U He UCNOJIb3YETCA A4PYrMMU CEPBUCAMMU.
MopT 50000 siBNAETCA MOPTOM MO YMOJHAHUIO ANA
¢yHKUMOHana peer detection ipaddr.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonuyanumo

OcyLecTBMTb NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Ktouy.
- key_number — Homep KAwo4a.

no sntp trusted-key npoBepka YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.
key_number NoANMHHOCTU
OTK/1lO4EHAa
sntp broadcast client ena- PaspewnTb paboTy WwWrpokoseLatebHbix SNTP-KNIMEHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpewerio YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.
able
sntp anycast client enable PaspewunTtb paboTy SNTP-KiMeHTam, NoaaepKMBaoLWUM MeTos,
{both | ipv4 | ipv6} PACCbIIKM NAKETOB, NO3BONAOLMIA NOCbIIATL AAHHbIE
—/3anpeweHo b6aunKaliemy yCTpOMCTBY U3 rpynnbl NosiyyaTenen.
no sntp anycast client ena- YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ble
sntp client poll timer sec- seconds: YcTaHoBUTL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-Kn1MeHTam, NoaaepKUBaoWMM MeToa,
PacCbIIKM NaKeToB, NO3BOAAIOLMI MOCLINATL AAHHbIE
6aunKaliemy ycTpOMCTBY U3 rpynnbl NosyyaTenen, a TakKe
wnpoKosewaTenbHbiM SNTP-kaneHTam ana Bbl6paHHOroO

| vlan vian_id} tl;O_poorr;t.: ((112‘2)' MHTepdeica.
:c?u _'(1 .1-18)" - noapobHoe onvcaHne nHTepdelicoB U3N0KEHO B pasaene
g .p. e «KoHourypauma nHtepdeiicos».
" vlan_id (1..4094)
no sntp client enable {for- YCTaHOBUTbL 3HaYEeHUE NO YMONYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTtb paboTy ogHoaapecHbix SNTP-KnveHTOB.

no sntp unicast client ena- —/3anpeleHo YCTaHOBUTb 3HAaYEHWE NO YMONYAHUIO.

ble

sntp unicast client poll PaspelwnTb nocaeaosaTebHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeweHo SNTP-cepBepos.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [poll] [priority
priority] [key keyid] [vrf
{vrf_name | all}]

priority: (0..255)/0
hostname: (1..158)
CMMBO/IOB;
keyid:
(1..4294967295);
vrf_name: (1..32)
CMMBOJIOB

3apatb agpec SNTP-cepsepa.

- priority — NpuYoOpUTET cepBepa: NPY YCI0BMUU PaBHbIX 3HAYEHUM
CTPaTyMOB CMHXPOHM3aLMA BpeMeHn ByAeT BbIMOJHATLCA C
cepeBepom, y KOToporo Hanbosibluee 3HaYeHe NPUOPUTET];
- ipv4_address — IPv4-agpec y3na cety;

- ipv6_address — IPv6-agpec y3na cetu;

- ipvbz-address — IPv6z-aapec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbliit IPv6-agpec KaHana;
interface_name — umsa ucxopawero nHtepdeiica 3agaertca B
cnepyolwem popmare: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMSA y3na ceTu;

- poll — BKkntouaet onpoc;

- keyid — npeHTUOUKATOP KAtoYa;

- vrf_name — vma BMpPTyanbHOW 061aCTU MapLIpyTU3aL M.
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no sntp server Ypanutb cepsep 13 cnucka SNTP-cepsepos.
{ipv4_address | ipv6_ad-

dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [vrf {vrf_name |

all}]
ntp {server | peer} 3apatb agpec NTP-cepBepa Man 0f4HOPaAHIoOBOro y3na.
{ipv4_address | ipv6_ad- - ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;
hostname: (1..158) - host{mme — AOMEHHOE UMS y3/1a CeTH;

- version — onpesenuntb BEPCUIO NPOTOKOAA ntp.
no ntp {server | peer} cnmeonos Yaanutb cepsep u3 cnucka NTP-cepsepos.
{ipv4_address | ipv6_ad-
dress | hostname}

dress | hostname} [version

version] version: (1..4)/4

clock dhcp timezone PaspewunTb NoNyYyeHne TakMX AaHHbIX KaK 4YacOBOW NOAC U leTHee
/3anpetiieo Bpems oT DHCP-cepsepa.
no clock dhcp timezone 3anpeTuTb NONyYEHNE TAaKUX AAaHHbIX KaK YaCOBOM MOAC U SIeTHee

spema ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B peXMME KOHOUTYpauum nHTepdenca meeTt cneayowmnii BUua;:

console (config-if)#

Tabnmua 65 — KomaHabl 415 HACTPOMKM CUCTEMHOIO BPEMEHU B peXkume KoHpurypaumm nHtepoelica

3HayeHue/3HayeHue
o ymoa4aHuio
sntp client enable Pazpewntb paboTy SNTP-KAIMEHTY, KOTOPbIN NOAAEPKUBAET
MEeTOZ, PacCbl/IKM NAKeTOB, MO3BONAIOLLMIA NOCbINATL AaHHbIE
yCTpOMCTBY BAMNKaMWeMy U3 rpynnbl Noay4YaTenen, a Takke
wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpansaemom
nHtepoeiice (Ethernet, port-channel, VLAN).
no sntp client enable YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.

KomaHda Aelicmeue

—/3anpeleHo

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasnTb CUCTEMHOE BPEMSA, AaTY U AaHHbIe MO YaCOBOW 30HeE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUMnN BpeMEHU OTO6pa)KaETCF| C NnomMouwbio AONO/THUTEZIbHOIO CMMBO1A
nepeg sHa4eHnem BpemeHu.
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[pumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3sytoTca cneayoume o603HauyeHns:

— TouKa (.) 03HauaeT, YTo BPEMSA AOCTOBEPHO, HO HET CUHXPOHM3aLUNUN ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYaET, YTO BPEMSA A0CTOBEPHO N CUHXPOHN3ALINA eCTb;
— 3Be304Ka (*) o3HayaeT, YTo Bpemsi He4OCTOBEPHO.

= 3a3paTb AaTy M BpeMA Ha CMCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT1obpa3nTb cTaTyc NpoToKosia SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum 0 3
Status :oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPemMs CUMHXPOHM3MpoBaHO oT cepeepa 10.10.10.1, nocnegHwnin otset
nonydveH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPeMeHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

= YKasaTb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

= YKasaTb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

= YKasaTtb sntp-server gna unicast—pe)ﬂmma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll
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Ona NTP-knuneHTa B Bepcusax Huxe 4.0.23.1 gonyctuma cneayrowas KoHouUrypaums:

console (config) #clock source ntp
console (config) #sntp server <IP-azmpec> poll

HauunHan c Bepcum 4.0.23.1 KoHourypauma NTP-kanmeHTa M3meHeHa B CBA3M C NOIHOM NOAAEPKKOM

npoTtokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-ampec> poll

5.9 KoHdurypaumsa spemeHHbIX MHTepBanoBs time-range

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bua 3anpoca KomaHAHOW CTPOKU B pexknume rn106asibHOM KoHUrypauuu:

console (config) #

Tabnunua 66 — KomaHabl pexkmuma rnobanbHoM KoHPUrypaumum

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Co3paTtb time_range v BXog, B peXKUM KOHPUTypaLMM BpeMEHHbIX
WHTEpBanoB.
- time_name — uma npoduna HacTpoekK time_range.

YaanuTb BpeMeEHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu spemMeHHbIX UHMepsasos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnnua 67 — KomaHgbl pexkMma KoHGUrypauum BpeMeHHOro MHTepsana

no absolute {end | start}

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havano v (Mnu) KoHel, BpEMEHHOTO MHTepBana B popmaTe:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecAL, roA.
date: (1..31); YaanuTb BpeMeHHOM UHTepBan.

{all | weekday}

periodic list hh:mm to hh:mm

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOMN MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
WIN KaXKA0ro AHA Hedenu.

YaanuTb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOﬁ WUHTEepPBan B TedeHne Heaenu.

Yaanutb BpemMeHHOM uHTepBan.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagelicos Ethernet u Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHbUrypaummn nHtepodeicos:

console (config-if)#
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Tabnmua 68 — KomaHabl pexkmma KoHpurypaumm nHtepoeiicos Ethernet n Port-Channel

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
operation time time_name 3apatb time-range, onpeaensaowmii BDEMEHHOM MHTEPBAN, B KO-
time_name: (0..32) Topom nHTepdeic byaeT HaxoauTbea B cocToAaHuM Up.
cMmBOAa - time_name — ums npoduna HacTpoek time-range.
no operation time Y8anuTb BpemMeHHON nHTepBsan.

5.10 KoHdwurypauua untepoeicos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdelicos, Port-Channel- u Loopback-unmepdgpeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id}

console (config-if) #

[aHHbIA pexXuMm [OCTyneH M3 peXuma KOHPUrypaummn u npegHasHayeH AAA 3afaHUA NapameTpos
KOHOUrypaumm nHtepdeiica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWwmX B PeXKMME pasaeneHus
Harpysku), inbo amManasoHa MHTepdencos.

Bbibop nHTEpdeinca ocywecTBAAETCA NPYU NOMOLLM KOMaHA,:

Ona MES5324

Tabnunua 69 — KomaHabl Bbibopa uHTepdelica ana MES5324

Komanda Ha3HayeHue
interface fortygigabitethernet fo_port AnA HacTpoikn 40G-nHTepdeiicos
interface tengigabitethernet te_port AnA HacTpoikn 10G-nHTepdeiicos
interface gigabitethernet gi_port ANA HAacTponkn 1G-uHTepdeiicos
interface port-channel group 015 HAaCTPOMKM rpynn KaHanos
interface oob A7 HACTPOMKM MHTepdeica ynpasaeHnn
interface loopback loopback_id 017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— fo_port — nopaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3agaetca B8 suae: 1..8/0/1;

— loopback_id — nopagakoBblii HOMepP BUPTYanbHOro MHTepdelica, obliee KONNYECTBO cOrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 70 — KomaHabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHOoa Ha3HnayeHue
interface tengigabitethernet te_port A1A HacTpoikn 10G-nHTepdeiicos
interface gigabitethernet gi_port O1A HACcTpoMnKM 1G-uHTepdeincos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

DO HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA MPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKosbll HOMep BUPTYanbHOrO UHTepdelica, obliee KOANYECTBO COrnacHo Tab-
nvue 9 (ctpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES2348B, MES3348, MES3348F

Tabnunua 71 — KomaHab! Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOMKM rpynn KaHanoB

interface loopback /oopback_id

ON1A HAaCTPOMKN BUPTYaNibHbIX MHTEpdelicoB

roe:

— group — NoOpAAKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdelica, obliee KOJMYECTBO COrlacHO Tab-
mue 9 (cTpoka «Konnyecteo BUpTyanbHbix Loopback-uHtepdeiicos»).

Ana MES3316F

Tabnnua 72 — KomaHab! Bbibopa uHTepdelica ana MES3316F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

ons HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

O1A HACTpoMKKM 1G-uHTepdeincos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopagkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOMYECTBO COrnacHoO Tab-
nuvue 9 (cTpoKa «Konunuectso BupTyanbHbix Loopback-nHtepdeiicos»).
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Ona MES3308F

Tabnnua 73 — KomaHgb! Bbibopa nHTepdelica ana MES3308F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYyTaTOpax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..8;

— loopback id — nopsagKkoBbii HOMep BMPTYyasibHOIro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2328I

Tabnunua 74 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOWMKM rpynn KaHaoB

interface oob

O HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbiit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..28;
— loopback_id — nopapKoBblit HOMepP BUPTYaNnbHOro MHTepdelica, obliee KOANMYECTBO COMACHO Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

Ana MES2308 n MES2308P

Tabanua 75 — KomaHgb! Bbibopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

O1A HACcTpoMnKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[OJ/15 HACTPOMKM BUPTYabHbIX MHTEpdencos

roe:

— group — nopAAaKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..12;
— loopback_id — nopaakoBblii HOMeEP BUPTYanbHOro MHTepdeica, obliiee KOANMYEeCTBO COrnacHo Tab-
nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdelicos»).
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Ona MES2308R

Tabnnua 76 — KomaHgb! Bbibopa uHTepdelica ana MES2308R

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [O151 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id DO HACTPOMKM BUPTYaNbHbIX MHTEpdencos

rae:
— group — NoOpPAZKOBbIA HOMEP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-nHTepdeiica, 3agaetca B8 euge: 1..8/0/1..10;

— loopback_id — nopaakoBblit HOMep BUPTYasbHOro MHTepdenca, oblLiee KOMYecTBo CornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ana MES3508 n MES3508P

Tabnuua 77 — KomaHapl Bbibopa nHtepdeinca ana MES3508 n MES3508P

Komanxda HasHavyeHue
interface gigabitethernet gi_port 018 HacTpoliku 1G-nHTepdeicos
interface port-channel group O HACTPOMKM TPynn KaHanos
interface loopback /oopback_id 015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:
— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..10;

— loopback_id — nopapKoBblit HOMepP BUPTYanbHOro MHTepdelica, obuiee KONMYECTBO COrNAcHO Tab-
nvue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

[ina MES3510P

Tabnuua 78 — KomaHgbl Bbibopa nHtepdeiica gna MES3510P

Komanxda HasHavyeHue
interface gigabitethernet gi_port O1A HACTpoMnKM 1G-uHTepdencos
interface port-channel group [O1A HAaCTPOMKM rpynn KaHano.
interface loopback loopback_id 017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:
— group — nopAAaKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..12;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep c/0Ta Homep nHTepdelica
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KomaHgbl, BBeOeHHble B peMMe KOHPUrypauum uHTepdeica, NPUMEHAITCA K BblIOpaHHOMY
nHTepdelicy.

Huyke npuBegeHbl KOMaHAbl 417 BXO4A@ B PEXMMM HaCTpolKu aecsaToro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpoicTea B CTeKe M BXO4a B PEKMM HAaCTPOMKM Fpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTepPENCOB OCyLLECTBAAETCSA NMPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — nna HacTpoiku gmnanasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — gna HacTpoliku ananasoHa tengigabitether-
net-nHtepdencos;

— interface range gigabitethernet portlist — pna HacTpoku amanasoHa gigabitethernet-
UHTepdelcos;

— interface range port-channel grouplist — ana HacTpoWku gManasoHa rpynn NopToB.

KomaHapl, BBeZleHHble B JaHHOM peXume, MPUMEHSAIOTCA K BbiIbDpaHHOMY AMana3oHy MHTepdencos.

Huke npuBeaeHbl KOMaHAbl 415 BXO4A B PEXUM HacTpOMKKM gmanasoHa Ethernet-untepdeiicos ¢ 1 no
10 (ans MES5324) u ona Bxoaa B peXXMM HACTPOMKM BCex rpynn nopToB.

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 79 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet un Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNt0UNTb KOHUTrYpUpyembln HTepdelic (Ethernet, port-
—/BKAIOYEH channel).
no shutdown BKtOUNTL KOHOUTYpUPYEeMbI MHTepdENC.
description descr descr: (1..64) [o6aBuTb onncaHme nHTepoeiica (Ethernet, port-channel).
na description cumsonos/Het Yaanutb onucaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTL 3HAYEHME MO YMONYAHMIO.
duplex mode 3agaTb pexum gynnekca uHtepoeiica (nonHoaynaekcHoe
mode: (full, half)/full coeamHeHue, NoNyaynaeKkcHoe coeamHeHue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
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unidirectional send-only

no unidirectional

—/BbIK/OYEHO

BK/IIO4MTb NOPT, OCHALWLEHHbIN ABYHaNpPaBieHHbIMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepegauu.

V Tonbko gnsa MES3508, MES3508P.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/1OUMTb aBTOCOrIaCOBAHMWE A/ CKOPOCTU U AynieKca Ha
HacTpanBaemom uHTepoderice. MoXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTM NapameTpa aBTOCOr1aCoBaHMWA, eCv NapameTpbl
He 3a4aHbl, TO noaAepKuBatoTca Bce coemectumoctu (Ethernet,
port-channel).

BbIK/HOYMTL aBTOCOMNACOBaHME 4/19 CKOPOCTU U AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKAOYEHO

BbIKNOUMTL NPONYCK NpoLLeAypbl aBTOCOINAaCOBaHMSA, eCn
napTHep Ha BCTPEYHOWN CTOPOHE He OTBeYaeT.

BK/1OUMTb NpONYCK NpoLeAypbl aBTOCOINAaCoOBaHMWA, €CU NapTHEP
Ha BCTPEYHOM CTOPOHE He OTBEYaeT.

flowcontrol mode

mode: (on, off,

3agaTtb pexxum ynpasneHua notokom flowcontrol (BkoUMT,
OTK/IOYUTb MW aBTOCOIIacOBaHNe). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B Cyyae, eCv pexrmum

auto)/off aBTOCOrNacoBaHuA negotiation BKAOYEH Ha HacTpaMBaemom
nHTepodeiice (Ethernet, port-channel).
no flowcontrol OTKNIOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BKAOUUTL PYHKLMIO «0OpaTHOrO AABAEHUA» Ha HAacTpaMBaeMom
uHtepdeiice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIKNOUNTL QYHKUMIO «0BPATHOrO AaBAEHUA» HA HACTPaMBaeMoM
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Neproga, B TEUEHME KOTOPOro cObUpaeTcs CTaTUCTUKA
0 Harpyske Ha uHTepoeiice.
V‘ Mpu 3TOM UHTEpBan pacyéTa CYETUMKOB He
M3MeHAeTcA.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTb TN KOMBO-NOPTA B KAYECTBE OCHOBHOIO HOCUTENSA.
-force-fiber — paspelueHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTH
KOMb0-nopTa;

-force-copper — paspelleHa aKTMBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyLLecTBo onTMYECKOro MHKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

mtu size YCTaHOBUTb 3HaUeHWe maximum transmission unit (MTU)
V Hactpoiika MTU He paboTaeT gns TpaH3UTHOro TpaduKa.
,  Hactpoiika npumeHaeTca nocne nepesarpysku
size: (128..1500)/1500 V ycTpoiictea.
6anT
’ | 3HaueHue mtu He BKAlouaeT B ceba 18 6aur,
- npuxoaAwmeca Ha 3aronosok Ethernet u KoHTponbHylO
cymmy (FCS).
no mtu YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
snmp trap link-status BKkntounTb otnpaBky SNMP trap-coobLueHunii o cocTosiHUM
—/BKNKOYEHO NHTEPdENCHBIX IMHKOB.
no snmp trap link-status OTKNtoYUTL oTNpPaBKy SNMP trap-coobuieHuii.
hardware profile portmode MNepekntounTb pexkum noptos XLG1-XLG4.
{1x40g | 4x10g} KomaHga AOCTynHa TONbKO AN NOPTOB
—/1x40g V fortygigabitethernet ycrpoiictBa MES5324.

HacTpoiika npumeHsieTcs nocsie nepesarpysku
yCTpoOicTBa.
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feccl74

—/BbIKAOYEH

fec off

BKOUYNTL perrMM NpPAMOI KoppeKLmm owmnbok cl74 Ha
HacTpanBaemom uHTepdeiice (XLG1-XLG4).

Y

V‘ KomaHaa HepoCTynHa ANA CTEKOBbIX IMHKOB.

KomaHaa AOCTynHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

OTKNOUUTD PEXKMM NPAMOI KOPPEKLMM OLLINBOK.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aiit

no ip tcp adjust-mss

HasHauutb pumsunyeckomy nHtepodeiicy Ethernet pasmep TCP
Maximum segment size.
’ WUcnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnmua 80 — KomaHabl pexxmma obmx HacTpoek nHtepdeica Ethernet n Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

port jumbo-frame

—/3anpeLuyeHo

Pa3spewntb KommyTaTOpy paboTaTb € Kagpamu 601bLIOTO
pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTtpoiika BCTYNMT B CUAY TONbKO NOC/Ae nepesarpysku

ycTpoicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpetTuTb KOMMyTaTOpPYy paboTaTh € Kagpamu 60/1bLIOTO
pa3smepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTKNIOYEHMA B CNEAYIOWMNX CNyYanX:
port-security | dotlx-src- - loopback-detection — o6HapyxeHue neTens;
address | acl-deny | stp- - port-security — HapyleHne 6e3onacHOCTM AnA port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHne ayTeHTUdUKauum,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTesei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnnckam gocTyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — aktnsaums 3awmtel BPDU Guard (nepegaya
| vpc | arp-inspection | HecaHKLMOHWPOBaHHOIo naketa BPDU yepes nHTepdeiic);
dhcp-rate-limit} —/3anpelyeHo - stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;
link- - udld — aktuBauwms 3awmTbl UDLD;
flapping/paspelueHo - storm-control — 3awuTa OT «lWTOPMa» ANA Pa3IMYHOrO

TpadukKa;

- link-flapping — dnannuHr nMHKa;

- 12pt-guard — npesbilweHne KonnMyecTBa BXOAALMX NaKeToB
dyHKuum L2PT;

- pvst — owmnbKM npoTtokona PVST;

- vpc — ownbKM npotokona VPC;

- arp-inspection — own6KKM KOHTPOIA NpoToKoa ARP;

- dhcp-rate-limit — npeBbilweHne KonmyecTsa NpuHATbIX DHCP-
nakeToB Ha MOPTY.
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no errdisable recovery YCTaHOBUTb 3HaYEHME MO YMOIYaHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |

link-flapping}

errdisable recovery interval YCTaHOBWTbL BPEMEHHOW MHTEPBaN A/19 aBTOMATUYECKOro
seconds seconds: NOBTOPHOIO BK/OYEHUA MHTepdelica.

no errdisable recovery (30..86400)/300 ¢ YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.

interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

C6pocnTb HACTPOMKK MHTepdeirca nam rpynnbl UHTEPGENCOB Ha

gi_port: (1..8/0/1..28);
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMUIO.

fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:

console#

Tabanuya 81 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuio
clear counters — C6poCcnTb CTaTUCTUKY ANA BCeX MHTepdeicos.

KomaHda Aeiicmeue

clear counters {oob | giga- C6pocuTb CTaTUCTMKY AN MHTepdeiica.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

AKTMBMpOBaTb NopT MK rpynny NOPTOB, BbIKNKYEHHbIX KOMaHAOVI

gi_port: (1..8/0/1..48); shutdown

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOMKE U

gi_port: (1..8/0/1..48); CTaTUCTMKe nopra.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

port-channel group} group: (1..48)

show interfaces configura- MoKa3aTb KoHdUrypauuio nHTepdencos.
tion {oob | gigabitethernet gi_port: (1..8/0/1..48);

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

show interfaces status — MoKa3aTb cOCTOAHUE BCeX MHTepdencos.
show interfaces status {oob Moka3saTtb cocToaHue Ethernet-nopTa, rpynnbl NopTos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group | detailed}
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show interfaces advertise

MoKasaTb MapamMeTpbl aBTOCOI/1acoBaHuA, 06bAB/IEHHbIE 417 BCEX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb NapaMeTpbl aBTOCOI/1acoBaHWA, 06baABNEHHbIE A7
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol nopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY AR BCeX UHTepdelicoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe 415 BCex nHTepdeincos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY NO Harpy3ke ansa Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdeliica.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBALUK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb NPUYMNHY OTKIKOYEHMA NOPTa, rpynnbl NOPTOB U
COCTOAAHWE aBTOMATUYECKOM aKTuBauun.

show hardware profile
portmode

MNoka3saTb pexum noptos XLG1-XLG4.

V' KomaHaa pgocrynHa TonbKo ana MES5324.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
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gil/0/1 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/2 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/3 1G-Copper - - - -— Down - -
- Access
gil/0/4 1G-Copper - - - -— Down - -
- Access
gil/0/5 1G-Copper - - - -— Down - -
- Access
gil/0/6 1G-Copper - - - -— Down - -
- Access
gil/0/7 1G-Copper - - - -— Down - -
- Access
gil/0/8 1G-Copper - - - -— Down - -
- Access
gil/0/9 1G-Copper - - - -— Down - -
- Access
gil/0/10 1G-Copper - - —— -- Down —= -
- Access
gil/0/11 1G-Copper - - —— -- Down —= -
- Access
gil/0/12 1G-Copper - - —— -- Down —= -
- Access
gil/0/13 1G-Copper - - —— -- Down —= -
- Access
gil/0/14 1G-Copper - - —— -- Down —= -
- Access
gil/0/15 1G-Copper - - - -- Down -- -
-= Access
gil/0/16 1G-Copper - - - -- Down -- -
-= Access
gil/0/17 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/18 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/19 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/20 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/21 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/23 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- -— -- Down -- -
-- Access
tel/0/4 10G-Fiber --= --= -= -— Down -= -=
-— Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -- -- -- -- Not Present
Po2 -— - - -— Not Present
Po3 -- -= -= -- Not Present
Po4 -— - - -— Not Present
Po5 -- -- -- -- Not Present
Po6 -= -= -= -= Not Present
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Po7 -= -= -= -= -= Not Present
Po8 - - - - -— Not Present
Po9 — - - -— -= Not Present
Pol0 - - - - -— Not Present
Poll — - - -— -= Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4d — - - -— -= Not Present
Polb -= - - - -= Not Present
Polb - - - - -— Not Present

MoKasaTb CBOAHYI MHPOPMALMI0O O COCTOAHUK, HACTPOMKe U cTatucTuke Ethernet-nopra (pexum
0OTOOPAKEHWNA CTAaTUCTUKK KnaccudurKaumm Tpaduka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£fd:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O OO OO0 Oo0ooOo

O J oy Ul b WN

= [loKasaTb NapameTpbl aBTOCOMNacOBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled - -
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled - -

fol/0/3 40G-Fiber Disabled - -
fol/0/4 40G-Fiber Disabled -= --
gil/0/1 1G-Copper Enabled Slave --

Pol -= Enabled Slave -=
Po2 —-= Enabled Slave -
Po8 -= Enabled Slave -=
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Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [loKasaTb CTAaTUCTUKY MO UHTepdencam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
= [loKas3aTb CTAaTUCTMKY MO rpynne KaHanos 1:
console# show interfaces counters port-channel I
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
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Symbol Errors:
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 82 — OnuncaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiTOB.
InUcastPkts Konnyectso NpPMHATbLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPUHATLIX MHOTOaApPEeCHbIX NaKeToB.
InBcastPkts Konnyectso NPUHATBIX LWUMPOKOBeELLATeIbHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MAaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATeIbHbIX MAaKeToB.

Alignment Errors

Ko/IMuecTBO NPUHATBLIX KagPOB C HAPYLWEHHOW LeIOCTHOCTbIO (C KoanyecTBom 6ainTt
He COOTBETCTBYIOLLMM ANHE) M He NPOLWeaLnX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaApPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM AJIUHE, HO
He NpoLeALwnxX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/MEYEHHbIX B €4MHUYHYIO KOIZIM3MIO, HO BNOCNEACTBUM Ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konunuectso KagpoBs, BoBaeYeHHbIX 6onee Yem B 04HY KONNU3UIO, HO BNOCAEACTBUM
nepesaHHbIX yCneLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa Nepegayvm oT/0XKeHa n3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmnsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbln nepenaHbl U3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa COCTOAHME KOHTPOA HecyLel H6bi10 noTepaHo, 1Mbo He
YTBEPXKAEHO MpM NomMbITKE Nepeaaym Kagpa.

Oversize Packets

Konanyectso NpuMHATLIX NaKeTOB, Ppa3Mmep KOTOPbIX NPEBbILLAET MaKCMMasIbHbIM pas-
pelleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konnuectso KagpoBs, KOTOPbIE HE OblAN NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
oWwmnbKKM Npuema Ha yposHe MAC.
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Symbol Errors Ona vuTepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, KO-
roa UMesica HefoNyCTUMBbIIA CUMBO/ A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLwan
6blna npeacTaBnieHa.

Onsa nHtepdeitca, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO CNy4YaeBs, KOrga CpeacTBa NpMemMa 3aHATbl B TeYeHUe BpemMeHu, paBHOMY UK
6onbwemy yem pasmep cnota (slotTime), U B Te4eHNE KOTOPOro MMENoChb XoTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh owWMOKY npuema gaHHbIX (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexkmume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUeMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJTbHbIN pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro MMenochb XoTA 6bl ogHO cobbiThe, KoTopoe 3actasnsaeT PHY BbigaBatb
olWKnBKY NnprMema faHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 83 — KomaHabl pexkmuma rnobanbHoM KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
vlan database —

KomaHoa Aelicmeue

MNepeiitn B pexxnum KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — yaannTb yKasaHHble VLAN ID 13 nepeuHsa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyeHb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBaeHnA Ha GU3MYECKOM MHTep-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cObop cTaTUCTUKM gns ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B perknme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. NMpu 3Tom aeicTemne BbINOSHAEGTCA TO/IbKO ANA
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO NMPUMEHEHME AAHHOTO Npasuaa. [uanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 84 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perMma KoHOUrypaumm v npegHasHayeH AN 3afaHus napameTpoB
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdernca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 85 — KomaHabl pexkuma KoHourypauum nHtepdeiica VLAN

no ip tcp adjust-mss

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
name name name: (1..32) L0o6aButb umsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauntb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonbayetca npu Hannuum IP address Ha uHtepdeiice.
6anT .

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet, untepoeica
rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIA pexXmMm [OCTyneH M3 peXnuma KOHPUrypaumm u npepHasHayeH AAA 3afaHUA NapameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus
Harpysku), nin6o avanasoHa nHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ansa ogHol VLAN;

— trunk — wnHTepdenc, NPUHUMaIOWMIA TONIbKO TErMPOBAHHbIN TpadUK, 3a UCKIOYEHUEM Of-
Horo VLAN, KOTopbIi MOXKET 6biTb 06aBneH ¢ MOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — vHTepdelic ¢ nonHol noaaepKkoi 802.1¢, NPMHMMAET KaK TErMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepdeiic.

Tabnnua 86 — KomaHgpl pexxunma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/NpUHMMaTh BCe
TUNbI KagpoB

MprHMMaTb Ha MHTepdeiice TONBKO Kagpbl onpeaeseHHOro Tuna:
- untagged-only — To/bKO HETerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTbL Ha HTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuUTb Bce aocTynHble VLAN gns gaHHOro
nHTepoeiica.

OTKAOUYNTL aBTOMaTUUecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a4aTb NepeyncaeHnem yepes 3anaTyio UM yKasaTb HayabHoe U1
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes geopuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport trunk native

[o6asutb Homep VLAN B Kayectse Default VLAN gna gaHHoro

vlan vian_id vian_ id: (1..4094)/1 MHTepd)vemca. Becb HeTermpoBaHHbIi TpaduK, NOCTYNatoLWMi Ha
OaHHbIW NopT, onpeaenaetca B AaHHyro VLAN.
-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nitepdeiica.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MO»KHO 3a4aTb
nepeymcieHnem Yyepes 3anaTyto UAKM YKasaTb HavaabHoe U
KOHEYHOe 3HayeHus gManasoHa yepes gedpuc "-".

Ypanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

Lob6asutb ngeHtnodukatop VLAN nopta (PVID) ans ocHoBHoro
uHTepdelica.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN nopra.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNHOUNTL AN1A OCHOBHOIO MHTepdeca GUNbTPaALMIO BXOAALLUX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

BKAOUMTL 419 OCHOBHOTO UHTepdelica GUNbTPaLMIO BXOAALMX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, M NAKeT He BxoauT B rpynny VLAN c
npucBoeHHbIM nakeTy 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KaApPOB

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — T0/1bKO HeTerMpoBaHHbIE;

- all — Bce Kagpsl.

MpuHMMaTL Ha nHTepdeiice Bce TUMbI KAAPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao Knaccudumkaumm VLAN ana nutepdeiica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTL NpaBuao Knaccudurkaumm VLAN ana nitepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBWUTL NpaBmo Knaccuodurkaumm VLAN ana untepoeiica,
OCHOBaAHHOE Ha NPMBA3Ke K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) 8 802.1g VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTOo NHTepdeiica.
[onyctumble 3HaueHun Ethertype npegcraBneHsbi B
. NpunoxkeHue B. NopaepkmBaemble 3HavyeHuA Ethertype.

3ameHuTb ethertype ncxoasLLero ¢ MHTepdeica naketa Ha
3HayYeHne No YMOYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaepkmnsaemble 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudurkatopos VLAN.
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switchport customer vlan
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ans nonb3osaTeibcKoro Htepdeica.
-vlan_id — naeHTMdMKaLMOHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBaHHbIM MaKeTamM Ha KJIMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronosok — C-VLAN (inner-vlan) n
BHewWwHMi 802.1q 3aroN0BOK, coaepKalmin pvid 4oNoSHUTENbHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMO BKAOYUTD
. rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He sBnsatowmxcs VLAN nonb3oBaTenbCcKoro nHtepdelica) Ha
HacTpanBaemom MHTepdeice, COBMECTHO C N0JIb30BaTeAMM
OpYrvx N0Nb30BaTENbCKMX NOPTOB, NPUHUMAOLLUX
MHOroaZpecHbi Tpaduk U3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3a4aTb
nepeyMcaeHMem yepes 3anAaTyro UM yKasaTb HayanbHoe 1
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

3anpeTuTb NPUHMMaTL MHOTOAAPECHbIN TpaduK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vilan
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3agaTb
nepeyncaeHnem Yepes 3anATyo UM YKasaTb Ha4ya/lbHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyanuio
uneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHue default VLAN nopty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecTy NOPT B peXXUM U30NALUN BHYTPY FPYNMbl MOPTOB.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MNepesectn NOpPT B YKa3aHHY rpynny nsonaumm nopTos.

YpanuTe NOpT U3 yKa3aHHOM rpynmnbl U30A5LMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnosb3yetcs
MapLpyT13aumsa no
6a3e AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

Mepesectn nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLLpyTU3aLuuio no 6ase gaHHbIX M3ydeHHbIx MAC-agpecos (FDB)
1 HanpaB/feT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpOKoBeLLaTeNbHbIM TpaduK Ha uplink-nopT.

OTKAOUYUTE OTMEHY MapLIPYTM3aLmMmM No 6ase AaHHbIX N3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnnua 87 — KomaHgbl pexkmma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show vlan — MNokasatb uHopmaumto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no naeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHyTpeHHero ncnoib3oBaHusA
- KOMMYTaTOpPOM.
show default-vlan-mem- MokasaTtb coctas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net gl ‘;E)gr tgl tengign- gi_port: (1..8/0/1..48);
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOowb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 88 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o yMoOAYAaHUIO
show vlan multicast-tv vlan MoKasaTb NOPTHI-MCTOYHUKMN U NPUEMHUKM MHOTO3APECHOrO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. MopTbI-UCTOYHUKM MOTYT Kak
nepenasaTb, TakK U MPUHUMATb MHOTOAAPECHbIN TPAaUK.
show vlan protocols-groups — MoKasaTb MHbOPMaLLMIO O rpynnax NPOTOKO/I0B.
show vlan macs-groups — MNokaszatb uHopmauuto o rpynnax MAC-agpecos.
show interfaces switchport MoKasaTb KOHOUIypaLuuio NopTa, rPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocTosaHMe NopToB: B pexkmme Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiecTse.
net ol ;':ort I [t’i ﬁgiga_ gi_port: (1..8/0/1..48); | P & u
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]
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= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [lokasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPvo6) Ethernet

= [loKasaTb KOHUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
1 1 Untagged D
2 2 Tagged S
3 3 Tagged S
4 4 Tagged S
5 5 Tagged S
6 6 Tagged S
8 8 Tagged S

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
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28 28 Tagged S

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAuTb pasrpaHuyeHuMe TpaduKa Ha BTOPOM
ypoBHe mogenn OS| mexay nopTamy KOMMyTaTopa, KOTOpble HaxoAAaTcs B OAHOM LUMPOKOBELLATE/IbHOM
OOMeHe.

— Ha KommyTatopax MoKeT bbiTb CKOHGUIyprpoBaHo Tpu Tuna PVLAN nopTos:

—  promiscuous — NopT, KOTOPbIM cnocobeH 0bMeHMBaATbCA AAaHHBIMU MeXAY Nto6bIMK
nHTepdelicamum, BkAtoYas isolated- 1 community-noptsl PVLAN;

— isolated — nopT, KOTOPbIN NOAHOCTbIO N30/IMPOBAH OT APYrMX NOPTOB BHYTPU OAHOrO
n Toro ke PVLAN, Ho He OT promiscuous-noptoB. PVLAN 610KMpylOT BeCb TpaduK,
NOYLWNIN B CTOPOHY isolated-nopTos, Kpome TpadmrKa CO CTOPOHbI Promiscuous-nopTos.;
MakeTbl CO CTOPOHbI isolated-nopToB MOryT nepenAaBaTbCAd TONbKO B CTOPOHY
promiscuous-nopTos;

— community — rpynna nopToB, KOTOPbIe MOFYT 0OMEHMBATLCA AAaHHbIMU MeXKay cobon
W promiscuous-nopTamu, 3T MHTepdencobl OTAENEHDI HAa BTOPOM ypoBHe mozenun OS|
OT BCEX OCTa/IbHbIX cOmmMmunity-nHTepdeiicos, a Takxe isolated-nopTtos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA QYHKLUUM AOMNOJAHUTENBHOrO pasfeneHus MOPTOB C MOMOLLBbH TEXHO/IOMMM
Private VLAN npepctaBneH Ha pucyHKe 53.
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O OU O UU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 53 — Mpumep paboTtbl TexHonormm Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabanua 89 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
switchport mode private- 3apaTb pexkum paboTbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
vate-vlan trunk
switchport private-vlan [06aBUTb OCHOBHYO M BTOpocTeneHHble VLAN Ha promiscuous-
mapping [trunk] pri- NHTepoeiic.
mary_vlan add second- | Ha oauH promiscuous-uHTepdeiic Henb3a A06aBUTb
ary_vlan primary_vlan: Y| 6onble ogHol primary vian.
switchport private-vlan (1..4094); Ypanutb BTopocTeneHHble VLAN Ha promiscuous-uHtepdeiice.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.
mapping
switchport private-vlan . [o6asuTb primary u secondary vlan Ha host-uHtepdeiic.
hostassociation pri- primary_vlan: Ha oguH host-uHtepdeiic Henb3sa po06aBuUTbL Gonblue
p o P A
mary_vlan secondary_vlan (1..4094) opHoil secondary vlan.
- - secondary_vlan:
no switchport private-vlan (1..4094) Y[anntb OCHOBHYO 1 BTopocTeneHHble VLAN.
host-association
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switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoeinc.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary uHrepdeiic Henb3s ao6asuTb
secondary_vlan: 6onbLue ogHoii secondary vlan.
no switchport private-vlan (1..4094) YaanuTtb 0OCHOBHYIO M BTOpocTeneHHble VLAN.
association trunk
switchport private-vlan [0o6aBuTb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTByloLei B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vian
trunk native vlan

vlan: (1..4094) /1

[No6aeutb Homep VLAN, He yyacTBytowyto B PVLAN, B KauecTBe
Default VLAN gnsa PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

Tabnnua 90 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntounTb mexaHu3m Private VLAN 1 3agatb TMN uHTepdeiica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

Lo6asuTb (yaanutb) npueasky sTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.
/ MaKkcumanbHoe Konn4yectso BTopocteneHHbiXx VLAN — 256.
MakcumanbHoe Konmuectso community VLAN, KoTopble MoryT 6biTb acCoLMMpPOBaHblI

c oaHoi ocHoBHOI VLAN — 8.

lpumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 53 — [pumep pabomsl mex-

Hosnoauu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit
1

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|
interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit
|

interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc cospgaétca npu HasHadeHuwn |P-agpeca Ha nwobont M3 MHTepdelicoB YCTPOMCTBa:

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm nHtepdeliica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AOCTYyNeH U3 pexkMma KoHOUrypauum M npegHasHaveH ANs 3a4aHuA NapameTpos

KOHOUrypauum nHtepoelica IP.

Tabanua 91 — KomaHabl pexkmma KoHourypauum nHtepdelica IP

3HayeHue/3HayeHue

Ha onpeaeneHHbIN agpec.
- ip_address — IP-aapec Ha3HayeHus, Ha KOTopbI byayT

ip_address: A.B.C.D
nepeHanpaBAATbCA NAKeTbI.

KomaHda Aelicmeue
no ymon4aHuro
directed-broadcast BKkntounTb PyHKLMIO nepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIN WWPOKOBELLATENbHbIV MaKeT U paspeLlnTb
—/BbIKNOYEHO N o
nepeaadvy yepes Bbl6paHHbIN UHTepdeliC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKAtounTb Nepeagpecaymio WMpoKosellaTenbHbix UDP-nakeTos

no helper-address ip_ad-

OTKNOUUTD nepeagpecauuio WmpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3pewnTb paccbinky aHoHcoB npoTokoa IRDP (ICMP Router
—/BKNOYEHO Discovery Protocol).

no ip irdp OTKNOYUTb PaCCbIIKY aHOHCOB.

ip redirects BK/IOUMTL reHepaumo MapLipyTmMsaTopom coobuwerHnin ICMP
—/BKNKOYEHO Redirect.

no ip redirects OTKkntounTb oTnpasky ICMP Redirect.
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[Tpumepbl 8bINOAHEHUA KOMAHO

= Bkawuuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (confiqg)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JdaHHaa ¢GyHKUMSA NO3BONSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpaBun GUALTPALMM MO HOMepPam
BHyTpeHHux VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[na ycTpoiicTBa co3aaeTcs CNMCOK NpPaBMA, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem
’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
o Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHoOro
ycTpoiicTBa (3a BbiueTom 66 NnpaBua No ymonyaHuio). MakcumanbHoe Konmuectso SQinQ-
npaBuA ANA OAMHOYHOrO YCTPOICTBA NpUBEAEHO B Tabanue 9 — OCHOBHblE TEXHUYECKUe
XapaKTePUCTUKMU.
Ecnn yctpoiictBa o6beauHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsytor TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koandectso SQinQ-npasun cteka MES5324 — 11600 npasua.
MaKcumanbHoe cymmapHoe Konmuectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKkcumanbHoe cymmapHoe Koaunyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet u Port-Chan-
nel

Bua 3anpoca KOMaHAHOW CTPOKM perMma KoHOUrypaumm nHtepoeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if) #
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Tabnnua 92 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmesue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKkoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATHCA KO BCEM BXOAALMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLlatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecau ingress_vlan_id He yKka3sbiBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbea 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — 6yayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byget
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective ging ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaTtb NpaBW/IO, Ha OCHOBaHUM KOTOPOTO BHELUHAS METKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 93 — KomaHgbl perkmma KoHourypaumm nnitepoderica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpaduka.
B KauecrtBe outer_vlan_id ucnonb3syerca BHewHuii VLAN
(S-VLAN). Ona pabotbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 94 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnmcok npasun selective ging.
show selective-ginq inter- OTo6pa3nTb CNUCOK NpaBuA selective qing gna yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan
vlan_id]

OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C

vian_id: (1-4094) nomoupto Q-in-Q TpaduKa.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwu/o, Ha OCHOBAHMM KOTOPOrO, BHELIHAA METKa BXoAswero naketa 11 6ygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMblxX Mo CETU Yepes OAMH NOPT, YTO NMPUBOAMT K NeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPWY HaIMYMM «3aKO/IbLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KOMMyTaTOp namepAaeTr CKOPOCTb NPUHMMaemoro LwnMpoKkoselwaTeslbHOro, MHOroagpecHoro wm
HensBeCTHOro oaHoajgpecHoro Tpad)MKa ANnA NOpTOB C BKAKYEHHbIM KOHTPOJIEM LWKMPOKOoBELWaTe/IbHOIo
«wTopma» un OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWaET 3a4aHHOE MaKCMMaJ/IbHOE 3Ha4YEeHUE.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 95 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IIOUNTb KOHTPO/Ib MHOTOAApecHOro TpaduKa:

- registered — 3aperMcTpMpoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOro.

- level — 06bem TpadmKa B Npou,eHTax OT NPONYyCKHOM CNOCO6HO-
T nHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmKka nHTepdeiic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B XKyp-
Han cooblueHuit (trap).

BbIK/IHOYMTb KOHTPOIb MHOTOAAPECHOTO TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/OYNTBL KOHTPO/Ib MHOF0aAPeCcHOro TpaduKa:

- registered — 3aperncTpuMpoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKEHNUN MHOTOaAPECHOIO TpadUKa UHTeEpPdENC MOXKET
6bITb OTKNto4eH (shutdown) nnu aobasneHa 3anucb B XKypHan co-
obuweHui (trap).

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOIO TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IHOYNTbL KOHTPOJ/Ib HEM3BECTHOMO OAHOAAPECHOTO TpaduKa.

- level — o6bem TpadumKa B NpoLeHTax OT NPONYyCKHOM cnocobHo-
CTM uHTepodelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHWU Henm3BecTHOro O4HOAAPECcHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/OYMTb KOHTPO/Ib HEU3BECTHOrO OAHOAAPECHOTO TpaduKa.

- PpS — KONMYECTBO NaKEeTOB B CEKYHAY.

Mpy oBHapyKEHUN HEWM3BECTHOrO OAHO3LPECHOrO TpaduKa UH-
Tepdeiic moeT b6biTb OTKAtOYEH (shutdown) nnun nobasneHa 3a-
NUCb B }KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- level — 06bem TpaduKa B NpoLEeHTax OT NPONyCcKHOM cnocobHo-
T nHTepodeiica;

- kbps — obbem Tpaduka.

Mpn 0bHapyKEeHUN WMPOKOBELLATENIbHOTO TpaduKa MHTepdeic
MOXeT bbITb oTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YKYpHan coobuieHni (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKIOUNTBL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpaduKa.

- pps — KONMYECTBO NaKeTOB B CEKYHAY.

Mpwn 0bHapyKeHUN WMpPOKOBELLLATeNIbHOTO TpadurKa MHTepdeNc
MOXeT 6biTb oTKAtodeH (shutdown) nan gobasneHa 3anucb B
YKYpHan coobuueHwni (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnua 96 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aeiicmeue
no yMoa4YaHUuto
show storm-control inter- MokasaTb KoHUrypaumo GyHKUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | yka3saHHOro nopta inbo Bcex NopToB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAKOYUTb KOHTPOJb LUIMPOKOBELLATENIbHOMO, MHOMO3APECHOrO U O4HOaApPecHOro Tpaduka Ha 3-m
nHtepdelice Ethernet. YctaHOBUTb CKOPOCTb A8 KOHTpOAMpyemoro Tpaduka — 5000 K6/c: gnsa wu-
pokoBewaTtenbHoro, 30 % noaocbl NPONycKaHMa AnA Bcero MHoroagpecHoro, 70 % ana HeM3BeCcTHOro
0AHO3ApPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.13 lpynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KOnMuyecTse COracHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxpgan rpynna nopToB A0/IXKHA COCTOATb U3 MHTepdeicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLWmx B AynaeKCHOM pexume. O6beauHeHMe NopToB B rpynny
yBe/IMUYMBAET NPONYCKHYO CNOCOBHOCTb KaHana MeXay B3aumMoAenCTBYIOWUMM YCTPONCTBAMM U NOBbILWaeT
OTKa30yCcToNYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaTopa O4HUM N0TMYECKUM NMOPTOM.

YCTPOWCTBO NOAAEPKMBAET ABA PexMMa pPaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna 1 rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOWEM pasgene
KOHUrypaumum.

/" Ecau gna uHtepdeiica npoussegeHbl HACTPOIKK, TO anA aobasneHuA ero B rpynny cae-
BYeT BepHYTb HaCTPOKU N0 YMOAYAHUIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypauum
nHTepdelica Ethernet.
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KomaHObI pexcuma KoHgpu2ypauuu uHmepgetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 97 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
channel-group group mode [ob6aeutb ethernet-uHtepdelic B rpynny nopTos.
mode group: (1..48); - on — po6asuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOpT B KaHan ¢ LACP B pexxunme «activer.
no channel-group Ypanutb Ethernet-untepdeiic n3 rpynnbl NOpToB.

KomaHObI pexcuma KoHguaypayuu uimepgetica Port-Channel

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if) #

Tabanua 98 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

lacp min-links min-links 3a4aTb MMHMMAIbHOE YMC/I0 aKTUBHbBIX IMHKOB B cocTase Port-
Channel, npn KoTopom oH nepexoauT B coctosiHue Up.
min-links: (1..8)/1 Hactpoiika Bo3mo)Ha TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp min-links min-links YCTaHOBWTb 3HaYEHNE MO YMONYAHUIO.

lacp max-bundle max-bun- 3a4aTb MaKCMMaibHOE YMCNO0 aKTUBHbIX IMHKOB B cocTase Port-
dle Channel, octanbHble AnHKKM Port-Channel 6yayT nepeseneHbl B
cocTosHue inactive.
AKTUBHbIE NOPTbI BbIBUpatoTcA No 3HayeHuo lacp
max-bundle: (1..8)/8 V npuopuTeTa NopTa Uau, Npu paBHO3HaYHOCTH
npuopuTeTa — No Homepy nopTa.
V Hactpoiika Bo3moXHa TonbKo npu pabote Port-Channel
B pexkume LACP.
no lacp max-bundle YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console# configure
console (config) #
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Tabnmua 99 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro

port-channel load-balance 3afaTb MexaHU3m 6anaHCUMPOBKM Harpyskun ana ctpaternm ECMP
{src-dst-mac-ip | W ANA rPynnbl arperMposaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKUM OCHOBbLIBAETCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMpPOBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbLIBAETCA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no port-channel load-bal-

ance Bo3BpaT K HacTpoiikam 6anaHCUPOBKM Harpy3Kun No yMoAYaHMIO.

KomaHObI pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnumua 100 — Komanapl pexkuma EXEC

3HaveHue/3HayeHue "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rpynne KaHaioB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KAHAn06

dyHKumen ctatnyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBEANUYUTb MPOMYCKHYO CNOCOOHOCTb KaHasa M MOBbLICUTb €ro OTKAa30yCTOMYMBOCTb. A
CTaTMYeCKMX FPynn NPUOPUTET UCMO/Ib30BaHUA KaHaN0B B 06beMHEHHOM MNyyKe He 3a4aeTcA.

/ Dna sBkaovyeHUA pabotbl UHTepdeiica B cocTaBe CTaTUYECKO! rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexume KoH}Urypauum cooTBeTCTBYIOLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNE HECKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHaloB MCMOAb3YeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MOoBbIWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepenasatb TpaduK no
06beAnHEeHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.
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V DOna BKAoueHus paboTbl MHTepdeiica no nportokony LACP ucnonb3yitTe KomaHAy
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBeTCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 101 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYE€HME N0 YMOIYAHMIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnmua 102 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
Mo ymonyanuio .
- long — pauntenbHoe Bpemsa TalimayTa;
ncnosb3yercs o
- short — manoe Bpema TanmayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMOIYAHUIO.

lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

value: (1..65535)/1

no lacp port-priority YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.

lacp force-up MNpuHyanTenbHo fo6asuTb MHTepdeiic B LACP, BHe 3aBUCMMOCTH
—/BbIK/IOYEHO OT Hanmums lacp pdu c OTBETHOM CTOPOHDI.

no lacp force-up OTMeHUTb NpUHyauTenbHoe nobasneHne nHtepoelica 8 LACP.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 103 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet Moka3saTb nHdopmaumio o npotokone LACP ana untepoeiica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPAaMETPbl HEe MCMONb3YHTCH,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa BcA MHbopmaLmA.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY pPaboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;rc:)v:,:z]acp port-channel group: (1..48) Moka3zatb nHPpopmauutio o npotokone LACP ana rpynnbl NopTos.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3aaTb NepByo rpynny nopTos, paboTatouyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel I
console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAoT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
YyBEINYEHMA CKOPOCTM N obecneyeHmsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npun 06blMHOM LAG arperMpoBaHHble IMHUM A0AKHbI ObITb HAa OAHOM GU3MYECKOM YCTPOICTBE, B
cnydae ke ¢ VPC arpervpoBaHHble JIMHUU HaxoAATCA Ha pa3Hbix Guamyeckux yctponcreax. PyHkuma VPC
No3BOAAET COeAMHUTD ABa GMU3NYECKUX YCTPOMCTBA B OAHO BUPTYabHOE.

l ' Mpu HacTpolike VPC Ha 04HOPaHroBbIX KOMMYTaTOpPaXx A0/XKHa 6biTb 0gUHaKoBasA Bepcua
e nporpammHoro obecneyeHus.
/" VPC Port-Channel KoHTpoAupyIOTCA TONLKO KOMMYTaTOPOM C poablo Primary, KommyTa-
Top Secondary ucnonb3yert HacTpoiku Primary.

' | Henb3sa ncnonb3oBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
H Tpaduk npotoKona VPC nepepgaetca B default vlan Kak untagged.

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 104 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMoAYaHUIo

vpc domain domain_id Cospnatb VPC-gomeH.

Ha ogHom ycTpoiicTBe MmoXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH aomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH

6bITb 0oguHaKoBbIi VPC-gomeH.

no vpc domain domain_id Ypanute VPC-g0oMeH C yCcTpolcTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Coszpatb VPC-rpynny. [Jna KaxA0ro arpermpoBaHHOro MHTep-
deica gonkHa bbiTb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTb.
CymmapHoe konmyectso VPC-rpynn He moKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny c ycTponcTaa.

vpc

no vpc

—/BbIK/OYEHO

Bkntountb pexkum VPC. UcnonbsyeTtca nocne KoHdurypaumm
VPC.

BbikntounTb pexkmm VPC.

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabnmua 105 — KomaHabl pexkmuma KoHpurypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

NckntounTb Port-Channel 13 yyactma B VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

BkntounTb peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneumnsaowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn wmHTtep-
deiica peer-detection.

BbikntounTtb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaTb MHTEpBan OTNPaBKKM coobLlieHui peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMEe N0 YMOIHYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpoutb IP-agpec nonyyaTtena naketos, |IP-agpec otnpasu-
Tens n UDP-nopt gna peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

peer keepalive

no peer keepalive

BkntounTb cnyxkby keepalive.

BbIkntounTb cnykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeEMA OXMAAHWA OTBETa Ha 3anpoc LLEeNOCTHOCTU
peer-link.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.
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YCTaHOBWUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
role priority value value: (1..255)/100 3HaueHnem byaeT HasHa4eHo Primary.
no role priority YCTaHOBUTb 3HAYEHME MO YMOHAHMIO.
system mac-addr mac_ad- Ycranosutb MAC-agpec cuctemol Ana otnpasku 8 VPC-noptbl.
dress —
no system mac-addr YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
system priority value YCTaHOBWUTb NPUOPUTET CUCTEMbI ANA O0TNPaBku B VPC-nopTbl.
value: (1..65535)/32767 [onxeH bbITb 0AMHAKOBbIN Ha 060UX YCTPOICTBAX.
no system YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOb1 pexxcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabnnua 106 — KomaHab! pexuma KoHdurypaumum VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoaYaHuro
domain domain_id YcTtaHoBuTb VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id Ucknountb VPC-group ns VPC-gomeHa.
vpc-port group [Oo6asutb Port-Channel 8 VPC-rpynny.
group: (1..48)

no vpc-port group UckntounTb Port-Channel n3 VPC-rpynnbl

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 107 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro

show vpc — OT06pa3unTb MHPopMaumto o KoHourypaumm VPC.
show vpc group id — OT06pas3unTb MHPopmaLmio o Tekywem coctosaHumn VPC Group id.
show vpc peer-detection — OT06pa3unTb cocTosHMe cnyxbbl peer detection protocol.
show vpc role — OT06pa3nTb MHGOPMALMIO O POSIU YCTPOICTBA.
show vpc statistics peer { OT106pa3nTb cOCTOAHME cHETYUKOB cyxbbl VPC.
keepalive | link | detection —
}

5.14 Hactpoiika IPv4-agpecauun

B naHHOM pasgene onucaHbl KOMaHAbl A1 HACTPOMKM CTaTUYECKMX NapameTpos IP-agpecaumm, Takmx
Kak |IP-agpec, macka noaceTtu, W03 No ymondaHuto. Hactpoiika npoTtokosioB DNS m ARP onucaHa B
COOTBETCTBYIOLLUNX pa3aenax AOKYMeHTaLMN.
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KomaHObI pexcuma KoHgpuaypayuu uHmepagetlica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,
Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei
noptos., nHTepdeica VLAN, nutepoeiica Loopback.

console (config-if) #

Tabnnua 108 — KomaHab! pexkuma KoHpurypaumm nHtepdeliica

3HayeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

ip address ip_address {mask HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
| prefix_length} cetn.
V 3HaueHMe Macku Mo3KeT 6biTb 3anucaHo nm6o B ¢pop-
mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO €AUHUL, B ABOMYHOM NpPeACTaBNEHUN MACKU.
Ypanutb IP-agpec uHTepodeiica.

prefix_length: (8..32)

no ip address [/P_address]
ip address dhcp

MonyumnTs IP-agpec ana HacTpansaemoro nHTepoeica or DHCP-
cepsepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

no ip address dhcp 3anpeTuTb UCNosb3oBaHWe NpoTokosa DHCP gns nonyyeHus IP-

afpeca BblIbpaHHbIM MHTepdeicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

PaspelnTtb KOHPUryprpyemomy nHTepdelicy saumcteosarts IP-

vlan_id: (1..4094); appeca VLAN n Loopback-uHtepdeiica.

loopback_id: (1..64)

OTKNOUNTD OYHKLMIO 3aMMCTBOBaHMSA agpeca.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnuua 109 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

ip default-gateway ip_ad-
dress

3afaTh AN KOMMYTaTOpPa aApec LW3a N0 YMOAYaHUIO.
— /w03 no

YMOJIYAHMIO He 3a4aH

no ip default-gateway

Y[annTb Ha3HAYEHHbIN aApec W/o3a Mo YMONYaHUIO.

ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/IIOYEHO

BkaounTb Nnepeagpecaumio WnpokoseLatenbHbix UDP-nakeTos
Ha onpejaeneHHbI agpec.

- ip_interface — IP-agpec uHTepderica, Ans KOTOporo
BbINO/IHAETCA HAaCTPOMKA;

- all — no3BonseT BbIGPaTh BCe IP-MHTEpdENChl yCTPONCTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KOTopbIl ByayT
nepeHanpasnATbcA nakeTbl. 3HaveHune 0.0.0.0 oTkAovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLinpokoseLLaTenbHbIl
TpaduK, HanpaBAEHHbIM Ha NepeYncieHHble B CNIMCKe NopTbl,
nofsepraeTca nepeagpecaunun. MakcumanbHoe obliee
KO/IM4eCcTBO NOPTOB M aApecoB Ha ycTponcTeo — 128.

OTMEeHUTb Nepeagpecaumio Ha 3agaHHbIX UHTepdeiicax.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 110 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue

no ymon4aHuro

clear host {* | word} word: (1..158) YAanuTb U3 NamATK noayyYeHHble no npotokony DHCP 3anucu
T COOTBETCTBUIA UMEH MHTepdeicoB 1 nx IP-aapecos.
CUMBOJI0B N
— Yy4anuTb BCe COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHWMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBAEHUM IP-aapeca 3arpyskaeTca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdurypaums c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3uTb Tabnnuy Nnepeagpecalmm WMpoKoBeLLaTeibHbix UDP-
nakeTos.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnnua 111 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
show ip interface [vrf {vrf- vrf-name: (1..32) Moka3aTb KoHOUrypauumio IP-agpecaunn Ana ykasaHHoro
name | all} | gigabitether- CUMBONA; uHTepderica nam obnactv BUPTYanbHOM MapLpyTusauum (vrf).
net gi_port | tengiga- gi_port: (1..8/0/1..48);
bitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
port-channel group | loop- group: (1..48);
back loopback_id | vlan loopback_id: (1...64)
vlan_id | oob] vlan_id: (1..4094)

5.15 Hactpoiika Green Ethernet

Green Ethernet — TtexHonorus, no3sonAwWwaa CHU3UTb QHGpFOI'IOTpE6}'IEHVIe YCTpOﬁCTBa 3a cyet
OTKNHOYEHNA NUTAHUA ANA HEAKTUBHbIX 3/TIEKTPUYHECKUX NOPTOB U UISMEHEHUNA YPOBHA NepeafaBaeMoro CMrHanaa
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumumu:

console (config) #
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Tabnmua 112 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

green-ethernet energy-de-
tect

BK/IIOUNTB SHEprocbeperaoLmnin PeXRMM 418 HEaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Belknioen OTKNOUUTL 3Heprocbeperaowmii PeXKUm ANA HeEaKTUBHBIX
ergy-detect nopToB.
green-ethernet short- BKOUNTL 3HEprocbeperatoLmin pexmm a8 NopToB, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C A/IMHOMN Kabensa NogKNtoYeHus
MeHblLLIE MOPOroBOro 3Ha4eHMs, yCTaHaBIMBAEMOrO C MOMOLLbHO
—/BbIK/IOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAOYUTL 3HeprocbeperaoLnii PesKMM Ha OCHOBaHMUM A/IUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnunua 113 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

green-ethernet energy-de-
tect

BKAtOUMTb 3HEeprocbeperatoLLmin pexknum gns nHtepdelica.

no green-ethernet
short-reach

no green-ethernet en- /BKniosen OTKNOYMTL 3HEeprocbeperaroLLmin pexknum gns nHtepdelica.
ergy-detect
green-ethernet short- BkntounTb aHeprocbeperatoL il peKMm Ha OCHOBAHUMU AJIUHbI
reach Kabens.

—/BKAtoyeH

OTKNIOYMTL 3HEprocbeperaroLLmMii PeXKMM Ha OCHOBaHUM OJ/INHbI
Kabens.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 114 — KomaHgbl pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6pOCVITb CYHETHUK n3meputTena MmoLHOCTU.
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[Tpumepbl 8bINOAHEHUA KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled

Short-Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5.16 Hacrtpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Moaaeprkka IPv6 sBnaetcs BaXKHbIM
[OOCTOMHCTBOM, MOCKO/IbKY MPOTOKoA IPv6 npu3BaH, B nepcrnekTUBE, MOJIHOCTbIO 3aMEHWUTb ajpecauuto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe NnpocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeactasnseT coboint 8 6/10K0B, pas3aeieHHbIX ABOETOUYMEM, B KaxKaom 610Ke 16
6VIT, 3aMCaHHbIX B BUAE YeTblpeX WeCTHaauaTePUYHbIX Ynucen.

Momumo yBenuMyeHMa agpecHOro MpPOCTPAHCTBA NPOTOKOA IPV6E umeeT uepapxmyeckyto cxemy
afpecaunn, obecrneyvBaeT arperaumio MaplIpyToB, ynpollaeT Tabavuy MaplpyTM3aumu, npuv 3TOM
3¢ PeKTUBHOCTb PabOTbl MapLUpPyTU3aTOPa NOBbILIAETCS 33 CHET MEXaHNU3Ma OOHapYKeHMA cocegHUX Y310B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOMMyTaTOpe HasHaualoTca WHTepdelicam,
Ncnosb3oBaHMKU IPV6Z-aapecoB B CMHTAKCUCE KOMAHA UCNOb3yeTcsa caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]12]|3|4|5]|6|7]|8]9

nostomy npwu

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-

tygigabitethernet (1..8/0/1..4)
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V Ecaun 3HaueHue rpynnbl N HECKOIbKUX FPYyNN Nnogpag, B agpece npotokona IPvé pasHo
Hynio — 0000, To AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalueHuto He MoryT 6bITb NOABEPrHyTbl 2 pa3geneHHble HyneBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEO4HO3HAUYHOCT!.

V EUI-64 — 3T0 ngeHTMdUKaTop, co3paHHbli Ha 6aze MAC-agpeca uHTepdeiica, asnaio-
wuica 64 mnagwmmm 6utamm IPv6-agpeca. MAC-agpec pasbusaertca Ha gBe YacTu no 24
6uTta, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 115 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoaA4YaHuo

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3a4aTb 3Ha4YeHWe NoKanbHOro agpeca IPv6-wntosa no
YMOAYaHUIO.

YpanuTb HacTporkm IPv6-wwt03a N0 yMOYaHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3patb cTaTnyeckoe cooTseTcTeme mexay MAC-agpecom
coceaHero ycTpoictsa u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

YpanuTb cTatudeckoe cootseTcTene mexay MAC-agpecom
coceaHero ycTponctsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaTb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnin 06
ownbKax.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[o6aBuTb cTaTuueckunii mapLupyt IPv6.

- prefix — ceTb Ha3HayeHus;

- prefix_length — npedurKc macku ceTm (KONMYecTBo eanHUL, B
macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HaYeHus;

- distance — afMUHUCTPATMBHAA AMUCTaHUMA MapLIpyTa.

Ypanutb ctaTtudeckuii mappyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

Bkatouuntb nepeHanpasaeHne oagHOAAPECHbIX MAaKeTOoB.

OTKAIOUUTD nepeHanpasaeHne oagHOaApPeCHbIX MAaKETOB.
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ipvé6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipvé6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHWEe aAMUHUCTPATUBHON AncTaHumm (AD) ans
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTtaHOBWTb 3Ha4YeHne AD g1 MeXK30HasIbHbIX
MapLLpPYyTOB, NPUHATbIX NO npoTokoay OSPF;

- ospf intra-as — ycTaHOBUTb 3HaueHne AD ana
BHYTPM30HA/IbHbIX MapLUPYTOB, NPUHATBIX MO npoTokony OSPF;
- static — ycTaHoBUTb 3Ha4YeHne AD ana ctaTuyeckmx
MapLIpyTOB.

YCTaHOBWUTb 3HAYeHMNE NO YMOI4aHUIO.

KomaHObl pexcuma KoHpuaypauyuu uHmepgetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnnua 116 — KomaHabl pexxuma KoHdurypaumm nntepoeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/IIOYEHO

BKAtounTb noanep:KKy IPvb Ha uHTepdelice.

OTKAOUMTb NoaaepKKy IPv6 Ha nHTepdeiice.

fix_length [eui-64] [anycast]

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
ncnonb3yeTtca napamerp
eui-64)

3agatb IPv6-aapec Ha nHtepdelice.

- ipv6_address — IPv6-agpec, HasHayeHHbI mHTepdeicy (8
610KO0B, pa3feneHHbIX ABOETOUMEM, B KaxaoM 61oke 16 6urT,
3anMCaHHbIX B BUAE YeTblipex WecTHaALAaTePUUHbIX Ynucen);

- prefix_length — pnnHa npedukca IPv6 — pgecATMYHOE Yncio
— KO/IMYECTBO CTapwmx BUT agpeca cocTaBaaoWmx Npedukc;

- eui-64 — naeHTMOUKATOP, CO3aaHHbIN Ha 6base MAC-aapeca
nHTepodelica, 3anucbiBaeTca B 64 mnaglwmx buta IPve-agpeca;

- anycast — yKa3blBaeT, YTo 3aZaHHbIV agpec anycast-agpec.

Yaanute IPv6-agpec ¢ uHtepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHutio
aBTOMaTUyecKas
KOHUrypaLma BKAOYEHA,
apeca He Ha3HayeHbI.

BKNOUMTL aBTOMATUUYECKY KoHdurypaumio IPvb-agpecos Ha
nHTepdelice. Agpeca HacTpaMBalOTCA B 3aBUCMMOCTU OT npe-
dUKcoB, KOTOpble nosyyeHbl B coobuweHuax «Router
Advertisement».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

fix_length link-local

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-

Mo YMONYaHUIO 3Ha4YeHune
JI0KaNbHOTrO agpeca:

3agaTb oKanbHbIN IPv6-agpec nHtepdeliica. Crapwme 6UTbI 10-
KanbHbIX IP-agpecos B IPv6 — FE80::

YpanuTb noKanbHbil IPv6-aapec.

no ipv6 unreachables

dress/prefix-length link-local] (FE80::EVI64)
ipv6 nd dad attempts at- 3afaTb KOMYECTBO COObLLEeHUI-TpeboBaHUI, NepesaBaemblx
tempts_number (0.600)/1 WHTepdericom B3aMMOoenCcTBYLWEeMY YCTPOMCTBY B Caydae 06-
- HapyKeHua aybamnkauum (Konnmsuu) IPv6-agpeca.
no ipv6 nd dad attempts BepHyTb 3HaYeHMe No YMOHAHMIO.
ipv6 unreachables Bkntountb ICMPV6-cO0bLEHNA O HEAOCTUMKMMOCTM agpecaTta
—/enabled npu nepegaye NakeTos Ha onpeaeseHHbI nHTepdeic.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

OnpegennTb Bepcuto npoTtokona MLD ansa nHtepdeiica.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.
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KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma privileged EXEC:

console#

Tabnnua 117 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHdpopmaumo o coceaHux IPv6-ycTpoiicteax, co-
JAepxKallytocs B Kalue.

clear ipv6 neighbors

OunCTUTL K3W, copeprKawmi UHOOPMAUMIO O COCeAHMUX
yCTpoicTBax, paboTatolwmx no npotokony IPv6. UHdopmauma
0 CTAaTUYECKMX 3aMMUCAX COXPaHAETCA.

show ipv6 distance

MNoKasaTb 3HaYeHNe aMUHUCTPATUBHOM ANCTAHLUN ANA pas-
JINYHBIX UCTOYHMKOB MapLLpyTa.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 118 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

HAelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKasaTb HacTPOMKKM NpPoToKoANa IPV6 Ans yKazaHHOTo UHTep-
deiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

Moka3saTb Tabauuy IPv6-mapLupyTos.
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKU B pesKuUmMe r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 119 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewwnTtb ncnonb3osaHne npotokona DNS.

3anpeTutb Mcnosb3oBaHue npoTokoaa DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BKkntounTb paboty DNS-cepBsepa.

Bbikntountb paboty DNS-cepBepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-aapeca gna aoctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnncka AOCTyNHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

OnpeaennTb LOMEHHOE MMSA MO YMOIYaHUIo, KoTopoe Byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONOAHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMeH (LOMEeHHbIX UMeH 6e3 TOUKM).
[N OMEeHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu ByaeT
[06aBNATLCA TOUKA M YKA3aHHOE B KOMaHAE LOMEHHOE MMS.

YaanuTb JOMEHHOe MMA MO YMOAYAHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepennTb CTaTUMECKNE COOTBETCTBUA MMEH y3/10B ceTu |P-
aapecam, 406aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs oo BocbMu |IP-
agpecos.

YpanuTb ctaTUyeckne COOTBETCTBMA MMEH Y3108 ceTu |P-
aapecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 120 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YaanuTb 3anucb COOTBETCTBMA MMeHM y3na ceTh IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OT06pa3nTb AOMEHHOE MMA MO YMOYaHUIO, cnucok DNS-
CcepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpu ncnonb3oBaHUN B KOMAHAE MMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOWMIA emy IP-agpec.

show ip dns server

OT06pa3uTb ctaTyc DNS-cepBepa 1 CNUCOK AOCTYNHbIX
cepBepoB.

show ip dns server cache —

OT06pa3unTtb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3unTb NOAPO6HbLIN BbIBOA 3aMMCK, BKAKOYAOLWMI B cebs
oTeeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3unTb obuiee YNCI0 3anNpocoB M obLLee YUCI0 OTBETOB,
HanaeHHbIX B cache-hit.

clear ip dns server cache —

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE MMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/1 CETU C UMeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aapecoB) — MNPOTOKOA KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalleroca B 3anpoce |P-

appeca.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHGUrypaummu:

console (config) #
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Tabnnua 121 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTemsA IP- 1 MAC-
agpecos B Tabaunuy ARP gna yKasaHHOro B KomaHze
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Yaanutb ctaTuyeckyto 3anmce cooteetcTama IP- u MAC-agpecos
n3 Tabaunupl ARP gna ykazaHHOro B KomaHzae nHTepdeiica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb BpemMs KU3HM AMHAMUYECKUX 3anuceit B Tabauue
ARP (c).

no ip arp proxy disable

- c
no arp timeout YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
ip arp proxy disable OTKNOUUTL peXkum npokcmposaHmna ARP-3anpocos gna
. KOMMyTaTOopa.
—/OTKNIOYEH

BkntoumTb pexknm npokcuposaHua ARP-3anpocos gna
KOMMyTaTOpa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnmua 122 — KomaHapl pexkmma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

YpanuTb Bce guHamumyeckue 3anmcu ns ARP-Tabanupl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNs).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H vaun H:H:H:H:H:H
gabitethernet te_port | for- nnu H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasaTtb rnobanbHyto KoHdurypauuto ARP 1 koHourypaumio ARP
ons nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#
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Tabnmua 123 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl uHTepdeicos, nHtepdeica

VLAN

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip proxy-arp

—/BKAIOYEHO

no ip proxy-arp

BkAtounTb pexxum npokcuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

OTKNOYNTL peXum npokcmpoBaHnA ARP-3anpocoB Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp

—/BbIK/IOYEHO

no ip local-proxy-arp

BKntounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpockl K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTtepdeiice). Ona
paboTbl AaHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIN Proxy ARP (IP proxy-arp).

OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

[pumepbl UCM016308AHUS KOMAHO

[JobaBuTb cTtatnyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config)# arp timeout 12000

= [lokasaTb cogepkmumoe ARP-Tabsmupbl:

console# show arp

HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb No cetu uaeHTudumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP sasnsetcs
obHapyeHne nHdopmaLmm 06 OTCYTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu NoayvyeHuu
coobuieHnit GVRP. Nonyune nHdopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnseT ee B cBoto 6asy

AaHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnnua 124 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkatounTb ncnonb3osaHue npotokona GVRP-kommyTtaTtopom.

BbIKNOUMTBE MCNonb3oBaHMe NPOToKoaa GVRP-kommyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayTt aBTomatnyeckn Aobasnatben
Bo vlan database.

OTKAOUUTb fo6aBneHue vlan-0B, NONYYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 125 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHTepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
gvrp enable BkntounTtb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTnTb AMHaMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepoeica.
—/pa3spelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATUE perncTpaumm ana scex VLAN 1 He gonyckatb
CO34aHuA UK pernctpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMOYAHWIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHurypaummn nutepoeiica VLAN:

console (config-if) #

Tabnunua 126 — KomaHabl pexkuma KoHdurypaumm nntepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtutb aHoHcMpoBsaHue VLAN no npotokony GVRP.

OTmMeHuUTb 3anpeT Ha aHoHcnpoBsaHue VLAN no npotokony GVRP.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 127 — KomaHapl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTAaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console>
Tabanua 128 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3aTb KoH$Urypauuio npotokona GVRP gna ykazaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics Moka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHtepodeiica, 1mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasaTb CTaTUCTUKY MO owmnbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN YKa3aHHoro uHtepodelica, MmMbo gna Bcex UHTEPENCcoB.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyKMBaeTcs NyTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopta KoMmyTaTopa B noJie
Source MAC v wnpoKoBewaTenbHbIM (N0 yMmon4YaHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnmua 129 — KomaHabl pexmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHWUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30 c

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwWA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauyecTBe agpeca HazHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHMA UCMO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3yeTCca WMPOKOBELLATEbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

loopback-detection vlan-based
[vlan_list]

no loopback-detection
vlan-based

vlan_list:
(1..4094)/BbIKNtOYEHO

BKAOUUTL pexkum obHapyKeHus netens 8o VLAN. MNpu Hannumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblnia 0b6HapyKeHa neTns.

-vlan_list — cnncok VLAN, no3BONSOLWNIN BKAOYUTD
obHapyKeHue neTesb TONbKO B YKaszaHHbIX VLAN. AnanasoH VLAN
MOHO 3aJaTb NepeymcieHnem Yepes 3anaTyto UM yKasaTb
HayaNbHOE N KOHeYHOe 3HaYeHMA AMana3oHa Yepes geduc: «-».
Ecnun cnvcok He 3agaH, 0bHapyKeHWe neTenb byaeT BKAOYEHO BO
Bcex VLAN.

OTKNOYUTL pexkum obHapyeHua netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apatb Bpemsa 610KMpoBKKu VLAN.
- value — Bpems, no ncreyeHme kotoporo VLAN aBTomMaTnyeckm
pa3biokupyercs.

3abnokuposaHHble VLAN He ByayT BOCCTaHAB/MBATLCA
aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopToB:

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if) #

Tabnnua 130 — KomaHpgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdencos, nHtepdeiica

VLAN

tengigabitethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BK/OUMTL MeXaHM3M 06Hapy)KeHWil neTesib Ha NopTy.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 131 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show loopback-detec- OT06pasunTb cocTosHMe mexaHu3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMN CBA3AMU K ,D,peBOBM,EI,HOVI TONOJ10MUMK, VICKﬂPOHaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA KOHOUIYpaUMOHHBIMU COOBLEHUAMM, WCMONb3yA Kaapbl cneumanbHoro ¢opmarta, W
BbIOOPOYHO BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaetcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKTepusyetcs
MEHbLLMM BpemeHeM NpMBeaeHUA CETU K APeBOBMAHOMN TONOMOrMK 1 UMeeT 6o/iee BbICOKYHO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noagepxusarouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro Koam4yecTsa
3K3eMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMCUMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMNAAp MOXKET cofepraTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1o,
YTO HA BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonxHbl ObiTb OANHAKOBO CKOHPUIYPUPOBaHbI
rpynnsl VLAN.

V MaKcumanbHO gonycTumoe KoaMyecTso sksemnaapos MSTP ykasaHo B Tabauue 9.

MexaHnsm Multiprocess STP npegHasHaveH 419 CO34aHNA He3aBncMmblx aepesbes STP/RSTP/MSTP Ha
nopTax yCTPONCTBa. M3mMmeHeHMA COCTOAHUA OTAENbHOMO AePEBA HE OKAa3bIBaOT BAMAHMA Ha COCTOSIHUE APYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTL YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NepecTpPoeHmMAa AepeBa B Cayyae
O0TKa30B. [pu KOHOUIypMpOBaHMU cedyeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJEL, Mexay
nopTaMm-4seHaMm pasHbix AepeBbeB. O 06CnyKMBaHUA N30/IMPOBAHHbIX AePEBLEB B CUCTEME CO3aETCA
OTAeNbHbIM Npouecc Ha Kaxkaoe aepeso. C NpoLeccom CONOCTaBAAOTCA NOPTbl YCTPOMCTBA, NPUHaANeKalme

aepesy.

5.17.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 132 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspewmnTb ncnoab3oBaHMe KOMMYTAaTOPOM NpoToKoaa STP.

- —/BKAOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YCcTaHOBUTL peXkMm paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HAYeHUE NOo YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 ¢

YCTaHOBWUTb MHTEPBA/ BPEMEHMU, 3aTPauYMBaEeMblil HA
NpoCAyWMBaHME N U3yYeHMe COCTOAHUIN Nepes,
nepekloHeHneM B COCTOAHNE Nepeaaum.

YCTaHOBWUTb 3HaAYeHUE No YMOI4aHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ BPEMEHN MEXKAY Nnepesadyamm
LUMpPOKOoBeLLaTeNbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree loopback-guard

Pa3pewnTb 3almTy, BbIK/OYalOLLY0 MHTepdec npu
nonyyeHun csoero BPDU.

- —/3anpeleHo =
no spanning-tree loop- 3anpeTuTb 3aLLMTY, BbIKAOYaOLWYO nHTepdelic npu
back-guard nonyyeHunn ceoero BPDU.
spanning-tree loopguard de- BKAtounTb PpyHKUMIO Loop Guard gns Bcex NopTos.
fault
—/oTK/I04eHO

no spanning-tree loopguard
default

OTKAtounTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 c

YCTaHOBUTb BpeMA XU3HK cBAsytowero aepesa STP.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npuoputeT cBasytowero gepesa STP.
3HayeHne npuopuTeTa A0KHO bbITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTbL METOZ onpeaeneHua LLeHHOCTHU NyTH.
- long — 3Ha4yeHue LeHHocTH B gnanasoHe 1..200000000;
- short — 3HayeHuMe UeHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

OnpeaennTb pexkum 06paboTkun naketos BPDU-
MHTEpdENCOM, Ha KOTOPOM BbIKAtOYEH NPOTOKOA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNIOYEHHBIM MPOTOKOIOM
STP BPDU-naKeTbl dUAbTPYHOTCS;

- flooding — Ha MHTepdeiice ¢ BbIKAOYEHHBIM NPOTOKONOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TEerMpoBaHHble — GUAbTPYIOTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3aaTb OTAENbHbIV NPOLECC M NepeBecTM KOMaHAHbIN
NMHTepdENC B peXKMM ero KoHdurypauuu.
V BHyTpM npouecca npMMeHUMbI BbileyKa3aHHble

KOMaHAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YaanuTh yKasaHHbIi npouecc.

spanning-tree tc-protection

BKAtOUNTL OrpaHMyYeHme Ha KoamyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a yCTaHOB/IEHHbBIN MHTEPBA/I BPEMEHU ANA
STP, RSTP, HyneBoro ak3emnaapa MSTP.
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no spanning-tree tc-protec-
tion

BbIKOUMTbL OrpaHMyYeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 ¢

YCTaHOBUTb MHTEPBA/ OrPaHUYEHUA KONNYECTBa
ob6pabaTbiBaembix TCN/TC BPDU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree tc-protection
threshold count

no spanning-tree tc-protec-
tion threshold

count: (1..255)/1

YCTaHOBWUTb MaKCMMabHOE KO/IM4ecTBO 0bpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

Mpu 3apgaHum STP napamertpos forward-time, hello-time, max-age Heo6xoaumo Bbinon-
e HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnumua 133 — KomaHabl pexkmuma KoHpurypaumm nHtepoeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
MHTepodeiice.

—/paspelueHo
no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
UHTepodeiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN MHTepdeic.

no spanning-tree cost

(1..200000000)/cm.
Tabnnuy 134

- COSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta ¥ MeToAa onpeaeneHnsa LeHHOCTU NyTH, cM.Tabanuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTb NpUOPUTET MHTEPdElica B cBA3YIOLLEeM aepee STP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/IIOUMTb PEXMM, B KOTOPOM MOPT NPU NOAHATUM Ha HEM JIMHKA
Cpa3y CTaHOBMTCA B COCTOAHME Nepeaaqm, He A0KMAAACh
ncTeyeHuna Talimepa.

- auto — go6aBnseT 3a4epKKY 3 CeKyHAbI Nepes Nepexosom B
COCTOsIHME Nnepeaayn.

BbIK/NOUMTbL PEKMM MOMEHTA/IbHOTO NepPexoaa B COCTOAHME
nepesayn no NOAHATUIO IUHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BKAOUMTL 3aWMTY «KOPHA» AN1A BCexX CBA3yoWMmMx gepesbes STP
Bbl6paHHOro nopTa.

- root — 3anpeLaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae ecnv nHTepdec HaxoAUTCA B COCTOAHUMN,
oTAn4YHom oT Designated v npu aTom nepecraet noayyatb BPDU,
MHTepdenc bnokupyercs;

- none — oTKAto4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.

Mcnonb3oBaTh r106abHYH0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

Pa3pewnTb 3aWmTy, BbIKAOYAIOLLYIO MHTepdEerc Nnpu npuéme
naketos BPDU.

3anpeTuTb 3aWMTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.
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spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-ad-
dress

—/dot1d

N3meHnTb MAC-agpec, ¢ KOTOPbIM OTNPABAAIOTCA U MPUHMMAIOTCA
BPDU.

- dotld — otnpasnatoTca n npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/onsa gynnexkcHoro
nopTa — «TOYKa-
TOYKa», anA
nonyaynaekcHoro —
«pa3BETB/IEHHbIN»

YctaHoBUTb NpoToKoA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A/1A BbIOpaHHOro nopTa:

- point-to-point — TO4Ka-TOuYKa;

- shared — pa3BeTBAEHHbIN.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢
¢dnarom TCN
paspelueH;

vlan_list: (1..4094)

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTtb pexxum obpaboTkm naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepodelice c BbIkAOYEHHbIM NpoTOKOOM STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha nHTepdelice ¢ BbIKMOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpwuBa3aTb NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio Bce
nopTbl NPMBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHOBWTL NPUBA3KY NOPTA MO YMONYAHMIO.

Tabnunua 134 — LleHHOCTb NyTH, YCTaHOB/IEHHAs NO YMO/14aHuIo (spanning-tree cost)

Unmepipeiic Memod onpedeneHusa yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V Ona uutepdeiicos Port-channel HayanbHaA ctoMmocTb onpeaenseTcs CTOMMOCTbIO nep-
BOro /INHKa, Boweplero B coctas Po. B cnyyae metoaa Long npu Ao6aBneHUM aKTUBHbIX

JIMHKOB Ha4yanbHaA ctoumocTb Po Aenntca Ha X KOaMYecTso.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#
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Tabnmua 135 — KomaHapl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApobHY0 MHPOPMALIMIO O HACTPOWKax NPoToKona
STP, Hpopmaumio 06 aKTUBHbIX UK 3a6N0KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XOANT nepecyéT aepesa STP.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 136 — KomaHgb! pexkmuma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 137 — KomaHgb! pexuma rnobanbHoin KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCMOb30BaHWE KOMMYTAaTOPOM NpoToKona STP.

pvst}
no spanning-tree mode

—/paspelueHo
no spanning-tree /pasp 3anpeTuTb MCNO/b30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YCcTaHOBUTb pexkum paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBUTb 3Ha4YeHME NO YMOJYAHMUIO.
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spanning-tree pathcost YCTaHOBUTbL METOZ, OnpeaeeHUA LLeHHOCTU NyTu.
method {long | short} - long — 3HauyeHue yeHHocTn B ananasoHe 1..200000000;
—/long - short — 3HaueHune LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.
method
spanning-tree mst in- YCTaHOBUTb NPUOPUTET A/1A JAHHOTO KOMMYTaTOpa nepes,
stance_id priority priority 0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA 3K3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..63); - priority — npuopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HaYeHME N0 YMOHAHMIO.

stance_id priority

spanning-tree mst YCTaHOBUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4aCTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana GpopmupoBaHus aepesa u

yaepKaHna nHGoOpMaLLMmM O ero cTpoeHuun. Ecam naket yxe
npowen MmakCumasibHoe KOIM4eCTBO TPAH3UTHbIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cnegylollem yyacTke oH oTbpacbiBaeTcs.

- hop_count — makcMmasibHOe KOMYECTBO TPAH3UTHBIX
y4acTKOB Ana naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

max-hops

spanning-tree mst in- BKAOUNTL OrpaHuyeHme Ha KomdecTBo obpabaTbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOB/EHHbI MHTEPBAN BPEMEHW.

instance_id: (1..63)

no spanning-tree mst in- BbIK/NOYMTL OrpaHMyeHne Ha KomyecTBo obpabaTbiBaemblx TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KOIMYECcTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..63);

no spanning-tree tc-pro- seconds: (1..10)/2 c YCTaHOBUTb 3HAYE€HME MO YMOAYAHWIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMabHOE KonnyecTso obpabaTbiBaembix TC
tion mst instance_id BPDU 3a 3aZ@aHHbI MHTEPBAN BPEMEHM.
threshold count instance_id: (1..63);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBUTb 3HAYeHME MO YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitu B pexkum KoHdUrypaumum npotokosna MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnnua 138 — KomaHabl pexkuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAapom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — npeHTUdPUKaTOp sK3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApom npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.
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name string

Nno hame

string: (1..32) cumBona

3apaTb UMa KoHurypauum MST.
- string — uma KoHdurypauum MST.

Yaanutb umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymondauuio (value).

show {current | pending}

MokasaTb Tekyyto (current) inbo oxuaaroLwyto (pending)
KoHUrypauuio MST.

exit _ BbIiT U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KOHUrypaumu.
abort BbIIT 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KOHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if) #

Tabnmua 139 — KomaHabl pexmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3alWmTa BbIKAOYEHA

BKAOUMTL 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpeLwaeT uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTL 3aLLMTY «KOPHA» YKa3aHHoOro sksemnnapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awmTa 3anpeLiaeT
MHTepdency 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdelica B ak3emnasape MSTP.

- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT uHTepdeiica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIA UHTepdelc ana
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKaTOpP 3K3emnaapa npoTokona MSTP;
- cOSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHue, onpeaenaeMoe Ha OCHOBaHUM CKOPOCTU
nopTa M MeToAa onpeaeneHna LeHHOCTU NyTh, cMm. Tabauuy 134,

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPdEICA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.
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KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnmua 140 — KomaHabl pexkmma EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

MokaszaTb KoOHbUrypaumo npoTokona STP.

gi_port: (1.8/0/1.48); | instance_id — naeHTudmrKaTop 3K3emnasapa npotokona MSTP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

show spanning-tree detail MokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLiKe npoTokona STP,
[active | blockedports] [in- MHbOpPMaLMto 06 aKTUBHbBIX MK 3a610KMPOBaAHHbIX MOPTaX.
stance instance_id] - active — npocmoTp MHPopmaummn 06 akTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp nHbGOpMauumn o0 3a6N10KMPOBaAHHbIX

noprax;
- instance_id — vaeHTudMKaTOp 3K3emnaspa npotokona MSTP.

show spanning-tree MokasaTb MHPOPMaLMIO O CKOHPUTIYPUPOBAHHBIX IK3EMMAAPAX

mst-configuration - MSTP.

clear spanning-tree de- Mepes3anycTuTb NPOLECcC MUrPaLLMM NPOTOKOIA. 3aHOBO

tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi__port: (1..8/0/1..48); npPoOMCXoauT NPocYET aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBan BPEMEHN MeXKAY Nepenadyamm LWNPOKO-
BelaTeibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKa3aTb KOHPUrypaumio npotokona STP:

console (config)# spanning-tree

console (config) # spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address aB:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Name

tel/0/6 enabled 128.
tel/0/7 enabled 128.

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces

State Prio.Nbr Cost Sts Role PortFast Type

tel/0/1 enabled 128.1

tel/0/2 disabled 128.2

tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
6
7
8

4 Frw Desg Yes P2P (RSTP)

tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHocTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHus B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTo Npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb otaenbHbI akzemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsetcsa ycoBeplieHCTBOBaHMEM NpoTokona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHNS CETU K APEBOBUAHOMN TONOJIOTMN U MMeEeT boJiee BbICOKYIO YCTOMYK-

BOCTb.

]

.‘

.-

.‘

Bcero nogaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3ToM HYN1eBOM MCnonb3yeTca AN Bcex
VLAN, B KoTOopbix oTkatoueH PVST/RPVST. Kaxxgomy VLAN c BkntoueHHbim PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HaueHue npeBbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAuUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lNMoatomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl 06pa-
60TKu PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3syerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN us PVST/RPVST-UHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/leayoL e A4eACTBUA:

1) OTknounTbL STP B HeHyXHbIX VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6ansHom
pexXume KoHPUrypuposaHma).
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (config) #

Tabanua 141 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIHOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYMTb paboTy NnpoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
duNbTPaLMA OTKNKOYEHA

dunbTPyeT UM NponyckaeT Bxoaalume Kaapbl PVST/RPVST-
BPDU.
V JaHHaA KomaHAa aeiicTByeT B TOM ciyyae,

ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYEH
pexum PVST/RPVST, To gaHHaa KomaHga
6yAeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL dUNbTPaLMIO;
- flooding — oTkAOUUTL dUANbTPaLMIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 ¢

YCTaHOBWUTb MHTEPBaN BPeMEHM, 3aTPaunMBaeMbli Ha
NPOCAYLIMBaHNE U U3yYeHUe COCTOAHUN nepes NepekntoyeHem
B COCTOAHME nepeaaymn Ana ykasaHHboix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATbL C/eAy-
toweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 c

YCTaHOBUTbL UHTEPBA BPpEMEHUN MeXAy nepegavyamm
LWMpOKOoBeLLaTesbHbIX coobuweHnin «Hello» K
B3aMMOZEMNCTBYIOLLMM KOMMYTAaTOpPaM A1 YKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 ¢

YCcTaHOBUTL Bpemsa KU3HU cBasytoLlero aepesa STP gna
yKasaHHbIx VLAN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTeT ceasyoLlero gepesa STP.
V 3HaueHue Bbl6UpaeTcA M3 ANManNasoHa C Wa-
rom 4096.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKOYMTb OrpaHUYEHNEe Ha KoNnYecTBo obpabaTbiBaemMbIxX
TCN/TC BPDU 3a yCTaHOB/IEHHBIN MHTEPBAN BpemeHu ans STP,
RSTP, HyneBoro sk3emnaapa MSTP.

BbIKOUMTbL OrpaHMyeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 c

YCTaHOBWUTb MHTEPBAJ OFPaHNYEHNA KOANYECTBa
obpabaTbiBaembix TCN/TC BPDU.
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no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBUTb MaKCMMaNbHOE KO/IMYecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

YCTaHOBWUTb 3HAYeHMUE NO YMOIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabanua 142 — KomaHgbl pexkuma KoHdpurypaumm nntepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan vian_list

bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT MAM NponyckaeT Bxogalme Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KOMaHAA AeiicTBYeT B TOM ciyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecam BKkAOYEH
pexum PVST/RPVST, To gaHHasa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtknatoueH STP.

- filtering — BkNtOUNTL GUNBTPaALMIO;
- flooding — oTtkAtouMTL GUABTPaLMIO.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTb LEHHOCTb NYTU Yepes AaHHbI MHTepdeic ana
yKa3aHHbIX VLAN.
- cOSt — UEeHHOCTb NyTw.

YCTaHOBUTbL 3HaYeHune, onpeaensemoe Ha OCHOBaHUU CKopoctn
nopTa u meToaa onpegeneHna LeEHHOCTU NYTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetutb paboTy NnpoToKona STP Ha KoHdUTrypupyemom
nHTepoerice ans ykasaHHbix VLAN.

Paspewntb paboTy npoTtokona STP Ha KoHGUTYpUpyemom
nHTepoerice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NpUOPUTET MHTEPdENca B KOPHEBOM CBA3YHOLLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHWUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

vlan_list: (1..4094);

BK/IIOYMTD 3aLLMTY KKOPHA» Ha JaHHOM UHTepdelice ana
yKa3saHHbIX VLAN.

- root — 3anpewaet nHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaeT Ha UHTepdelice AONONHUTENBHYIO 3aLLMUTY OT
netenb. B cnyyae, ecnn nHTepdeic HaxoANTCA B COCTOAHMM,
oTAn4YHom oT Designated v npu aTom nepecraet nonyyaTb BPDU,
nHTepoeric baokupyercs;

- none — oTK/Ato4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.
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no spanning-tree vlan OTkntoumnTb BCe Guard-dpyHKUMM Ha nHTepdelice.

vlan_list guard

spanning-tree vian vlan_list 3anpetutb npmvem BPDU c pnarom TCN gna ykasaHHbIx VLAN.

restricted-tcn

—/BbIK/OYEHO

no spanning-tree vian PaspewwnTtb nprem BPDU c ¢narom TCN gns ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILLEHUSA YCTOMUYMBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWEe KONbLUEBYIO TOMOJIOTMIO, 33 CYET CHUMKEHUA BpPEeMEHMU
BOCCTAHOB/IEHWNA CETM B C/ly4ae aBapun. Bpema BOCCTaHOBAEHMA He npeBbiwaeT 1 ceKyHabl, YTO CyLecTBeHHO
MEeHbLLE BPeMEeHM NepecTPomKn CeTU Npu UCMNo1b30BaHNM NPOTOKO/I0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnmua 143 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

Paspewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ naeHTudumkaTtopom R-APS VLAN, no
KOTOpOM byaeT nepeaaBaTbca cnyxebHas MHGopmaums u
nepexos, B peXXMM KOHPUrypaLmMm KonbLa.

-vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHOUIypaLmmn KobLa:

console (config-erps) #

Tabnnua 144 — KomaHabl pexkuma KoHpurypaumm ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asuTb ananasoH VLAN B cnMCOK 3almieHHbIx VLAN.
-vilan_list — cnucok VLAN. inanasoH VLAN MoXHoO 3agaTb
nepeyncieHMemM Yepes 3anaTyto UM yKa3aTb HauyasbHoe 1

nn

KOHEeYHOEe 3Ha4YeHUA AMana3oHa Yepes ,u,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoHd VLAN n3 cnmncka 3awmueHHbix VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMYTATOpPa, BKAKOYEHHOIO B KONbUO.
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rpl {west | east} {owner |
neighbor}

no rpl

—/no rpl

BbibpaTb RPL-nOpT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTtom byaeT HazHayeH west-nopT;

- east — RPL-nopTom 6yaeT HasHaveH east-nopT;

- owner — KOMMyTaTop byaeT aBnATbCA BAagenbuem RPL-nopTa;
- neighbor — KommyTaTOp OyZeT ABNATLCA COCEA0M BAALENbLA
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpouTb ypoBeHb coobuieHnit R-APS. Heobxoammo gnn
NpoxoxaeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobuieHunit R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/110UNTbL GYHKLMOHMPOBaHME KO/bLA.

BbIKNOYNTL QYHKLMOHUPOBAHME KO/bLA.

version version

no version

version: (1..2)/2

BbIbpaTb pexxnm COBMECTUMOCTM C APYIMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — BepcuA npoToKkona G.8032.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KosbLa.

YCTaHOBWTb 3HaYeHMEe N0 YMONYAHWIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aTb NOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NnogKoOMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/lOYMUTbL OTNPaBKYy cMrHana ounctkn MAC-Tabanubl B OCHOBHOE
KONbLLO NPW NepecTpoeHnn NoAKObLA.

OTKAOYNTbL OTNPABKY cMrHana ounctkM MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoaKoNbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIMe COObLEeHUs
R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4ePKKM peakLmmM KoMMyTaTopa Ha
M3MEHEeHWe B COCTOAHMUM. BMecTo peakumm Ha cobbiTue
BK/IIOYAETCA Talimep, No UCTeYeHMN KOTOPOro KOMMYTaTop
nHbOPMUPYET O CBOEM COCTOAHMU. MpeaHasHayeH ans
yMeHblieHUa Gayaa NakeTos npu ¢aanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

timer wtr value

value:(1..12) mun/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPALLLEHNA YacTbIX 3aLLMUTHBIX NEPEKNOYEHMI U3-3a

MmH CWUrHaNO0B O HEMCMPABHOCTAX.

no timer wtr YCTaHOBWTb 3HaYeHME MO YMONYAHMUIO.

switch forced {west | east} dopcupoBaTh 3anNycK 3aLUTHOMO NEPEKNOYEHUA KoMbLa, Npu
—/no 3TOM H610KMPYETCA YKa3aHHbIN NOPT.

no switch forced OTMeHUTb popPCUPOBaHMA NEPEKNIOYEHUS KObLA.

switch manual {west | Bpy4Hyto 3ab10KMpPOBaTh YKa3aHHbIW west (east)-nopt u

east} —/no pa3bnoknposaTb east (west).

no switch manual OTMEHWTb PYYHYIO BNOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOAa B PEXMUM

KOHUrypaLmm KosbLa.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 145 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHum ERPS nnm
COCTOAHWUM YKa3aHHOrO KOJbLa.

show erps [vlan vian_id]

vlan_id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUWU U XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBaAOLLMM KOMMbIOTEPOM MO
npoTtokoay SNMP. Takum o6pa3om, Ha OCHOBAHUWN COBPaHHOMN MHPOPMaALMKM, Ha YNPaBAAIOLLEM KOMMblOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIMA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapamMeTpoB, TaK U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 146 — KomaHabl pexkuma rnobanbHoM KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoMMyTaTopy UCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCNOIb30BaHWe NpoToKoaa LLDP.

lidp timer seconds Onpenenntb, Kak 4YacTo YCTPOMCTBO ByaeT oTNpPaBaATbL
P seconds: (5..32768)/30 S yerp VA P

c obHoBneHne nHdopmaumm LLDP.

no lidp timer YCTaHOBWTb 3HAaYE€HNE MO YMONYAHUIO.

lidp hold-multiplier number 3a4aTb BE/IMYMHY BPEMEHW A/1A MPUHMMALOLLETO YCTPOKCTBA, B
TeYeHne KOTOPOro HYXHO yAepKnsaTb NPUHMMaEMbIe NaKeTbl
LLDP nepeg ux copocom.

[laHHaa BeNnYMHaA NepefaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
number: (2..10)/4 update-nakeTax (NnakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO ANA
Tarimepa LLDP (lldp timer). Taknum obpa3om, Bpems Ku3Hu LLDP-
nakeToB paccymuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMIO.

lldp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes,
seconds: (1..10)/2 c NOBTOPHOM MHULMann3aumen LLDP.

no lidp reinit YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.

174 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

lidp tx-delay seconds

no lldp tx-delay

seconds: (1..8192)/2 c

YCTaHOBUTbL 3aZePXKKy MexXagy nociegylowymn nepesadyamu
naketos LLDP, MHUUMMPOBAHHbIMU M3MEHEHUSMU 3HAYEHWI
WAW cTaTyca B NOKaNbHbIX 6a3ax AaHHbIX MIB LLDP.

V PekomeHayeTtcs, 4TO6bl AaHHasA 3ageprKKa

6blna MmeHblle, yem 3HauyeHue 0.25* LLDP-
YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.

lidp lidpdu {filtering |
flooding}

no lidp lidpdu

—[filtering

Timer.
OnpeaennTb pexkum 06paboTku naketos LLDP, Korga npoTokon
LLDP BbikNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, 4yTo LLDP-nakeTbl puabTpytoTCa, ecnm
NpoTOKOA LLDP BbIKAOYEH Ha KOMMYTaTOpE;
- flooding — yKkasbiBaeT, uto LLDP-naKkeTbl nepeaatoTcs, ecam
npoTokon LLDP BbikAtOYEeH Ha KOMMYyTaTOope.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

YcTaHoBWTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaenaemoro nocpeacrtsom LLDP-MED.

number: (1..10)/3

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

no lldp med network-policy
number

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

OnpegenvTb NpaBuao a4 napametpa network-policy (cetesas
NOAUTUKA YCTPOICTBA). JaHHbI napameTp aBaserTcs
OMNUMOHANbHBLIM ONA pacwMpeHna NnpoTokona LLDP MED.

- number — nopsaKoBbI HoMmep npasuna network policy;

- application — rnaBHaa GyHKUMA, onpeaeneHHan ANA JaHHOTO
npasuna network policy.

-vlan_id — npeHtndukatop VLAN gnsa gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn

HeTernposaHHol byaet VLAN, ucnonb3syemas gaHHbIM NpaBuaom.

- priority — NnpuUopWTET JaHHOTO Npasuna (Mcnosb3yeTcs Ha
BTOpOM ypoBHe mogenu OSl);
- value — 3HauyeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUJIOM.
Ecnun He yKasbiBaTb 3HaYeHMe DSCP, no ymon4yaHmio KOMMyTaTop
6ypet oTnpasnaTb napametp DSCP 0.

V UsmeHeHue network-policy BO3M0OXXHO TONbKO

rae oHa npumeHeHa.

nocne cHATUA NOJUTUKU CO BCeX MHTepdeiicos,
YpanuTb co3gaHHoe nNpasuao Ans napameTpa network-policy.

lldp notifications interval
seconds

no lidp notifications
interval

seconds: (5..3600)/5
c

YCTaHOBWTb MaKCMMaJibHYHO CKOPOCTb Nepeaadn yBeaoMIeHuUin
LLDP.

- seconds — nepuog, BpeMeHu, B Te4eHne KOTOPOro YCTPOMUCTBO
MOXKeT 0TNpPaBuTb He 60s1ee 04HOro YBeAOMAEHUSA.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnunua 147 — KomaHabl pexkuma KoHdurypaumnm nHtepdelica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

lidp transmit

no lidp transmit

lidp receive

M0 YMONYaAHMIO
pa3speLueHo
Mcnonb3oBaHMe B 060MX
HanpasaeHUsX.

Pa3pewuntb nepegayy naketos no npoTokony LLDP Ha
nHTEpdelice.

3anpeTnTb Nepegavy NaketTos No NpoTokony LLDP Ha
MHTepodeiice.

PaspewunTb npuem naketos no NpoTokony LLDP Ha
nHTEpdelice.
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no lidp receive

3anpeTnTb NpMem NakeTos No nNpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onunoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi aocTynHa TO/NbKO Ha
V YCTPOCTBaX ¢ noaaep:xkoii PoE.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanumo
onuMoHanbHble TLV He
BKJ/IIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — go6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — f06aBuUTL/yaanuTb onpeaeneHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyanutio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaennTtb ynpasaaoWwmii agpec, ob6bABAEHHbIN Ha

nHTepoelice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABNEH;

- automatic — yKasbIBaeT, 4TO cMCTeMa aBTOMATUYECKH

BblOMpaeT ynpaBastoLwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

afipecoB 3afaHHOro UHTepdelica.

Ecnun untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexxat VLAN, To gaHHbI agpec VLAN He byget

BKJIKOYEH B CMIMCOK BO3MOMHbIX YNPaBAAIOLWMX apecos.

V B cnyyae Hannuma HeckonbKux IP-agpecos cuc-
Tema BblbupaeT HauyanbHbIii IP-agpec us gnana-
30Ha AMHamu4yeckux IP-agpecos. Echm guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIK IP-agpec U3 guanasoHa BO3-
MOXHbIX cTaTU4ecKux IP-apgpecos.

Ypanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMONYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpelyeHa.

Pa3spelunTb/3anpeTuTb OTNpaBKy yBeaomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewnTb ncnosb3oBaHMe paclumpeHns npotokona LLDP

location, MED.
inventory)/3anpetueHo B KOMaHAy MOXHO BKNHOUYUTH OT OAHOTO A0 TpeX
UCNonb3oBaHne cneymanbHbix TLV.
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuno network-policy saHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT npaBuno;
number: (1-32) - remove — yaanseT Npasuno;

no lldp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)
6aur.

3apaTb MecTonoN0KeHMe YCTPOWUCTBa AN NpoTokona LLDP
(3HaueHne napameTpa location npotokona LLDP MED).

- coordinate — appec B cuCTeMe KOOPAMHaT;

- civic_address_data — aAMUHUCTPATUBHBLIN agpec
YCTPOMCTBA;

- ecs-elin_data — agpec B popmate, onpeseneHHoOm
ANSI/TIA 1057.
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no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mectonosioxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpasKy yBegomneHunin LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — paspelaeT oTNpaBKy yBEAOMIEHNI;

- disable — 3anpeLaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

v

KaXabli NopT rpynnbl.

%

MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
TaMu rpynnbl, NPUHABLWMMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobeHunn Ha

Pa6oTa npoTtoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPoTOKonom STP-nopTax.

Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabanua 148 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0bMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepdencos
YCTPOMCTBa, MO0 33AaHHbIX MHTepdENCOoB.

show lildp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex pusmnyeckmx nHtepdelicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MNMoKas3aTb MHGOPMaLMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabortaet npoTtokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb ctaTnUcTuky LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb Ans nopta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. na gaHHoro nHtepdenca gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabanuya 149 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpegenunTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEHMA.

Onpepenutb BennUnHy Bpemenn (TTL, Time-To-Live) 418 NPUHUMALOLLETO YCTPO-
Hold Multiplier CTBa, B TEYEHME KOTOPOTO HYXKHO YAepKnBaTb NpUHMMaemMble nakeTbl LLDP nepep,
ux cbpocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaNbHOE BpeMA, B Te4eHne KOTOpOoro nopT 6yp,eT OXnNOaTb nepen

Reinit delay nocbinkol cneaytouwero LLDP-coobueHus.

Tx delay Onpeaenuntb 3a4epKKY Mexay I'IOCﬂue,L'J,WOLLI,VIMM nepegadyamu LLDP-kagpos, MHULN-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHuU NMbo cTaTyca.

Port Homep noprta.

State Pexkum paboTbl nopTa gas npotokona LLDP.
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MNepepasaemole TLV-onumu.
Bo3MoOHble 3HaYyeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cuctembl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopbli nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpelieHsl ysegomnenuma LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full

duplex mode
Operational MAU type: Unknown

duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Tabnnua 150 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Umsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.
System name CucTeMHOe UMA YCTPOMCTBA.
Capabilities [aHHoe none onucbiBaeT TUN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoiictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwncaHue nopTa cocegHero ycTpomncTaa.

Management address Appec ynpaB/iieHUA yCTPOMUCTBOM.

Auto-negotiation
support

OnpegensaeT, NnoaAepKMBaETCA 1M aBTOMATUYECKOE onpeaeneHne pexmuma nopra.

Auto-negotiation
status

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHns pexxmma
nopta.

Auto-negotiation OnpepenseT pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSHUA KaHana. B aTom npoTokosie gna
nepegayn MHPoOpmaLMM O COCTOAHUM KaHasla MeXKAy HemnocpeacTBEHHO MOAKAHYEHHbIMU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/KHbI MOAAEPHKUBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnmua 151 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

BkntounTb nopaepky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KOHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepnopg, yctaHaBAnBaetca komaHaol ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBWUTbL BPEMEHHOM MPOMENKYTOK A1A noacyeTa KoandyecTsa
OLWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog,
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTbL BPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXknMm paboTbl npoTokona OAM:
- active — kommyTaTop noctoaHHO oTnpasaseT OAMPDU;

—/active - passive — KommyTaTop HaunHaeT otnpasaaTe OAMPDU Tonbko
npu Haanumum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUNTL NOAAepKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWUIO.
mote-loopback supported
ethernet oam uni-direc- BKOUNUTL GYHKLMIO OBHAPYXKEHUA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBWTL 3HaUYEHWE MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpeaenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anuchb B }KypHan;
—/log - error-disable — nepesog nopta B coctosiHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOIHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUYNUTL arpeccuBHbIV peXUm onpeseneHns
tional detection agressive OfHOHanpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/I04eHO

no ethernet oam uni-direc-
tional detection aggressive

nome4yaeTca Kak OAHOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe nNo YMOANYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 ¢

YCcTaHOBWUTb BPEMEHHOW UHTepBan AN OnpeAesieHUsa TUNa CBA3K
Ha nopry.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI 414 NPUBUIAETMPOBAHHOMO NoAb30BaTena. Bua 3anpoca KOMaHAHOW CTPOKM

perknma privileged EXEC:

console#
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Tabnunua 152 — KomaHabl pexxuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OYnCTUTL cTaTUCTURY Ethernet OAM gna ykasaHHOro nHTepdelica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasunTb coctoaHmne npoTokona Ethernet OAM gna ykasaHHoro
MHTepodeica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT106pasnTb CTaTUCTUKY O6MEeHa NPOTOKO/IbHLIMM COOBLLEHNAMM
019 yKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobpa3unTb HacTpoikn Ethernet OAM pnsa ykasaHHoro
nHTepdeiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pasnTb COCTOAHME MeXaHU3Ma onpeaeneHns
OfHOHanpaB/IeHHbIX CBA3EN AJ1A YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHWA KaHaa C NOMOLLbIO
ethernet oam remote-loopback Ha ykasaHHOM MHTepdeiice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client
MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

3

active

not supported
supported
supported

not supported
1500

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseT dbyHKUMM Habaoge-
HWA, NOUCKa U YyCTPaHEHMA HeMcnpaBHocTel B ceTax Ethernet, No3BonsAs KOHTPO/IMPOBATL COEANHEHNE, U30-
IMPOBaTb NPOBHEMHbIE YYACTKM CETU U MAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHSAINCL OrpaHuYe-

HUA B CETU.

MpoToKon onepupyeT cieayowmumMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acToOK CceTu, NpUHaaNeKalni U ynpaBaseMbli O4HUM ONePaTOPOM;
= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAuHakoBbIn naeHTudmkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-

BUCa;

= Maintenance association End Point (MEP) — KoHeyHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-

HULE;

= Maintenance domain Intermediate Point (MIP) — npomeyTouyHaa To4yKa A0MeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma ri1ob6anbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabnnua 153 — KomaHabl pexkuma rnobanbHom KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name:(1..32)
CMMBO/I0B
level: (0..7)/0

Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
«name» 1 NepeinTh B pemMm KOHOUTYPUpPOBaHUA 4OMEHA.
- level — yposeHb CFM aomeHa.

Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume KOHGUryprupoBaHna gomeHa:

console (config-cfm-md) #

Tabnuua 154 — KomaHapl pexxuma KoHpurypuposaHma CFM-gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos

YKasatb ngeHtuoukatop CFM-gomeHa (MD). MmeHem gomeHa
MOXET 6bITb:
- dns — dns-ums;
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mac_address : H.H.H
mnm H:H:H:H:H:H vam H-
H-H-H-H-H
number: (0-65535)

no id

Mo ymonuaHutio: id name
COOTBETCTBYET UMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;
- mac_address number — MAC-aapec 1 YucnoBoi
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

service port

{ vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

no service vlan vian_id

Co3pgaTb CFM-cepsuc (MA) 6e3 npusasku K VLAN 1 nepexos B
pexxmMm KoHOUIYpUpoBaHUA cepauca.

Ypanute CFM-cepsuc (MA).

Co3gatb CFM-cepsuc (MA), npmeasaHHbIi K VLAN c Homepom
«vlan» v nepeiTn B peXMm KoHOUTypMpoBaHUA cepsuca. UmeHem
CepBUCa MOXKET bbITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

—/a BTOMaTU4eCcKoe
CO34aHue OTK/Ilo4EeHO

no mip auto-create

BKNHOUMTL aBTOMATUYECKOE CO34aHME MPOMEKYTOUYHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCex nNopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heobs3aTenbHblii NnapameTp «lower-mep-only» nckaoyaeT us
CMUCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepBuca.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUsa cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIyprupoBaHUa AOMeHa:

console (config-cfm-ma) #

Tabnuua 155 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

continuity-check in-
terval interval

no continuity-check
interval

interval: (1, 10, 100, 600) ¢/
1lc

YcTaHOBUTb MHTepBan oTnpasku Continuity Check coobuueHmnii.

YCcTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWUTL HanpaBneHe KoHeYHoM Toukon cepsuca (MEP) B
HUCXoAsALLee.

YCTaHOBWTL HanpaBneHMe KOHeYHOoM To4KK cepsuca (MEP) B
Bocxoasllee.

efd notify erps

no efd notify erps

— /BbIK/OYEHO

BK/IOUNTL OTNPABKY yBEAOMIEHWI 06 06HapyKeHUU n3MeHeHus
cocToAHMA Konbla ERPS Ha cobbiTuaA events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoupsto Continuity Check Protocol (CCM)

OTKNIOYUTb OTNPABKY YBEAOMIEHWUNA.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHtMpmnkatopom
«id» K AaHHOMY cepBuCy.
[laHHOW KOMaHpAoI OocyLecTBAAETCA TONbKO NpUBA3KA
MEP K cepBucy. MEP co3gaetca B pexxume KOHPUrypu-
poBaHusa uHtepdeiica.

YAanuTb KOHEYHyo TouKy cepsuca (MEP).

mip auto-create {
lower-mep-only |
none }

— /N0 yMmon4aHuio
MCNONb3YeTCA PeXKNM,
CKOHOUIYpUPOBaHHBbIN ANA

BK/OUMTb aBTOMATUYECKOE CO3JaHNe NPOMEKYTOUHbIX TOUEK
cepsuca (MIP). NMpomexyTouHble Touku cepsuca (MIP)
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no mip auto-create

AOMeHa, B KOTOpOM
HaxoaAunTca cepsuc

CO34at0TCA Ha BCex nopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHble napameTpbl:
—  lower-mep-only — nckao4aeT U3 cnmMcka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeyHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 156 — KomaHabl pexkmuma KoHPurypuposaHusa nutepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBONOB;
number: (0..65535).

Co3patb Ha UHTepdelice KoHeyHoM Toukn cepeuca (MEP) ¢
naeHTudmKaTopom mep_id pns yKazaHHOro cepBmca B YKasaHHOM
JOMEHe 1 nepexos, B pexunm koHdurypmposarua MEP.

YAanuTb KOHEYHYIO TOUKY cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHgU2ypuposaHUa KoHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUMe KOHGUIyprpoBaHUa AomeHa:

console (config-if-cfm-mep) #

Tabnuua 157 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Touku (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BrkntoueHune otnpasku Continuity Check coobuieHni.

YCcTaHOBUTb 3HaYyeHue no YMONYaHULO.

COs cos

no Cos

cos: (0..7)/7.

YcTaHOBUTb 3HauYeHue npuopuTeta CoS, ¢ KoTopbim 6yayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaTb MHTepBas 3a4ePKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepnpoBaTbCA aBapuA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHMUU KOTOPOTro
npousonaeT cbpoc aBapuu.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BKAOYUTL YBEAOMAEHMA ANA ONpeAeieHHbIX TUNOB COBbITHIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — To/bKo cobbitua DefError u DefXcon;
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- remote-error-xcon — To/1bKo cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOMNEHUSA OTK/KOUEHbI.

no alarm notification YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnnua 158 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

show ethernet cfm do-

R name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKazaHHOM AOMeHe Uau 060 BCex.
main [name]

0OT06pa3znTb MHPopmaumio 06 owmnbKkax Continuity Check
npoToKona.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pa3nTb MHGOPMALMIO O NOKANbHBIX UK YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonoB

[domain-id { dns name | mac-address: H.H.H uw OT06pasnTb MHGOPMALIMIO O MPOMENKYTOUHbIX TOYKaX CepBMmca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) /179 yKa33HHOTO AOMEHa AW ANA BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OTo6pasnTb CFM-CTaTUCTUKY AN BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); 0OT06pa3nTb CFM-CcTaTUCTUKY A5 YKA3aHHOTO OMEHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKunA pesepBMpoBaHUA, NpegHasHadeHHaa AnA obecneyeHMA HAZEXKHOCTM KaHana
nepeaaun aaHHbix. B ceaske flex-link moryt Haxoautbesa ethernet n port-channel untepdelicbl. OanH U3 aTnx
NHTepdelicoB HaxoamMTcA B 3a0I0KMPOBAHHOM COCTOAHUM U HauyMHAET NPOMYCKaTb TPadMK TONbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NIopmos

Bupa, 3anpoca KOMaHAHON CTPOKM B pexmme KOoHoUrypupoBaHua uHtepdeiica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console (config-if) #

186 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

Tabnuua 159 — KomaHabl pexkmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsi noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
flex-link backup { Bkntoumnth flex-link Ha MHTepdeice n HazHauMTb BbIBpaHHOMY
tengigabitethernet te_port uHtepdericy ponb backup-untepdeiica s flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BoikntounTb flex-link Ha MHTepdeiice 1 yaanuto Bblb6paHHbIM
tengigabitethernet te_port nHtepderic us flex-link napsi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3agaTb AeicTBME NPy NOAHATUU MHTepdelica, y4acTBYHOLLEro BO
[forced | bandwidth| off] flex-link:
- forced — ecnmn nogHaBWMIiCA MHTEpPdENC HAaCTPOEH Kak master, To
OH CTaHEeT aKTUBHbIM UHTepdeicom;
—Joff - bandwidth — npu nogHAaTUM MHTEpdelica aKTUBHbBIM CTaHeT
UHTepdelic c bonbluei NPonyCcKHOM CNOCOBHOCTLIO;
- off — nogHaABWUIica nHTepdelic ocTaHeTca B 3a6/10KMPOBaHHOM
COCTOSIHUM.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
mode
flex-link preemption delay 3afaTb BpemMa OT Nepexoaa OTK/AYEHHOro NopTa B COCTOAHNE
delay «up», N0 NPOLIECTBMM KOTOPOTO BbINOJIHAETCA AEUCTBME,
delay: (1..300)/35 ycTaHoBneHHoe komaHgo flex-link preemption mode.
- delay — nepwvog BpemeHu, B CEKYHAAX.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
delay

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 160 — KomaHapl pexxknma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); Moka3saTtb KoHdurypauuto dyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETU.

L2PT wuHkancynupyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha ApYyroh rpaHUYHbIN
KOMMYTATOpP, KOTOPbIM OXKMAAET CNeLnanbHble MHKANCcyIMpoBaHHbIe Kafpbl, @ 3aTem AeKancyanpyeT ux, 4to
No3BO/AAET NO/Ab30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CyKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CcBA3yloLLEee AepeBO, HECMOTPA Ha TO, YTO KOMMYTaATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 54 — Mpumep paboTbl dyHKuMM L2PT). MHPopmauna 06 nsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
nposangepa

LIl ] switch 2

PucyHok 54 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, n npose-
PSeT, BK/OMEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAupoBaHue, otnpasndetca PDU-Kaap;

— BO BCce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENAWpPOBaHWe, OTNpasBnAeTca
MHKancynnposaHHbii PDU-Kaap (McxogHbit Kagp ¢ Destination MAC-agpecom, MU3MEHEHHbIM
Ha TYHHE/IbHbIN).

Ecnu HaCTDOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetcA B 06paboTUMK COOTBETCTBYHOLLLErO NPOTOKOA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM NOPTY BK/OYEHA HACTPOIMKa I2protocol-tunnel (He3aBncMMo OT NpoTo-
Kona).
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2. Mpwn nepexsate naketa ¢ MAC-agpecom Ha3HAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/aa nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoToKon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BKAKOYEHA /IM HA MOPTY, C KOTOPOrO MPUHAT MHKANCcynuMpoBaHHbIA PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HacTpolika BK/tOYEHa, TO:

—  MNOpT, C KOTOPOro 6blN1 NONYYEH MHKaNCyAnpoBaHHbIM PDU-Kkagp, 61oKupyeTcs ¢ npuumHoi 12pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BcCe noptbl VLAN, Ha KOTOpbIX BK/AIOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancyamposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHEAUWPOBaHWE, OTnpasBaseTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 161 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o yMmon4arHuro

12protocol-tunnel address 3apaTb MAC-agpec HazHayeHUs ANA TYHHEeNMPYeMbIX KafpoB.

mac_address:
{mac_address} (01:00:ee:ee:00:00,

01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I12protocol-tunnel ad-
dress

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuyHOom uHTepdeiice aonKeH 6biTb OTKAIOUEeH NpoToKon STP (spanning-tree
disable).

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, uHtepdeiica rpynnbi
NopTOB:

console (config-if)#

Tabnnua 162 — KomaHgbl pexxuma KoHdpurypaumm nHtepdeliica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
YMOMYAHUIO

12protocol-tunnel {stp | lacp BKAOUMTD pexnum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IOYEHO
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no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKNOUNTE peXMm MHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS gnAa 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
I12protocol-tunnel drop- HacTpouTb Noporosoe 3Ha4eHUe CKOPOCTH BxoaALLmMX PDU-
threshold {stp | lacp | lidp | KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/IEXKALLNX
isis-11 | isis-12 | pvst | cdp | WHKancynauuu. Npu npesbiweHun nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBatoTCA.

OTKAOYUTD PEXKUM KOHTPOAA CKOPOCTM BXxoaALWmMX PDU-
Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

WHKancynaumu. NMpu npesbiweHnn nopora nopT byaet
nepeseseH B cocTonHue Errdisable (oTkntoueHn).

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKkeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLUX

OTKNOUYUTD PEXKUM KOHTPOANA CKOPOCTM BXoaAwmx PDU-
Kaapos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 163 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

0OT06pa3nTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
WUAKn ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OuncTUTb cTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
NMHTepdelc He yKasaH.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntounTb otnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel
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= BK/AKOUYUTb PeXUM TyHHenunpoBaHus STP Ha uHTepdeiice, yctaHOBUTbL 3HaYeHMe CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUM TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca ana sbigeneHna VolP-ob6opyaoBanus B otaenoHyto VLAN. ns VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUBYTLI 418 NPUOPUTM3ALNM TpaduKa. Knaccndpurkauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta NpoMcxoguT aBTOMaTUUYECKU, KOrAa Ha nopT
noctynaet kKaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— AaHHbIN NopT gobasnserca Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopynoBaHue HacTpamBaeTcsi, 4Tobbl paccbinaTb TermpoBaHHble naketbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpocskl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomouiblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKMU
Ha3HauaeT cebe VLAN ana mapkuposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npouzsodumernsd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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« Voice VLAN moKeT 6biTb aKTUBUMPOBAH Ha NnopTax, paboTtarowmx B pexkxume trunk n general.
V MNpu HasHaueHun Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA Heob6xogumo uc-
nonb3osarthb lldp-med noantnku nnm DHCP.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 164 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTb TaiMayT AJ/1A NOpTa, NPUHAA/IEXKaLLLEro K voice-vlan.
Ecnu c nopTa B Te4eHMEe 3a,aHHOTO BPEMEHM He 6bl1I0 KaApoB C
OUl VolP-obopyaosaHus, To voice vlan yaanaetca ¢ gaHHoro
nopTa.

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YCcTaHOBUTb BbIXOAHYIO odepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKntoyaeT nepeHasHayeHne CoS Ha yKasaHHbIM A
Tpadmka B Voice VLAN.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YcraHoBuTb naeHtuonkatTop VLAN gna Voice VLAN

Yaanutb naeHtndpunratop VLAN ana Voice VLAN
Ana ypaneHuna ngentueukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAOUMTL ¢PyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktnposatb Tabamuy OUI.
- oui — nepsble 3 6alita MAC-aapeca;
- word — onvcaHue oui.

YpanuTb Bce Nosib3oBaTenbckue nameHeHuns OUI-Tabamubl.

voice vlan oui-table auto-
learning

no voice vlan oui-table
auto-learning

—/BbIK/IIOYEHO

M03BONTL BKIOUMTbL aBTOMATMYECKOe 3anosiHeHne OUI-
Tabmubl Ha ocHOBe NPUHATbIX LLDP.
Mpwu ucnonbzosaHum c port security Bo3amo>kHa paboTa
V TONbKO B pexxume max address.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

voice vlan secure mac-
learning

no voice vlan secure mac-
learning

—/BbIK/OYEHO

YcTaHOBUTb 3anpeT Ha usydyeHme MAC-agpecos, nepsble 24
6uTa KOTOpbIX coBNagatoT ¢ 3anmucamu us OUI-Tabauubl Ha
KOMMyTaTope, B HeTernpoBaHHOM VLAN.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

—/BbIK/OYEHO

BkatounTtb/oTKkNtOUMTL Voice VLAN.

BepHyTb 3HaYeHWe No YMONYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 165 — KomaHab! pexxuma KoHdpurypaumm nHtepdeliica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan enable
no voice vlan enable

— /BbIKIOYEHO

Bkatoumntb Voice VLAN ana nopra.

OTkntoumTb Voice VLAN gns nopTa.

voice vlan authentication
bypass enable

— /BbIK/OYEHO

no voice vlan
authentication bypass

PaspewwnTb Tpadumky Voice VLAN nrHopmpoBaTb
ayTeHTUdMKaumio 802.1x.
V dyHKuMOHaN paboTaeT gna pexkumos dotlx
host-mode single-host, multi-session.

3anpetutb Tpaduky Voice VLAN urHopuposatb
ayTeHTUdMKaumio 802.1x.

no voice vlan cos mode

enable
voice vlan cos mode {src | BK/OYMTb MapKMPOBKY TpadumKa 41 BCeX Kagpos, B0 TOIbKO
all} —/src AN UCTOYHUKA.

BoccTaHOBUTL 3HaYeHme nNo YMONYaHULO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 166 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show voice vlan type oui
[dynamic] —

MokasaTtb KoHourypaumio ¢pyHKumm Voice VLAN n OUI-Tabanuy.
- dynamic — nokasatb KoHourypaumio dyHKumm Voice VLAN un
AuMHamuyeckune 3anucu B OUl-Tabnunue.

5.19 FpynnoBas agpecauyua

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnonb3yeTcs B CETAX MPynnoBon paccblikn. OcHoBHOW 3agayen IGMP
Snooping ABnsAeTCcA NpefoCcTaBAeHMe MHOTOaAPEeCHOro TpaduKa TONbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocun

ero.

v

IGMP Snooping moxeT Ucnonb30BaTbCA TONbKO B cTaTuueckoi rpynne VLAN. MogpepKu-
BaloTca Bepcun npotrokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1o6bl IGMP Snooping 6bin akTMBHbIM, PyHKUUA rpynnosoi ¢uabTpauum “bridge mul-
rad ticast filtering” ponxkHa 6bITb BKAOUEHa (cm. pa3gen 5.19.2 NMpasuna rpynnoBoit agpeca-

uum (multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOA4pPEeCHbIe MapLLIPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;
— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATLI Ha NOPTY;

— nakKeTtbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NopTy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaLmm:

console (config) #

Tabnunua 167 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip igmp snooping

no ip igmp snooping

no ymonyaHuio GyHKLmMA
BbIKNIOYEHa

Pa3spewnTtb ucnosb3osaHue ¢pyHKuMmn IGMP Snooping
KOMMYTaTOpOM.

3anpetuTb ncnonb3osaHue dyHKLuMM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
no ymonyaHuio GyHKLMA
BbIK/IlOYEHa

PaspewnTtb ncnonbsosaHme dyHKuun IGMP Snooping
KOMMYTaTOpOM A/1A faHHOro uHTepderica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ncnonb3osaHue dyHKLuMmn IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B NopTbl, NPUBA3aHHbIE K rPynne, COrMacHo
Tabsmue ip igmp snooping groups.

OTKNtOUYUTL NepeHanpasneHne naketos IGMP GroupSpecific
Query B NOPTbI, NPUBA3aHHbIE K rpynne, cornacHo Tabaunue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperunctpupoBatb rpynnosoii IP-agpec B Tabnanue
rpynnoBoi agpecauum u cTaTMyeckn fo6asuTb MHTEpdENnchl
13 rpynnbl gna Tekylen VLAN.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnoso# IP-agpec.
MNepeuyncneHne nHTepdelicoB OCYLLECTBASETCS YEPE3 K-» U
«,”.

Ypanute rpynnosoit IP-agpec 13 Tabaunupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
M0 YMONYaHUIO
paspelueHo

PaspewunTtb gns gaHHow rpynnsl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb gna gaHHol rpynnbl VLAN aBTOMaTUYecKoe
pacrno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaennTb NOPT, K KOTOPOMY MOAKIOYEH MapLLIpyTU3aTop
MHOToaZpecHOM PaccblIKM AN 3agaHHoin VLAN.
- vlan_id — naeHTMdUKaumoHHbIM Homep VLAN.

YKasaTb, YTO K MOPTY HE MOAK/YEH MapLLIPyTU3aTOp
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHne nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLLpPyTU3aTOP MHOIOaAPECHOMN PACChINKMU.

- vlan_id — naeHTMdUKauMOoHHbIM Homep VLAN.

CHATb 3anpeT Ha onpegeneHre NopTa Kak nopTa, K
KOTOPOMY NOAKNHOYEH MapLUPYTU3aTOP MHOFOAAPECHOM
PaccbIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaya 3anpocos
OTK/IKOYEHa

BKNOUMTL NOAAEPKKY BblAauM 3anNpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKNOYUTDL NOAAEPKKY BblAAUM 3aNpOCOB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKAtounTb 3ameHy IP-aapeca NCTOYHMKA Ha YKa3aHHbIN IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopbIi byaeT nponsseneHa
3ameHa SRC IP.
3HauyeHue no ymonyanuio 0.0.0.0 rosoput o Tom,
V yTto 3ameHa SRC IP IGMP report nponsBoauUTbca He
6yper.

OTKNOYNTL 3ameHy IP-aapeca nctoyHmka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlian
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
—/BbIKNOYEHO

BkntounTb 3ameHy MAC-agpeca UCTOUYHMKA HA YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — naeHTuounKaumoHHbIn Homep VLAN;

- mac_address — MAC-agpec, KoTopblit byaeT noacTaBneH B
naket IGMP report.

OTkAtounTb 3ameHy MAC-agpeca UCTovHMKa B nakeTax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Paspewuntb nogmeHy MAC-agpeca UCTOYHUKA naun IP-
agpeca UCTOYHMKA BO Bcex naketax IGMP report,
NoCTynalLWuX B 3a4aHHbIN NOPT B 3a4aHHON VLAN.
-vlan_id — ngeHTMdUKauMoHHbI Homep VLAN.

3anpetntb nogmeHy MAC-agpeca UCTOYHKMKA naun IP-appeca

. . —/paspeleHo
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatoLmx B
interfaces 3aZaHHbIA NOPT B 3agaHHOM VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuto IGMP-npoTokona, Ha OCHOBaAHUMU
querier version {2 | 3} KoTopou byayT dopmuposaTbca IGMP-query 3anpocsi.
—/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

vlan_id: (1..4094)

Onpenenntb UcxogHbIV IP-agpec, KoTopbl byaer
mcnonb3osaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnsaeT IGMP-3anpochl.
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no ip igmp snooping vlan
vlan_id querier address

YCTaHOBUTb 3HaYeHMe Mo ymonyaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/OYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To nopT A0JIXKeH bbITb
HemeaNeHHOo yganeH us rpynnel IGMP nocne nonyyeHua
coobuieHuns IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT To1bKO B
TOM CNy4ae, Korga Bce Nosib30BaTeNu, NOAKAOUYEHHbIE K
AaHHOMY MOPTY OTAMCANNCL OT FPYNMbl (CHETUMK
nosb3oBaTenein BeAeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax (Npu ycnoeuu, yto npouecc IGMP Snooping
Immediate-Leave He BKAOYEH rN06anbHO Ha TeKyLuen
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywer VLAN nnum ykasaHHom ¢dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb GyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKAOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4aTb OT CBOEIO UMEHU
Ana ctatnyeckmx rpynn. Knnentckue IGMP report ans
CTAaTUYECKMX rPynn Npu 3Tom oTbpacbiBatoTCA.

- version — yctaHaBanBaeT Bepcuto IGMP gna otnpasku
nakeTos. [10 ymonyaHuio Bepcua onpegenaerca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTL MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-nHTepdelicoB Ha yKasaHHbIM vlan_id.

interface — mannuHT BKAOYAETCA TONIbKO HA YKa3aHHbIX
nHTepdercax.

BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKa3aHHbIx QinQ-uHTepdeicos.

interface — MannuHr BbIKNKOYAETCA TO/ILKO HA YKa3aHHbIX
nHTepdercax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAtOUNTE ManNNUHF TerMpoBaHHbIX cvlan-id IGMP-3anpocos
ana QinQ-nHTepdeincos Ha ykasaHHbIN vlan_id. interface —
ManmnWHF BK/IOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKNOYMTb MANMUHT TErMpPOBaHHbIX cvlan-id IGMP-
3anpocoB A1 yKasaHHbIXx QinQ-uHTepdelicos.

interface — mannuHr BbIKNOYAETCA TONbKO HA YKa3aHHbIX
MHTepdeicax.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabanua 168 — KomaHgbl pexuma KoHpurypaunmn nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHOBUTbL 3HaYyeHue yctonumsoctu gns IGMP.
Ecnun Ha KaHane HabnlodaeTca NnoTeps AaHHbIX, 3HAaYEHUe
YCTOMYMBOCTU JOMIKHO BbITb yBEINYEHO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcTaHoBUTb Bepcuto IGMP-npoToKona.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBUTb TailimayT, N0 KOTOPOMY CUCTEMa OTNpPaBAAET
OCHOBHbIE 3aMpPOChl BCEM Y4aCTHUKAM rpynnbl MHOrOa4pecHow
nepefaun onsa NPoOBEPKU UX aKTUBHOCTMU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MAaKCUMaJIbHOE BpemMA OTBETa Ha 3anpoc.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHown robustness

YCTaHOBUTb KOZIMYECTBO 3aNPOCOB, NOC/E PACCHIIKM KOTOPbIX,
KOMMYTaATOp onpegenAaeT, YTO Ha AaHHOM NOPTY HeT
XeNnawuwnx y4actsosaTb B MHoroaAPECHOVI paccbl/iKe.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCTaHOBUTb MHTEPBAA 3anpoca ANA NocneAHero y4acTHUKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 169 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexkmme «access».
’ Ana pabotbl gaHHOU PyHKUMM TpebyeTca BKAOUEHUe
b ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbIKntounTb NepeHanpasneHune IGMP-3anpocoB ¢ KANEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».
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switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpaduk nepenaetcs
Ha NOPT HETErMPOBAHHbBIM WU/IM TETMPOBAHHbBIM B 3aBUCUMOCTHU
oT napamertpa tagged. MapameTp tagged yKasbiBaeT Ha To, YTO
Multicast-Tpaduk fonKeH OTNPaBAATLCSA B NOPT TEFMPOBAHHbIM
B8 Multicast VLAN.

BbikntounTb NepeHanpasneHme IGMP-3anpocos B Multicast
VLAN. MopT nckatoyaeTcs 13 rpynn MHOroaapecHom paccbl/ikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM MW TETMPOBAHHbLIM B
33aBUMCUMMOCTM OT NapameTpa tagged. MapameTp tagged
yKa3blBaeT Ha To, 4yTo Multicast-Tpaduk gonKeH oTNpaBnATbCA B
nopT TerMpoBaHHbiM B Multicast VLAN.

BbikntounTb NnepeHanpasneHne IGMP-3anpocos B Multicast
VLAN. MopT nckAtoYaeTcs 13 rpynn MHOroaapecHom paccbikv B
Multicast VLAN.

KomaHOobl pexcuma EXEC

Bce KomaHAb! AOCTYNHbI TONBKO /1A NPUBUAETMPOBAHHOIO NOJIb30BaTENA.

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanuya 170 — KomaHgb! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show ip igmp snooping
mrouter [interface vian_id]

vlan_id: (1..4094)

MNokaszaTb MHOPMaLUUIo 06 M3yUYeHHbIX MHOFOaAPECHbIX
MapLIpyTU3aTopax B yKasaHHo rpynne VLAN.

show ip igmp snooping
interface vian_id

vlan_id: (1..4094)

MNokaszatb uHPopmauuto IGMP-snooping gns JaHHOrO
nHTepoeiica.

show ip igmp snooping
groups [vlan vian_id]
[ip-multicast-address
ib_multicast_address]
[ip-address IP_address]

vlan_id: (1..4094)

MoKkasaTb nHbopMaLMio 06 M3yUYeHHbIX MHOTOa4PeCHbIX
rpynnax, y4acTByHOLLMX B rPYNMNOBOI paccbiiKe.

show ip igmp snooping cpe
vlans [vlan vian_id]

vlan_id: (1..4094)

MokasaTtb Tabanuy cooTseTcTBUI mexay VLAN obopynoBaHus,
YCTAHOBJ/IEHHOTO Y nonb3oBatena, n VLAN ana teneseLLaHus.

show ip igmp snooping
authorization-cache
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

BbiBecTn nepeyeHb aBTopn3oBaHHbIX IGMP-rpynn Ha Bcex
HTepdericax KommyTaTopa, MMHB0 TONbKO Ha 3aA4aHHOM
MHTepodeiice.

clear ip igmp snooping
authorization-cache
[interface {gigabitethernet

gi_port: (1..8/0/1..48);

OuncTuTb Tabnnuy aBTopr3oBaHHbIX IGMP-rpynn Ha Bcex
nHTepdericax KommyTaTopa, AMbo TONbKO Ha 3aaHHOM
MHTepodeiice.

gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4)
| fortygigabitethernet
fo_port}]
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[Mpumepbl 8bINOAHEHUA KOMAHO

Bkntountb dyHKLMIO IGMP snooping Ha kKommyTaTtope. na VLAN 6 paspelsnTb aBTOMATUYECKOE pacro-

3HaBaHWEe MNOPTOB, K KOTOPbIM MOAK/AOYEHbl MHOrOagpecHble MapLpyTU3aTopbl. YCTaHOBUTb WHTepBan

mexay IGMP-3anpocammn — 100 c. YBeAMUYNTb 3HAYEHWE YCTOMUYMBOCTM A0 4. YCTaHOBUTb MaKCMMmasibHoe

console# configure
(config) # ip igmp snooping
(config-if) # ip igmp snooping vlan 6 mrouter learn pim-dvmrp
(config)# interface vlan 6
console (config-if)# ip igmp snooping query-interval 100
(
(

console
console
console

console
console

Bpema oTeeTa Ha 3anpoc — 15 c.

config-if)# ip igmp robustness 4
config-if)# ip igmp query-max-response-time 15

5.19.2 Mpasuna 2pynnoeoli adpecayuu (multicast addressing)

[aHHbI Knacc KomaHg npeAHasHayeH ANA 3a4aHuA npasua rPpynmnosBol agpecaumum B CeTU Ha

KaHa/bHOM U ceTeBOM ypoBHAX mogenmn OSI.

KomaHObI pexcuma KoHguaypayuu uHmepagpetica VLAN

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxnme KoHpurypaumm nHtepoerica VLAN:

console (config-if) #

Tabanua 171 — KomaHgbl pexxuma KoHpurypaumnm nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

bridge multicast mode
{mac-group | ipv4-group |
ipv4-src-group}

no bridge multicast mode

—/mac-group

3a4aTb peXxum rpynnosow nepesayn JaHHbIX.

- mac-group — MHoroagpecHasa nepegaya, ocHoBaHHaa Ha VLAN
n MAC-agpecax;

- ipv4-group — mMHoroagpecHan nepegaya c TMnom puabTpauum,
0oCcHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmate IPv4;

- ip-src-group — MHoroagpecHas nepegaya ¢ TMNom GbuabTpauum,
OCHOBaHHbIM Ha VLAN u agpece otnpasutens 8 dopmare I1Pv4.

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

bridge multicast address
{mac_multicast_address |
ib_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast address
{mac_multicast_address |
ib_multicast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

[ob6asuTtb rpynnosoit MAC-agpec B Tabauvuy rpynnosoi
aflpecauun u cTaTuueckun fobaBuUTb UK YAAAUT UHTEPdENChbl U3
rpynnoi.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ip_multicast_address — |P-agpec MHOroaapecHol paccbinky;
-add — pobaBnfAeT ctaTMyecKyo noAnucky K rpynnosomy MAC-
aapecy avanasoHa Ethernet-nopTos uau rpynn noptos.

- remove — yAanaeT CTaTUYecKyto NoANMUCKY K rpynnosomy MAC-
agpecy.

MepeuncneHve MHTepdeicoB OCYLLLECTBAAETCA YEPES «-» U «,»

Ypanute rpynnosoii MAC-agpec us Tabaunupl.
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bridge multicast forbidden
address
{mac_multicast_address |
ip_multicast_address} [{add
| remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no bridge multicast forbid-
den address {mac_mul-
ticast_address | ip_mul-
ticast_address }

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKOYEHWE HACTPAMBAEMOTO NOPTa/NMOpPTOB K
rpynnosomy IPv6-agpecy (MAC-agpecy).

- mac_multicast_address — rpynnosoit MAC-aapec;

- ip_multicast_address — IP-aapec MHOroapecHoOM paccbiikuy;
- add — no6asneHve NopTa/NOPTOB B CMMCOK 3aNPELLEHHBIX;

- remove — yjaneHue nopTa/NopToB U3 CNKNCKA 3anpeLLeHHbIX.
MepeuncneHve nHTepdeicoB OCYLLECTBAAETCA YEPES «-» U «,»

Yaanutb 3anpeltatoutee npasuno ana rpynnosoro MAC-agpeca.

bridge multicast forward-all
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
nepeaava Bcex
MHOroaapecHbIX
MaKeToB 3anpeLLeHa.

Pa3pelwnTb Nepegayy BceX MHOrOaAPECHbIX MAaKeTOB Ha MNOPTY.
- add — pob6asnsaer noptbl/06beANHEHHDBIE NOPTbI B CMUCOK
NopTOB, A/1A KOTOPbIX paspelleHa nepeaaya BCex rpynmnosbIx
NnaKeTos;

- remove — yb6upaeT rpynny nopTos/o6beanHeHHbIX NOPTOB K3
paspeluatowero npasumna.

MepeuncieHve MHTEPGENCOB OCYLLLECTBAAETCA YEPES «-» U .

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast forbidden
forward-all {add | remove}
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden forward-all

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

Mo ymonuyanutio
nopTam He 3anpeLLeHo
ONHaMUYecKn
npUcoegnHATLCA K
MHOroaZpecHom
rpynne.

3anpeTuTb NOPTY AUHAMUYECKN [,06aBNATLCA K MHOrOaApEeCHOM
rpynne.

- add — nob6asnsaet noptbl/06beANHEHHbIE MOPTbI B CMUCOK
NnopToB, A1A KOTOPbIX 3anpeLLeHa nepegaya BCex rpynmnosbix
NnaKeTos;

- remove — yb6upaeT rpynny nopTos/o6beanHeHHbIX NOPTOB K3
3anpeLuatoLLero npasuna.

MepeuncneHme NHTePdENCOB OCYLLECTBSETCS YEPES K-» U «,».

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

bridge multicast ip-address
ip_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ip-
address
ib_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apeructpupoBathb IP-agpec B Tabauue rpynnosoi agpecaumm u
cTaTuyeckun gobasnaet/yaanser uHTepdeiicsl U3 rpynnbl.

- ip_multicast_address — rpynnoso# IP-agpec;

-add — pobasnaeT nopTbl K rpynne;

- remove — yaanseT NopTbl U3 rpynnbl;

Mepeuncnerne nHTepdENCOB OCYLLECTBAAETCA Yepes «-» U «,».

Ypanute rpynnosoi IP-agpec n3 Tabamubl.

bridge multicast forbidden
ip-address
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast
forbidden ip-address
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOPTY AUHAMUYECKM [06aBNATHCA K MHOTOAAPECHOM

rpynne.

- ip_multicast_address — rpynnoso# IP-agpec;

- add — no6asneHve NopTa/NOPTOB K CINCKY 3aNpeLLEeHHbIX;

- remove — yjaneHue nopTa/NopToB U3 CINCKA 3anpeLLeHHbIX.

Mepeuncnerune nHTepdENCcOB OCYLLECTBAAETCA YEpes «-» U «,»
Mpexae yem onpegennTb 3anpelleHHble MOPThbI,

V rpynnbl MHOrOaAPEeCHOW PacCbiNIKU AOMKHbI 6bITb 3a-

perucrTpmMpoBaHbl.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.
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bridge multicast source
ip_address group
ib_multicast_address {add |
remove} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast source
ip_address group
ip_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YCTaHOBWUTL COOTBETCTBME MeXay IP-agpecom nonb3osatens u
rpynnoBsbiM afpecom B Tabauue rpynnoBsor agpecauuu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdeincobl U3 rpynnoi.

- ip_address — ncxogHbivi IP-agpec;

- ip_multicast_address — rpynnoso# |IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaannTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWE NO YMOYAHMUIO.

bridge multicast forbidden
source ip_address group
ip_multicast_address {add |
remove} {gigabitethernet

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHve cooTBeTCTBUA
mexay IP-agpecom nonb3oBaTensa U rpynnoBbIM aApecom B

Tabnunue rpynnoso agpecauun gna onpegeneHHoro nopra.
- ip_address — vcxogHbii IP-agpec;

gi_p?rt |. gi_port: (1..8/0/1..48); - ip_multicast_address — rpynnoso# IP-agpec;

tengigabitethernet te_port te_port: (1..8/0/1..24); - add — 3anpet Ha gobaBneHne nopTa B rpynny ncxogHoro IP-

| fortygigabitethernet f_ g 1 8/0/1“ 4 "’ | anpeca;

fo_port | port-channel o_port: (.. ~4); - remove — 3anpeT Ha yAasieHne nopTta 13 rpynnbl ucxogHoro IP-
group: (1..48)

group} agpeca.

no bridge multicast BoccTaHOBWTL 3HaYeHME N0 YMONYAHUIO.

forbidden source

ip_address group

ip_multicast_address

bridge multicast ipv6 mode 3a4aTb peXKMm rpynnoBoi nepeaayun AaHHbIX ansa IPv6-nakeTos

{mac-group | ip-group | MHOro0aApecHoOM PaccblIKuU.

ip-src-group} - mac-group — MHoOroagpecHas nepegaya, ocHoBaHHaa Ha VLAN

n MAC-agpecax;

— /mac-group - ip-group — MHoroagpecHas nepegaya c TMNom GuabTpauum,

no bridge multicast ipv6
mode

0oCHoBaHHbIM Ha VLAN u agpece npuemHuka B dopmare IPv6;
- ip-src-group — mMHoroagpecHas nepegada ¢ TMNom GuabTPaLmu,
ocHoBaHHbIM Ha VLAN u agpece otnpasutens B dopmare IPv6.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

bridge multicast ipv6
ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3apernctpmpoBathb rpynnosoli IPv6-aapec B Tabavue rpynnosoit
afpecauuu, n ctatmdeckun gobasnset/yaanaer uHTepdeicosl U3
rpynnbi.

- ipv6_multicast_address — rpynnosow IP-agpec;

-add — pobasnaer nopTbl K rpynne;

- remove — yaansfeT NopTbl U3 rpynnbl;

MepeuncneHme nHTepdENCoB OCYLLECTBASETCA YEPES K-» U «,».

Yaanutb rpynnosoit IP-agpec U3 Tabaunupl.

bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden ip-address
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

3anpeTuTb NOAKNOYEHWE HACTPaMBaEeMOro nopTa/nopTos K
rpynnosomy IPv6-agpecy.

- ipv6_multicast_address — rpynnosoii IP-agpec;

-add — po6aBneHune NopTa/NOPTOB B CMUCOK 3aMpPELLEHHbIX;

- remove — yaaneHue nopTa/nopTos U3 CANCKA 3aMpeLLeHHbIX.
MepeuncneHve MHTepdencoB OCYLLECTBAAETCA Yepes «-» U «,»

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.
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bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
source ipv6_address group
ipv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTL cooTBETCTBME Mexay IPv6-aapecom nosb3osatens u
rpynnoBbimM agpecom B Tabaunue rpynnoBov agpecaumu, 1
cTaTMyeckun fobasnaet/yganaer MHTepdencobl U3 rpynnbi.

- ipv6_address — ucxoaHoivi IP-appec;

- ipv6_multicast_address — rpynnosow IP-agpec;

- add — po6aBuTb NoOpThI B rpynny ucxogHoro IP-agpeca;

- remove — yaanuTb NOPTbl U3 rpynnbl ucxogHoro IP-aapeca.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

bridge multicast ipv6
forbidden source
ipv6_address group
ipv6_multicast_address
{add | remove}
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

no bridge multicast ipv6
forbidden source
ipv6_address group
ibv6_multicast_address

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

YcTaHOBUTb 3anpeT Ha gobasneHne/yaaneHne cooTBeTCTeuA
mexay IPve-agpecom nonb3oBaTensa n rpynnosbiM a4pecom B
TabauLe rpynnoBoi agpecaummn Ana onpeaeneHHoro nopra.

- ipv6_address — ncxoaHbiii IPv6-agpec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- add — 3anpet Ha gobaBneHne nopTa B rpynny ucxogHoro IPve-
agapeca;

- remove — 3anpeT Ha ya/feHne nopTa u3 rpynnbl UCXOAHOTO
IPv6-agpeca.

BoccTaHOBUTL 3HaYeHMe nNo YMONYaHULO.

KomaHObI pexcuma KoHgpuaypayuu uHmepdgelica (QuanaszoHa uHmepgelicos) Ethernet, VLAN, uH-

mepgelica epynnsl MOPMos

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, VLAN, nHtepodeiica

rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | port-channel group |

vlan | range {..}}

console (config-if)#

Tabnunua 172 — KomaHapl pexkuma KoHpurypaumm nHtepdetica Ethernet, VLAN, rpynnbl uHtepdeiicos

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

OnucaHue

bridge multicast
unregistered {forwarding |
filtering}

no bridge multicast
unregistered

—/forwarding

YCTaHOBWTb NPaBMAO Nepesayn NakeTos C
He3aperucTpUpPoBaHHbIX PYMNNOBbIX a4PECOB.

- forwarding — nepezaBatb He3aperMcTpMpoBaHHble
MHOroafpecHble NakeTbl;

- filtering — ¢punbTPOBaTL HE3APErMCTPUPOBAHHBIE
MHOroaJpecHble nakeTbl.

YCTaHOBUTb 3HaYeHMeE N0 YMOHYAHUIO.

KomaHObI pexcuma 2a06asab6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnmua 173 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

OnucaHue

bridge multicast filtering

BKAHOUNTL GUABTPALMIO FPYNMOBbLIX afPECOB.

no bridge multicast —/oTKAo4eHO OTKAOYUTDL GUABTPALMIO FPYNMOBbIX a4PECOB.

filtering

mac address-table 3apaTtb Bpems xpaHeHus MAC-agpeca B Tabavue rnobanbHo

aging-time seconds {vlan nnn pna onpegeneHHoro VLAN.

vlan_id} -vlan_id — ngeHtTMdMKaymoHHbIM Homep VLAN.
Ona kommyTtaTtopoB cepuit MES23xx, MES33xx

V Bpemsa xpaHeHua MAC-agpeca MOXHO 3agaBaTb B
AunanasoHe ot 10 pgo 410 cekyHg ¢ warom 1
CeKyHAa, a 3atemM TMPUHUMAIOTCA TOJ/bKO
seconds:

no mac address-table
aging-time {seconds} [vlan
vlan_id]

(10..1000000)/300 ¢

3HaueHus, KpatHble 300. [OnAa KommyTaTtopa
MES5324 spema xpaHeHna MAC-appeca MOXXHO
3aaasatb B AuanasoHe ot 10 ao 630 ceKyHp ¢
warom 1 cekyHAa, a 3aTemM NPUHUMAIOTCA TOJIbKO
3Ha4yeHuA, KpaTHble 300.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table learning
vlan vian_id

no mac address-table
learning vlan vian_id

vlan_id: (1..4094,
all)/No ymonuaxuio
BK/IOYEHO

Bkntountb nsyvyeHne MAC-agpecos B gaHHoOm VLAN.

OTKNtOUnTb N3ydeHne MAC-agpecos B gaHHom VLAN.

mac address-table static
mac_address vlan vian_id
interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group} [permanent |
delete-on-reset |
delete-on-timeout |
secure]

no mac address-table static
[mac_address] vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[ob6asutb ncxogHoit MAC-agpec B Tabnauuy rpynnosoit
agpecauuu.

- mac_address — MAC-agpec;

-vlan_id — Homep VLAN;

- permanent — gaHHbI MAC-agpec MOXHO yAanuTb TO/IbKO C
nomoLLbto KomaHabl no bridge address;

- delete-on-reset — gaHHbIV agpec yaanutca nocne
nepesarpysKku ycTponcTBa;

- delete-on-timeout — gaHHbIN agpec yaanutcs no Tanm-ayTy;
- secure — AaHHbIW agpec yAaauTca TONbKO C MOMOLLbIO
KomaHzabl no bridge address nav nocne BosspatieHuns nopTa B
pexxunm obyyeHua (no port security).

Yaanute MAC-agpec 13 Tabnuubl rpynnoBoi agpecaumm.

bridge multicast
reserved-address
mac_multicast_address
{ethernet-v2 ethtype | lic
sap | llc-snap pid ] {discard
| bridge}

no bridge multicast
reserved-address
mac_multicast_address
[ethernet-v2 ethtype | lic
sap | lic-snap pid]

ethtype: (0x0600..0xFFFF);
sap: (0..0xFFFF);
pid: (0..0XFFFFFFFFFF)

OnpeaenvTb AeicTBUE A8 NaKETOB MHOrOaAPECHOW PacCbIKK
C 3ape3epBUpPOBaAHHOrO agpeca.

- mac_multicast_address — rpynnosoi MAC-agpec;

- ethtype — Tvn nakeTta Ethernet v2;

- sap — Tvn naketa LLC;

- pid — Tvn naketa LLC-Snap;

- discard — cbpoc nakeTos;

- bridge — naketbl nepegatotca B pexkume bridge.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

mac address-table
lookup-length length

no mac address-table
lookup-length

length: (1..8)/3

3apatb pasmep obnactm MAC-agpecos B aroputme
XeLMPOBaHUSA. MI3MEHeHUA BCTYNatoT B AeicTBMe nocne
pecTapTa KOMMyTaTOpa.

YCTaHOBUTb 3HAYEHWE N0 YyMONYaHUI0. M3meHeHMs BCTynatoT B
JelicTBue nocne pectapra KoMMyTaTopa.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabanua 174 — KomaHgbl pexkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

OnucaHue

clear mac address-table
{dynamic | secure}
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

YaanuTb cTaTudeckue/guHammyeckue 3anucuy 13 Tabauubl
rpynnoBoW agpecauuu.

- dynamic — yaaneHvne guHaMMYeCcKUX 3anucen;

- secure — yjasieHne CTaTUYeCKuX 3anucen.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 175 — KomaHab! pexkuma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

OnucaHue

show mac address-table
[dynamic | static | secure]
[vlan vian_id] [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}] [address
mac_address]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTtb Tabanuy MAC-agpecoB A1a ykasaHHOro nHtepdeliica
nmMbo Bcex HTepdencos.

- dynamic — npocmMoTp TO/IbKO AMHAMUYECKUX 3aNUCEN;

- static — NpoCcMOTp TONbKO CTaTUYECKUX 3anucen;

- secure — NMPOCMOTP TOJIbKO 6e30MacHbIX 3anucei;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN;

- mac-address — MAC-agpec.

show mac address-table
count [vlan vian_id]
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MokasaTb KonAnyecTBo 3anucei B Tabanue MAC-agpecos gns
yKasaHHoro nHtepderica nmbo ana scex MHTepdencos.
-vlan_id — npeHTMduUKaLuMoHHbIN Homep VLAN.

show bridge multicast
address-table [vlan vian_id]
[address
{mac_multicast_address |
ipv4_multicast_address |
ipv6_multicast_address}]
[format {ip | mac}] [source
{ipv4_source_address |
ibv6_source_address}]

vlan_id: (1..4094)

MoKa3aTb TabanLy rpynnoBbiX a4pecoB ANs yKa3saHHOro
nHTepoderica nmbo scex HTepdeicos VLAN (KomaHaa AocTynHa
TONIbKO ANA NPUBUAETMPOBAHHOIO NOb30BATENSA).

- vlan_id — naeHTMounKaumMoHHbIn Homep VLAN;

- mac_multicast_address — rpynnosoi MAC-agpec;

- ipv4_multicast_address — rpynnoso IPv4-aapec;

- ipv6_multicast_address — rpynnoso IPv6-aapec;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- ipv4_source_address — |Pv4-aapec NCTOYHUKA;

- ipv6_source_address — |IPv6-agpec UCTOYHMKa.
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show bridge multicast
address-table static [vlan
vlan_id] [address
{mac_multicast_address |
ipbv4_multicast_address |
ibv6_multicast_address]
[source
ipv4_source_address |
ipv6_source_address] [all |
mac | ip]

vlan_id: (1..4094)

MoKa3sblBaeT Tab/mLy CTaTUYECKMX FPynMnoBbIX a4pecos ona
yKasaHHoro uHtepdelica inbo scex nHtepdeicos VLAN.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN;

- mac_multicast_address — rpynnosoit MAC-aapec;

- ipv4_multicast_address — rpynnosow IPv4-aapec;

- ipv6_multicast_address — rpynnosow IPv6-aapec;

- ipv4_source_address — |Pv4-aapec NUCTOYHUKA;

- ipv6_source_address — |Pv6-aapec UCTOYHUKA;

- ip — npocmoTp no IP-appecam;

- mac — npocmoTp no MAC-agpecam;

- all — npocmoTp nonHoi Tabaumubl.

show bridge multicast
filtering vian_id

vlan_id: (1..4094)

MokaszaTtb KoOHOUrypaLmio GUAbTPa FPYNNOBbIX 3APECOB ANA
yKasaHHoro VLAN.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN.

show bridge multicast
unregistered
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokaszaTb KoHOUrypaLmo GUnbTPa AN1A He3apPerncTPUPOBaHHbIX
rpynnoBbIX apecos.

show bridge multicast
mode [vlan vian_id]

vlan_id: (1..4094)

MoKasaTb peXkum rpynmnoBoi agpecauun ona yKasaHHOro
nHTepoerica nmbo Bcex MHTepdericos VLAN.
-vlan_id — naeHTMduMKauMoHHbIN Homep VLAN.

show bridge multicast
reserved-addresses

OT06pasuTb NPaBuU/Ia, YCTAHOBAEHHbIE A5 FPYNNOBbIX
3ape3epBMpPOBaHHbIX a4 Pecos.

[pumepbl 8bIN0AHEHUS KOMAHO

BKAounTb GUAbTPaALMIO TPYNMNOBbLIX aAPECcOB KOMMYTAaTOPOM. 3a4aTb Bpemsa xpaHeHna MAC-agpeca
450 ceKyHA, paspewnTb nepeaady He3aperMcTpupoBaHHbIX MHOroagpecHbIX naketos Ha 11 nopty

KoOMMyTaTopa.

console# configure

console (config) # mac address-table aging-time 450

console (config)# bridge multicast filtering

console (config) # interface tengigabitethernet 1/0/11

console (config-if) # bridge multicast unregistered forwarding
console# show bridge multicast address-table format ip

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8
19 224-239.13012.2.8

type Ports
dynamic te0/1, tel/2
static te0/1-8
dynamic te0/9-11

Forbidden ports for multicast addresses:

Vlan IP/MAC Address

1 224-239.13012.2.3
19 224-239.13012.2.8

te0/8
te0/8

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

205



HELTEX

5.19.3 MLD snooping — npomoKosa KOHMpOoAa MHO20a0pecHo20 mpaguKa e IPve

MLD snooping — mexaHWU3mM MHOroaZApecHOM PacCbisIkM COOBLLEHMIA, MO3BONAOWMIA MUHUMU3NPOBATb
MHoOroagpecHbl TpadukK B IPv6-ceTsx.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 176 — KomaHgbl rnobanbHOro permma KoHourypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ipv6 mld snooping [vlan
vlan_id]

no ipvé mld snooping [vlan
vlan_id]

vlan_id: (1..4094)
—/BbIK/OYEHO

Bkatoumtb MLD snooping.

OTkAtoUMTL MLD snooping.

ipvé mid snooping vlan vian_id
static ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ipvé mid snooping vlan
vlan_id static
ipv6_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperucTpupoBaTh rpynnosoi IPv6-aapec B Tabaunue rpynnosoi
afpecaumu u ctatuuecku gobasnset/yaanset uHtepdeiics! 13
rpynnol ana Tekywein VLAN.

- ipv6_multicast_address — rpynnosow IPv6-aapec;
MepeuncneHne nHTepdENCOB OCYLLECTBAAETCA YEPES «-» U «,».

Yaanutb rpynnosoii IP-agpec 13 tabaumubl.

ipvé mld snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ipv6 mid snooping vlan
vlan_id forbidden mrouter
interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[Oo6aBnTb NpaBuno, 3anpeluatoLlee NopTam U3 CNUcKa
pernctpmposaTtbca Kak MLD-mrouter.

YAanuTb npasuo, 3anpeLatoLee nopTam 13 CNmncka
perucTpmpoBaTbca Kak MLD-mrouter.

ipvé mld snooping vlan vian_id
mrouter learn pim-dvmrp

no ipvé mid snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094);
—/BKNtOYEHO

M3yunTb NopTbl, NOAKAOYEHHble K mrouter-y no MLD-query-
nakeTam.

He n3y4yatb nopTbl, NOAKAOYEHHbIE K mrouter-y no MLD-query-
nakeTam.

ipvé mid snooping vlan vian_id
mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

[06aBWTb CNMCOK mMrouter-nopTos.
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no ipv6 mid snooping vlan
vlan_id mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |

fortygigabitethernet fo_port |

port-channel group}

Ypanutb mrouter-nopTbl.

ipvé mid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

no ipvé mlid snooping vlan
vlan_id immediate-leave
[interface {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48);
—/BbIK/OYEHO

Bkntountb npouecc MLD Snooping Immediate-Leave Ha TekyLiel
VLAN.

- interface — npu Ucno/s1b30BaHWUM AAHHOTO NAPAMETPa MEXaHU3M
fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX MHTepdeicax (npu
ycnosuu, yto npouecc MLD Snooping Immediate-Leave He
BKAKOYEH rN106anbHO Ha Tekyuiein VLAN).

OTKAtounTb Npouecc MLD Snooping Immediate-Leave Ha TekyLieln
VLAN nnu ykasaHHom nHtepdelice.

ipvé mid snooping querier

no ipvé mld snooping
querier

BKkntounTb NoaaepKKy BblAayum 3anpocos igmp-query.

—/BbIK/IOYEHO

OTKAOUNUTL NOALEPIKKY Bbl4auM 3aNpoCoB igmp-query.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (OuanasoHa uHmepagelicos) Ethernet, uHmepgelica

2pynnsl nopmos, UHmepagetica VLAN

Buza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

noptoB un nHtepdenca VLAN:

console (config-if) #

Tabnunua 177 — KomaHabl pexxnma KoHourypaumm mHtepdeiica (amanasoHa uHtepoeiicos) Ethernet, uHTep-

denca rpynnbl nopTtos, nHTepdenca VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipvé mid
last-member-query-interval
interval

no ipvé mid
last-member-query-interval

interval:
(100..25500)/1000 mc

3a4aTb MaKCMMasbHYIO 3a1ePXKKy OTBETa NOC/EeAHEr0 Y1eHa
rPynmnbl, KOTOPas UCMO/b3YeTCA A1 BbIYMCNEHUA KOAa
MaKCMManbHOW 3aaepKu oTeeTa (Max Response Code)

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ipvé mld query-interval value

no ipv6 mld query-interval

value: (30..18000)/125 ¢

3a4aTb MHTepBa paccbliNkmM OCHOBHbIX MLD-3anpocos.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipvé mid
query-max-response-time
value

no ipvé mid
query-max-response-time

value: (5..20)/10 ¢

3a4aTb MaKCMManNbHYIO 3af,epPXKKy OTBeTa, KOTOpaAa
MCNoNb3yeTcAa AnAa BbIYNCNEHUI KO4a MaKCUMaNbHOWM
3a4epXKKKN OoTBeTa.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

ipvé mld robustness value

no ipv6 mld robustness

value: (1..7)/2

YCTaHOBWTb 3HaYeHWe KoadduLMeHTa 0TKa3oyCTOMUUBOCTY.
Ecnu Ha KaHane HabaogaeTca notepsa AaHHbIX, KO3abOULMEHT
OTKa30yCTOMYMBOCTU A0KEH BbITb yBENUYEH.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipvé mld version version

no ipvé mid version

version: (1..2)/2

YCTaHOBWTb BEPCUIO MPOTOKONA, AEWCTBYHIOLLYIO Ha AHHOM
nHTepdelice.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnmua 178 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMoa4YaHuro
show ipv6 mld snooping 0OT06pasnTb MHOOPMALLMIO O 3aPErUCTPUPOBAHHDBIX Fpynnax B
groups [vlan vian_id] [address COOTBETCTBMM C 3a[laHHbIMM B KOMaHAe NapameTpamm
ipv6_multicast_address] vlan_id: (1..4094) dunbTpaymm.
[source ipv6 _address] - ipv6_multicast_address — rpynnosoii agpec IPv6;

- ipv6_address — IPv6-agpec UCTOYHMKa.

show ipv6 mld snooping
interface vian_id

OT06pa3nTb MHGOPMaLMIO O KOHPUrypaumm MLD-snooping ana

vlan_id: (1..4094) [aHHO VLAN.

show ipv6 mid snooping
mrouter [interface vian_id]

vian, id: (1..4094) OT06pa3nTb MHGOPMaLMIO O mrouter-nopTax.

5.19.4 ®yHKyuu oepaHuyeHua multicast-mpaguka

®YHKUMKM orpaHuuyeHna multicast-Tpaduka ucnonbsytoTca na yaobHOW HACTPOMKM OrpaHUyeHus
NPOCMOTpPA ONpeAeNeHHbIX FPynn MHOroaAapecHoOn PaccbUIKu.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnnua 179 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

Komanda 3HauyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio

multicast snooping profile MepeiTn B pexxnm KoHdurypaumm multicast-npoduns.

profile_name

no multicast snooping profile_name: (1..32) YaanuTb yKasaHHbIl multicast-npodunb.

profile profile_name CMMBO/IOB Multicast-npodunb moxKeT 6bITb yaaneH TONbKO
nocne Toro, Kak 6yAer oTBA3aH OT BCeX NOpPTOB
KoMmyTaTopa.

KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm multicast-npoduns:

console (config-mc-profile) #

Tabnnua 180 — KomaHgbl pexkuma KoHpurypaumm multicast-npodunsa

3HaveHue/3Ha4yeHue o
KomaHoa / Aeiicmeue
no ymoa4YaHuro
match ip low_ip [high_ip] low_ip: BanngHbIn 3a4aTb COOTBETCTBME NPOPUAA YKasaHHOMY AnanasoHy IPv4
multicast-agpec; multicast-agpecos.
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no match ip low_ip
[high_ip]

high_ip: BannaHbin
multicast-agpec

YaanuTb cooTBeTCcTBME NPOdUNA yKazaHHOMY AnanasoHy IPv4
multicast-agpecos.

match ipv6 low_ipv6
[high_ipvé]

no match ipv6 low_ipv6
[high_ipv6]

low_ipv6: BanngHbiii IPv6
multicast-agpec;
high_ipv6: BanngHbin
IPv6 multicast-agpec

3afaTb COOTBETCTBUE NPOPUAA YKasaHHOMY AnanasoHy IPv6
multicast-agpecos.

YaanuTb COOTBETCTBME NPOGUNA YKazaHHOMY auanasoHy IPv6
multicast-agpecos.

permit B cnyyae HecooTBeTCTBMA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,
. IGMP-report 6yayT nponyckaTbcs.
- —/no permit
no permit B cnyyae HECOOTBETCTBUA OAHOMY U3 3a4aHHbIX AMAMNA30HOB,

IGMP-report 6yayT otbpacbiBaTbCA.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnunua 181 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica (guanasoHa nHtepdencos) Ethernet

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHda Aeiicmeue

multicast snooping
max-groups number

OrpaHMYmMTb KOIMYECTBO OLHOBPEMEHHO NPOCMATPUBAEMbIX
multicast-rpynn ana nHtepdeiica.

number (1..1000)/—

no multicast snooping
max-groups

CHATb OrpaHMYeHne Ha KOANYeCTBO OAHOBPEMEHHO
npocmaTpuBaemsbix rpynn gna nHtepdeica.

multicast snooping add
profile_name

MpuBA3aTb YKasaHHbIM multicast-npodunb K HTepdelicy.
profile name: (1..32)
CMMBOJI0B

multicast snooping remove
{profile_name | all}

Ypanutb cooTBeTcTBMe multicast-npoduna (Bcex multicast-
npoduneit) nHTepdeicy.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 182 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show multicast snooping
groups count —

0OT06pa3snTb MHGOPMALLMIO 418 BCEX MOPTOB O TEKYLLEM
KO/IMYeCTBE 3aperMcTPMpPOBaHHbIX TPy, a TaKKe
MaKCHMa/ibHOE BO3MOMKHOE KOJIMYEeCTBO.

show multicast snooping
profile [profile_name]

profile name: (1..32)
CUMBOIOB

OT06pasnTb MHPOPMaLMIO O CKOHPUTYPMPOBaHHbLIX multicast-
npodunax.

5.19.5 RADIUS-aemopu3ayus 3anpocoe IGMP

[aHHbIN MexaHM3M NO3BOJSIAET NPOM3BOAUTL aBTOPM3ALLMIO 3anNpocoB NpoTokona IGMP ¢ nomouwsto
RADIUS-cepBepa. [nsa obecneyeHuAa HageKHOCTM W pacnpeneneHua Harpyskm MOXKeT WCMOJib30BaTbCA
Heckosibko RADIUS-cepBepoB. Bbibop cepBepa 415 OTNpPaBKM 04epeaHOro 3anpoca aBTopM3auum NponcxoauTt
cnyyariHbim obpasom. Ecnm cepsep He OTBETU/, OH NOMEYAETCA Kak BPeMeHHO Hepabouui, u nepecrtaet
Yy4acTBOBATb B MEXaHU3MeE OMpOoca Ha onpeAenieHHbI Nepmnos, a 3anpoc OTCbIIAETCA HA CAeAyoWwmin cepaep.
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Mony4YyeHHble aBTOPM3aLMOHHbIE AaHHbIe XPaHATCA B KILW-MNaMATU KOMMYTaTopa B TeYEHWE 334aHHOro
nepuoaa BPeMeHW. ITO NO3BOAAET YCKOPUTb MOBTOPHYKO 06paboTKy IGMP-3anpocos. [apameTpsbl
aBTOpM3aLMKN BKAKOYALOT B cebs:

=  MAC-agpec KIMEHTCKOrO YCTPOMCTBA;
=  WpeHTudUKaTop NnopTa KOMMYTATOPa;
= |P-agpec rpynnbl;

=  PeweHune o goctyne — deny/permit.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobaibHoro KoOHGUIryprupoBaHus:

console (config) #

Tabnmua 183 — KomaHabl pexkmma rnobanbHoro KoHGUrypmupoBaHus

KomaHda 3Ha4yeHue/3HayeHue no .
Aelicmeue
YMOAYAHUIO
ip igmp snooping authoriza- YCTaHOBUTb BpeEMA XU3HM B Kawwe. Ecan 3HayeHne paBHO
tion cache-timeout timeout HY/Il0 — OTCYET BPEMEHM KMU3HWN OTKIOUEH (3annch He

timeout: (0..10000) mnH/0 | yAanaeTca co BpeMeHem).

no ip igmp snooping authori-

. . YCTaHOBUTb 3HaYeHMeE N0 YMOIUaHUIO.
zation cache-timeout

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuA 3anpoca KOMaHAHOM CTPOKM pexmnma KoHOUIYpUpoBaHUA nHTepdelica:
console (config-if) #

Tabnnua 184 — KomaHgbl pexxuma KoHpurypuposaHua nHtepdeica Ethernet

KomaHoa 3HayeHue/3Ha4yeHue Aelicmeue
no yMmoa4YaHuro
multicast snooping authorization BkntounTb aBTopusaumto yepes RADIUS-cepsep. Ecnv ykasaH
radius [required] napameTp required, To B c/ly4ae HeJOCTYMHOCTM BCEX
RADIUS-cepsepos IGMP-3anpocbl UTHOPUPYHOTCA.
—/oTKnto4eHa B npotnuBHOM cnyyae IGMP-3anpoc 6yaet obpaboTaH gaxe
npwv OTCYTCTBUM OTBETA CEPBEPA.
no multicast snooping OTKNOYUTL aBTOPU3ALMIO.
authorization
multicast snooping authorization BKAtounTb NpeaBaputenbHyro 06paboTky IGMP-3anpocos Ha
forwarding-first nopTy Ao otseta RADIUS-cepsepa. [pn nony4yeHnmn oteeTta
OT cepBepa B C/lyyae NoOJIOKMUTENbHOrO OTBETa NOANUCKA
oCTaeTcA, B C/ly4ae oTpMLATEIbHOrO — yAansaeTca, ecam
—/oTkNo4eHa [OMONHUTENbHO HAacTpoeHa PpyHKLMA ip igmp snooping
immediate-leave.
no multicast snooping
authorization forwarding-first BoccTaHOBWTL 3HaYeHWE MO YMOYAHMIO.
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KomaHOb! pexcuma EXEC

Bce komaHabl AOCTYNHbI TO/IbKO AN1A NPpUBUNETMPOBAHHOIO NoJib3oBaTenA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 185 — KomaHab! pexkuma EXEC

KomaHoa 3HaveHue Aeiicmeue
show ip igmp snooping authori- OTob6pa3nTb coaepknmoe Kawa asTopmsaumnmn IGMP.
zation-cache gi_port: (1..8/0/1..24); | Ecnv B KOMaHAe yKa3aH nHTepdeic — To otobpaskatorca
[gigabitethernet gi_port | te_port: (1..8/0/1..4). TO/IbKO Te rpynmbl, KOTOPbIE 3aPErncTpPMpPoBaHbl Ha
tengigabitethernet te_port ] yKa3aHHoMm nHTepdelice.
clear ip igmp snooping authori- O4YnCTUTD K3 aBTOPU3ALUK.
zation-cache gi_port: (1..8/0/1..24); Ecnun B KOMaHAe yKasaH nHTepdelic — ounLatoTes 3anmcm
[gigabitethernet gi_port | te_port: (1..8/0/1..4). Kall AN1A YKa3aHHOTo MHTepdeiica.
tengigabitethernet te_port ] Ecnun nHtepdelic He yKasaH — K3l OYMLLAETCA MONHOCTbIO.

5.20 MapuwpyT1u3aymMa MmHoroagpecHoro tpadpuka

5.20.1 Npomokon PIM

PIM — npoTOKo/ MHOroaAapecHoin maplupyTmsauumn gaa IP-ceteld, co3gaHHbIA Ana peleHna npobaem
rpynnoBon mapuwpyTtusaumm. PIM 6asupyeTca Ha TPaAMUMOHHbLIX MAapLUPYTHbIX MPOTOKO/ax (Hanpumep,
Border Gateway Protocol), BmecTo Toro, utobbl co3gaBaTb COGCTBEHHYIO CeTeByl0 Tononoruio. PIM
ncnonbsyet unicast-Tabanuy mapwpytmsauum  ans  nposepku RPF. 3Ta npoBepKa BbINOAHAETCA
MapLpyT1satopamu, 4tobbl ybeamTbea, 4To Nepegadya MHOroaApecHoro Tpaduka BbinoaHAETCA No Nyt 6e3
nerenb.

RP (rendezvous point) — TO4Kka paHAEeBy, Ha KOTOpOM OyayT pPerucTpupoBaTbCA MCTOYHUKM
MHOTroaApecHbIX MOTOKOB 1 CO34aBaTb MapLLPYT OT UCTOYHMKA S (cebs) ao rpynnbl G: (S,G).

BSR (bootstrap router) — mexaHu3am cbopa MHbopmaLumm o RP KaHguaaTax, popmupoBaHum cnucka RP
ONA  KaxkgoW MHOroapecHol rpynnbl M OTNpPaBKa CNMCKa B npegenax pfomeHa. KoHourypauus
MHOrOaApecHO MapLupyTM3aumm Ha 6ase IPv4.

KomaHObI pexcuma 2a06anab6Hol KoOHpu2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHOm KOHOUrypaumm:

console (config) #

Tabnnuya 186 — KomaHgbl rnobanbHOro permma KoHourypaumm

3HayeHue/3Ha4yeHue ”
KomaHda / Aelicmeue
no ymoa4YaHuro
ip multicast-routing pim BKAOYMTb MHOTOQAPECHYO0 MapLIpyTU3aLmio, npotokona PIM Ha
—/no ymonyaHuio o
BCex uHTepdeicax.
- - - - bYHKLMA BbIKNIOYEHA
no ip multicast-routing pim OTKNOYNUTL MHOFOAZPECHYIO MapLUpyTU3auMio M NpoTokoa PIM.
ipvé multicast-routing pim —/no ymonyaHuio BKAtounTb gis IPv6 MHOroaapecHyo MapLipyT13aLmto, NPOTOKON
bYHKUMA BbIKOYEHA PIM Ha Bcex nHtepdeiicax.
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no ipv6 multicast-routing
pim

OTKAoUMTL ana IPv6 mHOroagpecHyto mapLupyTmnsaLumio n
npotokon PIM.

ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

no ip mroute prefix pre-
fix_length
fw_router_address tunnel
tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D uan /n);
fw_router_ad-
dress: (A.B.C.D);
tunnel_id: (1..16)

Co3paTb CTaTUYECKoe NPaBUIO 418 MHOroaApecHon Tabaunupl
MapLpyTU3aLmm.

- prefix — |P-afpec ceT Ha3HaYeHus;

- prefix_length — macka npeduKca HasHa4YeHUA UK ee A/IMHa;
- fw_router_address — IP-agpec mapwpyTu3aTtopa MHOToas-
pecHol paccbinku;

- tunnel_id — naeHTuduUKaTOp TyHHENA.

YAanuTb CTaTUYecKoe NpaBuIo M3 TabmLbl MHOroaApecHom
MapLpyTU3aLmm.

ipv6 pim accept-register list
acc_list

no ipvé6 pim accept-register
list

acc_list: (0..32)
cMMBO/IA

MpMeHNTb GUNBTPALMIO PErUCTPALMOHHBIX coobLeHuid PIM ana
IPv6.

- acc_list — cnncok mHoroaapecHbix NpeduKcoBs, 3agaBaemblit ¢
nomoubto ctaHgaptHoro ACL.

OTKNOUNUTB GUAbTPALMIO.

ip pim bsr-candidate ip_ad-
dress [mask] [priority prior-
ity_num)]

no ip pim bsr-candidate

mask: (8..32)/30;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHauAaaTa B BSR (bootstrap router).
- ip_address — BanuaHbIi IP-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopwuTer.

OTKNOUUTL AaHHbIN NapameTp.

ipv6 pim bsr-candidate
ibv6_address [mask] [prior-
ity priority_num]

no ipv6 pim bsr-candidate

mask: (8..128)/126;
priority_num:
(0..192)/0

YKasaTb yCTPOMCTBO KaK KaHamAaaTa B BSR (bootstrap router).
- ipv6_address — BanuaHbli IPv6-agpec KommyTaTopa;

- mask — macka nogcetu;

- priority_num — npuopuTer.

OTKNOYUTD AaHHbIN NapameTp.

ip pim dm {range mul-
ticast_subnet | default}

no ip pim dm {range mul-
ticast_subnet | default}

BKAOUNTL MapLLPYTU3aLMIO 3a43aHHOTO AMANa3oHa
MY/IbTUKACTHbIX rpynn B pexkume PIM-DM.
- multicast_subnet — mHoroagapecHasa NoAceTb;
- default — ykasaTtb amnanasoH B 224.0.1.0/24.
V KomaHAay MOKHO BBECTM HECKONbKO pas, 3ajaB He-
CKO/ZIbKO ANana3oHOB.

OTKNOUUTL AaHHbIN NapameTp.

ip pim rp-address
unicast_address [mul-
ticast_subnet]

no ip pim rp-address
unicast_address [mul-
ticast_subnet]

Co3paTb cTaTnyeckyto Rendezvous Point (RP), aononHuTenbHo
MOXHO YKa3aTb MHOroaApecHyto NoAceTb ANA AaHHOW RP.

- unicast_addr — IP-agpec;

- multicast_subnet — MHOroaapecHas noaceTb.

Ypanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHoM
noaceTu.

ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

no ipv6 pim rp-address
ibv6_unicast_address
[ipv6_multicast_subnet]

Co3paTb cTaTuyeckyto Rendezvous Point (RP), aononHuTtenbHo
MOKHO YKa3aTb MHOroaZpecHyto noaceTb aaa AaHHoM RP.

- ipv6_unicast_ addr — |Pv6-agpec;

- ipv6_multicast_ subnet — mHoroaapecHaa noaceTb.

Yaanutb ctatndeckyto RP uam yaanutb RP ans ykasaHHoMU
noacetu.

ip pim rp-candidate
unicast_address [group-list
acc_list] [priority priority]
[interval secs]

no ip pim rp-candidate
unicast_address

acc_list: (0..32)
cMMBONIA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ans Rendezvous Point (RP)

- unicast_addr — IP-agpec;

- acc_list — cnMcok MHOroagpecHbIx NpeduKcoB, 3a4aBaemMblit ¢
nomolLLbto cTaHaapTHoro ACL;

- priority — NpMOPUTETHOCTb KaHANAATA;

- Secs — nepuoz OTNPaBKM COOBLLEHUI.

OTKNIOYUTL SaHHbIV NapameTp.
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ipv6 pim rp-candidate
ipv6_unicast_address
[group-list acc_list] [priority
priority] [interval secs]

no ipv6 pim rp-candidate
ipv6_unicast_address

acc_list: (0..32)
cMMBO/IA
priority: (0..192)/192;
secs: (1..16383)/60 c

Co3patb KaHauaata ans Rendezvous Point (RP)

- ipv6_unicast_addr — IPv6-aapec;

- acc_list — cnucok mHoroaapecHbIx NnpedrKcoB, 3a4aBaeMblii €
nomolLupto cTaHaapTHoro ACL;

- priority — NPMOPUTETHOCTb KaHANAATA;

- secs — nepuop, OTNPaBKM COOBLLEHMA.

OTKNIOUYUTD AaHHBIN NapameTp.

ip pim ssm {range mul-
ticast_subnet | default}

no ip pim ssm [range mul-
ticast_subnet | default]

YKa3aTb MHOroapecHyto NoAceTb

- range — yKasaTb MHOroaApecHyI NoACeTb;

- multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 232.0.0.0/8.

OTKNIOUYUTD AaHHBIN NapameTp.

ipv6 pim ssm {range
ipv6_multicast_subnet | de-
fault}

YKa3aTb MHOroaApecHyto noaceTb

- range — yKasaTb MHOrOaApecHyH NoACETb;

- ipv6_multicast_subnet — mHoroagpecHas noaceTb;
- default — ykasatb gnanasoH 8 FF3E::/32.

no ipv6 pim ssm [range
ipv6_multicast_subnet | de-
fault]

OTKNOYUTD AaHHbIN NapameTp.

ipv6 pim rp-embedded

no ipv6 pim rp-embedded

—/BKNtOYEHO

BK/ItOUMTL pacluMpeHHbIn dyHKLmMoHan rendezvous point (RP).

OTKNOYUTL pacluMpeHHbI pyHKUMOoHan rendezvous point (RP).

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bua, 3anpoca KOMaHAHOM CTPOKMK:
console (config-if) #

Tabnnua 187 — KomaHab! pexkuma KoHpurypaumnm nHtepdericos Ethernet, VLAN, rpynnbl noptos

3HaveHue/ 3HayeHue »
KomaHda / Aelicmeue
o ymMmon4aHuio

ip (ipv6) pim BkntounTb PIM Ha nHTepdeiice.

— - — /BKOYEHO -
no ip (ipv6) pim Bbikntountb PIM Ha uHTepodelice.
ip (ipv6) pim bsr-border MpekpaTuTb Nepesady BSR-coobueHunii c MHTepdeiica.

- —/oTK/I04eHO —
no ip pim bsr-border OTKNIOYUTb JaHHbIN NapameTp.
ip (ipv6) pim dr-priority pri- YKasaTb npuoputeT gaa Bbibopa DR-poyTepa.
ority iorit - priority — npuopuTeT DR-poyTepa onpeaenatoLmii, KTo 13

priority:

KoMmyTaTopoB cTaHeT DR-poytepom. KommyTtaTop ¢ Hanbonblumm

(0..4294967294)/1
3HayeHuem ctaHeT DR-poyTepom.

no ip (ipv6) pim dr-priority
ip ip (ipv6) pim hello-inter-

BepHyTb 3HaYeHWe No YyMONYaHUIO.
YKasaTb nepuog otnpasku hello-nakeTos.

val secs - sec — nepuog oTnpasku hello-nakeTtos.
— - - secs: (1..18000)/30 ¢

no ip (ipv6) pim hello-inter- BepHyTb 3HaYeHne No ymoa4YaHuto.

val

YKa3aTb MHTEpBan, B Te4eHNEe KOTOPOro KOMMYTATOp OTCblaeT
join unm prune-coobuweHuns.
- interval — nepuwopa BpemeHu OTNPaBKM join, prune coobLLeHNN.

ip (ipv6) pim join-prune-in-

terval interval .
interval: (1..18000)/

60c

no ip (ipv6) pim
join-prune-interval

ip (ipv6) pim neighbor-filter
acc_list

BepHyTb 3HaYeHne No ymonyaHuio.

dunbTpoBaTth BXOAALWME PIM-coobLieHus.

- acc_list — cnucok agpecos, Ha OCHOBE KOTOPbIX NPOU3BOAMUTCA
dunbTpayms.

OTKNOYUTL AaHHbIN NapameTp.

acc_list: (0..32)
cMMBONIA

no ip (ipv6) pim neigh-
bor-filter
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ip pim passive BKNOUMTL NacCUMBHbIV peXMm Ha nHTepdeice. ITOT MHTepdeic He

byneT oTNPaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpyTnsaTopos PIM. HacTpolika HMKaK He BAUSET Ha

coobuieHuns IGMP.

no ip pim passive BbIKNOUYMTb NACCUMBHBIN PEXUM.

ip igmp static-group BkAtounTb cTaTMueckuii 3anpoc multicast-rpynnel Ha nHTepdelice.

group_address [source - group-address — IP-agpec rpynnbi;

source_addr] - source-addr — IP-agpec UCTOYHMKA rpynmnbl.

V Ha uHtepdeiice agomxeH 6biTb BKAOYEH PIM.

no ip igmp static-group BbIKNtOUMTL cTaTUYeCKuiA 3anpoc multicast-rpynnbl.
group_addr [source
source_addr]

Tabnnua 188 — KomaHgbl pexkuma KoHpurypaumm tyHHensa GRE

3HavyeHue/ 3HayeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro

ip pim Bkntountb PIM Ha nHTepdeiice.

—— —/BK/OYEHO —
no ip pim BbikntounTb PIM Ha uHTepddelice.
ip pim bsr-border MpeKkpaTuTb Nnepeaayvy BSR-coobuwieHnin ¢ nntepdelica.

— —/oTK/Il04eHO -
no ip pim bsr-border OTKNIOYUTb AaHHbIM NapameTp.
ip pim dr-priority priority YKasaTb npuopuTeT ansa Bbibopa DR-poyTepa.

L - priority — npnoputeT DR-poyTepa onpeaensatowmii, KTo n3
priority:

KommyTaTopos cTaHeT DR-poytepom. KommyTtaTop ¢ Hanbonblumm

(0..4294967294)/1
3HayeHuem cTtaHeT DR-poyTepom.

no ip pim dr-priority BepHyTb 3HAYEHWE MO YMOYaHUIO.
ip ip pim hello-interval secs YKasatb nepuog otnpasku hello-nakeTos.
secs: (1..18000)/30 ¢ - sec — nepvog oTtnpaeku hello-naketos.
no ip pim hello-interval BepHyTb 3HaueHne No ymonyaHuto.
ip pim join-prune-interval YKa3aTb MHTepBan, B TeHEHME KOTOPOro KOMMYTaTOP OTCblNaeT
interval join nnu prune-coobueHuns.

interval: (1..18000)/ - interval — nepnog, BpemMeHn 0TNpPaBKK join, prune coobLieHni.

no ip pim join-prune-inter- e0¢ BepHyTb 3HaueHne No ymonyaHuio.
val
ip pim neighbor-filter dunbTpoBaTh BXOAALWME PIM-cooblueHus.
acc_list acc_list: (0..32) - acc_list — cnncok aapecos, Ha OCHOBE KOTOPbIX MPOU3BOAUTCA
cMmBONna dunbTpaums.
no ip pim neighbor-filter OTKNOYUTD AAHHbIN NapameTp.
ip pim passive BKNOUMTbL NacCMBHbIV peXMm Ha nHTepdeice. ITOT MHTepdenc He
6yneT oTNpaBAATb U NPUHUMATL coobuweHuns PIM oT apyrux
—/disable mapLlpytnusaTopos PIM. HacTpoiika HUKaK He BAUSET Ha
coobueHus IGMP.
no ip pim passive BbIKNOUMTb NACCUMBHBIN PEXUM.

KomaHOobi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 189 — KomaHabl pexmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue

no ymon4aHuro
show ip (ipv6) pim rp map- OT06pa3unTb akTMBHbIE RP, CBA3aHHbIE C MapLUPYTHOWM
ping [RP_addr] — nHpopmaumei.

- RP_addr — IP-agpec.

show ip (ipv6) pim neigh- OT06pa3unTb MHPopmaLuio o PIM-coceasx.
bor [detail] [gigabitether- gi_port: (1..8/0/1..48);
net gi_port | tengiga- te_port: (1..8/0/1..24);
bitethernet te_port | for- fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | group: (1..48);
port-channel group| vlan vlan_id: (1..4094).
vlan_id]
show ip (ipv6) pim inter- OTo6pasuTb nHdopmaumio no PIM-uHTepdeicam:

- state-on — oTobparkaeT Bce UHTepdeichl, rae BKAoYeH PIM;
- state-off — oTo6parkaeT Bce MHTEpdENcChI, rae BbikaAoYeH PIM.

face [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id |state-on |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

state-off]

show ip (ipv6) pim group- _ OTo6pa3unTb Tabanuy NPUBA3KM MHOFOAAPECHbIX FPyNm.
map [group_address] - group-address — appec rpynnoi.

show ip (ipv6) pim counters — OTo6pa3uTb cogepknmoe PIM-cyeTymKoB.

show ip (ipv6) pim bsr elec- . OTo6pa3unTb nHdpopmaumio o BSR.

tion

show ip (ipv6) pim bsr rp- _ OTo6pa3unTb MHPopmaLmio 06 U3y4eHHbIX KaHgmaaTax B RP.
cache

show ip (ipv6) pim bsr can- . OTo6pa3unTb cocTosHME KaHaAMAaToB B RP.

didate-rp

clear ip (ipv6) pim counters — O6HYNUTL PIM-cyeTumnkum.

[Mpumep UCnoa1b308aHUA KOMAHO

= bBasoBas HacTpoiKa PIM SM c ctatnueckum RP (1.1.1.1). MpeasaputenbHo A0MKEH BbITb HAaCTPOEH
NPOTOKO/ MapLIpyTU3aLMK.

console# configure
console (config)# ip multicast-routing
console (config)# ip pim rp-address 1.1.1.1

5.20.2 ®dyHkyua PIM Snooping

®yHKumMA PIM Snooping ncnonbsyeTca B CETAX, I4e KOMMYTATOP UCNONHAET poab L2-ycTpoicTBa Mexay
PIM-mapupyTmnsatopamm.

OcHoBHoOM 3agayen PIM Snooping asBnaeTca npeaocTaBfeHMEe MHOIOaApecHoOro TpadmKka ToNbKO Ans
Tex NopPTOB, C KOTOPbIX 6biaK NosydeH PIM Join, PIM Register.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHoi KoHGUrypaummu:

console (config) #
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Tabnnua 190 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
ip pim snooping PaspewunTb ncnonb3osaHme dpyHkunm PIM Snooping
—/BbIKNIOYEHO KOMMYTaTOpOM.

no ip pim snooping 3anpeTuTb ncnonb3oBaHue GyHKUUM
ip pim snooping vlan PaspewunTb ncnonb3osaHune ¢pyHkunm PIM Snooping
vlan_id KOMMYTaTOpPOM A/1a AaHHOoro nHTepdeica VLAN.

__ : vian_ id: (1..4094) vlan_id — naeHTMPUKaUMOHHBbI Homep VLAN. :
no ip pim snooping vlan 3anpetuTb ucnonb3osaHue dyHKLuMK PIM Snooping
vlan_id KOMMYTaTOpPOM A/11 flaHHOTo uHTepdeinca VLAN.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnunua 191 — KomaHab! pexkuma EXEC

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
o ymon4aHuio
show ip pim snooping — Moka3aTtb 06uyo MHGOPMaLUIO O HACTPOMKaXx.
show ip pim snooping vlan . MoKa3aTb CTAaTUCTUKY KOHTPOJIA MHOFOaA4pecHoro Tpadmka B
pp ping vian_id: (1..4094) . ¥ KOHTP Ap pad

vlan_id - OaHHoM vlan.

show ip pim snooping groups - MoKa3aTb CNMCOK 3aperncTpPMpPOBaHHbIX rpynmn.

sh ip pim snooping neighbors — MoKa3aTb CNUCOK 3aperncTpMpoBaHHbIX y4acTHUKOB PIM.

5.20.3 NMpomokon MSDP

MpoToKon 0bHapy»KeHMA UCTOYHMKOB MHOroaapecHon paccbiiku (MSDP) ucnonbsyetcs ana obmeHa
nHbopmaumenn o6 mctouyHmkax Multicast-Tpadmka mexay pasHbimu PIM-pomeHamn. MSDP-coeanHeHue
06bI4HO ycTaHaBAMBaeTcs mexay RP Kaxkaoro gomeHa.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOM CTPOKM B pexkume rnobasbHOoM KoHUrypaumm:
console (config) #

Tabnnua 192 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymos14aHuro
router msdp BkntounTb npoTtokon MSDP 1 nepeiTn B pexkum ero
KOHbUrypaumu.
no router msdp OcTaHoBUTb NpoTOKOA MSDP 1 yganutb BCHO ero
KOHoUrypaumto.
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KomaHObI pexcuma KoHgu2ypayuu npomokoad MSDP

BuAa 3anpoca KoMaHAHON CTPOKM B pexxnume KOHPUrypaumnm npotokona MSDP:

console (config-msdp) #

Tabanua 193 — KomaHabl pexkmma KoHpurypaumm npotokona MSDP

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HaueH

HasHauuTtb IP-agpec, KoTopbiit ByaeT ncnoib3oBaH B KayecTse
nexoaawero npu coeamHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

cache-sa-holdtime secs

secs: (150..3600)/150 c

YCTaHOBUTb Bpems *KM3HU SA-3anncK B KaLle.

no cache-sa-holdtime

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

holdtime secs

no holdtime

secs: (3..150)/75 ¢

YcTaHoBUTb Talimep holdtime. Ecam B TeueHuMe 3Toro BpemeHu
He byaeT npuHaTo keepalive-coobueHne, To coeguHeHne ¢
cocefom cbpacbiBaeTcs.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

keepalive secs

no keepalive

secs: (1..60)/30 ¢

YCTaHOBUTbL MHTEPBAN MeXAay oTnpasBKoi keepalive-coobuieHnin.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

originator-ip ip_address

no originator-ip

—/IP-agpec He Ha3HaueH

HasHauutb IP-agpec, ncnonblyemblit B Kadectse agpeca RP B
McxoasLwmx coobuieHmax SA.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

peer ip_address

no peer ip_address

[o6aBuTb B KOHOUrypauuo MSDP-nMp 1 BONTU B pEXUM €ro
KoHbUrypauuu.

Yaannte MSDP-nup.

KomaHObl pexcuma KoHgu2ypayuu MSDP-nupa

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumm MSDP-nmpa:

console (config-msdp) #

Tabnunua 194 — KomaHapl pexkuma KoHpurypaumm MSDP-nupa

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuwo

Aeiicmeue

connect-source ip_address

no connect-source

—/IP-agpec He Ha3HaueH

HasHaunTtb IP-agpec, KoTopbili byaeT NCnob30BaH B KayecTse
ncxoaAulero npu coegmuHeHnn ¢ MSDP-nupom.

YCTaHOBUTb 3HaYeHue no YMOYaHULO.

description text

no description

text: (1..160) cumsona

3agatb onucaHne MSDP-nupa.

Yaanntb onucaHue.

mesh-group name

no mesh-group

name: (1..31) cumBona

[obasutb cocega kK MESH-rpynne.

Yaanutb cocega.

sa-filter { in | out }
sec_num { permit | deny }
[ rp-address ip_addr_rp |
group-address ip_addr_gr
| source-address
ip_addr_src]

no sa-filter {in | out }
sec_num

sec_num:
(0..4294967294)

Co3aaTtb npasunio GpunbTpaLmm SA-cCoobLLEHNN:

- permit — paspewatoLiee npasuao GuabTPaLmK;

- deny — 3anpewatouiee npasuao GuabTpaLmm;

- Sec_num — HOMep CeKLUW NpaBuna;

- ip_addr_rp — ¢unbTpauus no agpecy RP;

- ip_addr_gr — $unbTpauma no agpecy rpynnol;

- ip_addr_src — ¢unbTpauma no agpecy nctoyHmka Multicast-
TpaduKa.

Ypanaet CO34aHHYIO CeKLUUIo npaBnna.
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shutdown AOMUHUCTPATUBHO BbIKAHOYNTL ceccuto ¢ MSDP-nmnpom, He
—/BbIKNIOYEHO yAanAa ero KOHPUrypaumm.
no shutdown YCTaHOBUTb 3Ha4YE€HNE N0 YMOAYAHUIO.

KomaHOowbi pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnmua 195 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
show ip msdp peers [ ip_addr] MokasaTb MHGOPMALIMIO O HACTPOEHHBIX NUPaXx, cTaTyce
. coeaMHEeHUs, HaCTPOMKax NUPOB, a TaKXKe CTaTUCTUKY 0bmeHa
coobuieHmamm npotokona MSDP
- ip_addr — IP-agpec nupa.
show ip msdp source-active - MokasaTtb cogepMmoe Kalwa SA.
show ip msdp summary — Moka3aTb cymmapHyto MHbopmauuio npoTokosia MSDP.
clear ip msdp counters - OBHYNTb CHETUMKM.
clear ip msdp peers [ ip_addr] . MepeycTtaHoBUTb coeanHeHna ¢ MSDP-nnpamu
- ip_addr — IP-agpec nupa.

5.20.4 ®dyHkyua IGMP Proxy

®PyHKUMA MHOroagpecHoit mapwpyTtmnsaumm IGMP  Proxy npeaHasHayeHa Ana  peanusaumu
YNPOLLEHHOW MapLlpyTM3aLMM MHOFOagpecHbIX AaHHbIX MeMKAy CeTAMMW, YNpaBisaemoil Ha OCHOBaHWUU
npoTtokona IGMP. C nomoubto IGMP Proxy ycTpoicTBa, He HaxodslMecs B OAHOM CETU C CEepBepom
MHOTr0agpecHO’ PaccbisIKU, MMEIT BO3MOXKHOCTb NOAKAOHYATLCA K MHOTOaApecHbIM rpyrnnam.

MapLpyT13aLma OCYLLECTBAAETCA MeXay MHTepdencom BbilwecTos el ceTu (uplink) u nHTepdeincamm
HuxecTosawmx cetet (downlink). Mpun atom Ha uplink-uHTepdelice KommyTaTop BeaeT ceba Kak 0bbIYHbIN
nosaydyatenb MHoroagpecHoro Tpaduka (multicast client) n popmunpyet cobcTBeHHble coobLLeHMA NPoToKoAa
IGMP. Ha untepdelicax downlink KommyTaTop BbICTynaeT B KaYecTBe cepBepa MHOrOagpecHOM PaccbiKK U
obpabaTtbiBaeT coobueHMa NpoTokona IGMP oT ycTponcTs, MOAKAOYEHHDBIX K 3TUM MHTepdeicam.

V KonuuectBo nopaep:KuBaembiX rpynn MHOroagpecHoit paccbiiku npotokonaom IGMP
Proxy yKka3saHo B Tabnuue 9.
V IGMP Proxy nogaep*usaet go 512 downlink-untepdeiicos.
V OrpaHuyeHus peanusaumm ¢pyHkummn IGMP Proxy:
- IGMP Proxy He noaaep:KuBaeTca Ha rpynnax arperauum LAG;

- MOXKeT 6bITb onpeaeneH TONbKO 0AUH UHTepdelic BbillecToALLel ceTu;
- Npu Ucnoib3oBaHuu Bepcuun V3 npotokona IGMP Ha uHTepdeiicax K HUKeCcToALLLeN ceTn
o6pabaTbiBaloTca ToNbKO 3anpocbl TUNa exclude (*,G) u include (*,G).

V Bo VLAN-e, B KOTOpbI1 ocyLiecTBAseTcA NpokcupoBaHue, IGMP Snooping aonxeH 6biTb
OTK/IOYEH.

V IGMP Proxy ana QinQ-tTpa¢pumkKa:

. ONA KOPPEKTHOWU paboTtbl ¢pyHKUMOHaNa Heobxogumo BKAOUMTbL IGMP Proxy un IGMP

Snooping B SVLAN u CVLAN, a TaK»e HacTpouTb IP-agpeca Ha paHHbIX uHTepdeiicax.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUIypaumm:

console (config) #

Tabanua 196 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip multicast-routing

igmp-proxy —/no ymonyaHuio
no ip multicast-routing dYHKUMA BbIKIOYEHA
igmp-proxy

PazpelwnTtb paboTy MapLupyTU3aLMM MHOFOAAPECHbIX AaHHbIX
Ha CKOHOUIYpPUPOBAHHbIX MHTEpPdeNcax.

3anpeTuTb paboTy MapLUpyTU3aLMMN MHOFOAAPECHBIX AaHHbIX Ha
CKOHOUIYpUpPOBaHHbIX UHTepdelicax.

ip mroute prefix pre-
fix_length fw_router_ad-

dress tunnel tunnel_id prefix: (A.B.C.D); pre-

fix-length: (A.B.C.D unu
/n); fw_router_ad-
dress: (A.B.C.D); tun-
nel_id: (1..16)

Co3paTb cTaTUYecKoe NPaBuIo A4 MHOFOaAPECHON Tabaunupl
MapLUpyTU3aLmK.

- prefix — |IP-agpec ceT Ha3HayeHus;

- prefix_length — macka npeduKca HazHauyeHUa nnu ee
ONVHa;

- fw_router_address — |P-agpec mapwpyT1M3aTopa MHOroag-
PEeCHO paccbinKu;

- tunnel_id — naeHTUPUKaTOP TyHHENS.

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

Ypanutb ctaTMyeckoe nNpasmao m3 Tabauubl MHOroaapecHom
MapLUpyTU3aLmu.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpeticos Ethernet, VLAN, uHmepdgelica 2pynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHpurypauum nutepoeicos Ethernet, VLAN, nHtepdeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnnua 197 — KomaHgb! pexxuma KoHpurypauum nHtepoeiicos Ethernet, VLAN, rpynnbl noptos

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aelicmeue

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

ip igmp-proxy {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group |
vlan vian_id}

KoHurypupyembiin nHTepdeiic agnaetca MHTepdercom K
HuKecToAwweln ceTu. KomaHaa HazHavaeT cBs3aHHbIN uplink-
MHTepdENc, y4acTByOWMI B MapLIPYTMU3aLLMK.

ip igmp static-group group-
address [source source-addr]

no ip igmp static-group group-
address [source source-addr]

BKAtOUNTL CTaTUUYECKMI 3anpoc multicast-rpynnbl Ha MHTepdelice.
- group-address — |P-agpec rpynnbi;

- source-addr — |P-afpec UCTOYHMKA rpynnbl.

V Ha uHtepdeiice aonkeH 6biTb BKAOUYEH IGMP Proxy.

BbIKNOUMTL CTaTUYECKUI 3anpoc multicast-rpynnbl.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 198 — KomaHgb! pexkuma KoHdpurypaumnm nHtepoeiicos VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

ip igmp-proxy dscp dscp

no ip igmp-proxy dscp

dscp: (0..63)/0

YcTaHoBUTb 3HaYeHne DSCP B IP-3aronoBke gna naketos
npoTokona IGMP, KoTopoe 6yaeT MCno1b30BaTbCA KOMMYTAaTOPOM
Ha uHTepderice VLAN.

YCTaHOBUTb 3HAYeHUE NO YMOI4aHUIO.

ip igmp-proxy cos cos

no ip igmp-proxy cos

cos: (0..7)/0

YcTaHoBWTb 3HauveHune 802.1p B IP ana naketos npoTokona IGMP,
KOoTOpoe byaeT MCcnoib30BaTbCA KOMMYTAaTOPOM Ha UHTepdelice
VLAN.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYaHUIO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 199 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show ip mroute
[ip_multicast_address
[ip_address]] [summary]

MpoCcMOTPeTb CMMCKU MHOFOAAPECHbIX rpynn. BoamoskeH BbiGop
rpynn no agpecy rpynnbl AW NO aApecy UCTOYHMKA
MHOroagpecHbIX AaHHbIX.

- ip_multicast_address — |P-agpec rpynnbl;

- ip_address — |P-appec UCTOYHUKA;

- summary — KpaTKoe coAepKaHue KaxKaon 3anucuy B
MHOroagpecHol Tabanue mapLupyTMsaumm.

show ip igmp-proxy interface
[vlan vian_id | gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

MokaszaTb MHopMauuto o ctatyce IGMP-proxy NPUMEHUTENbHO K
MHTepdeiicam.

[pumep 8b1M10MHEHUS KOMAHO

console# show ip igmp-proxy interface

Interface Type
vlanb upstream
v1lan30

Interface Protection

downstream default

* — the switch is the Querier on the interface
IP Forwarding is enabled

IP Multicast Routing is enabled
IGMP Proxy is enabled

Global Downstream interfaces protection is enabled
SSM Access List Name: -

CoS DSCP
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5.21 ®yHKuMM ynpaBaeHuUs

5.21.1 MexaHu3m AAA

Ana obecneyeHns 6e3o0nacHOCTU CUCTEMbI

aBTOpM3aLMA, yUeT).

nucnonbsyetrcs mexaHMam AAA  (ayTeHTUdPUKaumA,

— Authentication (ayTeHTUdMKaUMsa) — conocTaBaeHUE 3anpoca CyLLECTBYOWEN YY4ETHOM 3anucK
B cucTeme 6€30NacHOCTMU.

— Authorization (aBTopu3auus, NpoBepKa YpoOBHA 40CTyrNa) — COMNocTaB/ieHne y4ETHOM 3anucu B
cucteme (npotlealieit ayteHTUGUKaLMIO) M onpeaenéHHbIX NOAHOMOUYMA.

— Accounting (y4éT) — cnexeHue 3a noTpebaeHMeM pecypcoB NOIb30BaTENEM.

Ona wndpoBaHMA gaHHbIX UCNONb3yeTcA MexaHu3m SSH.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnnua 200 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

aaa authentication login
{authorization | default |
list_name} method_list

no aaa authentication
login {default |
list_name}

list_name: (1..12)
CUMBO/I0B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4yaHuio
OCYLLECTBAAETCA NPOBEPKA
no fioKanbHol 6ase
OaHHbIX (aaa
authentication login
authorization default local)

YCcTaHOBWUTL CNOCo6 ayTeHTUDMKALMM ON1A BXOAA B CUCTEMY.
- authorization — pa3pelaeT npoxoxaeHne aBTopm3aLmn no
OMNUCaAHHbIM HUXKE METOAaM;
- default — ncnonb3osatb ANA ayTeHTUPHUKALMM ONUCAHHbIE
HUXKEe MeToAbl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHbIX METOAOB,
AKTUMBM3UPYIOLLLErocs, Koraa nosib3oBaTeslb BXOAUT B CUCTEMY.
OnucaHue metoaos (method_list):
- enable — ncnonb3oBaTb Naposb A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAbL TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb IOKaNbHyO 633y MMeH nNoab3oBaTenem
ONs ayTeHTUdUKaumm;
- none — He UCNONb30BaTb ayTEHTUOUKALMIO;
- radius — ncnonb3osatb cnncok RADIUS-cepsepoB ana
ayTeHTUdMKaUMK;
- tacacs — vcnonb3osatb cnucok TACACS cepsepoB ana
ayTeHTUdMKaLMK.

V Ecnn meToa ayTeHTUGMKaLMM He onpegeneH, To

AOCTYN K KOHCOU BCerpa ycnewHbli.

Co3aaHue CNUCKa oCyLLeCcTBAAETCA KOMaHAOiA:
V aaa authentication login list_name method_list.

MUcnonb3oBaHMe cnucka:

aaa authentication login list-name

’ Bo u3bexkaHue notepu AoCTyna cneayer BBO-
. AUTb HEeobXoAUMbBIII MMHUMYM HacCTPOEK ANnA
YKa3blBaemMoro MeToaa ayTeHTugMnKaumm.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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aaa authentication ena-
ble authorization {default
| list_name} method_list

list_name: (1..12)
CMMBO/10B;
method_list: (enable, line,
local, none, tacacs, radius);
—/no ymon4aHuio
OCYLLLECTBAAETCA NPOBEpPKa
no /fIoKanbHo 6ase
OaHHbIX (aaa
authentication enable
authorization default
enable)

YCTaHOBUTbL CNOCO6 ayTEHTUOMKALMM NPU NOBbILEHUN YPOBHSA
npvBUAErnii Ana BXo4a B CUCTEMY.
- authorization — paspelwaeT npoxoxaeHne aBTopm3aLmn no
OMMUCAHHbBIM HUXE MeToAaM;
- default — ncnonb3oBaTh 419 ayTeHTUMKALMYM ONUCAHHbIE
HUXe MeToabl;
- list_name — nmsa cnucka ayTeHTUPUKALMOHHBIX METOAOB,
AKTMBU3UPYIOLLLEroca, KOrAa Nonb3oBaTe /b BXOAUT B CUCTEMY.
OnucaHune metogos (method_list):
- enable — ncnonb3oBaTb Naposib A4 ayTeHTUDUKaLMK;
- line — ncnonb3oBaTb NAPOAb TEPMUHANG AN1A AYTEHTUDUKALMMK;
- local — ncnonb3oBaTb NIOKaNbHYO 633y MMeH Noab3oBaTenem
Ona ayTeHTuduKaumm;
- none — He UCNONb30BaTb ayTEHTUDUKALMIO;
- radius — ucnonb3oBaTb cnucok RADIUS-cepBepoB s
ayTeHTUdUKaumK;
- tacacs — ncnonb3osBatb cnncok TACACS-cepsepos Ana
ayTeHTUdMKaLMK.

V Ecnu meTop ayTeHTUGUKAL MUK He onpeaesieH, TO

BAOCTYN K KOHCOU BCerpa ycnewHbli.

Co3gaHue CNUCKA OCYLLLeCTBASETCA KOMaHA0M:
V aaa authentication login list-name method_list.
Ucnonb3osaHue cnucka:
aaa authentication login list-name
’ Bo u3bexaHue notepu Aoctyna cnegyer BBO-
° AUTb HEO6XOAMMbBI MUHUMYM HacTpPoeK Ans
yKa3blBaemMoro MeToaa ayTeHTupMKaumm.
no aaa authentication YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
enable authorization {de-
fault | list_name}
enable password pass- YCTaHOBUTb NapPO/Ib 414 KOHTPOIA M3MEHEHMWA NPUBUAErNiA
word [encrypted] [level [O0CTyna nosib3osaTenei.
level] - level — ypoBeHb npusuneruni;
level: (1..15)/1; - password — naponb;

no enable password
[level level]

password: (0..159)
cmmsonos/admin

- encrypted — 3a4aTb 3aWMdPOBAHHbLIN Naponb (Hanpumep,
naposib B 3alIMPPOBAHHOM BUAE, CKOMUPOBAHHBIN C ApYroro
YCTPOICTBA).

YcTaHOBUTb napo/ib N0 YMON4YaHUIO.

username name {nopass-
word | password pass-
word | password en-
crypted encrypted_pass-
word} [priveliged level]

no username name

name: (1..20) cumBonOB;
password: (1..64)
CMMBO/I0B;
encrypted_password:
(1..64) cumBonos;
level: (1..15)

[lo6aBuTb Nonb3oBaTens B I0KaNbHYO 6a3y AaHHbIX.

- level — ypoBeHb npusuneruni;

- password — napons;

- name — VMA NoNb30BaTeNS;

- encrypted_password — 3awndpoBaHHbIV Napoab (Hanpumep,
naponb B 3aWnMbpoBaHHOM BUAE, CKONMUPOBAHHBIW C APYroro
YCTPOICTBA).

YpaanuTb nonb3osaTens u3 NIOKaNnbHoM 6a3bl AaHHbIX

aaa accounting login
start-stop group {radius |
tacacs+}

— /N0 yMmon4aHuio
BeAEeHMe yyeTa 3anpeLleHo

Pa3spelwnTb BeieHMe yyeTa (akKayHTa) AN ceccuii ynpasaeHus.
PaspelleHO TONbKO ANA Nosb3oBaTenei, Bowes-
V WKMX B CUCTEMY NO MMEHM U napoato. Ana sowes-
LIMX MO Napo/ilo TepMUHaNA, BeAeHUe yyeTa 3anpe-

LeHo.

] BepeHue yueta akTUBUPYETCA M NpeKpaLLaeTcsa, Ko-
V raa nosb3oBaTe/lb BXOAUT U OTK/IOYAETCcA OT CU-
CTeMbl, YTO COOTBETCTBYET 3HaUeHUAM start u stop B
coobuweHunax nporokona RADIUS (napameTpbl, co-
AepXawmeca B coobuieHusax nportokona RADIUS,
npusegeHbl B Tabauue 201).
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no aaa accounting login
start-stop

3anpeTuTb BegeHuMe yyeTta (akkayHTa) ans seegeHHbIx B CLI Ko-
MaHA,.

aaa accounting dotlx
start-stop group radius

no aaa accounting dotlx
start-stop group radius

—/no ymon4aHuio
BeAeHMe y4yeTa 3anpeLeHo

PaspewunTb BegeHue yyeTa (akkayHTa) ans ceccuin 802.1x.
BepeHue yueta akTMBUpPYeETCA M NpeKpallaeTca, Koraa
V nonb3oBaTe/ib BXOAUT U OTK/IIOYAETCA OT CUCTEMbI,
4YTO COOTBETCTBYET 3HAUeHUAM start u stop B coobuie-
HuAX npotokona RADIUS (napameTpbl, cogeprKawyu-
eca B coobueHuax npotokona RADIUS, npuseaeHbl B
Tabauue 201).

B pexxume Multiple sessions coobueHus start/stop

V NOCbINAIOTCA ANA KAXKA0ro NoNb30BaTeNA, B pexxume
Multiple hosts — Tonbko ans nonb3osarens, npowepn-
wero ayteHTMduKaumio (cm. pasgen no 802.1x).

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip http authentication
aaa login-authentication
[login-authorization]
[http | https] method_list

no ip http authentication
aaa login-authentication

method_list: (local, none,
tacacs, radius)

Onpefenvte MeToZn ayTeHTUOMKauMu npu goctyne Kk HTTP-
cepsepy. Mpy ycTaHOBKE CMMCKA METOAOB AOMOHUTE/NbHbIN
meTog, 6yaeT NPMMEHATLCA TONbKO B TOM C/lyyae, Korga no oc-
HOBHOMY MeToAy ayTeHTUPUKaLMKM BO3BpaLLleHa owmnbKa.

- method_list — meToA ayTeHTUDUKaumUK:

local — no nmeHu U3 NoKanbHOM 6asbl JAHHBIX;

none — He UCMNONb3yeTCA;

tacacs — ncnonb3oBaHMe cnUcKoB Bcex cepepoB TACACS+;
radius — ucnonb3oBaHue cnuckos Bcex RADIUS-cepBepos.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa authentication mode
{chain | break}

—/chain

YCTaHOBUTbL aNrOpPUTM OMpoca METOA0B ayTEHTUDUKaLUM.

- chain — nocne HeygayYHOM NONLITKM ayTEHTUDMKaLUK MO nep-
BOMY METOAY B CMUCKe c/ieAyeT NonbITKa ayTeHTUGUKaLmMmn no
caepylolemy metoay B LENoYKe;

- break — nocne HeyaauHoW ayTeHTUGUKALUKM MO NEPBOMY Me-
TOoA4y Npouecc ayTeHTUdPMKauumn octaHasamBaeTca. AyTeHTUdU-
KaLuusa no cneaytoLemy meToay AOMYyCTUMa TONbKO B C/lyyae He-
BO3MOKHOCTU ayTEHTUOUKALMM MO NpeablayLiemy metoay.

aaa accounting com-
mands stop-only group
tacacs+

no aaa accounting com-
mands stop-only group

—/no ymon4aHuio
BeAEHME yYeTa KOMaHS,
BbIK/IOYEHO

BkatounTb BegeHue yyeta BBegeHHbix B CLI KomaHza no npoTo-
Kony Tacacs+.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

aaa accounting update

no aaa accounting up-
date

—/no ymonyaHuio
BbIK/IIOYEHO

BkatoyeHue otnpasku Interim-Update yepes perynspHble npo-
MEKYTKN BPEMEHW.

BblkntoueHne otnpasku Interim-Update uepes perynspHble
NPOMEKYTKU BpEMEHMU.

aaa accounting update
periodic minutes

no aaa accounting up-
date periodic

minutes: (1..300)/
1 muHyTa

YKasaHue NpoMeKyTKa BPeMeHU, Yepes KoTopblil ByaeT npous-
BOAMTbCA OTNpasKa Interim-update.

YCTaHOBUTb 3HAYEeHME N0 YMOHAHWUIO.

aaa authorization com-
mands {default |
list_name} group
method_list

list_name: (1..15)
cumsonoBs; method_list:
(tacacs, local);

— /N0 YMOAYaHUIO aKTUBEH
cnucok default n
aBTOPU3aLMA He
ocyuiecTenseTca

YCTaHOBWUTb CNOCO6 aBTOPU3ALMU BBOAUMbIX KOMAHA,

- default — pepgaktupoBaTtb cnMcoK c umeHem default, KoTopbiii
MO YMOIYAHMIO eCTb B CUCTEME;

- list_name — MMA CNMCKa MeToAOB aBTOpU3aLMK, co3aaBae-
MOTO W pegakTMpPyemoro no/ib3oBaTtesiem:

- tacacs — meToz, N03BONAIOLWMIA MCNOIb30BaTh cnncok TACACS
cepBepoB A/ aBTOpU3aLMUKY;

- local — meToa, Npu KOTOpPOM aBTOPU3aALMA HE OCYLLEeCTBASA-
ercA.
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no aaa authorization
commands {default |
list_name}

BoccTaHOBMTb 3HaYeHMEe NO YMOMYAHUIO.
- default — cbpoc cnucka ¢ umeHem default K 3HaueHUto no
YMOIHaHUI0;
- list_name — ypanuTb Noib30BaTENbCKUI CMIUCOK C UMEHEM
list_name.
Cnucok c umeHem default He moxKeT 6bITb yaaneH us
V cucTembl.

aaa authorization com-
mands {default |

list_name: (1..15)

AKTMBMPOBATb CMMCOK METOAO0B aBTOpPM3aLMU BBOAUMbBIX KO-
MaHAa,
- default — caenatb akTMBHbBIM CNUCOK ¢ UMeHem default;

list_name} CMMBOJIOB; - list_name — cpenaTb aKTUBHbIM COOTBETCTBYOLLMI NO/Ib30Ba-
—/default TE/IbCKUI CMUCOK.
no aaa authorization BocCCTaHOBUTL 3HaYEHME MO YMOHAHMIO.
commands
. [Ona Toro 4To6bl KAMEHT NOAYYUA AOCTYN K YCTPOMCTBY, AarXKe eciu Bce MeToAbl ayTeHTU-
! duKaumm BepHyan owmnbKy, UCNoNb3yiTe 3HAUYEHUE NnocnegHero metoga B KOMmaHpe —

none.

Tabnunua 201 — ATpubyTbl coobuieHUI BeaeHMA yyeTa npoTokona RADIUS ana ceccuit ynpasneHus

Hanuuue Haauyue
ampubyma e | ampubyma e
Ampubym pucy pucy OnucaHue
coobweHuu coobweHuu
Start Stop

User-Name (1) Ectb EcTb NpeHTndrKauma nonb3osartens.

NAS-IP-Address (4) Ecrb Ecrb IP-a,u,puec KOMMYTATOpa, KOTOPbIA MCNoAb3yeTca Ans
ceccuin c RADIUS-cepsepom.
n -

Class (25) Ects Ecrb pou3Bo/bHOE 3Ha\jeHwe, BKJ/IIOYEHHOE BO BCe CO06
LLEeHUA yyeTa ceccui.
MAC- NA 7 7

Called-Station-ID (30) Ectb Ects C-appec nopta S, ncnonblyembl ANA ceccum ¢
RADIUS-cepsepom.

Calling-Station-ID (31) EcTb Ectb MAC-agpec nonb3oBarens.

Framed-IP-Address (8) Ectb Ectb IP-agpec nosnb3oBatens.

Acct-Session-ID (44) EcTb Ectb YHUKanbHbIM naeHTUUKATOp yyeTa.

Acct-Authentic (45) Ecto Ecto YKa3blBaeT MeTos, No KOTOPOMY KJMEHT JO/KEH ObITb
ayTEHTUOMLMPOBAH.

Acct-Session-Time (46) Her Ecrb MoKa3blBaeT, Kak A0Aro nonb3osaTeNb Obll NOAKLO-
YeH K cucteme.

Acct-Terminate-Cause

(49) Het EcTb MpuynHa 3aKpbITUA ceccmu.

Tabnnua 202 — ATpubyTbl coobLeHnt BeaeHMA yyeTa npoTokona RADIUS ana ceccuin 802.1x

Hanuuue Haauvue
ampubyma e | ampubyma e
Ampubym pudy pudy onucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NpeHTndumkauma nonb3osartens.
IP-agpec KommyTaTopa, KOTOPbIN MUCnonb3yeTca AnA
NAS-IP-Address (4) Ectb EcTb p,pu v P P ¥ A
ceccuii c RADIUS-cepsepom.
MopT KOMMYTaTOPa, Ha KOTOPOM NOAKNOUUACA NONb-
NAS-Port (5) Ectb EcTb P ¥ pa, P A
3oBaTeNb.
MNpon3BoabHOE 3HaYeHMe, BKAOYEHHOE BO BCe CO06-
Class (25) Ectb EcTb P o
LEeHUA yyeTa ceccui.
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Called-Station-ID (30) EcTb Ectb IP-agpec kKommyTaTopa.

Calling-Station-ID (31) EcTb Ectb IP-agpec nonb3oBartens.

Acct-Session-ID (44) EcTb Ectb YHWKaNbHbIN naeHTUDUKATOP yyeTa.

Acct-Authentic (45) Ecto Ectb YKasblBaeT MeTog, N0 KOTOPOMY KAUEHT A0/IKEH BbITb
ayTEHTUOMLMPOBAH.

Acct-Session-Time (46) Her Ecrb MokKa3blBaeT, Kak A0Aro Nonb3oBaTeNb Obl NOAKLO-
YeH K cucteme.

Acct-Terminate-Cause Het Ectb MpuunHa 3aKpbITUA ceccuu.

(49)

Nas-Port-Type (61) EcTb EcTb MoKa3blBaeT TMN NopTa KAneHTa.

Eltex-Data-Filter Het Ectb CnucoK npaBuAn, cogepawuii B cebe Kawyesble
cnosa ACL (Tabnuua 185)

Eltex-Data-Filter-Name Het EcTb Uma ACL. Ecam He 3afaHO, TO MMEET 3HayeHue
«RADIUS_ACL»

Tabnuua 203 — Kntouesble cnosa ACL

Knioyesoe cnoeo

OnucaHue

Tun uau id npoTokona.
JonycTtumble 3HaYeHUA:
- ana IPV4: icmp, igmp, ip, tcp, udp, ipinip, egp, igp, hmp, rdp, idpr, ipv6,

prot ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf, ipip,
pim, 2tp, isis;
- ana IPV6: icmpv6, tcpv6, udpve.

mac_src MAC-agpec NCTOYHMKA.

mac_dst MAC-agpec HasHa4yeHuA.

ip_src IP-agpec UCTOUYHMKa.

ip_dst IP-agpec Ha3zHavyeHuA.

ipv6_src IPv6-appec UCTOUYHMKaA.

ipv6_dst IPv6-agpec HaszHavyeHuA.

dscp 3HauyeHune DCSP-nons (0..63).

ip_precedence

MpuoputeT IP-Tpaduka (0..7).

tcp_flags TCP-dnar.

vlan Mopsaakosbit Homep VLAN.

icmp_type Tun coobueHnin npotokona ICMP, ucnonbayemblt gna duabTpauum
ICMP-nakeTos (0..255).

icmp_code Kog coobuweHuii npotokona ICMP, ucnonb3yembit ana ¢ounbTpaumnm
ICMP-naketos (0..255).

igmp_type Tvn npoTokona IGMP.

udp_port_src

UDP-nopT NCTOYHUKA.

udp_port_dst

UDP-nopT Ha3HayeHuA.

tcp_port_src

TCP-nopT UCTOYHMKA.

tcp_port_dst

TCP-nopT Ha3HayeHwus.

udp_src_start

HayanbHoe 3HavyeHne UDP-nopTta 13 ananaszoHa UDP-nopToB UCTOYHMKA.

udp_src_end

KoHeyHoe 3HaueHne UDP-nopTta n3 auanasoHa UDP-NopToB MCTOYHMKA.

udp_dst_start

HayanbHoe 3HayeHne UDP-nopTta u3 amanaszoHa UDP-nopToB HasHaye-
HUA.

udp_dst_end

KoHeyHoe 3HayeHne UDP-nopTa 13 ananasoHa UDP-nopToB Ha3zHayYeHus.
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tcp_src_start

HauyanbHoe 3HaueHne TCP-nopTa 13 AnanasoHa TCP-nopToB MCTOYHMKA.

tcp_src_end

KoHeuHoe 3HaueHune TCP-nopTa 13 grnanasoHa TCP-nopToB UCTOYHUKA.

tcp_dst_start

HayanbHoe 3HavyeHne TCP-nopTa 13 AnanaszoHa TCP-nopTos Ha3HavyeHuA.

tcp_dst_end

KoHeuHoe 3HaueHune TCP-nopTa u3 grnanasoHa TCP-nopToB Ha3HavyeHuA.

Eltex-Data-Filter n Eltex-Data-Filter-Name — ocobble Vendor-Specific aTpnbyTtbl, npeaHasHaYeHHble
AN AMHammyeckoro gobasneHus cnmckoB ACL Ha nopt yepes coobuieHunsa oT RADIUS-cepsepa. [ns
NCNoab30BaHMA gaHHoro ¢yHKkuMoHana Ha RADIUS-cepBepe HeobxogMmo B cioBapb aTpubyToB 006aBUTH
aTpunbyTbl 82 (Eltex-Data-Filter) n 83 (Eltex-Data-Filter-Name) ana seHzgopa 35265 (Eltex).

Mpumep HacTtporikn Vendor-Specific atpubytos Eltex-Data-Filter Eltex-Data-Filter-Name pgna

Freeradius.

B daitn /path/to/freeradius/dictionary nobasutsb:

VENDOR Eltex 35265
BEGIN-VENDOR Eltex

ATTRIBUTE Eltex-Data-Filter 82 string
ATTRIBUTE Eltex-Data-Filter-Name 83 string
END-VENDOR Eltex

.‘

dopmar 3anucu IPv4 ACL, IPv6 ACL popmupyetca cneayrowmum obpasom: nepsbie YeTbipe
CnoBa A0/KHbI 6bITb 3anucaHbl Yepe3 npoben B ctporom nopsapke: acl_type, action

(permit nan deny), ip_precedence, prot. Mocne 3anucu o06a3aTenbHbIX NapameTpos
ocTasibHble NapamMeTpbl 3aNUCbIBAlOTCA B NPOU3BObLHOM NopsaakKe.

.‘

®dopmar 3anucu MAC ACL dopmupyetca cneayowmm obpasom: nepsble TPU C€10Ba
BAONXKHbI 6bITb 3anucaHbl Yepes npoben B ctporom nopagkKe: acl_type, action (permit nam

deny), ip_precedence. Mocne 3anucu o6a3aTenbHbIX NapaMeTPOB OCTa/IbHble NapameTpbl
3anucbIBalOTCA B NPOU3BOJIbHOM NopagKe.

.‘

Macka gns IP-agpeca 3anucbiBaertca yepes «/» 6e3 npob6enos.

’ | MpOTOKOAN MOKHO YKa3aTb KaK B YACNIOBOM BUAe, Tak U CTpOKOﬁ.
-

Mpumep:

user3 Cleartext-Password
Eltex-Data-Filter
ip dst=10.0.0.0/255.0.0.0

"hello"
"ip permit 1 prot=tcp ip src=10.0.0.3/0.0.0.255

tcp port src=80 tcp port dst=443",
Eltex-Data-Filter-Name = "Filter-MIX1"

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bug, 3anpoca KOMaHAHOW CTPOKU B pPeXXUME KOHPUrypaLmm TepMnHana:

console (config-line) #
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Tabanua 204 — KomaHabl pexkuma KoHOUrypaumm TepmuHanbHbIX CeCCcuit

3Ha4yeHue/3HayeHue
o ymon4YaHuro

KomaHda

Aelicmeue

login authentication {de-
fault | list_name}

list_name: (1..12)
CMMBO/I0B

no login authentication

3afaTb MeTog, ayTeHTUdMKaLMK Npu BXoae Ans KoHconu, telnet,
ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KOMaHZoM aaa authentication login default.

- list_name — ncnonb30BaTb CNUCOK, CO34aHHbIM KOMaHA0M aaa
authentication login /ist_name.

YCTaHOBUTb 3HaYeHMEe N0 YMOIYAHMUIO.

enable authentication {de-
fault | list_name}

list_name: (1..12)

3apaTb MeToZ ayTeHTUGMKaLMM Noib3oBaTeNA NPU NOBbILLIEHUN
YPOBHSA NpUBUAErNA ANA KoHconw, telnet, ssh.

- default — ncnonb30BaTb CNNCOK «NO YMONYAHUION,
CO34aHHbI KoMaHgoM aaa authentication login default.

tion

cMmMBO/NI0B - list_name — ncnonb3oBaTb CNUCOK, CO34aHHbIA KOMaHAOoM aaa
authentication login /ist_name.
no enable authentication YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
commands authorization BKNOUMTL aBTOPU3aLMIO KOMAHA, 418 TEPMUHAJIbHOM Ceccum.
no commands authoriza- —/BKAOYEHO OTKNIOYMTD aBTOPU3ALMIO KOMAHA, 418 TEPMUHAIbHOM Cceccum.

password password [en-

crypted
ypted] password: (0..159)

CMMBO/1I0B

no password

3agaTtb Naponb Ana TepMmuHana.

- encrypted — 3a4aTb 3aWwWMdpPOBaHHbIN Naponb (Hanpumep,
napob B 3alMbpoBaHHOM BUAE, CKONMMPOBAHHbIN C APYroro
yCTpoWcTBa).

Yaanutb naponb AnA TepmMuHana.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 205 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show authentication meth-
ods

MoKasaTb nHbopmaLmio 06 ayTeHTUOUKALMOHHBIX METO4AX Ha
KOMMyTaTope.

show authorization
methods

MNokasaTtb MHd)OpMaLI,MIO 0 CO34aHHbIX Ha KOMMYTaTOpe MeToax
ABTOPM3aUMM KOMAHA,. YKa3bIBaeT Ha aKTUBHbI meToa.

show users accounts

MoKasaTb fIoKasbHY 6a3y AaHHbIX NOb30BaTeNeN U UX
npuBMAErni.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console>

Bce KomaHAb! AaHHOrO pa3gena oCTynHbl TONIbKO ANA NPUBUNETMPOBAHHbBIX nosib3oBaTenew.
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Tabnmua 206 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHoa

Aelicmeue

show accounting

Moka3aTb MHPOPMALLMIO O HACTPOEHHbIX METOAAX BeAeHUA
yyeTa (aKkKkayHTa).

5.21.2 Mpomokon RADIUS

MpoTtokon RADIUS wucnonb3yetca ana ayteHTMduMKaumm, astopusaumm u ydeta. Cepsep RADIUS
ncnosbayet 6a3y JaHHbIX NONb30BaTeNEN, KOTOPAA COAEPKUT AaHHbIE MPOBEPKM NOSJANHHOCTU ANA KaXKA0rO
nosib3oBartens. Takum obpasom, ncnosbsoBaHue NpoTokona RADIUS obecneumBaeT 4ONONHUTENbHYIO 3aLUUTY

Npuv JOCTYMe K pecypcam CeTH, a TaKKe Npu JOCTyne K CaMoMy KOMMYyTaTopy.

KomaHObI pexcuma 2a06ana6HolU KOHgu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnunua 207 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aeiicmeue

radius-server host {ipv4-ad-
dress | ipv6-address | host-
name} [auth-port
auth_port] [acct-port
acct_port] [timeout
timeout] [retransmit re-
tries] [deadtime time] [key
secret_key] [priority prior-
ity] [usage type]

encrypted radius-server
host {ipv4-address | ipv6-
address | hostname}
[auth-port auth_port]
[acct-port acct_port]
[timeout timeout] [retrans-
mit retries] [deadtime time]
[key secret_key] [priority
priority] [usage typel]

no radius-server host
{ipv4-address | ipv6-address
| hostname}

hostname: (1..158)
CUMBO/IOB;
auth_port:

(0..65535)/1812;
acct_port:

(0..65535)/1813;

timeout: (1..30) c;

retries: (1..15);
time (0..2000) muH;

secret_key: (0..128)
CUMBO/IOB;

priority: (0..65535)/0;
type: (login, dotlx,
igmp-auth, coa, dotlx-
eapol, dotlx-mac,
all)/all

[06aBUTb YKa3aHHbI cepBep B CNMCOK ncrnonb3yembix RADIUS-
cepBepoB.

- ip_address — IPv4 vnu IPv6-agpec RADIUS-cepBepa;

- hostname — ceteBoe uma RADIUS-cepsepa;

- auth_port — Homep nopTa A/1A Nnepesayn ayTeHTUOUKaLMOHHbIX
LAHHbBIX;

- acct_port — Homep nopTa ANA Nepefayn AaHHbIX y4eTa;

- timeout — MHTepBaN OXKMOAHUA OTBETA OT CepBepa;

- retries — KOAMYeCTBO NonbITOK Noncka RADIUS-cepBepa;

- time — BpemAa B MMHYTax, B Te4EHME KOTOPOro HeJoCTyMHble
cepBepa He byayT onpawmneatbes RADIUS-kaneHTom
KOMMYTaTopa;

- secret_key — Kntod Ana ayTeHTUOUKaUMKM U LuindpoBaHUA BCEro
obmeHa aaHHbimM RADIUS;

- priority — npuopwuTeT ucnonb3osaHua RADIUS-cepBepa (4em
HU¥Ke 3HaYeHue, TeM NpuopuTeTHee cepsep);

- type — Tvn ucnonb3osaHuA RADIUS-cepsepa;

- encrypted — 3a4aTb K/toy B 3alwmMdpoBaHHOM BUAE.

B cnyyae oTcyTcTBUA B KOMaHAe napameTpos timeout, retries,
time, secret_key nns paHHoro RADIUS-cepsepa Mcnonb3ytoTcs
3HAYeHMA HAaCTPOEHHbIE C MOMOLLBIO KOMaHA YKa3aHHbIX HUXKe.

YAanuTb YKasaHHbIM cepBep U3 cnmcka ncnoib3yemblx RADIUS-
cepBepos.

radius-server attributes
framed-ip-address include-
in-access-req

no radius-server attributes
framed-ip-address include-
in-access-req

—/BbIK/IOYEHO

[obasutb aTpnbyT framed-ip-address (Onuma Ne8) B access-
request nakertbl.
’ |  3HaueHue aTpubyTa 3aN0NHAETCA HA OCHOBE Tabauy,
N dhcp snooping unu arp. Nouck naet B Tabaunue dhcp-
snooping, a 3aTem, ecm 3anucb He 6bisia HaliaeHa, B
Tabnuue arp.

YCTaHOBUTb 3HaYeHME N0 YMOHYAHMUIO.
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radius-server attributes
nas-id include-in-access-req
[format word]

no radius-server attributes
nas-id include-in-access-req
[format]

word: (3..32)/%h

Lo6asutb aTpnbyT NAS-Id (onumsa Ne32) B Access-Request nakeTbl.

Cumsonbl "%h", BcTpeyatolwmecs B popmaTHOM CTPOKe,
3aMeHsIoTCA Ha TeKylee nma xocta (hostname).

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

[encrypted] radius-server
key [key]

no radius-server key

key: (0..128)
cMMBON0B/NO
YMOYAHMIO KoY —
nycras cCTpoKa

YCTaHOBUTb K04, UCMOb3YEMbIN MO YMONYAHUIO, ANA
ayTeHTMdMKaLMK 1 WndppoBaHma Bcero obmeHa aaHHbimM RADIUS
MeXKAy YCTPOUCTBOM N OKpyKeHnem RADIUS.

- encrypted — 3asaTb k/to4 B 3aWwndpoBaHHOM BUAE.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server timeout
timeout

no radius-server timeout

timeout: (1..30)/3 ¢

YCTaHOBUTL UHTEPBAJ OXKMAAHMA OTBETA OT CEepBepa,
MCMO/Ib3YeMbliA MO YMOYAHMUIO.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server retransmit re-
tries

no radius-server retransmit

retries: (1..15)/3

Onpepenntb KOANYECTBO NOMNbITOK Nomcka RADIUS-cepsepa u3
CMu1CcKa cepBepoB, UCMOJIb3yeMoe No ymonyaHuio. MNpu oTkase
OCYLLEeCTBAAETCA MOUCK C/IeAyHOLLEero No NPUopUTeTy cepsepa mns
cnucka.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

radius-server deadtime
deadtime

no radius-server deadtime

deadtime: (0..2000)/0
MUH

OnTtummsnposaTtb Bpema onpoca RADIUS-cepsepos, korga
HeKoTopble cepBepa HeAOCTYMHbI. YCTaHaBIMBaEeT Bpems B
MWHYTaXx, UCMOJIb3yeMoe Mo YMOJIYAHUIO, B TeYEHME KOTOPOro
HeAoCTyMNHble cepBepa He byayT onpawmeaTbea RADIUS-
KMEHTOM KOMMyTaTopa.

YCTaHOBUTb 3Ha4YeHMe NO YMOHAHMUIO.

radius-server host
source-interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback id | vlan
vlan id}

no radius-server host
source-interface

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3afaTb MHTepdeWc ycTpoiicTsa, IP-agpec KoToporo byaeT
MCMNOJIb30BaTbCA MO YMONYAHUIO B KaYecTBe agpeca UCTOYHMKA
nepegasaemoro B coobueHuax npotokona RADIUS.

Ypanute nHtepdeic yctpoicTsea.

radius-server host
source-interface-ipv6 {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback_id | vlan
vlan id}

no radius-server host
source-interface-ipv6

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1...64);

group: (1..48)

3azaTb MHTepdeic ycTpoiicTBa, IPv6-agpec KoToporo byaet
MCMO/1b30BaTbCA MO YMOYAHUIO B KaYecTBe agpeca UCTOYHUKA
nepenasaemoro B coobLieHusax npotokona RADIUS.

Ypanute nHtepdeic yctpoicTsea.

radius server accounting-
port port

no radius server account-
ing-port

port: (1-65535)

YCTaHOBWUTb NOPT PerucTpaLmm y4éTHblx 3anmceit Ha RADIUS-
cepsepe.

OTmeHunTb ucnonbsosaHne UDP-nopTa ana perncrpaummn y4€THbIX
3anucen.

radius server authentica-
tion-port port

no radius server autentifi-
cation-port

port: (1-65535)

YcrtaHoBuTb UDP-nopT Ana oTnpaBKKW 3anpocoB Ha
ayTeHTUMKALMIO YHETHBIX 3anUCeN.

OTMeHUTb Ucnosib3oBaHue UDP-nopTa A/1s 3anpocoB Ha
ayTeHTUdMKALMIO YHETHBIX 3anunceit.

radius server enable

no radius server enable

Bkatounte RADIUS-cepBep Ha KOMmMmyTaTope.

Bbikntountb RADIUS-cepBep Ha KommyTaTope.

radius server group word

word: (1-32)

3asaTb Ha3BaHWe ANA rPynnbl cepBepa U NepenTh B pexmMm ee
KOHOUIypupoBaHus.

radius server secret key key
{ipva | ipv6 | default}

dopmar ipv4_address:
A.B.C.D;

YCTaHOBUTb K04 ANA UCMO/Ib30BaHMUA radius server.
default — kntoy HasHavaeTcA ANA UCNOJIb30BAHUA KNUEHTAMMU, He
nMmerLwmnx onpegeneHHoro Kak4a.
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no radius server secret
[ipv4 | ipv6 | default]

dopmart ipv6_address:
XX Xi XX
key: (1-128) cumBona

YoanuTte KoY gna ucnonb3osaHua radius server.

radius server secret {ipv4 |
ipv6}

no radius server secret
{ipv4 | ipv6}

dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX XiXiX;

Mcnonb3oBaTb 3aWMPPOBAHHbIN KU A0CTyNa K cepsepy ans
KOHKPETHOro XocTa.

YpanuTb KAOY ANna ncnonb3oBaHua radius server.

radius server traps ac-
couting

no radius server traps ac-
couting

BKNHOYMTB NOALEPKKY trap-cO0BLLEHMI HA COBLITUA YYETHBIX
3anucen.

OTKNOUUTB NOAAEPIKKY trap-co0BLEeHNNA.

radius server traps authen-
tication {failure | success}

no radius server traps au-
thentication

BKNHOUMTB NOALEPIKKY trap-coobLLEHUI, OTODpaXKatOWMX
pe3ynbTaT ayTeHTudUKaumm Ha RADIUS-cepsepe.
failure — c6oi1 npu nonbiTKe ayTeHTUOUKaALUW.
success — ycrnewHo nNpoiraeHHas ayTeHTudMKauma.

OTKNOUUTL NOALAEPIKKY trap-Co0BLEHNNA.

radius server user
username username group
password pass

no radius server user
username username

Co3faTb NOAbL30BATENA M HA3HAYUTb ANA HEro rPynny Ha cepeepe
C 334,aHHbIM NAapoaEM UCMONb30BaHMA.

Yaanutb Nonb30BaTeNA Ha cepsepe.

KomaHObI pexcuma KoHgu2ypuposaHus radius server epynnsl

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUme KoOHPUrypupoBaHua radius server-rpynnbi:

console (config-radius-server—-group) #

Tabnnua 208 — KomaHgbl pexxuma KoHpurypuposaHua radius server-rpynnbi:

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

acl acl_name

no acl

acl_name: (1-32)
cMmBoONIa

HasHauuTb ncnonb3oBaHMe yKkazaHHoro ACL B JaHHOM rpynne.

OTKOUYNUTL MCcnob3oBaHMe yKasaHHoro ACL B JaHHOM rpynne.

allowed-time-range
range_name

no allowed-time-range

range_name: (1..32)
cumBona

HasHaunTb nepuos BpemeHu time-range Ha UCNonb30BaHWe
rpynnel.

OTKAIOYNUTb UCMOIb30BaHNE time-range Ha MCNO/Q1b30BaHUE
rpynnol.

privilege-level /eve/

no privilege-level

level: (1-15)/1

Ha3HauuTb ypoBeHb NpuBKUAETUiA, HA KOTOpPoM ByAeT UCNoAHUMA
KOHOWrypupyemas rpynna.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabanua 209 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeilicmeue

show radius-servers status

MoKa3saTb cTaTyc cepsepos RADIUS.

show radius-servers [key]

OTo6pasnTb NnapameTpbl HacTpoliku RADIUS-cepBepoB (KomaHga
[OCTYMHa TONbKO A/1A NPUBUIETMPOBAHHbIX NO/b30BaTesei).
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show radius server {statis- OT06pa3unTb CTaTUCTMKY NpoToKona RADIUS, nHpopmaumio o
tics | group | accounting | nosib3oBaTensx, KoHpurypaymo RADIUS-cepBepa
configuration | rejected |
secret | user}

[pumepbl UC0/16308AHUS KOMAHO

=  YCTaHOBMUTb r0basibHble 3HAYEHUA ANA NAPaMeTPOB: MHTEPBA/ OXKWUAAHUS OTBETA OT cepBepa — 5
CEeKYyHA, KONn4ecTBo nonbiTOK noncka RADIUS-cepsepa — 5, Bpems, B Te4eHMe KOTOPOro HeaocCTyn-
Hble cepBepa He 6yayT onpawmeatbca RADIUS-kKnMeHTOM KommyTaTtopa — 10 MUHYT, CEKPETHbIN
Kntoy — secret. Jobasutb B cnucok RADIUS-cepBep, pacnonoxeHHbIM Ha y3ne cetu ¢ IP-agpecom
192.168.16.3, nopT cepBepa A4na ayTeHTUdMKaumm — 1645, KoNM4ecTBO NONbITOK AOCTYNa K cepeepy
— 2.

console# configure

console (config)# radius-server timeout 5

console (config)# radius-server retransmit 5

console (config)# radius-server deadtime 10

console (config)# radius-server key secret

console (config)# radius-server host 196.168.16.3 auth-port 1645 retransmit
2

= [lokasaTb NapameTpbl HacTponkn RADIUS-cepsepos.

console# show radius-servers

IP address Port port Time- Ret- Dead- Prio. Usage
Auth Acct Out rans Time
192.168.16.3 1645 1813 Global 2 Global 0 all

Global values

TimeOut : 5
Retransmit : 5
Deadtime : 10

Source IPv4 interface
Source IPv6 interface

5.21.3 Npomokon TACACS+

MpoTokon TACACS+ obecneuymBaeT UEHTPA/NN30BaHHYO cucTemy 6e30MacHOCTM ANs MPOBEPKU
nosib30BaTeNeN, NOAYyYAOLWMX AOCTYN K YCTPOMCTBY, NPM 3TOM Noanepusas coemectmumoctb ¢ RADIUS wm
APYrMMuM npoLeccammn npoBepku noainHHocTn. TACACS+ npefocTaBaseT cneaytolime cnyxooi:

— Authentication (nposepka nooauHHocmu). ObecneunBaeTcs BO BpemsA Bxoda B CUCTEMY MO
MMeHaM Nosib3oBaTesien n onpeaeneHHbIM NoAb30BaTENAMM NAPOAAM.

— Authorization (aemopusayus). ObecneynBaeTcs BO Bpems Bxoga B cuctemy. [locne
3aBepLlIeHMA CeaHCa MNpPOBEPKM MNOAJAMHHOCTM  3aMyCKAeTCA CeaHC aBTopu3aumn ¢
NCNOJIb30BaHMEM MPOBEPEHHOIO MMEHW MO/b30BATENA, TaKKe CepBepoOM MPOBEPATCA
NpMBMUIErMN NONb30BATENS.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:
console (config) #

Tabanua 210 — KomaHgbl pexkuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuio

Aeiicmeue

tacacs-server host
{ip_address | hostname}
[single-connection]
[port-number port]
[timeout timeout] [key
secret_key] [priority
priority] [vrf vrf_name]

encrypted tacacs-server
host {ip_address |
hostname} [single-
connection] [port-number
port] [timeout timeout]
[key secret_key] [priority
priority] [vrf vrf_name]

no tacacs-server host
{ip_address | hostname}
[vrf vrf_name]

hostname: (1..158)
CMMBO/I0B;
port: (0..65535)/49;
timeout: (1..30) c;
secret_key: (0..128)
CUMBOJI0B;
priority: (0..65535)/0;
vrf_name: (1..32)
CUMBOJI0B

[06aBuUTb yKasaHHbI cepBep B CNMCOK Mcnonbayembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- hostname — ceteBoe uma TACACS-cepBepa;

- single-connection — B Ka)KZbli1 MOMEHT BPEMEHUN UMETbH He
60nblle 0AHOro coeanHeHMa ana obmeHa agaHHbimu ¢ TACACS-
cepsepom;

- port — Homep nopTa ana obmeHa aaHHbIMK ¢ TACACS-
cepsepom;

- timeout — MHTepBanN OXKMOAHUA OTBETA OT CepBepa;

- secret_key — ko4 gna ayteHTMOUKALMM U LUnbpOoBaHUA
Bcero obmeHa gaHHbimu TACACS;

- priority — npnopuTteT ncnonb3oBaHus TACACS-cepsepa (4em
HU}Ke 3HaYeHue, TeM NpUopUTETHEE CEpPBEP);

- encrypted — 3HayeHue secret_key B 3alwinMppoBaHHOM BUAE;
- vrf_name — vuMa BUPTyanbHOM 061acTh MapLipyTM3aLmu.

B cnyyae oTcyTcTBMA B KOMaHAe NnapaMeTpoB timeout,
secret_key pns paHHoro TACACS-cepBepa UCNO/Ib3YHOTCA
3HaYeHWA, HaCTPOEHHbIE C NOMOLLBbIO KOMaHA, YKa3aHHbIX
HUXKe.

YpanuTb yKasaHHbIN cepBep M3 cnucKa ucnosib3yembix TACACS-
cepBepoB.

tacacs-server key key

encrypted tacacs-server
key key

no tacacs-server key

key: (0..128)
CMMBOJIOB/MO YMONYAHMIO
K/IlO4 — MycTasn CTPpoKa

YCTaHOBUTb KtOY, UCNONb3YEMBIN MO YMONYAHUIO, ANA
ayTeHTUdMKaLMK 1 WndppoBaHMa Bcero obmeHa AaHHbIMMU
TACACS mexay ycTpoCTBOM M OKpykeHnem TACACS;

- encrypted — 3HaueHwue secret_key B 3alunppoBaHHOM BUAE.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

tacacs-server timeout
timeout

no tacacs-server timeout

timeout: (1..30)/5 ¢

YCTaHOBUTb UHTEPBAJ OXMAAHWA OTBETA OT CEepBepa,
MCNONb3YeMblii N0 YMONYAHUIO.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

tacacs-server host
source-interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}
[vrf vrf_name]

no tacacs-server host
source-interface [vrf
vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);
group: (1..48);
vrf_name: (1..32)
CMMBOJI0B

3apatb MHTepdeic ycTpolicTBa, IP-agpec KoToporo byaeT
MCNONb30BaTLCA MO YMOMYAHUIO B KaYecTBe agpeca UCTOYHUKA
ons obmeHa coobweHnamm ¢ TACACS-cepsepom.

Yaanutb nHTepdeic yctpoicrsa.
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tacacs-server host 3azaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
source-interface-ipv6 MCNONb30BaTLCA MO YMOMYAHMIO B KaYecTBe agpeca UCTOYHUKA
{gigabitethernet gi_port | Ans obmeHa coobuieHuamu c TACACS-cepsepom.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian id}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id (1..64);

no tacacs-server host group: (1.48) Yaanutb uHTepoeiic ycrpoiictea.

source-interface [vrf

vrf_name]

tacacs-server attributes HacTpouTb dopmart nona port.

port {console | telnet | Mcnonb3ytoTcs creaytowme WwabnoHbl:

ssh} word - %N — HOMep TeKyLEeN ceccuu;
word: (1..160) cumBosioB | - % % — cumson %.

no tacacs-server attributes Ygoanute dopmart nons port.

port {console | telnet |

ssh}

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxume EXEC:

console#

Tabanuya 211 — KomaHgb! pexkmuma EXEC

Komanda 3Ha4yeHue/3Ha4yeHue Neiicmeue
o ymMmoa4aHuro
show tacacs [ip_address | host_name: (1..158) OT06pasmnTb HACTPOMKY M CTaTUCTURY ana cepeepa TACACS+.
hostname] [vrf {vrf_name | CMMBOJIOB; - ip_address — IP-appec TACACS+ cepBepa;
allj] vrf_name: (1..32) - hostname — vms cepBepa;
CUMBO/IOB - vrf_name — vMa BUPTYaNbHOM 061aCTM MapLLPYTU3aLMN.
show tacacs key [vrf vrf_name: (1..32) OTo6pa3nTb NapaMeTpbl HAaCTPOMKM tacacs-cepBepoB
{vrf_name | all] CMMBOOB )

5.21.4 NMpomokon ynpaenerHusa cemoio (SNMP)

SNMP — TexHosorua, npussaHHas obecneunTb ynpaB/ieHWE W KOHTPO/Ib Haj, YCTPOWCTBaMM U
NPUNONKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasasiowen uHOOPMaUMENn MexKay areHTamu,
PacnoNOKEHHbIMM HA CETEBbIX YCTPOWCTBAX, U MeHeayKepaMu, Haxo4AWMMUCA HA CTaHUMAX YNpaBaeHus.
SNMP onpepenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOWMX CTAHUMIN M I3N1E€MEHTOB CETU (rNaBHble
MalUMHBbI, LWA3bl U MapLpPyTU3aTOpPbl, TEPMUHANbHbIE CEPBEpbl), KOTOpble COBMEcCTHO obecneunsatoT
aAMWUHNCTPATUBHbIE CBA3M MEXAY CETEBbIMU YNPaBAAOLWMMM CTaHLUAMM U CETEBLIMMU areHTamm.

KommyTaTopbl NO3BOAAIOT HAcTpouTb paboTty npoTtokosa SNMP ana yaaneHHOro MOHMTOPMHIA U
ynpaB/ieHNs yCTPOIMCTBOM. YCTPOICTBO NoaaepKMBaeT NpoToKobl Bepcuiit SNMPv1, SNMPv2, SNMPv3.

KomaHObI pexcuma 210b6aab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHOM KoOHOUIypaumm:

console (config) #
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Tabnunua 212 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
o ymon4YaHuro

Aelicmeue

snmp-server server

no snmp-server server

no YMONYaHUo
nogaepKka NpoTokoa
SNMP oTKkntoueHa

BkatounTb noaaeprkky npotokona SNMP.

OTKNIOUNTb NoaAEPKKY NnpoTokona SNMP.

snmp-server community
community [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

snmp-server commu-
nity-group community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

encrypted snmp-server
community encrypted_com-
munity [ro | rw | su]
[ipv4_address | ipv6_ad-
dress | ipv6z_address]
[mask mask | prefix pre-
fix_length]] [view
view_name] [vrf vrf_name]

encrypted snmp-server
community-group en-
crypted_community
group_name [ipv4_address
| ipv6_address | ipv6z_ad-
dress [vrf vrf_name]] [mask
mask | prefix prefix_length]

no snmp-server community
community [ipv4_address |
ipv6_address | ipv6z_ad-
dress] [vrf vrf_name]

no encrypted snmp-server
community community
[ipv4_address | ipv6_ad-
dress | ipv6z_address] [vrf
vrf_name]

community: (1..20)
CMMBO/I0B;
encrypted_community
:(1..20) cumBonos;
dopmart ipv4_address:
A.B.C.D;
dopmar ipv6_address:
X XXX X;
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
mask: —
/255.255.255.255;
prefix_length:
(1..32)/32;
view_name: (1..30)
CMMBOJIOB;
group_name: (1..30)
CMMBONOB
vrf-name: (1..32)
CUMBOJI0B

YCTaHOBWTL 3HaYeHMe CTPOKM coobuiecTsa Ana obmeHa AaHHbIMMK
no npotokony SNMP.

- community — cTpoKa coobuiectsa (naposb) Ans goctyna no
npotokony SNMP;

- encrypted — 3azaTb CTPOKy coobuiecTsa B 3aWMPpPOBaHHOM
BUAE;

- r0 — A0CTyN TONbKO ANA YTEHUS;

- rW — [J0CTyn ANS YTEHMA U 3anNuUcw;

- SU — A0CTYN agMUHUCTPATOPA;

- view_name — onpegensaet ums ana npasuna o6osperma SNMP,
KOTOPOE A0/MKHO BbITb NpeABapUTEIbHO ONPEAENEHO C NMOMOLLbIO
KOMaHApbl snmp-server view. OnpegenseT o6beKTbl, AOCTYyMNHbIE
coobulecTsy;

- ipv4_address, ipv6_address, ipv6z_address — |P-agpec
YCTPOMCTBa;

- mask — macka agpeca IPv4, koTopas onpeaensier, Kakne 6UTbI
ajpeca UCTOYHMKA NaKeTa CPaBHMBAOTCA € 3afaHHbIM IP-agpecom;
- prefix_length — uncno 6uT, KoTopble cocTaBnatoT npedukc IPva-
agpeca;

- group_name — onpegenser UMA rpynnbl, KOTOPOE AO/KHO 6bITb
npeaBapuTeNIbHO onpeaeeHo ¢ MOMOLLbIO KOMAHAbI Shmp-server
group. Onpepenset 06bEKTDI, LOCTYNHblE coobLLecTsy;
-vrf_name — nmsa 061acTv BUPTyabHOM MapLIpyTU3aL MK,

Ypaanutb napameTpbl gnAa CTPOKU COO6LIJ,€CTBa.

snmp-server view
view_name OID {included |
excluded}

no snmp-server view
viewname [OID]

view_name: (1..30)
CUMBOJI0B

Co3zaTtb AU peaakTMpOoBaTb Npasuao o6o3peHmnsa ana SNMP —
paspeLatolLee NpaBunio, IMHO orpaHMYMBalOLLEE CEPBEPY-
obo3pesaTento goctyn K OID.

- OID — npeHTndurKaTop ob6bekTa MIB, NpeacTaBNeHHbIN B BUAE
nepesa ASN.1 (cTpoka Buaa 1.3.6.2.4, MOKeT BK/OYaTh B cebsa
3ape3epBUpPOBaHHbIe C/I0BA, Hanpumep: system, dod). C nomolLubto
cMMBOAA * MOXKHO 0603HaUUTL cemeicTBo noaaepesbes: 1.3.%.2);
- include — OID BkAntoyeHa B NpaBuao ans obo3peBaHuUs;

- exclude — OID nckntoyeHa 13 npasuna gns 0603peBaHus.

Yaanute npasuno o6o3perna ana SNMP.
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snmp-server group
group_name {vl | v2 | v3
{noauth | auth | priv} [no-
tify notify_view]} [read
read_view] [write
write_view]

no snmp-server group
groupname {v1 | v2 | v3
[noauth | auth | priv]}

group_name: (1..30)
CMMBOJIOB;
notify_view: (1..32)
CMMBOJIOB;
read_view: (1..32)

CMMBOI0B; Write_view:

(1..32) cumBonos

Cosaatb SNMP-rpynny nau Tabauuy cootsetcteuii SNMP-
nosib3oBaTenei 1 npasua ob6o3perHnin SNMP.

-vl,v2,v3 — SNMP v1, v2, v3 mogens 6esonacHocTu;

- noauth, auth, priv — tun ayteHTMdMKaLMKM, ncnonb3yembiin
npotokonom SNMP v3 (noauth — 6e3 aytreHTUdUKauum, auth —
ayTeHTUdMKauma 6e3 wnudposaHus, priv — ayTeHTUdMKALMA C
wrdpoBaHuem);

- notify_view — uma npasuaa 0603peHnA, KOTOPOMY paspeLleHo
onpegenatb coobuweHns SNMP-areHta — inform u trap;

- read_view — ums npasuna 0603peHns, KOTOPOMY paspeLLEHO
TONIbKO YTeHue cogepxmmoro SNMP-areHTa KOMMYTaToOpPa;

- write_view — nma npasuna 0603peHnsa, KOTOPOMY paspeLleHo
BBOAMTb AlaHHble U KOHOUIYypMpoBaTb cogepmmoe SNMP-areHTa
KOMMyTaTOpa.

Yaanute SNMP-rpynny.

snmp-server user
user_name group_name {v1
| v2c | v3 | remote
{ip_address | host} [vrf
vrf_name]}

no snmp-server user
user_name {vl | v2c | v3 |
remote {ip_address | host}
[vrf vrf_name] }

user_name: (1..20)
CMMBOJIOB;
group_name: (1..30)
CMMBOJI0B
vrf-name: (1..32)
CMMBOJI0B

Co3patb SNMPv3-nonb3oBarens.

- user_name — UMs No/b30BaTeNs;

- group_name — VMaA rpynnbl;

-vrf_name — nmsa 061acTv BUPTyaibHOM MapLIpyTU3aLMK.

Yaannte SNMPv3-nonb3osartens.

snmp-server filter
filter_name OID {included |
excluded}

no snmp-server filter
filter_name [OID]

filter_name: (1..30)
CMMBOJIOB

Co3patb unn pegaktmposatb Npasuao SNMP-ounbTpa, KoTopoe
nossonset ¢punbTpoBaTtb inform u trap-coobueHunn, nepesasaemole
SNMP-cepBepy.

- filter_name — uma SNMP-bunbTpa;

- 0OID — npenTndmKaTop ob6bekTa MIB, npeacTaBneHHbIN B BUAE
nepesa ASN.1 (cTpoka BMaa 1.3.6.2.4, MOXKeT BKAtOYATb B cebA
3ape3epBUpPOBaHHbIE C10Ba, Hanpumep: system, dod. C nomolLubto
CMMBO/IA * MOXHO 0603HaunTL cemMeicTBO nogaepesbes: 1.3.%.2);
- include — OID BkAtoYeHa B NpaBuIo GUAbTPaLLUK;

- exclude — OID nckntoyeHa 13 npasuaa GuUabTpaLmu.

Yaanute npasuno SNMP-dunbTpa.

snmp-server host
{ipv4_address |
ipv6_address | hostname}
[traps | informs] [version
{1] 2c | 3 {noauth | auth |
priv}] {community |
username} [vrf vrf_name]
[udp-port port] [filter
filter_name] [timeout
seconds] [retries retries]

no snmp-server host
{ipv4_address |
ipv6_address | hostname}
[vrf vrf_name] [traps |
informs]

hostname: (1..158)
CUMBO/I0B;
community: (1..20)
CUMBOJIOB;
username: (1..20)
CMMBO/I0B
port: (1..65535)/162;
filter_name: (1..30)
CUMBOJIOB;
seconds: (1..300)/15;
retries: (0..255)/3;
vrf-name: (1..32)
CUMBOJI0B

OnpefennTb HaCTPOMKKU ANA Nepesayn CoobLLeHU yBeaoMAeHUA
inform n trap SNMP-cepsepy.

- community — cTpoKka coobuiectsa SNMPv1/2c ansa nepenauv
coobLeHnt yBegoMNEHUSA;

- username — uma nonb3osatens SNMPv3 gna ayteHTUOUKALMM;

- version — onpeaenar Tmn coobuweHuii trap — trap SNMPv1, trap
SNMPv2, trap SNMPv3;

- auth — yKka3bIiBaeT noA/MHHOCTb NaKeTa 6e3 wudposaHus;

- noauth — He yKa3blBaeT NOANMHHOCTb NaKeTa;

- priv — yKa3blBaeT NoANMHHOCTb NakeTa ¢ wndposaHmem;

- port — UDP-nopTt SNMP-cepsepa;

- seconds — Nepuos, OXKMAAHUA NOATBEPKAEHUI Nepes NOBTOPHOM
nepepayeit coobuweHuii inform;

- retries — KO/IM4eCTBO NOMbITOK Nepeaayn coobueHunit inform, npu
OTCYTCTBUW UX NOATBEPKAEHUA;

-vrf_name — nmsa 061acTV BUPTYasibHOM MapLIpyTU3aLMK.

YaanuTb HacTPOKM Ana nepeaayn coobLieHUii yBeaOMAEHNA
inform u trap SNMPv1/v2/v3-cepsepy.
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snmp-server engineid local
{engineid_string | default}

no snmp-server engineid
local

engineid_string: (5..32)
CUMBOJI0B

Co3pgaTtb naeHTudumkaTop nokanbHoro SNMP-ycTpoiicTea —
enginelD.

- engineid_string — nma SNMP-ycTpoiicTBa;

- default — npu ucnonb3oBaHMKM gaHHOW HacTpoliku engine ID
byAeT aBTOMaTUYECKM co3a4aH Ha ocHoBe MAC-aapeca ycTpoiicTsa.

Ypanutb ngeHtnounKaTop nokanbHoro SNMP-ycTpoiictBa — engine
ID

snmp-server
source-interface {traps |
informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id}
[ vrf vrf_name ]

no snmp-server
source-interface [traps |
informs] [vrf vrf_name]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)
vrf_name: (1..32)
CMMBO/10B

3agaTb MHTepdeic ycTpoiicTBa, IP-agpec KoToporo byaeT
MCNO/1b30BaTbCA MO YMONYAHMIO B KAUecTBe agpeca UCTOYHMKA ANA
obmeHa coobuieHnamm ¢ SNMP-cepsepom.

- vrf_name — onpegenseT umsa 061acT BUPTYaNbHOM
MapLLpyTU3aLMHn.

Ypanutb nHtepdeic yctpoicTsaa.

snmp-server
source-interface-ipvé6 {traps
| informs} {gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback
loopback _id | vlan vian id}

no snmp-server
source-interface-ipv6 [traps
| informs]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64);
group: (1..48)

3afaTb MHTepdeic ycTpoiicTBa, IPv6-agpec KoToporo byaeT
MCNO/Ib30BaTbCA MO YMOMYAHWIO B KAYeCTBe apeca UCTOYHMKA ANs
obmeHa coobuieHmamm c SNMP-cepeepom.

Ypanutb nHtepdeic ycTpoiicTea.

snmp-server engineid
remote {ipv4_address |
ipv6_address | hostname}

hostname: (1..158)

Co3gaTtb naeHTudmkaTop yaaneHHoro SNMP-ycTpoiictBa — engine
ID.
- engineid_string — naeHTuounkatop SNMP-ycTpoliicTBa;

mac-notification change

= . CMMBOI0B; o
engineid_string [vrf L . -vrf_name — nmsa 061acTV BUPTYaIbHOM MapLIpyTU3aL UK.
engineid_string: (5..32)

vrf_name] CUMBOJI0B;
no snmp-server enginelD vrf-name: (1 '32) Yaanutb ngeHtuounkaTop yaaneHHoro SNMP-yctpolictBa — engine
remote {ipv4_address | cmmso.no:; ID.
ipv6_address | hostname}
[vrf vrf_name]
snmp-server enable traps Bkntountb nogaepxkky SNMP trap-coobLueHui.
no snmp-server enable —/BKNIOYEHO OTkAtouNTL NoaaepkKy SNMP trap-coobuieHnin.
traps
snmp-server enable traps BkntounTb oTnpaBky SNMP trap-coobuieHunit npu HeygauyHoM
authentication / NonbITKe ayTeHTUOUKALMN.

—/BKAOYEHO
no snmp-server enable OTkAtounTL oTNpaBky SNMP trap-coobueHuit.
traps authentication
snmp-server enable traps BkntoumTb oTnpasky SNMP trap-coobuieHnit:
[erps | link-status] - erps npotokona ERPS;

- link-status — cocTosHMA UHTEPPENCHBIX TMHKOB.

—/BKNIOYEHO —
no snmp-server enable OTKAtounTb oTnpaBky SNMP trap-coobLieHunii:
traps [erps | link-status] - erps npoTtokona ERPS;

- link-status — cocTosHMA UHTEPPENCHBIX NTMHKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii npy M3smeHeHnn
flex-link —/ BKNIOYEHO coctosaHua napsl flex-link nHtepdeliicos.
no snmp-server enable OTKNtoUNTL oTnpaBky SNMP trap coobueHuii Npu 3smeHeHum
traps flex-link cocTosaHua napsl flex-link-uHTepdeicos.
snmp-server enable traps JoTknIoYEHO BkatounTb oTnpasky SNMP trap-coobuieHunit npu U3sMeHeHUn B

Tabanue nsyyeHHbix MAC-agpecos.
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no snmp-server enable
traps mac-notification
change

OTKAoUMTL 0TNPaBKy SNMP trap-coobuieHunit Npu U3MeHeHUn B
Tabavue nsyyeHHbix MAC-agpecos.

snmp-server enable traps
mac-notification flapping

BkatounTb oTnpaBky SNMP trap-coobuieHunit npu o6HapyKeHnn
dnannmHra MAC-agpecos.

no snmp-server enable —/BKt04EHO OTKAtoUNTb 0TNpaBKy SNMP trap-coobuieHuit npyu obHapyKeHUn
traps mac-notification dnannuHra MAC-agpecos.
flapping
snmp-server enable traps Bktountb otnpasky SNMP trap-coobuieHnii npotokona OSPF.
ospf

—/BKAIOYEHO
no snmp-server enable OTKAtouMTb 0TNpaBky SNMP trap-coobuieHnin.
traps ospf
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnii npotokona OSPF
ipv6 ospf (IPv6).

—/BKAKOYEHO —
no snmp-server enable OTKAtoYMTb 0TNpaBky SNMP trap-coobuieHnin.
traps ipv6 ospf
snmp-server enable traps Bkntountb oTnpasky SNMP trap-coobuieHunit npu A0CTUXREHUN
dhcp-snooping limit clients npeaenbHOro KoanyecTsa noakatoyeHHbix DHCP-kaneHTOB.
no snmp-server enable —/oTKA04eHO OTkAtounTb 0TNPaBKy SNMP trap-coobuieHuin.
traps dhcp-snooping limit
clients
snmp-server enable traps Bkntountb oTnpaBky SNMP trap-coobuieHunit Ha pernctpaumio
transceiver-alarm cobbITMA U3MeHeHu NnapameTpos SFP c DDM.

CocrosiHMe cunTbiBaeTcA pas B 60 cekyHa,. Moxket

—/oTrntoueHo V npuHMmaTb 3HayeHna W — Warning, E — Error, OK.
no snmp-server enable YCTaHOBUTb 3HaYEeHUE N0 YMOAYAHUIO.
traps transceiver-alarm
snmp-server trap PaspewunTb NepenaBaTtb cO0bLWEHMA trap-cepBepy, KOTOPbIN He
authentication npowwen ayteHTUdUKaumio.

—/paspelueHo
no snmp-server trap 3anpeTnTb NepeaaBaTb cO0bLLEHNA trap-cepBepy, KOTOPbIN He
authentication npowwen ayteHTUdMKaumio.
snmp-server contact text text: (1..160) OnpenennTb KOHTaKTHYO MHOPMaLMIO YCTPOICTBA.
no snmp-server contact CMMBOIOB YAanuTb KOHTAaKTHYIO MHPOPMaLMIO YCTPOMCTBA.
snmp-server location text text: (1..160) Onpegenvtb UHGOPMaLMIO O MECTOMOJIOKEHUN YCTPOMCTBA.
no snmp-server location CMMBOIOB Yaanute MHGOPMALMIO O MECTOMOOXKEHMU YCTPOMICTBA.

snmp-server set
variable_name namel
valuel [name2 value2 [...]]

variable_name, name,
value goMKHbI
3a4aBaTbCA B
COOTBETCTBUM CO

YCTaHOBUTb 3HaYeHUs NepemeHHbix B 6ase gaHHbix MIB
KommyTaTopa.

- variable_name — nmsa nepemeHHoW;

- name, value — Napbl COOTBETCTBUIN UMSA — 3HAYEHME.

cneunduraumen

snmp-server enable traps BkatounTb oTnpaBky SNMP trap-coobuieHuii o cpabaTtbiBaHum
cpu notification nopora 3arpysku CPU.

—/OTKAIOYEHO —
no snmp-server enable OTKAtouMTL 0TNPaBKy SNMP trap-coobuieHunit o cpabaTtbiBaHWUmM
traps cpu notification nopora 3arpy3ku CPU.
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
cpu recovery-notification nopora 3arpy3ku CPU.
no snmp-server enable —/oTKAIo4eHo OTkAtouMTL 0TNPaBKy SNMP trap-coobLieHunin 0 BOCCTaHOBNEHUM
traps cpu recovery- nopora 3arpy3ku CPU.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnii o cpabatbiBaHUM
memory notification nopora ana o6bema ceobogHoro mecta B RAM.

—/oTKNtO4EeHO —
no snmp-server enable OTkAtouMTb 0TNpaBky SNMP trap-coobuieHnit o cpabatbiBaHMM
traps memory notification nopora ana obbema csoboaHoro mecta 8 RAM.
snmp-server enable traps BkntounTb oTnpasky SNMP trap-coobueHunii 0 BOCCTaHOBAEHUM
memory recovery- nopora ana obbema csoboaHoro mecta B8 RAM.
notification

—/oTKNtO4EeHO

no snmp-server enable
traps memory recovery-
notification

OTKAtounTL oTNPaBKy SNMP trap-coobueHunit 0 BOCCTaHOBNEHUM
nopora ana obbema csoboaHoro mecta 8 RAM.
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snmp-server enable traps
sensor notification

BkntounTb oTnpaBky SNMP trap-coobuieHuit o cpabaTtbiBaHUm
nopora AN 3Ha4yeHnA JaTYNKOB.

no snmp-server enable
traps storage recovery-
notification

—/OTKAIO4EHO —
no snmp-server enable OTKAtoUNTL 0TNPaBky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps sensor notification nopora gns 3HavyeHuA AaTYMUKOB.
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobLieHunit o0 BOCCTaHOBAEHUN
sensor recovery- nopora g/1a 3Ha4eHna AaTYNKOB.
notification

—/oTK/Il04EeHO —
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobLyeHunli 0 BOCCTaHOBEHWUM
traps sensor recovery- nopora g/1a 3Ha4eHna AaTYNKOB.
notification
snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHnit o cpabatbiBaHMM
storage notification nopora gna o6bema cBobOAHOIrO MeCcTa Ha BCTPOEHHOM delw-

namsTu.

—/OTK/Il04EHO —
no snmp-server enable OTKAtouNTL oTNpaBky SNMP trap-coobueHuii o cpabaTbiBaHUK
traps storage notification nopora gna o6bema cB060AHOr0 MecTa Ha BCTpoeHHOo M daew-

namsTu.

snmp-server enable traps BkntoumTb oTnpaBky SNMP trap-coobuieHunii o BocCTaHOBAEHUN
storage recovery- nopora gna obbema cB0O60AHOIrO MecTa Ha BCTPOEHHOM daelu-
notification namsTu.

—/oTKA04eHO

OTKAounTb oTnpaBky SNMP trap-coobuieHunii 0 BOCCTaHOBAEHUN
nopora ana o6bema cB060AHOr0 MecTa Ha BCTPOEHHOMN dneLu-
namsTu.

snmp-server
description description

no snmp-server description

description: (1..160)
CUMBOJI0B;

M3meHUTb 3HaveHune nona sysDescr ana sHewHero SNMP-3anpoca.

BepHyTb 3HaYeHMe No yMmon4aHuto noas sysDescr.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnuua 213 — KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

snmp trap link-status

no snmp trap link-status

—/BKAKOYEHO

BkntounTb oTnpaBky SNMP trap-coobuieHunit npu n3smeHeHun
COCTOAHMA HACTPaMBaemoro nopra.

BbIkntounTb oTnpasky SNMP trap-coobuieHunii npu smeHeHnmn
COCTOAIHWA HAacTpanBaemoro nopTa.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 214 — KomaHgbl pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show snmp

Moka3saTtb ctaTyc SNMP-coeanHeHui.

show snmp enginelD

MokasaTtb ngeHTudmKaTop NokanbHoro SNMP-ycTpoicTea —
enginelD.

show snmp views
[view_name]

view_name: (1..30)
CUMBOJI0B

Moka3aTb npasuia o6o3peHns SNMP.
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show snmp groups group_name: (1..30) Moka3aTb SNMP-rpynnbil.

[group_name] CMMBO/OB
show snmp filters filter_name: (1..30) MokasaTb SNMP-¢unbTpbI.
[filter_name] CMMBO/10B

show snmp users user_name: (1..30) Mokasatb SNMP-nonb3oBateneu.

[user_name] CMMBO/OB
show snmp vrf {name | all} VRF name: (1..32) MokasaTtb HacTpolikn SNMP ansa ykasaHHoro VRF.
CUMBOJI0B

5.21.5 lNMpomokKon yoanéHHo20 moHUmopuHaa cemu (RMON)

Mpotokon MoHuTOpuHra cetu (RMON) saBnsetca pacwupeHnem npoTokona SNMP, nossonss
npeaocTaBuUTb bosiee LIMPOKNE BO3SMOXKHOCTU KOHTPOA ceTeBoro Tpadumka. Otanune RMON ot SNMP coctout
B XapaKTepe cobmpaemoit nHbopmaunm — aaHHble cobupaembie RMON B nepByto odepenb XapaKTepusyoTt
Tpaduk mexay ysnamu cetu. MHbopmauma, cobpaHHaa areHToM, nepeaaeTca B NPUIOXKEHMe ynpaBaeHua
ceTbio.

KomaHObI pexcuma 2a06anab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 215 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue

KomaHoa

no ymon4aHuro

Aelicmeue

rmon event index type
[community com_text] [de-
scription desc_text] [owner
name]

no rmon event index

index: (1..65535);
type: (none, log, trap,

HacTpouTb cobbITHSA, MCNOb3yemble B CUCTEME YAaNEHHOTO
MOHUTOPUHTA.

- index — nHaeKc cobbITus;

- type — TMN yBeAOM/IEHUSA, FTeHEPUPYEMOrO YCTPOMCTBOM MO
3TOMY CObbITHIO:

none — He reHepMpPOBaThb yBEAOM/IEHNS,

log-trap);
(0,127 log — reHepupoBaTb 3anuch B Tabauue,
com_text: (0. ) trap — otcbinatb SNMP trap,
CMMBOOB;
log-trap — reHepupoBaTh 3anuch B Tabanue n otcbinatb SNMP
desc_text: (0..127) .
trap;
CMMBOOB;

name: CTpoKa

- com_text — cTpoKa coobuectsa SNMP gns nepecbiiku trap;
- desc_text — onucaHue cobbITUA;
- name — “mA cosaaTtens cobbiTusa.

Ypanutb cobbiTve, UCMoNb3yeMOoe B CUCTEME YAANEHHOTO
MOHUTOPUH .
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rmon alarm index mib_ob-
ject_id interval rthreshold
fthreshold revent fevent
[type type] [startup direc-
tion] [owner name]

no rmon alarm index

index: (1..65535);
mib_object_id:
KoppeKTHbIn OID;
interval:
(1..2147483647) c;
rthreshold:
(0..2147483647);
fthreshold:
(0..2147483647);
revent: (1..65535);
fevent: (0..65535);
type: (absolute,
delta)/absolute;
startup: (rising, falling,
rising-falling)/rising-
falling;
name: CTpoKa

HacTpouTb ycnosua Bblgaum aBapuitHbIX CUTHANOB.

- index — VHAEKC aBapUMHOTO cobbITUSA;

- mib_object_id — naeHTUPUKaTOp NnepeMeHHOM YacTn obbekTa
OID;

- interval — nHTepBan, B TeYeHMEe KOTOPOro AaHHble 0T6MpatoTCA
M CPaBHUBAIOTCA C BOCXOAALLEN U HUCXOAALLEN IrPaHULLAMK;

- rthreshold — Bocxoaslas rpaHnLa;

- fthreshold — HucxopAWAnA rpaHMLa;

- revent — nHAEKC cobbITUA, KOTOPOE NCNOob3yeTcA Npu
nepeceyeHnn BOCXoaaLLen rpaHnLbl;

- fevent — nHpeKc cobbiTUA, KOTOPOEe UCNONb3YeTCA NpuU
nepecevyeHnn HUCXoAALEeN rpaHuLbl;

- type — meTo4 0T60Pa YKa3aHHbIX MepeMeHHbIX M noacyeTa
3HaYeHuA ANA CPaBHEHMA C rpaHULaAMK:

MeTog absolute — abcontoTHoe 3HaYeHMe BbIBpaHHOM
nepemeHHol 6yaeT cpaBHEHO C rPaHULEN Ha KOHLe
nccnesyemoro MHTepBana;

MeTog, delta — 3HauyeHue BbIGpaHHOM NepemeHHON Npu
nocsegHem otbope 6yAeT BbIUTEHO U3 TEKYLLLETO 3HAYEHUA U
pasHuLa byaeT cpaBHEHA € rpaHuLaMu (pasHuLa mexay
3HaYeHUAMM NepeMeHHOM B KOHLLE W B HaYaie KOHTPOJIbHOTO
WHTEpBana);

- startup — WHCTPYKLMA ANA reHepaumm cobbITU Ha NepBom
KOHTPOJIbHOM WHTepBane. OnpeaenseT NnpaBuaa reHepaumm
aBapUMHbIX COBBLITUI AR NEepPBOro KOHTPONLHOIO UHTEPBANA
nyTem cpaBHeHUA 0TobpaHHOW NepeMeHHOM ¢ 04HOW, MMbo
obermu rpaHuLamm:

- rising — reHepupoBaTb eAMHMYHOE aBapuiiHoe cobbiThe no
BOCXOAALLEN rPaHULLE, €CIN 3HAYEHME 0TOBPaHHOM NepemeHHon
Ha NepBOM KOHTPO/IbHOM MHTepBane 6onblue 1M6o paBHO 3TOM
rpaHuue;

- falling — reHepupoBaTtb eguMHMYHOE aBapuiiHoe cobbiThe No
HUCXO4ALLEN rPaHMLe, eC/iM 3HaYeHne oTobpaHHOW NnepeMeHHOM
Ha NepBOM KOHTPO/IbHOM MHTepBasie MeHbLUe IMH0 paBHO 3ToOM
rpaHuLe;

- rising-falling — reHepupoBaTtb egMHUYHOE aBapuitHoe cobbiThe
MO BOCXOAALLEN U/UAKN HACXOAALLEN rPaHMLLE, eCAN 3HAYeHne
0TOb6pPaHHOW NepemMeHHOM Ha NepPBOM KOHTPOIbHOM UHTepBane
60/blue MMB6O paBHO BOCXOAALLEN FpaHULLE U/WaK meHblie Anbo
PaBHO HUCXOAALLEN FPAHULLE;

- owner — UMmA co3aaTensa aBapuHOro cobbiTua.

YaanuTb ycnosue BblAavm aBapuinHbIX COObITUN.

rmon table-size {history
hist_entries | log log_en-
tries}

no rmon table-size {history
| log}

hist_entries:
(20..32767)/270;

log_entries:
(20..32767)/100

3apaTb MakcMMmanbHblit pasmep RMON-Tabauy,
- history — makcMmanbHOe KONMYecTBo CTPOK B Tabsmue
ncropuu;
- log — MaKkcMManbHOe KONMYeCcTBO CTPOK B Tabauue 3anucen.
3HaueHMe BCTYNUT B CUIY TOJIbKO MoOC/Ae nepesa-
N rpy3KM1 yCTPOMCTBA.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.
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KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if)#

Tabnnua 216 — KomaHab! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHtepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmesue

rmon collection stats index
[owner name] [buckets
bucket_num] [interval inter-
val]

no rmon collection stats in-
dex

index: (1..65535);
name: (0..160)
CMMBO/I0B;
bucket-num:
(1..50)/50;
interval:

Bk/tounTb GopmmnpoBaHmMe UCTOPUN MO Fpynnam CTaTUCTUKKN AnA
6a3bl gaHHbIX (MIB) yaaneHHOro MOHUTOpPUHra.

- index — nHpeKc Tpebyemol rpynnbl CTaTUCTUKY;

- name — Bnagenew, rpynnbl CTaTUCTUKK;

- bucket_num — 3HauyeHue, accoummnpyemoe ¢ KONYeCTBOM
Aveek Ana cbopa UCTopUK NO rpynne CTaTUCTUKK;

- interval — nepuwopg onpoca ana GopmMUpoBaHNA UCTOPUN.

(1..3600)/1800 c

BbIKNOUUTL GOPMUPOBAHME UCTOPMU NO FPYNNamM CTaTUCTUKKN ANs
6a3bl AaHHbIX (MIB) yAaneHHOro MOHUTOPUHTa.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnnua 217 — KomaHgb! pexkuma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

show rmon statistics {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show rmon collection stats
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb cTaTUCTUKY UHTepdelica Ethernet, anbo rpynnbl
NOPTOB, NCNO/Ib3YyEMYIO ANA YAANIEHHOTO MOHUTOPUHTA.

OT06pazuTb MHGOPMaLMIO NO 3anpaLllvBaemMbIM rpynnam
CTaTUCTUKM.

show rmon history index
{throughput | errors |
other} [period period]

index: (1..65535);
period: (1..2147483647) ¢

MokasaTtb uctoputo Ethernet cratuctukn RMON.

- index — 3anpolieHHas rpynna CTaTUCTUKK;

- throughput — nokasblBaeT cyeTUNKMU NPOUN3BOANTENBHOCTU
(nponyckHoM cnocobHoCTK);

- errors — MoKasblBaeT CYETYMKM OLLIMBOK;

- other — NoKa3sbIBaeT CYETUYMKM OOPbIBOB M KONIU3UIA;

- period — NoKa3sblBaeT UCTOPMIO 3a 3aMPOLUEHHbIV Nepuos,
BpPEMEHM.

show rmon alarm-table

MoKas3aTb cBOAHYIO TabuLy aBapuUIAHbIX COOLITUNA.

show rmon alarm index

index: (1..65535)

MoKa3aTb KOHPUTYPaLMIO HACTPOMKM aBAPUNHBIX CODbITUIA.
- index — VHAEKC aBapuMHOro cobbITuA.

show rmon events

MoKa3aTb Tabanuy cobbITUit yaaneHHoro MoHMTopuHra RMON.

show rmon log [index]

index: (0..65535)

MokasaTtb Tabauuy 3anucen yaaneHHoro moHmMtopmHra RMON.
- index — nHAaeKc cobbITuA.
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[Tpumepbl 8bINOAHEHUA KOMAHO

MokasaTb cTaTUCTMKY 10 nHTepdelica Ethernet:

console# show rmon statistics tengigabitethernet 1/0/10

Port te0/10
Dropped: 8
Octets: 878128 Packets: 978
Broadcast: 7 Multicast: 1
CRC Align Errors: 0 Collisions: 0
Undersize Pkts: 0 Oversize Pkts: 0
Fragments: 0 Jabbers: 0
64 Octets: 98 65 to 127 Octets: 0
128 to 255 Octets: 0 256 to 511 Octets: O
512 to 1023 Octets: 491 1024 to 1518 Octets: 389
Tabnnuya 218 — OnucaHue pesynbTaTos
Mapamemp OnucaHue
Dropped KonnuecTBo 3a4eTEKTUPOBAHHbIX COBbITUIA, KOrAa NakeTbl 6blaK OTOPOLIEHDI.
Octets Konunyectso 6aiiT AaHHbIX (BKAtOYas 6aliTbl MNOXMX NaAKETOB), MPUHATLIX M3 CETU (MCKAOYas
dpeitmoBble 6UTbI, HO BKAOYAA BUTbI KOHTPOIbHOW CYMMbl).
Packets Ko/imuecTBo NpMHATLIX NAKeTOB (BK/tOYan Na0XMe, LUMPOKOBEeLLATe/IbHblE 1 MHOTOaApeCcHbIe Na-
KeTbl).
Broadcast KonnuyecTBo NPUHATBIX LUMPOKOBELLATE/IbHbIX MaKeTOB (TO/IbKO KOPPEKTHbIE NaKeTbl).
Multicast Ko/muecTBo NPUHATLIX MHOFOAAPECHbIX MAKETOB (TO/NIbKO KOPPEKTHbIE MaKeTbl).

CRC Align Errors

KonnyecTBo NPUHATLIX NAKETOB AAUHOM OT 64 Ao 1518 6aiT BKAOUMTENBHO, UMEIOLWMNX HEBEp-
HYIO KOHTPOJIbHYO CYMMY IMB0 C LieNbiM YMcaoM 6T (OLWMBKM NPOBEPKN KOHTPOJIbHOW CYMMbl
— FCS), nnbo ¢ Heuenbim Yncaom 6aiiT (owmnbKKM BbipaBHMBaHUA — Alignment).

Collisions

OueHKa KonmyecTsa KONINU3UI Ha AAHHOM Ethernet-cermeHTe.

Undersize Pkts

Konnyectso MpuHATLIX NaKeToB ANWHON MeHblle 64 6aiT (Mckntoyan dpelimoBble 6UTbI, HO
BK/It0OYaA 6UTbI KOHTPO/IbHON CYMMbI), HO B OCTa/IbHOM NPaBU/IbHO CPOPMUPOBAHHBIX.

Oversize Pkts

KonmuectBo NpUHATLIX MNAKeToB AanHOM 6onblie 1518 6aliT (Mckatodan ¢pelimoBble 6UTbI, HO
BK/tOYAA BUTbI KOHTPO/IBHOM CYMMbI), HO B OCTa/IbHOM NPaBU/bHO CHOPMUPOBAHHBIX.

KonmuectBo NpuHATLIX MAKeTOB A/MHOM MeHblle 64 6aiT (McKknovas dpelrimosblie 6UTbI, HO
BKJ/1t0YAA BUTbI KOHTPOIbHOW CYMMbI), UMEIOLMX HEBEPHYIO KOHTPOJIbHYIO CyMMY AN60 C Lesbim

Fragments o o u
yncnom 6ainT (OWMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), nMbo c HeuenbiMm Yucaom 6ant
(own6bKM BbipaBHMBaHUA — Alignment).
KonmuectBo NpUHATLIX MNAaKeToB AanHOM 6onblie 1518 6aliT (Mckatodan ¢pelimoBble 6UTbI, HO

Jabbers BK/10YAA OBUTbI KOHTPOIBHOW CYMMbI), UMEIOLLMX HEBEPHYIO KOHTPObHYIO CyMMY 6O C LieNbiM
yncnom 6anT (OWMBKM NPOBEPKN KOHTPOAbHON cymmbl — FCS), nMbo c HewenbiMm Yyucaom 6ant
(ownbKM BbipaBHMBaHMA — Alignment).

64 Octet KonmuecTBo NpUHATLIX MAKeTOB (BKAKOYAsA NaOXue NakeTbl) AnnHOW 64 6aiTa (Mckntoyan dpeit-

MOBble 6UTbl, HO BKtOYas BUTbI KOHTPOILHOM CYMMbl).

65 to 127 Octets

KonmuecTBo NPUHATbIX NAaKeTOB (BKNtOYAA NAOXMe NakeTbl) AANHOM OT 65 A0 127 6aiT BKAOUK-
TeNbHO (MCKNtoYana ¢pelrimoBble BUTbLI, HO BKAOYAnA BUTbI KOHTPOIbHOM CYMMbl).

128 to 255 Octets

Konnyectso NpuHATLIX NaKeToB (BKAtOYAn Naoxue NakeTbl) ANNHON oT 128 fo 255 6aiT BKAOUM-
TeNbHO (MCKNtoYasa dpeirimoBble BUTbI, HO BKAOYanA BUTbI KOHTPOIbHOM CYMMbI).

256 to 511 Octets

KonmuecTBo NpMHATLIX NAKeTOB (BKAKOYAA NAOXME NaKeTbl) ANMHOW OT 256 fo 511 63T BKAtOUK-
TeNbHO (MCKNtoYasa dpeirimoBble BUTbI, HO BKAOYAn BUTbI KOHTPObHOM CYMMbl).

512 to 1023 Octets

KonmuecTBo NpUHATbLIX NAaKeToB (BKAtOYAA Naoxue nakeTbl) ganHol ot 512 no 1023 6ainT BKAto-
YynuTenbHo (McKNtoYan GppermoBsblie BUTbI, HO BKIOYAA BUTbI KOHTPONLHOM CyMMbl).

1024 to 1518 Octets

Ko/muecTBo NpMHATLIX NAKeTOB (BKAKOYAA NAOXME NaKeTbl) AnnMHon ot 1024 ao 1518 6aiiT BKAtO-
YynuTenbHo (McKNtoYan ppermoBblie BUTbI, HO BKIOYAA BUTbI KOHTPONLHOM CyMMbl).
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= [lokasaTb MHGOPMaLMIO MO rpynnam CTaTUCTUKK 41A nopTa 8:

console# show rmon collection stats tengigabitethernet 1,/0/8

Index Interface Interval Requested Samples Granted Samples

Tabanya 219 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue
Index NHAEeKC, YHUKaNbHO NOEHTUOULMPYIOLWNI 3annChb.
Interface Ethernet-uHTepdeiic, Ha KOTOpoOM 3anyLeH onpoc.
Interval MHTepBan B CeKyHAaxX Mexay onpocamm.

Requested Samples

3anpoLweHHoe KOANYeCcTBO OTCYETOB, KOTOPOE MOXeT 6bITb COXpaHeHo.

Granted Samples

PaspeleHHOe (OCTaBLWIEECA) KOJIMYECTBO OTCYETOB, KOTOPOE MOKET BbITb COXPaHEHO.

Owner

Bnageneu gaHHOM 3anucu.

=  [lokasaTb CYETYMKM NPOMYCKHOM CMNOCOBHOCTU ANA FPynnbl CTAaTUCTUKN 1:

console# show rmon history 1 throughput

Sample set: 1 Owner:
Interface: giO/1

Requested samples: 50

MES
Interval: 1800
Granted samples: 50

Maximum table size: 100
Time Octets Packets Broadcast Multicast %
Nov 10 2009 18:38:00 204595549 278562 2893 675218.67%
Tabanuya 220 — OnucaHne pesynbTaTos
Mapamemp OnucaHue
Time [aTa 1 Bpemsa co34aHuMA 3anucu.
Octets KonunuyectBo 6aiT faHHbIX (BKAOYAn 6aliTbl NNOXMX NAKETOB) NPUHATLIX U3 CeTU (MCKAoYan dpeit-
MOBble 61Tbl, HO BKAKOYAs BUTbI KOHTPOIbHOW CYyMMblI).
Packets Ko/imuecTBo NpMHATLIX NAKeTOB (BK/tOYan NaoXue nakeTbl) B TeyeHue nepurosa popmmpoBaHua
3anucu.
Broadcast Konnyectso NpUHATLIX XOPOLUMX NAaKETOB B TeyeHUe nepuosa GopmmpoBaHUA 3anmcy Hanpas-
JIEHHBIX Ha LUMPOKOBELLATE/IbHbIE agpeca.
Multicast KonmyecTBo NPMHATLIX XOPOLUMX NAKETOB B TeyeHue nepnoga Gopm1MpoBaHUA 3anncy Hanpas-
JIeHHbIX Ha MHOTOaApecHble agpeca.
OugeHKa cpeZHel NPonycKHOM CNocobHOCTM pU3NYECKOro YpoBHA Ha AaHHOM UHTepdeiice B Te-
Utilization YyeHue nepmoga GpopmmnpoBaHuMa 3anucu. NMponyckHaa cnocobHOCTb OLEHMBAETCA BENMYMHOW [0
TbICAYHOM NPOLLEHTa.
KonnyectBo npuHATLIX B TedeHMe nepuoaa GopmMMpoBaHMA 3anmMcu NaKeToB AJIMHON OT 64 no
CRC Alien 1518 6aiT BKAOUYUTENBHO, UMEIOLMX HEBEPHYHO KOHTPOJIbHYIO CYMMY IGO0 C LiesbiM YMCIOM
& 6alT (OLWMOKM NPOBEPKM KOHTPOAbHOWM cymmbl — FCS), b0 ¢ HewenbiMm Ynciom 6ainT (owmnbKM
BblpaBHMBaHUA — Alignment).
Collisions OueHKa KoaiMyecTBa KOU3NI Ha gaHHoMm Ethernet-cermeHTe B TeyeHune nepuoga popmunposa-
HUA 3anucu.
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KonnyectBo NpuHATBIX B TeueHMe neproda GopMUPOBaHUA 3aNnUCKU NAKETOB A/IMHOW MeHblue 64
Undersize Pkts 6alT (McKkAoYan dperimoBble BUTLI, HO BK/OYas BUTbI KOHTPOILHON CYMMbl), HO B OCTa/IbHOM
npaBuabHO CHOPMMUPOBAHHDIX.

KonnyectBo NpuHATLIX B TeyeHMe nepuosa GopMMpPOBaHMA 3anncK NAKeTOB AANHOW 6onblue
Oversize Pkts 1518 6aiT (McKNtoYan GpperimoBble BUTbI, HO BKIOYAs BUTbI KOHTPOIBHOM CYMMbI), HO B OCTa/lb-
HOM NpPaBuabHO CHOPMUPOBAHHbIX.

Konnuectso NpuHATLIX B TeyeHMe nepmoaa GopmMUpoBaHNA 3aNMCK NaKeTOB A/IMHON MeHbLe 64
6aiT (McKNtoyan dpelrimoBble 6UTbI, HO BKAKOYAA BUTbI KOHTPOJIBHOWM CYMMbI), UMEIOLLMX HEBEP-
HYIO KOHTPOJIbHYHO CYMMY 160 C LieNbiM YMCIoM 6alT (OLWMBKM NPOBEPKN KOHTPOJIbHOWM CYMMbl
— FCS), nnbo ¢ Heuenbim yncnom 6aiT (owmnbKKM BbipaBHMBaHUA — Alignment).

Fragments

KonnyectBo NpuHATLIX B TeyeHMe nepuoga GopMMpoBaHMA 3anmch NaKeToB AAMHOW 6osblue
1518 6anT (McKntoyan ¢perimoBble BUTbI, HO BKAKOYAA BUTbI KOHTPONLHOM CYMMbI), MMERLLMX
HEBEPHYI0 KOHTPO/IbHYO CYyMMYy IMB0 C UenbiM Ynciom 6aiT (oWnBKM NPoBEPKN KOHTPObHOM
cymmbl — FCS), 1Mbo ¢ HewenbiMm Yncnom 6ainT (ownbkn BoipaBHMBaHUA — Alignment).

Jabbers

Konnyectso 3a4eTEKTUPOBAHHbIX C06bITVIl‘/'I, Koraa nakeTtbl 6b1n OT6pOLLleHbI B Te4yeHune nepmoga

D d
roppe dopmuposaHmua 3anucu.

- HOKaBaTbCBOAHyK)Ta6ﬂMuyCMFHaHOBTPEBOFMZ

console# show rmon alarm-table

Index OID Owner
1 1.3.6.1.2.1.2.2.1.10.1 CLI
2 1.3.6.1.2.1.2.2.1.10.1 Manager

Tabnnuya 221 — OnucaHue pesynbTaTos

Mapamemp OnucaHue
Index MHAEKC, YHUKaNbHO MAEHTUOULMPYIOLMIA 3aNNCh.
OID OID KOHTpPO/IMpYEMOI NepeMeHHOMN.
Owner Monb3oBaTtenb, CO34aBLUNI 3aNUCD.

= [loKa3aTb KOHOUIypaumio aBapunHbIX COBbLITMI C MHAEKCOM 1:

console# show rmon alarm I

OID: 1.3.6.1.2.1.2.2.1.10.1
Last sample Value: 878128
Interval: 30

Sample Type: delta

Startup Alarm: rising
Rising Threshold: 8700000
Falling Threshold: 78
Rising Event: 1

Falling Event: 1

Owner: CLI
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Tabnunua 222 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

OID OID KoHTpoiMpyemMown nepeMeHHOM.

3HayeHWe NnepeMeHHO Ha NocieHeM KOHTPOIbHOM UHTepBase. Ecan meTop oTbopa nepemeH-
Last Sample Value Hbix absolute — To 310 abcontoTHOE 3HaUeHMe nepemeHHo, ecnu delta — pasHuLa mexay 3Ha-
YEeHUAMMU NepPeMEHHOM B KOHLLE W B Hauasie KOHTPO/IbHOTO MHTEpBana.

MHTepBan B CEKyHAAX, B Te4eHMEe KOTOPOro AaHHble OT6VIpaI-OTCﬂ M CpaBHUBAIOTCA C BerHEl‘;I n

Interval N
HUMKHEN rpaHuLamm.

MeTog 0T60opa yKasaHHbIX NepeMeHHbIX U MoAcYeTa 3HaUYeHUsA ANA CPAaBHEHUA C rpaHMLamm. Me-
Toz absolute — abcontoTHOE 3HauYeHWe BbIBPaHHOW NepemMeHHoM ByAeT CpaBHEHO C rpaHuLen
Ha KoHLe nccneayemoro uHtepsana. Metog delta — 3HauyeHuMe BbIGpaHHOW NepeMeHHON Npu
nocnesHem otbope 6yAeT BbIMTEHO M3 TEKYLLErO 3HAYEHUA, U pasHuLa ByaeT CpaBHEHaA C rpaHun-
Lamm (pasHuUA MeXay 3HaYeHUAMU NepemeHHON B KOHLE M B Hayane KOHTPO/IbHOro UHTep-
Bana).

Sample Type

MHCTpYyKUMA ON1A reHepaummn cobbIiTUin Ha NepPBOM KOHTPOJIbHOM MHTepBase. Onpeaenset npa-
BWJ1a reHepaLLmMmn aBapuiHbIX COOLITUIN ANA NEPBOro KOHTPOIbHOTO MHTEPBAaa NyTeM CPaBHEHMA
0TO6paHHOMN NepemeHHON ¢ ogHON, IMB60 0benmun rpaHULLaMK.

rising — reHepupoBaTb eAMHMYHOE aBapuiiHOe CObbITUE NO BOCXOAALLEN rPaHNULLE, eC/iM 3HaYe-
HMe oTobpaHHOW NepemeHHON Ha NepBOM KOHTPOJIbHOM MHTepBane 6osblie AMH6O paBHO 3TOM
rpaHuLe.

falling — reHepupoBaTb eANMHUYHOE aBapPUIHOE COObITUE MO HUCXOAALLEN FPaHULLE, ECIN 3HAYe-
HWe 0TObpaHHOW NepemMeHHON Ha NepBOM KOHTPOJIbHOM MHTEpPBase MeHblle Mb0 paBHO 3ToW
rpaHuue.

rising-falling — reHepvpoBaTb eanMHUYHOE aBapuitHoe cobbiTve MO BOCXOAALLEN M/UIN HUCXO-
OAWel rpaHuLe, eciv 3HavyeHne 0TOOpaHHOM NepeMeHHOM Ha MePBOM KOHTPOJ/IbHOM UHTepBasie
6onblue NM60 pPaBHO BOCXOAALLEN rpaHuLLEe, U/UAN MeHbLue IMB60 PaBHO HUCXOAALLEN FrpaHuLEe.

Startup Alarm

3HaueHue BoCxogAaLeln rpaHuupbl. Koraa sHayeHe oTobpaHHOW NepemeHHON Ha npegblayLiem
Rising Threshold KOHTPOJIbHOM UHTepBasie OblJI0 MeHbLUEe AaHHOM rPaHuLbl, @ Ha TEKYLLEM KOHTPOJIbBHOM UHTEp-
Basie 6bosbwem MO0 paBHOM 3HAUYEHWUIO FPaHULbI, TOF4a eAMHUYHOE CObbITME reHepupyeTcs.

3HayeHue HUcxoaAalel rpaHmubl. Korga 3HadeHne oTob6paHHOM NepemMeHHoN Ha npegblaylem
Falling Threshold KOHTPOJIbHOM MHTepBasie 6bi10 6o/blue AaHHOM rPaHULbI, @ HA TEKYLLEM KOHTPOJIbHOM UHTEp-
BaJle MeHblue MO0 paBHO 3HAYEHUIO rPaHULbl, TOr4a eAMHUYHOE cobbITUE reHepupyeTcs.

Rising Event NHAEeKC cobbITUA MCNONB3YIOLLErocs, Koraa BOCXoAALas rpaHuLa nepeceveHa.
Falling Event NHAeKc cobbITA MCNOb3YOLWErocs, Koraa HUCXo4ALWasn rpaHmLa nepeceyeHa.
Owner Monb3oBaTenb, CO34aBLUMIA 3aMNUCh.

= [lokasaTb Tabauuy cobbITMIA yaaneHHoro MoHUTopmHra RMON:

console# show rmon events

Index Description Type Community Owner Last time sent
1 Errors Log CLI Nov 10 2009 18:47:17
2 High Broadcast Log-Trap router Manager Nov 10 2009 18:48:48

Tabnunua 223 — OnucaHue pesynbTaTos

Mapamemp OnucaHue

Index NHAEeKC, YHUKaNbHO NaeHTUOULMPYOLWNN cobbiTue.

Description KommeHTapuii, onucbiBatoLwmii cobbiTue.

Tun yBeaoMAEHUA, FeHEPUPYEMOro YCTPOMCTBOM MO 3TOMY COBbITUIO:
none — He reHepnpoOBaTb yBeAOM/IeHUS,

Type log — reHepupoBaTh 3anucek B Tabauue,

trap — otcbnatb SNMP trap,

log-trap — reHepupoBaTb 3anucb B Tabaunue n otcbinate SNMP trap.
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Community Crtpoka coobuwectea SNMP ana nepecbinku trap.

Owner Monb3oBaTenb, co3aaslumii cobbiTue.

Bpema 1 gata reHepupoBaHua nocaesHero cobbiTma. Ecam He 6bln10 creHepuMpoBaHO COBLITUIM, TO

Last time sent
3TO 3HaYeHue ByaeT paBHO HyAO.

MNMokasaTtb Tabauuy 3anucelt yaganeHHoro moHmtopmHra RMON:

console# show rmon log

Maximum table size: 100
Event Description Time

Tabanuya 224 — OnucaHne pe3ynbTaTos

Mapamemp OnucaHue
Index NHAEKC, YHUKaNbHO NAEHTUOULMPYIOLWMI 3annch.
Description KommeHTapuii, onucbiBatowmii cobbiThe.
Time Bpemsa co3pgaHusa 3anucu.

5.21.6 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

MporpammHoe obecnedeHne KOMMYTaTOpPOB MO3BO/AET paspelwunTb AMbO OrpaHUMuYMTb AO0CTYN K
ynpas/ieHNIo YCTPOMCTBOM Yepes onpeaeneHHble nopTbl nam rpynnbl VLAN. 1 3TOM ueamn co3aatoTca CrmMcku
poctyna (Access Control List, ACL) ana ynpasneHus.

’ ACL per VLAN pa6oTaeT ToNbKO B pexkume «acl-sqging»
L

KomaHObI pexcuma 2a0baabHol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnuua 225 — KomaHapl pexknuma rnobanbHom KoHbUrypauum

KomaHoa 3HayeHue/3HayeHue Aeiicmeue
no ymoa4aHuro
management access-list Co3paTb CNUCOK JOCTYNa A8 ynpaBieHus. Bxog B pexum
name KOHOUrypaLmm cnucka AoCcTyna A ynpasaeHus.
- name: (1..32) cumBona
no management access-list Y4anuTb CNUCOK ZOCTyNa 41A yNpasBiaeHus.
name
management access-class OrpaHWumnTbL yNpasieHne yCTPOMCTBOM Mo onpeaesieHHOMY
{console-only | name} cnucky goctyna (access list). AKTUBMPYET yKasaHHbIM CNUCOK
AocTyna.
name: (1..32) cumBona - console-only — ynpaBneHue ycTpoicTBOM AOCTYMHO TONbKO C
KOHCONMN.
no management ac- OTMEHUTb OrpaHUYeHne Ha ynpas/ieHne yCTPOMCTBOM No
cess-class onpegeneHHOMy CNMCKy AocTyna (access list).
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KomaHObI pexcuma KoHgu2ypayuu cnucka docmyna 0718 ynpassaeHusa

BuA 3anpoca KOMaHAHOMN CTPOKM B peXxnume KOHPUrypaLumm cnmcka goctyna gnsa ynpasaeHus:

console (config) # management access-list eltex manag
console (config-macl)#

Tabnnua 226 — KomaHgbl pexnuma KoHPUrypaumm cnmcka goctyna gna ynpasaeHus

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

permit [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service ] [ace-
priority index]

permit ip-source
{ipv4_address |
ipbv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3apaTh paspelatolLee ycioBue AR YNPaBAAOLWEro CNMcKa

gocTyna.
- service — TMn gocTyna.

- index — npuopuTeT Npasuna.

deny [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

deny ip-source
{ipv4_address |
ipv6_address/prefix_length}
[mask {mask |
prefix_length}]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | oob | vlan vian_id]
[service service] [ace-
priority index]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
service: (telnet, snmp,
http, https, ssh);
index: (1..65535)

3afaTb 3anpeLyatoLiee yci0BMe 414 YNpaBasioWwero crnmncka

fgocrtyna.
- service — Tun goctyna,

- index — npuopuTeT Npasuna.

remove ace-priority index

index: (1..65535)

YpanuTb ycnosume u3 cnmcka goctyna.

KomaHObi pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

247



HELTEX

Tabnunua 227 — KomaHabl pexuma privileged EXEC

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

show management access-

R name: (1..32) cumBona
list [name]

MoKkasaTb cnucku gocTtyna (access list) ans ynpasnexus.

show management ac-
cess-class

MoKasaTb MHOOPMALMIO 06 aKTUBHbIX CMUCKaxX AOCTYyNa
(access list) ans ynpasnexums.

5.21.7 Hacmpolika docmyna

5.21.7.1 Telnet, SSH, HTTP u FTP

[JaHHble KOMaHAbl nNpegHa3HayeHbl A1A
KommyTaTtopom. Moagaeprkka cepsepos TELNET n SSH
HeMy 4719 MOHUTOPUHIAa U KOHGUTIypauum.

KomaHObI pexcuma 2a06ana6HolU KOHuU2ypayuu

HacCTPOMKM cepBepoB AoCTyna A4 ynpasaeHus
KOMMYTaTOPOM MO3BO/AET YAa/IeHHO NMOAKAYATLCA K

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanuya 228 — KomaHgb! pexnuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

ip telnet server
no ymonuanuio Telnet-cepsep
BK/ItOUEH

no ip telnet server

PaspelwnTb yaaneHHoe KOHGUTYpUpoBaHUeE YCTPOMCTBA
yepes Telnet.

3anpeTuTb yaaneHHoe KoHUrypmMpoBaHue ycTpoicTBa yepes
Telnet.

ip ssh server

no ymon4anuto SSH- cepsep
OTK/IIOYEH

no ip ssh server

PaspewunTb yaaneHHoe KoHOUrypmMpoBaHue yCcTponcTea
yepes SSH.
Do Tex nop, NokKa Katou gna wudposaHUa He cre-

V HepupoBaH, SSH-cepBep 6yaeT HaxoAUTbCA B pe-
3epBe. Mocne reHepauum Katova (Mcnonbsyemoble
KomaHpabl crypto key generate rsa u crypto key
generate dsa) cepBep nepeiiger B pabouee cocro-
fiHKe.

3anpeTuTb yaaneHHOe KOHGUTYpUpPOBaHUe YCTPOCTBa Yepes
SSH.

ip scp server

no ymonyaHuto SCP-cepsep
OTK/OYEH

no ip scp server

PaspewunTtb KOoNuposaHue daiinos ns Gpan0BOro XxpaHUAULLA
KOMMYyTaTopa U Ha Hero Yepes SCP.
V SSH-cepBep A0MKEH 6biTb BKAOYEH.

Bbikntountb SCP-cepBep.

ip ftp passive
no ip ftp passive

—/BbIK/IOYEHO

BKHOUMTB MACCUBHbIN peXkum paboTbl FTP-KnveHTa.

BbIKNHOUYNTL MACCUBHbBIV peXXUm paboTbl FTP-KkaneHTa.

algorithms:(hmac-sha2-256,
hmac-sha2-512, hmac-shal,

ip ssh mac algorithms

334aTb CNUCOK paspeLleHHbIX aNTOPUTMOB ayTeHTUdUKALUK
AnA cepsepa.
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no ip ssh mac

umac-64-etm@openssh.com,
hmac-sha2-256-
etm@openssh.com, hmac-
sha2-512-etm@openssh.com,
hmac-shal-
etm@openssh.com, umac-
64@openssh.com)/paspelueHbl
BCE a/IfOPUTMbI

BOCCTaHOBMTb CMUCOK pPaspeLLeHHbIX airopPUTMOB
ayTeHTUdUKaLmu.

ip ssh port port_number

no ip ssh port

port_number: (1..65535)/22

TCP-nopT, ucnonb3yemsbiit SSH-cepsepom.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ssh-client source-inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback_id | vlan
vlan_id}

no ip ssh-client source-in-
terface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepoenc ana SSH-ceccuin.

Ypanutb nHtepdeliic.

ipv6 ssh-client source-in-
terface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | loopback
loopback _id | vlan
vlan_id}

no ipv6 ssh-client
source-interface

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

3agaTtb MHTepoeinc ansa IPve SSH-ceccui.

Ypanutb nHtepdelic.

ip ssh pubkey-auth

no ip ssh pubkey-auth

Nno yMOAYaHuUIo
ucnosib3oBaHue nyb6MyYHOro
K/l0Ya 3anpeLeHo

PaspewunTb ncnonb3osaHne NybAMYHOrO KAOYa ANs
BXoAALmx SSH-ceccum.

3anpeTuTb MCNosib3oBaHMe NyBAMYHOTO Ktova AnA
BxoAsaWmx SSH-ceccuit.

ip ssh cipher algorithms

no ip ssh cipher

algorithms: (3des, aes128,

aes192, aes256, arcfour,
none)/paspeLueHbl Bce

aNropuUTMbl, KPOME none

3a/aTb CMUCOK pa3peLleHHbIX airopuTMOB WKdpPoBaHUA AN

cepsepa.

BoccTaHOBUTL CAMCOK pa3spelweHHbIX aAropnuTmoB obmeHa
KNK4Yamun No yMON4YaHUIO.

ip ssh kex methods

no ip ssh kex

methods:
(dh-group-exchange-shal,
dh-groupl-shal)/
paspeLueHbl Bce MeToApbl

3afaTb CNUCOK paspeLleHHbIX MeTof0B 06MeHa Kntouamm
ans
cepsepa.

BoccTaHOBUTL CAMCOK pa3spelweHHbIX aAropnuTmoB obmeHa
KNK4Yamun No yMON4aHUIO.

ip ssh password-auth

no ip ssh password-auth

Nno YMONYaHUIO BK/IIOYEHO

BKAOUUTD peXMM ayTeHTUOUKaLMKM No NApPoNto.

OTK/OUNTD PEXMM ayTeHTUOMKALMM NO Naponio.

crypto key pubkey-chain
ssh

MO YMONHAHUIO KoY He
co34aH

Boitn B pexnm koHburypauum nybamyHoro Katova.

crypto key generate dsa

leHepupoBaTb Napy Katoyen DSA — yacTHbIM U Ny6ANYHBIN
onAa SSH-cepsuca.
Ecnm xoTa 6bl 04UH U3 Napbl KNKOYeld yXKe co3aaH,
V TO CMCTEMA NPEANOKUT Nepe3anucaTb KA.

crypto key generate rsa

[eHepupoBaTb Napy Katoyen RSA — yacTHbIV M NyH6ANYHbIN
ona SSH-cepsuca.
V Ecnu xoTAa 6bl 0AUH M3 Napbl KNOYEN YIKe CO3AaH,
TO CMCTEMA NPEAIOKUT Nepe3anucaTb Katou.

crypto key import dsa

encrypted crypto key im-
port dsa

MmnopTtuposaTtb Napy Katodert DSA.
- encrypted — B 3aWwndpoBaHHOM BUAE.

crypto key import rsa

MmnopTupoBsatb napy Kkatoyei RSA.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

249



HELTEX

encrypted crypto key im-
port rsa

- encrypted — B 3awmndposaHHOM BUAE.

crypto certificate {1 | 2}
generate

leHepupoBaTb SSL-cepTndUKaT.

ip http server

no ymon4yaxuio HTTP-cepsep

PaspelwnTb yaaneHHoe KOHGUTYpUpoBaHUE YCTPOICTBA
yepes web.

no ip http port

no ip http server BK/IOYEH 3anpeTuTb yaaseHHoe KOHPUrypnpoBaHMe YCTPOUCTBA Yepes
web.

ip http port port 3apatb nopt HTTP-cepsepa.

P Mttp port p 1..65535/80 A P peep

BoccTaHOBMTL 3HaUYeHMe no YMONYaHULO.

ip http secure-server

no ip http secure-server

no ymon4yanuto HTTPS-cepsep
BKNIOYEH

Bkatountb HTTPS-cepsep.

Bbikntounts HTTPS-cepBep.

ip http timeout-policy sec-
onds [http-only | https-
only]

no ip http timeout-policy

seconds: (0..86400)/600

3agaTtb TalimayT HTTP-ceccum.

BoccTaHOBUTL 3HaYeHME NO YMOHAHMUIO.

ip https certificate {1 | 2}

no ip https certificate

—/1

Onpegenvtb akTUBHbIA HTTPS-cepTudmKar.

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

crypto certificate {1 | 2}
generate

crypto certificate {1 | 2}
import

no crypto certificate {1 |
2}

leHepupoBaTb SSL-cepTudUKarT.

MmnopTtuposatb SSL-cepTUdUKAT, Ha3HAYEHHbIM LEHTPOM
cepTudUKaumm.

BoccTaHoBUTbL SSL-cepTUdMKAT No yMoYaHUIo gns
YKa3aHHoro ceptudukara.

v/

Knioum, creHepupoBaHHble KOMmaHgamu crypto key generate rsa u crypto key generate dsa,
COXPaHAIOTCA B 3aKPbITOM ANA Nosib3osatens gaine KoHdurypaumm.

KomaHObI pexcuma KoHgu2ypayuu nybau4Ho20 Kayd

Bug, 3anpoca KOMaHAHOM CTPOKM B peXMMe KOHPUrypaummn ny6anyHoro Katoua:

console# configure
console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) #

Tabnnua 229 — KomaHgbl pexuma KoHPUrypaumm nybaiM4yHoro Katoya

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

user-key username {rsa |
dsa}

username: (1..48)
CMMBO/I0B

no user-key username

BoiiTK B peXKMm co3paHua MHANBUAYaNbHOro nybiMyHoro
KNtoya.

- rsa — co3gatb RSA-Kkntovy;

- dsa — co3aaTb DSA-Katou.

Ypanute ny6IMYHbIN KKOY 418 OnpeaeeHHoro
nonb3oBsaTesns.

Bua 3anpoca KOMaHAHOVI CTPOKU B pexnmme co3gaHnAa nHOnBunayasibHOIo I'IY6I'IM‘-IHOI'O K/1to4a:

console# configure
console (config) # crypto key pubkey-chain ssh

console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key) #
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Tabnumua 230 — KomaHapl pexkuma co3gaHna MHANBMUAYaAbHOro nybAnYHOro Ka4a

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

key-string

Co3aaTb NyBAUYHbIN KAOY aNA oNpeaeneHHoro
nonb3oBaTens.

key-string row key_string

Co3aaTb NyBAUYHBIN KAOY ANA OonpeaeneHHoro

nonb3oBaTeNA. BBOA, K/0Ya OCyLLEeCcTBAAETCA NOCTPOYHO.

- key_string — 4acTb Kntova.
[na Toro uTo6bl CUCTEMA NOHANA, YTO K/IOY BBe-
AEeH NMOJHOCTbIO, He06X0AMMO BBECTU KOMaHAY
key-string row 6e3 cumsosios.

KomaHObi pexcuma EXEC

KomaHabl JaHHOro pa3aena 4OoCTynHbl TONIbKO ANA NPpUBUNETMPOBAHHbBIX nosb3oBaTenem.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 231 — KomaHab! pexkuma EXEC

key-chain ssh [username
username] [fingerprint
{bubble-babble | hex}]

CMMBO/OB.
Mo ymon4yaHuo
OTMNeYaTokK KAK4a B

Komanoa 3Ha4yeHue/3HayeHue Leiicmeue
no yMmoa4YaHuto
show ip ssh _ Moka3saTb KoHoUrypauuo SSH-cepBepa, a TakKe aKTUBHbIE
BxogAawme SSH-ceccum.
show crypto key pub- username: (1..48) MokasaTb Ny6nyHble SSH-KNoUM, COXpaHEHHbIe Ha

KOMMyTaTope.
- username — UMA yAaNeHHOro KANEHTa;
- bubble-babble — oTneyaTok Kntoua B Koae Bubble Babble;

WwecTHaAuaTePMYHOM - hex — oTnevaToK K/tOYa B LWECTHAALATEPUYHOM KOAE.
dopmare.
show crypto key mypubkey . MokaszaTtb Nyb6anYHbIe KAtoun SSH-KommyTaTopa.
[rsa | dsa]
show crypto certificate [1 | _ OT06pasunTb SSL-ceptudukatbl gna HTTPS-cepsepa.
2]

[pumepbl 8bINOAHEHUS KOMAHO

BkatounTb cepsep SSH Ha KommyTaTope. PaspewnTb Ucnonb3oBaHue Ny6anYHbIX Katodeid. Co3aatb RSA-
KN4 ans nonb3oatens eltex:

console# configure

console (config)# ip ssh server

console (config)# ip ssh pubkey-auth

console (config) # crypto key pubkey-chain ssh
console (config-pubkey-chain) # user-key eltex rsa
console (config-pubkey-key)# key-string
AAAAB3NzaClyc2EAAAADAQABAAABAQCVTINRWPWIAl4kpgIwI9GBRoONZQZxJHKCKL6TrM1Q+ZNXEZS
kvHG+QusIZ/76ILmFT34v7u7ChFAE+Vu4GREfpSwoQUvV35LqdJk67I0U/zfwO11gkTwml 75QR9gH
ujS6KwGN2QWXgh3ub8gDjTSgqmuSn/WA051DX2TExQWu081icglk02LYciz+Z4TrEU/ 9FIxwP1VQO
Jc+KBXUR0juNg5nFYsY0ZCkON/W9a/tnkmlshRE7Di71+w3fNiOA6wO044t6+AINEICBCCALAYCFEF6
zMzaTlwefWwX6f+Rmt5nhhgdAtN/40Jfcel66DgVX1gWmNzNRADYDvSzg01lDnwCAC8Qh

Fingerprint:

a4:16:46:23:5a:8d:1d:05:37:59:eb:44:13:b9:33:e9
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5.21.7.2 KomaHObI KOHGu2ypayuu mepmuHana

KomaHapl KOHPUIypaLunmn TepMmuHana cayKat A58 HaCTPOMKM MapamMeTpoB JIOKa/IbHOM U yaaNeHHOM

KOHCO/U.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 232 — KomaHgbl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

line {console | telnet | ssh}

BOWTM B peKMM COOTBETCTBYIOLLEro TEPMMHaNa (nokanbHan
KOHCO/b, yAaneHHas KoHconb — Telnet uau yaaneHHas
3aLMLWEHHasA KOHCONb — SSH).

KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peXxnume KOHPUrypaunm TepMmmnHana:

console# configure
console (config)# line {console |
console (config-line) #

telnet |

ssh}

Tabnnua 233 — KomaHabl pexkuma KoOHPUrypauum TepMmmnHana

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

speed bps
P p bps: (2400, 9600,

19200, 38400, 57600,

YCTaHOBUTb CKOPOCTb JOCTYNA MO JIOKaNbHOM KOHCOM
(KomaHZa AOCTYNHA TONBbKO B peXXUme KoHoUrypaumm
IOKaNIbHOM KOHCO/N).

no autobaud

115200)/115200 604,
no speed YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
autobaud BK/IIOYNTb aBTOMATUYECKOE OnpeseneHne CKOpocTu A0CTyna
Mo N0KaNbHOW KOHCONM (KOMaHAa AOCTYMHA TONbKO B pexnme
—/BKAIOYEHO KOHdUrypaLmm NOKaNbHOW KOHCOAN).

BbIK/OYMTL aBTOMATUYECKOE OMpeseneHne CKOpocTM A0CTyna
Mo NOKaIbHOW KOHCOAM.

exec-timeout minutes

[seconds] minutes: (0..65535)/10

MUH;
seconds: (0..59)/0 c

no exec-timeout

3a4aTb MHTEPBAs, B Te4YEHNE KOTOPOro CUCTEMA OXKMaaeT
BBOJa Nonb3osaTena. Ecan B Te4eHme AaHHOrNo MHTepBana
nonb3oBaTe/ib HUYEro He BBOAUT, TO KOHCONb OTK/IKOYaeTCA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnuua 234 — KomaHabl pexmma EXEC

3Ha4yeHue/3HayeHue

o ymon4aHuro
show line [console | telnet MoKasaTb NapameTpbl TepMUHanNa.
| ssh]

KomaHoa Aelicmeue

5.21.7.3 Y0aneHHsili 3anyck komaHd nocpedcmseom SSH

®yHKLMA NO3BOAAET yAANEHHO OCYLLLECTBUTb BbINOJIHEHME KOMaHA, Ha KOMMYTaTope Yepes ceccuto SSH.
Ons paboTbl AaHHON PYHKUMN HeobBXoaMMO, YTOObI HA KOMMyTaTope 6bin BKAtoYeH SSH-cepBep (KomaHAa ip
ssh server B rno6anbHOM pexxnme KOHPUIypnpoBaHus).

HuKe nokasaH npumep UCnoab3oBaHMA GYHKLMW yAANEHHOTO 3aMyCcKa KomaHza Yepes SSH.

BbinonHutb KOMaHay show clock ana kommyTtatopa c IP-agpecom 192.168.1.239:

username@username-system:~$ ssh -1 admin 192.168.1.239 "show clock"
admin@192.168.1.239's password:

*10:12:59 UTC Jun 10 2019

No time source

Time from Browser is disabled

KomaHgpl, Tpebylowme noarsepaeHus (Hanpumep: write, reload v ap.), »xayt sBoga noarsep-

KAEHUI U TONbKO NOTOM coeguHeHue SSH paspbiBaerca.

5.22 }XypHan aBapui, npotoKon Syslog

CuctemHsble KYpPHa/bl NO3BONAOT BECTU UCTOPUIO CO6bITMl7I, npousoweawunx Ha YCTF)OIZCTBE, a TaKXe
KOHTPO/INPOBATb nNpounsoweguine cobbiTnA B peasibHOM BpemeHu. B }ypHan 3aHocATcA cobbITMA CEMU TUNOB:
LIDEBBbI‘-IaI‘;IHbIe, CUrHanbl TpEBOrn, KpUTUYECKME WU HEe KpUtnyeckue OLLIM6KM, npeaynpexaeHwus,
yBeagomneHums, VIHd)OpMaLl,MOHHbIe M OTNnago4Hble.

KomaHObI pexcuma 2a06anabHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 235 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue rno

KomaHoa Aelicmeue
YMOMYAHUIO
logging on BKAOUYUTL perncTpaLmio oT1aLouHbIX COOBLLEHMI K
coobueHnin 06 ownbKax.
no logging on BbIK/IIOUYNTbL PErMCTPaLMIO OTIaL0UHbIX COOBLLEHMI 1

—/perucTpaums BroYeHa | coobLueHmit 06 owmnbKax.
Mpu BbIKNOUEHHOW perncTpaumm oTaagouHble co-
V obuweHuna n coobweHns 06 ownbkax 6yayt nepe-
AaBaTbCA HAa KOHCOb.
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logging host {ip_address |
host} [port port] [severity
level] [facility facility]
[description text] [vrf
vrf_name]

no logging host
{ip_address | host} [vrf
vrf_name]

host: (1..158) cumBon0B;
port: (1..65535)/514;
level: (cm. Tabnaunuy 237);
facility: (local0..7)/local7;
text: (1..64) cumBonos;
vrf_name: (1..32)
CMMBO/I0B

BKAOYMTL Nepeaavy aBapuiiHbIX U OTAAA04HbIX COOBLLEHNI
Ha yaaneHHbl Syslog-cepsep.

- ip_address— IPv4 unwn IPv6-agpec Syslog-cepsepa;

- host — ceTeBoe ums Syslog-cepsepa;

- port — Homep NopTa A1a nepeaayn coobLeHui no
npoTtokony Syslog;

- level — ypoBeHb Ba)KHOCTU COOBLLEHMIA, NepeaaBaembIX Ha
Syslog-cepBep;

- facility — ycnyra, nepeaaBaemas B COOBLLEHNAX;

- text — onucaHue Syslog-cepsepa;

- vrf_name — uMa BUPTYanbHOM 061aCcTV MapLIpyTMU3aL M.

YaanuTtb BbIOpaHHbIN cepBep U3 CNMCKa UCMOb3YEMBbIX
Syslog-cepsepos.

logging console [level]

no logging console

level: (cm. Tabanuy
237)/informational

BK/OUMTL Nepesayy aBapuiiHbIX UAKU OTNAL0UHbIX
Co06LEHMI BbIBPAHHOTO YPOBHSA BaXKHOCTM Ha KOHCO/Ib.

BbIKNHOUNTb Nepegaydy aBapuiiHbIX UM OTAaA0UHbIX
COODbLLEHNI HA KOHCO/Tb.

logging buffered [sever-
ity_level]

no logging buffered

severity_level: (cm.
Tabamuy
237)/informational

BKAOUUTL Nepegavy aBapuiiHbIX UM OTNAL0UHbIX
Cco06LLeHMI BbIBPAHHOTO YPOBHA BaXKHOCTU BO BHYTPEHHUI
bydep.

BbIK/OUNTL Nepesady aBapuitHbIX UM OTNAL0UHbIX
co0bLLEeHMI BO BHYTPEHHUI bydep.

logging buffered size size

no logging buffered size

size: (20..1000)/200

M3MEHUTb KOIMYECTBO COOBLLEHMIA, 3aNOMMHAEMBIX BO
BHYTpeHHem bydepe. HoBoe 3HaueHue pasmepa bydepa
NPUMEHUTCA NOC/Ie NepesarpysKu yCTpoicTea.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

logging file [level]

level: (cm. Tabnnuy 237)

BK/IOUNTB Nepegavy aBapuiHbIX UM OTNAL0UHBIX
co0bLweHn BbIBPAaHHOrO YPOBHSA BaXHOCTM B hain KypHana.

no logging file /errors BbIKNOUNTL Nepesady aBapuUHbIX UAM OTAAA0UHbIX
coobuieHnin B daiin xKypHana.
aaa logging login 3aHOCUTb B XKypHanbl CObbITUA ayTeHTUdUKALMM,
aBTOpU3aLMK U yyeTa (AAA).
- - —/BKNIOYEHO
no aaa logging login He 3aHOCUTb B XKypHabl COBbITUA ayTeHTUGMKaLUK,
aBTOpU3aLMK U yyeTa (AAA).
X . BKNOUMTL 3anuch B XKypHaa cobbiTii UHGopmauum ob
logging events link-status Yp o ¢opmay,
N3MEHEHUW COCTOAHUIM MHTepdeicos.
- - —/BK/IIOYEHO —
no logging events link- BbIK/IHOYMTb 3aNNUCh B }KYPHa OCHOBHbIX COBbITHI
status MHbOpPMauum 06 U3MEHEHUMN COCTOAHUN MHTepPdENCOoB.
logging events BKAOUUTL perncTpaumio MsMeHeHus ctatyca nHtepoeiicos B
spanning-tree STP.
port-state-change
—/BKAKOYEHO

no logging events
spanning-tree
port-state-change

OTKAOUNUTL PErnCTPaLLMI0 U3MEHeHUA cTaTyca nHTepdelicos B
STP.

logging events
spanning-tree
topology-change

no logging events
spanning-tree
topology-change

— /BbIKOYEHO

BKAOUYUTL PErUCTpaLmio usMeHeHni Tononorumn s STP.

OTK/OYUTL PErncTpaLmio UsMeHeHnin Tononorumn B STP.

logging events
spanning-tree root-
bridge-change

no logging events
spanning-tree root-
bridge-change

— /BbIKOYEHO

BKAOUMTL permcTpauumio cmeHsbl root bridge.

BbIKAOUMTL perucTpauuio cmeHsl root bridge.
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logging events ddm
threshold

no logging events ddm
threshold

— /BbIKOYEHO

BKOYNTL perucTpaLmio cobbiTva M3MeHeHU NnapameTpos
SFP c DDM.
V CocTofiHMe cuuTbiBaeTcA pa3 B 60 ceKyHa,. MoxeT
npuHumartb 3HaueHua W — Warning, E — Error, OK.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

logging cli-commands

no logging cli-commands

—/OTKAIO4YEHO

BkntounTb normposaHue BBegeHHbIx B CLI komaHa.

OTKAOYMTb NOTMpPOBaHKNe BBeAeHHbIX B CLI KomaHa,

file-system logging
{copy | delete-rename}

no file-system logging
{copy | delete-rename}

Mo ymon4yaHuo
perucTpaumsa BKOYEHa

BKAOYUTL perncTpaumio cobbiTuii GpainnoBoi cucTembl.

- COpy — perucTpauma coobLieHuni, CBA3aHHbIX C onepaLmamm
KonupoBaHua ¢paiinos;

- delete-rename — peructpaumsa coOObLLEHUI, CBA3AHHBIX C
yoaneHnem paiinos u nepeMmeHoBaHMEM Onepaumii.

BbIKNHOUNTL perncTpaumio cobbiTnin GpainoBoi cuctembl.

management logging
deny

no management logging
deny

Mo ymon4yaHuio
perucTpauma BKoYEHa

BKOUUTL perncTpaumio cobbiThii 0 3anpeTe gocTyna K
yNpaBAeHUIO KOMMYTaTOPOM.

BbIK/OYNTL perncTpaLmio cobbiTvil 0 3anpeTe A4oCTyna K
yNpaBAeHUI0 KOMMYTaTOPOM.

logging aggregation on

no logging aggregation on

—/OTKAOYEHO

BKNOUMTBL KOHTPO/Ib arperaunm Syslog-coobLeHni.

OTKAtoUMTb arperaumio Syslog-coobLueHuni.

logging aggregation
aging-time sec

no logging aggregation
aging-time

sec: (15..3600)/300 c

YCTaHOBWUTL BPeMA XpPaHeHWUA CrpynnmMpoBaHHbIx Syslog-
Cco0bLEHMIA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

logging service cpu-rate-
limits traffic

no logging service
cpu-rate-limits traffic

traffic: (http, telnet, ssh,
snmp, ip, link-local, arp-
switch-mode, arp-
inspection, stp-bpdu,
other-bpdu, dhcp-
snooping, dhcpv6-
snooping, igmp-snooping,
mld-snooping, sflow, log-
deny-aces, vrrp)/—

BK/IHOUNTb KOHTPO/Ib OFPaHUYEHNA CKOPOCTM BXOAALLMX
KagpoB 4/ onpeAeneHHoro Tuna TpaduKa.

OTKAOUUTbL NOTMpPOBaHMe.

logging origin-id {string |
hostname | ip | ipv6}

no logging origin-id

—/Her

3afaTb NapameTp, KOTOPbIN ByAeT UCNONb30BaTLCA B
KauyecTBe uaeHTUdMKaTOpa XocTa B Syslog-coobLieHunx.

Mcnonb3oBaTtb 3HaAYEHMe Mo YMONYaHULO.

logging source-interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan vian_id
| oob} [vrf vrf_name]

no logging source-
interface [vrf vrf_name]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
loopback_id: (1..64)

group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B

Mcnonbsosatb IP-agpec ykazaHHoro uHtepdeiica B kKavecTse
WCTOYHMKaA B IP-nakeTax npoToKkona Syslog.
- vrf_name — vuma BUPTyanbHOM 061acTh MapLIpyTM3aLmu.

Mcnonb3osathb IP-agpec ucxoaswero nHtepdeica.

logging source-interface-
ipv6 {gigabitethernet
gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group | loopback
loopback_id | vlan
vlan_id}

no logging source-
interface-ipv6

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
loopback_id: (1..64)
group: (1..48);
vlan_id: (1..4094)

Mcnonb3osatb IPv6-aapec ykasaHHOro nHtepdeliica B
KayecTBe UCTOYHMKa B IP-nakeTax npoTokona Syslog.

Mcnonb3oBaTh IPv6-agpec ncxoasauwero nHTepdeica.
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system dry-contacts
enable [initial-state state]
cause alarm

no system dry-contacts
enable

state: (nc-com/no-com)
/BbIKNIOYEHO

BKNOUNTL paboTy NepeKkNtoYeHUA CYXMX KOHTAKTOB MpK
BO3HWKHOBEHWW aBapUUHOIO CObbITUA.
- state — NONOXKeHWe KOHTAKTOB, KOTOpble GUKCUPYIOT
aBapuio.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIK/OUNTL PabOTY NEpPeKIYEHUA CYXMX KOHTAKTOB Npw
BO3HWMKHOBEHMWM aBapUIHOro CobbITUS.

alarms event erps ring-
protection

no alarms events erps
ring-protection

— /BbIKAOYEHO

BKAOUNTL MEepeKNtoYEHME CYXMX KOHTAKTOB MO COObITUIO
pa3pbiBa Konbua ERPS.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIK/IOUNTD NEPEKIIIOYEHME CYXUX KOHTAKTOB MO COBbITUIO
pa3pbiBa Konbua ERPS.

alarms events poe usage-
threshold-exceeded

no alarms events poe
usage-threshold-
exceeded

— /BbIK/IOYEHO

BKIOUNTL MepeKkNtoYeHne CyXMX KOHTAKTOB MO cobbITuio

HencnpasBHOCTN POE-KOHTpONepa nnun ero neperpysku.
TonbKo ana ycrpoiicts MES3508, MES3508P u
MES3510P.

BbIK/NOUNTL NEPEKNIOYEHNE CYXMX KOHTAKTOB NO CODObITUIO
HeuncnpaBHoCTH PoE.

alarms events power-

supply [power-supply]
not-present

no alarms events power-

supply [power-supply]
not-present

power-supply:
(1..2)/BbIKNIOYEHO

BkntounTtb paboTy NnepekntoueHmsa CyXmx KOHTaKTOB Npu OT-
KNoYeHUN 610Ka NUTaHKUA.
Tonbko gna ycrpoiicte MES3508, MES3508P m
MES3510P.

BbIKNOUNTb PabOTy NEPEKIOYEHMA CYXMX KOHTAKTOB Npw
OTK/ItOYEHUM BI0KA NUTAHUA.

alarms events sensors
critical-temperature

no alarms events sensors
critical-temperature

— /BbIKOYEHO

BKntounTb paboTy MepekNtoYEHUA CyXMX KOHTAKTOB Mpu
BO3HWKHOBEHUWN KPUTUYECKOWN TemnepaTypbl Ha Temnepa-
TYPHbIX AaTYMKaX.
Tonbko gna ycrpoiicte MES3508, MES3508P u
MES3510P.

BbIKNOUNTL PabOTY NEpPeKIOYEHUA CYXMX KOHTAKTOB Npw
BO3HMKHOBEHUM KPUTUYECKOI TemnepaTypbl Ha
TEMMNepPaTypHbIX AaT4UMKaX.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPuUrypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 236 — KomaHgb! pexxuma KoHdpurypaummn nHtepdeiica

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

alarms events link-status
[status]

no alarms events link-status
[status]

status: (up/down)
/BbIKNOYEHO

BKtoUNTb paboTy NepekNtoYeHNA CYXMX KOHTAKTOB Npu
M3MeHeHWM onepaTMBHOro cTaTyca uHTepderica.
Tonbko pna ycrpoicte MES3508, MES3508P u
MES3510P.

BbIK/MOUNTL PabOTy MEepeKNtoYeHUs CYXMX KOHTAKTOB Npu
M3MeHeHWM onepaTMBHOro cratyca uHTepdeiica.

Kaxkpoe coobuieHne nmeeT CBOM ypoBeHb BaXKHOCTU; B Tabauue 237 npuBeaeHbl TUMbl COOBLLEHUI B

nopAagke Y6bIBaHMFI MX BaXXHOCTWU.
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Tabnuua 237 — Tunbl Ba*KHOCTN COOBLLEHWUI

Tun eaxxHocmu coobujeHuli

OnucaHue

YpesBblyaliHble (emergencies)
BUJIbHO.

B cucTeme npomsoLina Kputuyeckas owmbka, cuctema moxeT paboTaTtb Henpa-

CurHanbl Tpesoru (alerts)

HEOGXOAMMO Hemea/ieHHOe BMeLaTe/IbCTBO B CUCTEMY.

Kputunueckue (critical)

B cucteme npousoLLia KpUTUYEcKasn owmnbKa.

OwwnbouHble (errors)

B cucreme npousowna owmnbKa.

MpepynpexkaeHuns (warnings)

MpeaynpexaeHve, HeaBapuitHoe coobleHue.

YBegomneHus (notifications)

YBeaom/eHne cucTeMbl, HeaBapuiitHoe coobLyeHme.

MHdpopmaumoHHble (informational)

NHbOpMaLMOHHbIe COOBLLEHUA CUCTEMBI.

OTtnagoyHblie (debugging)

OTnagoyHble cooblyeHnA, NPeAoCTaBAAOT NONb30BATENO MHPOPMaLMIO ANA
KOPPEKTHOM HAaCTPOMKN CUCTEMBI.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnunua 238 — KomaHab! pexkuma privileged EXEC ana npocmoTpa daina KypHana n aBapuiiHbIX cObbITUI

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear logging —

YpanuTb Bce coobuieHmA U3 BHyTpeHHero bydepa.

clear logging file —

YaanuTb Bce coobuieHma u3 daina KypHana.

show logging file

OT06pasnTb COCTOAHME KYPHaa, aBapuiiHble U OTNAJ0UHbIE
coobuieHunn, 3anncaHHble B dainie KypHana.

show logging

OTO6pasunTb COCTOAHUE }KypHana, aBapuitHblie U 0TAag0uHble
coobuieHuns, 3anncaHHble BO BHyTpeHHem bydepe.

show syslog-servers [vrf
{vrf_name | all}]

vrf_name: (1..32)
CMMBOOB

OT106pa3nTb HACTPOWKM ANA yaaNnéHHbIX Syslog-cepsepos.
- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.

show alarms

OTobparkaeT BClo MHGOPMaUUIo 06 aBapUIAHbIX COOLITUSAX.
Tonbko pna ycrpoiictre MES3508, MES3508P
MES3510P.

system dry-contacts [dry-
status]

dry-status:
(lock/unlock/toggle)
/unlock

MepekntounTb pexknmbl PpaboTbl CyXMX KOHTAKTOB:
- lock — nepekntoYeHUe CyXMx KOHTAKTOB NPOUCXOAUT NO
cobbITUIO aBapuu;
- unlock — no cobbITNIO aBapUN Cyxme KOHTaKTbl He byayT
nepekntoyarcs;
- toggle — NpUHYAUTENbHAA CMEHA NEPEKTIYEHUA CYXMX
KOHTaKTOB.
TonbKko pna ycrpoiictre MES3508, MES3508P
MES3510P.

show system dry-contacts

OTO6pPasnTb TEKYLLME HACTPOMKMN CYXMX KOHTAKTOB.
TonbKo gna ycrpoiicte MES3508, MES3508P u
MES3510P.

[Tpumepbl UCNoAb308aHUS KOMAHO

- BKkntounTb perncrpaumio OLINBOYHBIX COO6LLI,€HM171 Ha KOHCOU:

console# configure
console (config)# logging on
console

(config) # logging console errors
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= OuunctuTb daiin KypHana:
console# clear logging file

Clear Logging File [y/n] y
5.23 3epkanaupoBaHue (MOHUTOPUHT) NOPTOB

®YHKUMA 3epKaNNPOBaHNA MOPTOB NpeAHa3HAYeHa AN KOHTPO/IA CeTEBOro TpaduKa NyTem Nnepecbiiku
KOMWIA BXOAAWMX U/UAN UCXOAALLMX NAKETOB C OAHOMO MM HECKOIbKMX KOHTPOAMPYEMBIX NMOPTOB Ha OAMH
KOHTPOAMPYIOLWMIA NOPT.

K KOHTponpytowemy nopTy NPUMEHAIOTCA Cnefytowme orpaHuyeHunn:
— TNopT He MoKeT BbITb KOHTPOIMPYHOLLUM U KOHTPOIMPYEMbBIM MOPTOM OAHOBPEMEHHO;
IP-nHTEPdENC fO0MKEH OTCYTCTBOBATL A/1A 3TOrO NOpPTa;
MpoTokon GVRP gonkeH 6biTb BbIKAKOYEH HA STOM NOPTY.

K KOHTpO/IMpYeMbIM MNOPTamM NPUMEHSAIOTCA CAeaytowme orpaHUYeHus:
—  TOpT HE MOXKET HbITb KOHTPOIMPYIOWMM N KOHTPOMPYEMbIM NOPTOM OAHOBPEMEHHO.
CyLiecTByeT orpaHMYeHMe Ha 7 ceccuii 3epKanmMpoBaHus, No 8 3epKanmpyembix MHTepdeincos (NopTos
nnu VLAN) B KaxkaoMn.

V' 3epKanupoBaHue VLAN BO3MOXKHO TO/IbKO B NEPBOI CECCUM.

KomaHObI pexcuma 2a06anabHol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnuua 239 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3HayeHue/3Ha4eHue »
KomaHoa / Aelicmeue

o yMoAYaHUIO
port monitor mode 3azaTb permMm paboTbl nopTa
{monitor-only | network} - monitor-only — Kagpbl, nocTynatmowme Ha nopt, oTbpacbiBa-

—/monitor-only toTCA;
- network — nossosAeT BecTn 06MeH AaHHbIMU.

no port monitor mode BepHyTb 3HaYeHWe No yMoNYaHuIo.
port monitor remote vian HasHauutb VLAN ans yganeHHoro moHutopmHra (RSPAN), B
vlan_id [cos priority] [tx | rx] . KOTOpYto ByAyT NOMELLATLCA NAaKeTbl C KOHTPOIMPYEMBbIX

vlan_id: (1..4094); .

. MHTepdencos.
3 priority: (0..7)/0

no port monitor remote vlan Yaanutb VLAN gna yaaneHHoOro MOHMTOPUHTra.
vlan_id

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BunAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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JaHHble KOMaHAbl HeNb3A BbINOJMIHATD B peXXume KoHdUrypauum guanasoHa uHtepdeit-
radl coB Ethernet.

Tabanuya 240 — KomaHgbl AOCTYMHbIE B peXMMe KOHPUrypaumm nHtepdeiica Ethernet

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
port monitor {remote | gi- BKkAtounTb GYHKLMIO MOHUTOPMHIA HAa HAaCcTpaMBaeMom
gabitethernet gi_port | uHtepderice. JaHHbl MHTEpdEc ByaeT KOHTPONMPYIOLLMM NOPTOM
tengigabitethernet te_port O/1A YKQ3aHHOTO B KOMaHZAe KOHTPO/IMpyeMoro nopra.
| fortygigabitethernet - gi_port, te_port, fo_port — KOHTpOMpPyemblit NOpPT;
fo_port} [rx | tx] - X — KONWPOBaTb NaKeTbl, NPUHATbIE KOHTPONNPYEMbIM NMOPTOM;
- tX — KONMpoBaTb NaKeTbl, NepesaHHble KOHTPOANPYEMbIM
nopTom;
Mpu OTCYTCTBMM NAapamMeTpa rx/tx c KOHTPOAMPYEMOro nopTa
gi_port: (1..8/0/1..48); Konwpychn BCE NaKeTbl. 6
te_port: (1.8/0/1.24). YHKLMA MOHMTOPUHTA MOXKeT 6bITb HAaCTPOEHa Ha ABYX
nopTax og4HOBPEMEHHO.
fo_port: (1..8/0/1..4);
KoHdurypauusa PortChannel B Kauectse
V KOHTpOAMpYytoLero uHTepdeiica NnponssoauTca nocne
nepesoga uHtepdeliica B cocrosHue UP.
no port monitor {remote | BbIKNHOUNTL GYHKLMIO MOHUTOPMHIA Ha HAacCTpPaMBaemMom
gigabitethernet gi_port | nHTEpdelice.
tengigabitethernet te_port
| fortygigabitethernet
fo_port }
port monitor vlan vian_id BkntounTb GYHKLMIO MOHUTOPUHIA HAa HAaCcTpaMBaemMom
nHTepderice. [laHHbIN UHTEpdENC ByaeT KOHTPOAUPYHOLLMM NOPTOM
ONs yKasaHHo VLAN.
MopT MOHMTOPUHTA He AO/IKEH NPUHAANEKATb K
V HacTpansaemoi VLAN.
MoHuTopuHr VLAN moxKeT 6bITb BK/IHOUYEH /IULLb B TOM
vlan_id: (1..4094) V cayyae, eC/iM B CUCTEeMe HacTpPoeHo He 6onee oaHoOro
KOHTPO/IMpYIOLLero nopra.
Ecnmn KOHTPOAUPYIOLWMIA NOPT HACTPOEH paHee, TO TONbKO
V 3TOT NOPT MOXKeT 6bITb UCNONb30BAH A1 MOHUTOPUHTa
VLAN.
no port monitor vlan Ypanutb ykasaHHyto VLAN U3 MOHUTOpPUHTa.
vlan_id
port monitor remote BKAOUNTD GYHKLMIO yaaneHHoro moHuTopuHra (RSPAN) Ha
HacTpanBaeMom UHTepoelice.
no port monitor remote BbIKMOUNTDL DYHKLMIO yAaNeHHOro MoHUTopuHra (RSPAN) Ha
HacTpanBaeMom uHTepdelice.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOM CTpoKK B pexkume EXEC umeet cnegytowmii Bua;

console>

Tabnnua 241 — KomaHabl, AoCTynHble B pexume EXEC

3Ha4yeHue/3HayeHue
Mo ymon4yaHuo

show ports monitor BbiBecTM MHGOPMALMIO MO KOHTPONUPYIOLLUM U KOHTPOAUPYEMbBIM
nopram.

KomaHoa Aelicmeue
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[Tpumepbl 8bINOAHEHUA KOMAHO

= YctaHosuTb 13 uHTepdelic Ethernet KoHTponupytowmm ana 18 nHtepdeica Ethernet. Becb Tpaduk
¢ 18 nntepdeiica nepenaBaTb Ha 13.

console# configure
console (config)# interface tengigabitethernet 1/0/13
console (config-if)# port monitor tengigabitethernet 1,/0/18

=  BbIBECTU MHOOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show ports monitor

RX: VLAN 5,
TX: VLAN 5,

tel/0/18

Port monitor mode: monitor-only
RSPAN configuration

user priority O

user priority 0

Source Port Destination Port Type

tel/0/13 RX, TX

Status RSPAN

notReady Disabled

5.24 ®dyHKuua sFlow

sFlow — TEXHO/10IMnA, No03BONAOWAA OCYWeCTBNATb MOHUTOPUHT Tpad)MKa B NMAKETHbIX CeTAX nepeaayn
AadHHbIX NyTEM YacTUYHOM BbI60pKM TpachKa ana I'IOC!'IELI,YI'OLLI,EVI MHKancynauunnm B cneuunasibHbie COO6|J.I,EHMF|,
nepegasaemble Ha cepBep c6opa CTaTUCTUKMWN.

KomaHObI pexcuma 210b6aab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 242 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dress | ipv6_address |

byte]

sflow receiver id {ipv4_ad-

ipv6z_address | url} [port
port] [max-datagram-size

no sflow receiver id

id: (1..8);
port: (1.. 5535)/6343;
byte: nonoxutenbHoe
uenoe uncno/1400;
¢dopmar ipv4_address:
A.B.C.D;
dopmar ipv6_address:
XX Xe XX,
dopmat
ipv6z_address:
X:X:X:X::X%<ID>;
url: (1..158) cumonos

3apaTtb aapec cepeepa cbopa ctatuctuku sflow.

- id — Homep sflow-cepBepa;

- ipv4_address, ipv6_address, ipv6z_address — IP-agpec;

- url — pomeHHoe MMA X0oCTa;

- port — Homep nopTa;

- byte — MaKCcMMabHOE KONMYEecTBO BalT, KOTOPOE MOKET BbITb
OTMNPAaBNEHO B OZMH NAKET AAHHbIX.

Yaoanutb agpec cepsepa cbopa ctatuctukm sflow.
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sflow receiver {source-in-
terface | source-interface-
ipv6} {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel | group | loopback
loopback_id | vlan vlan_id |
oob}

no sflow receiver source-in-
terface

vlan_id: (1..4094)
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

loopback_id: (1..64)
group: (1..48)

3apaTb MHTEPdeEliC ycTPoICTBa, IP-aapec KoToporo byaeT ncnosb-
30BaTbCA MO YMONYAHUIO B KayecTBe ajpeca UCTOYHMKA cbopa
CTaTUCTUKM.

Yaanutb fiBHOe 3agaHue uHTepodelica, ¢ aapeca Kotoporo byaet
OTNPaBAATLCA CTaTUCTUKA sflow.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console# configure
console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if)#

fortygigabitethernet fo port}

Tabnuua 243 — KomaHabl pexkmuma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

sflow flow-sampling rate id
[max-header-size bytes]

no sflow flow-sampling

rate:
(1024..107374823);
id: (0..8);
bytes: (20..256)/128
6anT

3a4aTb CpPefHIO CKOPOCTb BbIBOPKKU NakeToB. MTorosas ckopocTb
BbIGOPKM cumTaeTcs Kak 1/rate*current_speed (current_speed —
TEKyLLan CpeaHAs CKOPOCTb).

- rate — cpefHAA CKOPOCTb BbIGOPKM NAKETOB;

- id — Homep sflow-cepBepa;

- bytes — maKkcMMasibHOe Koam4yecTso H6aliT, Kotopoe byaet
CKONMPOBaHO U3 0bpasLa nakeTa.

OTKNIIOYUTDL CHETYMKM BbIDOPKU Ha MOPTY.

sflow counters-sampling
sec id

no sflow counters-sampling

sec: (15..86400) c;
id: (0..8)

OnpeaennTb MakCUManbHbIA MHTEPBAN MEXKAY YCNewHbIMK
BbI6OPKaMM MaKeToB.

- Sec — MaKCMMa/ibHbIi MHTEPBaN MeXAy BblIGOPKaMU B CEKYHAAX.
- id — Homep sflow-cepBepa (3apgaeTcs komaHaoit sflow receiver 8
rnobanbHoOm pexkmme KoHdUrypauum).

OTKNIIOYUTDL CHETYMKM BbIDOPKM Ha MOPTY.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOM CTPOKK B pexkume EXEC umeet cneayrowwimii Bua;

console>

Tabnunua 244 — KomaHabl, AOCTynHble B pexume EXEC

KomaHda

3Ha4yeHue/3HayeHue

no ymon4aHuro

Aeilicmeue

show sflow configuration
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4)

BbiBecTu HacTpoikm sflow.
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clear sflow statistics [giga- OunctuTb cTatcTUKy sFlow. Ecam nHTepdeliic He yKasaH,
bitethernet gi_port | tengi- KOMaHAa OUYMLLAET BCE CYETUMKM CTATUCTMKM SFlow.
gabitethernet te_port | for-
tygigabitethernet fo_port]

show sflow statistics [giga- OT06pa3nTb CTaTUCTUKY SFlow.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port]

[pumepbl 8b1M0AHEHUA KOMAHO

= YcrtaHosuTb IP-agpec 10.0.80.1 cepsepa 1 ana cbopa cratuctukm sflow. na Ethernet-untepdeiicos
te1/0/1-te1/0/24 ycTtaHOBUTL CPEAHIO CKOPOCTb BbIBOPKK nakeTtos — 10240 K6UT/c M MakcMab-
HbIW MHTEPBAN MeXAY ycnelwHbiMM BbibopKkamu naketos — 240 c.

console# configure

console (config)# sflow receiver 1 10.0.80.1

console (config) # interface range tengigabitethernet 1/0/1-24
console (config-if-range)# sflow flow-sampling 10240 1
console (config-if)# sflow counters-sampling 240 1

5.25 ®YHKUMU AMArHOCTUKU PU3NUYECKOro YPOBHA

CeTeBble KOMMYyTaTOpbl COAEPXKAT annapaTHble WM NpPOorpaMMHble cpeacTBa ANA  OAMArHOCTUKU
dU3NYECKMX MHTEPPENCOB M IMHUI CBA3M. B NnepeyeHb TECTUPYEMBIX NapaMeTPOB BXOAAT CAeaytowme:

OnAa anekTpnyecknx nHtepdencos:
— [AJ/IMHa Kabens;
—  paccTosiHMe A0 MecTa HeMCNPaBHOCTM — 0bpbIBa UM 3aMbIKaHWMA.

Ona ontnyeckmx nutepdencos 1G n 10G:
— napameTpbl MUTAHUSA — HaNpPAXKEHWE U TOK;

— BbIXOAHaA oNTU4YeCKaA MOLWHOCTb,
— ONTU4YeCKaa MOLWHOCTb Ha npuneme.

5.25.1 AlJuazHocmuka medHoz20 Kabens

KomaHObI pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxkmnme EXEC nmeet cneaytowmin Bua;

console>

Tabnuua 245 — KomaHabl ANarHOCTUKM MeaHoro Kabens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMoan4YaHuto

test cable-diagnostics tdr BbINONHUTL BUPTYaIbHOE TECTUPOBAHME Kabena ana ykasaHHOro
[all | interface gigabitether- gi_port: (1..8/0/1..48) | wHTepdeiica.
net gi_port] - all — gna Bcex uHTepodelicos.
show cable-diagnostics tdr 0OT06pa3nTb pesy/bTaTbl NOC/EAHEro BUPTYaibHOrO TECTUPOBAHMA
[interface gigabitethernet gi_port: (1..8/0/1..48) kabena ans ykasaHHoro nHtepdeiica.
gi_port]
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test cable-diagnostics tdr-
fast [all | interface giga-
bitethernet gi_port ]

gi_port: (1..8/0/1..48)

BbINONHUTL BUPTYanbHOE TeCTUPOBaHUeE Kabensa ¢ HU3KoW
TOYHOCTbIO AN1A YKa3aHHOTo UHTepdeiica.

- all — gnsa Bcex uHTepdelicos.

show cable-diagnostics ca-
ble-length [interface giga-
bitethernet gi_port]

gi_port: (1..8/0/1..48)

OT06pa3sunTb NPEANONOKUTENbHYIO ANMHY Kabens, NoAKNOYEHHOTO
K YKazaHHOMY UHTepdeiicy (ecnv Homep nopTa He 3asaH, To
KOMaHAa BbINOJIHAETCA A1 BCEX MOPTOB).
WHTepdeiic gonkeH 6biTb aKTUBHbIM U paboTaTb B
V pexxume 1000 M6ut/c nnn 100 M6ut/c. AnarHoctuka
noAAepK1BaeTcs ToNbKO Ha MHTepdeiicax

GigabitEthernet.

[pumepbl 8bINOAHEHUS KOMAHO

= [lpoTectnposatb nopT gi 1/0/1:

console# test cable-diagnostics tdr interface gigabitethernet 1/0/1

Cable on port gil/0/1 is good

5324#test cable-diagnostics tdr interface gi0/1

5.25.2 fluaezHocmuKka onmu4yecKko2o mpaHcueepa

OYHKUMA AMArHOCTMKM MO3BO/MAET OLEHMTb TEKyllee COCTOSHME ONTUYECKOro TpaHcueBepa MU

ONTUYECKOU NHUU CBA3MW.

Bo3moXeH aBTOMaTUYECKNIM KOHTPOIb COCTOAHUA INHKUIA CBA3K. [11A 3TOr0 KOMMYTaTOP NEPUOAMYECKM
onpalunBaeT napameTpbl OMNTUYECKMX WHTEPGdENCOB M CPaBHMBAET WX C MOPOrOBbIMM 3HAYEHUAMM,
3a4aHHbIMM MPOU3BOAUTENAMU TPAHCUBEPOB.
KommyTaTop GopMUMpyeT Npeaynpexaatolime 1 aBapuiiHble coobLLEHMUS.

KomaHOobi pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxknme EXEC nmeet cneaytowmin Bua;

console>

Tabanua 246 — KomaHga AMarHoCTMKM ONTUYECKOro TPaHCMBepa

Mpu BbiXOA4e MapameTpoB 3a [AONyCTUMble npeaesbl

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports opti-
cal-transceiver [detailed]
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pa3suTb pesy/ibTaTbl AUArHOCTUKM ONTUYECKOTO TPaHCKBeEpa.
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[Mpumep 8bIM0AHEHUS KOMAHObI

swl# show fiber-ports optical-transceiver interfaceFortygigabitEthernet

1/0/1
Port Temp Voltage Current Output Input LOS Transceiver
Power Power Type
fol/0/1 OK OK OK N/S OK No Fiber
OK OK No
OK OK No
OK OK No
Temp - Internally measured transceiver temperature
Voltage - Internally measured supply voltage
Current - Measured TX bias current
Output Power - Measured TX output power in milliWatts/dBm
Input Power - Measured RX received power in milliWatts/dBm
LOS - Loss of signal
N/A - Not Available, N/S - Not Supported, W - Warning, E - Error

Tabnnua 247 — MNapameTpbl 4UArHOCTUKM ONTUYECKOTO TpaHcMBepa

Mapamemp 3HavyeHue
Temp TemnepaTypa TpaHcuBepa.
Voltage HanpsaxeHne NnuTaHuA TpaHCMBepa.
Current OTKNOHEeHWe TOKa Ha nepejaye.
Output Power BbixogHaA MOLWHOCTb Ha nepegaye (MBT).
Input Power BxogHas MOLWHOCTb Ha npueme (MBT).
LOS MNoTepsa curHana.

3HayeHuA pPesynbTaToB ANArHOCTUKM:

— N/A — HepocTynHo,
— N/S — He noaaepskmBaeTcs.

5.25.3 fluazHocmuka uHOuUKayuu uHmepdgelicos

KomaHObI pexcuma EXEC

3anpoc KoMaHgHOW CTPOKK B pexxkmnme EXEC nmeeT cneayowmin Bua;

console>

Tabnnua 248 — KomaHgbl ANarHOCTUKM MHAWKAUMM UHTepdelicoB

3HayeHue/3HavyeHue ”
KomaHda / Aelicmeue
no ymoa4aHuro
test led port mode { force- BK/IOUUTL HEOBXOAMMbIN PEXMM PaboTbl MHAMKALMK MHTepdeiica
on | force-off |force-blink - force-off — BbIKNIOYEH;
| default [gigabitethernet gi_port: (1..8/0/1..48); | - force-on — ropuT NOCTOAHHO;
gi_port | tengigabitether- te_port: (1..8/0/1..24); | - force-blink — muranue;
net te_port | fortygiga- fo_port: (1..8/0/1..4); | - default — pexum paboTbl CBETOBOW MHAMKALIMKU MOPTOB,
bitethernet fo_port | all]} /default all OMUCaHHbIN B NMyHKTE 2.4.4;

V Tonbko gna ycrpoiicte MES5324.

264 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

show led port mode [giga- OT106pasnTb MHPOPMaUMIo O perkume paboTbl MHAMKALMM Ha
bitethernet gi_port | tengi- MHTepodeiice.

gabitethernet te_port | —

fortygigabitethernet

fo_port]

5.26 IP Service Level Agreements (IP SLA)

IP SLA (cornaweHus o6 ypoBHe obcnykmBaHua B IP-ceTax) — TEXHOMOrMA aKTUBHOTO MOHWTOPWHTA,
MCNONb3YOLWAACA AN U3MEPEHMA NapameTpoB ObICTPOAENCTBUA KOMMbBIOTEPHbIX CETEN M KayecTBa nepesayu
AaHHbIX. AKTUBHbIA MOHUTOPUHT NPeACTaBAseT cO60N NPOAOMKUTENBHYIO UMKANYECKYIO reHepaLmto TpaduKa,
c60p MHPOPMALMM O ero NPOXOKAEHUN NO CETU U BEeAEHME CTAaTUCTUKW.

Ha faHHbI MOMEHT 3MepeHMEe NaPaMETPOB CETU MOXKET OCYLLECTBAATLCA C UCMOJIb30BaHME NPOTOKOA
ICMP.

Mpu Kaxkgom BbinonHeHUn onepaumm ICMP Echo yctpoiictBo oTnpasasaet ICMP Echo request coobuieHne
Ha aZpec Ha3Ha4YeHUn, OXKMAAeT NoaydyeHun coobueHmsa ICMP Echo reply B TedeHuMe 3a4aHHOIO MHTEPBana Bpe-
MEHMU.

C oaHoit IP SLA onepaumelt MOXKHO CBA3aTb HeCKo/IbKo 06bekToB TRACK. CocToAaHue obbekTa TRACK us-
MEHAETCA B MOMEHT M3MeHeHUA cocToaHuA IP SLA onepaumm, nmbo c 3a8aHHON 3a4ePHKKON.

Mpy M3MEHEHUUN COCTOAHUA TPEKA BO3MOXHO BbIMOJIHEHME MAKPOKOMAHA. MaKpOKOMaHAbl BbINOAHA-
HOTCS B peXkume rnob6asibHoro KoHpUrypuposaHusa. s BbiNo/SIHEHUA KOMaHA, pexmma privileged EXEC KomaHapl
Heob6xoaMmo [onNoNHUTL Npedumkcom do. KomaHabl co3aaHma Habopa MakpoKomaHz, nNpuBeaeHbl B Tabanue 42.

Ona ncnonbzosaHma GyHKUMK IP SLA HeobXx04MMO BbINONHUTL Cledyloline AeNCTBUSA:

— CospgaTb onepaumio icmp-echo 1 ckoHpUrypupoBatb eé.

—  3anycTuTb BbINOJIHEHWE ONEPALLUN.

— CosgaTtb TRACK-06beKT, CBA3aHHbIN C KOHKpeTHOM IP SLA onepauueit n CKoHGUrypmMpoBaTb ero.

— Tpu HeobXoAMMOCTH, CO34aTb MAKPOChI, BbINONHAEMbIE NMPU U3MEHEHUW COCTOAHWMA O6BbEKTa
TRACK.

— [pocmoTpeTb CTaTUCTUKY, MPU HEOBXOAMMOCTH, OUNCTUTL €e.

— Tpu HeOBXOAUMOCTH, NPEKPATUTL BbINOJIHEHME ONepaLyu.

KomaHObI pexcuma 2106aa6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME rN106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 249 — KomaHgb! pexnuma rnobanbHoi KoHduUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no yMmoa4YaHuro
ip sla operation MepeiTn B pexxnm KoHdurypmposaHua IP SLA onepaumu.
operation: (1..64) - operation — Homep onepauuu.
no ip sla operation Ypannto IP SLA onepauutio.
ip sla schedule operation life 3anycTuTb Ha BbinonHeHue IP SLA onepauuio.

life start-time start-time . - operation — HoOMep onepauun.
operation: (1..64); ;
life: (forever); - life — Bpems, B Te4eHWe KOTOPOTro onepaunsa ByaeT BbINOAHATHCA.
. ’ - start-time — Bpems 3anycka.
. - start-time: (now)
no ip sla schedule operation MpekpaTuTb BbinoaHeHWe IP SLA onepauuu.

- operation — HOMep onepaLuu.
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track object ip sla operation
state

no track object ip sla

object: (1..64);
operation: (1..64)

Co3patb TRACK 06beKT, KOTOpPbIN ByAeT oTc/exKnBaTb coctosiHme [P

SLA onepauuu.
- object — Homep TRACK ob6beKTa.
- operation — Homep IP SLA onepauuu.

Yaanutb TRACK-06beKT.
- object — Homep TRACK-06beKTa.

logging events ip sla opera-

BKNounTL BbIBOA, COOBLLEHNI 06 M3MeHeHUn cTaTyca IP SLA onepa-

no logging events ip sla track-
state-change

tion-state-change .
- - —/BK/IO4EHO _
no logging events ip sla oper- BbIKNHOUYUTb BbIBOA COOBLLEHNI 06 M3MeHeHUn cTaTyca IP SLA one-
ation-state-change pauuu.
logging events ip sla track- BKNounTL BbIBOA COOBLLEHN 06 M3MEHEHMM CTaTyca TPEKa.
state-change
—/BKAOYEHO

BbIK/MOYUTL BbIBOA COOBLLEHNI 06 M3MEHEHMU CTaTyca TPeKa.

Tabnnua 250 — KomaHgbl pexxuma cosgaHus onepaumit IP SLA

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

icmp-echo {A.B.C.D [ host }
[source-ip A.B.C.D]

host: (1..158)
CYMBOOB

Mepeiitn B pexum KoHdurypmposaHua ICMP ECHO onepa-

Lumu.
-A.B.C.D — IPv4-apgpec y3na cetu;
- host — pomeHHoe UMs y3na CeTu.

KomaHObI pexcuma KoHguaypuposaHusa IP SLA ICMP ECHO-onepauuu

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHourypmposaHuma IP SLA ICMP ECHO:

console (config-ip-sla-icmp-echo) #

Tabnunua 251 — KomaHab! pexruma KoHpurypuposaHua onepauymm ICMP Echo

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

frequency secs

no frequency

secs: (10..500)/10 ¢

YCTaHOBUTb 4acTOTy MOBTOPEHUA
- Secs — 4acToTa, B CEKYHAAX.

ICMP ECHO-onepauuu.

YCTaHOBUTb 3HaYeHMe YacToTbl I'IOBTOpeHMﬁ N0 YMONYaHUIO.

timeout msecs

no timeout

msecs: (50..5000)/2000 mc

YCTaHOBUTL O/ IMHY TaimayTa, NO UCTEYEeHUM KOTOPOro, ecamu
He npuwen ICMP-oTBeT, onepauus 6yaer cuyuTaTbCA
HeyaayHoM.

- msecs — TamMayT, B MUININCEKYHAAX.

YCTaHOBUTb 3HaYyeHue TaﬁmayTa No YMONYaHUIO.

request-data-size bytes

no request-data-size

bytes: (28..1472)/28 6aiit

YcTaHOBUTL KoiMyecTBo 6aiiT, nepesasaembix 8 ICMP-nakeTe
B KauecTBe AaHHbIX (payload).
- bytes — KonuyecTso 6alT.

YCTaHOBWTb 3HaYeHWe KonunyecTsa 6anT no YMO4YaHUIO.

' Ona HopmanbHoOro sbinoaHeHua onepauumn ICMP Echo pekomeHayeTca yCTaHOBUTb 3Ha-

YyeHue 4acToTbl BbIMO/IHEHUA onepauuun 601'|bLLIMM, yem 3HayeHue Taﬁmay'ra onepauun.

KomaHObI pexcuma KoHguU2ypuposaHUa mpeKa

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHGUTIyprupoBaHuUsa Tpeka:

console (config-track) #
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Tabnunua 252 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HaveHue

Aelicmeue

delay {up secs down secs |
up secs | down secs}

no delay [up] [down]

secs: (1..180)/0

YCTaHOBUTb 3a4ePKKY A/1a cMeHbl cocTossHna TRACK-o06beKTa,
npu nsmeHeHunn coctoaHua IP SLA-onepaunu.

- Secs — 3a4eprKKa, B CEKYHAOAX.

- up — 3a4epXKa M3MEHEHWA COCTOAHUA NPU U3MEHEHUU
onepaumm B coctoaHue OK;

- down — 3azeprKKa M3MEeHEHUA COCTOAHMA MPU U3MEHEHUMU
onepaumu B coctosHue Error.

Yaanutb 3a4epKKy.

KomaHOb1 pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 253 — KomaHgb! pexuma privileged EXEC

KomaHda

3HavyeHue

Aelicmeue

show ip sla operation
[operation]

operation: (1..64)

OTo6pa3uTb nHdpopmaumio 06 IP SLA-onepaumax.
- operation — HOMep onepaLuun.

show track [object]

object: (1..64)

OT1o6pa3unTb nHdopmaumo o TRACK-o6bekTax.
- object — Homep obbekTa.

clear ip sla counters
[operation]

operation: (1..64)

O6HYNUTbL cueTumnku IP SLA-onepauum.
- operation — Homep onepauuun.

Mpumep HaCTPOMKKU, NpeAHa3HaYeHHOW AA KOHTPOoAA y3na cetn ¢ agpecom 10.9.2.65, c oTnpasBKo
icmp-3anpoca Kaxkable 20 CeKkyHa, BpeMeHemM OTBeTa Ha icmp-3anpoc, He npesbiwatowmnm 500 mc, u
pasmepom AaHHbIx 92 6aliTa; 3aaeprkka cmeHbl cocToaHuA TRACK-06beKkTa — 3 ceKyHAbl; NpU U3MEHEHUN
cocTtoaHmA TRACK-o6beKTa BbinonHATCA Makpocbl TEST_DOWN mn TEST_UP:

console# configure

console (config)# interface vlan 1
console (config-if) # ip address 10.9.2.80 255.255.255.192
console (config-if) # exit
console (config) # macro name TEST DOWN track 1 state down

Enter macro commands one per line.

int gil/0/11
no shutdown

@

console (config) #

End with the character '@'.

console (config)# macro name TEST UP track 1 state up

Enter macro commands one per line.

int gil/0/11
shutdown
@

End with the character 'Q'.

console (config) #

console (config) # ip sla I

console (config-ip-sla)# icmp-echo
console (config-ip-sla-icmp-echo) #

(

(

( 10.9.2.65
(

console (config-ip-sla-icmp-echo) #

(

(

(

(

(

timeout 500
frequency 20
request-data-size 92

)
console (config-ip-sla-icmp-echo) #
) # exit

console (config-ip-sla-icmp-echo
console (config-ip-sla)# exit
console (config)# ip sla schedule 1 life forever start-time now
console (config) # track 1 ip sla 1 state
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console (config-track)# delay up 3 down 3
console (config-track)# exit
console (config) # exit

console#

Mpumep BbIBOAA CTaTUCTMKM aaa onepaumm ICMP Echo:

Operation
Operation
Operation
Operation
Operation
Operation
ICMP Echo
ICMP Echo

IP SLA Operational Number: 1
Type of operation:
Target address:
Source Address:
Request size

icmp-echo
10.9.2.65
10.9.2.80
(ICMP data portion): 92
frequency: 20
timeout: 500

state: scheduled
return code: OK
Success counter: 254
Failure counter: 38
Request counter: 292
Reply counter: 254

ICMP Error counter: 0

roe:

ICMP Error counter — CY4€TUYMK, OTOBPAXKAIOLLMNA KONNYECTBO U3MEPUTENIbHBIX OMNepaLMii, 3aKOHYMBLLIMXCA C CO-

Operation state — TeKyLlee cocToAHUE onepaunu:

scheduled — onepauua BbINOHAETCS;

pending — BbINOAHEHWE OMNepaLLMM OCTAHOB/IEHO.

— Operation return code — Kop, 3aBepLUeHUs NOC/eAHEN BbINOJIHEHHOM onepauuu:
OK — ycnelwwHoe 3aBepLieHMe NpeaplayLien onepaunu;

Error — Heyfa4yHOe 3aBepLieHMe NocaeaHen NONbITKN U3MePEHHUSA.

— Operation Success counter — KOANYeCTBO YCMNELHO 3aKOHYEHHbIX Onepauui.

— Operation Failure counter — KONNM4YeCcTBO HeyAAYHO 3aKOHYEHHbIX OMepaLMi.

— ICMP Echo Request counter — KonmM4yecTBO NPOBELEHHbIX 3aMyCKOB OMNEpaLun.

— ICMP Echo Request counter — KOnmM4ecTBO Noay4yeHHbIX oTBeToB Ha ICMP-3anpoc.

OTBETCTBYIOLLMM KOLOM OLUMOKMU.

5.27 dnekTponuTaHue no anHuam Ethernet (PoE)

Mogenn kommyTaTtopos ¢ cyddpurcom ‘P’ B 0603HaYEHUN NOAAEPHKMBAIOT 3/IEKTPONUTAHUE YCTPOCTB
no nnHum Ethernet B cootsetcTBUM € pekomeHgaumnamm IEEE 802.3af (PoE) u IEEE 802.3at (PoE+) no Tuny pac-

NMUHOBKMK A.

KomaHObI pexcuma 2a06an6Hol KoOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

Tabnnua 254 — KomaHgb! pexuma rnobanbHoin KoHdUrypaumm

KomaHoa

3HayeHue/ 3HayeHue no
YMOAYAHUIO

Aelicmeue

class}

power inline limit-mode {port |

—/class

BbIB6paTh peKUM orpaHUYeHUs MOLLHOCTH
3/1eKTPONUTaHNA

- port —orpaHuyeHune ycTaHaBAMBAETCA Ha OCHOBaHWUU
aAMMHUCTPATMBHbIX NApameTPOoB NopTa;

- class — orpaHuuyeHune ycTaHaBANBAETCA HA OCHOBaHUM
K/nacca NoAKNOYEHHOTO YCTPOWCTBa
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no power inline limit-mode

BepHyTb 3HaYeHWe No yMoNYaHuo

power inline restart auto

no power inline restart auto

—/BKAIOYEHO

BKAtounTb aBTOMaTMYeCcKuMiA pecTapT PoE B caydyae
oTKNtoYeHnsa PoE-KoHTposnepa.

YCTaHOBUTb 3HaYeHne No ymonyaHumio. OTKAOUNTD
aBTOMaTU4YecKuit pectapT PoE B ciiyyae oTkAoYeHuna PoE-
KOHTpoAnepa.

power inline usage-threshold
percent

no power inline usage-threshold

percent: (1..99)/95

YcTaHOBWTb Nopor NoTpeb1aemoit MOLWHOCTH, NpK
KoTopom dbopmupyeTca HbopmaLMoHHoe coobLieHve
(snmp trap) o npesbiWweHUn nopora.

BoccTtaHOBUTL 3HaYeHWe nNopora no YMO4YaHuUIo.

power inline traps enable

no power inline traps enable

—/BbIK/OYEHO

Paspewntb popmmnposaHme MHPOPMALMOHHbIX
coobuieHunit gna noacuctems PoE.

BepHyTb HAacTPOWKM K NapameTpam no YMOIYaHuIo.

power inline inrush test disable

no power inline inrush test
disable

—/BKNOYEHO

BK/1lOUMTL NPOBEpPKY inrush-Toka.

OTKNOYUTbL NPOBeEpPKY inrush-Toka.

power inline disable

no power inline disable

—/BbIK/IOYEHO

OTKNOYNTL Ucnonb3osaHue PoE.
/ HacTpoiika BCTynuT B cMNy TO/IbKO nocne
nepesarpysKu yCTpOMUCTBa.

BKkntounTb ncnonbsosaHue PoE.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHPurypaumnm nHtepderica Ethernet:

console# configure

console (config)# interface gigabitethernet gi port

console (config-if)#

Tabnuua 255 — KomaHabl pexkmuma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

power inline {auto | never}
[time-range range_name]

range_name : (1..32)
CMMBONA;
—/auto

YnpasnaTb paboToi NpoToKoaa 0bHapyKeHus PoE-ycTpolicTs

Ha UHTepdodelice.

-auto — paspelwaet paboTy npoTokona obHapyKeHua PoE-
YCTPOWCTB Ha UHTepdelice 1 BKIOYAET NoAaYy 31eKTponuTa-

HWA Ha nHTepdeic;

-never — 3anpewaeT paboTy npoTokona obHapy»eHusa PoE-
YCTPOWCTB Ha UHTepdelice 1 OTKOYAET Nogavy 31eKTponuTa-

HUA;
-time-range — BpemeHHOW UHTEPBa, B TeYEHME KOTOPOro
nuTaHWe byaeT noaasaTbcA Ha MHTepdENC.

power inline powered-device
pd_type

pd_type:(1..24)
CMMBO/IOB/He 3a4aHO

[o6aBnTb Npon3BoibHOE onucaHne PoE-ycTpoiicTea ga
NMOMOLLM B aAMUHUCTPUPOBAHUKN 060pYA0BaHMA.
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no power inline
powered-device

YaanuTb paHee 3afaHHoe onucaHue PoE-ycTpolicTsa.

power inline priority {critical |
high | low}

—/low

no power inline priority

3apaTtb npuopuTeT uHTepdeiica PoE npu ynpasneHun snek-
TponuTaHWem.

- critical — ycTaHaBAMBaeT HaMBbICLLIMIA NPUOPUTET INEKTPO-
NUTaHWA. INEKTPONUTaHNE NOPTOB C TaKUM NPUopUTETOM BY-
AeT NpeKkpalaTbca B NOCAEAHIO o4yepeab NpU neperpyske
cucrembl PoE;

- high — yctaHaBAuBaeT BbICOKUIA NPUOPUTET 3N1EKTPONUTa-
HUA;

- low — ycTaHaB/AMBaAET HU3KMI1 NPUOPUTET SNIEKTPONUTAHUA.

BocCTaHOBUTb NPUOPUTET MO YMOYAHUIO.

ower inline limit power
P P power: (0..30000)/30000

mBT

no power inline limit

HasHauuTb Npesien MOLHOCTU 3NEKTPONUTAHUA ANA
Bbl6paHHOro nopra.

BoccTtaHOBUTL Npeaes MOLHOCTM NO YMOHAHUIO.

KomaHObI pexcuma privileged EXEC

Bua 3anpoca KoMaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnnua 256 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
no yMmoa4aHuo

KomaHoa

Aelicmeue

show power inline [giga-
bitethernet gi_port | unit
unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3nTb COCTOAHNE NEKTPONUTAHNA UHTepdENCcoB,
NoAAEPKMBAIOLLMX NUTaHWe No NMHUK POE.
- unit_id — Homep OHWTa B CTEKeE.

show power inline con-
sumption [gigabitethernet
gi_port | unit unit_id]

gi_port: (1..8/0/1..8);
unit_id: (1..8)

OT06pa3nTb XapaKTepPUCTUKM NoTpebneHns mowHocTn PoE-
WHTepdelicoB yCTPOICTBA.
- unit_id — Homep 1OHWUTA B CTeKe.

show power inline version

OT06pa3nTb BEPCUIO NPOrPamMMHOro obecneyeHus
KOHTpoAnnepa noacmncrembl PoE.

[pumepbl 8bIN0AHEHUS KOMAHO

= [loKasaTb COCTOAHME 3/IEKTPONUTAHMA BCEX MHTEPdENCOB YCTPOICTBA:

console# show power inline

Power-1limit mode: Class based
Usage threshold: 95%

Switch with
8 POE+ ports

Trap: Disable
Legacy Mode: Disable
Inrush Test: Disable
SW Version: 22.172.3
Unit Module Nominal Consumed
Power (W) Power (W)
1 MES2308P 240 219 (91%)
12-port 1G
Managed
Switch with
8 POE+ ports
2 MES2308P 240 0 (0%)
12-port 1G
Managed

42
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Interface Admin Oper Power (W) Class Device Priority
gil/0/1 Auto On 31.800 4 low
gil/o0/2 Auto On 31.800 4 low
gil/0/3 Auto On 31.0 4 low
gil/0/4 Auto Oon 31.400 4 low
gil/0/5 Auto On 31.500 4 low
gil/0/6 Auto On 31.0 4 low
gil/o/7 Auto On 31.600 4 low
gil/0/8 Auto Fault 0.0 0 low

= [loKa3aTb COCTOSAHME 3/1eKTPONUTAHUA BbIBPaHHOrO MHTepdelica:

console# show power inline gil/0/1

Port Status:

Voltage (V) :

Admin Oper Power (W) Class Device Priority

Port is off. Detection is in process

Port standard: 802.3AT

Admin power limit (for port power-limit mode): 30.0 watts
Time range:

Operational power limit: 30.0 watts

Spare pair: Disabled

Negotiated power: 0 watts (None)

Current (mA) : 0

0
Overload Counter: 0
Short Counter: 0
Denied Counter: 0
Absent Counter: 0
Invalid Signature Counter: 0

OnucaHune oTobparkaemMblx NapaMeTPOB 3NEKTPONMUTAHUA NpuBeaeHo B Tabanue 257.

Tabnunua 257 — MapameTpbl cTaTyca 3/1EKTPONMTaHMA

Nominal Power

HomuHanbHaA MOUWHOCTb UCTOYHUKA MUTAHNA NOACUCTEMDI PoE.

Consumed Power

N3mepeHHOe 3HayeHune I'IOTpeﬁ/'IHEMOﬁ MOLWHOCTH.

Usage Threshold Moporosoe 3Ha4YeHWe noTpebaaeMoi MoLHOCTH, MPU KoTopom GpopmupyeTcsa MHbOop-
MaLMOHHOe cooblueHue (snmp trap) o npeBbIleHUN Nopora.

Traps OTobparkaeT paspeleHme popmmpoBaHMe MHPOPMALMOHHBIX COOBLLEHNA.

Port O603HayeHne nHTepderica KommyTaTopa.

Admin AOMUHUCTPATUBHOE COCTOSIHWE 3/IEKTPOMNUTAHUA MopTa. BO3MOXKHble 3HayeHus —
auto v never.

Priority MpuopuTeT ynpaBneHUa 31eKTponuTaHMem nopTta. Bo3amoxkHble 3HayeHusa — critical,
high, low.

Oper OnepaTMBHOE COCTOSIHME 3NIEKTPONUTAHNA NOPTA. BO3MOKHbIE 3HaUYeHun:

Off — nuTaHWe NopTa BbIKAKOYEHO aLMUHUCTPATUBHO;

Searching — nuTaHue NopTa BKAOYEHO, OXMAaHWE NnogKatoveHna POE-ycTpoicTBa;
On — nuTaHWe NopTa BKAOYEHO M eCTb NpUcoeanHeHHoe PoE-ycTpoicTeo;

Fault — aBapusa nuTaHua nopTta. POE-ycTpoMcTBO 3anpocuao MOLHOCTb 6onbluyto,
YyeM AOCTYMHO UAM notpebnseman POE-yCcTpoOMCTBOM MOLLHOCTb MPeBbICMNA 3adaH-
HbIM Npeaen.

Port standard

Knaccudpukauma noakntodeHHoro yctpolictea B cootseTcTBum ¢ IEEE 802.3af, IEEE
802.3at.

Overload Counter

CyeTumK KoanyecTea CNly4yaeB neperpyskn no aNnekKTponnTaHuto.
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Short Counter CyeTymK cly4aeB KOPOTKOIO 3aMblKaHMA.

Denied Counter CyeTumK cnyyaes OTKa3a B NOAa4e INeKTPONUTaHuUA.

Absent Counter CyeTunKk cnyyaeB MNpPeEKpaLLeHMA SNEeKTPOMUTaHMA WM3-3a OTK/IOYEHUA MUTAEeMOro
yCTpoWcTBa.

Invalid Signature CyeTumK oWmMbOoK KnaccudumKkaumm noakaoHeHHbIx PoE-ycTpoiicTs.

Counter

5.28 ®dyHKUMM obecneyeHnsa 6esonacHocTH

5.28.1 ®yHKyuu obecneyeHun 3auumsi NOpmMose

C uenbto NoBbIWEeHUA 6€30MaCHOCTM B KOMMYTATOPE CYLLECTBYET BOSMOMKHOCTb HACTPOUTb Kakon-nmbo
NopT TaK, YTOObI A4OCTYN K KOMMYTATOPY Yepes3 3TOT NOPT NPeAOCTaBAAACA TONbKO 3a4aHHbIM YCTPOMCTBAM.
®DyHKLUMA 3aMTbl MOPTOB OCHOBaHa Ha onpeaeneHnn MAC-agpecos, KOTOpbIM paspellaetca goctyn. MAC-
agpeca MoryT OblTb HAacTPOEHbl BPYYHYHO WMAWM M3Yy4YeHbl KOMMYyTaTOpom. ocne usyvyeHuMAa HeobXoaMmMbIxX
afpecos nopT crepyeT 3a610KMPOBaATb, 3alWMTUB €ro OT MOCTYNAEHWUA NAKeTOB C HeumsydeHHbiMM MAC-
aapecamu. Takum obpasom, Koraa 3ab10KMPOBaHHbIM NOPT NosiydaeT nakeT, n MAC-agpec MCTOYHUKA NaKeTa
He CBf3aH C 3TUM MOPTOM, aKTUBM3IUPYETCA MEXAHU3M 3aWMTbl, B 3aBUCMMOCTU OT KOTOPOrO MOFyT ObITb
NPUHATbI creaytowme Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NOCTyNalowWme Ha 3ab/0KMPOBAHHbIIM MOPT,
nepecblnatoTca, oTbpacbiBatoTca, MO0 Ke NopT, MPUHABLUMIA NAKET, OTKAtoYaeTca. OyHKUMA 6e30NacHOCTM
Locked Port nossonsetr coxpaHUTb CMMUCOK M3y4veHHbix MAC-agpecoB B daitne KOHOUrypaumm, TaKMm
06pasom, 3TOT CMUCOK MOXKHO BOCCTAHOBUTb NOC/e Nepe3arpy3ku yCTPomncTaa.

/’ ‘ CyuwiecTByeT orpaHuMyeHue Ha KoanuectBo MAC-agpecoB, KOTOpoe MOKET U3yunTb NoprT,
MCNOJb3YOLWNIT GYHKLUUIO 3aLMUTDI.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmose

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol
nopToB:

console (config-if) #

Tabnunua 258 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl uHTepdelicos

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda Aelicmeue

port security BKrntoumTb PYHKLMIO 3alUmTbl HA UHTepdelice. BnokupyeT
dYHKLMIO U3ydyeHMA HOBbIX agpecos Ansa uHtepdelica. MakeTbl
— /BbIKAKOYEHO C HeusydyeHHbIMM MAC-agpecammn UCTOYHUKA OTOpacbiBatoTCA.
KomaHza aHanornyHa KomaHge port security discard.

no port security OTKNIOUMTD PYHKLMIO 3aLLUTLI HA UHTepdelice.

port security max num [voice] 3afaTb MaKcMManbHoe KOAIMYEeCTBO afipecoB, KOTOPOE MOXKET
U3yunTb NopT. MNpun 3TOM 13 0bLLero NMMUTA agpecos
BblUMTAETCA IMMUT afipecoB B voice vian.

- voice — yCTaHaBNMBaET MaKCMMasbHOE KOIMYECTBO afpecos,
KoTopoe MoKeT BbITb M3y4eHo B voice-vlan.

Numut agpecos B voice-vlan He MoXeT npeBbilwaTh 061Kt
NIMMUAT.

num: (0..65536)/1

no port security max YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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port security routed se-
cure-address mac_address

no port security routed se-
cure-address mac_address

dopmat MAC-agpeca:
H.H.H, H:H:H:H:H:H,
H-H-H-H-H-H

PaspewunTb TONbKO MapLUPYTM3aLLMIO NAKETOB € YKa3aHHbIM
MAC-agpecom UCTOYHMKA.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

port security {forward |
discard | discard-shut-
down | discard-shutdown-
vlan} [trap freq]

freq: (1..1000000) c

BrntounTb PYHKLMIO 3alLmTbl HA UHTepdelice. BnokupyeT
dYHKUMIO N3y4eHMa HOBbIX afpecoB ANA uHTepdeica.

- forward — nakeTbl ¢ HensyyeHHbIMM MAC-aapecamu
MCTOYHMKA NepecblNatoTca.

- discard — nakeTbl ¢ HensyyeHHbIMM MAC-agpecamm
WCTOYHMKa oTbpacbiBatoTCsA.

- discard-shutdown — naketbl ¢ HeusyyeHHbIMU MAC-
afipecaMm UCTOYHMKA OTOpacbIBaloTCA, MOPT OTK/OYaeTCA.
- discard-shutdown-vlan — nakeTbl ¢ HensyyeHHbIMM MAC-
aflpecaMu UCTOYHMKA oTbpacbiBatoTcA. MopT yaanaercsa us
cooTBetcTaytowen(nx) VLAN. BosspaT nopta 8o VLAN
ocyulecTBiAeTca KOMaHaon set interface active.

- freq — 4yacToTa reHepupyembix coobLLeHUI NnpoTokona SNMP
trap npu NOCTyN/NeHNN HECAHKLMOHNPOBAHHbIX NMaKeToB.

port security trap freq

freq: (1..1000000) c

3a4aTb YacToTy reHepupyemblx coobieHnin npotokona SNMP
trap v Syslog npu NocTynAeHMU HECAHKLMOHMPOBAHHbIX
NnakeToB.

port security mode {secure
{permanent | delete-on-
reset} | max-addresses |
lock}

no port security mode

—/lock

3a4aTb peXmm orpaHnyeHmna nsydeHma MAC-agpecos gna
HacTpaMBaemoro nHTepodeiica.

- max-addresses — yzanferT Tekylme AMHaAMUYECKH
M3y4YeHHble agpeca, CBA3aHHble ¢ HTepdericom. PaspelweHo
n3yyeHne MaKCMMaIbHOTO KOJIMYeCTBa apecoB Ha NOpTy.
MoBTOPHOE M3yYeHME U CTapeHNe paspeLLeHbl.

- lock — coxpaHsaeT B KOHUrypaLmMIo TEKyLLME ANHAMUYECKU
M3y4YeHHble agpeca, CBA3aHHbIe C UHTepdelicom 1 3anpeLtaeT
obyyeHne HOBbIM agpecam U CTapeHMUE yKe U3yYeHHbIX
aapecos.

- secure — HaCTpaMBaeT CTaTUYECKOe OrPaHUYEHNE U3yYeHNA
MAC-agpecos Ha nopTy.

- permanent — gaHHbii MAC-agpec coxpaHuTca B Tabauue
Jaxe nocne nepesarpyskn ycTponcTsa.

- delete-on-reset — gaHHbIN agpec yaanuTca nocne
nepesarpysKku ycTponcTea.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console>

Tabnunua 259 — Komanapl pexkuma EXEC

3HayeHue/3Ha4yeHue

Aeilicmeue
0 yMon4YaHuo

KomaHoa

MoKa3aTb HACTPOMKM PyHKLUMM 6e30MacHOCTU Ha BbIbpaHHOM
nHTepdelice.

show ports security {giga-
bitethernet gi_port | tengi-
gabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)
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show ports security ad- MoKasaTb TeKyLLee KONMYECTBO U3YYEHHbIX a4pecos U
dresses {gigabitethernet gi_port: (1..8/0/1..48); BO3MOMHbIN IMMUT AN5 3a6/10KMPOBAHHbIX MOPTOB.

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

set interface active {giga- AKTMBMPOBATbL MHTEPPEIC, OTKIIOUYEHHbIN GYHKLMEN 3alumTbl
bitethernet gi_port | tengi- gi_port: (1..8/0/1..48); nopTta (KomaHAa JOCTyNHA TONbKO ANA NPUBUAETMPOBAHHOMO
gabitethernet te_port | te_port: (1..8/0/1..24); nosb3osaTens).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group}

show ports security status — MoKa3aTb TeKyLMIA CTaTyC BCeX MHTepdencoB.

[pumepbl 8bINOAHEHUS KOMAHO

= BKAOYAUTb OYHKLMIO 3aWwmTbl Ha 15 nHTepdelice Ethernet. YcTaHOBUTL OrpaHUYeHUe HA M3yveHUue
aapecos — 1 agpec. Mocne nsyverna MAC-agpeca 3a610KMpoBaTb GYHKUMIO U3yYEHUSA HOBbIX af-
pecoB Ans uHTepoderica ¢ Lenbto oTbpocuTb NakeTbl ¢ HensydeHHbIMM MAC-agpecammn UCTOYHMKA.
CoxpaHuTb B $ain U3yyeHHbI agpec.

console# configure

console (config) # interface tengigabitethernet 1/0/15
console (config-if)# port security mode secure permanent
console (config-if) # port security max I

console (config-if)# port security

5.28.2 lposepka NodaUHHOCMU KAUueHma Ha ocHoee nopma (cmaHoapm 802.1x)

5.28.2.1 baszosas nposepka nodauHHocMu

AyTeHTMdMKALUMA HA OCHOBe cTaHZapTa 802.1x obecneynBaeT NPoOBEPKY NOAJMHHOCTM NONb30BaTENEN
KOMMyTaTOpa Yepe3 BHELWHWIA CcepBep Ha OCHOBE MOPTa, K KOTOPOMY MOAKMAOYEH KAWeHT. TosbKo
ayTEHTUOULMPOBAHHbIE U aBTOPM3OBAHHbIE MNOAb30BATENM CMOTYT NepesasBaTb W MPUHUMATb AaHHbIE.
MpoBepKa NOAJMHHOCTM NOAb30BaTe/el NOPTOB BbinosHAeTcA cepBepom RADIUS nocpeactBom npoToKona
EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0banab6Hol KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnnua 260 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aeilicmeue
no yMmo/a4YaHuro
dotlx system-auth-control BkntounTb pexkum ayteHTUdMKaumm 802.1X Ha KommyTaTope.
no dotlx system-auth-con- —/BbIKNOYEHO BbIKNtOUNTb pexum ayTeHTUudmKaumm 802.1X Ha KommyTaTope.
trol
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aaa authentication dotlx
default {none | radius}
[none | radius]

no aaa authentication
dotlx default

—/radius

3apaTb O4MH UK ABA MeTOoAa NPOBEPKM NOAJNHHOCTH,
aBTopM3aumn 1 yyeta (AAA), s UCNOIb30BaHUA Ha
nHTepodeincax IEEE 802.1X.
- none — He BbINONHATb ayTeHTUUKaLMIO;
- radius — ncnonb3osaTtb cnucok RADIUS-cepsepoB ans
ayTeHTMdMKaLMM Noib3oBaTens.
Bropoii meToa ayTeHTUdMKAUUKM  UCNOAb3yeTcA
V TOMIbKO B C/ly4ae, ec/iv No NepBoMy ayTeHTUdUKaLma
6blna HeycnewHoMn.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

v

umm.

NpoTtokon EAP (Extensible Authentication Protocol) BbinonHser 3agaum ans ayteH-
TMOUKALUM YAANEHHOTO KNMEHTA, NPU 3TOM onpeaensia MexaHu3m ayTeHTuduKa-

Tabnnua 261 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

dotlx port-control {auto |
force-authorized |
force-unauthorized}
[time-range time]

—/force-authorized;

Hactpowutb ayteHTUdMKaumio 802.1X Ha nHTepdeiice.
PaspeluaeT py4HOI KOHTPO/Ib 338 COCTOAHMEM aBTOPM3aLUK
nopra.

- auto — ncnosnb3osBatb 802.1X AN USMEHEHUA COCTOAHNA
KNWEeHTa meXAay aBTOPMU30BaHHbIM U HEABTOPU3OBAHHbIM;

- force-authorized — Bbikntouaet ayteHTUdPMKaumio 802.1X Ha
uHtepderice. MopT NepexoamT B aBTOPU30BaHHOE COCTOAHUE
6e3 ayTeHTUPMKaLuuu;

reauth-period

time: (1..32) R
- force-unauthorized — nepesoguMT NOPT B HEABTOPM30BaHHOE
cocTosiHne. IrHopmpytoTca BCe NOMbITKU ayTEHTUOUKALUK
K/MEHTa, KOMMYTATOP He NPesOoCTaBAAET CEPBUC
ayTeHTUOUKALMM oA 3TOro NopTa;
- time — nHTepBan BpemeHU. Ecnn AaHHbIN napameTp He
onpezeneH, To NOPT He aBTOPU30BaAH.
no dotlx port-control YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.
dotlx reauthentication —/nepuoanyeckune BKNOUUTL Nepuoamyeckme NoBTOPHbIE MPOBEPKM
NOBTOPHbIE MPOBEPKM NoAJ/IMHHOCTY (NepeayTeHTUUKALMIO) KNKEHTa.
no dotlx reauthentication NoAJ/IMHHOCTU BbIKNOUMTE Nepnoanyeckme NoBTOPHbIE MPOBEPKM
BbIK/IIOYEHbI NoAMHHOCTU (NepeayTeHTUdUKALMIO) KANEHTa.
dotlx timeout reauth-pe- . YCTaHOBUTb NEPUOA, MeXAY NOBTOPHbIMU NPOBEpPKaMu
riod period period: NOAJIMHHOCTW.
- (60..4294967295)/
no dotlx timeout 3600 c YCTaHOBUTb 3HaYEHME N0 YMOYAHMIO.

dotlx timeout quiet-period
period

no dotlx timeout quiet-pe-
riod

period: (10..65535)/60
c

YCTaHOBUTb Nepuos, B Te4eHNne KoTOpOoro KOMMYTaTop
OCTaeTCA B COCTOAHUU MONYaHUA nocne Hey,a,aquizi npoBepKku
NOA/TMHHOCTU.

B TeyeHune nepnosa mMoHaHNA KOMMYTATOP He NPUHMMAET U
HE UHNLUMUNPYET HUKAKUX ayTeHTM(bVIKaLI,VIOHHbIX COO6LLI,EHVII7I.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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dotlx timeout tx-period pe-
riod

period: (30..65535)/30
c

no dotlx timeout tx-period

YCTaHOBUTb NEpMOA, B TeYeHMEe KOTOPOro KOMMYTaTop
0XKMIAeT OTBET Ha 3anpoc Mbo naeHTndMKaumio no
npoTtokony EAP oT KnneHTa, Nnepes NOBTOPHOM OTNPaBKoM
3anpoca.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx max-req count

count: (1..10)/2

no dotlx max-req

YCTaHOBWUTb MaKCMMa/ibHOE YMCNI0 NOMbITOK NepeAayn
3anpocoB NpoTokosa EAP-knneHTy nepea HOBbIM 3aMyCKOM
npouecca NpoBepKn NOANNHHOCTY.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

dotlx timeout
supp-timeout period

no dotlx timeout
supp-timeout

period: (1..65535)/30 c

YCTaHOBWUTbL Nepuos Mexay NOBTOPHbIMU Nepegadamu
3anpocos NpoToKona EAP-knueHTy.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout
server-timeout period

no dotlx timeout
server-timeout

period: (1..65535)/30 ¢

YCTaHOBUTb NEpMO, B TeYEHME KOTOPOro KOMMYTaTop
OXKMIAeT OTBETa OT cepBepa ayTeHTUdMKaL MU,

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx timeout silence-pe-
riod period

period: (60..65535) ¢/

no dotlx timeout si-
lence-period

He 3a4aHO0

YCTaHOBUTb Nepuoa BpeMeHN HEaKTUBHOCTU KAWEeHTa, No
ncreyeHne KOToporo KANeHT CTaHOBUTCA HEAaBTOPU3OBAHHbIM.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dotlx multi-sessions moni-
tor-mode

no dotlx multi-sessions
monitor-mode

—/BbIK/IOYEHO

BkntounTb oTnpaBky multicast Request Identity HesaBucumo
OT ayTEHTUDULMPOBAHHBIX CECCUIA.

BbIKNOUNTL Neproanyeckune otnpaBku multicast Request
Identity He3aBMcUMMO OT ayTEHTUPULMPOBAHHBIX CECCUN.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnunua 262 — KomaHgb! pexuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx re-authenticate [gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Bpy4Hyto OCyLLEeCTBUTb NOBTOPHYO NPOBEPKY NOANMHHOCTM
yKa3aHHOro nopTta B KOMaHge, 1Mbo Bcex NopTos,
noaaepxusatowmx 802.1X.

show dot1x [interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | oob}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

Moka3saTb cocToaHue 802.1X ana kommyTatopa mbo ana
YyKa3aHHOro uHtepdelica.

show dot1x users
[username username]

username: (1..160)
CUMBOIOB

MoKasaTb aKTUBHBIX ayTEHTUPULMPOBAHHbIX NOAb30BaTENEN
802.1X KommyTaTtopa.

show dot1x statistics inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

MoKasaTb cTaTUcTUKy no 802.1X ansa BbibpaHHOTO UHTepdelica.
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[Mpumepbl 8bINOAHEHUA KOMAHO

= BkAuUTb pexum ayteHTuduKaumm 802.1x Ha KommyTtaTope. Mcnonb3osatb RADIUS-cepsep ans
NPOBEPKM MNOAJMHHOCTU KANEHTOB Ha MHTepdencax IEEE 802.1X. Ona 8 untepdeiica Ethernet unc-
NnosIb30BaTb PeXMM ayTeHTUPMKaumm 802.1x.

console# configure

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default radius
console (config) # interface tengigabitethernet 1/0/8
console (config-if)# dotlx port-control auto

= [lokasaTtb cocToAaHMe 802.1x ana KommyTtaTopa, Ana 8 untepdeiica Ethernet.

console# show dotlx interface tengigabitethernet 1/0/8

Authentication is enabled

Authenticating Servers: Radius
Unauthenticated VLANs:

Authentication failure traps are disabled
Authentication success traps are disabled
Authentication quiet traps are disabled

tel/0/8

Host mode: multi-host

Port Administrated Status: auto
Guest VLAN: disabled

Open access: disabled

Server timeout: 30 sec

Port Operational Status: unauthorized*
* Port is down or not present
Reauthentication is disabled
Reauthentication period: 3600 sec
Silence period: 0 sec

Quiet period: 60 sec

Interfaces 802.1X-Based Parameters

Tx period: 30 sec

Supplicant timeout: 30 sec

Max req: 2

Authentication success: 0
Authentication fails: 0

Tabnnua 263 — OnuncaHMe pe3ybTaToB BbINO/IHEHMA KOMaHA,

Mapamemp OnucaHue
Port Homep nopra.
Admin mode Pexxum ayteHTUdMKaumm 802.1X: Force-auth, Force-unauth, Auto.
OnepaumoHHbI PeXuMm MopTa: aBTOPM30BaHHbIN, HEAaBTOPM30BAHHDLIN, MO0 BbIK/HOYEHHbIN
Oper mode . .
(Authorized, Unauthorized, Down).
Reauth Control KoHTponb nepeayteHTUdMKaLmm
Reauth Period Mepuoa mexay NOBTOPHbIMM NPOBEPKaMM NMOANNHHOCTHU.

Mma nonb3osaTens npu ncnonbsosaHmm 802.1X. Ecnn nopT aBTOpM30BaH, TO oTobpakaeTca ums
Username TeKkywero nosb3osatens. Ecav nopT He aBTOpu30BaH, TO OTObparkaeTcA MMA MnociefHero
ycnewHo aBTOPM30BaHHOrO N0/b30BaTeNA Ha NOPTY.

I'IepMo,a,, B TedeHMe KOTOPOro KOMMyTaTOp OCTaeTCA B COCTOAHUU MONYaHUA nocne Heyp,aqui&

Quiet period
NPOBEPKU NOAJIMHHOCTM.

Mepunog, B TeueHMe KOTOPOro KOMMYTATOP OXKMJAET OTBET Ha 3anpoc nmbo Mp,eHTVI(bVIKaLI,MI-O no

Tx period o o
npoTtokony EAP OT KnneHTa, Nepes NOBTOPHOM OTNPaBKoi 3anpoca.
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Max req

MakcrmanbHoe YMCI0 NOMBbITOK Nepeaaymn 3anpocos NpoTokona EAP kKnneHTy nepes, HOBbIM 3a-
NyCcKOM npoLecca NPoBEPKN NOAJMHHOCTU.

Supplicant timeout

Meprog MexKay NOBTOPHbIMM Nepesayamm 3anpocoB NpoTokoia EAP KaneHTy.

Server timeout

Mepuog, B Te4eHME KOTOPOro KOMMYTATOP OXMAAET OTBETA OT cepsepa ayTeHTUdMKaLUK.

Session Time

Bpems NoAKNOYEHNUA NOJ/Ib30BaTENA K YCTPOMCTBY.

Mac address

MAC-agpec nonb3oBatens.

Authentication Method

MeToz ayTeHTUDMKaALUM YCTaHOBIEHHOW ceccum.

Termination Cause

MprynHa 3aKpbITUA ceccun.

State

TeKylee 3HayeHMe aBTOMaTa COCTOSIHUIA onpeaennTensa NoAJMHHOCTM U BbIXOAHOIO aBTOMaTa
COCTOSIHUN.

Authentication success

KosimuecTBo NoslyuyeHHbIX CO0bLLEeHMI 06 yecnewwHom ayTeHTUGHUKauumn oT cepeepa.

Authentication fails

KonunyectBo nosyyeHHbIX COOBLEHNI O HEYCMELWHOW ayTEHTUOMKALLMU OT cepBepa.

VLAN

Ipynna VLAN Ha3HayeHHaa Noab30BaTenNto.

Filter ID

NpeHTuduMKaTOp rpynnbl duabTpaumu.

= [lokasaTb cTaTUCTUKY Nno 802.1x ana nHtepodeiica Ethernet 8.

console# show dotlx statistics interface tengigabitethernet 1,/0/8

EapolFramesRx:
EapolFramesTx:
EapolStartFramesRx: 1
EapolLogoffFramesRx: 1
EapolRespIdFramesRx: 4
EapolRespFramesRx: 6

EapolRegFramesTx:
InvalidEapolFramesRx: 0O
EaplLengthErrorFramesRx: 0
LastEapolFrameVersion: 1
LastEapolFrameSource: 00:00:02:56:54:38

12

EapolRegIdFramesTx: 3

5

Tabnuua 264 — OnucaHne pesynbTaToB BbINOJHEHNA KOMaHA,

Mapamemp OnucaHue

KosimuecTBo KOppeKTHbIX NakeToB ntoboro Tuna npotokona EAPOL (Extensible Authentication
EapolFramesRx

Protocol over LAN), npuHATbIX AaHHbIM OnpeaenvMTenem noaIMHHOCTH.

KonnuectBo KoppeKTHbIX nakeTtoB oboro tmna npotokona EAPOL, nepefaHHbIX AaHHbIM
EapolFramesTx PP P » NEPEA A

onpegenuTenem noa/MHHOCTHU.

Konunyectso naketos Start npotokosna EAPOL, NpuHATLIX AaHHbIM onpeaenuTenem nogamH-
EapolStartFramesRx P » 1P A pea ad

HOCTW.

Konnuectso naketos Logoff npoTokona EAPOL, NpuHATbIX AaHHbIM onpeaennTesem noganH-
EapolLogoffFramesRx

HOCTW.

Konunuectso naketos Resp/Id npoTtokona EAPOL, NpuHATLIX AaHHbIM onpeaenuTenem nog-
EapolRespldFramesRx p/id np » P A pea A

JIMHHOCTW.

Konunuectso naketos oTeeToB (Kpome Resp/Id) npotokona EAPOL, NpuHATLIX AaHHbIM onpe-
EapolRespFramesRx (kp p/id) np » P A P

nenntenem noaIMHHOCTU.

Konnuyectso naketoB Resp/ld npoTtokona EAPOL, nepefaHHbIX AaHHbIM onpegenvtenem
EapolReqldFramesTx b/ P » NEPEA A .

NOA/MHHOCTW.

Konnuectso naketos 3anpocoB (Kpome Resp/ld) npotokona EAPOL, nepedaHHbIX AaHHbIM
EapolReqFramesTx P (kp p/id) np » NEPEA A

onpeaenutenem noasMHHOCTU.

. Konnyectso naketos npotokona EAPOL ¢ Hepacno3HaHHbIM TUNOM, NPUHATbIX AAHHbIM

InvalidEapolFramesRx P P » 1P A

onpeaenuTenem noa/MHHOCTHU.
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EaplLengthErrorFramesRx

KonnuectBo naketoB npoToKosia EAPOL c HEKOPPEKTHOM ANNHOM, MPUHATLIX A4aHHbIM Onpe-

aenntenem NO4ANHHOCTU.

LastEapolFrameVersion

Bepcua npoTtokona EAPOL, npuHATas B cCaMoM Noc/iegHeM Ha SaHHbIM MOMEHT NaKeTe.

LastEapolFrameSource

MAC-agpec UCTOYHMKA, MPUHATLIA B CAMOM NOCAEAHEM Ha AaHHbI MOMEHT NaKeTe.

5.28.2.2 PacwupeHHas nposepKa noodauHHOCmMu

PacwupeHHble HacTpoliku dotlx No3BOAAIOT NPOBOAMTL NPOBEPKY MNOAJAMHHOCTM AN HECKONbKMX
K/MEHTOB, NOAK/IOYEHHbIX K NopTy. CyLlecTByeT ABa BapuvaHTa ayTeHTUPMKaAUMKU: NepBbli, Koraa NpoBepKa
NOAJ/IMHHOCTM Ha OCHOBE NMOpPTa TpebyeT ayTeHTUPUKALMM TOIbKO O4HOTO KAMEHTA, YTObbl AOCTYN K cucTeme

nmvwenn BCe K/IUEHTbI

(pexkmm  Multiple hosts);

BTOPOA,

Korga npoBepKa MOAJIMHHOCTM TpebyeT

ayTeHTUPUKaLMM BCeX MOAKAOUYEHHbIX K MOPTY KaneHToB (pexxknm Multiple sessions). Ecan nopt B pexkume
Multiple hosts He npoxoaAnT ayTeHTUPUKaLMIO, TO BCEM NOAKAKUYEHHbBIM XOCTamM ByaeT 0TKa3aHo B A0CTyne K

pecypcam ceTu.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume rn1ob6anbHon KoHPUrypaumm:

console (config) #

Tabnunua 265 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

dotlx traps authentication
success [802.1x | mac |
web]

no dotlx traps authentica-
tion success

— /BbIKOYEHO

Pa3pelwnTb OTNPABKY trap-coobLEeHNI, KOTAa KANEHT yCrnewHo
NPOXOAMT ayTeHTUdUKaLMIO.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx traps authentication
failure [802.1x | mac |
web]

no dotlx traps authentica-
tion failure

— /BbIKAOYEHO

PaspelwnTb OTNPaBKy trap-coobLIEeHNIA, KOrAa KAMEHT He npoLen
ayTeHTUdMKaLmio.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx traps authentication
quiet

no dotlx traps authentica-
tion quiet

— /BbIK/OYEHO

BkAtounTb OTNPaBKY trap-coobLueHnii Nnpu nNpeBblLLeHUN
nosib3oBaTeNeM MaKCUMasIbHO JOMYCTUMOrO KOJIM4ecTBa
6e3ycneLHbIX MOMbITOK ayTEHTUPUKALMK.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm nHtepoderica Ethernet:

console (config-if)#
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Tabnunua 266 — KomaHabl pexuma KoHpurypaumnm nHtepdelrica Ethernet

KomaHda

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

dotlx host-mode
{multi-host | single-host |
multi-sessions}

—/multi-host

Pa3pelwnTb HasiMume 0AHOro/HECKONbKUX KIMEHTOB Ha
aBTOpM30BaHHOM nopty 802.1X.

- multi-host — HecKo/1bKO KNNMEHTOB;

- single-host — oguH KAneHT;

- multi-sessions — Hecko/bKo ceccuit.

dotlx violation-mode {re-
strict | protect | shut-
down} [trap freq]

no dotlx single-host-viola-
tion

—/protect;
freq: (1..1000000)/1 ¢

3apath AencTeue, KOTopoe HEOH6XOAMMO BbINONHWUTL, KOTAa
ycTpoicteo, MAC-aapec Kotoporo oTimyaetca oT MAC-agpeca
KNMEHTA, OCyLLLeCTBAAET NONbITKY AOCTyNa K MHTepdeicy.

- restrict — nakeTbl ¢ MAC-agpecom, oTanyHbim ot MAC-agpeca
K/MEHTA, NepecbIIatoTCA, NPY STOM afpec UCTOYHUKA He
nsyyaercs;

- protect — naketbl ¢ MAC-agpecom, otamyHbim oT MAC-agpeca
KAWeHTa, oTbpacbiBatoTcs;

- shutdown — nopT BbIkAtoYaeTca, nakeTbl ¢ MAC-agpecom,
oT/nYHbIM 0T MAC-aapeca KAneHTa, oTbpacbiBatoTcs;

- freq — YyacToTa reHepupyemMbix coobLeHUI npoTokona SNMP
trap npu NOCTyn/ieHNN HeCaHKLMOHNPOBAHHbIX NAKEeTOB.

V KomaHnga urHopupyertcs B pexkume Multiple hosts.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

dotlx authentication
[mac | 802.1x | web]

no dotlx authentication

— /BbIK/IOYEHO

BkntounTb ayTeHTUdMKaLMIO.
- mac — BK/Il0YaeT ayTeHTUdMKaALUMIO, OCHOBaHHY Ha MAC-
agpecax;
- 802.1x — BKtOYAET ayTEHTUDUKALMIO, OCHOBaHHYH Ha 802.1x;
- web -BkatoyaeT mexaHn3am web-based ayteHTUdPMKaLmm
. - He gonHo 6bITb cTaTUUEeCcKUx npueasok MAC-agpe-
l COB.
- ®YHKUMA NOBTOPHOW ayTeHTUPMKaALUU [OMKHA
6bITb BK/AIOYEHA.

BbIKNOUNTL ayTeHTUdMKaLMIO, OCHOBAHHYIO Ha MAC-aapecax
nonb3osaTenen.

dotlx max-hosts hosts

no dotlx max-hosts

hosts:
(1..4294967295)

3a4aTb MaKCMManbHOE KO/IMYECTBO XOCTOB, NPOLUEeALLINX
ayTeHTUdMKaLMio.

BepHyTb 3HaYeHWE MO YMONYAHMUIO.

dotlx max-login-attempts
num

no dotlx max-login-at-
tempts

num: (0, 3..10)/0

3a/aTb KOAIMYECTBO HeyAauyHbIX NOMbITOK BBOAA /IOTMHA, Nocae
KOTOPbIX KIMEHT BOKMpyeTCA.
0 — 6ecKOHeYHOEe YNC/O MOMbITOK.

BepHyTb 3Ha4YeHne No ymon4aHuio.

dotlx guest-vlan enable

no dotlx guest-vlan enable

— /BbIK/OYEHO

BkntounTb dyHKLMIo rocTeBoi VLAN Ha Tekywem nHTepdeiice.

BbIkntountb dyHKUMIO rocTeBoit VLAN Ha Tekyliem nHtepoeiice.

dotlx critical-vlan enable

no dotlx critical-vlan ena-
ble

— /BbIK/OYEHO

BkAtounTb GyHKLMIO KpuTndeckoro VLAN Ha Tekyuiem
nHTepdelice.

Bbikntountb dyHKUMIO KpuTyeckoro VLAN Ha Tekyuiem
nHTEpdelice.

dotlx radius-attributes fil-
ter-id

no dotlx radius-attributes
filter-id

— /BbIK/OYEHO

BK/I1OYMTb NPOBEPKY NOANMHHOCTU, OCHOBaHHYO Ha ACL/
Ha3HaunTb QoS-Policy.

YCTaHOBUTb 3HaYeHME N0 YMOHAHMUIO.

dotlx radius-attributes
vlan {reject | static}

no dotlx radius-attributes
vlan

— /BbIKOYEHO

BkntounTtb 06paboTKy onuum Tunnel-Private-Group-ID (81) B
coobuieHmax RADIUS-cepsepa.

BbIKntounTb 06paboTKy onumm Tunnel-Private-Group-ID (81) B
coobuieHmnsax RADIUS-cepsepa.

dotlx radius-attributes
vendor-specific data-filter

— /BbIK/OYEHO

BkAtounTb GYHKLMIO AnHamuyeckoro gobasnerHma ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.
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no dotlx radius-attributes
vendor-specific data-filter

BbIKNHOUNTL PYHKUMIO AMHaMMYecKkoro gobasneHuns ACL Ha nopT
yepes coobueHuns ot RADIUS-cepsepa.

KomaHObI pexcuma KoHgpuaypuposaHua VLAN

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KOHPUrypuposaHua nHtepoeica VLAN:

console (config-if) #

Tabnunua 267 — KomaHab! pexxuma KoHpurypumposaHua nHtepdeica VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmesue

dotlx guest-vlan

no dotlx guest-vian

no ymonyanuio VLAN He
onpeaeneH Kak rocteBom

Onpegenutb roctesont VLAN.

OTKpbIBaeT HeaBTOPM30BaHHbIM NOb30BaTENAM UHTEpdelica
poctyn K roctesomy VLAN. Ecam roctesoii VLAN onpegeneH u
paspeLueH, NopT byaeT aBTOMaTUYECKM NPUCOEAMHATLCA K HEMY,
KOrga He aBTOPM30BaH, U NMOKWAATb, KOrga NponaeT
aBTOpM3aumto. YTobbl MCNONBb30BaTb AAHHbIV GYHKLMOHAA, NOPT
He A0/KeH bbITb cTaTUYECKMM YneHom roctesoro VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

dotlx critical-vlan

no dotlx critical-vlan

no ymonyaxumio VLAN
He onpegeneH Kak
KPUTUYECKMI

Onpeaenntb VLAN B KayecTse Kputndeckoro. OTKpbiBaeT
HeaBTOPM30BaHHbIM NO/Ib30BATENAM AOCTYN B KPUTUUYECKUI
VLAN npu HegocTynHocTv cepBepoB RADIUS. Ecam KpuTuyeckui
VLAN onpegaeneH v paspeLleH, nopT byaeT aBTomaTUYeCKU
no6aseH B HEro NocC/ie aKTUBALMM U NOKUHET KPUTUYECKMUI
VLAN npu nony4yeHum oTeeTa OT cepBepa.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

dotlx auth-not-req

no dotlx auth-not-req

Nno YMO/IYAHUIO aBTO-
pusauma ana VLAN
BKJIOYEHA

Onpegenntb VLAN 6e3 aBTopusaumu. OTKpbiBaeT
HEeaBTOPM30BaAHHbIM MO/1b30BATENAM AOCTYN K BblAeNIEHHOMY
VLAN. HeaBTopu3oBaHHbI VLAN gonskeH 6bITb Ha3HayYeH Ha
NopT CTaTUYECKM KaK tagged.

YCTaHOBUTb 3HAYEeHME NO YMOHAHWUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:

console#

Tabnnua 268 — KomaHgbl pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

show dot1x [interface
{gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | oob}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MokasaTtb coctoaHue 802.1X gna kommyTatopa mbo ana
YKasaHHoro nHtepdeiica.

show dotlx detailed

MoKa3aTb pacliMpeHHble HACTPOMKKM NpoToKoaa 802.1x.

show dot1x users
[username]

username: CTPOKa

MNokasaTtb ABTOPMU30BaAHHbIX KNMEHTOB.

show dot1x locked clients

Moka3aTb HEaBTOPW30BAHHbBIX KJIMEHTOB, 3aBNIOKMPOBaAHHbIX MO
Talimayrty.
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show dot1x statistics MokaszaTtb ctatncTuky 802.1x Ha uHTepdelicax.
interface {gigabitethernet

gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port: (1..8/0/1..24);

te_port | fo_port: (1..8/0/1..4)

fortygigabitethernet

fo_port | oob}

show dot1x advanced MokasaTb pexxumbl paboTbl dotlx.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4)

fo_port | oob}

5.28.2.3 Hacmpolika akmusHo20 ceaHca KnueHma (CoA)

RADIUS CoA (Change of Authorization) — ato ¢yHKUMSA, KOTOpan no3sonseT cepepy RADIUS HacTpouTb
aKTUBHbIN CeaHC KNNEHTA, paHee ayTeHTUPULMPOBAHHOIO Ha OCHOBe cTaHgapTa 802.1x. O6paboTka coobleHui
CoA-Request npoucxoaut B cootBeTcTBuM ¢ RFC 5176. ObpabaTbiBatoTcs coobuieHus, npuweawmne Ha UDP-nopT
3799 oT cepBepoB, 3a4aHHbIX KOMaHAOW radius-server hosts 1 ¢ Knto4Yom, 3a4aHHbIM KOMaHAoM radius-server
key. Ana naeHTMdMKaumMm ceaHca KaneHTa ucnonbsytotca RADIUS-atpubyTtbl User-Name wnun Acct-Session-Id.
[ns HacTpoKKK ceaHca KaneHTa noaaepkmsatotca RADIUS-aTpubyTbl Tunnel-Private-Group-Id, Filter-1d, Calling-
Station-Id, Eltex-Data-Filter, Eltex-Data-Filter-Name.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bua, 3anpoca KOMaHAHOMN CTPOKM pekmMma rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnuua 269 — KomaHapl pexknuma rnobanbHom KoHbUrypaumm

3Ha4yeHue/3HayeHue .,
KomaHoa Aelicmeue
no ymoa4aHuro
aaa authorization dynamic BKAOUNTD QYHKLMIO HACTPOMKM aKTUBHOTO ceaHca KnneHTa (CoA).
radius
— —/BbIKAOYEHO "
no aaa authorization BbIK/OUNTL DYHKLLMIO HACTPOLKM aKTUBHOTO ceaHca KaneHTa (CoA).
dynamic

5.28.3 Hacmpoiika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification nossonseT otcnexknsaTb NOABAEHNE U UCHE3HOBEHME aKTUBHOMO
060pyA0BaHNA HA CETU NYTEM COXPaHEHUA UCTopUM M3ydeHna MAC-agpecos. MNpu 06HapyKEHUU USMEHEHWI
B cocTaBe M3yyeHHbIx MAC-aapecoB KOMMYTaTOp COXpaHAaeT MHpopmaumio B Tabaunue n n3sewaet ob atom ¢
NOMOLLbIO coobLeHMI NnpoTokona SNMP. ®yHKLMA MMeeT HacTpaMBaemble NapameTpbl — raybrHa uctopumm
0 COBbITUAX N MUHUMANbHbIWA MHTEePBaN OTNpaBku coobueHmnit. Cepsmuc MAC Address Notification oTkaoueH
MO YMOMYaHUIO M MOXKET BbITb HACTPOEH BbIBOPOYHO AN OTAE/bHbIX MOPTOB KOMMYTaTOpa.

KomaHObI pexcuma 2n06anabHol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnnua 270 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/ 3HayeHue
1o ymMoA4YaHuro

Aelicmeue

mac address-table notifica-
tion change

no mac address-table noti-
fication change

—/BbIK/IOYEHa

KomaHaa npeaHasHayeHa ans rnobanbHOro ynpasaeHus
dyHKumen MAC notification. KomaHaa paspeluaer perncrpaumio
cobbiTuit gobasneHus u yganeHus MAC-aapecos 8/u3 Tabauu,
KOMMyTaToOpa 1 OTNPaBKY yBEAOM/IEHUA O COOLITUAX.

[na paboTbl GyHKUUM HEOBXOAMMO JONONHUTENBHO paspellaTb
reHepaumio yBeAOMIEHUIN Ha UHTepdelicax (cMm. HuKe).

Bbikntountb pyHKumMo MAC notification rno6anbHO M 0OTMEHUTb
COOTBETCTBYHOLME HACTPOMKM Ha BCeX MHTepdeicax.

mac address-table notifica-
tion flapping

BkntounTb PyHKLMIO 0bHapyKeHus dnannuHra MAC-aapecos.

no mac address-table notifi- —/ekniovena BbIKNOUNTL GYHKUMIO 0BHapyxeHua dnannuHra MAC-agpecos.
cation flapping
mac address-table notifica- MaKcrMManbHbI1 MPOMENKYTOK BPEMEHWN MeX Ay OTNpaBKamm
tion change interval value SNMP-yBegomneHunin. Eciv 3HayeHne MHTepBaia BpeMeHM paBHO
0, TO reHepauus yBeLOMIEHUI U COXPaHEHWE CODbITUIA B UCTOPULD
byAeT oCyLWecTBAATLCA HEMEANEHHO MO Mepe BOSHUKHOBEHUA
value: cobbITUI 06 U3MeHeHUN cocTossHMA Tabanubl MAC-agpecos. Ecan

no mac address-table noti-
fication change interval

(0..4294967295)/1

3Ha4YeHMe NHTepBana BpemeHu 6osblwe 0, TO yCTpoiCcTBO byaeT
HaKanameaTb cobbITMA 06 U3MEHEeHUM cocTosHMA Tabanubl MAC-
afpecoB B TeHYeHWe 3TOro BpemMeH#, a 3aTem OTNpaBaATb
yBegomieHuns npotokona SNMP 1 coxpaHaTb cobbITUA B UCTOPUN.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

mac address-table notifica-
tion change history value

no mac address-table noti-
fication change history

value: (0..500)/1

3aaaTb MaKCMManbHOE KOJIMYECTBO COObITUIM 06 N3MeHeHUn
cocTosHnAa Tabanubl MAC-afpecoB, KOTOPOE COXpPaHAETCA B
ncropuun. Ecam yctaHoBneH pasmep NcTopun pasHbin 0, To
cobbITUA He coxpaHsatoTca. Npu nepenonHeHnn bydepa nctopumn
HOBOE cObbITME NOMELLAETCA HAa MECTO CAMOTro CTaporo.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

snmp-server enable traps
mac-notification change

no snmp-server enable
traps mac-notification
change

—/BbIK/IOYEHO

BkntounTb otnpasky SNMP-yBegomneHuii 06 usmeHeHUM
cocTosiHuAa Tabaunubl MAC-agpecos. 1A OTKAUYeHUA
MCNONb3yeTca oTpuuaTenbHas popma KoMaHAbI.

Ecnu oTnpaBKa yBegOMIEHUI BKIOYEHA, TO YCTPOMCTBO byaeT
MHGOPMUPOBATL O COBLITUAX COODOLLEHUAMM NpoTOoKoNa SNMP 1
COXPaHATb COOTBETCTBYIOLME COBbITUA B UCTOPUK. ECiM oTNpaBKa
SNMP-yBeOMAEHWI BbIK/OYEHA, TO YCTPOMCTBO BYAEeT TO/IbKO
COXPaHATb COBBLITUA B UCTOPUMN.

OTKAtounTL 0TNpaBKky SNMP-yBegomneHuii 06 nameHeHun
cocTosiHunAa Tabaunubl MAC-aapecos.

snmp-server enable traps
mac-notification flapping

no snmp-server enable
traps mac-notification flap-

ping

—/BKAtOYEeHa

BKAtounTb 0TNpaBKy Tpanos o ¢nannuHre MAC-agpecos.

OTKNOYNUTB OTNPABKY Tpanos o dnannuHre MAC-aapecos.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKMK:

console (config-if) #
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Tabnuua 271 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

snmp trap mac-notification
change [added | removed]

—/BbIK/IOYEHa

no snmp trap mac-notifica-
tion change

BKAOUMTL reHepauuto yBegoMAEHUI Ha KaXaom nHTepdeice o
cobbITHAX N3MeHeHunsa cocTosHua MAC-agpecos. OTaenbHO
MOXHO pa3peLLnTb reHepaLmio yBeLoMIeHN TONbKO 06
nsyyeHnn MAC-agpecos, 1M60 TONbKO 06 MX yaaneHuu.

OTKNIOYMTb reHepaLmio yBeAOMIEHUM Ha HTepdelice.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOW CTPOKKM B pexume privileged EXEC:

console#

Tabnunua 272 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show mac address-table
notification change history
[gigabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

OTo6pa3unTb BCe yBegoM/IeHUs 06 n3ameHeHumn coctoaHua MAC-
a4,pecoB, COXPaHEHHbIX B UCTOPUM.

show mac address-table
notification change statis-
tics

OTo6pa3unTb CTAaTUCTMKY cepBUca: obLiee KoanYecTBo cobbiTuii 06
nsydyeHnn MAC-agpecos, obuiee KoNn4ecTBo cobbITUiA 06
yoanennn MAC-agpecos, obuiee KONMYECTBO OTNPABIEHHbIX

SNMP-coobuieHui.

[pumepbl UC016308AHUA KOMAHO

= B npumepe NOKasaHO, Kak HacTpouTb Nnepeaady coobuweHunit SNMP MAC Notification Ha cepBep ¢
aapecom 172.16.1.5. Mpu HacTpoiike 3aaaetca obluee paspeleHne paboTbl cepBuca, HacTpa-
MBaeTCcA MUHMMA/IbHBIN MHTEPBAN OTNPABKM COOBLLEHWNI, 3a4aeTcA pasMep UCTOPUMN CoBbITUI K
HacTpanBaeTCs CepBUC Ha BbIBPaHHOM MOPTY.

console (config
console (config

) # snmp-server host 172.16.1.5 traps private

)
console (config)

)

)

( #
( # snmp-server enable traps mac-notification change
( # mac address-table notification change

console (config) # mac address-table notification change interval 60
console (config) # mac address-table notification change history 100
console (config) # interface gigabitethernet 0/7
console (config-if)# snmp trap mac-notification change
console (config-if)# exit
console (confiqg) #

5.28.4 Konmpone npomokona DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoi NpoTOKoA, NO3BONAIOLWMIA KANEHTY MO 3anpocy
nony4yatb IP-agpec n apyrve Tpebyemble napameTpbl, Heobxoanmble ana paboTbl 8 cetn TCP/IP.
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Mpotokon DHCP moxeT Ucnosib3oBaTbCA 310YMbILUAEHHUKAaMM AN1A COBEPLUEHUs aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI K/IneHTa, 3actasnAaa DHCP-cepsep BblAaTb BCe AOCTYMHbIe aApeca, Tak U CO CTOPOHbI CepBepa,
nyTem ero nogmeHbl. MporpammHoe obecneyeHne KOMMyTaTopa NO3BOAAET 0becneynTb 3aLlmUTy YyCTPOMUCTBA
OT aTaK ¢ ucnosb3oBaHnem npotokoaa DHCP, ana yero npumeHaeTca GyHKUMA KOHTPOAA NpoTokona DHCP —
DHCP Snooping.

YcTpoicTteo cnocobHo oTcnexkmnsaTb noasneHne DHCP-cepBepoB B CeTU, paspeLlas UX UCMOb30BaHKUE
TONbKO Ha «A0BEPEHHbIX» UHTepdelicax, a TaKXKe KOHTPOIMPOBaTb AOCTyN KameHToB K DHCP-cepBepam no
Tabnue cooTBETCTBUM.

Onuus 82 npotokona DHCP (option 82) ucnonwsyercs gnsa toro, 4ytobbl npomHbopmmposatb DHCP-
cepsep 0 ToM, OT Kakoro DHCP-peTpaHcaaTopa (Relay Agent) u yepes Kakoi ero nopt 6bia Noay4yeH 3anpoc.
MpumeHseTca oNa yCTaHOBNEHMA COOTBETCTBMI IP-agpecoB M NOPTOB KOMMYTATOPA, @ TaKXKe 418 3aWMTbl OT
aTak ¢ ucnosibsoBaHMem npoTokosia DHCP. Onuua 82 npeacrtaBnseT cobon AO0NONHUTENbHYIO MHPOPMaLUIO
(vma ycTpoiicTBa, HOMep nopTa), AobaBASEMYI0 KOMMYTAaTOPOM, KOTOPbIN paboTaeT B pexmme DHCP Relay
areHTa (6e3 nobasneHuns IP-agpeca Ha KAMEHTCKU uHTepdeiic) nnmn ¢yHkumm DHCP Snooping (npu ycnosuu
BK/ItlOYeHMsA KomaHab! ip dhcp information option). Ha ocHoBaHun aaHHo onumn DHCP-cepsep Bbiaensert IP-
aapec (gnanasoH IP-agpecoB) u apyrve napameTpbl NOPTy KOMMyTaTopa. Noayuns Heobxoaumble AaHHble OT
cepsepa, DHCP Relay areHT BblgenseT IP-agpec KNMEHTY, a TakXe nepegaeTt emy Apyrne Heobxoaumeble
napameTpsl.

Onuma dopmupyeTca € y4eTom npuoputeta (B MnopagKe YMeHbLUeHWA): HACTPOMKKU WHTepdelica
Ethernet - HacTpolikn nHtepdpeica VLAN = HaCcTpPONKM pexmnma rnobanbHOro KOHUrypmupoBaHus.

Tabnunua 273 — dopmart noneit onuyum 82

Mone lMepedasaemas uHghopmayusa

Mms xocTa ycTpolicTea.

Ctpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnenHui 6aT — HOMep NOPTA, K KOTOPOMY NOAKAOYEHO YCTPOMCTBO, OTNPABAA-
towee dhcp-3anpoc.

Enterprise number — 0089c1

MAC-agpec ycTponcTsa.

Circuit ID

Remote agent ID

[AnAa ucnonb3oBaHua onuum 82 Ha YCTPOICTBE A0MKHA 6bITb BKAOYeHA PpyHKuma DHCP
relay areHTa (6e3 go6aBneHusn IP-agpeca Ha KAMeHTCKUii uHTepdeiic) unm pyHkuma DHCP
Snooping (npu ycnosum BkAtoueHMa KomaHgbl ip dhcp information option).

Ona KoppeKTHoW paboTtbl pyHKumMn DHCP Snooping Bce ucnonbayemoie DHCP-cepBepbl
BONXHbI 6bITb NOAKAIOUYEHDbI K «A0BEPEHHbIM» NopTam KommyTaTopa. [na aobasneHuns
nopTa B CNUCOK «A4,0BepeHHbIX» ucnonb3lyerca KomaHaa IP dhcp snooping trust B pexxume
KOHUrypauuu mHtepdeiica. Ana obecneyeHns 6e3onacHOCTU Bce OCTasibHble NOPTbHI
KOMMYTaTOpa A0XKHbI 6bITb «He,0BEPEeHHbIMUY.

KomaHObI pexcuma 2a06asnab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #
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Tabnunua 274 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

—/BbIK/OYEHO

BKAOYNTBL KOHTPOb NpoToKona DHCP nytem BeseHuUs Tabanubl
DHCP Snooping 1 0TNpaBKK KNAMEHTCKUX LUMPOKOBELLATENbHbIX
DHCP-3anpocoB Ha «40BepeHHbIe» NOopThbI.

BbIKNt0UNTb KOHTPOAL NpoToKoaa DHCP.

ip dhcp snooping vlan
vlan_id

no ip dhcp snooping vlan
vian_id

vlan_id:
(1..4094)/BbIKNtOYEHO

PaspelwunTb KOHTPOAb NpoTokona DHCP B npeaenax ykasaHHOM
VLAN.

3anpeTuTb KOHTPO/Ib NpoToKona DHCP B npeaenax ykazaHHoOM
VLAN.

ip dhcp snooping
information option
allowed-untrusted

no ip dhcp snooping
information option
allowed-untrusted

Nno YMONYAHMIO NpUem
DHCP-nakeToB ¢ onuuen
82 OT «HEHAAEXKHbIX»
nopToB 3anpeLueH

PaspewunTtb nprHUmate DHCP-nakeTsl ¢ onuueit 82 ot
«HEeHafeKHbIX» NOPTOB.

3anpetuTb NnpuHMMaTe DHCP-nakeTsbl c onuueit 82 ot
«HEeHaAeKHbIX» NOPTOB.

ip dhcp snooping verify

no ip dhcp snooping verify

Nno YMONYaHUIO
BeprdUKaLmA BKAOYEHa

BrkntounTb Bepudpmkaumo MAC-agpeca kameHTa n MAC-agpeca
NCTOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «Hef0BEPEHHbIX»
noprax.

Bbikntountb Bepudmkaumo MAC-agpeca knmeHta u MAC-agpeca
NCTOYHMKa, NpuHAToro 8 DHCP-nakeTe Ha «Hef0BEPEHHbIX»
nopTax.

ip dhcp snooping database

no ip dhcp snooping
database

pe3sepBHbIN dpain He
ncnonbsyetca

PaspewunTb Mcnonb3oBaHue pesepBHOro ¢akina (6asbl) KOHTpoNA
npotokona DHCP, no3BosAoLWwEero BOCCTAaHOBUTb 3aNnCK B
Tabauue B Cly4ae nepesarpysKku ycTpoucTsa.
V Heob6xoamnma HacTpoiiKa CUHXPOHU3ALUM CUCTEMHOTO
BpemeHu (NTP/SNTP).

3anpeTuTb MCNO/b30BaHME pe3epBHOro ¢aina (6asbl) KOHTpoNA
npotokosna DHCP.

ip dhcp snooping port-
down action clear

no ip dhcp snooping port-
down action

—/BbIK/IOYEHO

PaspewwnTb ouncTKy Tabanupsl DHCP Snooping npu nageHun
nHTepodelica.

3anpetnTb ouncTky Tabanubl DHCP Snooping npu nageHun
nHTepodelica.

ip dhcp information option

no ip dhcp information
option

—/BbIK/IIOYEHO

PaspewwunTsb ycTpoiicTBy gobasneHune onumm 82 npu pabote
npotokona DHCP.

3anpeTuTb ycTponcTBY AobasneHne onummn 82 npu paboTte
npotokona DHCP.

ip dhcp information option
format-type access-node-
id node_id

no ip dhcp information
option format-type
access-node-id

node_id: (1..32)
CUMBOIOB

YcTaHoBUTL aeHTMoUKaTop Access Node ID onuun 82.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp information option
format-type remote-id
remote_id

no ip dhcp information
option format-type
remote-id

remote_id: (1..128)
cMMBONOB/—

YcTaHoBUTL aeHTMOUKaTop Remote agentID onuwnn 82.

YCTaHOBUTb 3HaYeHue no YMON4YaHUIO.
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ip dhcp information option
format-type option format
[delimiter delimiter]

format: (sp, sv, pv, spv,
bin,);
delimiter: (.,;#)/npo6en

no ip dhcp information
option format-type option

HacTtpoutb popmat DHCP onumm 82.

dopmar:

- Sp — HOMep c/I0Ta U NOPTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopTta u VLAN;

- Spv — Homep cnoTa, nopta un VLAN;

- bin — 6uHapHbI dpopmart: VLAN, cioT, nopT;

- user-defined — ¢opmat onpegensetca nonb3osatenem. Mpu
onpegeneHnn UCNoNb3yTCA creaytowme WabnoHbl:
%h: hostname;

%p: KOPOTKOE UMA NopTa, Hanpumep gil/0/1;

%P: ANMHHOE MMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopta (3HaveHue nons ifTable::ifType B
WeCcTHaALATEPUYHOM BUAE);

%m: maKk-agpec nopta B popmate H-H-H-H-H-H-H;
%M: mak-agpec cuctemol B popmate H-H-H-H-H-H-H;
%U: HOMep KHUTA;

%S: HOMep CNoTa;

%n: HOMep nopTa (Kak Ha IMLEBON NaHenu);

%i: ifindex nopTa;

%V: naeHtTnduratop VLAN;

%C: maK-agpec kKnmeHTa B popmate H-H-H-H-H-H;
%a: IP appec cuctemol B dopmate A.B.C.D;

%%: OAMHOYHbIV CMMBOA %.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

ip dhcp information option
suboption type {tr101 |
custom}

—/tr101

no ip dhcp information
option suboption type

YcTaHOBUTL popmart onumm 82.

- tr101 — ycraHaBauBaeT ¢popmat onuum 82 cornacHo
CUMHTaAKCUCYy, MPUHATOMY B pekomeHgaunax TR-101 8
cooTBeTCTBUM ¢ GOPMATOM, KOTOPLIN NpuBeaeH B Tabauue 275 —
dopmaT nonert onuun 82 cornacHo pekomeHgaumam TR-101;

- custom — ycTaHaBaunBaeT GopmaT onuum 82 B COOTBETCTBUM C
dopmaTtom, KoTopbIV NpuBeaeH B Tabauue 276.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip dhcp route {connected |
static}

no ip dhcp route

PaspelunTb ycTpOICTBY CO3AaBaTb 3anuch B Tabauue
MapLUpyTU3aLMM C Mackol /32 gnsa Kaxgoro IP-agpeca
nony4yeHHoro KaneHtom ot DHCP-cepsepa.
3anucu B Tabavue MappyTn3aLmm aBTOMaTUYECKM YAaNAoTCa
npw UCTeYeHUU CPOoKa apeHAabl IP-agpecos.
— connected — MapLUpyT cO3aaeTCA Kak NOAKNOYEHHbIN;
— static — mMapLUpyT co3AaeTcA KaK CTaTUYeCKUit.

| ®dyHKuuMA paboTaeT TONbKO NpU BKAOYEHHbIX DHCP

Snooping u DHCP Relay.

3anpeTuTb YCTPOMCTBY CO34aBaTb 3anuch B Tabumue
MapLpyTu3aunmn gna Kaxaoro IP-agpeca nonyyeHHoro ot DHCP-
cepsepa.

Tabnnua 275 — dopmat noneit onuum 82 cornacHo pekomeHgaumam TR-101

lone

lepedasaemasn uHgpopmayus

Circuit ID

Mmsa xocTa yCcTponcTea.

cTpoKa Buaa eth <stacked/slotid/interfaceid>: <vlan>
MocneaHuin 6aliT — HOMep NopTa, K KOTOPOMY MOAK/IIOYEHO YCTPOCTBO, OTNPaBAIo-

wee 3anpoc DHCP.

Remote agent ID

Enterprise number — 0089c1

MAC-agpec ycTponcTaa.
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Tabnuua 276 — ®opmat noneit onumm 82 perknma custom

VLAN (2 6aiiTa)
Homep moayns (1 6awiT)
Homep noprta (1 6aliT)

Mone lMepedasaemas uHgpopmayusa
OnvHa (1 6aiT)
Tun Circuit ID
Circuit ID Bnuwia (1 Gaitr)

OnvHa (1 6aiT)

Tun Remote ID (1 6aiT)
OnvHa (1 6aiT)
MAC-agpec KommyTatopa

Remote agent ID

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabanua 277 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip dhcp snooping

no ip dhcp snooping

BkntounTb KOHTpOAb NnpoTokona DHCP B npeaenax
MHTepodeiica.

BbIKNtOUMTL KOHTPOAL NpoToKona DHCP B npeaenax
nHTepoelica.

ip dhcp snooping trust

Nno YMONYaHMIO
MHTepoeic He aBnseTcs
[0BEPEHHbIM

no ip dhcp snooping trust

[06aBUTb MHTEPENC B CNNCOK «40BEPEHHBIX» NPU
NCMNONb30BaHUN KOHTPOIA NpoTokona DHCP. DHCP-Tpaduk
«[0BEpPEeHHOro» uHTepdelica cumtaetcs 6e30nacHbIM U He
KOHTpO/IMpyeTcA.

YaanuTb nHTepdenc ns cnmcka «40BepeHHbIX» Npu
MCNob30BaHMM KOHTpOAA npotokoaa DHCP.

ip dhcp snooping limit rate
rate

rate: (1..2048)
pps/BbIKOYEHO

no ip dhcp snooping limit rate

YCTaHOBUTb OrpaHUYeHne ANa aHHOro NopTa Ha KOJIMYeCTBO
npuHumaembix DHCP-nakeToB B cekyHAy. [1pu npesbiweHnn
ycTaHoB/ieHHoro nopora dhcp-nakeToB uHTepdelic
61oKkupyeTca.

CHATb OrpaHUYeHne Ha KONM4ecTBo NpHMMaembix DHCP-
MaKeToB B CEKYHAY.

ip dhcp snooping limit clients
value

: —— value: (1..2048)/He 3apaH
no ip dhcp snooping limit cli-

ents

YCcTaHOBUTb npeaenbHoe KOANYeCcTBO NOAKNKYEHHbIX
KNNEHTOB.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp information option
[global]

—/global

no ip dhcp information option

Pa3pewunTb ycTpolictey gobasneHune onummn 82 Ha
nHTepoerice npu paboTte npotokona DHCP.

- global — gobasnexue onumn 82 onpeaensiercs
HacTpolrikamu Ha uHTepdeice VLAN.

3anpeTuTb ycTpoicTey fAobasneHme onuumn 82 Ana AaHHOro
MHTepdeiica npu pabote npoTokosa DHCP.

ip dhcp information option
format-type access-node-id
node_id

node_id: (1..32)
cMmMBON0OB/—

YcTaHOBUTb MAEeHTUPMKaTOP access-node_id onumn 82 Ha
nHTEpdelice.
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no ip dhcp information option
format-type access-node-id

YCTaHOBUTb 3HAYeHne no YMONYaHUIO.

ip dhcp information option
format-type circuit-id cir-
cuit_id

no ip dhcp information option
format-type circuit-id

circuit_id:
(1..63) cumsonos/—

YcraHoBuTb cneumnonyHblin Circuit-id Ha nHTepdelice.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

ip dhcp information option
format-type remote-id re-
mote_id

no ip dhcp information option
format-type remote-id

remote_id:
(1..63) cumsonos/—

YcTaHoBUTb cnieynounyHbii Remote-id Ha nHTepdelice.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ip dhcp information option
format-type option format
[delimiter delimiter]

no ip dhcp information option
format-type option

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npoben

Hactpoutb popmat DHCP-onumm 82 Ha uHTepodeiice.
dopmar:

- Sp — HOMep c/10Ta ¥ NOpTa;

- sV — Homep cnoTa u VLAN;

- pv — Homep nopta n VLAN;

- Spv — HOoMep cnoTa, nopta n VLAN;

- bin — 6uHapHbI popmart: VLAN, cnoT, nopt;

- user-defined — dopmat onpegenserca nonb3oBaTesem.
Mpw onpeaeneHnm NCNoNb3yOTCA cneaytolme WabaoHbl:
%h: hostname;

%p: KOPOTKOE UMsA nopTa, Hanpumep gil/0/1;

%P: oivMHHOE UMms nopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TMn nopta (3HaueHue nons ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmate H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B dopmate H-H-H-H-H-H-H;
%u: HOMep IHUTA;

%S: HOMep CNoTa;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopra;

%v: naeHtnounkatop VLAN;

%c: MAC-agpec knneHTa B popmate H-H-H-H-H-H;

%a: IP-agpec cuctemol B popmate A.B.C.D.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

ip dhcp information option
suboption-type {global | tr101
| custom}

no ip dhcp information option
suboption-type

—/global

Hactpoutb dopmat onumm 82 Ha nHTepdeiice.

- global — popmat onummn onpeaenaerca HacTpolrikamu
onuun Ha nHtepodelice VLAN;

- tr101 — ycraHasamnBaeT GopmaT onumm 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 B
COOTBETCTBMM C GOPMATOM, KOTOPbIN NpUBEAEH B Tabaunue
275;

- custom — ycTaHaBnmBaeT dopmart onummn 82 B
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabauue
276.

YCTaHOBWTb 3HaYeHue no YMO4aHMUIO.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHurypmposaHus nHtepoerica VLAN:

console (config-if) #
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Tabnuua 278 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca VLAN

KomaHoa 3HayeHue/3HavyeHue no Aeiicmeue
YMOAYAHUIO
ip dhcp information op- PaspewwnTsb ycTpolictey gobasneHune onuum 82 Ha uHTepdeiice
tion [global] npu pabote npoTtokona DHCP.
- global — gob6asneHve onunn 82 onpeaenserca
—/global rno6anbHbIMM HAaCTPOMKaMM.

no ip dhcp information
option

3anpeTtuTb ycTpoicTBy gobasneHune onumm 82 Ans AaHHOro
VLAN npwu paboTe npotokona DHCP.

ip dhcp information op-
tion format-type access-
node-id node_id

no ip dhcp information
option format-type ac-
cess-node-id

node_id: (1..32)
cMmBoONOB/—

YcTaHOBUTbL MaeHTUdMKaTop access-node_id onumu 82 ans
paHHoro VLAN.

YCTaHOBWUTb 3HAYeHUE NO YMO/THaHUIO.

ip dhcp information op-
tion format-type remote-
id

no ip dhcp information
option format-type re-
mote-id

remote_id: (1..32)
cMmBonoB/—

YcTaHOBUTL naeHTUdMKaTop remote_id onunn 82 ana
paHHoro VLAN.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

ip dhcp information op-
tion format-type option
format [delimiter delim-
iter]

no ip dhcp information
option format-type op-
tion

format: (sp, sv, pv, spv,
bin, user-defined);
delimiter: (.,;#)/npo6en

Hactpoutb dopmat DHCP-onummn 82 ana aaHHoro VLAN.
dopmar:

- Sp — HOMep c/10Ta U NopTa;

- sv — Homep cnoTa u VLAN;

- pv — Homep nopta un VLAN;

- Spv — HOMep cn0Ta, nopta u VLAN;

- bin — 6uHapHbI dopmaT: VLAN, cnoT, nopr;

- user-defined — dopmat onpeaenserca nosnb3osatenem. Mpu
onpeaeneHnn NCnonb3yrTcA caeaytowme WwabaoHbl:
%h: hostname;

%p: KOPOTKOE MMA MopTa, Hanpumep gil/0/1;

%P: o MHHOE UMA NopTa, Hanpumep, gigabitethernet 1/0/1;
%t: TN nopTa (3HayeHue nons ifTable::ifType B
LwecTHaauaTepPMYHOM BUAE);

%m: maK-agpec nopta B popmate H-H-H-H-H-H-H;

%M: mak-agpec cuctembl 8 popmate H-H-H-H-H-H-H;
%Uu: HOMep OHUTA;

%S: HOMep CNoTa;

%n: HoMep NopTa (KaKk Ha MLEeBoi NaHenn);

%i: ifindex nopTa;

%v: naeHtnounkatop VLAN;

%C: MaK-agpec KnveHTta B popmate H-H-H-H-H-H;

%a: IP agpec cuctembl B popmate A.B.C.D.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp information op-
tion suboption-type
{global | tr101 | custom}

no ip dhcp information
option suboption-type

—/global

Hactpoutb popmat onumm 82 ana gaHHoro VLAN.

- global — dopmat onumm onpegensertca rnobanbHbIMK
HacTporikamu;

-trl01 — ycraHaBamBaeT popmaTt onuum 82 cornacHo
CUHTAKCUCy, NPUHATOMY B pekomeHgaumax TR-101 8
COOTBETCTBUM C GOPMATOM, KOTOPbI NpUBeAEH B Tabauue
275;

- custom — ycTaHasavMBaeT Gopmart onumm 82 B COOTBETCTBUM
¢ dopmaTtom, KoTopblii NpuBeaeH B Tabnuue 276.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:

console#

Tabnnua 279 — KomaHgb! pexuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHoa

Aeiicmeue

ip dhcp snooping binding
mac_address vian_id
ip_address {gigabitethernet

gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);
te_port | te_port: (1..8/0/1..24);
fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel
group} expiry {seconds |
infinite}

group: (1..48);
seconds:
(10..4294967295) c

[o6asuTb B dpaitn (6asy) KoHTpons npoTtokosa DHCP
cooTBeTcTBUe MAC-agpeca kaneHTa rpynne VLAN u IP-agpecy
ONA yKasaHHOro uHtepdelica.

[aHHas 3anucb byaeT aelcTBUTeIbHA B TEYEHME YKA3aHHOTO B
KOMaHZe BPEMEHMU KU3HU 3aNnUCU, ECIN KAUEHT HE OTMNPaBUT
3anpoc Ha DHCP-cepBep Ha obHoBNeHUe. Tailmep obHynAeTcA
B C/ly4ae NoJly4eHnn oT KAMEHTA 3anpoca Ha 06HoBeHWe
(komaHAa [OCTYNHA TONbKO A/18 MPUBUAETMPOBAHHOMO
nonb3oBaTens).

- seconds — BpeMs XU3HU 3anucK;

- infinity — Bpems }XN3HK 3aNMCK He orpaHMYEHO.

no ip dhcp snooping
binding mac_address
vian_id

Yaanutb 13 daiina (6asbl) KOHTpoNA npoTokosia DHCP
cooTsetctBne MAC-agpeca kaneHTa u rpynnbl VLAN.

clear ip dhcp snooping
database {mac-address
mac_address} {vlan vlan}
{gigabitethernet gi _port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

tengigabitethernet fo_port: (1..8/0/1..4);
te_port | group: (1..48);
fortygigabitethernet vlan: (1..4094)
fo_port | port-channel

group}

Ounctutb daiin (6asy) KoHTpona npotokona DHCP nau
oTAenbHyto 3anuck B dpaine(base) koHTpons DHCP.

KomaHObI pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#

Tabnnua 280 — KomaHab! pexkmuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

Aelicmeue

show ip dhcp information
option

MokasaTb HPpopMaLmio 06 Mcnonb3oBaHWUM onumm 82
npotokona DHCP.

show ip dhcp snooping
[gigabitethernet gi_port |

tengigabitethernet gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

te_port |

- (1. 1..4);
fortygigabitethernet fo_por:u(. (f/ 2/8) 4%
fo_port | port-channel group:L..
group]

MoKasaTb KOHOUTYpaunto GYHKLMM KOHTPOAA NPOTOKONA
DHCP.
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show ip dhcp snooping MoKa3aTb cOOTBETCTBMA U3 Paina (6asbl) KOHTPOA NPOTOKONA
binding [mac-address DHCP.

mac_address] [ip-address
ip_address ] [vlan vian_id]
[gigabitethernet gi_port |
tengigabitethernet
te_port |
fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

[pumepbl 861N0AHEHUA KOMAHO

=  Paspewntb ncnonbsosaHne DHCP onumn 82 B8 10 VLAN:

console# configure

console (config)# ip dhcp snooping

console (config)# ip dhcp snooping vlan 10

console (config) # ip dhcp information option
console (config) # interface gigabitethernet 1/0/24
console (config)# ip dhcp snooping trust

MNMoKasaTb BCe COOTBETCTBUA U3 Tab/iMLbl KOHTPOAA NpoTokona DHCP:

console# show ip dhcp snooping binding

5.28.5 3awuma IP-adpeca knueuma (IP source Guard)

®yHKUMA 3awmTbl IP-agpeca (IP Source Guard) npeaHasHaveHa ana puabTpaumm TpaduKa, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHUM Tabanubl cootseTcTBMN DHCP Snooping 1 ctaTnyeckmx cooTBeTcTBuin IP Source
Guard. Taknum obpaszom, IP Source Guard nossosseT 6opoTbcaA ¢ NoaMeHOM IP-aapecoB UCTOYHMKA B NAKeTax.

V DOna KoppeKkTHOM paboTbl pyHKLMOHANA HeobXoaMMO NpeaBapuTenbHo HacTpoutb DHCP
Snooping.
V dyHKuumio 3awuTbl IP-aapeca (IP Source Guard) Heo6xogMMo BKAOUUTD rN06anbHO U AnA
uHTepdeiica.
' ‘ ®dyHKumnoHan IP Source Guard He otcnexkuBaet cmeHy MAC-aapeca UCTOUYHUKA. OTCNeXKu-
. BaHMe NpoucxoauT TonbkKo ana ceasku IP-VLAN-Port.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHOM KoOHOUIypaumm:

console (config) #

292 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

Tabnmua 281 — KomaHabl pexmma rnobanbHom KoHpuUrypaumm

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHoa

Aelicmeue

ip source-guard

no ymon4yaHuio GyHKums
BbIK/lOYEHA

no ip source-guard

BKtOUMTL PYHKLMIO 3aLLMTbI OT NogMeHbI IP-TpaduKa
K/IMEeHTOB MO agpecy UCTOYHUKA A4 KOMMYyTaTopa Ha
0OCHOBaHWK Tabmubl cooTBeTcTBMiA DHCP Snooping u
cTaTMyecknx cootseTcTBuMiM IP Source Guard.

BbIKNOUNTE GYHKLMIO 3aWMTbI OT NnoaMeHbI IP-Tpadumka
K/IMEHTOB MO aApecy UCTOYHUKA 419 KOMMYTaTopa Ha
0OCHOBaHuU Tabauubl cootBeTcTeuii DHCP Snooping u
cTaTMyeckux cootseTcTeuit IP Source Guard.

ip source-guard binding
mac_address vlan_id ip_ad-
dress {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no ip source-guard binding
mac_address vian_id

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).

Co3AaTb CTaTMYECKYIO 3anucb B Tab/iMLe COOTBETCTBUA MeXAY
IP-apapecom KnueHTa, ero MAC-agpecom u rpynnoi VLAN ans
YKa3aHHOro B KomaHze nHTepdeiica.

YpanuTb cTaTUYECKYHO 3anuck B Tabaunue COOTBETCTBUA.

ip source-guard tcam re-
tries-freq {seconds | never}

seconds: (10..600)/60 c

no ip source-guard tcam
retries-freq

3apaTb YacToTy 0bpaLleHns yCTPOMCTBA K BHYTPEHHUM
pecypcam C Lenblo 3anncn B NamaTb HEAKTUBHbIX 3aLMLLEHHbIX
IP-appecos.

- never — 3anpeLyaeT 3an1cb B NaMATb HEAKTUBHbIX
3awmuieHHbIX IP-agpecos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHObI pexcuma KoHgu2ypauyuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepgelica

epyrnnsl nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopToB:

console (config-if) #

Tabnunua 282 — KomaHabl pexkuma KoHpurypauum nHtepdelica Ethernet, rpynnbl uHtepdelicos

3HayeHue/3HayeHue
Mo yMoM4YaHuo

KomaHda

HAelicmeue

ip source-guard [vlan
{vlan-id}]

No YMONYaHUIO GYHKLMA
BbIK/lOYEHa

no ip source-guard [vlan
{vian-id}]

BKOUMTL PYHKLMIO 3aLLMTbI OT NogMeHbl IP-TpaduKa
WCTOYHMKA ANA HacTpanmBaemoro uHtepoeiica.
- vlan — BK/OUUTb GYHKUMIO 3aLmThl IP-TpaduKa UCTOUHUKA
ana nutepdeica VLAN.
Heckonbko knueHTckux VLAN gobasnstorca yepes
V 3anATylo B C/ly4yae nepeymncneHus u yepes aepuc B
c/yyae yKa3saHUA Anana3oHoB.

BbIknounTb GYHKLMIO 3aWwmThl IP-Tpaduka ncTouHMKa ana
HacTpanBaemoro nHTepdeica.

- vlan — BbIKNOUYNTL QYHKLMIO 3aWuThI IP-Tpaduka
WCTOYHMKaA aNa HacTpamBaemoro nHtepderica VLAN.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#
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Tabnnua 283 — KomaHgbl pexuma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip source-guard tcam locate

Bpy4Hyto 3anycTuTb Npouecc obpalleHna ycTpoincTea K
BHYTPEHHUM Pecypcam C Lie/Iblo 3anucK B NamATb HEAKTUBHbIX
3alMLEeHHbIX IP-aapecoB. KomaHaa A0CTynHa TONbKO A4S
NPUBUIErMPOBaHHOrO MO/b30BaTeN .

KomaHObi pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 284 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aelicmeue

show ip source-guard con-
figuration [gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HacTPOMKY dyHKLMM IP Source Guard Ha
3agaHHOM Mbo Ha Bcex nHTepdelicax ycTpoicTaa.

show ip source-guard sta-
tistics [vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb cTaTUCTURY dyHKUMM IP Source Guard Ha
3agaHHOM nnMbo Ha Bcex VLAN.

show ip source-guard sta-
tus [mac-address mac_ad-
dress] [ip-address ip_ad-
dress ] [vlan vlan_id] [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

OTob6pasunTb cTaTyc PpyHKLMM IP Source Guard ana
yKa3aHHoro uHtepdeliica, IP-agpeca, MAC-agpeca nnm
rpynnbl VLAN.

show ip source-guard inac-
tive

OTo6pa3unThb IP-agpeca UCTOYHUKOB, HE MPOXOAALLMX
nposepky IP Source Guard.

[pumepbl 8bIN0AHEHUS KOMAHO

= [loKasaTb HAaCTPOWKY GYyHKLMK 3aWwmThl IP-agpeca ans Bcex MHTepdeicos:

console# show ip source-guard configuration

Interface State

te0/4 Enabled
te0/21 Enabled
te0/22 Enabled

IP source guard is globally enabled.

= BKAOYAUTb OYHKUMIO 3awuThbl IP-agpeca gns ¢ounbTpaummn Tpadmka Ha OCHOBAHWUM Tabauubl COOTBET-
ctBut DHCP Snooping 1 ctatnyecknx cootsetctemin IP Source Guard. Co3gaTb CTaTUYECKYHO 3aMuchb B
Tabnnue cootBetcTBMA Ana uHTepdelica Ethernet 12: IP-aapec KnmveHTa — 192.168.16.14, ero MAC-
agpec — 00:60:70:4A:AB:AF. UHTepdelic B 3-11 rpynne VLAN:

console# configure

console (config)# ip dhcp snooping
console (config)# ip source-guard
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console (confiqg)# ip source-guard binding 0060.704A.ABAF 3 192.168.16.14

tengigabitethernet 1/0/12

5.28.6 KoHmponb npomokona ARP (ARP Inspection)

®PyHKUMA KoHTposa npotokosa ARP (ARP Inspection) npegHasHayeHa gns 3awWMTbl OT aTak C

ncnosnb3oBaHMem npoTokona ARP (Hanpumep, ARP-spoofing —

nepexsat ARP-tpaduka).

KoHTponb

npotokona ARP ocyliecTBasieTca Ha OCHOBE CTaTUYeCKUx cooTBeTcTBui IP- 1 MAC-agpecoB, 3agaHHbIX And

rpynnbl VLAN.

’ ' MNopT, cCKOHGUrypupoBaHHbIA «HegoBepeHHbIM» ana ¢yHKuun ARP Inspection, gonxeH
bal TaK}e 6bITb «HegoBepeHHbIM» ana GyHKuun DHCP Snooping nau coorsercteune MAC-ag-
peca u IP-agpeca gna aToro nopra A0MXKHO 6biTb CKOHQUIYPUPOBAHO cTaTUYECKU. UHaue

OAHHbIN NOPT He ByaeT oTBeuyaTb Ha 3anpocbl ARP.

v

KomaHObI pexcuma 2a06ana6HolU KOHpuU2ypayuu

DOns HeHa[EXHbIX NOPTOB BbINONHAIOTCA NPOBEPKU cooTBeTcTBUM IP- 1 MAC-aapecos.

Bug, 3anpoca KOMaHAHOM CTPOKM peXRmnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 285 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

ip arp inspection
no ymon4yaHuto GyHKLmMA
BbIK/IlOYEHa

no ip arp inspection

BKAOUNTBL KOHTPOIb NpoToKoNa ARP (dyHKumMio ARP
Inspection).

BbIKNHOUNTL KOHTPOAL NpoToKona ARP (pyHKumto ARP
Inspection).

ip arp inspection vlan

vlan_id vlan_id: (1..4094);

no ymonyaHuio GyHKUMA
BbIK/tOYEHA

no ip arp inspection vlan
vlan_id

PaspewunTtb NnposepKy npoTtokosa ARP, ocHoBaHHyto Ha 6ase
cooTBeTcTeuit DHCP Snooping, B BbibpaHHo rpynne VLAN.

3anpeTuTb NpoBepKy NpoTokosa ARP, ocHOBaHHYO Ha base
cooTBeTcTBuit DHCP Snooping, B BbibpaHHoM rpynne VLAN.

ip arp inspection validate

no ip arp inspection vali-

MpenoctaBuTb cneundUyHble MPOBEPKU ANA KOHTPOAA
npotokona ARP.

MAC-agpec ncrtouHuka: Ansa ARP-3anpocos 1 oTBeTOB
nposepseTcsa cooTBeTcTBMe MAC-agpeca B 3aronoske Ethernet
MAC-agpecy UCTOYHMKA B COAEPKMMOM NpoToKona ARP.
MAC-agpec HasHauyeHus: [na ARP-oteeTOB npoBepsaeTca
cooTsetcTBMe MAC-aapeca B 3aronoske Ethernet MAC-agpecy
Ha3HayeHMA B coaepXMmom npotokona ARP.

IP-agpec: Nposepaetca cogepxmmoe ARP-nakeTa Ha Hannuune
HeKoppeKTHbIX IP-agpecos.

3anpeTuTb cneumdunyHble NPOBEPKMU A8 KOHTPOIA NPOTOKOA

. - — name: (1..32) cumBona
no ip arp inspection list

create name

date ARP.
ip arp inspection list create 1. Co3patb cnMCcoK cTaTnuyecknx ARP-cooTBeTCTBUNA.
name 2. Boitu B pexkum KoHdurypaummn ARP-cnmckos.

YaanuTb CNNCOK cTaTu4ecknx ARP-cOOTBETCTBUIA.

ip arp inspection list assign

vlan_id vlan_id: (1..4094)

HasHaunTb cnmMcok ctaTuyeckmx ARP-cooTBeTCcTBUM ansA
yKaszaHHon VLAN.
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no ip arp inspection list as-
sign vian_id

OTMEeHUTb Ha3HaYyeHMe CnNncKa ctaTuyecknx ARP-cooTBeTCTBUM
LA yKasaHHon VLAN.

ip arp inspection logging
interval {seconds | infinite}

no ip arp inspection log-
ging interval

seconds: (0..86400)/5 c

3aaTb MMHUMANbHBIV UHTEPBAN MeXAY COObLLIeHUAMM,
cofepKalmmm nHoopmaumto npotokona ARP,
nepefasBaemMbIMU B KypHan.

- 3Ha4yeHue 0 yKasbiBaeT Ha TO, 4To coobLieHna byayT
reHepMpoBaTbCA HE3aMeANTENIbHO;

- infinite — He reHepupoBaTb COOBLLEHWI B }KypHa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIHYAHMUIO.

KomaHObl pexcuma KoHgpuaypauuu uHmepgelica (QuanazoHa uHmepgeticos) Ethernet, uHmepdgpelica

epyrnel nopmos

Bunza 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHpurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnnua 286 — KomaHabl pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl nHTepdelicos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip arp inspection trust

no ip arp inspection trust

Mo YMONYAHUIO
MHTepdeiic He ABnaeTcA
[OBepeHHbIM

[06aBUTb UHTEPDENC B CNUCOK «A0BEPEHHBIX» NPU
MCNO/Ib30BaHUM KOHTPOAS NpoTokona ARP. ARP-TpaduK
«40BEPEHHOrO» UHTepdelica cunTaeTcad 6€30NacHbIM U He
KOHTpO/IMpyeTCA.

Yoanutb nHTepdeinc ns cnucka «40BepeHHbIX» npu
MCMNOJIb30BaHUM KOHTPOAA NpoTokonia ARP.

ip arp inspection limit rate
rate

no ip arp inspection trust
limit rate

rate:(0..2048)/0 pps

HacTpouTb orpaHuyYeHe CKOPOCTU Pa3peLLEHHbIX arp-nakeTos
B pps.

Y[annTb orpaHnyeHne CKOPOCTY AR PaspeLleHHbIX arp-
nakeTos.

KomaHOs1 pexcuma KoHguaypauuu ARP-criuckos

Bupg 3anpoca KOMaHAHOM CTPOKU B pexnume KoHpurypaumm ARP-cnmnckos:

console# configure

console (config) # ip arp inspection list create spisok
console (config-arp-list)#

Tabnunua 287 — KomaHabl pexuma KoHpurypauum ARP-cnuckos

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

ip ip_address mac-address
mac_address

no ip ip_address mac-ad-
dress mac_address

[o6asunTb cTaTuyeckoe cootsetctaue IP- 1 MAC-agpecos.

Ypanutb ctatuyeckoe cootsetctaue IP- n MAC-agpecos.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnmua 288 — KomaHabl pexmma EXEC

Komanda 3HavyeHue/3HayeHue Neiicmeue
Mo yMoA4YaHUIo
show ip arp inspection [gi- MokasaTb KoH$Urypaumio GyHKLMN KOHTPOAA NpoToKkona ARP
gabitethernet gi_port | gi_port: (1..8/0/1..48); Inspection Ha BbIbBpaHHOM UHTepdeiice/Bcex nHTepdeiicax.
tengigabitethernet te_port: (1..8/0/1..24);
te_port | fortygigabitether- fo_port: (1..8/0/1..4);
net fo_port | port-channel group: (1..48)
group]
show ip arp inspection list MoKas3aTb CNUCKM CTaTUYECKUX cooTBeTCTBUI IP- 1 MAC-
— apecoB (KOMaHAa AOCTYMHA TO/IbKO A1A NPUBUIETMPOBAHHOIO
nonb3osaTens).
show ip arp inspection sta- MoKasaTb CTaTUCTUKY A/1A CNeAyoWMUX TUNOB NAKETOB, KOTOpble
tistics [vlan vian_id] 6111 06paboTaHbl Npu NnomoLwm GyHKLMK ARP:
vlan_id: (1..4094) - nepegaHHble naketbl (forwarded);
- noTepsiHHble nakeTbl (dropped);
- ownbku B IP/MAC (IP/MAC Failures).
Qeériparpinspesﬁonsta- vian_id: (1..4094) OUUnCTUTL CTaTUCTUKY KOHTPOAA NpoToKoa ARP Inspection.
tistics [vlan vian_id]

[pumepbl 8bINOAHEHUS KOMAHO

= BK/JOYNUTb KOHTPOJIb NpoToKosa ARP 1 f06aBuTb B CNUCOK spisok ctaTnyeckoe cootseTcTBmne: MAC-
agpec: 00:60:70:AB:CC:CD, IP-agpec: 192.168.16.98. Ha3HauuTb cnucok spisok ctatnuyeckux ARP-
cootBeTcTBMid Aana VLAN 11:

console# configure

console (config)# ip arp inspection list create spisok

console (config-ARP-1list)# ip 192.168.16.98 mac-address 0060. 70AB.CCCD
console (config-ARP-1list) # exit

console (config)# ip arp inspection list assign 11 spisok

= [lokasaTb CMMUCKU CTaTUYECKMX cooTBeTcTBUM IP-  MAC-agpecos:

console# show ip arp inspection list

List name: servers
Assigned to VLANs: 11
IP ARP

192.168.16.98 0060.70AB.CCCD

5.28.7 ®dyHkyuoHan First Hop Security

MakeT ¢dyHKUMIA First Hop Security BkntoyaeT B ceba aHanusatop DHCPv6-naketos, IPv6 Source Guard, ND
Inspection n RA Guard. [laHHbI Habop GYHKUMIA NpeaHasHavyeH ana obecneyeHns KOHTPoAA U punbTpaumm IPve
TpaduKa B ceTu.

AHanunsaTtop DHCPv6 naketoB nossonsieT 4obaBnATb coceaeit B Tabaunuy npmsasok IPv6 binding table npu
nony4yeHumn agpeca no DHCP, a TaKkKe no3sonseT 60poTbea ¢ HegosepeHHbIMU DHCPV6 cepeepamu.

IPv6 Source Guard no3BonseT yCTPONCTBY OTKAOHATb TPAadUK, ECM OH UCXOAUT OT afpeca, KOTOPbI He co-
XxpaHeH B IPv6 binding table. Tabnanua npmusAsok coceaeit IPv6 binding table, noakntoueHHbIX K yCTpPOKCTBY, CO-
3[,aeTcA M3 TaKUX UCTOYHMKOB MHPOPMALLMKM, KaK OTCNEKMBaAHME MO NPOTOKONY 06HapyxKeHua coceaeit (NDP).

C nomouipto pyHKumMmM ND Inspection kommyTaTop nposepnaeT coobuieHusa NS (Neighbor Solicitation) n NA
(Neighbor Advertisement) u coxpaHsaeT ux B IPv6 binding table. Ha ocHoBaHMM TabanLbl KOMMmyTaTOp OTOpPachI-
BaeT tobble noggensHble coobweHna NS / NA.
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dyHKUmMoHan RA Guard nossonset 6/10KMPoOBaTbh UM OTKNOHATb HEeXenaTtesbHble AN NOCTOPOHHME CO0b6-
ueHua Router Advertisement (RA), nocTynarolme Ha KOMMYTaTOp OT MapLUpyTU3aTopa.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 289 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ipv6 neighbor binding
policy policy_name

no ipv6 neighbor binding
policy policy_name

policy_name: (1..32) cumBona

Co3patb NOIMTUKY NpUBA3KKM coceaent (neighbor binding)
W NepenTn B peXUM e€ KOHOUTYPUPOBaHMUS.

Y4anuTb NONMTUKY NPUBA3KKU coceaeit.

ipv6 first hop security
logging packet drop

no ipvé6 first hop security
logging packet drop

— /BbIKOYEHO

AKTMBMPOBATL IOTMPOBaHME ApOna NaKeToB Npu
HEeCoOoTBETCTBUM NoMTUKam 6e3onacHoCTU cayx6 RA
Guard, ND Inspection, DHCPv6 Guard u IPv6 Source
Guard.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 neighbor binding ad-
dress-config {stateless |
any | dhcp}

no ipv6 neighbor binding
address-config

— /BbIK/IOYEHO

BkntounTb fobasneHue 3anucein B Tabanuy npuBaAsKM
cocepeli Ha OCHOBaHWUM:

- stateless —IPv6 RA-coobuieHuit;

- dhcp — naketa DHCPv6 Reply. Mpu atom Bee Link-local
IPv6-agpeca BHOCATCA B Tab/MLy NpUBSA3KM coceaen no
YMOAN4YaHuIo B pesynbraTe aHanunsa ICMPv6-nakeTos;

- any — pobasnATb Bce agpeca.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

no ipv6 neighbor binding
address-prefix {vlan |
X:X:X:X::X/<0-128>}

[Jo6aBnTb cTaTUYeCcKyto 3anuch ¢ npedpukcom B Tabaunuy
Neighbor Prefix Table.
- vlan — npwuBAasaTtb 3anucb K onpeaeneHHomy VLAN.

YAanuTb cTaTUYECKyIo 3anmnchb ¢ npedpuKkcom ns Tabanubl
Neighbor Prefix Table.

ipv6 neighbor binding
address-prefix-validation

no ipv6 neighbor binding
address-prefix-validation

— /BbIK/OYEHO

BktouMTL NPOBEPKY aApecos B Tabauue NpuBA3KK
cocenen.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

ipv6 neighbor binding
lifetime minutes

no ipv6 neighbor binding
lifetime

minutes: 1..60/5

YCTaHOBUTbL BPEMA XMU3HM TabmnLbl NPUBA3KKM cOCeaei
AN 3aNUCK B MUHYTaXx.

YCTaHOBUTb 3HAYEHME NO YMOHAHWUIO.

ipv6 neighbor binding
logging

no ipv6 neighbor binding
logging

— /BbIK/OYEHO

BK/IlOUMTbL NOrMpPOBaHNE OCHOBHbIX cobbITniA no
NM3MEHEHUI0 Ta6/WILI,bI NPUBA3KN.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHUIO.

ipv6 neighbor binding max-
entries {interface-limit |
vlan-limit | mac-limit} {limit
| disable}

limit: (0..65535)/BbIKkAO4EHO

OnpeaennTb MakcMMaibHOEe KOIMYecTBO 3anucein B
Tabnuue NpuBA3KKM cocesen.

- interface-limit — onpegenuTte AMMUT ana nHTepodeiica;
- vlan-limit — onpegennts numut VLAN;

- mac-limit — onpegennte (MMMt MAC-agpecos;

- disable — pa3pewnTb MaKCUManbHOE KONNYECTBO
3anuceit. MakcMmanbHoe 3HauyeHue = 4294967294,
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no ipv6 neighbor binding
max-entries

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

ipv6 neighbor binding static
ipv6 {X:X:X:X::X} vlan vlan_id
interface interface mac mac-
address

no ipv6 neighbor binding
static ipv6 {X:X:X:X::X} vlan
vlan_id

[o6aBuTb cTaTMyecKkyto 3anuch 6e3 npedukca B Tabamuy
Neighbor Prefix Table.

- vlan — npusAsaTtb 3anucb K onpegeneHHomy VLAN;

- interface — npuBA3aTb 3anNucb K onpeaeneHHOMY
uHTepdelicy;

- mac — npusA3aTb 3anucb K onpeaeneHHomy MAC-
agpecy.

Y,qanmb CTaTUYECKYH 3aNUChb.

ipv6 source guard policy
policy_name

no ipv6 source guard pol-
icy policy_name

policy_name: (1..32) cumBona

Co3patb NnoauTuKy Source Guard v nepenTn B pexxmm eé
KOHOUTYypUpOBaHHUSA.

YpanuTe nonnTuky Source Guard.

ipv6 dhcp guard policy
policy_name

no ipv6 dhcp guard policy
policy_name

policy_name: (1..32) cumBona

Co3gatb noantnky DHCP Guard v nepeintu B pexum eé
KOHUIrypupoBaHus.

Yaanutb nonutnky DHCP Guard.

ipv6 dhcp guard preference
{minimum minimum_value |
maximum maximum_value}

ipv6 dhcp guard
preference

minimum_value;maximum_value:
(0..255)/BbIKNIOUEHO

YCTaHOBUTb MaKCUMa/IbHbI U MUHUMabHbIN npegensl
npeanoyteHns ana DHCPv6 cepsepa.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection policy
policy_name

no ipv6 nd inspection
policy policy_name

policy_name: (1..32) cumBona

Cozgatb noantmky ND Inspection 1 nepeintn B pexnm eé
KOHdUrypupoBaHus.

Ypanute noantuky ND Inspection.

ipv6 nd inspection drop-
unsecure

no ipv6 nd inspection
drop-unsecure

— /BbIKOYEHO

Bkaountb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYHOWMMUN UIN
HegOoNnYyCTUMbIMKM NapamMeTpamun nanm noanncobio.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ipv6 nd inspection sec-level
minimum

no ipv6 nd inspection
sec-level minimum

minimum: (0..7)/Bbiknt04eHO

YCTaHOBUTb MMHMMa/IbHOE 3HAYeHME NapaMeTpa YPOBHS
6e30nacHOCTH, MPU UCNONb30BAHUN ONLMIA
KpunTtorpaduyeckm creHepmpoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

ipv6 nd inspection validate
source-mac

no ipv6 nd inspection val-
idate source-mac

— /BbIKAOYEHO

BkntounTb nposepky MAC-agpeca naketa no ero link-layer
aapecy.

YCTaHOBUTb 3HaYeHMe N0 YMOYAHMUIO.

ipv6 nd raguard policy

no ipv6 nd raguard policy

policy_name: (1..32) cumBona

Co3zpatb noantnky ND RA Guard 1 nepeintin B pexxum eé
KOHOUrypUpoBaHus.

Ypanute nonantuky ND RA Guard.

ipv6 nd raguard hop-limit
{minimum minimum_value |
maximum maximum_value}

no ipv6 nd raguard hop-
limit

minimum_value;maximum_value:
(1..255)/BbIKNIOYEHO

YcTtaHoBUTb Npeaensl 3HaveHna Cur Hop Limit 8 Router
Advertisement-coobuieHunnx.

YCTaHOBUTb 3HAYeHUA Mo YMONYaHUIO.

ipv6 nd raguard managed-
config-flag {off | on}

no ipv6 nd raguard man-
aged-config-flag

— /BbIKAOYEHO

BkntounTb Nposepky dnara "managed-config" B
coobuieHusax Router Advertisement.

- off — 3HaueHune dnara LONKHO 6bITH O;

- on — 3HayeHue dnara JOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.
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ipv6 nd raguard other-
config-flag {off | on}

no ipv6 nd raguard other-
config-flag

— /BbIKOYEHO

BkntounTb nposepky dnara "other-config" B coobeHmax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HavyeHue dnara JOMKHO 6bITb 1.

YCTaHOBUTb 3HaYeHME N0 YMOYAHMUIO.

ipv6 nd raguard router-
preference minimum {low |
medium | high}

no ipv6 nd raguard
router-preference mini-
mum

— /BbIKOYEHO

YCTaHOBUTb MUHUMa/IbHOE 06bABIAEMOE 3HaUYeHne
Default Router Preference B Router Advertisement-
COO0bLIEeHUSAX.

- low — HU3KOe 3HaueHue;

- medium — cpegHee 3HayYeHwUe;

- high — BbicOKOE 3HaueHue.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

ipv6 nd raguard router-
preference maximum {low |
medium | high}

no ipv6 nd raguard
router-preference maxi-
mum

— /BbIKNOYEHO

YCTaHOBUTb MaKcMMaibHOe 06bABAAEMOe 3HaUYeHMe
Default Router Preference 8 Router Advertisement-
CcoOobLIeHUSAX.

- low — HU3KOEe 3HayeHMue;

- medium — cpegHee 3Ha4yeHue;

- high — Bbicokoe 3HaueHue.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuKu npusdasku cocedell

BuAa 3anpoca KoOMaHAHOM CTPOKU:

console (config-nbr-binding) #

Tabanua 290 — KomaHgbl pexxuma NoAnTUKK NPUBA3KK coceaem

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

logging binding enable

logging binding disable

— /BbIK/OYEHO

BKAOUWTL NorMposaHue gobasneHuns/yaanenus IPv6 8 Tabavuy
NPVBA3KK coceselt.

BbIKNOUMTL NorMpoBaHue gobasneHuns/yaanerms IPve B
Tabmuy NpuBA3KKM coceaen.

max-entries {interface-
limit | vlan-limit | mac-
limit} {/imit | disable}

no max-entries

limit:
(0..65535)/0TKNtO4EHO

OnpeaenntTb MakCMManbHOE KOIMYeCTBO 3anuceit B Tabauue
NpuUBA3KKN coceaen.

- interface-limit — onpegenute AMMUT ana HTepdeiica,

- vlan-limit — onpegenutbe numut VLAN,

- mac-limit — onpeaeants AumutT MAC-agpecos,

- disable — paspewnTb MaKcMManbHOE KOIMYECTBO 3anucei.
MakcmanbHoe 3HadeHue = 4294967294,

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-config {dhcp | any
| stateless}

no address-config

—/address-config

BKntounTb f0b6aBneHMe 3anmcen B Tabanuy NpuBsA3KK cocesen
Ha OCHOBAHWW:

- dhcp — naketa DHCPv6 Reply. Mpwu aTom Bce Link-local IPv6-
afpeca BHOCATCA B TabmLy NPUBA3KM coceaen No yMONYaHUI0
B pe3ynbTaTe aHanm3a ICMPv6-nakeTos,

- any — o6aBnaTb Bce agpeca,

- stateless — Ha ocHoBe IPv6 RA coobuieHuit.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

address-prefix-validation
{enable | disable}

no address-prefix-
validation

— /BbIK/OYEHO

BkAOUMTL NPOBEPKY aApecos B Tabauue NPUBA3KK coceseit.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

300 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

device-role {perimeter |
internal}

no device-role

— /BbIKOYEHO

YKas3aTb po/ib YCTPOICTBA, MOAKIOUEHHOTO K MHTepdelicy.
- perimeter — ycTpoIiCTBO NepumeTpa;
- internal — BHyTpeHHee yCTPOMCTBO.

Y6paTb posib C YCTPOMCTBA, NOAK/IOUEHHOTO K HTEpdElicy.

KomaHObI pexcuma KoHguaypayuu nonumuku Source Guard

BuAa 3anpoca KoMaHAHOM CTPOKK:

console (config-nbr-srcgrd) #

Tabnmua 291 — KomaHapl pexkmma ipvé Source Guard noanTuKkm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeilicmeue

trusted-port

no trusted-port

— /BbIK/IOYEHO

Onpenenntb fOBEPEHHDBIN NopT. [laHHAA NoAnTUKa
NPUMEHAETCA Ha NOPT, HAa KOTOPOM He A0/IKHA NPUMEHATLCA
noanTuKa Source Guard.

YCTaHOBUTb 3HAYEHMeE Mo YMO/T4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku DHCP Guard

BuAa 3anpoca KoMaHAHOM CTPOKU:

console (config-dhcp-guard) #

Tabnuua 292 — KomaHabl pexkmma ipvé DHCP Guard noamtukm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aelicmeue

device-role {client | server}

no device-role

— /BbIK/OYEHO

YKa3aTb po/ib YyCTPOMCTBA, MOAKIOYEHHOTO K MHTepdelicy.
- server — yCTaHOBWTb POJib CepBepa;
- client — ycTaHOBUTb pPosib KAMEHTA.

Y6paTb posib € yCTPOMCTBA, NOAK/IOYEHHOTO K MHTEpdENcCy.

match reply {disable | prefix-
list prefix_list}

no match reply

prefix_list: (0..32)
CMMBO/1a/BbIKAOYEHO

BK/I1OYMTb NPOBEPKY aHOHCMPYEMBbIX a4 PECOB, MONYYEHHbIX B
coobuieHnax DHCPv6.

- disable — oTkntounTL Nposepky no DHCPv6-coobuweHmam.
- prefix-list — npedukc-macka, no kotopoi byaert
OCYLLLECTBAATLCA NPOBEpPKaA.

YCTaHOBUTb 3HAYEHMeE Mo YMON4YaHUIO

match server address {disable
| prefix-list prefix_list}

no match server address

prefix_list: (0..32)
CMMBO/1a/BbIKNOYEHO

BKNIOUMTL NPOBEPKY afipeca UCTOUHMKA cepBepa.

- disable — oTkAlOUMTL NPOBEPKY aApeca UCTOUYHUKA cepBepa.

- prefix-list — npedukc-macka, no kotopoi byaert
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference minimum
{preference_value | disable}

no preference minimum

preference_value:
(0..255)/BbIKNtOYEHO

YCTaHOBUTb MUHUMANbHbIN Npeaen aHoHcupyembix DHCPV6-
cepBepom Onuui.
- disable — BbIKNOYMTL NPOBEPKY ONUUNA.

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

preference maximum
{preference_value | disable}

no preference maximum

preference_value:
(0..255)/BbIKNIOYEHO

YCTaHOBUTb MaKCMMasibHbIN Npeaen aHoHcupyembix DHCPv6-
cepBepom OMnuui.
- disable — BbIKNHOYNTL NPOBEPKY ONUUNA.

YCTaHOBUTb 3HaYeHMe MO YMOIHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu noaumuku ND Inspection

BuAa 3anpoca KoOMaHAHOM CTPOKK:

console (config-nd-inspection) #

Tabnmua 293 — KomaHabl pexuma ipvb ND Inspection noantukm

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IOYEHO

YKaszaTb po/ib YCTPOMCTBA, NOAKIOUYEHHOIO K MHTEpdENCy.
- host — ycTtaHOBUTbL ponb XOCTa;
- router — ycTaHOBWUTL PONIb MapLUpyTMU3aTOpPa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

drop-unsecure {enable
| disable}

no drop-unsecure

—/BbIK/OYEHO

BkaounTb OT6paCbIBaHVIe NaKeToB C OTCYTCTBYHOWMMUN NN
HegOoNYyCTUMbIMKM NapamMeTpamun nanm noanucoblo.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

sec-level minimum
{sec_level_minimum |
disable}

no sec-level minimum

sec_level_minimum:
(0..7)/BbIKNtOYEHO

YKa3biBaeT MMHMMa/IbHOE 3HaYeHne napameTpa ypoBHA
6€e30MacHOCTM NPU UCNONB30BaHUN ONLMIA KpUnTorpaduyeckm
creHepupoBaHHoro agpeca (CGA).

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

validate source-mac {enable |
disable}

no validate source-mac

—/BbIK/IIOYEHO

BkntounTb npoBepKy MAC-agpeca naketa no ero link-layer
agpecy.

- enable — BKOUYNTD;

- disable — BbIKNHOUUTD.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku RA Guard

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ra-guard) #

Tabnnua 294 — KomaHgb! pexxuma ipvé RA Guard nonnTmku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

device-role {host | router}

no device-role

—/BbIK/IIOYEHO

YKasaTb po/b YCTPOMCTBA, NOAKNOUEHHOTO K UHTEPdECY.
- host — ycTaHOBWTb poAb XOCTa;
- router — yCTaHOBWTb PO/b MapLUpyTMU3aTopa.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

hop-limit {minimum
value_limit | maximum
value_limit}

no hop-limit

value_limit:
(1..255)/BbIKNtO4EHO

YcTaHOBUTL Npeaensl 3HaveHua Cur Hop Limit B Router
Advertisement-coobLueHusx.

YCTaHOBUTb 3HaYEeHMA MO YMOYAHUIO.

managed-config-flag {off |
on}

no managed-config-flag

—/BbIK/IOYEHO

BkntounTb Nnposepky dnara "managed-config" B cooblueHmaAx
Router Advertisement.

- off — 3HaueHue dnara JoNKHO HbITh O;

- on — 3HayeHwue dnara JOMKHO ObITb 1.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

match ra address {disable |
prefix-list prefix_list}

no match ra address

prefix_list:(1-
32)cmBona/BbIKNHOYEHO

BkatounTb NpoBepky agpecos B Router Advertisement-
coobleHunAx.

- disable — oTKnOUMTL NPOBEPKY aapPeECOoB;

- prefix-list — npedukc-macka, no KoTopoi byzer
OCYLLECTBNATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOHAHWUIO.
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match ra prefixes {disable |
prefix-list prefix_list}

no match ra address

prefix_list:
(1-32)cmBona/BbikntoueHo

BkntounTb npoBepKy npedukcos B Router Advertisement-
COO0bLIEeHUSAX.

- disable — oTKntOUMTL NpoOBEpPKY NPedUKCOoB;

- prefix-list — npedukc-macka, no koTopoit byaet
OCYLLECTBAATLCA NPOBEPKA.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

other-config-flag {off | on}

no other-config-flag

—/BbIK/OYEHO

BkatounTtb npoBepky dnara "other-config" 8 coobeHumsax
Router Advertisement.

- off — 3HaueHue dnara 4ONKHO 6bITh O;

- on — 3HayeHue dnara JOMKHO bbITb 1.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

router-preference minimum
{low | medium | high}

no router-preference min-
imum

—/BbIK/IOYEHO

YcTaHOBUTb MUHUMabHOE 06bABNAeMOoe 3HaveHMe Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3Koe 3HayeHue;

- medium — cpegHee 3HayYeHwUE;

- high — BbicOKOE 3HaueHue.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

router-preference maximum
{low | medium | high}

no router-preference max-
imum

—/BbIK/IOYEHO

YCcTaHOBUTb MaKcMMaibHoe 06baBnsemoe 3HaveHue Default
Router Preference B Router Advertisement-coobLueHusx.

- low — HU3KOEe 3HauyeHMue;

- medium — cpegHee 3HayeHue;

- high — BbicOKOe 3HaueHue.

YCTaHOBUTb 3HaYeHMe No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu noaumuku First Hop Security

Bug, 3anpoca KOMaHAHOW CTPOKU:

console (config-ipv6-fhs) #

Tabnunua 295 — KomaHgbl pexuma ipvé First Hop Security nonntmnku

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

HAeilicmeue

logging packet drop {enable |
disable}

no logging packet drop

—/BbIK/IOYEHO

AKTMBMPOBATb NOrMPOBAHME APONA NAKETOB NP
HEeCcoOoTBeTCTBMM NoAMTUKam 6esonacHocTn cny»k6 RA Guard,
ND Inspection, DHCPv6 Guard u IPv6 Source Guard.

- enable — BKkAOUMTL TOrMpPOBaHWE gpoNna NakeTos s
OAaHHOM NONUTUKMU;

- disable — oTKNOYMTb NOrMpOBaHME APONA NAKETOB ANA
LAHHOW NONUTUKM.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKM pexxnma KoHourypaumm nHtepdeinca VLAN:
console (config-if)#

Tabanua 296 — KomaHgbl pexuma KoHpurypaunm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

ipv6 first hop security

no ipvé6 first hop security

— /BbIKOYEHO

Bkntoumtb ICMPV6 1 DHCPV6 snooping Bo vlan.

Bbikntountb ICMPV6 1 DHCPV6 snooping Bo vlan.

ipv6 first hop security attach-
policy policy_name

no ipv6 first hop security
attach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantuky First Hop Security Ha nHTepdelic.

Ypanutb nonntury First Hop Security ¢ nHtepdeiica.

ipv6 neighbor binding

no ipv6 neighbor binding

— /BbIKOYEHO

BKAtOUMTbL NPUBA3KY coceleit n gobasneHune 3anuceli B
Tabauuy.

BbIK/IOUMTL NPUBA3KY cocenein u gobasneHune 3anuceit B
Tabauuy.

ipv6 neighbor binding attach-
policy policy_name

no ipv6 neighbor binding
attach-policy

policy_name:
(1..32)cumBona/BbiknoueHo

[o6asutb nonntnky Neighbor Binding Ha nHtepderic.

Yaanutb nonntnky Neighbor Binding c nuntepdeiica.

ipv6 source guard

no ipv6 source guard

— /BbIK/IOYEHO

BkntoumTb IPV6 Source Guard.

BbikntounTb IPV6 Source Guard.

ipv6 dhcp guard

no ipv6 dhcp guard

—/BbIK/IOYEHO

Bkntoumtb DHCP Guard.

Bbikntounts DHCP Guard.

ipv6 dhcp guard attach-policy
policy_name

no ipv6 dhcp guard attach-
policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky DHCP Guard Ha nHTepdeiic.

Ypanute nonntukn DHCP Guard ¢ untepdelica.

ipv6 nd inspection

no ipv6 nd inspection

—/BbIK/IIOYEHO

Bkntoumtb IPv6 ND Inspection.

Bbikntountb IPv6 ND Inspection.

ipv6 nd inspection attach-
policy policy_name

no ipv6 nd inspection at-
tach-policy

policy_name:
(1..32)cumBona/BbikntoueHo

[o6asutb noantnky ND Inspection Ha MHTepdelic.

Ypanute noantuky ND Inspection ¢ nHtepdeiica.

ipv6 nd raguard

no ipv6 nd raguard

—/BbIK/OYEHO

Bkatoumntb IPv6 ND RA Guard.

Bbikntountb IPv6 ND RA Guard

ipv6 nd raguard attach-policy
policy_name

no ipv6 nd raguard attach-
policy

policy_name:
(1..32)cumBsona/BbiknoyeHO

[o6asutb noantnky ND RA Guard Ha uHTepodelic.

Yaanute nonntnky ND RA Guard ¢ nHtepdeiica.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnuua 297 — KomaHabl pexmma EXEC

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmesue

show ipv6 first hop security

OT06pasmnTb HAaCTPOMKM GyHKUMIA IPV6 First Hop Security.

show ipv6 source guard

OTob6pa3unTb cocTossHMe PpyHKUMM IPV6 source guard.

show ipv6 neighbor binding
table

OT06pasunTb TabanuLy NPUBA30OK coceaen.

show ipv6 dhcp guard

OT06pasmnTb COCTOAHME M HACTPONKKN yHKUMM DHCP Guard.

show ipv6 nd inspection

OT06pa3nTb COCTOAHME N HAacTponku pyHKuum ND Inspection.

show ipv6 nd raguard

OT06pasunTb COCTOAHME M HAaCTPONKKM GyHKLMM RA Guard.

5.29 ®dyHkumu DHCP Relay-nocpegHuka

5.29.1 ®yHkyuu DHCP Relay dns IPv4

KommyTtatopbl nogaep»kusatoT pyHKumm DHCP Relay areHTta. 3agadveit DHCP Relay areHTa sBasetcs
nepeaadya DHCP-nakeToB OT K/MEHTA K cepBepy 1 obpaTHo B caydae, ecain DHCP-cepsep HaxoamTcs B O4HOM
CeTW, a KNNEHT B Apyroi. pyroi pyHKumMen asaseTca gobasneHme onoiHUTeIbHbIX onuuii B DHCP-3anpochl
KAneHTa (Hanpumep, onumu 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOmMMyTaTope: KOMMyTaTop NPUHMMAET oT KaneHta DHCP-
3anpocbl, NepeaaeT 3TU 3anpoCcbl cepBepy OT UMEHM KAMEHTA (OCTaBasAA B 3anpoce onuuun ¢ TpebyembiMmu
KMEHTOM NapameTpamu M, B 3aBUCMMOCTM OT KOHUrypaumm, gobasnss ceom onumu). MNoayyuns oTseT oT
cepsepa, KOMMYTaTOp NepeaaeT ero KANeHTy.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxmnma rnobanbHom KoOHOUrypaumm:
console (config) #

Tabnuua 298 — KomaHapl pexkruma rnobanbHom KoHdUrypauum

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

HAelicmeue

ip dhcp relay enable

no ip dhcp relay enable

N0 YMONYaHUIO areHT
BbIK/NOYeH

Bkntountb pyHKUmm DHCP Relay-areHTa Ha KommyTaTope.

BbikntounTb pyHKUMM DHCP Relay-areHTa Ha KommyTaTope.

ip dhcp relay address
ip_address [vlan vian_id]

vlan_id: (1..4094)
vrf_name: {1..32}

3apaTb IP-agpec goctynHoro DHCP-cepsepa gna DHCP Relay-
areHTa.

[vrf vrf_name] cMmBoONna - vlan — knuneHTckuit VLAN, 3anpocbl U3 Kotoporo byayT
HanpaBaeHbl Ha IP-agpec KOHKPETHOTro cepBepa.
V Mo3KeT 6bITb Heckonbko knueHTckux VLAN pgobasnsiorca yepes
3agaHo po 32 3anATylo B C/ly4yae nepevynciaeHusn n yepes gedpuc s
cepseposB c/lyyae yKasaHWA AManasoHoB.
no ip dhcp relay address (ananazonom Yaanutb IP-agpec us cnucka DHCP-cepsepos gnst DHCP Relay-
lip_address] [vrf vrif_name] uwnmn areHTa.
nepeuncieHnem).

ip dhcp relay information
option format-type option

format: (sp, sv, pv,

Hactpoutb popmat DHCP-onumm 82.
dopmar:

format [delimiter delim- spv, bin); - sV — Homep cnoTa u VLAN;
iter] delimiter: - pv — Homep nopTa v VLAN;
(.,;#)/npoben - Spv — Homep cnoTa, nopTa u VLAN;

- bin — 6uHapHbI popmar: VLAN, cnoT, nopr.
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no ip dhcp relay infor- YCTaHOBWTb 3HaYEHME N0 YMOYAHUIO.
mation option format-type
option
ip dhcp relay information 3apaTb aeHTUPMKaTop remote-id .
option format-type re-
mote-id word word: (1..63) cum-
no ip dhcp relay infor- BOJIOB Yoanutb naeHtudunkaTop remote-id.
mation option format-type
remote-id
ip dhcp relay information YCTaHOBUTb CTPOKY MAEHTUPUKALMKM YCTPOICTBA A0CTYNa.
. word: (1..48) cum-
option format-type ac-
cess-node-id word Bonos/
- - naeHTuduKaTop —
no ip dhcp relay infor- o BoccTtaHOBUTL HAaCTPOMKM MO YMOAYAHMIO.
mation option format-type ycrponersa He
HasHauyeH

access-node-id
ip dhcp relay information Hactpoutb dopmat onuum 82.
option suboption-type - tr101 — yctaHaBAuBaeT ¢opmat onumum 82 cornacHo
{tr101 | custom} CMHTaKCUCY, NPUHATOMY B peKomeHaaumax TR-101 (cm. Tabanuy

275);

—/tr101 - custom — yctaHaBAuBaeT popmaT onumm 82 B COOTBETCTBUM C

dopmaTom, NpmBeseHHOM B Tabanue 276.
no ip dhcp relay infor- BepHyTb 3Ha4eHne No ymonyaHuio.
mation option suboption-
type

Onpegenutb pexknm obpaboTkn DHCP-nakeToB ¢ onuuel 82:
ip dhcp relay information - keep — nponyckaeT nakeTbl 6e3 M3MeHeHUN;
policy {keep | replace | drop} - replace — 3amellaet cogepxunmoe onumm 82;

—/keep - drop — oTbpacbiBaeT nakeTbl c onuuein 82.

no ip dhcp relay information YCTaHOBUTb PEXUM MO YMOJIHaHUIO.
policy
ip dhcp relay source-port Ucnonb3oBaTh B KauecTBe MCTOYHUKA 3a4aHHbIn UDP-nopr.
port port: (0..65535)/67
no ip dhcp relay source- BOCCTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
port

KomaHObI pexcuma KoHguaypauyuu uHmepgpetica VLAN

BuAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaumm nHtepoeiica VLAN:

console# configure
console (config)# interface vlan vlan id
console (config-if) #

Tabnunua 299 — KomaHabl pexkuma KoHdpurypaumm nHtepderica VLAN

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
ip dhcp relay enable Bkntountb dpyHKuMm DHCP Relay-areHTa Ha HacTpanBaemom
MO YMONYAHUIO areHT MHTepodeiice.
no ip dhcp relay enable BbIK/IOYEH Bbikntountb pyHKUMM DHCP Relay-areHTa Ha HacTpaMBaemom
nHTEpdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHpurypaumnm nHtepdelica Ethernet:

console (config-if) #
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Tabnmua 300 — KomaHabl pexkmma KoHpurypaumm nHtepoeliica Ethernet

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

KomaHda

OnpegenuTb pexmnm obpabotkn DHCP-nakeToB € onuueit 82.
- keep — nponyckaet nakeTbl 6e3 UsMeHeHuUl;

- replace — 3ameLaeT cogepknumoe onuum 82;

- drop — oTbpacbiBaeT NakeTbl ¢ onumen 82.

3HayeHuWe Ha nopTax umeeT 6osiee BbICOKMI NPUOPUTET, HeEM
rnob6anbHan HacTPoMKa.

ip dhcp relay information
policy {keep | replace | -/global
drop | global}

KomaHOwbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabanuya 301 — KomaHgb! pexkmuma EXEC
3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHda Aelicmeue

OT06pa3nTb KOHPUrypaLmto HacTpoeHHon dyHKuuu DHCP
Relay-areHTa 41 KoMmyTaTopa v OTAE/bHO ANA UHTepdeiicos,
a TaK¥Ke CMMCOK AOCTYMHbIX CEPBEPOB.

show ip dhcp relay [vrf

vrf_name] vrf_name: {1..32}

CcMmBOa

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTtb cocTonaHue pyHKumMn DHCP Relay areHTa:

console# show ip dhcp relay

DHCP relay is Enabled
DHCP relay is not configured on any vlan.
Servers: 192.168.16.38
Relay agent Information option is Enabled

5.29.2 ®yHKyuu DHCP Relay 0ns IPv6 u Lightweight DHCPv6 Relay Agent (LDRA)

HapasHe ¢ DHCP relay gns npotokona IPv4 KoMMyTaToOp MOMKET BbINOAHATL PYHKLMN NOCPEeAHUKA aA
DHCPv6. laHHbIM PyHKUMOHaN peannsoBaH B Buae nonHosecHoro DHCPv6 Relay Agent u Lightweight DHCPv6
Relay Agent cornacHo RFC6221.

®dyHKumA LDRA nossonsieT BCTaBUTb B KAneHTckme DHCPv6-nakeTbl onumu 18 n 37, He nameHas ¢opmat
naketa. MonHoBecHbii DHCPv6 Relay nossonseT ocyuwectBnatb nepegadyy DHCPv6-nakeToB OT KAMEHTA K
cepsepy M obpaTHO B cnydvae, ecnn DHCPv6-cepBep HaxoauTcs B OAHOM CeTH, a KAWEHT B gpyroi. [pyroi
dyHKUMel aBnseTca gobasneHune onumin 18 n 37 8 DHCPv6-3anpockl KaMeHTa. MpuHumMn paboTbl NONHOBECHOTO
DHCPv6 Relay areHTa Ha KomMyTaTope: KOMMYTaToOp NpUHUMAET oT KameHTa DHCP-3anpockl, nepegaet atm
3anpocbl CEPBEPY OT MMEHM KAMEHTa (OCTaBAAS B 3aMpoce Onuumm ¢ TpebyembiMU KIMEHTOM NapameTpamu U, B
33aBMCMMOCTM OT KOHUrypauuu, gobasnss ceom onuuu). Moayyns oTBET OT CEpBEPA, KOMMYTATOP NepesaeT ero
K/INEHTY.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobasibHOro KOHGUIypUpoBaHus:

console (config) #
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Tabnnua 302 — KomaHabl pexkuma rnobasbHOro KOHGUrypmpoBaHus

KomaHoa

3HayeHue/ 3HayeHue
o ymon4aHuro

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKa3atb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMNI
MHTepoenc.

Yaanutb agpec DHCP-cepBepa unun ncxogawmii uHtepdeliic.

ipv6 dhcp information option
format-type interface-id word

no ipv6 dhcp information op-
tion format-type interface-id

word: (1..63) cumBonos

3afatb uaeHTUOMKaTop nopTa (onums 18).

Ypanutb naeHTudukaTop nopra.

ipv6 dhcp information option
format-type remote-id word

no ipv6 dhcp information op-
tion format-type remote-id

word: (1..63) cumsonos

3agatb naeHTMdukaTop remote-id (onuma 37).

Ypanutb naeHtTudukatop remote-id.

lvp6 dhcp guard policy word

no ipv6 dhcp guard policy
word

word: (1..32) cumBonos

Co3pgatb nonntuky DHCPV6 Relay v BoliTH B pexkum eé
KOHUryprpoBaHus.

Ypanutb nonntuky DHCPv6 Relay.

ipv6 dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTponTb MUHUMANbHYIO M MAaKCMMa/IbHYIO FpaHmLy AnA
preference, otnpasnsemoro B Advertise dhcpv6 coobieHmm
oT cepBepa KauneHTy. Advertise dhcpvb cooblieHus ¢
BbIXOAALWMMM 3a rpaHuuy preference 6yayT oT6poOLLEHDI.

YAanuTe MMHUMANbHYIO M MaKCUMaNbHYIO rpaHuLy ans
preference.

KomaHObI pexcuma KoHguaypuposaHua noaumuxku DHCPv6 Relay

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp-guard) #

Tabnunua 303 — Komanapl pexkuma KoHpurypmposaHua nonmtukm DHCPv6 Relay

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no ymon4aHuio

Aeiicmeue

device-role {client | server}

no device-role

word: (1..63)
CUMBOIOB

3apaTb poab NOPTa, K KOTOPOMY NpKUBA3aHA NOAUTUKA. MopT
MOKeT BbITb 0603HAYEH KaK lOBEPEHHbI — B CTOPOHY
cepBepa U KaK HeZlOBEPEHHbI — B CTOPOHY K/MEHTA.

Ypanutb POANb NOPTa, K KOTOPOMY NpnBA3aHa NONTUKA.

match reply disable

no match reply

—/BbIK/IOYEHO

OTKN0YNTb NPOBEPKY BblAAHHbIX CEPBEPOM a4PeCcoB B
nosy4yeHHbIX coobueHmnax DHCPv6.

BK/1OUMTL NPOBEPKY BblAAHHbBIX CEPBEPOM aZpECOB B
nosly4yeHHbIx coobeHnsax DHCPV6.

match reply prefix-list word

word: (1..32)
CUMBOJI0B

HacTpouTtb duabTpaLmio BblgaHHbIX CEPBEPOM aApecos B
nosy4YeHHbIx coobleHnax DHCPv6 cornacHo prefix-list.
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no match reply OTKAOUUTL GUABTPALLMIO BbAAHHbBIX CEPBEPOM aAPECOB B

nosy4yeHHbIx coobeHuax DHCPv6 cornacHo prefix-list.

match server address disable OTKNOUYUTbL NPOBEPKY agpeca cepBepa B NOYYEHHbIX

coobuieHunax DHCPv6.

—/BbIK/OYEHO

no match server address BK/1lOUMTbL NPOBEPKY apeca cepBepa CepBepoM agpecos B

nosly4yeHHbIX coobuieHmnax DHCPv6.

HacTpouTb dunbTpaumio agpeca cepsepa B NONYYEHHbIX
coobueHuax DHCPv6 cornacHo prefix-list.

match server address prefix-list
word word: (1..32)

CMMBOJIOB

no match server address OTKNOUUTL GUALTPaLMIO agpeca cepBepa B NOYYEHHbIX

coobueHuax DHCPv6 cornacHo prefix-list.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnuua 304 — KomaHabl pexkmma KoHPurypuposaHusa nutepdeinca Ethernet

KomaHda

3Ha4yeHue/ 3Ha4yeHue
no yMmon4aHuo

Aeiicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id | vlan vian_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKkazatb agpec DHCP-cepBepa UAM HaCTPOUTb UCXOAALLMI
MHTepoeic.

Yaanutb agpec DHCP-cepBepa unu ncxoaawmii untepdelic.

ipv6 dhcp relay information
option format-type interface-
id word

no ipv6 dhcp relay information
option format-type inter-
face-id

word: (1..63) cumsonos

3afatb uaeHTMdMKaTop nopTa (onuus 18)

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id
word

no ipv6 dhcp relay information
option format-type remote-id

word: (1..63) cumBonos

3afatb uaeHTMOMKaTop remote-id (onuua 37)

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

ipv6 dhcp guard attach-policy
word [vlan vian_id]

no ipv6 dhcp guard attach-pol-
icy word

word: (1..32) cumsonos
vlan_id: (1..4094)

MpuBA3aTb NONUTUKY K MHTepdeNcy.

OTBA3aTb NOJMTUKY OT MHTepdeiica.

ipvé dhcp guard preference
minimum preference maxi-
mum preference

no ipv6 dhcp guard preference
minimum maximum prefer-
ence

preference: (0..255)

HacTpouTb MUHUMA bHYIO ¥ MaKCUMabHYHO TPaHULy Ans
preference, otnpasnsemoro B Advertise dhcpv6 coobuieHun
oT cepBepa KnaneHTy. Advertise dhcpvb coobuieHus ¢
BbIXOAALMMM 3a rpaHuLy preference 6yayT oTbpoLueHbl.

YAanuTb MUHUMAbHYIO U MAaKCUMasbHYIO FPaHULy Ans
preference.
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KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica VLAN

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-if) #

Tabnnua 305 — KomaHgbl pexkuma KoHpurypuposaHua nHtepoeica VLAN

3Ha4yeHue/ 3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

no ipv6 dhcp relay destination
{ipv6_multicast_address |
gigabitethernet gi_port |
tengigabitethernet te_port

| port-channel group | tunnel
tunnel_id [ vlan vlan_id }

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..4);
group: (1..48)
tunnel_id: (1..16)
vlan_id: (1..4094)

YKasatb agpec DHCP-cepBepa UaM HaCTPOUTb UCXOAALLMI
MHTepodeic.

Yaanutb agpec DHCP-cepBepa unun ncxoaawmii nHtepdeliic.

ipv6 dhcp relay information
option format-type interface-
id word

- - - word: (1..63) cumBonos
no ipv6 dhcp relay information

option format-type inter-
face-id

3agaTtb naeHTMduKaTop nopta (onuua 18).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

ipv6 dhcp relay information
option format-type remote-id

word word: (1..63) cumsonos

no ipv6 dhcp relay information
option format-type remote-id

3agatb naeHTudukaTop remote-id (onuma 37).

BoccTtaHOBUTL 3HaYeHWe no YMON4YaHUIO.

ipv6 dhcp guard [attach-policy
word] word: (1..32) cumBonoB

vlan_id: (1..4094)

no ipv6 dhcp guard [attach-
policy word]

MpuBA3aTb NOANTUKY K MHTEpbENCY.

OTBA3aTb NONNTUKY OT UHTepdelica.

ipv6 dhcp Idra
no ipv6 dhcp Idra

—/BbIK/IOYEHO

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

Bkntounts Lightweight DHCPv6 Relay Agent (LDRA).

ipvé first hop security [attach-
policy word]

- - - —/BbIKOYEHO
no ipvé6 first hop security [at-

tach-policy word]

Paspewntb paboty pyHKumin DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

3anpetutb paboty ¢yHKUMn DHCPV6 guard, Relay, LDRA,
ICMPv6, DHCPV6.

Npumep HacTpolikn DHCPv6 LDRA:

console#
console# configure

console (config)# ipv6é dhcp guard policy DHCP RELAY TRUST
console (config-dhcp-guard) # device-role server

(
console (config-dhcp-guard) # exit
console (config) # !
(

console (config) # interface gigabitethernet 1/0/12
console (config-if)# ipv6é dhcp relay information option format-type

interface-id GilZ2

console (config-if) # ipvé dhcp relay information option format-type remote-id

MES2324
console (config-if)# exit
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console (config)# !

console (config)# interface gigabitethernet 1/0/24

console (config-if)# ipv6é dhcp guard attach-policy DHCP RELAY TRUST
console (config-if) # exit

console (config)# !

console (config) # interface vlan I

console (config-if) # ipvé dhcp ldra

console (config-if)# ipv6é dhcp guard

console (config-if)# ipvé first hop security

5.30 KoHpwurypauua PPPoE Intermediate Agent

®yHKumnA PPPOE |A peannsoBaHa B COOTBETCTBUM C TpeboBaHMAMM AoKkymeHTa DSL Forum TR-101 u
npezHasHavyeHa Ana UCNOAb30BaHMA HAa KOMMYTaTopax, paboTatowwmx Ha ypoBHe AoCTyna.

PyHKUMA No3BONSET AONOAHATL NakeTbl PPPOE Discovery nHpopmaument, xapaktepusyroLwen nHtep-
deinc goctyna. 3To HeEOOBXOANUMO AN AEHTUDMKALMM MOJIb30BaTENbCKOIO MHTepdelica Ha cepBepe AOCTyna
(BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n o6paboTkoit naketos PPPoE Active Dis-
covery ocyLecTsaseTca rnobasbHO A5 BCEro YCTPOMCTBA M BbIBOPOYHO 418 KaXKA0ro MHTepdeica.

Peanunsaums ¢yHKUMM PPPOE IA npegoctaBnasieT 4ONOAHUTE/bHbIE BO3MOXKHOCTN KOHTPOAS COOBLEHN
NPOTOKO/1a NyTeM Ha3HaYeHUs A0BEPEHHbIX MHTEPdENCOB.

KomaHObI pexcuma 2a0b6aab6HoU KOHGuU2ypayuu

Bua, 3anpoca KOMaHAHOMN CTPOKM peRMMa rnobasbHON KOHPUrypaLmm:
console (config) #

Tabnnua 306 — KomaHabl pexuma rnobanbHoM KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/OoTKAtO4EeH

Paspewntb paboty PPPOE Intermediate Agent.

3anpetutb paboty PPPOE Intermediate Agent.

pppoe intermediate-agent
timeout seconds

no pppoe intermedi-
ate-agent timeout

seconds :(0..600)/300

YCTaHOBUTb IMMUT BpEMEHWN HEAKTUBHOCTU NO/Ib30BaTeNs.

BOCCTaHOBUTbL HACTPOMKM MO YMOYAHMIO.

pppoe intermediate-agent

YCTaHOBUTb CTPOKY MAEHTUGMKALLMM YCTPOICTBA AOCTYna.

. word: (1..48
format-type access-node-id ( )
cumsona/
word
" " naeHtTnduKkatop —
no pppoe intermedi- N BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.
yCTpOICTBa He
ate-agent format-type ac-
. HasHayeH
cess-node-id
pppoe intermediate-agent YCTaHOBUTb TEKCT coobuieHnsa o6 owmnbKke npesbllleHUsa pas-
format-type generic-er- mepa naketa (MTU), otnpasnsemoro PPPoE IA 8 PADO- uau
ror-message word PADS-nakeTax.
word: (1..128)
i Ecam cooblueHue coaepKut cumsonbl npobena, ero
cumeona/PPPoE 4 He06X0AUMO 3aK/IIOUNTb B KaBbIYKU.

no pppoe intermedi-
ate-agent format-type ge-
neric-error-message

Discover packet is too
large to process

BocctaHoBUTL HaCTpOﬁKM N0 YMOZIHaHUIO.
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pppoe intermediate-agent
format-type option {sp | sv
| pv | spv | user-defined}
delimeter [.,:#/ ]

no pppoe intermedi-
ate-agent format-type op-
tion

—/ycTaHoBneH
dopmart B
cooTBeTcTBMM ¢ TR-101:
slot / port : vlan

HactpouTtb Habop napameTpoB U Pa3genuTeny Mexay HUMM,
KOTOpble NCNOb3YTCA AN GOPMUMPOBaHUA NoAoNuMK circuit -id.
B KOMaHAe MCnonb3yoTcA cneaytowme yCaoBHble 0603HaYeHus:
- sp — slot + port

-sv —slot +vlan

- pv — port + vlan

- spv — slot + port + vlan

- user-defined — dopmart onpegensertca nonb3osatenem. Mpu
onpegeneHnm UCNob3yoTca cneaytowme WwabnoHbl:

%h: hostname;

%p: KOPOTKOe MMA nopTa, Hanpumep gil/0/1;

%P: aAvHHOE MMsA NopTa, Hanpumep, gigabitethernet 1/0/1;

%t: TMN nopTa (3HaveHue nonsa ifTable::ifType B
LWeCcTHaALATEPUYHOM BUAE);

%m: MAC-agpec nopta B popmaTte H-H-H-H-H-H-H;

%M: MAC-agpec cuctembl B popmate H-H-H-H-H-H-H;

%U: HOMep IOHNUTA;

%S: HOMmep C/0Ta;

%n: HoOMep nopTa (Kak Ha nLEeBoi NaHenu);

%i: ifindex nopTa;

%v: ngeHtnédukatop VLAN.

%c: MAC-agpec abOHEHTCKOro yCTPOWCTBa;

%alvlan_id]: IP-agpec nntepdeiica VLAN. Ecam vlan_id He yKasaH,
To noacrtasnaetca IP-agpec uHtepderica default vlian. Ecam IP-
agpec He HaraeH, noactasnsetca agpec 0.0.0.0.

BoccTaHOBWTbL HAaCTPOMKM MO YMONYAHUIO.

pppoe intermediate-agent
format-type remote-id re-
mote_id

no pppoe intermedi-
ate-agent format-type re-
mote-id

remote_id: (1..128)
CMMBO/IOB

HasHauuTb ngeHTMomKaTop remote-id, gobasnsemoro Kommy-
TaTopoM rnobanbHo.

BoccTaHOBWTbL HAaCTPOMKY NO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoOHOUrypaumm nHtepoeica:

console (config-if) #

Tabanua 307 — KomaHgb! pexkuma KoHpurypauum nntepdelica Ethernet, rpynnbl noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

pppoe intermediate-agent

no pppoe intermedi-
ate-agent

—/3anpet

PaspewwnTb paboTy PPPOE Intermediate Agent Ha uHTepdoelice.

3anpetutb paboty PPPOE Intermediate Agent Ha nHTepdeiice.

pppoe intermediate-agent
format-type circuit-id cir-
cuit_id

no pppoe intermedi-
ate-agent format-type cir-
cuit-id

circuit_id: (1..63)
CMMBOJ/IOB

HasHauntb ngeHTnduKatop circuit-id, sobasnsemoro
KommyTaTopom. MaeHTUdUKaATOpP, 3a4aHHBIN B KOMaHae,
NOMIHOCTbIO NepeonpeaenaeT MAeHTUPUKATOP, BblUUCAAEMbIN
Ha OocHoBe rnobanbHbIx NapameTpoBs access-node-id v
option/delimeter.

BoccTaHOBMTL HaCTPOMKY Ha OCHOBE r106a/bHbIX NapameTpos
access-node-id v option/delimeter.

pppoe intermediate-agent
format-type remote-id re-
mote_id

remote_id: (1..63)
cumeonos/MAC-agpec
KOMMyTaTopa.

HasHauutb naeHTndumkaTop remote-id, fobasnsemoro
KommyTaTopom. MaeHTndUKaTop A0AKeEH BbiTh
CKOHOUrypupoBaH Ha Bcex MHTepdelicax KommyTaTopa, rae
pabotaeT PPPOE IA.
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no pppoe intermedi-
ate-agent format-type re-
mote-id

BOCCTaHOBUTb HAaCTPOWMKY MO YMOMYAHUIO.

pppoe intermediate-agent
trust

no pppoe intermedi-
ate-agent trust

—/He asnsaeTca
[lOBEPEHHbIM.

YnpasnsaTb pexxnmom gosepua K uHtepoeicy. KomaHaa
nobasnaeT MHTepdenc K CNUCKY J0BEPEHHDIX.
NHTepdelicbl, K KoTopbiM NnogKkntoueHbl PPPoE-cepBepbl,
HacTpamBalOTCA KaK foBepeHHble. MHTepdelchl, K KOoTopbiM
NOAKNOYEHbI NO/Ib30BaTENMN, HACTPAMUBAOTCA KakK
HefOBEPEHHbIE.

BoccTaHOBUTL 3HaYeHWE NO YMOHAHMUIO.

pppoe intermediate-agent
vendor-tag strip

no pppoe intermedi-
ate-agent vendor-tag strip

— /BbIKOYEH

PaspewwnTb yaaneHue vendor-specific onumm 13 naketos PADO,
PADS, PADT nepep, 0TNpaBKoW UX B CTOPOHY NO/Ib30BaTeNSA.
DYHKUMA yaaNeHUA MOMKeT BbITb MCNO/Ib30BAHA TOIbKO Ha
MHTepdelice, Ha KOTOPOM paspelLeHa pabota PPPoE IA n
KOTOpbIN ABNSETCA f0BEPEHHbIM MHTepdencom. O6bIYHO
dYHKUMA yaaneHusa HacTpansBaeTcsa Ha HTepdeiice,
obpaleHHom B cTopoHy PPPoE-cepsepa.

BbIKNOUNTD PEKMM YaaNEHUSR.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 308 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

show pppoe intermedi-
ate-agent info [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb HacTpolikm PPPOE Intermediate Agent. Echm B
KOMaHAe ABHO He 33ZlaH UHTepdelic, TO KOMaHAa BbINONHAETCA
L5 BCceX UHTepdelicos, rae paspelwweHa pabota PPPoE A 1 Bcex
[OBepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3unTb CTaTUCTUKY paboTbl PPPOE Intermediate Agent. Ecan B
KOMaHze He 3a4aH ABHO MHTepdeic, TO KOMaHAa BbINOJHAETCA
Ons Bcex UHTepdelicos ¢ paspelueHHbiM PPPOE IA n Bcex
[,0BEepeHHbIX NOPTOB.

clear pppoe intermedi-
ate-agent statistics [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OumnCTUTL CTaTUCTMRY paboTbl PPPOE Intermediate Agent. Ecnv B
KOMaHze He 3a4aH ABHO MHTepdec, TO KOMaHAa BbINOHAETCA
011 Bcex MHTepdelicos ¢ paspeleHHbim PPPOE IA 1 Bcex
[,0BEepeHHbIX NOPTOB.

show pppoe intermedi-
ate-agent sessions [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OTO6Pa3mnTL BCEX 3apPErncTPUPOBAHHBIX KIMEHTCKUX ceccuid. Ecam
B KOMaHAe He 3a4aH ABHO MHTepdeiic, To oTobparkatoTcs Bce
CEeCcuM C COPTMPOBKOIM No HTepdeiicam.

clear pppoe intermedi-
ate-agent sessions [mac-ad-
dress]

mac address: (H.H.H
vnan H:H:H:H:H:H nan
H-H-H-H-H-H)

3aKprTb KNNEHTCKYH CceCcuio. Ecnu He YKa3aH mac address, TO BCe
ceccun.
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5.31 KoHdurypauuma DHCP-cepsepa

DHCP-cepBep ocywiectBafeT LEeHTPaM30BaHHOE yNpaBaeHUe CeTeBbIMM agpecamm U COOTBETCTBYIO-
LWMMW KOHPUTYPALMOHHBIMKW MapamMeTpaMm, aBTOMaTUHECKU NPeaoCTaBAAA UX KIMEHTaM. DTO NO3BONAET U3-
6exaTb Py4YHON HACTPOMKM YCTPOMCTB CETU N YMEHbLUAET KOJIMYECTBO OLLMOOK.

Ethernet-kommyTaTopbl MoryT paboTtaTb Kak DHCP-KnueHT (nonyyeHmne coberBeHHoro IP-aapeca ot cep-
Bepa DHCP), Tak 1 kak DHCP-cepBep. BoamorkHa ogHoBpemMeHHan pabota DHCP-cepsepa u DHCP-relay.

KomaHObI pexxcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 309 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ip dhcp server

no ip dhcp server

—/BbIK/IOYEHO

Bkntounte pyHKumio DHCP-cepBepa Ha KommyTaTope.
Mepep, BKAlOYEHUEM cepBepa AO0NXKHbI 6bITb
l oTKntoueHbl DHCP-knueHTbl Bo Bcex VLAN. B T. u.
= BK/IIOUYEHHDI No ymonyaHuto Bo VLAN 1.

BbikntounTb pyHKuMto DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool host name

no ip dhcp pool host name

name: (1..32) cumBonos

Boitu B pexxum KoHdUrypauum ctatnyeckux agpecos DHCP-
cepsepa.

Yaanutb KoHdpurypauuto DHCP-KAneHTa ¢ 3aaHHbIM
MMEHEM.

ip dhcp pool network
name

no ip dhcp pool network
name

name: (1..32) cumBosioB

BoliTn B perkum KoHdpurypaumm DHCP-nyna agpecos DHCP-
cepsepa.
- name — umsa DHCP-nyna agpecos.
MakcumanbHo gonyctumoe Konandecrso DHCP pool
. YKas3aHo B Tabnuue 9.

Ypannte DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp excluded-address
low_address [high_ad-
dress]

no ip dhcp excluded-ad-
dress low_address
[high_address]

YKasatb IP-agpec, koTopble DHCP-cepBep He byaeT HasHa4vaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIV IP-agpec AManasoHa;

- high-address — KoHeuHbIN IP-agpec ananasoHa.

Ypanutb IP-agpec U3 cnucka UCKAOYEHUI A1 Ha3HAYeHUA
ero DHCP-knueHTam.

ip dhcp ping enable

no ip dhcp ping enable

—/BbIK/IIOYEHA

BkntounTb nepenady ICMP-3anpocoB Ha HasHa4yaembl |P-
afpec, 4Tobbl NPOBEPUTb 3aHATOCTb agpeca, Npexae Yem oH
6ypet HazHayeH DHCP-knneHTy.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.

ip dhcp ping count number

no ip dhcp ping count

number: (1..10)/2

OnpeaennTb KonnMyecTBo oTnpaeasembix ICMP-3anpocos.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

ip dhcp ping timeout time

no ip dhcp ping timeout

time: (300..1000)/500 mc

OnpeaenuTb TalMayT, B TedeHne Kotoporo DHCP-cepeep
0XMOAEeT OTBET C agpeca, Ha KoTopbli nonyyeH ICMP-3anpoc.

YCTaHOBUTb 3HaYeHMe MO YMOJIHAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu cmamu4yeckux adpecos DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOWN CTPOKM B pexxnume KOHPUrypaumm ctatuyeckmx agpecos DHCP-cepsepa:

console# configure

console (config) # ip dhcp pool host name
console (config-dhcp) #

Tabnnua 310 — KomaHgbl pexxuma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

address ip_address {mask |
prefix_length} {client-iden-
tifier id | hardware-ad-
dress mac_address}

no address

3apesepBupoBaTb IP-agpeca ansa DHCP-KknmeHTa BpyUHyto.

- ip_address — IP-aapec, KoTopblit 6ygeT conocTaBeH c
dU3NYECKMM apPECOM KINEHTA;

- mask/prefix_length — macka nogcetu/gnvHa npedukca;

- id — dusnyeckuit agpec (MaeHTUPUKaTOpP) ceTeBol KapTbl;
- mac_address — MAC-agpec.

Ypanutb 3apesepBupoBaHHble IP-agpeca.

client-name name

no client-name

name: (1..32) cumBosioB

Onpegenutb uma DHCP-knneHTa.

Ypanutb uma DHCP-KknuneHTa.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa

Bug 3anpoca KOMaHAHOM CTPOKU B pexkume KoHdpurypaumm nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool network name
console (config-dhcp) #

Tabnuua 311 — KomaHapl pexkuma KoHoUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

address {network_num-
ber | low low_address high
high_address} {mask | pre-
fix_length}

no address

YCTaHOBWUTb HOMEP MOACETM U MACKy NOACETU ANA Nyna
appecos DHCP-cepsepa.

- network_number — |P-appec Homepa NoAceTy;

- low_address — HavanbHbIN IP-agpec grMana3oHa afpecos;
- high_address — KoHeuHbIl IP-agpec Anana3oHa aapecos.
- mask/prefix_length — macka nogceTn/pavHa npedukca.

Ypanute KoHdurypauuto DHCP - nyna agpecos

lease {days [hours
[minutes]] | infinite}

no lease

—/1 peHb

Bpemsa apeHabl IP-aapeca, KOTOpbI HazHavyeH oT DHCP.
- infinite — Bpema apeHAbl He OrpPaHNYEHO;

- days — KONNYecTBo AHEW;

- hours — KonnyecTBo Yacos;

- minutes — KOIMYeCTBO MUHYT.

YCTaHOBUTb 3HaYeHME N0 YMOYAHWUIO.

ping enable

no ping enable

—/BbIKAOYEHA

BkntounTb nepeagavy ICMP-3anpocoB Ha Ha3Havaembill IP-
afpec, 4Tobbl NPOBEPUTL 3aHATOCTb agpeca, Npexae Yem OH
6yaeT HazHayeH DHCP-KnueHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyana DHCP-cepsepa u cmamuyeckux adpecos DHCP-cepsepa

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-dhcp) #
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Tabnunua 312 — KomaHabl pexxuma KoHdpurypaumm

KomaHoa

3HayeHue/3HayeHue
1o yMoA4YaHuro

Aelicmeue

default-router ip_ad-
dress_list

no default-router

Mo yMOAYaHMIO CNUCOK
MapLUpPyTU3aTOPOB He
onpegesneH.

OnpefenvTb CNMCOK MApLLPYTM3aTOPOB NO YMOAYAHUIO ANA

DHCP-knueHTa:

- ip_address_list — cnucok IP-aapecoB MapLupyTU3aTOPOB.,

MOKeT cofep)KaTb A0 8 3anuce, pasaeneHHbIx Npobesom.
' IP-agpec maplupyTuM3aTopa A0nXKeH 6bITb B TOM Ke
H noACceTH, YTO U KINEHT.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

dns-server ip_address_list

no dns-server

Mo ymonuyaHuio cnmucok
DNS-cepBepoB He
onpegeneH.

Onpegenntb cnucok DNS-cepBepoB, 4OCTYNHbIX ANA
knmueHTtos DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MoXeT
copepKaTb 40 8 3anuceit, pasgeneHHblx npobenom.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

domain-name domain

no domain-name

domain: (1..32) cumBonos

Onpegenntb gomeHHoe uma ana DHCP-knveHTOB.

YCTaHOBUTb 3Ha4YeHMe NO YMOHYAHMUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonuyaHuio cnmucok
WINS-cepsepos He
onpeaeneH.

Onpegenntb cnncok WINS-cepBepoB, AOCTYMHbIX ANA
knmentos DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos,
MOXKET CoAepPKaTb A0 8 3anunceit, pasaeneHHbIx npobesom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

netbios-node-type {b-node
| p-node | m-node | h-
node}

no netbios-node-type

Mo ymonuaHuio TMN y3na
NetBIOS He onpepeneH.

Onpegenutb TN y3na NetBIOS Microsoft ans KaneHToB
DHCP:

- b-node — WKNpOKOBELLATENbHbIN;

- p-node — TOYKa-TOYKa;

- m-node — KOMBUHNPOBAHHbIN;

- h-node — rmbpuaHbIi.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

next-server ip_address

no next-server

Mcnonb3yetca ana ykaszaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AO/IKEH bbITb
NoNy4YeH 3arpy3o4Hblit pain.

YCTaHOBUTb 3HaYeHMe No YMONYaHULO.

next-server-name name

no next-server-name

name: (1..64) cumBonos

Mcnonb3yetca ana ykasaHua DHCP-kaneHTy umsa cepsepa, €
KOTOPOro A0/KeH BbITb NONYYEH 3arpy304Hbli daiin.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

bootfile filename

no bootfile

filename: (1..128)
CMMBOJI0B

YKazaTtb umsa $aina, UCnosb3yemoro AN8 HayalbHOM
3arpy3ku DHCP-knueHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

time-server ip_address_list

no time-server

Mo ymonyaHumio cnmucok
cepBepoB He onpeaeneH.

OnpeaennTb CNUCOK CEPBEPOB BPEMEHMU, LOCTYMHbIX A5
KknmneHToB DHCP.

- ip_address_list — cnucok IP-agpecos cepBepoB BpeMeHw,
MOKET COAePKaTb A0 8 3anuceii, pasaeneHHbix npobenom.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

option code {boolean
bool_val | integer int_val |
ascii ascii_string | ip[-list]
ip_address_list | hex
{hex_string | none}} [de-
scription desc]

no option code

code: (0..255);
bool_val: (true, false);
int_val: (0..4294967295);
ascii_string: (1..160)
CMMBO/IOB;
desc: (1..160) cumBonos

Hactpoutb onuumm DHCP-cepsepa.

- code — Kog, onuuu DHCP-cepBepa;

- bool_val — noruyeckoe 3HayeHwe;

- integer — uenoe NoNOXKUTENbHOE YUCNO;
- ascii_string — cTpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecos;

- hex_string — cTpoKa B 16-om dopmarte.

Ypanute onuuun ana DHCP-cepsepa.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnuua 313 — KomaHabl pexkmma privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue feiicmeue
no yMOAYAHUIO
clear ip dhcp binding Yaanutb 3anucu U3 Tabaumubl COOTBETCTBUA GU3UUECKUX
{ip_address | *} a4pecoB M agpecos, BblaaHHbIX ¢ nyna DHCP-cepsepom:
o - ip_address — IP-agpec, HasHayeHHbIi DHCP-cepsepom;

- ¥ — yaanuTb Bce 3anucu.
show ip dhcp — MpocmoTpeTb KoHbUrypauun DHCP-cepsepa.
show ip dhcp excluded-ad- MpocmoTpeTb IP-agpeca, koTopble DHCP-cepsep He byaeT
dresses o Ha3Ha4aTb g1 DHCP-KAMeHTOB.
show ip dhcp pool host MpocmoTpeTb KoHOUIypauuio ana cTaTudeckux agpecos DHCP-
[in_address | name] name: (1..32) cepsepa:

CMMBO/IOB - ip_address — IP-agpec KAneHTa;

- name — uma DHCP-nyna agpecos.

show ip dhcp pool network MpocmoTpeTb KoHdUrypauuto DHCP-nyna agpecos DHCP-
name: (1..32)
[name] cepsepa:
CUMBOJI0B

- name — nma DHCP-nyna agpecos.
show ip dhcp binding MpocmoTpeTb IP-agpeca, KOTopble CONOCTaBAEHbI C
[ip_address] — dM3NYECKMMU a4 pecamm KNINEHTOB, a TaK e BPems apeHapl,

cnocob HasHavyeHua u coctoaHue IP-agpecos.
show ip dhcp server statis- MpocmoTpeTb ctatnctnky DHCP-cepsepa.
tics o
show ip dhcp allocated MpocmoTpeTb akTMBHbIe IP-agpeca, BbligaHHble DHCP-

o cepBepom.

[pumepbl 8bINOAHEHUS KOMAHO

= Hactpoutb DHCP-nyn ¢ umeHem test n ykasatb gna DHCP-KAneHTOB: uma gomeHa — test.ru, wnios
no ymon4yaHuto — 192.168.45.1 n DNS-cepsep — 192.168.45.112.

console#

console# configure

console (config) # ip dhcp pool network test

console (config-dhcp)# address 192.168.45.0 255.255.255.0
console (config-dhcp) # domain-name test.ru

console (config-dhcp) # dns-server 192.168.45.112

console (config-dhcp) # default-router 192.168.45.1

—_ — — —

5.32 KoHdurypauma ACL (cnucku KoHTponsa aoctyna)

ACL (Access Control List — cnucok KoHTposa goctyna) — Tabauua, KoTopas onpeaenseT npasuna
bunbTpaLmm BXxoaALWero n ucxoaaulero TpaduMka Ha OCHOBAHWKM MepenaBaemblX B MaKeTax MPOTOKO/OB,
TCP/UDP noprtos, IP-agpecos nan MAC-aapecos.

/ ACL-cnucku Ha 6ase IPv6, IPv4 u MAC-agpecoB He A0/KHbl MMEeTb OAMHaKOBble Ha3Ba-
HuA.

/ IPv6- 1 IPv4-cnnucku moryT pabotatb BMmecTe Ha ogHOM pusnueckom nHrepdeiice. CNUCoK
ACL Ha 6a3e MAC-agpecauum He MOXKeT COBMELL,ATbCA CO cnuckom IPv6. [lBa cnucka oau-

HAKOBOro TUMNa He MOryT paboTaTtb BMmecTe Ha UHTepdeiice.

KomaHgbl Ana co3faHua W pefakTMpoBaHus cnvckoB ACL AOCTYyMHbI B peume rnobanbHoM
KOHUrypaumum.
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KomaHObI pexcuma 210b6aabHol KOHGuU2ypayuu

KomaHaHan cTpoka B pexkume rnobasnbHOM KOHOUIypauum nmeeT BUA,:
console (config) #

Tabanua 314 — KomaHgbl Ana co3gaHma n KoHourypaumm cnuckos ACL

KomaHoa

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

ip access-list access_list
{deny | permit} {any |
ip_address [ip_ad-
dress_mask]}

no ip access-list access_list

ip access-list extended ac-
cess_list

no ip access-list extended
access_list

ipv6 access-list access_list
{deny | permit} {any |
ipv6_address [ipv6_ad-
dress_prefix]}

access_list: (0..32)

Co3paTtb cTaHAAPTHBIN cnncok ACL.

- deny — 3anpeTnTb NPOXOXKAEHNE NAKETOB C YKAa3aHHbIMMU
napameTtpamu;

- permit — pa3peLwwnTb NPOXOXKAEHME NAKETOB C
YyKa3aHHbIMW NapameTpamu.

YpanuTb cTaHgapTHbINA cnncok ACL.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPv4 1 BOITU B peXkuM ero KoHGUrypawmm (ecam crnmcok ¢
OaHHbIM UMEHEM eLLe He CO34aH), MMB0 BONTU B PEXUM
KOHUrypaLmm paHee CO34aHHONO CMCKa.

YaanuTb paclwmpeHHbin cnucok ACL ana agpecaumn IPv4.

Co34aTb HOBbIN pacwKpeHHbIN cnucok ACL ana agpecauun
IPV6.

- deny — 3anpeTuTb NPOXOXKAEHNE NAKETOB C YKa3zaHHbIMM
napameTpamu;

cMmBona - permit — paspewunTb NPOXOXKAEHME NAKETOB C

YKa3aHHbIMM NapameTpamu.

no ipv6 access-list ac- Ypanutb cTaHZapTHbIN cnncok ACL gna agpecauun IPv6.

cess_list

ipv6 access-list extended Co34aTb HOBbIN pacwmnpeHHbINn cnucok ACL ana agpecauunu

access_list IPV6 1 BOITM B peXMM ero KoHdUrypaumum (ecim cnucok c
JaHHbIM UMEHEM ellle He CO34aH), B0 BOWTU B PEXUM
KOHPUrypaLmm paHee CO34aHHONO CMCKa.

no ipv6 access-list ex- Y8anuTb paclumpeHHsbiii cnncok ACL ans agpecauun IPvb.

tended access_list

mac access-list extended Co3aaTtb HOBbIN cNUCOK Ha 6aze MAC-agpecaunun n BOMTU B

access_list peXunm ero KOHOGUrypaumm (ecnm CMcoK ¢ JaHHbIM UMEHEM
elle He co3aaH), IMb0o BOWTU B PEXKUM KOHOUTYpaLmn paHee
CO3/,aHHOrO CNMCKa.

no mac access-list ex- Yaanutb cnucok ACL Ha 6a3ze MAC-aapecauum.

tended access_list

access-list configuration YCTaHOBUTb peXxum KoHdurypuposaHua ACL.

mode {default | commit} - default — ACL moKHO pefaKkTMpOBaTb TO/IbKO TOrAa, Koraa
OH He NPMBA3aH HU K OgHOMY U3 MHTepdeicos. HacTpoikm

— /default npasua ACL npumeHatoTca HemeaneHHo.

- commit — ACL MOKHO pefaKTUpoBaTb, KOrAa OH NpuBA3aH
K dusnueckomy nnm VLAN nHtepdelicy. UsmeHeHun
BCTYNAloT B CUY NOCAE BbINONHEHWUA KOMaHAb! access-list
commit.

access-list commit

NMpumeHnTb n3meHeHna Bo Bcex ACL-cnuckax.

access-list commit {ac-
cess_list}

access_list: (0..32)
cumBona

MpumeHUTb n3MmeHeHns B onpegeneHHom ACL-cnucke.
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access-lists statistics { port
| vlan}

no access-lists statistics {
port | vlan}

—/BbIKAOYEHO

BKAounTb CTaTUCTMKY cnnckos ACL

- port — TonbKo ana cnnuckos ACL, npmBA3aHHbIX K

du3MYeCKMM UHTepdelcam;

- vlan — TonbKo ansa cnuckos ACL, NpuBA3aHHbIX K

nHTepdericam VLAN.

[Ona kommyTtatopos cepuu MES23xx BO3MOXKHO
V BKJ/IIOYEHME CTaTUCTUKK cnnckos ACL,

NPUBA3AHHbIX TONbKO K GpU3NYECKUM nopTam
WAU TONBKO K uHTepdeiticam VLAN.

BbIKNHOYMTbL CTaTUCTMKY cnnckos ACL.

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBOIA

BoWiTh B pexxum KoHbUrypauum time-range 1 onpegenuntb
BpPeMeHHble MHTepBasbl 419 CUCKa AocTyna.
- time_name — umsa npoduna HacTpoek time-range.

YaanuTe 3a8aHHy0 KOHGUrypaumio time-range.

Ona Toro 4tobbl

aKTnemsmnposatb cnuncok ACL,

NHTepdeiicom, MCNob3yIOLLMM CNIMCOK, MOXKeT BbiTb 60 nHTepdeiic Ethernet, nnbo rpynna nopTos.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, VLAN, epynnel nopmos

HeobxoaMmOo CBA3aTb €ero C uHTepdelicom.

KomaHaHas cTpoka B pexxume KoHourypauum nutepdeica Ethernet, VLAN, rpynnbl NOPTOB UMEET BUA,:

console (config-if) #

Tabnmua 315 — KomaHaa HasHauyeHua cnncka ACL-uHTepdeiicy

KomaHoa

3HayeHue/3HayeHue
no yMmoa4aHuo

Aeiicmeue

service-acl {input | out-
put} access_list

no service-acl {input |
output}

access_list: (0..32)
cumBoNa

B HacTpoiikax onpeaenéHHoro pusnyeckoro nHTepderica
NpWBA3aTb YKa3aHHbIM CMUCOK K AaHHOMY UHTepdelicy.

/ MpuBeA3Ka K MHTepdeiicy VLAN BO3MOKHa TO/IbKO
ONA HanpasaeHus input.

Ha nHTepdeiic MoKHO HasHaunTb TonbKo Extended
ACL.

MNop aeiictBue ACL, HasHauyaemoro Ha interface
vlan, nonagaet He TONbKO MapLIPYTU3UPYEMDbIIA
TpaduK, HO U TPAadUK BHYTPU ceTU.

MNop aeiicteue ACL, HasHauyaemoro Ha interface
vlan, nonagaert Becb BXOAALLMIA B NOPTbI TPAadUK B
paHHou VLAN.

EEEE

YpanuTb CNMCOK C HTepdeiica.

KomaHOob! pexcuma privileged EXEC

KomaHaHan cTpoka B perkume privileged EXEC nmeet sua;

console#
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Tabnunua 316 — KomaHabl aAna npocmoTpa cnnckos ACL

3HayeHue/3HayeHue

KomaHoa Aelicmeue
o ymon4aHuio

show access-lists [ac- Moka3saTb cnuckun ACL, co3gaHHble Ha KOMmyTaTope.
cess_list] .

- access_list: (0..32)
show access-lists cUMBONA MokasaTb cnucku ACL, co3aaHHble Ha KOMMYTaTope, KOTopble B
time-range-active [ac- HacTosLLee Bpems ABAAIOTCA aKTUBHbIMU.
cess_list]
show interfaces access-lists ) Mokasatb cnucku ACL, HasHaueHHble UHTepdeiicam.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); e
glgabite! gLp te_port: (1..8/0/1..24);
tengigabitethernet -

fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);

te_port | fortygigabitether-
net fo_port | port-channel
group | vlan vian_id]

ck::ar a.ccess lists cgunters gi_port: (1..8/0/1..48); O6HYNUTb BCE CYETUMKM Enwcms ACL, nMb0 cYETUMKM ANA CMIUCKOB
[gigabitethernet gi_port | ACL 3apgaHHoOro nHtepdelica.

.. te_port: (1..8/0/1..24);
tengigabitethernet

L fo_port: (1..8/0/1..4);
te_port | fortygigabitether- aroup: (1..48);
n r rt-channel !
et fo_port | port-channe vian_id: (1..4094)

group | vlan vian_id]

show interfaces access-lists MoKa3aTb CYETUMKM CNMUCKOB A0CTyNa.

trapped packets [giga- gi_port: (1..8/0/1..48);

bitethernet gi_port | tengi- te_port: (1..8/0/1..24);

gabitethernet te_port | for- fo_port: (1..8/0/1..4);

tygigabitethernet fo_port | group: (1..48);

port-channel group | vlan vlan_id: (1..4094)

vian_id]

clear access-lists statistics — OuncTUTb CTaTUCTURY cnmckos ACL.

show access-lists candi- MoKasaTb cocTosiHMe Bcex ACL-CMMCKOB NOC/ie BbINOAHEHNA
date-config - KOMaHAbl access-list commit.

show access-lists candi- access_list: (0..32) MNokasaTtb coctosHuMe onpeaeneHHoro ACL-cnucka nocne
date-config {access_list} cMmBoNna BbINO/IHEHUA KOMaHAbl access-list commit.

show candidate-config ac- MokasaTb, KaK 6yayT BbirnaaeTs ACL-cnucku B show running-
cess-list - config nocne BbInoNHEeHWA KOMaHAb! access-list commit.

KomaHOowbi pexcuma EXEC

KomaHgaHan cTpoka B pexkume EXEC umeet supa;

console#

Tabnunua 317 — KomaHab! ana npocmoTpa cnnckos ACL

3HavyeHue/3Ha4yeHue .

KomaHoa / Aelicmeue
o ymon4yaHuro

show time-range MokasaTtb KoHUrypaumio time-range.

[time_name]

5.32.1 KoHndpueypayusa ACL Ha 6a3e IPv4

B paHHOM pasgene npuBedeHbl 3HAYEHMA U OMUCAHMA OCHOBHbIX MAapPaMEeTPOB, WUCMOJIb3yeMbIX B
COCTaBe KOMaHg, HacTporKKu cnnckoB ACL, 0CHOBaHHbIX Ha agpecauum IPv4.
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CospgaHne n BXo4 B pexum pegaktuposaHuAa cnuckos ACL, OCHOBaHHbIX Ha agpecauun [Pv4,
OCyLLeCcTBNAETCA NO KOMaHAe: ip access-list extended access-I1ist. Hanpumep, ana cosgaHua
cnucka ACL nopa Ha3BaHuem EltexAL Heo6xoaMMO BbINONHUTL Cheaytolme KOMaHabl:

console#

console# configure
console (config)# ip access-list extended EltexAL
console (config-ip-al)#

..~

Mpu ogHOBpPEeMeHHOM UCMONAb30BaHUKM Npasun ¢ napamerpom offset-list u npasun c na-
pametpom UDP/TCP-nopt (permit/deny tcp/udp any src_tcp/udp_port any dst_tcp/
udp_port) cywecresyer annapatHoe orpaHuyeHue. [1na Ux coBmecTHoi pa6oTbl Heo6xo-

AUMo npu cosgaHum offset-nucra, NOoMMMo HyXHbIx 6aiiToB, yKasaTtb 6aitbl TCP/UDP-
noptos 13 L4-3aronosKa.

Tabnumua 318 — OcHOBHbIE NapaMeTPbl, UCNO/Ib3YEMbIE B KOMaHAAX

Mapamemp

3HavyeHue

Aelicmeue

permit

Co3paTb paspewatollee npasuao ¢punbTpauum B cnmcke ACL.

deny

Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.

protocol

NpoTOKON

Mone npegHasHa4YeHo ANA YKasaHUA NPoToKona (Mam Bcex
NPOTOKON0B), Ha OCHOBE KOTOPOro ByAeT ocyLiecTBaseTcA
dunbTpaymsa. Mpu BblbOpe NPOTOKOIA BOSMOXKHbI Cieaytowme
BapuaHTbl: icmp, igmp, ip, tcp, egp, igp, udp, hmp, rdp, idpr, ipv6,
ipv6:rout, ipv6:frag, idrp, rsvp, gre, esp, ah, ipv6:icmp, eigrp, ospf,
ipinip, pim, 12tp, isis, ipip, 1Mb60 YMcnOBOE 3Ha4YEeHWe NPOTOKOA, B
AunanasoHe (0-255).

[na cootBeTcTBUA NIOOOMY NPOTOKOY MCNOb3yeTcA 3HaYeHue IP.

source

aapec UCTOYHUKaA

Onpegenntb IP-agpec ncTouHMKA NakeTa.

source_wildcard

wildcard-macka agpeca
WUCTOYHMKA

BuTtoBaa macka, npumeHsaemas K IP-agpecy UCTOYHMKA NaKeTa.
Macka onpegenset 6uTbl IP-agpeca, KoTopble He06X0AMMO
MTHOPUPOBATb. B 3HaYEHMA UTHOPUPYEMbIX BUTOB A0/IXKHbI ObITb
3anucaHbl egMHULbl. Hanpumep, MCNob3ya MacKy, MOXHO
onpeaennTb gna npasmna unbTpaumm IP-cetb. Ytobbl 06aBUTL B
npasuao punbtpaumm IP-cetb 195.165.0.0, Heob6xo0AMMO 3a43aTb
3HayeHue mackn 0.0.255.255, To ecTb COriacHO AaHHOW mMacke
nocnegHue 16 6ut IP-agpeca 6yayT UrHOPUPOBATLCA.

destination

aapec HasHa4yeHnAa

Onpegenutsb IP-agpec Ha3HavYeHUA NakeTa.

destination_wildcard

wildcard-macka agpeca

ButoBas macka, npumeHaemas K IP-agpecy HasHaueHUa nakeTa.
Macka onpegenset 6utbl IP-agpeca, KoTopble HeobxoaAMMO
UrHopMpoBaTb. B 3HaUeHWA UTHOPUPYyeMbIX GUTOB A0NKHbI ObITb

HasHayeHuA
3anucaHbl egMHNULBI. Macka MCNOoAb3yeTCA aHaZI0rMYHO Macke
source_wildcard.
vlan vlan: (1..4094) Onpegenntb VLAN, ana KoToporo 6yaeT npuMeHsaTbCA NPaBuiio.
dscp dscp: (0..63) Onpeaenntb 3HauyeHne DSCP-nons diffserv.
precedence precedence: (0..7) Onpegenntb NnpuoputeT IP-Tpaduka.
time_name time_name: (0..32) Onpeaenntb KOHOUIypaLUnIo BpEMEHHbIX MHTEPBA/IOB.

CMMBOJ1I0B
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icmp_type

TMN cCO0bLLEHMA
npotokona ICMP

Ucnonbsyetca ana ¢unbtpaumm ICMP-nakeToB. Bo3MOXKHbIe TUMbI
coobuweHunin nonsa icmp_type: echo-reply, destination-unreachable,
source-quench, redirect, alternate-host-address, echo-request,
router-advertisement, router-solicitation, time-exceeded,
parameter-problem, timestamp, timestamp-reply, information-
request, information-reply, address-mask-request, address-mask-
reply, traceroute, datagram-conversion-error, mobile-host-
redirect, mobile-registration-request, mobile-registration-reply,
domain_name-request, domain_name-reply, skip, photuris, nnéo
yncnosoe 3HayYeHue Tuna coobueHus, B AManasoHe (0-255).

icmp_code

icmp_code: (0..255)

Kog coobuweHunin npotokona ICMP, ncnonbayembit ana
dunbTpaymm ICMP-nakeToB.

igmp_type

TMN cOObLEeHMA
npotokona IGMP

Tun coobuweHnin npoTokona IGMP, ucnonbsyemblit gns
dunbTpaymm naketos IGMP. Bo3amoxkHble TUNbl coobweHnin nons
igmp_type: host-query, host-report, dvmrp, pim, cisco-trace, host-
report-v2, host-leave-v2, host-report-v3, nMbo YncnoBoe 3HayeHne
TMna coobuieHus, B ananasoHe (0—-255).

destination_port

UDP/TCP-nopt
Ha3Ha4veHUnA

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3morKHble 3HaueHua nona TCP-nopra: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7), finger
(79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc (194),
klogin (543), kshell (544), Ipd (515), nntp (119), pop2 (109), pop3
(110), smtp (25), sunrpc (1110, syslog (514), tacacs-ds (49), talk
(517), telnet (23), time (37), uucp (117), whois (43), www (80);
Ons UDP-nopra: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver (42),
netbios-dgm (138), netbios-ns (137), on500-isakmp (4500), ntp
(123), rip (520), snmp (161), snmptrap (162), sunrpc (111), syslog
(514), tacacs-ds (49), talk (517), tftp (69), time (37), who (513),
xdmcp (177).

JIn6o uncnosoe 3HayeHune (0— 65535).

list_of_flags

¢dnaru npotokona TCP

Ecnun ans ycnosua dunbtpaummn onar 4oaKeH 6biTb yCTaHOB/EH, TO
nepes HUM CTaBUTCA 3HAK «+», €CAN He LO/KeH bbITb YCTaHOB/EH,
TO «-». BO3MOXXHble BapuaHTbl dnaros: +urg, +ack, +psh, +rst,
+syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin. Mpu ncnonbszosaHmm
HECKOJIbKMX $GN1aros B ycnosmu puabTpaumm, dnarv oobveanHatoTca
B OZHY CTPOKy 6e3 npobenos, Hanpumep: +fin-ack.

disable_port

BbIKNtOUMTb NOPT, C KOTOPOTo ObIN NPUHAT NAKET,
YO,0BNETBOPAOLWMI yCI0BUAM Nt060M U3 KoMaHZ 3anpeTa deny, B
cocTaBe KOTOpoit 6b110 onncaHo nosne.

log_input

BKNOUUTL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHDIN XKYPHaA NPU NOJYYEHUN NaKeTa, KOTOPbIi
COOTBETCTBYET 3amnucHu.

offset_list_name

offset_list_name: (0..32)

3a4aTb UCMO/Ib30BaHMeE CNUCKA WabnoHOB Nosb3oBaTens o
pacnosHaBaHWA nakeTos. Jna kaxpaoro cnucka ACL moxxer 6bITb

CUMBOJI0B o
onpezeneH CBOM CNUCOK WabaoHoB.
ace-priority MHAeKc 3a4aeT NofoKeHMe NpaBuaa B CMIUCKE U ero
ace-priority: npuopuTeT. Yem meHblle UHAEKC — TeM NpUuoputeTHee

(1..2147483647)

npaBuao. 3HaYeHne MHAEKCA JOMKHO ObITb YHUKAZbHBIM B
pamKax cnucka npasua B ogHom ACL.

Ona sbibopa Bcero AnanasoHa napamertpos, Kpome dscp u IP-precedence, ucnonb3yerca

Ecnn naket nonapgaet nop, Kputepuit npasuna B ACL, To Hag HUM BbINONHAETCA AeiicTBUe

V,, napamerp «any».

atoro npasuna (permit/deny). JanbHeliwan npoBepKa He NPOU3BOAUTCA.
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Y
v

Ecnn Ha uHtepdeiic HasHaueHbl IP 1 MAC ACL, To nepBoHauyasnbHO NakeT 6ygeT nposepeH
Ha cootBeTcTBUe npasunaam IP ACL, notom — MAC ACL (B cnyyae, ecam He nonagert noa
peiictBue HU ogHoro u3 npasun IP ACL).

Ecnn nocne nposepku Ha cootBeTcTBue npasunam IP unn MAC ACL (Korga 1 ACL HasHauyeH
Ha uHtepdeiic) uam IP 1 MAC ACL (Koraa 2 ACL HasHauyeHbl Ha UHTepdeiic) NakeT He nonan

nog, AeMcTBMe HM O4HOrO U3 NPaBUA, TO K AaHHOMY nakeTy 6yaeT npumeHeHo aeiictBue

“deny any any”.

Tabnnua 319 — KomaHabl, ucnonb3yemble ana Hactpoiikn ACL-cnnckoB Ha ocHoBe IP-agpecaunn

KomaHda

Aeiicmeue

permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name] [ace-priority
index]

[06aBuTb paspeLuatoLLyto 3anncb GUAbLTPAL MM ANA NPOTOKONA.
lMaKeTbl, OTBEYalOLLMeE yCNoBUAM 3anucK, ByayT obpabaTbiBaTbeA
KOMMYTaTOPOM.

no permit protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp | prece-
dence precedence] [time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit ip {any | source_mac source_mac_wildcard}

{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name] [ace priority in-
dex]

[06aBuTb paspeLuatoLLyto 3anncb GuabTpaLmMmM Ans npoTokona IP.

MakeTbl, OTBEYAtOLLME YCAOBUAM 3anucK, byayT obpabaTbiBaTbCA
KOMMYTaTOPOM.

no permit ip {any | source_mac source_mac_wildcard}
{any | destination_mac destination_mac_wildcard}

{any | source_ip source_ip_wildcard} {any | destina-
tion_ip destination_ip_wildcard} [dscp dscp | precedence
precedence] [time-range range_name]

YAanuTb CO34aHHYIO paHee 3anuch.

permit icmp {any | source source_wildcard}{any | desti-
nation destination_wildcard} {any | icmp_type}{any |
icmp_code} [dscp dscp | ip-precedence precedence]
[time-range time_name] [ace-priority index] [offset-list
offset_list_name] [vlan vian_id]

[o6aBuTb paspeluatoLLyo 3anmcb GuUabTpaLum gns NpoToKona
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit icmp {any | source source_wildcard}{any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | ip-precedence prece-
dence] [time-range time_name] [offset-list off-
set_list_name] [vlan vian_id]

Y[annTb CO34aHHYI0 paHee 3anuch.

permit igmp {any | source source_wildcard} {any | desti-
nation destination_wildcard} [igmp_type] [dscp dscp |
precedence precedence] [time-range time_name]
[ace-priority index]

[06aBuTb paspeLuaoLLyto 3anuck GuabTpaLumn Ana NpPoToKoNa
IGMP. MakeTbl, OTBEYAIOLLME YCOBUAM 3anucK, byayt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anucb.

permit tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name] [ace-priority index]

[06aBunTb paspeLuaroLLyto 3anucs GUabTPaLUmM Ana NPoToKoNa
TCP. MakeTbl, OTBEYAOLME YCIOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit tcp {any | source source_wildcard } {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [match-all list_of flags] [time-range
time_name]

YaanuTb co3aaHHYI0 paHee 3anuchb.
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permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[o6aBuTb paspeLuaroLLyto 3anuce GuabTPaLUmM 418 NpoToKoNa
UDP. NakeTbl, 0OTBEYatOLME YCNOBMAM 3anucu, byayTt
06pabaTbiBaTbCA KOMMYTATOPOM.

no permit udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input] [ace-priority index]

[o6aBuTb 3anpeLyatoLLyto 3anucb GuUabTPaLMK ANA NPOTOKOAA.
MaKeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, ByayT 610KMpoBaTLCA
KommyTaTopom. Mpu ncnonb3osaHum Kntovesoro cnosa disable-
port pusnyecknin MHTepdEenc, NPUHABLUNI TaKoW NaKeT, byaeT
BbIK/OYeH. Mpu ncnonbsoBaHMK Katoyesoro ciosa log-input
6yAeT oTNpaB/eHO coobLLeHMe B CUCTEMHBIV KypHan.

no deny protocol {any | source source_wildcard} {any |
destination destination_wildcard} [dscp dscp |
precedence precedence] [time-range time_name]
[disable-port | log-input]

YLanuTb CO34aHHYI0 paHee 3anucsb.

deny ip {any | source_ip source_ip_wildcard} {any | des-
tination_ip destination_ip_wildcard} [dscp dscp | prece-
dence precedence] [time-range range_name] [disa-
ble-port | log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmcb GuUabTpaLmmn 4na npoTokona IP.
MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT 610KMpoBaTbCA
KommyTaTopom. Mpu ncnonb3osBaHuu Knovesoro cnosa disable-
port pusnyecknin HTepdenc, NPUHABLUNI TaKoW NaKeT, byaet
BbIK/tOYeH. MpY NCNoab30BaHMM Katouesoro ciosa log-input
byneT oTNpaBAEHO COObLEHME B CUCTEMHDIN KYPHa.

no deny ip {any | source_ip source_ip_wildcard} {any |
destination_ip destination_ip_wildcard} [dscp dscp |
precedence precedence] [time-range range_name] [disa-
ble-port | log-input]

YAanuTb CO34aHHYIO paHee 3anuch.

deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmcb GUAbTPaLmMmM 414 NPOTOKONa
ICMP. MakKeTbl, OTBEYAOLLME YCIOBUAM 3anucK, byayt
6710KMpPOBaTLCA KOMMYTATOPOM. [PK UCNOIB30BAHUK K/THOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLINIA TaKoM
nakeT, byaeT BblK/AtoYeH. Mpy MCNoNb30BaHWUM KAKOYEBOTO C10BA
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny icmp {any | source source_wildcard} {any |
destination destination_wildcard} {any | icmp_type}
{any | icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[06aBunTb 3anpeLyatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
IGMP. MakKeTbl, 0TBEYalOLLME YCOBUAM 3anucK, byayt
6710KMPOBATLCA KOMMYTATOPOM. MPU MCNOL30BAHUM K/HOYEBOTO
cnosa disable-port dbusnuecknin uHTepdeinc, NpUHABLIKIA TaKoM
nakeT, byaeT BbIkAtoYeH. Mpu CNoNb30BaHWUM KAKOYEBOTO C/10Ba
log-input 6yaeT oTnpaBneHo coobLLeHNE B CUCTEMHBII KYPHa.

no deny igmp {any | source source_wildcard} {any |
destination destination_wildcard} [igmp_type] [dscp
dscp | precedence precedence] [time-range time_name]
[disable-port | log-input]

Y[annTb CO34aHHYI0 paHee 3anuch.

deny tcp {any | source source_wildcard}{any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[ace-priority index] [disable-port | log-input]

[ob6aBuTb 3anpeLyatoLLyto 3anncb GUabTPaLMK ANA NPOTOKoNA
TCP. MakeTbl, OTBEYAIOLLME YCAOBUAM 3anucK, byayT
6/10KMPOBATHCA KOMMYTATOPOM. MPU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dusnyecknii nHTepdelic, NPUHABLLMIA TaKoM
nakert, 6yAeT Bblk/AtouYeH. [py NCNoAb30BaHUM KOYEBOTO C0BA
log-input 6yaeT oTnpaBneHo coobLLEHNE B CUCTEMHBIIN KYPHa.

no deny tcp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence prece-
dence] [match-all list_of flags] [time-range time_name]
[disable-port | log-input]

YaanuTb co34aHHYI0 paHee 3anuchb.
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deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]
[disable-port | log-input]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbLTPaLMK AN NPOTOKONA
UDP. NakeTbl, OTBEYatOLME YCNOBMAM 3anucu, byayt
6/10KMPOBATLCA KOMMYTATOPOM. [1PU UCMONB30BAHWUM K/HOYEBOTO
cnosa disable-port dpusnuecknin nnTepdeinc, NpMHABLIKIA TaKoM
nakert, 6yAeT BbIK/AOYEH. [pY MCNONb30BAaHUM K/IHOYEBOTO C/10Ba
log-input 6yaeT oTNpaBneHO cOOBLLEHME B CUCTEMHbIN XKYPHaI.

input]

no deny udp {any | source source_wildcard} {any |
source_port} {any | destination destination_wildcard}
{any | destination_port} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port | log-

Y[anuTb cO34aHHYI0 paHee 3anuch.

value} ...

offset-list offset_list_name {offset_base offset mask

Co3AaTb CNUCOK WabaoHOB Nonb3oBaTeNs C UMeHem name. Umsa
MOKET BK/ItoYaTb OT 1 0 32 cumBOIOB. B 0gHOM KOMaHAe MOXKeT
copepKaTbCs 40 TPMHAALATH WAbAOHOB B 3aBUCUMOCTM OT
BbIGPAHHOrO peXmnma HaCTPOIMKKM CNUCKOB AO0CTyNa (KomaHAaa set
system mode), BKtoYalOLWMX Caeaytolme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HAaYeHUA:

I3 — Hayano cmelleHmMA ¢ Havana IP-3aro10BKa;

14 — Hayano cmelleHus ¢ KoHua IP-3arosioBKa.

- offset — cmeleHne baliTa faHHbIX B Npeaenax nakeTa.
ba3oBoe cmelleHe NpUHUMaETCA 33 HaYano oTcYeTa;

- mask — macka. B aHann3e nakeTa NPUHMMALOT y4acTUe TOIbKO
Te paspAaabl baiTa, ANA KOTOPbIX B COOTBETCTBYIOLUMX pPa3paaax
Macku 3agaH ‘0’;

- value — NCKOMOE 3HauyeHue.

no offset-list offset_list name

YLanuTb CO34aHHbIN paHee CNUCOK.

access-list commit

MpumeHnTb nsmeHeHuna 8 ACL-cnmcke.

5.32.2 Konopuzypayusa ACL Ha 6a3e IPv6

B AaHHOM pa3sgene npuBefeHbl 3HAYEHMSA U OMMCAHMA OCHOBHbIX MapameTpoB, MCMNO/b3yeMbIX B
cocTaBe KOMaHA, HacTpoiiku cnnckos ACL, ocHoBaHHbIX Ha agpecaunun IPve.

Co3gaHve M BXog4, B pexuMM pefakTMposBaHuA cnvckoB ACL, OCHOBaHHbIX Ha agpecaumn IPv6,
OCyLLeCTBAAETCA MO KOMaHAe: ipv6 access-list access-1ist. Hanpumep, gna cosganua cnmcka ACL
nog, HassaHMem MESipv6 He06X0AMMO BbINOAHUTbL CleAytoLwmMe KOMaHAbI:

console#

console# configure
console (config)# ipv6é access-list extended MESipvé
console (config-ipve-al) #

Tabanuya 320 — OcHoOBHbIE NApPaMeTpPbl, UCMOIb3yeMble B KOMaHAAX

Mapamemp

3HayeHue

Aeiicmeue

permit

Co3aaTb paspelatoLee npasuao ¢puabTpauum B cnmcke ACL.

deny

Cospaatb 3anpeuiatouee npasmao ¢puabtTpauum s cnvcke ACL.

protocol

NpoOTOKOA

Mone npeaHasHayeHo ANA YKasaHWA NPOTOKoNa (Mau Bcex
NPOTOKO/I0B), Ha OCHOBE KOTOPOro ByZeT ocyLLecTBAAETCA
dunbTpaums. Mpu BbiIbope NPOTOKOA BO3MOXKHbI CeaytoLme
BapuaHTbl: icmp, tcp, udp, 1Mbo YUncnoBoe 3HAYEHNE NPOTOKONA
— icmp (58), tcp (6), udp (17).

[na cootBeTcTBUA N1OBOMY NPOTOKONY UCNOb3YyeTCA 3HaYEHNe
IPv6.

source_prefix/length

agpec otnpasuTena n ero

Onpegenuts IPv6-agpec n gavHy npedukca cetn (0-128)

ANVHa (konmyecTBO CTaplUNX BUT afpeca) UCTOUHMKA NaKeTa.
destination_prefix/length afpec Ha3HayeHuA 1 ero Onpegenuts IPv6-agpec n ganHy npedukca cetm (0-128)
ANvHa (konuuecTBo cTaplnx 6BUT agpeca) Ha3HaYeHUA NakeTa.
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dscp dhcp: (0..63) Onpegaenntb 3HauyeHne DSCP-nona diffserv.
precedence precedence: (0..7) Onpegenntb npuopuTeT IP-Tpadumka.
time_name time_name: (1..32) OnpeaennTb KOHOUrypaLUnio BpeEMEHHbIX MHTEPBAJIOB.
CMMBONOB
icmp_type Ucnonbsyetca ana ¢punbtpaumm ICMP-nakeToB. Bo3moXKHble
TUMbI U YUCNOBbIE 3HAYEHUA COOBLLEHNIA Noasa icmp_type:
destination-unreachable (1), packet-too-big (2), time-exceeded
TMN cO0bLLEeHMA
npoTokona ICMP (3), parameter-problem (4), echo-request (128), echo-reply
(129), mld-query (130), mld-report (131), mldv2-report (143),
mld-done (132), router-solicitation (133), router-advertisement
(134), nd-ns (135), nd-na (136).
icmp_code icmp_code: (0..255) Ucnonbsyetca ana ounbtpaumnmn ICMP-nakeTos.

destination_port

UDP/TCP-nopt
Ha3HaueHuna

source_port

UDP/TCP-nopT MCTOYHUKA

Bo3morKHble 3HayeHus nona TCP-noprta: bgp (179), chargen (19),
daytime (13), discard (9), domain (53), drip (3949), echo (7),
finger (79), ftp (21), ftp-data (20), gopher (70), hostname (42), irc
(194), klogin (543), kshell (544), Ipd (515), nntp (119), pop2
(109), pop3 (110), smtp (25), sunrpc (1110, syslog (514), tacacs-
ds (49), talk (517), telnet (23), time (37), uucp (117), whois (43),
www (80);

Ona UDP-noprTa: biff (512), bootpc (68), bootps (67), discard (9),
dnsix (90), domain (53), echo (7), mobile-ip (434), nameserver
(42), netbios-dgm (138), netbios-ns (137), on500-isakmp (4500),
ntp (123), rip (520), snmp (161), snmptrap (162), sunrpc (111),
syslog (514), tacacs-ds (49), talk (517), tftp (69), time (37), who
(513), xdmcep (177).

JInbo uncnosoe 3HauyeHue (0 - 65535).

list_of_flags

¢dnarun npotokona TCP

Ecnu pns ycnosua dunbtpaumm dnar AoKeH ObiTb YCTAHOBEH,
TO Nnepes, HUM CTaBUTCA 3HAK «+», €C/IN He A0/KeH BbITb
YCTaHOB/IEH, TO «-». BO3MOKHble BapuaHTbl dpnaros: +urg, +ack,
+psh, +rst, +syn, +fin, -urg, -ack, -psh, -rst, -syn u -fin.

disable-port

BbIKNHOUYMTb NOPT, C KOTOPOTO BbIN MPUHAT NaKeT,
Y4,0BNETBOPAOLWMIA ycioBUAM Ntoboli 3 KomaHz 3anpeTa deny,
B COCTaBe KoTopoit 6bia10 onncaHo none.

log-input

BKNOUUTL OTNPaBKY MHPOPMALLMOHHBIX COOOLLEHMI B
CUCTEMHbIN KYpPHaN Npu NoJyYeHUM NakeTa, KOTOpPbIi
COOTBETCTBYET 3anncHu.

ace-priority

ace-priority:
(1..2147483647)

WHaekc npasuna B Tabsmue. Yem meHblUe MHAEKC — Tem
npuopuTeTHEE NPaBUNO. 3HaYeHe MHAEKCA LOKHO BbiTh
YHUKaNnbHbIM B pamMKax Cru1cka npasua B ogHom ACL.

V Dna Bblbopa Bcero guanasoHa napameTpos, Kpome dscp u IP-precedence ucnonb3syercs

napameTp «any».

V‘ Mocne TOro, Kak xota 6bl 0gHA 3anucb gobasaeHa B cnucok ACL, nocnegHMMM B CIUCOK
[obaenaATcA 3anucm:
permit-icmp any any nd-ns any
permit-icmp any any nd-na any
deny ipv6 any any
[Be nepBble U3 HUX pa3peLLaloT NOUCK coceaHUX IPV6-yCTPOMCTB C NOMOLLbIO NPOTOKOA
ICMPvV6, a nocnheaHAAa O3Ha4YaeT UTHOPUPOBAHUE BCEX NAKETOB, HE YA0BAETBOPAIOLLUX
ycnosuam ACL.

Tabnunua 321 — KomaHabl, Mcnonb3yemble ana HacTpolikn ACL cnnckos Ha ocHoBe IPv6-aapecaunm

KomaHoa

Aelicmeue

permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [ace-priority index]

[l06aBuTb paspelualoLLyto 3anncb GunbTpaLum ana
npoTokona. MakeTbl, OTBEYaloLLME YCNOBUAM 3anucu, byayT
06pabaTbiBaTbCA KOMMYTATOPOM.
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no permit protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name]

Ypanutb CO34aHHYIO paHee 3anunchb.

permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKoNa
ICMP. MaKeTbl, OTBEYatloLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type} {any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]
[ace-priority index]

[o6aBuTb paspeluatoLyto 3anncb GUabTPaLMK ANA NPOTOKoNa
TCP. MakeTbl, OTBEYAlOLLME YCAOBUAM 3anucK, byayTt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit tcp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [match-all list_of flags]

YaanuTb co3aaHHyIo paHee 3anuch.

permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name] [ace-priority index]

[o6aBunTb paspeLuatoLLyto 3anmcb GUAbTPaLMK 414 NPOTOKONA
UDP. MakeTbl, OTBEYaloLME YCNOBUAM 3anucu, byayt
06pabaTbiBaTbCA KOMMYTAaTOPOM.

no permit udp {any | source_prefix/length} {any |
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[time-range time_name]

Y4anuTb CO34aHHYI0 paHee 3anuchb.

deny protocol {any | source_prefix/length} {any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o06aBuTb 3anpeLyatoLLyto 3anucb GuabTpauum ansa
npoTokona. MakeTbl, OTBEYalOLMe YCNOBUAM 3anuncu, byayT
610KMPOBATHCA KOMMYTaTOPOM. MpK UCNONB30BaHUK
Kntoyesoro cnoBa disable-port pusnuecknin MHTEpdEic,
NPUHABLUKNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV XKypPHa.

no deny protocol {any | source_prefix/length}{any |
destination_prefix/length} [dscp dscp | precedence
precedence] [time-range time_name] [disable-port |
log-input]

Ypanutb co3gaHHyo paHee 3anucob.

deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]
[ace-priority index]

[06aBuTb 3anpeLyatoLLyto 3anucb GUAbTPaLLMM AN NPOTOKONA
ICMP. MaKeTbl, OTBEYalOLLME YCIOBUAM 3anucK, byayt
610KMPOBATLCA KOMMYTaTOPOM. MpPU NCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckunin MHTepoeiic,
NPUHABLUNIA TaKoW NakeT, byaeT BbikAtoueH. Mpu
MCNoNb30BaHMM KNtoYeBoro cnosa log-input 6yaer
OTNpPaBAEHO COObLEHNE B CUCTEMHDIV XKypPHa.

no deny icmp {any | source_prefix/length} {any |
destination_prefix/length} {any | icmp_type}{any |
icmp_code} [dscp dscp | precedence precedence]
[time-range time_name] [disable-port | log-input]

Ypanutb co3gaHHyo paHee 3anuncob.

deny tcp {any | source_prefix/length} {any | source_port}
{any | destination_prefix/length} {any | destination_port}
[dscp dscp | precedence precedence] [match-all

list_of flags] [time-range time_name] [disable-port |
log-input] [ace-priority index]

[o6aBunTb 3anpeLatoLLyto 3anmce GUAbTPaLMM ANA NPOTOKONA
TCP. MakeTbl, OTBEYAOLWME YCIOBMAM 3anucu, byayt
610KMPOBATLCA KOMMYTATOPOM. MpPK UCNOb30BAHMM
Kntoyesoro cnosa disable-port dpusnyeckunin nHTepoeiic,
NPWHABLUWI TaKOW NaKeT, byaeT BbikAYeH. Mpu
MCNONb30BaHWUM KAtoYeBoro cno.a log-input 6yaet
OTNPaBAEHO COOBLEHME B CUCTEMHDIN KYpHa.
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no deny tcp {any | source_prefix/length} {any | Y8anuTb Co34aHHYI0 paHee 3anuch.
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

deny udp {any | source_prefix/length} {any | source_port} [o6aBunTb 3anpeLyatoLLyto 3anucb GUAbTPaLMM ANA NPOTOKONA
{any | destination_prefix/length} {any | destination_port} UDP. MakeTbl, OTBEYaloLMe YCAOBUAM 3anucK, byayTt

[dscp dscp | precedence precedence] [match-all 610KMPOBATHCA KOMMYTaTOPOM. MpU UCNOABb30BaHUK

list_of flags] [time-range time_name] [disable-port | kntoyesoro cnosa disable-port dpusnyecknin nHtepoeiic,
log-input] [ace-priority index] NPWHABLUKNI TaKoW NaKeT, byaeT BbikAYeH. Mpu

MCNo/b30BaHMK KatoueBoro cnoBa log-input 6yaer
OTNPaBAEHO COOBLIEHNE B CUCTEMHbIN KypHa.

no deny udp {any | source_prefix/length} {any | YaanuTb co34aHHyo paHee 3anuch.
source_port}{any | destination_prefix/length} {any |
destination_port} [dscp dscp | precedence precedence]
[match-all list_of flags] [time-range time_name]
[disable-port | log-input]

offset-list offset_list_name {offset_base offset mask value} Co34aTb CNUCOK Wab/I0HOB NO/Ib30BaATENA C UMEHEM name.
Mma moxeT BkAtoYaTb oT 1 4o 32 cumBonoB. B oaHoM
KOMaHZAE MOET coAepKaTbCA A0 TPMHAALATU LWabnoHOB B
3aBMCMMOCTM OT BbIOPAHHOTO PEXMMA HACTPOMKM CMUCKOB
AocTyna (komaHaa set system mode), BKAto4atoLwmx
cnepyolme napameTpbi:

- offset_base — 6a3oBoe cMmelleHMe. BO3MOXKHbIe 3HaYEeHUA:
I3 — Hayano cmeleHUs ¢ Havana IPv6-3aronoBKa;

14 — Hauyano cmelleHUsA ¢ KoHua IPv6-3arosioBKa.

- offset — cmeleHne H6aliTa faHHbIX B Npeaeniax nakera.
ba3oBoe cmelleHWe NPUHUMAETCA 33 HAa4aslo OTCYETa;

- mask — macka. B aHanuse nakeTa NpMHMMAIOT yyYacTue
TO/IbKO Te pa3pagbl 6aiTa, 417 KOTOPbIX B COOTBETCTBYIOLLMX
pa3psagax Mmacku 3agaH ‘0’;

- value — UCKOMOE 3HayeHue.

no offset-list offset_list name YaanuTb co3gaHHbIN paHee CrMCOoK.

access-list commit MNpvmeHnTb M3meHeHna B ACL-cnucke.

5.32.3 Kondpueypayusa ACL Ha 6a3ze MAC

B paHHOM paspene npuseneHbl 3HAYEHUA U OMUCAHMA OCHOBHbLIX MAPaMETPOB, UCMOAb3YEMbIX B
cocTaBe KOMaHA HacTpoiKkm cnnckos ACL, ocHoBaHHbIX Ha MAC-agpecaumu.

Co3gaHve M BXoA4 B peXMM pefaKtupoBaHuAa cnmuckoB ACL, ocHoBaHHbix Ha MAC-agpecauumm,
OCyLlecTB/AETCA MO KOmMaHAe: mac access-list extended access-l1ist. Hanpumep, ana
co3gaHuA cnucka ACL nog HazsaHMem MESmac HeobxoaMMO BbINOAHUTL CAeaytowme KOMaHab!:

console#

console# configure

console (config) # mac access-list extended MESmac
console (config-mac-al) #

Mpu oaHOBpeMeHHOM MCNOoNb30BaHUM NpaBuA ¢ napameTpom offset-list u npasun c na-
pametpom EtherType (permit/deny any any EtherType) cywecrsyer annapaTHoe orpaHm-
yeHue. na nx coemectHo pabotbl Heobxogumo npu cosgaHum offset-nucra, nommmo
HY>XHbIX 6aiTOB, yKa3aTtb 6aiiTbl EtherType.

.‘
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Tabnumua 322 — OcHOBHble NapaMeTPbl, UCNO/Ib3YEMblE B KOMaHAAX

Mapamemp 3HaveHue Aelicmeue
permit - Co3patb paspelatolee Npasuao ¢punbTpauum B cnmcke ACL.
deny - CospaaTb 3anpeLyatouee npasmno ¢puabTpauum B cnmcke ACL.
source - Onpegennte MAC-agpec UCTOYHMKA NaKeTa.

source_wildcard

wildcard-macka agpeca
UCTOYHUKA

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heob6xo41MMOo
UrHOPUPOBaTb. B 3HaUeHUA MTHOPMPYEMBIX BUTOB A,0/1XKHbI ObITb
3anucaHbl eAnHULbI. Hanpumep, Ncnonb3ys Macky, MOXKHO
onpeaenuTb Ana npasuna punbTpaumm anmanasoH MAC-agpecos.
YT106b1 f062BMTL B Npasuio dpunbTpaummn sce MAC-agpeca,
HaumHatowmecs Ha 00:00:02:AA.xx.xx, HE0bX0AMMO 334aTb
3HauyeHue macku 0.0.0.0.FF.FF, To ecTb, cornacHo AaHHOM macke,
nocnegHue 32 6uta MAC-aapeca byayT He BaXKHbl 419 aHaAu3a.

destination

MAC-agpec Ha3HavyeHuA

nakeTa

Onpegenntb MAC-agpec HazHauyeHMA NakeTa.

destination_wildcard

wildcard-macka agpeca
HasHayeHus

Macka onpegenset 6utol MAC-agpeca, KoTopble He06Xxo41MMO
WrHOPMPOBaTb. B 3HaYeHUA UTHOPMPYEMbIX BUTOB A0/KHbI 6bITb
3anucaHbl eanHULbl. Macka MCNo/Ib3yeTca aHaorMYHO Macke
source_wildcard.

vilan_id

vlan_id: (1..4094)

MoaceTtb VLAN dunbTpyembix NakeTos.

cos

cos: (0..7)

Knacc obcnykumsanusa (CoS) duabTpyemMbix NaKeTOB.

cos_wildcard

wildcard-macka knacca
obcnyxuanHus (CoS)
bUAbTPyEMbIX NAKeTOB

Macka onpegensnet 6utbl CoS, KoTopble Heob6xoaNMMO
WUTHOPUPOBATL. B 3HAYEHMA UTHOPUPYEMbBIX BUTOB AO/IKHbI ObITb
3anucaHbl eanHULbI. Hanpumep, 4Tobbl UCNOIb30BaTb B Npasuse
dunbtpaumm CoS 6 n 7, Heobxoammo B none CoS ykasaTtb
3HavyeHue 6, b0 7, a B Nosie Macku 3HadyeHue 1 (7 B ABOMYHOM
npeacTtasneHnn — 111, 1 - 001, nonyyaercs, 4To nocaegHuin 6uT,
ByAeT UrHopmpoBaThea, To ecTb CoS moskeT 6biTb 60 110 (6),
nmbo 111 (7)).

eth_type eth_type: (0..0xFFFF) Ethernet-Tn ¢punbTPyEMbIX NAKETOB B LIECTHAALATEPUYHOMN
3anucu.
disable-port BbIK/IOUNTL NOPT, C KOTOPOTro 6biN NPUHAT NaKeT,
i YZA0B/IETBOPAIOLMIA YCIOBUAM KOMaHAbI 3anpeTa deny.
log-input BKAtOUMTb OTNPaBKY MHPOPMALMOHHBIX COOOLLLEHUN B
- CUCTEMHBII XKYPHaA NpY NOAYYEHUM NAKETa, KOTOPbIN
COOTBETCTBYET 3aNUCK.
time_name time_name: (1..32) Onpenenvtb KOHOUTYPALMIO BPEMEHHbIX MHTEPBA/IOB.

CMMBOJ1I0B

offset_list_name

offset_list__name: (1..32)

CMMBOJ1I0B

3a4aTb MCNO/Ib30BaHMeE CMUCKA WaboHOB Noab3oBaTens gas
pacrnosHaBaHua nakeToB. Jas kaxaoro cnucka ACL moxkeT 6bITb
onpeaenieH CBOM CNMCOK WaboHOB.

ace-priority

ace-priority:
(1..2147483647)

NHaekc npasuna B Tabamue. Yem meHbLUE MHAEKC — TEM
npuopuTeTHee NPaBuIo. 3HaYeHne MHAEKCA JOMKHO BbITh
YHUKaNbHbIM B pamKax cnucka npasun 8 ogHom ACL.

< KX

Dna Bbibopa Bcero AvManasoHa napameTpoBs, Kpome dscp u IP-precedence, ucnonbsyerca
napametp «any».
Ecnm naket nonagaet noa Kputepuit npasuna B ACL, To Hag, HUM BbINONHAEGTCA AeUcTBue
aToro npasuna (permit/deny). lanbHelilwan npoBepKa He NPOU3BOAUTCA.

Ecnn Ha uHTepdeiic HasHadeHbl IP u MAC ACL, To nepBoHa4anbHO NakeT 6yaer nposBepeH
Ha cooTBeTcTBMe npasunam IP ACL, notom — MAC ACL (B cnyyae, ecnu He nonaget nog,
AeicTeue HU ogHoro 13 npasun IP ACL).

Ecnuv nocne npoBepKu Ha cooTteeTcTBMe npasunam IP unm MAC ACL (Korga 1 ACL HasHaueH
Ha uHTepdeic) unm IP u MAC ACL (Korga 2 ACL HasHaueHbl Ha MHTepdeinc) nakeT He nonan

noa AeucTBue HU OAHOrO U3 NPaBUA, TO K AaHHOMY NaKeTy byaeT NnpUMMeHeHo aecTBue
“deny any any”.
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Tabnmua 323 — KomaHabl, ucnosbayemoble ans Hactponkm ACL-cnuckos Ha ocHoBe MAC-agpecaunm

KomaHda

Aelicmeue

permit {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name]
[ace-priority index] [offset-list offset_list_ name]

[lo6aBuTb paspeluatoLLyio 3anuch GunbTpaumm. MakeTol,
oTBevatoLme ycnosuam sanmcu, byayT obpabatbiBaTbea
KOMMYTaToOpOM.

no permit {any | source source-wildcard} {any | desti-
nation destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [off-
set-list offset_list_name]

Y[anuTb co34aHHYI0 paHee 3anuch.

deny {any | source source-wildcard}{any | destination
destination_wildcard} [vlan vian_id] [cos cos cos_wild-
card] [eth_type] [time-range time_name] [disable-port
| log-input] [ace-priorityindex] [offset-list off-
set_list_name]

[o6aBuTb 3anpewatoLyto 3anmcb GunbTpaumu. NakeTsbl,
oTBeyvaloLme ycnosuam 3anucu, byayt 610KkmMpoBaTtbea
KommyTaTopom. Mpun MCNONb30BaHMM KNIOYEBOTO C10BA
disable-port, dpusnyecknin nHTepdeic, NpUHABLLMI TaKoN
nakeT, byAeT BbIK/IOYEH.

Mpu ncnonbsoBaHUM KatodeBoro ciosa log-input 6ypet
OTNPaBAEHO COOBLEHNE B CUCTEMHDIV KypHa.

no deny {any | source source-wildcard} {any | destina-
tion destination_wildcard} [vlan vian_id] [cos cos
cos_wildcard] [eth_type] [time-range time_name] [dis-
able-port | log-input] [offset-list offset_list name]

YAanuTb CO34aHHYIO paHee 3anuch.

offset-list offset_list_name {offset_base offset mask
value} ...

Co3paTb CNUCOK WabIoHOB NOb30BaTENsA C UMEHEM name.
Mma moxkeT BKAto4aTb oT 1 Ao 32 cMmBON0B. B 0AHOM KomaHae
MOXET COAEPMKATLCA A0 TPUHALLATM WabJOHOB B 3aBUCMMOCTU
OT BbIBPAHHOTO PeXXMMa HaCTPOMKM CMMUCKOB A0CTyNa (KomaHaa
set system mode), BK/loYalOLWMX Cneaylowme napameTpbl:

- offset_base — 6a3oBoe cmelleHMe. BO3MOKHble 3HaYeHuUA:
12 — Hayano cmeuleHma ot EtherType;
outer-tag — Hayano cmeleHuns ot STAG;
inner-tag — Havyano cmeweHus ot CTAG;
src-mac — Havano cmelteHma ¢ MAC-agpeca UCTOYHUKA;
dst-mac — Havano cmeweHuns c MAC-agpeca HasHayYeHus.
- offset — cmelLeHne 6aiTa AaHHbIX B Npegenax nakeTa.
ba3oBoe cmeLleHMe NPUHUMAETCA 33 Ha4yaslo OTCYEeTa;
- mask — macka. B aHanuse naketa NnpUHMMalOT yyactue
TO/IbKO Te pa3pAaabl 6aiTa, ANA KOTOPbIX B COOTBETCTBYIOLLMX
paspagax Macku 3agaH ‘0’;
- value — nckomoe 3HayeHue.

no offset-list offset_list_name

Ypanutb CO3AaHHbIl71 paHee CNUCOK.

access-list commit

MNpumeHnTb M3meHeHna B ACL-crincke.

5.33 KoHwurypauma 3awmutbl oT DoS-ataK

[aHHbIV KNacc KomaHg no3sosAeT 610KMPOBaTb HEKOTOPbIE PAcNPOCTPaHeHHble Knaccbl DoS-aTak.

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

KomaHZHas cTpoka B perkume rnobanbHol KoHUrypauumn nmeet Bua;

console (config) #
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Tabnunua 324 — KomaHAabl ANA HACTPOMKM 3aWmTbl oT DoS-aTak

KomaHoa

3HayeHue/3HayeHue
1o ymMon4YaHuro

Aelicmeue

ip martian-address filtering

no ip martian-address
filtering

—/BKAIOYEHO

BKIOUMTb GUABTPALMIO NAKETOB C aAPEcamm UCTOUYHUKA U
Ha3HayeHua u3 cetn 0.0.0.0/8.

BbIK/MOUNTL GUABTPALMIO NAKETOB C apecaMm UCTOUYHMKA U
Ha3HayeHua u3 cetn 0.0.0.0/8.

security-suite deny
martian-addresses {add |
remove} ip_address

ip_address:mask/—

HacTtpouTtb nnu yaanuts gnanasoH IP-agpecos. MakeTbi ¢ IP-
a[pecom MCTOYHUKA UK Ha3HavyeHus, nonagatowme nog,
HaCTPOEHHbI AnanasoH, byayT oTOpoLLEHbI.

security-suite deny
martian-addresses
reserved {add | remove}

HacTpouTb unun yaanutb dpunbtp gna 3ape3epBUpoBaHHbIX IP-
agpecoBs. 3ape3epBUPOBAHHBIMU CUUTAIOTCA CneayoLllme ajgpeca:
0.0.0.0/8 — aapeca UCTOYHMKA U HasHaYeHUA (UCKYeHne —
agpec uctovHuka 0.0.0.0);

no security-suite deny syn-
fin

add/— 127.0.0.0/8 — agpeca UCTOYHMKA U HAa3HAYeHUS;
192.0.2.0/24 — aapeca UCTOYHMKA M Ha3HaAYeHUs;
224.0.0.0/4 — ToNbKO agpeca UCTOYHMKA;
240.0.0.0/4 — agpeca MCTOYHMKA M Ha3HaAYeHUA (MCKIOHEHNE —
agpec HasHauyeHua 255.255.255.255).
security-suite deny syn-fin OT6pocuTs TCP-nakeTbl C 04HOBPEMEHHO YcTaHOBAEHHbIMK SYN-
n FIN- dnaramu.
—/BKAKOYEHO

BbIKMOUNTb GYHKUMIO 0TOpackiBaHUA TCP-nakeToB
oAHOBpemMeHHOo ycTaHoBaeHHbiMK SYN- 1 FIN- dnaramm.

security-suite dos protect
{add | remove}
{stacheldraht |
invasor-trojan |
back-orifice-trojan}

3anpeTuTb/paspelnTb NPOXOKAEHMNE ONpeaeNeHHbIX TUNOB
TpaduKa, XapaKTePHbIX ANA BPELOHOCHbIX MPOrpamm:

- stacheldraht — oT6pacbiBaeT TCP-nakeTbl C NOPTOM UCTOYHMKA
paBHbiMm 16660;

- invasor-trojan — otbpacbiBaeT TCP-nakeTbl ¢ NOpTOM
Ha3Ha4vyeHunA paBHbiM 2140 n nopTom UCTOYHUKa 1024;

- back-orifice-trojan — ot6pacbiBaeT UDP-nakeTbl C nopTom
Ha3HayeHuA 31337 1 nopTom MCTOYHMKa paBHbiMm 1024,

security-suite enable
[global-rules-only]

no security-suite enable

— /BbIKAOYEHO

BKAIOUNTL KNacc KOMaHA, security-suite.
- global-rules-only — oTkntoyaeT knacc KomaHg, security-suite Ha
nHTepoercax.
V He BauseT Ha paboTy KomaHAbl security-suite deny syn-
fin.

OTKNOUMTD K/1acC KOMaHA security-suite.

security-suite syn
protection mode {block |
report | disabled}

no security-suite syn
protection mode

—/block

Hactpoutb pexxkum 3awmtbl ot SYN-aTak:

- block — oTbpacbiBaeT npegHasHaveHHble ycTpoicTay TCP-
naKeTbl ¢ ycTaHOB/IeHHbIM diarom SYN 1 popmupyet
npeaynpexaatouiee coobuieHne;

- report — dopmupyeT NpeaynpexgaroLLee coobLeHne npu
npuxoae npeaHasHayeHHoro ycTpolicTey TCP-nakeTa ¢
ycTaHoBneHHbIM dnarom SYN;

- disable — oTkntoyaet 3awumTy.

Hactpoutb PeXnm no ymonyaHuio.

security-suite syn
protection recovery sec

no security-suite syn
protection recovery

sec: (10..600) / 60

OnpepennTb MHTEpPBa, MO UCTEYeHUU KoToporo byaer
pa3bnokuposaH paHee 3a6N10KMPOBaAHHbIN UCTOYHUK SYN-aTaku.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

security-suite syn
protection threshold rate

no security-suite syn
protection threshold

rate: (20..200) / 80

OnpeaennTb CKOPOCTb (KOANYECTBO NAaKETOB B CEKyHAY) OT
KOHKPETHOro UCTOYHMKA, NPY KOTOPOW 3TOT UCTOYHUK ByaeT
NMAEHTUPULMPOBAH KaK aTaKyowWwmiA.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

security-suite syn
protection statistics

— /BbIK/OYEHO

BkntounTb BegeHme ctatuctmkm SYN-atak.
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no security-suite syn
protection statistics

BbIKNtOUNTL BegeHme ctatuctmkm SYN-aTak.

KomaHObI pexcuma KoHguaypayuu uHmepdgelica Ethernet, epynnel nopmos

KomaHZHas CcTpoka B perkume KoHoUrypaumumn nHTepdeliica Ethernet, rpynnsi NopToB MeeT BUA,;

console (config-if)#

Tabnnua 325 — KomaHga KoHpurypauum 3awmtbl ot DoS-aTak ana uHtepdencos

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

| remove} {any | ip_ad-
dress [mask]}

security-suite deny {frag-
mented | icmp | syn} {add

ip_address: IP-agpec;
mask: macka B ¢popmate
IP-appeca unu npedukca

no security-suite deny

{fragmented | icmp | syn}

Co3aaTb NpaBuIo, 3anpeLuatoLLee NPoxoXKaeHWe Tpaduka,
COOTBETCTBYIOLLEFO KPUTEPUAM.

- fragmented — pparmeHTUpOBaHHbIE NaKeTbl

-icmp — ICMP-Tpadmk

- syn — SYN-nakeTbl

YaanuTb 3anpeLuarollee npasuno.

[mask]}

security-suite dos syn-at-
tack rate {any | ip_address

rate: (199..2000) nakeTtoB
B CEKYyHAY;

no security-suite dos
syn-attack {any | ip_ad-
dress [mask]}

ip_address: — IP-agpec;
mask: macka B popmarte
IP-appeca unu npedukca

3agatb nopor SYN-3anpocoB Ha onpeaeneHHbIn IP-
afpec/ceTb, NPV NPEBbILLEHUN KOTOPOTO JIMILHUE Kaapbl
6yayT oTbpacbiBaTbCA.

BoccTaHOBUTL 3HaYeHMe No YMONYaHULO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma privileged EXEC:

console#

Tabnunua 326 — KomaHga pexxkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show security-suite
configuration

OT06pa3nTb HaCTPOMKM 3almTbl oT DoS-aTak.

show security-suite syn
protection
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3nTb HAaCTPOMKM 3aLmTbl OT SYN-aTaK 1 onepaTuBHoOe
cocTosiHune nHTepdencos.

show security-suite syn
protection statistics
[detailed] [source-ip
ip_address | interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
groupj]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

OT06pa3snTb HACTPOMKM CTaTUCTUKM 3aWnTbl OT SYN-aTak u

MHPOPMaLMIO 06 UCTOYHMKAX aTaKK.

- detailed — oTobparkaeT LONONHUTENBHYIO MHPOPMaLUIO 06

WCTOYHUKE aTaKku;

- source-ip — oTobpakaeT MHPOPMaLMIO ANA yKa3aHHoro IP-

afpeca UCTOYHUKA;

- interface — oTob6pakaeT MHGOPMaLMIO o5 YKAa3aHHOTO

MHTepodeica.

V B cTratuctuke coxpaHsaerca uHpopmaumsa o 512
nocneaHUX UCTOYHUKAX aTaK.

clear security-suite syn
protection statistics

OuYnCTUTL CTATUCTUKY 06 MCTOYHMKax SYN-aTak.
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5.34 KauectBo 06cnyusaHma — QoS

Mo ymon4aHMIo Ha BCeX MOPTAaX KOMMYTATOPaA MCNOb3YeTCA OpraHM3aLma oyepeam NnakeTos No MeToay
FIFO: nepBbIi npuwen — nepsbli ywén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepegayn Tpaduka npu
NCNo/sIb30BaHMM A4AaHHOrO MeToZa MOTYT BO3SHUKHYTb NPo6.1eMbl, MOCKO/IbKY YCTPOMCTBOM MTHOPUPYHOTCA BCE
nakeTbl, He Bolweawmne B bydpep ovyepean FIFO, n cooTBETCTBEHHO TepPAOTCA 6€3B0O3BpaTHO. PellaeT AaHHYO
npobnemy mMeToz, OpraHU3yloLWuiA odepeaun no npuoputety Tpaduka. MexaHmsam QoS (Quality of Service —
KayecTBO 0OC/Y»KMBaHUSA), Peann3oBaHHbIM B KOMMYTAaTOpax, NO3BOAET OPraHM30BaTb BOCEMb oyepenen
npuopuTeTa NAaKeToB B 3aBUCMMOCTM OT TMMa NepesaBaemblX AAHHDIX.

5.34.1 Hacmpoiika QoS

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 327 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip tx-dscp value

no ip tx-dscp

value: (0..64)/56

YcTaHOBUTb 3HaveHune nona DSCP gns IP-nakeTos, dopmMmmnpyembix
LLeHTpabHbIM NPOLLECCOPOM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 tx-user-priority value

no ipv6 tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaveHue nona DSCP ana naketos, bopmupyembix
LLeHTPaIbHbIM MPOLLECCOPOM.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

ip tx-user-priority value

no ip tx-user-priority

value: (0..7)/7

YcTaHoBUTb 3HaYeHue nona CoS A41a TermpoBaHHbIX NaKeTos,
bopmMmUpyemMbIX LLeHTPabHbIM NPOLECCOPOM.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

gos [basic | advanced
[ports-trusted |
ports-not-trusted]]

—/basic

Paspewntb KommyTaTopy ncnonb3osatb QOS.

- basic — 6a308blIi1 pexkum QoS;

- advanced — paclmpeHHbI pexxum KoHdurypaumm QoS,
BKNIOYAIOLLMI NONHBIM NepeveHb KOMaHZA HacTporikmn QoS;

- ports-trusted — B laHHOM NoApeXKMMe MaKeTbl HANPABAAIOTCA B
BbIXOAHYIO o4yepesb Ha OCHOBAaHUM NO/EN B 3TUX NaKeTax;

- ports-not-trusted — B faHHOM NoApeXxnme BCe NaKeTbl
HaMpaBAAOTCA B o4epeb, KOTOPOW COOTBETCTBYET cOs=0
(cooTBeTCTBME MOKHO NOCMOTPETL KOMaHAOW «show qos interface
queuing»), 4nA OTNPaBKM B Apyrue odepean TpebyeTtca HazHavaTb
Ha BXOAHOW UHTepdeWnc cTpaTermto Knaccupurkaumm tpaduka
(policy-map). 3HaueHus dscp He yunTbIBatOTCA NpU BbiGOpe
BbIXOAHOW oyepeam B 3TOM NOAPEKMME.

qos advanced-mode trust
{cos | dscp | cos-dscp}

no gos advanced-mode
trust

—/oTKAtO4eH

YCcTaHOBUTb MeTO/, A0BEPUA Ha NopTax Npu paboTe B pexxmme
paclmpeHHoro KoHeurypaumm QoS n nogpexunme ports-trusted.

- c0s — nopT AosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopT gosepsAet 3HadeHuto DSCP B IPv4/IPv6-nakeTax;

- cos-dscp — nopT AosepseT 060Mm ypoBHAM, ogHako DSCP nmeet
npuopuTeT Hag 802.1p.

YcTaHOBUTL MeToA Mo YMONYaHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

333



HELTEX

class-map
class_map_name [match-
all | match-any]

no class-map
class_map_name

class_map_name:
(1..32) cumsonos;
Mo ymon4yaHuo
ncnosb3yeTca onuua
match-all

1. Co3paTb CNUCOK KpuTepues kKnaccubukaumm tpaduka.

2. BOWMTHK B peXMM peakTMPOBaHUA CNUCKa KpUTepnes

KnaccuouKkaumm Tpaduka.

- match-all — Bce Kp1TepUM JaHHOTO cNWCKa AOXKHbI ObITb

BbINOJIHEHDI;

- match-any — oauH, nt0601 KpUtepuii 4aHHOTO CNUCKA AOKEH

6bITb BbINO/HEH.

V B cnucke KputepuesB moxeT 6bITb 0AHO MAKM ABa npa-
Buna. Ecam npasuna gBa, n 06a oHM yKa3biBaloOT Ha pas-
Hble Tunbl ACL (IP, MAC), To Knaccudpukauma 6yaer ocy-
LLLECTBIATLCA NO NEPBOMY B CMUCKE BEPHOMY NpaBuay.

V [DeicTByeT TONIbKO ANA pexxuma gos advanced.

YAanuTb CNUCOK KpuUTepreB KnaccuduKaumum tpaduka.

policy-map pol-
icy_map_name

no policy-map pol-
icy_map_name

policy_map_name:
(1..32) cumBonos

1. Co3patb cTpaTernto knaccudukaumm Tpaduka.
2. BONTK B peXXMM pefakTUpOBaHNA cTpaTernmn knaccuburkaumm
TpadukKa.
B ogHOM HanpasneHUN NOAAEPKUBAETCA TONbKO OAHa
V cTpaTerua Knaccudukauum Tpadumka.
Mo ymonuaHuio policy-map ycraHasnausaetr DSCP = 0
ana IP-naketos u CoS = 0 Ana TerMpoBaHHbIX NAaKeTOB.

V JeiicTByeT TONbKO AnA pexxuma gos advanced.

Ypanute npasuno Knaccudurkaumm tpaduka.

qos aggregate-policer ag-
gregate_policer_name
committed_rate_kbps
committed_burst_byte
[exceed-action {drop |
policed-dscp-transmit}]
[peak peak_rate_kbps
peak_burst_byte [violate-
action {drop | policed-
dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

aggregate_policer_nam
e: (1..32) cumeona;
committed_rate_kbps:
(3..57982058) K6UT/C;
committed_burst_byte:
(3000..19173960) 6aiiT;
peak_rate_kbps:
(3..57982058) K6uT/C;
peak_burst_byte:
(3000..19173960) 6aiit

OnpenennTb WabOH HAaCTPOEK, KOTOPbIM NO3BOAAET OrPaHNYUTD

nosocy NPONycKaHWA KaHana.

Mpwn paboTe c NoNOCOM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapPKMPOBAHHOM «KOP3MHbI». 3a4a4eit anroputma aBaserTca

NPUHATUE PELLEHUA: NEPeaaTb NAKeT AN OTOPOCUTL.

MapameTpamu anroputma aBAATCA CKOPOCTb noctynaeHus (CIR)

MapKepoB B «KOP3UHY» U 06BEM (CBS) «KOpP3MHbI».

- committed-rate-kbps — cpepHee 3HaueHMe CKOPOCTU TpaduKa;

- committed-burst-byte — pa3mep caepxusaroLLero nopora 8

baiiTax;

- drop — nakeT 6ygeT oT6poLIEH, KOraa «KOpP3nHa» NepenosiHUTCS;

- policed-dscp-transmit — npu nepenosHeHUn «KOP3UHbI»

3HauyeHue DSCP byaeT nepeonpeseneHo;

- peak — ycTaHOBWTH NOPOroBoOe 3HaYeHNe CKOPOCTU TpaduKa ¢

nepeonpeaeneHHbIMU 3HaYeHnamm DSCP;

- violate-action — ycTaHOBUTb AeicTBUE Hag NAKETOM nocne

npeBsbILeHNA NOPOroBOro 3HaYeHUs.

V Henb3a yaanutb WwWabnoH HacTpoeK, ecim OH UCNOJb3y-
erca B cTpaterumn policy map, nepeps yaaneHuem cne-
AyeT yAanuTb HasHauyeHue wabnoHa cTpaterumn: no
police aggregate aggregate-policer-name.

V [DeiicTByeT TONbKO ANA pexxuma qos advanced.

V Napametp policed-dscp-transmit nossonset npu npe-
BblLWIEHUU 3HaueHna commited_rate nnm peak_rate ne-
peAaTb NaKeT Aanblie, U3MEHUB B HeM MeTKy dscp, Ko-
TOpas HacTpauBaeTcA KomaHgoi qos map policed-dscp
C AONONHUTENbHBbIM aprymeHTom violation B cayvae c
peak_rate. Npu aTom npu npeBbilweHnn commited_rate
M peak _rate MOXHO HacTpauMBaTb pasHble 3HaYeHuA

dscp.

Ypanutb wabnoH HaACTpOeK peryamposaHnA CKOPOCTU KaHana.
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qos aggregate-policer ag-
gregate_policer_name pps
committed_rate_pps com-
mitted_burst_packet [ex-
ceed-action {drop | po-
liced-dscp-transmit [peak
peak_rate_pps
peak_burst_packet [vio-
late-action {drop | po-
liced-dscp-transmit}]]}]

no qos aggregate-policer
aggregate_policer_name

committed_rate_pps:
(125..19531250) pps;
committed_burst_packe
t: (1..19531250)
NnakeToB;
aggregate_policer_nam
e: (1..32) cumBonos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) naketoB

OnpeaennTb WabnoH HAaCTPOEK, KOTOPbIN No3BoONAET

OrPaHUYUTb MONOCY NPOMNYCKAHWA KaHaNa U B TO }Ke Bpems

rapaHTMpoBaTb ONpeseNeHHY CKOPOCTb NepeAayn AaHHbIX.

Mpw paboTe c N0NI0COM NPONYCKaHWUA UCMONb3YETCA aAroPUTM

MapKUPOBaHHOM «KOP3MHbI». 3a4a4elt anroputma ABAfeTCA

NPUHATUE PeLleHus: NnepeaaTtbh NAKeT UM OTOPOCUTD.

MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNEHUA

(CIR) mapKepoB B «KOP3MHY» 1 06BEM (CBS) «KOp3MHbBI».

- committed_rate_pps — cpefHee 3HaYeHME CKOPOCTH TpaduKa

B pps;

- excess_burst_packet — pasmep caep:KMBaoLWEro Nopora B

nakerax;

- drop — nakeTt 6yaeT oT6pOLIEH, KOraa «Kop3uHa»

nepenosiHUTCS;

- policed-dscp-transmit — npu nepenosiHeHUU «KOP3UHbI»

3HayeHue DSCP byaeTt nepeonpegeneHo.

V Henb3a ypanutb WabnoH HacTpoek, eciv OH UCMONb3y-
eTca B cTpaterum policy map, nepep, yganeHuem cne-
AyeT yAanuTb HasHavyeHue wWabnoHa cTpaTerMu: no
police aggregate aggregate-policer-name.

V JeiicTByeT TONbKO ANA pexxmma gos advanced.

V Napametp policed-dscp-transmit nossonser npu npe-

BbllUEHUU 3HAYEHUA commited_rate wam peak_rate ne-
pepaTtb NaKeT ganblue, U3MEeHUB B Hem MeTKy dscp, KoTopas
HacTpamBaeTca KOomaHAol qos map policed-dscp ¢ gononHm-
TeNbHbIM aprymeHTom violation B cnyyae c peak_rate. Mpu atom
npu npeebllWeHnn commited_rate n peak_rate MOXKHO HacTpau-
BaTb pa3Hble 3HaueHuA dscp.

YpanuTb WwabnoH HaCTPOEeK PeryiMpoBaHMsa CKOPOCTH KaHana.

wrr-queue cos-map
queue_id cos1...cos8

no wrr-queue cos-map
[queue_id]

queue_id: (1..8);
cosl...cos8: (0..7);
3HayeHusa CoS no
YMONYaHUIO ANA
oyepepnen:
CoS =1 — ouepeab 2
CoS =2 — ovepeap 3
CoS=0— ovepegp 1
CoS =3 — o4yepeapb 6
CoS =4 — ovepeap 5
CoS =5 — ouepeap 8
CoS=6 — ouvepeap 8
CoS=7 — ovepenb 7

OnpepennTtb 3HaueHus CoS ana odyepeaen ucxogauwiero Tpaduka.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHUIO.

wrr-queue bandwidth
weightl..weight8

no wrr-queue bandwidth

weight: (0..255);
3HayeHue no
YMOIYaHUIO

onpeaensaerca
KOJIMYEeCTBOM
HACTPOEHHbIX ouepesen
WRR. Hanpumep, ecaun
HacTpoeHo 5 oyepesei
WRR, To HacTpolika no
ymon4yaHuio byaet
UMETb BUA: WrT-queue
bandwidth 1248 16

MpUCBOWTBL BEC NCXOAALLIUM OYEPESAM, UCMONb3YEMbIN
mexaHnamom WRR (Weighted Round Robin — BecoBoi mexaHu3am
pacnpegeneHun Harpysku).

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
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priority-queue out
num-of-queues
number_of queues

no priority-queue out
num-of-queues

number_of_queues:
(0..8)

Mo ymonuaHuto Bce
ouepegm
obpabatbiBatoTca no
anropuTtmy «strict
priority».

3a4aTb KONNYECTBO NPUOPUTETHBIX OYepesen.

Ona npuoputeTtHoii ouepegu Bec WRR 6yapet urHopwm-
V poBaTtbcA.

Ecnmn 3apaertca otanyHoe ot «0» 3HayeHue N, To cTap-
wue N ouepepeit 6yayT npuoputeTHbimu (He 6yayT
yuyacrsoBaTtb B WRR).
Mpumep:
0: BCe oYepeAun paBHOMNPABHbI;
1: cemb mnagnx ouepepeit yuacteytotr B WRR, 8-as He
y4yacrsyer;
2: wecTb Mnaawmx oyepeaei yyacreyor B WRR, 7, 8 He
y4yacrsylorT.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

qos wrr-queue wrtd

no qos wrr-queue wrtd

no ymonyanuto WRTD
BbIK/IOYEHO

Bkntounte WRTD (Weighted Random Tail Drop) Becosoit

MexaHW3M yaaneHus NakeTos U3 ouepesei.

V M3meHeHUsa BCTYNAT B CUAY MoOCAe nepes3arpysku
yCTpOWcTBa.

Bbikntounte WRTD.

gos map enable {cos-dscp
| dscp-cos}

no qos map enable
{cos-dscp | dscp-cos}

— /BbIKOYEHO

Mcnonb3oBaTth 3agaHHy0 Tabvuy nepeMapKMpoBKM AN AoBe-
PEHHbIX NOPTOB KOMMYTaTOpPa.

He ncnosnb3oBaTtb Tabaunuy nepemapKMpoBKu.

qos map dscp-dp dscp_list
todp

no qos map dscp-dp
[dscp_list]

dscp_list: (0..63);
dp: (0..2)
Mo ymonuaHuio Bce
naKkeTbl UmetoT
npuoputet cbpoca dp=0

MocTaBuTb B cooTBeTcTBME 3HadveHnto DSCP npuoputeT cbpoca
(4em BblWe YMCNOBOE 3HAYEHUE NPUOPUTETA, TEM HUXKE BEPOAT-
HOCTb TOrO, YTO MaKeT byaeT oTOPOLLEH; B NepByto ovepesb OT-
6pacbiBatoTcA NakeTbl ¢ NpuoputeTom cbpoca 0, 3aTtem 1, 3aTem
2).

- dscp_list — onpepensaetr Ao 8 3HadeHunit DSCP, 3HauyeHus
pasaenatoTcs 3Hakom npobena.

V [DeicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HAYEHUA MO YMOI4aHUIO.

qos map dscp-cos
dscp_list to cos

no qos map dscp-cos
[dscp_list]

dscp_list: (0..63);
cos: (0..7)

3anonHuTbL Tabanuy nepemapkuposku DSCP. 3ameHseT 3Haue-
Hue DSCP Ha CoS.

BepHyTbCH K 3Ha4YeHUAM Mo YMO/THaHUIO.

gos map cos-dscp cos to
dscp_list

no qos map cos-dscp [cos]

dscp_list: (0..63);
cos: (0..7)

3anonHUTbL Tabamuy nepemapkuposkn CoS. 3ameHsAeT 3HayeHue
CoS Ha DSCP.

BepHyTbCﬂ K 3Ha4YeHUAM N0 YMO/THaHUIO.

qos map policed-dscp
[violation] dscp_list to
dscp_mark_down

no gos map policed-dscp
[dscp_list]

dscp_list: (0..63)
dscp_mark_down:
(0..63)

Mo ymonyaHuio Tabamua
NOBTOPHOM MAPKMUPOBKM
ABNAETCA NYCTOM, TO ecTb
3HayeHus DSCP ansa scex
BXOAALLMX NaKeToB
0OCTaloTCA HEM3MEHHbIMM

3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxoaAwmx na-
KeTOB C yKa3aHHbIMM 3HaYeHnAMmM DSCP 3apaeT HOBOe 3HaveHue
DSCP.
- dscp_list — onpegenset o 8 3HayeHuit DSCP, 3HaYeHus pasge-
NnATCA 3HaKom npobena.
- dscp_mark_down — onpepenset HoBoe 3HayeHue dscp.
- violation — 3apatb HoBOe 3HaueHne DSCP B nakeTe npu npesbl-
LeHMM 3Ha4YeHun peak_rate.

V [eicTByeT TONIbKO ANA pexuma gos advanced.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

qos map dscp-queue
dscp_list to queue_id

dscp_list: (0..63)
queue_id: (1..8)
3HayeHuA no
YMONYAHUIO:

YCTaHOBWTb COOTBETCTBME MeXKAY 3HayeHnaAmu DSCP BxoasALmx
NaKeToB M oYepeasmu.

- dscp_list — onpegenset oo 8 3HayeHuit DSCP, 3HaYeHus pasge-
NATCA 3HaKom npobena.
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no qos map dscp-queue
[dscp_list]

DSCP: (0-7), ouepeapb 1
DSCP: (8-15), ouepesab 2
DSCP: (16-23), ouepeab

YCTaHOBUTb 3HAYeHne no YMO/IHaHUIO.

3
DSCP: (24-31), ouepegp
4
DSCP: (32-39), ouepeab
5
DSCP: (40-47), ouepegp
6
DSCP: (48-55), ouepeab
7
DSCP: (56-63), ouepegp
8
qos trust {cos | dscp | YCTaHOBUTb peXUM [0BepuUa KOMMyTaTopa B 6a3oBom pexnume
cos-dscp} QoS (CoS nnun DSCP).
- €OS — yCTaHaB/AMBAET KaaccMdUKaLMIO BXOAALLMX MAKETOB NO
3HayeHuAm CoS. [na HeTermpoBaHHbIX NAaKeTOB MCNoOJ/b3yeTcA
3Ha4veHue CoS No ymonyaHuio;
- dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX MAKETOB MO
—/dscp 3HaueHuam DSCP.
- cos-dscp — ycTaHaB/AMBAET KNacCUPMKaLMIo BXOAALLMX NAaKeTOB
no 3HadyeHnam DSCP gna IP-naketoB 1 no 3HavyeHuam CoS ana He
IP-nakeToB.
V‘ JeiicTBYyeT TONbKO ANA pexuma qos basic.
no qos trust YCTaHOBUTb 3HAYEHNE N0 YMONYAHUIO.
gos dscp-mutation Mo3BonseT NnpumeHnTb Tabanuy n3meHeHU dscp K COBOKYMHOCTU
dscp-aoBepeHHbIX NOPTOB. Mcnosb3oBaHMe TabauLbl UISMEHEHU I
no3BoAsAEeT nepesanucaTb 3HayeHus dscp B IP-nakeTax Ha HOBble
— 3HayeHuA.
V‘ MNpumeHnTb Tabnuuy usmeHeHuii DSCP BO3MOXHO
TONbKO ANA BXoAsALero Tpadpuka AoBepeHHbIX NOPTOB.
no gos dscp-mutation OTMEHWTb MCNOb30BaHME KapTbl U3MeHeHn dscp.
qos map dscp-mutation . 3anonHuTb Tabnunuy nepemapkuposkm DSCP. [na BxogAawmx na-
in_dscp: (0..63);

in_dscp to out_dscp

no qos map dscp-muta-
tion [in_dscp]

out_dscp: (0..63)

Mo ymon4aHuio KapTa
M3MEHEeHWI ABNseTca
NnycToW, To ecTb
3HayveHunA DSCP pgns Bcex
BXOOALLMX MNAKETOB
0CTaloTCA HEM3MEHHbIMM

KeTOB C YKa3aHHbIMM 3HaYeHnAMmM DSCP 3agaeT HOBble 3HaYeHuA
DSCP.

- in-dscp — onpepenseT fo 8 3HayeHuit DSCP, 3Ha4YeHun pasge-
NATCA 3HAaKOM npobena.

- out-dscp — onpegenseT fo 8 HOBbIX 3HaYeHu DSCP, 3HayYeHuA
pasaenatoTcs 3Hakom npobena.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

rate-limit vlan vlan_id rate
burst

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate: (3..57982058)
K6KnT/C;
burst: (3000..19173960)
6anT/128 KbanT

YCTaHOBWTb OrpaHUYeHMe CKOPOCTU ANA BXoAALLero Tpaduka ana
3agaHHoMi VLAN.

- vlan_id — Homep VLAN:

- rate — cpefHAA ckopocTb Tpaduka (CIR);

- burst — pasmep caepKuBatoLero nopora (orpaHuyYeHne
cKopocTu) B HaitTax.

CHATb orpaHun4yeHne CKOPOCTU BxoaAallero Tpad)m(a.

rate-limit vlan vian_id pps
rate_pps burst_packet

no rate-limit vlan vian_id

vlan_id: (1..4094);
rate_pps: (125..
19531250) pps

burst_pps: (1..19531250
) nakeToB

YCTaHOBWTb OrpaHUYeHME CKOPOCTU ANA BXoAALero TpaduKa ana
3agaHHoM VLAN.

-vlan_id — Homep VLAN:

- rate_pps — KONMYECTBO NAKETOB B CEKYHAY.

- burst_packet — pasmep caepxuBatoLLero nopora (orpaHuyexve
CKOPOCTW) B NaKeTax.

CHATb orpaHun4yeHMe CKOPOCTU BxoaAallero Tpad)m(a.
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gos tail-drop mirror-limit HactpouTb pacnpegeneHue pecypcos bydepa Ana CKONMPOBAHHbIX
{rx | tx} limit MaKeToB B KOHTPO/IMPYIOLLMIA NOPT.
- X — CKOMMPOBaHHbIE NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM
o nopTom;
limit: (0..7000)/3500
- tX — CKOMMPOBaHHbIE NaKeTbl, NepegaHHble KOHTPOIMPYEMbIM
nopTom.
no gos tail-drop mirror- YCTaHOBUTb 3HaYEHMNE MO YMOAYAHUIO.
limit {rx | tx}
gos tail-drop multicast BK/1tounTb OrpaHMyeHmne penavkaumm multicast-naketos.

replication-limit

- - — /BbIKOYEHO -
no qos tail-drop multicast BbIK/IIOUMTb OrpaHMyeHmne penankaumm multicast-naketos.

replication-limit

traffic-limiter mode {kbps YCTaHOBUTb peMm paboTbl orpaHuyeHus Tpaduka.

| pps} - kbps — orpaHuyeHve BXOAALLMX KUNOBUT B CEKYHAY;

- pps — OrpaHuyeHmne BXOLALLMX NAKETOB B CEKYHAY;

[aHHaA KOMaHAa U3MEHAET peXxUum paboTbl Ana
V cnepyowero pyHKUMoHana: storm-control, rate-limit,

/kbps rate-limit vlan, police, qos aggregate-policer.

V Bbl6paHHbINA peXXMm J0MKEH COOTBETCTBOBATb
HacTpoiiKam orpaHuMYeHus TpadpuKa MHaye orpaHUYEHUA
TpaduKa He npousoiiget. Hanpumep: KomaHaa storm-
control unicast kbps He 6yaeT orpaHuunsath Tpadumk,
ecnu BBeaeHa KomaHga traffic-limiter mode pps.

KomaHObI pexcuma pedakmuposaHUsa CNUCKa Kpumepues Kaaccugukayuu mpaguKka

Bua 3anpoca KOMaHAHOW CTPOKM pexnmma pefakTMPOBAHWMA CMMCKA KpUTepues KaaccuduKaumu
TpadukKa:

console# configure

console (config)# class-map class-map-name [match-all | match-any]
console (config-cmap) #

Tabnuua 328 — KomaHabl perkMma peaakTMpoBaHMA CNUCKA KpuTepmes Knaccudukaumm Tpaduka

3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
o ymMmon4aHuro
match access-group [o6asutb KpUTEpKUit Knaccudukaumm Tpaduka. Onpegenset
acl_name npasuna ounbTpauum Tpaduka no cnuncky ACL ansa
Knaccudukaumu.
acl_name: (1..32) ¢ .,u'
- DeiicTByeT TONbKO ANA pexxuma qos advanced.
CMMBO/IOB v
no match access-group Yaanutb KpuTepuii Knaccudukaumm Tpadpuka.
acl_name

KomaHObI pexcuma pedaxrmuposaHus cmpameauu Kadccugukayuu mpagduka

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma peaakTMpoBaHuUA cTpaTernmn Knaccudmkaumm Tpadmka:

console# configure
console (confiqg)# policy-map policy-map-name
console (config-pmap) #
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Tabanua 329 — KomaHabl perkMma peaakTMpoBaHua cTpaTernm Knaccuoukaumm tpaduka

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4YaHuro

Aelicmeue

class class_map_name [ac-
cess-group acl_name]

no class class_map_name

class_map_name: (1..32)
CYMBOJIOB;
acl_name: (1..32)
C“MBO/I0B

Onpenenntb NPaBuIo KnaccuduKkauum TpadmKka u BOUTU B
peXmMm KoHpUrypaumm npasuaa Knaccudukauum — policy-map
class.
- acl_name — onpegensnet npasuaa ¢punbTpaunm TpaduKka no
cnucky ACL ana knaccuomKkaumu. Mpu co3aaHmMm HOBOTo NpaBuna
KnaccuduKaumm onumMoHaNbHbIA NapameTp access-group
obs3aTeneH.

[na Toro ytobbl UCNONBb30BaTb HACTPOMKM CTPATErUn
V policy-map gna vHTepdeiica, ucnonb3yinte KomaHAay

[DeicTByeT TONIbKO ANA pexxuma gos advanced.

service-policy B pexxume KoHourypauum uHtepdeiica.
Yaanutb npasuno knaccubukaumm tpadumka class-map u3

cTpateruu policy-map.

KomaHObI pexcuma KoHgu2ypayuu npasusad Kadccuguxkayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma KoHPUrypaLmm npaBmnaa KnaccupuKkaumm:

console# configure
console (config)# policy-map policy-map-name

console (config-pmap) # class class-map-name [access-group acl-name]
console (config-pmap-c) #

Tabanua 330 — KomaHab! pexkuma KoHpUrypaumm npasuaa Knaccudurkaumm

KomaHda

3HayeHue/3HayeHue rno
YMOAYAHUIO

Aelicmeue

mirror {monitor_session}

no mirror {monitor_session}

monitor_session: 1

YKasaTb HoMep monitor ceccumn 4na 3epKannposBaHmna Tpaduka.

OTMeHUTb 3epKannposaHue.

trust

no trust

Mo YMONYAHUIO PEXNM
AosepunAa He yCTaHOB/1EH

OnpeaenvTb pexMm A0Bepua K onpeaeneHHomy Tmny Tpaduka
COrNacHo rnobanbHOMY pexxMMy AOBEpPUA.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

set {dscp new_dscp | queue
queue_id | cos new_cos |
vlan vian_id}

no set

new_dscp: (0..63);
queue_id: (1..8);
new_cos: (0..7);
vlan_id: (1..4094)

YCcTaHOBUTb HOBblE 3HaYeHua ans IP-nakeTa.
KomaHpa set aBnAeTca B3aMMOMCKAIOUalOLWeENR ¢
V KOMaHAoi trust gna oaHol M Toi e cTpaTerum
policy-map.

Crparerum policy-map, ucnonb3sytoume KOmaHabl
set, trust uam umerowmin Knaccupukaumio ACL,
HA3HaAYaloTCA TONbKO AN UCXOAALMX UHTepdeit-
COB.

[eicTByeT TONIbKO ANA pexuma gos advanced.

Y

Ypanutb HOBble 3HaYeHMa ana IP-nakeTa.

redirect {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group}

no redirect

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

HanpaBuTb NakeTbl, y40BAETBOPAIOWME NPABUIY
KnaccuouKaumm TpaduKa, B yKasaHHbIM NopT.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.
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police commit-

transmit [peak
peak_rate_kbps

dscp-transmit}]]}]

ted_rate_kbps commit-
ted_burst_byte [exceed-ac-
tion {drop | policed-dscp-

peak_burst_byte [violate-
action {drop | policed-

committed_rate_kbps:
(3..12582912) k6buT/c;

(3000..19173960) 6aitr;
peak_rate_kbps:
(3..57982058) kbUT/C;
peak_burst_byte:
(3000..19173960) 6aiiT

police aggregate

aggregate_policer_name

committed_burst_byte:

OrpaHMyYmMTb NOIOCY NPOMYCKaHUA KaHana.

Mpu paboTe c NoNOCOM NPOMNYCKAHUA UCMOb3YETCA aNTOPUTM
MapKMPOBAHHOM «KOP3WHbI». 3aga4ei aNroputma aBnseTca
NPUHATUE pelleHuns: nepesaTb NakeT Uan oTOPOCUTD.
MapameTpamu anropuTma ABAAKTCA CKOPOCTb NOCTYNAEHUA
(CIR) mapKepoB B «KOP3MHY» 1 06bEM (CBS) «KOP3UHbI».

- committed_rate_kbps — cpepHee 3Ha4Y€HNE CKOPOCTU
TpaduKa;

- committed_burst_byte — pa3mep caepKu1BatoLLEro nopora 8
banTax;

- drop — naket b6ygeT oTOpOLLEH, KOr4a KKOP3UHa»
nepenosiHnTCS;

- policed-dscp-transmit — npu nepenonHeHNM «KOP3UHbI»
3HayeHne DSCP bygeT nepeonpeaeneHo;

- peak — yCTaHOBUTb NOPOroBOe 3HaYeHNe CKOPOCTU TpadurKa
C nepeonpeaeneHHbIMU 3HavYeHnAamu DSCP;

- violate-action — ycTaHOBUTb AelCTBME Haj NAKeTOM nocne
NPeBbILEHMSA MOPOroBOro 3Ha4YeHus.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npwm

V npesbiWeHUU 3HaYeHua committed_rate wnun
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
HeM MeTKy dscp, KoTopaa HacTpauBaeTtcs
KOMaHAoM qos map policed-dscp c
AONONHUTENbHbIM  aprymeHTom  violation B
cnyyae c peak_rate. NMpu 3TOM Npy NpeBbiIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

HasHauutb npasuny knaccudumrkauum Tpaduka wabnoH
HaCTpOoEeK, KOTOPbI NO3BOAAET OrPaHUYUTL NOAOCY
NponycKaHuA KaHana.

/.  Deiicteyet TonbKo ANnA pexknuma qos advanced.

no police Ypanutb WwWabnoH HacTPOEK peryiMpoBaHUA CKOPOCTU KaHana
13 npasuia KnaccuduKaumm Tpadpuka.
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police pps
committed_rate_pps
committed_burst_packet}
[exceed-action {drop |
policed-dscp-transmit
[peak peak_rate_pps
peak_burst_packet [violate-
action {drop | policed-
dscp-transmit}]]}]

no police

committed_rate_pps: (125..

19531250) pps;

committed_burst_packet:

(1.. 19531250) naKketos;
peak_rate_pps:
(125..19531250) pps;
peak_burst_packet:
(1..19531250) nakeToB

OrpaHMYMTb NONOCY NPONYCKaHMA KaHana.

Mpw paboTe c NoNOCOM NPONYCKaHUA UCMO/b3YyeTcA
ANrOPUTM MAPKMPOBAHHOW «KOP3UHBbI». 3afauel

aNropUTMA ABNAETCA NPUHATUE PeLleHUA: NnepeaaTb NakeTt
U oTbpocuTb. MapameTpamum anropuTMa ABAAOTCA
ckopocTb noctynneHuns (CIR) mapKepoB B «KKOP3UHY» U
06BbEM (CBS) «KOp3UHbBI».

- committed_rate_pps — cpefHee 3Ha4YeHWe CKOPOCTH
TpaduKa B pps;

- committed_burst_packet — pasmep caeprKuBatoLLEro
rnopora B NakeTax;

- drop — naket 6ygeT oTOpOLIEH, KOTAa KKOP3UHa»
nepenosiHUTCS;

- policed-dscp-transmit — npu nepenoaHeHUN «KKOP3UHbI»
3HayeHue DSCP byaeTt nepeonpeneneHo;

- peak — ycTaHOBUTb NOPOroBoe 3Ha4YeHWe CKopocTu TpaduKa
C nepeonpegeneHHbIMn 3Ha4YeHnammn DSCP;

- violate-action — ycTaHOBUTb AeNCTBME HAA NAKETOM Noc/e
npeBsbILEeHNA NOPOroBOro 3HaYeHUA.

V DeiicTByeT TONbKO ANA pexxuma qos advanced.

Napametp policed-dscp-transmit nossonsaeTt npum

V npesbiWeHUU 3HaYeHua committed_rate wnmn
peak_rate nepepatb NakeT Aanblie, U3SMEHUB B
Hem MeTKy dscp, KoTopas HacTpauBaeTca
KOMaHZAoi gos map policed-dscp c
AONOJIHUTENbHBIM  aprymeHTom violation B
cnyyae c peak_rate. NMpu 3TOM NpY NpesbilIEHUN
committed_rate n peak_rate MOXXHO HacTpanBaTb
pa3Hble 3HaueHus dscp.

YaanuTh WwabnoH HaCTPOeK peryimpoBaHms CKOPOCTH
KaHasna 13 npaBuaa Knaccudurkaumm tpadmka.

KomaHObI pexcuma KoHgu2ypayuu npoguns qos tail-drop

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma KoHourypaumm npoduna gos tail-drop:
console# configure
console (config) # gos tail-drop profile profile id
console (config-tdprofile) #

Y

Tabnunua 331 — KomaHabl pexkuma KoHdpurypaumum npodpuns qos tail-drop

3HayeHUA NIMMUTOB, 6IM3KUX K MaKCUMaJIbHbIM, MOXXHO UCNOJ1Ib30BaTb, TO/IbKO €C/IU pacluMpeHune
AmmuTtos npoduna ao 400-1500 He nomoraeT n36aBUTbLCA OT 4PONOB B BbIXOAHbIX o4Yepeanx.

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymoa4aHuro
port-limit /imit MES23/33/35xx: 3agatb pasamep NakeTHOro pasgensaemoro nyna ana nopra.

limit] [without-sharing |
with-sharing]

no queue queue_id

limit: (0..5902)/18

MES5324:
limit: (0..7640)/10

queue_id: (1..8)

no port-limit limit: (0..5902)/88 YCTaHOBMUTb 3HAYEHME MO YMOMHaHWIO.
MES5324:
limit: (0..7640)/108
queue queue_id [limit MES23/33/35xx: M3meHUTb NapameTpbl ouepesu:

- queue_id — Homep ouepeay;

- limit — KonnyecTBO NaKeToOB B OUEPEAY;

- without-sharing — 3anpetuTb goctyn K obwemy nyny;
- with-sharing — paspewuTb goctyn K obwemy nyny.

YCTaHOBUTb 3HaYeHME NO YMOHAHWUIO.
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Mpumep Hacmpoliku tail-drop profile u Ha3HayeHue e20 Ha Nopm

Co3paHue tail-drop profile:

console (config)# gos tail-drop profile 2

console (config-tdprofile)# queue 1 limit 400
console (config-tdprofile)# queue 2 limit 400
console (config-tdprofile)# queue 3 limit 400
console (config-tdprofile)# queue 4 limit 400
console (config-tdprofile)# queue 5 limit 400
console (config-tdprofile)# queue 6 limit 400
console (config-tdprofile)# queue 7 limit 400
console (config-tdprofile)# queue 8 limit 400
console (config-tdprofile)# port-limit 400

Ha3sHaueHwue tail-drop profile Ha nopT:

console (config) # interface Gigabit Ethernet 1/0/1
console (config-tdprofile)# gos tail-drop profile 2

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, 2pynnbi nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM pexnma KoHpurypaumm nHtepoerica Ethernet, rpynnel nopTos:

console (config-if)#

Tabnuua 332 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet, rpynnel noptos

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

service-policy {input |
output} policy_map_name
[default-action {deny-any |
permit-any}]

HasHaunTb uHTEpdelicy cTpaTternto KnaccuduKkaumm Tpaduka.

- deny-any — oT6pocuTb TpaduK, He Nonagatowmii nog aencramne
NONUTUKM;

- permit-any — pa3peLwmnTb NpoxoxaeHue Tpaduka, He
nonagatowero noj AencTBme NOANTUKN.

policy_map_name:
(1..32) cumBonos

no service-policy {input |
output}

Yaanutb cTpaTerunto knaccudukaumm tpaduka c nHTepdeiica.

traffic-shape
committed_rate
[committed_burst]

YCTaHOBWUTb OrPaHUYEHUNE CKOPOCTU ANS UCXoasALLero Tpaduka
yepes uHTepodenc.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, KBUT/C;

- committed_burst — pa3mep cAep:KMBatoLLero nopora
(orpaHuuyeHue ckopocTu) B HanTax.

committed_rate:
(64..10000000) k6uT/c;

committed_burst:
(4096..16762902) 6aiit

no traffic-shape CHATb OrpaHUYeHne CKOPOCTU ncxoaALero Tpadmka yepes

UHTepodelic.

traffic-shape queue
queue_id committed_rate
[committed_burst]

no traffic-shape queue
queue_id

queue_id: (0..8);
committed_rate:
(64..10000000) kbuT/C;
committed_burst:
(4096..16762902) 6aiiT

YCTaHOBUTb OrpaHUYeHne CKOPOCTU TpadurKa Yepes uHTepdeic
L8 Ucxoaallen ovepegm.

- committed_rate — cpefHAA CKOPOCTb TpaduKa, K6UT/C;

- committed_burst — pa3mep caeprKMBatoLero nopora
(orpaHuueHue ckopocTu) B HaiTax.

CHATb OrpaHUYeHne CKopocTH TpaduKa Yepes uHTepdeiic ana
ncxopAaLLei ouepeam.

qos trust [cos | dscp |
cos-dscp]

no qos trust

—/BKNtOYEHO

BKAtounTb 6330BbI MeXaHW3M (oS AN UHTepdelica.

- €0s — nopT gosepsaeT 3HaveHuto 802.1p User priority;

- dscp — nopt gosepseT 3HauyeHunto DSCP B IPv4/IPv6-nakeTax;
- cos-dscp — nopT gosepAeT oboum yposHAM, ogHako DSCP
nmeet npuopuTteT Hazg 802.1p.

BbIKNOUNTL 6A30BbIN MexaHU3M (oS 1A HTepdeica.

rate-limit rate [burst burst]

YcTaHOBUTb OorpaHun4yeHne CKOpPOoCTHn gna exoaAaulero Tpad)m(a.
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no rate-limit rate: (64..10000000) CHATb OrpaHUYeHne CKOPOCTU BxoasaLLero TpaduKa.
Kbut/C;
burst: (3000..19173960)
6ainT/128 KbanT

rate-limit pps rate_pps rate_pps: (125.. YCTaHOBWUTb OrPaHUYEHNE CKOPOCTM ANA BXOAALLEero TpaduKa B
[burst burst_packet] 19531250) pps pps.
no rate-limit burst_pps: (1.. 19531250) | CHAaTb orpaHWUeHMe CKOPOCTM BXOAALLETO TpaduKa.
naketos
qos cos default_cos YcTaHOBUTL 3HayeHne CoS no ymonyaHuto gns nopta (CoS,

NPUMEeHsAEeMbI A1 BCEro HETErMpoBaHHOIo TpaduKa,

default_cos: (0..7)/0 o
NPOXOAALLErO Yepes MHTepdeiic).

Nno qos cos YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

KomaHObI pexcuma KoHguaypayuu uHmepgelica Vian

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHourypaumm nHtepoeica VLAN:

console (config-if) #

Tabnnua 333 — Hactpoliika QoS

KomaHda 3HayeHue/3Ha4yeHue Aelicmeue
no ymona4yaHuro
0OS COS egress cos YCTaHOBUTb 3HAYeHMe NapameTpa nona npmoputeta 802.1p ana
NCXOAALLEro TerMPOBaHHOIO TpadurKa, bopmnpyemoro
cos: (0..7)/0

LLeHTPa/IbHbIM MPOLLECCOPOM.
No oS cos egress YCTaHOBWTb 3HaYEHME MO YMONYAHUIO.

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 334 — KomaHab! pexkuma EXEC

3Ha4yeHue/3Ha4yeHue "
KomaHoa / Aelicmeue
o ymon4arHuro

show qos MokasaTb pexunm QOS, HaCTPOEeHHbIN Ha ycTpolicTee. B 6azoBom
pexXunme NoKasbIBaeT «40BEePEeHHbIN» pexunm (trust mode).

show class-map
[class_map_name]

MoKasaTb CNUCKN KpUTEPMEB KNaccupuKkaumm Tpaduka.

class_map_name: (1..32
-map_ ( ) V [elicTByeT TONbKO ANA pexxuma qos advanced.

CMmBO1a

show policy-map [pol-
icy_map_name]

MokasaTb npasuna Knaccuduraumm tpaduka.

olicy_map_name: “
policy_map._| /| [DeiictByeT TONbKO ANA peXXMMA qOS advanced.

(1..32) cumBona

show qos aggregate-policer Moka3aTb HaCTPOWMKM CpeaHei CKOPOCTM U OrpaHUYeHNs
[aggregate_policer_name] aggregate_policer_name: | nonocbl nponyckaHus ans npasun Kaaccudurkaumm tpaduka.
(1..32) cumBona /| DeiicTByet TONbKO ANA pexkuma qos advanced.
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show qos interface [buffers |
queuing | policers | shapers]
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb QoS-napameTpbl Ansa UHTepdelica.

- vlan_id — Homep VLAN;

- gi_port — Homep nHTepdelicos Ethernet gl;

- te_port — Homep nHTepoeincos Ethernet XG1-XG24;

- fo_port — Homep uHTepdericos Ethernet XLG1-XLG4;

- group — HOMep rpynmnbl NOPTOB;

- buffers — HacTpolikun bydepa gns ouepesneint nHTepdeiica;

- queueing — anroputm obpaboTkm ouepegeit (WRR nam EF),
Bec gna WRR-ouepegeit, Knaccobl 06Cny»KMBaHMA ana odyepesnen
n npuopwutet gna EF;

- policers — ckoHOUryprpoBaHHbIe cTpaTernn KnaccuobukaLlmm
TpadumkKa gns uHTepdelica;

- shapers — orpaHuuyeHue ckopocTn Ana ucxogaliero Tpaduka.

show gos map [dscp-queue |
dscp-dp | policed-dscp |
dscp-mutation]

MokasaTb MHPOpPMaLMIO O 3aMeHe MoJieit B NaKeTax,
mcnonb3yembix QOS.

- dscp-queue — Tabanua cootsetcTeua DSCP 1 oyepeseit;

- dscp-dp — Tabauua coorsetcTBMA meTok DSCP v npuopuTteTa
cbpoca (DP);

- policed-dscp — Tabanua nepemapkuposku DSCP;

- dscp-mutation — Tabaunua nsmeHeHuns DSCP-to-DSCP.

show qos tail-drop —

MpocmoTpeTb napametpsbl tail-drop.

show qos tail-drop
[gigabitethernet gi_port |
tengigabitethernet te_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

MNpocmoTpeTsb tail-drop MHGopmaL Mo NO KOHKPETHOMY NOPTY
(Bcem noptam).

fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port]

show qos tail-drop unit o MpocmoTpeTs tail-drop MHGopmaL Mo N0 KOHKPETHOMY
unit_id unit_id: (1..8) YCTPOMCTBY B CTEKeE.

show ip tx-priority

MpocmoTpeTb MHGOPMALMIO O MapKUPOBKE TpaduKa,
bopMUpPYyEMOro LLeHTPaIbHbIM NPOLLECCOPOM.

[pumep 8bIM10AHEHUS KOMAHO

= BkawounTb pexknum QoS advanced. Pacnpegenntb Tpadumk no odepesam, naketbl ¢ DSCP 12 B nepsyto
ouyepesb, naketbl ¢ DSCP 16 Bo BTOpYl0. Bocbmana ovepegb — npuoputeTHad. Co3aaTtb cTpaTernto
Knaccuoukaymm Tpadmka no cnucky ACL, paspelsarowemy nepegadvy TCP-naketos ¢ DSCP 12 1 16 m
OrpaHMYMBAIOLLYIO CKOPOCTb — cpeAHas ckopocTb 1000 K6ut/c, nopor orpaHuyeHunsa 200000 6aiT.
Mcnonb3oBaTh AaHHYO cTpaTernio Ha nHTepdeicax Ethernet 14 u 16.

console#
console# configure

console (config)# ip access-list tcp ena
console (config-ip-al) # permit tcp any any dscp 12
console (config-ip-al)# permit tcp any any dscp 16

console (config-ip-al)# exit

console (config)# gos advanced ports-trusted
console (config) # gqos map dscp-queue 12 to I

console (config)# priority-queue out num-of-queues I

console (config) # policy-map traffic

)
)
console (config)# qgos map dscp-queue 16 to 2
)
)

console (config-pmap) # class classl access-group tcp ena

console (config-pmap-c) # exit
console (config-pmap) # exit

console (config) # interface tengigabitethernet 1,/0/14
console (config-if) # service-policy input

console (config-if)# exit

console (config) # interface tengigabitethernet 1/0/16
console (config-if) # service-policy input

console (config-if)# exit
console (config) #

(
(
(
(
(
(
(
(c
(
console (config-pmap-c) # police 1000 200000 exceed-action drop
(
(
(
(
(
(
(
(
(
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5.34.2 Cmamucmuka QoS

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabnnua 335 — KomaHab! pexuma rnobanbHoM KoHdUrypaumm.

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

qos statistics aggregate-po-
licer aggregate_po-
licer_name

no qos statistics aggre-
gate-policer aggregate_po-
licer_name

aggregate_policer_name:
(1..32) cumsonos;
no ymonyaxuio QoS-
CTaTUCTUKA OTK/IIOYEHa

BKkAtounTb QOS-CTAaTUCTUKY MO OrPaHUYEHUI0 NONOC
NPONYyCKaHusA.

OTKNOUMTb QOS-CTAaTUCTUKY NO OFPAHMUYEHMIO NOOC
NponycKaHus.

qos statistics queues set
{queue | all}{dp | all} {gi-
gabitethernet gi_port |
tengigabitethernet

te_port | fortygigabitether-
net fo_port | all}

no qos statistics queues set

set: (1..2);
queue: (1..8);
dp: (high, low);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
3HayeHne No YMOJIYaHUIO:
set 1: Bce NnpuopuTeThbI, BCE
ouepenm, BbICOKUM
npuopuTeT cbpoca.
set 2: Bce npuopwuTeTol, BCe
oyepeam, HU3KUM
npuopuTeT cbpoca.

BKkAtounTb QOS -CTaTUCTUKY AN1A BbIXOAHbIX o4yepesent.
- set — onpeaenseT Habop CYETYMKOB;

- queue — onpegenseT NCXOAALLYIO ovepesb;

- dp — onpepaenseT npuoputeT cbpoca.

OTKNUYNTL QOS-CTAaTUCTUKY ANA BbIXOAHbIX oYepeaei.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet, 2pynnsi nopmos

Bug, 3anpoca KOMaHAHOW CTPOKM pexnma KoHdurypaumm nHtepoeiica Ethernet, rpynnbl nopTos:

console (config-if) #

Tabnnua 336 — KomaHabl pexkuma KoHourypaumm uHtepdeica Ethernet.

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

BkatounTb cbop QOS-CTaTUCTUKKM HA UHTepdelice.

- policy-map_name — ctpaTerua knaccubukaumm tpaduka;
- class_map_name — cnWCOK KpuTepueB Knaccuduraumum
TpaduKa.

OTKAtouMTb cObop QOS-CTaTUCTUKM Ha UHTepdelice.

qos statistics policer
policy_map_name
class_map_name

policy_map_name:
(1..32) cumBonos;
class_map_name: (1..32)
CMMBOJIOB;
Mo ymonuaHuto cbop
QoS-cTaTUCTUKM
OTK/tOYEH

no qos statistics policer
policy_map_name
class_map_name

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnunua 337 — KomaHabl pexkuma EXEC

3HayeHue/ 3HayeHue
o ymon4YaHuro

KomaHoa Aelicmeue

clear qos statistics — OumncTnTb cTaTUCTUKY QOS.

show qos statistics - MoKa3aTtb cTaTucTnKy QOS.

5.35 KoH}urypauma npoToKoN0B8 MapLupyTM3aLmum

5.35.1 KoHdpueypayua cmamuyeckoli mapwpymu3sayuu

CTaTnyecKkaa MapLpyTM3aums — BUA MapLpyTU3aLmMm, Npu KOTOPOW MapLLIPYTbl YKa3biBalOTCA B ABHOM
BMAE NPU KOHPUIypaLmm mappyTM3aTopa. Bca maplupyTusaums npyv sTOM NPOUCXoauT 6e3 yuyacTus Kakux-
NM60 NPOTOKO/I0B MapLLPYTM3aLMM.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 338 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no ymon4aHuro

Aelicmeue

ip route prefix prefix_length

{reject-route | gateway
[metric metric] |name
name] [distance distance]}

no ip route prefix
prefix_length {reject-route
| gateway}

prefix: (A.B.C.D);
prefix_length: (A.B.C.D

nwan /n);

gateway: (A.B.C.D)

metric (1..255)/1;

name: (1..32)

CUMBONa;

distance (1..255)/1

Co3gaTtb cTaTM4ecKoe NpasmIo MapLIpyTU3aLmm.

- prefix — IP-agpec ceTu Ha3HayeHus;

- prefix_length — macka npeduKca HasHaYeHUs Uam ee 4INHA;

- reject-route — 3anpeLLaeT MapLpPyTU3aLMIO K CETU Ha3HaYeHun
Yyepes BCe L/O3bI;

- gateway — IP-agpec wnto3a gna AOCTyna K CeTU HasHayeHus;

- metric — MeTpuKa ANA JaHHOIo MapLLpyTa;

- name — UMA MapLUpyTa;

- distance — agMMHUCTPATMBHAA AUCTAHLMA MApLLPYTa.

Y4anuTb NpaBuao 13 TabamLbl CTaTUYECKOW MapLIPYTM3aLLMK.

distance {ospf {inter-as |
intra-as} | static} distance

distance {ospf {inter-as |
intra-as} | static}

distance
(1..255)/static:1, OSPF
intra-as:30, OSPF inter-
as:110

YCTaHOBWTb 3HAYEHME afMUHUCTPATMBHOW AncTaHumK (AD) ana
BCEX MAPLUPYTOB yKa3aHHOro TMna.

- ospf inter-as — ycTaHoBWTb 3HaueHe AD g1 MeXK30Ha IbHbIX
MapLIpyTOB, MPUHATbIX NO NpoTokony OSPF;

- ospf intra-as — ycTtaHOBWTb 3Ha4YeHMe AD AA BHYTPU3OHANbHbIX
MapLIpyTOB, NPUHATBIX MO npoTokony OSPF;

- static — ycTtaHOBUTb 3HaYeHne AD anA cTaTUYEeCKMX MapLLpPyTOB.

YCTaHOBUTb 3HaYeHuMe no YMONYaHUIO.

KomaHOb! pexcuma KoHgpuaypayuu VRF

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config-vrf) #
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Tabnunua 339 — KomaHabl pexkuma KoHdurypaumm vrf

KomaHoa

3HayeHue/ 3HayeHue
o ymon4YaHuro

Aelicmeue

ip route prefix {mask | pre-
fix_length} { reject-route |
gateway [metric distance]
|name namel}

no ip route prefix
prefix_length} { reject-route
| gateway}

prefix_length: (0..32);
distance: (1..255)/1

Co3aaTb cTaTMYecKoe NpaBuI0 MapLLPyTM3aLMu.

- prefix — ceTb HaszHauyeHua (Hanpumep, 172.7.0.0);

- mask — macka cetu (B popmaTe feCATUYHON CUCTEMDbI
NCYUCNEHMA);

- prefix_length — npeduKc macku cetn (KOAMYeCTBO eanHuUL, B
macke);

- gateway — W03 418 JOCTYNA K CETU Ha3HAYeHus;

- distance — Bec mapLpyTa;

- name — VMA MapLIpyTa;

- reject-route — 3anpeT MapLpPyTU3aLMM K CETU Ha3HaYeHUA Yepes
BCE LU/IO3bl.

Y4anuTb NPaBuao U3 TabaunLbl CTaTUYECKOW MapLIPYTU3aLLUK.

ip default-gateway
{gateway}

no ip default-gateway
{gateway}

—/wno3 no
YMONYaHUIO He 3a4aH

3a4aTb ANA KOMMYTaTOpa aApec Wk3a No yMoayaHuio yepes vrf,

Ypanutb Ha3HaYeHHbIN ajpec Wwnks3a no ymon4aHuto.

KomaHObi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 340 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/ 3HayeHue
110 yMOAYAHUIO

Aelicmeue

show ip route [connected |
vrf [vrf-name] | static | ad-
dress ip_address [mask |
prefix_length] [multicast]
[longer-prefixes]]

MoKasaTb TabAnLy MapLIpyTM3aLmMK, Y40BAETBOPAIOLLYIO 334aHHbIM
KpUTEepUAM.

- connected — NOAK/AOYEHHbIN MAPLWPYT, TO €CTb MapLLPYT, B3ATbIN
C HENOCPEACTBEHHO MOAKOUYEHHOTO U QYHKLMOHUPYHOLLErO
NHTEpodelica;

- static — cTaTMyeckunii mapLpyT, NPONMCaHHbIN B Tabanue
MapLpyTusaumm;

- vrf — o61acTb BMPTYasibHOM MapLUpyTU3aLMKM, B KOTOPOW
Haxo4MTCA MapLUPYT;

- multicast — mapLpyTbl, 3a4eACTBOBaHHbIE ANA Nepeaaymn
MHOroagpecHoro Tpaduka.

show distance

loKasaTb 3HaYeHue aAMMHMCTpaTMBHOﬁ ANCTaHUUN onA
Pa3NNYHbIX ICTOYHMKOB MapLlpyTa.
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[Mpumep 8bIMN0AHEHUS KOMAHObI

= [lokasaTb Tabavuy mapLpyTusaumm:

console# show ip route

Maximum Parallel Paths: 2 (4 after reset)

Codes: C - connected, S - static

C 10.0.1.0/24 is directly connected, Vlan 1

S 10.9.1.0/24 [5/2] via 10.0.1.2, 17:19:18, Vlan 12
S 10.9.1.0/24 [5/3] via 10.0.2.2, Backup Not Active
S 172.1.1.1/32 [5/3] via 10.0.3.1, 19:51:18, Vlan 12

Tabnunuya 341 — OnucaHue pesybTaTta BbINOSHEHMA KOMaHAbI

Mone OnucaHue
MoKa3blBaeT NPOUCXOXKAEHME MapLLPYTA:
c C — Connected (MapwpyT B3AT U3 HENOCPEACTBEHHO NOAKAOYEHHOTO N GYHKLMOHK-
pytowero nHtepodeiica),
S — Static (cTaTMyecknit MapLUpyT, NPONMUCaHHbIN B TabaMLe MapLupyTM3aLmm).
10.9.1.0/24 Apapec ceTu.
MepBoe 3HayeHMe B CKOBKax — agMWMHWUCTPATUMBHAA AUcTaHuMA (cTeneHb AoBepus
[5/2] MapLIpyTU3aToOpPy, YEM YMCAO Bbille, TEM MEHblUe A0BEepUe K MUCTOYHMKY), BTOpOE
yncno — MeTpUKa MapupyTa.
via 10.0.1.2 Onpegpenset IP-agpec cnepylolwero mapluipyTM3aTopa, 4Yepes KoTopblii NpoxoguT
T MapLUpyT A0 CeTu.
00:39:08 Onpegaenset Bpema nociegHero o6HOBAEHUA MmapLpyTa (Y4acbl, MUHYTbI, CEKYHAbI)
Vlan 1 Onpegaenset nHTepoeiic, Yepes KOTOPbIMA NPOXOAUT MapLUPYT A0 CETU.

5.35.2 Hacmpolika npomokona RIP

MpoTtokon RIP (aHrn. Routing Information Protocol) — BHYTPeHHWI NPOTOKOA, KOTOPbIN No3BonseT
MapLupyTM3aTopam AUHAMUYECKM OOHOBAATb MapLIpyTHYO MHPOpMaLMIO, MoayyYada ee OT COCeAHMUX
MapLLpyTU3aTOPOB. ITO OYEHb NPOCTON NPOTOKOJ, OCHOBAHHbIA Ha NPUMEHEHUN AUCTAHLUMOHHOIO BEKTOPA
MapLpyTmn3aumn. Kak AnCTaHUMOHHO-BEKTOPHbIN npoTokon, RIP nepuoanyeckn nocblnaetr obHoBaeHUA
Mexay cocefamMu, CTpoA, TakMm o6pa3om, Tomonoruio cetu. B Kakaom o06HOBAeHWW nepepaeTca
MHbOpMaAUMA O AUCTAHUMKM [0 BCEX CEeTel Ha COCeaHW MaplpyTu3atop. KommyTtaTtop nopaeprkvmsaeT
npotokon RIP Bepcum 2.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumumu:

console (config) #

Tabnnua 342 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue o
KomaHda / Aeiicmeue
no ymoa4vyaHuro
router rip BoiiTn B perkMm KoHdurypaumm npotokona RIP.
no router rip Yaanutb rnobanbHyto KoHduUrypauuio npotokona RIP.
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KomaHObI pexcuma KoHgu2ypayuu npomokosad RIP

BuAa 3anpoca KOMaHAHOWN CTPOKMU:

console (config-rip) #

Tabnunua 343 — KomaHabl pexkmuma KoHpurypauum npotokona RIP

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

default-metric [metric]

no default-metric

metric: (1..15)/1

YCTaHOBUTb 3HAUYEHME METPUKM, C KOTOPOW ByayT
AHOHCMPOBATLCA MapPLIPYTbl, NONYYEHHbIE APYTMMU
NpPOTOKONaMMK MapLpyTU3aumn. bes napameTpa ycTaHaB/IMBaeT
3HauYeHue No YMOYaHMIo.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

network A.B.C.D

A.B.C.D: IP-agpec

YcTaHoBuTb IP-aapec nHTepdeiica, KoTopblii byaeT yyacTBoBaTb
B MpoLuecce MapLupyTM3aumu.

no network A.B.C.D nHTepdeiica Ypanutb IP-appec nHtepodelica, Kotopblii byaeT yyacTBoBaTth B
npoLecce MapLipyTM3aLmm.
redistribute {static | con- PaspewnTb aHOHCMpOBaHMe mapLpyTos Yepes RIP.
nected } [metric transpar- - 6e3 napameTpoB — O3Ha4aeT, YTo byAeT UCNoIb30BaTbCA
ent] default-metric npy aHoHCMpOBaHMM MapLLpPYTOB;
- metric transparent — o3HauvaeT, 4To 6yAeT NCNONb30BaATLCSA
- METPUKA U3 TabAnLbl MapLLPYTU3aLUM.
no redistribute {static | 3anpeTuTb aHOHCMPOBaHME CTaTUHYECKMX MapLLpyToB Yepes RIP.
connected} [metric trans- - metric transparent — 3anpeLLaeT UCNOb30BaTb METPUKY U3
parent] TabMuUbl MapwpyTM3aLmu.
redistribute ospf [id] [met- Pa3pewntb aHoHcMpoBaHue OSPF mapuwpyTos uepes RIP.
ric metric | match type | id: (1-65536) - id — naeHTudmkaTop npouecca OSPF;
route-map metric: (1..15, - type — Npon3BOANTL AHOHCUPOBAHME TONIbKO A/1A YKA3aHHbIX

route_map_name]

transparent)/1;

match: (internal,
external-1, external-2,
nssa-external-1, nssa-

Tnos OSPF mapwpyTos;

- route-map_name — NpoOVU3BOANTb aHOHCMPOBaHMNeE
MapLIpyTOB nocne ux GuabTpaLun Yepes yKasaHHyto route-
map;

no redistribute ospf [id] external-2); 3anpeTuTb aHOHCMpOBaHUe mapLupyTos OSPF yepes RIP. B
[metric metric | match type route_map_name: (1..32) | cnyuae ykasaHua napameTpa BO3BpPaLLAET ero 3HauYeHue no
| route-map cumBona YMONYAHUIO.
route_map_name]
redistribute bgp metric Paspewntb aHoHcHMpoBaHue BGP mapupytos yepes RIP.
[metric | transparent] - metric — 3HaYeHne MeTPUKM AN UMMIOPTUPYEMBIX

MapLUpyTOB;

metric: (1..15, - metric transparent — o3HauvaeT, 4To 6yAEeT NCNONb30BaATLCSA

no redistribute bgp metric
[metric | transparent]

transparent)/1

METPUKA U3 TabnLbl MapLUpyTU3aLMK.

3anpeTnTb aHOHCMpPOBaHWe mapLupytos BGP yepes RIP. B
CNyyYae yKasaHua napameTpa BO3BPaLLLAET ero 3HaYeHue no
YMONYAHMIO.

redistribute isis [/evel]
[match match] [metric
metric] [transparent]

no redistribute isis [/evel]
[match match] [metric
metric] [transparent]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..15,
transparent)/1

Pa3pewuntb aHoHcHMpoBaHue IS-1S mapwpyTos yepes RIP.
- level — ycTaHOBWTb, M3 KaKoro ypoBHA IS-IS byayT
QHOHCMPOBATLCA MapPLLPYTbI;

- match — npou3BOAUTL AaHOHCMPOBAHMWE TONbKO A/1A
YKa3aHHbIX TMNos IS-IS mapwpyTos.

3anpeTnTb aHOHCMpPOBaHUe MmapLpyTos IS-IS yepes RIP. B
CNyYae yKasaHWA napameTpa BO3BpaLLAeT ero 3Ha4yeHue no
YMONYaHMI0.

shutdown

no shutdown

—/BKNOYEHO

BbIKNOUYMTbL Npouecc maplpyTusaumm no npotokony RIP.

BkAtoumTb Nnpouecc maplupyTmsaumm no npotokony RIP.

passive-interface

no passive-interface

—/BK/IOYEHO

OTKNOUYUTE OBHOBNEHWA MApLIPYTU3aLUK.

BKNIOUUTL O6HOBNEHWA MaPLLPYTU3aLUK.
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default-information origi- FeHepupoBaTb MaPLLPYT MO YMOAYAHUIO
nate —/MmapupyT He

no default-information reHepupyertca BoccTtaHOBUTbL 3HaYeHWe No yMOAYaHuIo.
originate

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKMU:

console (config-if) #

Tabnunua 344 — KomaHab! pexkuma KoHdpurypaumm nntepdelica IP

3HayeHue/ 3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4aHuro
ip rip shutdown BbIKAOUYMTbL Npouecc mappyTtnsaumm no npotokony RIP Ha
AaHHOM uHTepdeiice.
— —/BKAOYEHO
no ip rip shutdown BkntounTb npouecc maplupytusaugmm no npotokony RIP Ha gaHHOM
UHTepodeiice.
ip rip passive-interface no YMO4YaHUIO BbIKNtOUMTL OTNPaBKy 06HOBAEHWUI Ha UHTepdelice.
no ip rip passive-interface OTNpaBKa 06HOBNEHWI | YcTaHOBUTbL 3HAYEHWE MO YMONYAHMUIO.
BKJIOYEHA
ip rip offset offset [Jo06aBnTb cmeLleHne K MeTpuKe.
— offset: (1..15)/1
no ip rip offset YCTaHOBUTb 3HAYEHME N0 YMONYAHUIO.

ip rip default-information
originate metric

YCTaHOBUTb METPUKY A4/19 MapLipyTa No YMONYAHUIO

metric: (1..15)/1; TpaHcanpyemoro vyepes RIP.

Mo ymonuyanutio

no ip rip default-infor- dYHKUMA OTKAIOYEHA

mation originate

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

ip rip authentication mode BkntounTb ayteHTUdMKaumto B RIP 1 onpepenntb ee Tvn:
{text | md5} Mo YMONYaHMIO - text — ayTeHTUdMKaUMA OTKPLITbIM TEKCTOM;
ayTeHTUdMKauma - md5 — ayTeHTUdUKaumm MD5.
no ip rip authentication OTK/ItO4EHa. YCTaHOBUTb 3HAYeHME MO YMOAYAHWIO.
mode
ip rip authentication OnpenennTtb HAbop KNtoYEN, KOTOPbIN MOXKET UCMONb30BaTLCA
key-chain key_chain key_chain: (1..32) ANA ayTeHTUdUKaLmu.
no ip rip authentication CMMBON0OB YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
key-chain
ip rip authentication-key OnpenennTb KNOY A8 ayTEHTUGUKALMM OTKPbLITBIM TEKCTOM.
clear_text: (1..16)
clear_text -
—— —— CUMBOJI0B
no ip rip authentication-key YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.
ip rip distribute-list access | (1.32) YcTaHoBUTb CTaHAAPTHbIN IP ACL Ana dUAbTPaALMM aHOHCUPYEMbIX
acl_name: (1..
acl_name - MapLIpyTOB.
—————— - CMMBONOB
no ip rip distribute-list YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK B pexume privileged EXEC:

console#
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Tabnuua 345 — KomaHabl pexkmma privileged EXEC

3HayeHue/3HayeHue
1o ymMoA4YaHuro

KomaHda

Aelicmeue

show ip rip [database |
statistics | peers]

- database — nHpopmauua o HacTpoiikax RIP;
- statistics — cTaTUcTMUYeCcKue aaHHbIe;
- peers — MHPOPMALMA YHACTHMKA CETU.

MpocmoTpeTb MHbopmaumio o RIP-mappyT1saumm:

[pumepbl UC016308AHUS KOMAHO

Bkntountb npotoKkon RIP ana noacetn 172.16.23.0 (IP-agpec Ha KommyTaTope 172.16.23.1) 1 ayTeHTH-

dukaumto MD5 yepes Habop Kntouelt mykeys:

console#
console# configure
console (config)# router rip

console (config-rip)# network 172.16.23.1

console (config-if)# ip rip authentication mode md5

(

console (config-rip)# interface ip 172.16.23.1
(
(

console (config-if)# ip rip authentication key-chain mykeys

5.35.3 Hacmpolika npomokona OSPF, OSPFv3

OSPF (Open Shortest Path First) — npoTOKOA AUHAaMWYECKOM MapLIpPyTM3aLuUmM, OCHOBaHHbIN Ha TEXHO-
JIOTUM OTC/IEXKMBAHMA COCTOSHMA KaHana (link-state technology) 1 ncnonb3ylowmii Ans HaxoXKAEeHUA KpaTyai-
wero nytn anroputm Oenkctpbl. Mpotokon OSPF npeacTtasaseT coboli NpoOTOKON BHYTpeHHero wnto3a (IGP).
MpoTokon OSPF pacnpocTpaHaeT MHPOPMaLMIO O AOCTYMHbIX MapLUIPYTax MeXKAy MapLipyTU3aTopamm o4HOM

aBTOHOMHOM CUCTEMbI.

YcTpoiicTBo NoanepkMBaeT 04HOBPEMEHHYHO PabOTy HECKO/IbKMX HE3aBUCMMbIX SK3EeMNIAPOB NpoLec-
coB OSPF. Hactpoitka napameTpoB ak3emnaspa OSPF npomsBoamTca NyTem yKasaHuA naeHTMdUKaTopa K-

semnaapa (process_id).

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoi KoHGUrypaumu:

console (config) #

Tabnnua 346 — KomaHgb! pexkuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aeiicmeue

router ospf [process_id]
[vrf vrf_name]

no router ospf [process_id]
[vrf vrf_name]

process_id: (1..65535)/1
vrf_name: (1..32)
cMMBONA

BKAOUMTL MapLpyTmnsaumio no npotokoay OSPF.
3apaTb MaeHTUPMKaTOP npouiecca.

BbIkntounTb MapLupyTM3saumio no npotokony OSPF.

ipv6 router ospf [pro-
cess_id]

no ipvé router ospf [pro-
cess_id]

process_id: (1..65535)/1

BkaounTb mapupyTtmusaumio no npotokony OSPFv3.
3apatb MaeHTUPMKaTOP npoLiecca.

BbIKNOUMTE MapLupyTM3aumio no npotokony OSPFv3.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

351



HELTEX

ipv6 distance ospf {in-
ter-as | intra-as} distance

no ipvé6 distance ospf {in-
ter-as | intra-as}

distance: (1..255)

3a4aTb aAMUHUCTPATUBHYIO AUCTaHUMIO Ana maplpytos OSPF,
OSPFv3.

- inter-as — AnA BHELWHNX aBTOHOMHbIX CUCTEM

- intra-as — BHYTpW aBTOHOMHOW CUCTEMBI.

BepHyTb 3HaYEHUA N0 YMONYAHUIO.

KomaHOb1 pexcuma npouecca OSPF

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnume KoHdurypaumm npouecca OSPF:

console(router_ospf_process)#

console (ipvé router ospf process)#

Tabnunua 347 — KomaHab! pexkuma KoHpurypaumm npouecca OSPF

KomaHda

3HayeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

no redistribute connected
[metric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBOJIOB;
name_acl: (1..32)
CUMBO/I0B;
value: (0-4294967295)

PaspewunTb aHOHCUpPOBaHWe connected-mapLupyToB:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT UMNOPTUMPOBATb NOACETHU.

- metric — 3HaYeHWe METPUKU ONA UMNOPTUPYEMbIX MapLL-
pyToOB;

- name-policy — vMA NOAUTUKM MMNOPTA, MO3BOJIAOLEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

-name-acl — wuma ctaHgapTtHoro IP ACL, nossossatoLLero
dMAbTPOBATL UMMNOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag ANA MMNOPTUPYEMbIX
MapLUpyTOB.

3anpeTuTb aHOHCUpPOBaHUWe connected-mapwpyTos. B ciyyae
YKa3aHuWA napameTpa BepHYTb ero 3HaYeHme no yMoa4YaHMIo.

redistribute static [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute static [met-
ric metric] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

PaspewunTb aHOHCUMpPOBaHME CTAaTUYECKUX MapLLPYTOB:

- metric-type type-1 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT c nomeTKon Kak OSPF
external 2;

- subnets — no3BosfeT UMNOPTUPOBATL MNOACETH;

- metric — 3Ha4YeHne MEeTPUKN 417 UMMNOPTUPYEMbIX MApLU-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTa, MO3BOAAOLLEN
dnNbTPOBaTb M BHOCUTb U3MEHEHWA B MMNOPTUPYEMble
MapLIpPyTbl;

-name-acl — wumsa ctaHgapTtHoro IP ACL, nossosisawoLLero
$dnAbTPOBaTL UMNOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpubyTa tag Ana MMNOPTUPYEMbIX
MapLUPYTOB.

3anpeTuTb aHOHCUPOBAHME CTaTUYECKUX MApLUPYTOB. B cayyae
YKa3aHua napameTpa BepHyTb ero 3HayeHue No yMOAYaHMUIO.
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redistribute ospf id
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2 | nssa-exter-
nal-1 | nssa-external-2}]
[tag value] [subnets]

no redistribute ospf [id]
[nssa-only] [metric metric]
[metric-type {type-1 | type-
2}] [route-map name]
[match {internal | external-
1 | external-2}] [tag value]
[subnets]

id: (1..65535);
metric: (1..65535);
name: (0..32) cumBona;
value: (0-4294967295)

MmnopTtuposaTb maplpyTbl n3 npouecca OSPF B npouecc
OSPF:

- nssa-only — ycTaHaB/iMBaeT 3HayeHMe nssa-only ansa Bcex
MMMNOPTUPYEMbIX MaPLLPYTOB;

- metric-type type-1 — nmnoptupyeTt c nomeTkon Kak OSPF
external 1;

- metric-type type-2 umnopTtupyeT c nomeTKol Kak OSPF
external 2;

- match internal — umnopTupyet mapLpyTbl B npeaenax area;
- match external-1 — umnopTtupyet mapupyTtbl Tuna OSPF
external 1;

- match external-2 — nmnoptupyet mapwpytbl TMNa OSPF
external 2;

- match nssa-external-1 — umnopTupyeT mapwpyTbl Tuna OSPF
NSSA external 1;

- match nssa-external-2 — nmnoptupyet mapwpyTbl TNa OSPF
NSSA external 2;

- subnets — no3BonAeT MMNOPTUPOBATb NOACETYH;

- name — NpUMeHAET YKa3aHHYI NOJUTUKY MMMOPTA,
no3BoAAOLWY0 GUALTPOBATb M BHOCUTb USMEHEHMUA B
MMMNOPTUPYEMbIE MAPLIPYTbI;

- metric — yCcTaHaB/MBaET 3HaYEHME METPUKMN ANA UMNOPTH-
pyeMbIX MapLIpyTOB;

- value — 3HauyeHue aTpnbyTa tag ona UMNOPTUPYEMBIX
MapLLpyTOB.

3anpeTnTb MMNOPT MapLpyToB 13 npouecca OSPF B npouecc
OSPF. B cnyyae ykaszaHWA NnapameTpa BEPHYTb €ro 3Ha4yeHune no
YMOAYaHUIO.

redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute rip [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony RIP:

- metric-type type-1 — umnopTupyeT c nomeTkon Kak OSPF
external 1;

- metric-type type-2 — umnopTupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — no3BonseT UMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWe METPUKU ANA UMMNOPTUPYEMbIX MapLL-
pyToB;

- name-policy — vMA NOAUTUKM WMMMOPTA, MO3BOJIAOLLEN
dUNbTPOBATL M BHOCUTb M3MEHEHWA B WMMMNOPTUPYEMble
MapLLpyTbl;

- name-acl — wuma ctaHgaptHoro IP ACL, nossosAatoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HayeHue aTpubyTa tag ons UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMPOBAHWE MAPLLPYTOB, NOJTYYEHHbIX NO
npotokony RIP. B cnyyae ykasaHuAa napameTpa BEpHYTb ero
3HAYeHME N0 YMOHaHUIO.
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redistribute isis [/level]
[match match] [metric met-
ric] [metric-type {type-1 |
type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute isis [/evel]
[match match] [metric-type
{type-1 | type-2}] [route-
map name_policy] [filter-
list name_acl] [tag value]
[subnets]

level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1..65535);
value: (0-4294967295)

PaspelwunTb aHOHCMpPOBAHWE MapLUPYTOB, NOAYYEHHbIX NO
npotokony IS-IS:

- metric-type type-1 — umnopTt c nomeTkol OSPF external 1;
- metric-type type-2 — nmnopt c nometkoi OSPF external 2;
- subnets — no3BonfeT UMNOPTUPOBATL NOACETH;

- level — ypoBeHb IS-IS, n3 KoToporo byayT aHOHCMPOBATLCA
MapLUpyTbl;

- match — npou3BOAMTb aHOHCMPOBaAHWE TO/IbKO ANA YKa-
3aHHbIX TMNOB IP-IS mapwpyTos;

- metric — 3HaYeHWe METPUKMU ANA UMNOPTUPYEMbIX MapLL-

pyTOB,

- name-policy — VMA NOAUTUKM MMMOpPTa, NO3BOAAKOLWEN
$unbTPOBaTL U BHOCUTb W3MEHEHWA B MMMOPTUPYEMble
MapLUpyTbl;

- value — 3HaueHue aTpubyTa tag ANA UMNOPTUPYEMBIX
MapLLpyTOB.

be3 napameTpoB 3anpeTuTb aHOHCMPOBAHWE MAPLLPYTOB,
NONYYEHHbIX NO NPOTOKOAY IS-IS. B cnyyae ykasaHuA
napameTpa BEPHYTb €ro 3Ha4eHne No YMONYAHMUIO.

redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

no redistribute bgp [metric
metric] [metric-type {type-1
| type-2} ] [route-map
name_policy] [filter-list
name_acl] [tag value] [sub-
nets]

metric: (1..65535);
name_policy: (1..255)
CUMBO/IOB;
name_acl: (1..32)
CUMBO/IOB;
value: (0-4294967295)

Pa3pelwmnTb aHOHCMpPOBaHNE MAPLLPYTOB, NOAYYEHHbIX NO
npotokony BGP:

- metric-type type-1 — umnopTupyeT c nomeTKol Kak OSPF
external 1;

- metric-type type-2 — umnopTtupyeT ¢ nomeTKoM Kak OSPF
external 2;

- subnets — nNo3BonseT MMNOPTUMPOBATb NOACETYH;

- metric — 3HaYeHWE METPUKMU A1 UMNOPTUPYEMbIX MapLL-
pyTOB;

- name-policy — vMA NOAUTUKM MMNOPTA, MO3BOJIAOLEN
dUNbTPOBATL M BHOCUTb W3MEHEHWA B WMMNOPTUPYemble
MapLLpyTbl;

- name-acl — wuma ctaHgaptHoro IP ACL, nossosstoLLero
dMAbTPOBATL UMMOPTUPYEMbBIE MAPLLPYTbI;

- value — 3HauyeHue aTpmbyTa tag anNa UMNOPTUPYEMBIX
MapLUpyTOB.

3anpeTnTb aHOHCMpPOBAHWE MapPLLPYTOB, MOAYYEHHbIX MO
npoTtokony BGP. B cnyyae ykasaHua napameTpa BepHYTb ero
3HaYeHue Mo YMOYAHMIO.

compatible rfc1583

no compatible rfc1583

—/enabled

Bktountb coBmectumocTtb ¢ RFC 1583 (Tosibko ans IPv4).

BbIkAtOUnTL coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id A.B.C.D

A.B.C.D: ngeHtuopukaTtop
MaplupyTusaTopa B
dopmarte IPvd-agpeca

YCTaHOBUTbL UAEHTUOUKATOP MapLIpPYTU3aTOPa, KOTOPbIN
YHWUKaNbHO naeHTUMLMPYET MapLipyTM3aTop B Npeaenax
0ZHOW aBTOHOMHOM CUCTEMBI.

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

network ip_addr area
A.B.C.D [shutdown]

no network ip addr

ip_addr: A.B.C.D

BktounTb (0TKAOUKTL) 3K3emnaap OSPF Ha IP-uHTepdelice
(ana IPv4).

Ypanute IP-agpec nHTepoeiica.

default-metric metric

no default-metric

metric: (1..65535)

YctaHoBUTb MeTpuKy OSPF-mapuipyTa.

OTKAOUNTD GYHKLMIO.

area A.B.C.D stub [no-sum-
mary]

A.B.C.D: uaeHtTndukatop
MapLipyTU3aTopa B
dopmarte IPv4-agpeca

YCTaHOBWUTb A9 YKa3aHHOW 30HbI TMN stub. 30Ha —
COBOKYMHOCTb CeTeW U MapLUpyTU3aTOPOB, UMEIOLLUX OAUH U
TOT e naeHTMduKaTop.

- no-summary — He o0TnNpaBAATb MHGOPMaLMIO O
CYMMMPOBAHHbIX BHELLHUX MapLIpyTax.
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no area A.B.C.D stub

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

area A.B.C.D nssa [no-sum-
mary] [translator-stabil-
ity-interval interval] [trans-
lator-role {always | candi-
date}]

no area A.B.C.D nssa

A.B.C.D: uaeHtndukatop
MaplupyTusaTopa B
dopmarte IPvd-agpeca;
interval: uenoe
NoNOXKUTENBHOE YNC/IO;

YCTaHOBUTb N5 YKa3aHHOM 30HbI TMM NSSA.

- no-summary — He NPMHUMaTb MHGOPMaLKIO O
CYMMMPOBAHHbIX BHELIHUX MapLpyTax BHYTPb NSSA-30HbI;

- interval — onpepenaeT NPOMeXKYTOK BPeMeHM (B cekyHAax), B
TeyeHne KOTOporo TpaHcNATOp ByaeT BbINOMHATL CBOM
bYHKLMM nocne Toro, Kak 06HAPYKUT, YTO TPAHCAATOPOM CTas
LpYroi rpaHUYHbIN MapLupyTUsaTop.

- translator-role — onpegensert, kKakum obpasom Ha
MapLupyTu3aTope byaeT GYyHKLUMOHNPOBATL PEKUM
TpaHcnsTopa (TpaHcnsaumm Type-7 LSA B Type-5 LSA):

- always — B npuHyaANTENBLHOM NOCTOAHHOM PEXKUME;

- candidate — B pexvme yyacTusa B Bbibopax TpaHcAATOPa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOIYAHMUIO.

area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

no area A.B.C.D virtual-link
A.B.C.D [hello-interval secs]
[retransmit-interval secs]
[transmit-delay secs]
[dead-interval secs] [null |
message-digest] [key-chain
word]

A.B.C.D: naeHTndukatop
MaplupyTU3aTopa B
dopmare IPv4-appeca;
secs: (1..65535) c;
word: (1..256) cumonos

Co3aaTb BUPTyasibHOE COeANHEHNE MeXAY OCHOBHOM U
OPYrMMU yaaneHHbIMM 061acTAMM, KOTOPbIE UMEIOT MeX Ay
HUMM 0bnacTu.

- hello-interval — ykasaTtb hello-nHtepsan;

- retransmit-interval — yka3aTb MHTepBan meay NOBTOPHLIMM
nepegadamu;

- transmit-delay — yKka3aTb Bpems 3a4epKKu;

- dead-interval — ykasaTb dead-uHtepsan;

- null — 6e3 ayTeHTUdMKauuy;

- message-digest — ayTeHTUdMKaLMA C WUNDpPOBaAHUEM;

- word — naposb gns ayTeHTUGUKaumm.

Y[anuTb BUPTyanbHOE CoefMHeHMe.

area A.B.C.D default-cost
cost

no area A.B.C.D default-
cost

A.B.C.D: naeHtndukatop
MaplupyTusaTopa B
dopmare IPv4-agpeca;
cost: uenoe
NONOXUTENbHOE YNC/IO

YCTaHOBWUTb 3HAaYEeHWE CTOMMOCTM CYMMAPHOTO MapLLpyTa,
ncnonbsyemoro ans stub- n NSSA-3oH (ans IPv4).

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D authentication
[message-digest]

no area A.B.C.D authentica-
tion [message-digest]

A.B.C.D: ngeHtuopukaTtop
MapLipyTU3aTopa B
dopmare IPv4-agpeca;
—/BbIKNIOYEHO

BKAOUNTL ayTEHTUDUKALMIO AN BCeX MHTepdecoB AaHHOM
30HbI (ana IPv4):
- message-digest — c wuodposaHnem MDS5.

OTKNOUNUTD ayTEHTUOUKALMIO.

area A.B.C.D range net-
work_address mask [adver-
tise | not-advertise]

no area A.B.C.D range net-
work_address mask

A.B.C.D: ngeHtuopukaTtop
MaplupyTu3aTopa B
dopmare IPv4-appeca;
network_address:
A.B.C.D;
mask: E.F.G.H

Co34aTb CYMMApPHbI MapLUPYT Ha rpaHuue 30HbI (ans IPv4).
- advertise — aHOHCMPOBaTb CO34aHHbIN MAPLLPYT;
- not-advertise — He aHOHCMPOBATb CO34aHHbIM MApPLLPYT.

Y[anuTb CyMMapHbIi MapLupyT.

area A.B.C.D filter-list prefix
prefix_list in

no area A.B.C.D filter-list
prefix prefix_list in

A.B.C.D: uaeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YCTaHOBUTb GUABLTP Ha MaPLLPYTbI, aHOHCUPYEMble B
YKa3aHHYt0 30HY U3 gpyrux 30H (ans IPv4).
®dunbTpauma NPoM3BOAUTCA TOIbKO AN MapPLLPYTOB
LSA Type 3.

Yaanute GUALTP Ha MapLIPYTbl, aHOHCUMPYEMbIE B YKa3aHHYIO
30HY M3 ApYrux 30H (ana IPv4).

area A.B.C.D filter-list prefix
prefix_list out

no area A.B.C.D filter-list
prefix prefix_list out

A.B.C.D: naeHtTndukatop
MaplupyTu3aTopa B
dopmarte IPv4-agpeca;
prefix_list: (1..32)
cumsona

YCTaHOBUTb GUNBLTP HA MapLLPYTbI, aHOHCUPYEMblE U3
YKa3aHHOW 30HbI B gpyrue 30Hbl (gna IPv4).
dunbTpaLmMA NPOM3BOAUTCA TONbKO ANA MapLIPYTOB
LSA Type 3.

Yaanutb GUAbTP Ha MapLIPyTbl, aHOHCMPYEMble U3 yKa3aHHOM
30HbI B Apyrue 30Hbl (ans IPv4).
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area A.B.C.D shutdown

no area A.B.C.D shutdown

A.B.C.D: uaeHtndukatop
MapLlupyTusaTopa B
dopmarte IPvd-agpeca;
—/BKAIOYEHO

OTtkntoumntb npouecc OSPF ana 30HbI.

BkatounTb npouecc OSPF ana 30HbI.

auto-cost reference-band-
width reference

reference: (0..400000)/

YCTaHOBWUTbL aBTOMATUYECKMI1 pacyeT MeTpUKK MHTepdelica B
3aBMCMMOCTM OT €ro CKOpoCTH Nno ¢popmyne: reference/ifSpeed.
- reference — 6a30Bas CKOPOCTb.

V 3HaueHue reference, pasHoe 0, oTKAO4aeT
0 Mbur/c ABTOMATUYECKUIi pacyeT MeTPUKU.
no auto-cost reference- YCTaHOBUTb 3Ha4YeHNE NO YMOAYAHUIO.
bandwidth
shutdown OTkAtoumTb Npouecc OSPF.
—/BKAOYEHO

no shutdown

Bkatountb npouecc OSPF.

summary-address
ipv4_addr mask [not-adver-
tise]

no summary-address
ip_addr mask [not-adver-
tise]

—/BbIK/OYEHO

BKAHOUMTL cCymMmnpoBaHMe mapwpyToB IPv4, KoTopble 6bian
nony4veHbl OSPF 13 apyrmux npoToKonos.
not-advertise — npocymmunpoBaTb, HO He aHOHCMPOBaTb.

OTKNOUYNUTD CYMMapM3aLmMio MapLIpPyTOB.

neighbor ip_add [priority
priority]

no neighbor ip_add

priority: (0..255)/0

3apaTtb IPv4-appec ana ctatmyeckoro OSPF-coceaa.
- ip_add — IPv4-appec.
- priority — yKasaTb priority agnsa cocega (y4nTbiBaeTCs TONbKO B
coctoaHuu attempt/down).
| HacTtpoliika aKTyasibHa TO/IbKO Ana non-broadcast u
V point-to-multipoint non-broadcast Tunos certeii.

Ypanute KoHdurypaymio gna OSPF-cocena ¢ ykasaHHbIm IPv4-
agpecom.

summary-prefix ipvé [not-
advertise]

summary-prefix ipvé [not-
advertise]

—/BbIK/IOYEHO

BkatounTb cymmupoBaHune mapLupyTtos IPv6, koTopble 6b1ium
nonyyeHbl OSPF n3 gpyrmMx npoToKON0B.
not-advertise — npocymmmnpoBaTb, HO He aHOHCMPOBaATb.

OTK/IIOUYUTD CYMMapM3aLLMI0 MapLLPYTOB.

timers spf delay delay

delay: (0..600000)/5000

YCTaHOBWUTb BEIMUUHY 3a[ePXKKMW, NPOU3BOAMMON Nepes,
oyepeaHbIM NocnenoBaTe/ibHbIM pacyeTom SPF.

no timers spf delay me YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
timers Isa throttle min_in- 3apaTb BpemeHHble napameTpbl LSA-TpoTTanHra. TpOTTAUHT
terval hold_interval max_in- [EeNCTBYET TONbKO Ha LSA, MICTOYHMKOM KOTOPBbIX ABNSETCS
terval /IOKaNbHOE YCTPOMCTBO.
- min_interval — MWHUManNbHbIN BPEMEHHOW UHTEPBAN MeXAY
min_interval: ABYyMA nocsefoBaTesIbHO OTNPaBAAIOWUMNCA OANHAKOBbIMU
(0..60000)/5000 mc; LSA.
hold_interval: - hold_interval — nHTepBan, onpeaenatoLlnin TeKyLLee Bpems
(0..60000)/0 mc; 3afepKKu. C Kaxaow HoBoW nocnenoBatenbHom LSA aToT
max_interval: WHTEPBA/l YMHOXAETCA Ha [1Ba, NOKa He AOCTUIHET 3HaYeHUn

no timers Isa throttle

(0..60000)/0 mc

max_interval.

- max_interval — makcMManbHbIi BpEMEHHOM MHTEpPBan
MeXay ABYMA NocC/ef0BaTeNbHO OTNPaBAAIOLWLMMUCA
OAMHaKoBbIMM LSA.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

timers Isa arrival min_arri-
val

no timers Isa arrival
min_arrival

min_arrival:
(0..60000)/1000 mc

YCTaHOBUTb MUHUMAJIbHbIA BPEMEHHOW MHTEPBaA, C KOTOPbIM
MapLupyTH3aTop obpabaTbiBaeT NpuHUMaemble LSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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3anpetutb Bcem IP-uHTEpdeicam, yyacTsyowmm B npouecce
OSPF, 06MeHMBaTbCA MPOTOKO/IbHBIMW COOBLLLEHUAMM C
coceasmm (BKNHOUNTb MAaCCUBHbBIN PEXKUM).

V Npu npumeHeHUU JaHHOU KOMaHAbI HAcTPOliKa ip
ospf passive-interface yganaetca co Bcex ip-
MHTep¢eiicoB U CTaHOBUTCA ANA HUX 3HAYEHUeM No
YMONYaHMUIo.

passive-interface

/BbIKNIOYEHO

no passive-interface YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica IP

BuAa 3anpoca KOMaHAHOWN CTPOKM:

console (config-ip) #

Tabnnua 348 — KomaHabl pexkuma KoHdpurypaumm nHtepdelica IP

KomaHda

3HayeHue/3HayeHue
no yMmoan4YaHuo

Aeiicmeue

ip ospf shutdown

BbIKAHOUNTL MapLpyTU3aumio no npotokony OSPF Ha
nHTepdelice.

- —/BKNOYEHO
no ip ospf shutdown BKkAtouMTb MapwpyTusaumto no npotokony OSPF Ha
nHTepodelice.
ip ospf network {broadcast Bbibpatb TMN ceTu:
| non-broadcast | point-to- - broadcast — wrpoKoBeLaTeIbHAA CETb C MHOYKECTBEHHbIM
point | point-to-multipoint L0CTyNnom;
non-broadcast} - non-broadcast — HelwnpoKoBewaTenbLHan ceTb C
—/broadcast MHOXECTBEHHbIM 4OCTYNOM;

no ip ospf network

- point-to-point — ceTb «TOYKa-TOYKa»;
- point-to-multipoint non-broadcast — HewunpoKoBeLlLaTebHasnA
CeTb C MHOXECTBEHHbIM AOCTYMOM «TOYKA-MHOTOTOUYKA».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication
[key-chain key_chain |
null | message-digest]

no ip ospf authentication
[keychain]

key_chain: (1..32)

BkntounTb ayTeHTUdUKaumio B OSPF u onpepenuTsb ee Tn. bes
YKa3aHuA napameTpos ByZeT MCno/ib30BaTbCA ayTEHTUOUKALMA
C MOMOLLbIO MapoiA, 3a4aHHOTO OTKPbITbIM TEKCTOM.

- keychain — BkntoyaeT ucnonbzoBaHue Habopa Kaoyen.
PaboTaeT B cBA3Ke C pexxnmom message-digest.

CMMBO/I0B; . N o
’ - key_chain — nma Habopa Kntoyeit, cCo34aHHOMO KOMaHAoM
Mo YMONYaAHUIO keychain;
’?
ayTeHTMdMKauma
v duKay, - null — He ncnonb3oBaTb ayTeHTUPUKALMIO;
OTK/IloYeHa

- message-digest — ayTeHTUdMKauma MD5 ¢ ncnonb3osaHue
Habopa Katouell.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf authentication-key
key

no ip ospf authentica-
tion-key

key: (1..8) cumBonoB

Ha3Hauutb naponb ana ayteHTUdUKaLMK cocesen, AOCTYMNHbIX
Yyepes Tekywnin nHtepdeiic. Maposb, yKazaHHbIA TaKUM
obpasom, byaeT BHeApEH B 3aro/I0BOK KaXK40ro yXO4ALLEro B
3Ty ceTb NakeTa OSPF B KauecTBe K/Ato4a ayTeEHTUDUKALMM.

Yaanutb naponb.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOSHUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasaTesnem "cToumocTn" nepecbiiku AaHHbIX NO
KaHany.

YCTaHOBUTb 3Ha4YeHME NO YMOYAHMUIO.

ip ospf poll-interval inter-
val

no ip ospf poll-interval

interval: (1..255)/120

YCTaHOBUTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHUM
KoToporo mapLipytusatop otnpasnseT hello-naketsi ¢
HeaKTuBHOro uHTepderica (OSPF-coceacTBo B cTaTyce down).
HacTpoiika akTyanbHa TonbKo a8 non-broadcast n
V point-to-multipoint non-broadcast Tunos ceteii.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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ip ospf dead-interval {in-
terval | minimal}

no ip ospf dead-interval

interval: (1..65535) c;
minimal —1c

YCTaHOBWUTbL MHTEPBAN BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOpOro coces, byfeT cuUTaTbCA HEAKTUBHBIM. ITOT UHTEPBAN
[OMKeH 6bITb KpaTHbIM 3HayeHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 untepsanam otnpasku hello-nakertos.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip ospf hello-interval inter-
val

no ip ospf hello-interval

interval: (1..65535)/10 c

YCTaHOBWUTb MHTEPBAJI BPEMEHU B CEKYHAAX, MO UCTEYEHUMU
KOTOPOro mapLipyTusaTop oTnpasaset cneayowmii hello-naker
c uHTepdelica.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf mtu-ignore

no ip ospf mtu-ignore

—/BKAIOYEHO

OTKAtoYMTb NpoBepkn MTU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip ospf passive-interface

no ip ospf passive-inter-
face

— /BbIKOYEHO

3anpeTuTb IP-uHTepdeicy 06MeHMBATLCA MPOTOKOIbHbIMMU
Co0bLWEHMAMM C coceaaAMM (BKIHOYUTb NACCUBHDBIN PEXUM).

YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.

V Ecnuv npumeHeHa HacTpoiiKa passive-interface B
pexxume KoHpurypauum npouecca OSPF, To aaHHas
KOMaHAA BbIBOAUT AaHHbIN IP-uHTepdeiic us
NacCUBHOIO pexxuma.

passive-interface

no passive-interface

— /BbIK/IOYEHO

BbIK/IHOYNTL OTMNPABKY NPOTOKO/IbHbIX COODLWEHUI ANA BCEX
OSPF-uHTepdeiicos.

BKNOUMTb OTNPaBKY NPOTOKO/IbHbIX CO0bLeHnI gns Bcex OSPF-
WHTepdericos.

ip ospf priority priority

no ip ospf priority

priority: (0..255)/1

YCTaHOBWUTbL MPUOPUTET MApLLPYTM3aTOpa, KOTOPbI
ncnosb3syetcsa gns sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip ospf retransmit-interval
interval

no ip ospf retransmit-inter-
val

interval: (1..65535)/5 ¢

YCTaHOBWUTb MHTEPBA BPEMEHM B CEKYHAAX, MO UCTEYEHUM
KOTOPOro MapLUpyTU3aTop NOBTOPHO OTNPABUT NAKET, Ha
KOTOPbIM He NOMYYMUN NOATBEPIKAEHNA O NONYHEHMM
(Hanpumep, Database Description nau Link State Request
nakertbl).

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip ospf transmit-delay de-
lay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTL MPUMEPHOE Bpems B CeKyHAax, Heobxoammoe ans
nepeaayn nNaketa CoCTOAHMA KaHana.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ip ospf bfd

no ip ospf bfd

— /BbIK/OYEHO

BkatounTb npotokon BFD Ha OSPF-coceactse.

Bbikntountb npotokon BFD Ha OSPF-coceacTse.

KomaHObI pexcuma KoHguaypauuu uHmepdgpetica Ethernet, VLAN

BuAa 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnuua 349 — KomaHapl pexkuma KoHpurypaumm nHtepderica Ethernet, VLAN

KomaHoa

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

ipv6 ospf shutdown

no ipv6 ospf shutdown

—/BKNIOYEHO

BbIKNOUNTE MapLipyTM3aymio no npotokony OSPFv3 Ha
nHTepodelice.

BKAOUMTL MappyTmsaumio no npotokony OSPFv3 Ha
nHTepdelice.

ipv6 ospf process area area
[shutdown]

process: (1..65536);
area: nageHtTuduKaTop
MapLIpyTU3aTopa B
dopmarte IPvd-agpeca

BkntounTb (oTKAtOuMTL) OSPF npouecc ans onpeaeneHHom
30HbI.

ipv6 ospf cost cost

cost: (1..65535)/10

YCTaHOBWUTb METPUKY COCTOAHUA KaHana, KoTopas ABAseTcA
YC/IOBHbIM MOKasaTesniem "cTtoMmocTn" nepecbisiku AaHHbIX NO
KaHasny.
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no ipv6 ospf cost

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ipv6 ospf dead-interval in-
terval

no ipv6 ospf dead-interval

interval: (1..65535) ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOporo cocep, 6yAeT cYUTaTbCA HEAKTUBHbBIM. DTOT UHTEPBAN
00/IXKeH 6bITb KpaTHbIM 3HadveHuto hello-interval. Kak npasuno,
dead-interval paBeH 4 nHtepsanam otnpasku hello-nakertos.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ipv6 ospf hello-interval in-
terval

no ipv6 ospf hello-interval

interval: (1..65535)/10 ¢

YCTaHOBWUTb MHTEPBaN BPEMEHM B CEKYHAAX, MO UCTEYEHUN
KOTOPOro mapLpyTusaTop oTnpasaseT cneaywowmii hello-naker
¢ uHTepdelica.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ignore

— /BbIKAOYEHO

OTkntoumTb NpoBepky MTU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ipv6 ospf neighbor 3apatb IPvb-appec cocepa.

{ipv6_address}

ipv6 ospf neighbor N Ypnanute IPv6-agpec coceaa.

{ipv6_address}

ipv6 ospf priority priority YCTaHOBUTbL NPUOPUTET MapLIPYTU3aTOpa, KOTOPbIN

no ipv6 ospf priority

priority: (0..255)/1

ucnosb3syetcs gns sbibopa DR 1 BDR.

YCTaHOBUTb 3HaYeHMe NO YMOIYAHMUIO.

ipv6 ospf retransmit-inter-
val interval

no ipv6 ospf retransmit-in-
terval

interval: (1..65535)/5 ¢

YCTaHOBWUTbL MHTEpPBaa BPEMEHM B CEKYHAAX, NO UCTEYEHUN
KOTOPOro MapLLpyTU3aTop NOBTOPHO OTNPABUT NakeT, Ha
KOTOPbII HE MOAYYMA NOATBEPKAEHNA O NONYYEHUN
(Hanpumep, Database Description nakeT nau Link State Request
naKeTbl).

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 ospf transmit-delay
delay

no ip ospf transmit-delay

delay: (1..65535)/1 c

YCTaHOBUTb NPMMEPHOE BPeMA B CeKyHAax, Heobxoanmoe A
nepeaayn Naketa CoCTOAHWA KaHana.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabanua 350 — KomaHgb! pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

show {ip | ipv6} ospf [pro-
cess_id | vrf vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cMmBONa

OTo6pa3unTb KoHdUrypaumto OSPF.

show {ip | ipv6} ospf [pro-
cess_id] neighbor [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBona

OTo6pa3unTb nHdpopmaumo 06 OSPF-cocegsax.

show ip ospf [process_id]
neighbor A.B.C.D [vrf
vrf_name]

process_id: (1..65536);
A.B.C.D: IP-agpec cocega
vrf_name: (1..32)
cumBoNna

OTo6pa3uTb nHdpopmaumio 06 OSPF-coceae € yKasaHHbIM
aapecom.

show {ip | ipv6} ospf [pro-
cess_id] interface [vrf
vrf_name]

process_id: (1..65536)
vrf_name: (1..32)
cumBoNa

OT06pa3unTb KoHdUrypauuto scex OSPF-uHTepdeicos.
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show {ip | ipv6} ospf [pro-
cess_id] interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | tunnel tunnel _id |
A.B.C.D [vrf vrf_name]
[brief]}

process_id: (1..65535);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094);
tunnel_id: (1..16);
A.B.C.D: IP-agpec;
vrf_name: (1..32)
cMmBosia

OT06pa3unTb KoHdUrypaLmuio KoHKkpeTHoro OSPF-uHTepdelica.

show {ip | ipv6} ospf [pro-
cess_id] database [vrf
vrf_name] [router [vrf
vrf_name] | summary [vrf
vrf_name] | as-summary
[vrf vrf_name]]

process_id: (1..65535);
vrf_name: (1..32)
cumBona

OTo6pa3uTb cocTosiHMe 6a3bl gaHHbIX NpoToKosia OSPF.

show {ip | ipv6} ospf vir-
tuallinks [process_id] | [vrf
vrf_name]

process_id: (1..65535);
vrf_name: (1..32)
cumBOIaA

OT06pa3nTL NapaMeTpbl U TEKyLLLEe COCTOSHUE BUPTYasIbHbIX
JIMHKOB.

clear ip ospf [process id |
vrf vrf_name process}

process_id: (1..65535);
vrf_name: (1..32)
cUMBOIA

PasopBaTb COCEACTBA M YAA/IUTb COOTBETCTBYOLLME MAPLLPYTHI.

lpumepebl 861MN0AHEHUS KOMAHO

e [lokasaTb OSPF-cocenen ana onpegeneHHoro VRF (vrfl):

console# show ip ospf neighbor vrf vrfl

e [lepesanyctutb OSPF-npouecc ans onpegeneHHoro VRF (vrfl):

console# clear ip ospf vrf vrfl process

5.35.4 Hacmpolika npomokona BGP (Border Gateway Protocol)

BGP (Border Gateway Protocol — npOTOKO/ rpaHUYHOIO LWAK033a) ABAAETCA MPOTOKO/IOM MapLIpyTU3a-
UMK MeXKay aBTOHOMHbIMK cuctemamum (AS). OcHoBHOM dyHKUMel BGP-cuctembl aBnseTcs obmeH nHpopma-
LMein o 4OCTYNHOCTM ceTel ¢ Apyrummn cuctemamm BGP. MUHbopmaLma o 4OCTYNHOCTM CETEN BKAOYAET CMMCOK
aBTOHOMHbIX cucTem (AS), yepes KoTopble MPOXOAUT 3Ta MHPOPMaLMS.

BGP aBnAeTcA NPOTOKO/IOM NPUKNAAHOIO YPOBHA U GYHKLMOHUPYET NOBEPX NPOTOKOAA TPAHCNOPTHOTO
ypoBHs TCP (nopT 179). Mocne ycTaHOBKKU coeaAnHeHMA nepenaérca nHpopmauma 060 Bcex mapuipyTax, npea-
Ha3Ha4YeHHbIX ANA 3KcnopTa. B ganbHelwem nepenaérca ToNbKo MHPopmauma 06 nameHeHUsax B Tabamuax
MapLIpyTU3aumu.

! NoppepxKa npotokona BGP npeaoctaBnfeTca nNo AMLEH3UN.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXkume rnobanbHon KoHGUrypaumm:

console (config) #
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Tabnunua 351 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

router bgp [as_plain_id_|
as_dot _id]

no router bgp
[as_plain_id_| as_dot_id]

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

BKAOUMTL MapLupyTU3aLmio no npotokoay BGP.

3apatb naeHTUdUKaTop AS 1 BOIMTU B peXUM ero
KOHOUIypUpOBaHUA.

- as_plain_id — naeHTndMKaTOpP aBTOHOMHOW CUCTEMDbI,
MCNO/b3yeMblil MapLLPYTU3aTOPOM NPU YCTaHOBNEHUN
cocencTBa U 0bmeHe mapLupyTHOW MHPOopMaLme.

- as_dot_id — naeHTMPUKATOp aBTOHOMHOM cucTeMbl B 32-
6uTHOM dopmare.

OcTtaHoBUTb BGP-mapLipyTtusaTop, yaanuTb BCto KOHUrypauuto
npoTokona BGP.

ip community-list standard
name seq section_id {per-
mit | deny}

ip community-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip community-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumBona

Co3paTb CTaHAAPTHbIM CMCOK community ¥ BOWTH B peXUM ero
KOHOUIypUpPOBaHUA.

Co34aTb paclUMpeHHbIM CIMCOK community.

- reg_exp — perynsapHoe BblpaxkeHue.

[JaHHbIM cnMcok community MCNonb3yeTca Kak wabaoH ana
MoMUCKa CoBRageHMM community B cekummn match B route-map.

YAanuTb yKasaHHbIA CNIMCOK community LEeIMKOM UAK TOJIbKO
KOHKPETHYIO Ero CEKLUMUIO.

ip extcommunity-list
standard name seq sec-
tion_id {permit | deny}

ip extcommunity-list ex-
panded name seq sec-
tion_id {permit | deny}
reg_exp

no ip extcommunity-list
{standard | expanded}
name seq [section_id]

name: (1..32) cumBona;
section_id:
(1..4294967295);
reg_exp: (1-127) cumona

Co3AaTb CTaHAAPTHbBIV CMCOK C pacluMpPeHHbIMM community 1
BOMTM B PEXKMM €ro KoHOUTrypupoBaHus.

Co3aaTb PacUMpPeHHbI CNINUCOK C pacliMpPeHHbIMKM community.

- reg_exp — perynspHoe BbipaxeHue.

[aHHbI cnncok extcommunity Mcnonb3yeTca Kak WwabioH aaa
MoMCKa COBMNagEeHUM pacliMpeHHbIX community B cekumm match
B8 route-map.

Ypanutb yKa3aHHbIﬁ CAUCOK extcommunity LeMKoOM Unm
TO/IbKO KOHKPETHYI ero cekuuio.

ip as-path access-list name
seq section_id {permit |
deny} reg_exp

no ip as-path access-list
name seq [section_id]

name: (1..32) cumBona;
section_id (1-
4294967295);
reg_exp: (1..160) cumBona

Co3aatb CNUCOK as-path.

- reg_exp — perynsapHoe BbipaxeHue.

[aHHbIM cnucok as-path ncnonb3yetca Kak WabnoH gna noncka
coBnageHni as-path-filter 8 cekumm match s route-map.

YpanuTb yKasaHHbIM cnMcok as-path LeaMkom uam Tonbko
KOHKPETHYIO ero cexkuuio.

KomaHObI pexcuma KoHgu2ypayuu AS

BuAa 3anpoca KOMaHAHOM CTPOKM B pexnume KoHpurypaumm AS:

console (router-bgp) #

Tabnnua 352 — KomaHgbl pexkuma KoHdurypaumm AS

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aelicmeue

bgp router-id ip_add

no bgp router-id

3apaTtb uaeHTudukaTop BGP-maplupyTtnsatopa.

Yaanutb naeHtndukatop BGP-mappytusaTopa.

bgp asnotation dot

no bgp asnotation

—/asplain

3ageicTBoBaTh cMcTemy 0603HaYeHUs Homepos AS B popmaTe
asdot.

YCTaHOBUTb 3HaYeHue no YMON4aHUIO
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bgp client-to-client reflec-
tion

—/BKAIOYEHO

BKNtOUYNTL NepecblIKy MapLpyToB, Noay4YeHHbIx oT reflector-
KnAneHTa, apyrum BGP-cocepgam.

no bgp client-to-client re-
flection

BbIK/NHOUMTL NEPECHIIKY MapLIPYTOB, Noay4YeHHbIx oT reflector-
KnueHTa, apyrum BGP-coceaam.

bgp cluster-id ip_add

3afatb MaeHTMOMKaTop Knactepa BGP-mapwpyTusatopa.
B cnyuae, ecnu naeHTMOUKATOP KNactepa He
V HacTpoeH, B KauecTBe naeHTMpuKaTopa byaer
MCNoab30BaTbCA rNobanbHblit uaeHTMdUKaTop BGP-
MapLupyTM3aTopa.

no bgp cluster-id

Yaanutb naeHtTuduUKaTop Knactepa BGP-mapwpytusaTtopa

bgp transport path-mtu-
discovery

BKkatounTb npoueaypy Path MTU Discovery ans
aBTOMaTu4yeckoro onpegeneHna Maximum Segment Size npu
ycTtaHoBneHun TCP-coeguHeHna mexay coceaamu.
BknroueHune Path MTU Discovery Ha npouecce
V BK/IIOYAET ero Ha Bcex coceasx.

no bgp transport path-
mtu-discovery

YCTaHOBWUTb 3HAYeHUE NO YMOI4aHUIO.

shutdown

no shutdown

—/no shutdown

AOMUHUCTPATUBHO BbIKAKOYUTL NPOTOKON BGP, He yaanaa ero
KOHPUrypaumtio.
970 peitcTBue BNEeYET 3a co60M pa3pbiB BCEX ceccuii ¢
V BGP-cocegammu 1 o4UCTKY Tab1Lbl MapLLIPYTUM3aLMK
nporokona BGP.

BKkntounTb paboty AS.

neighbor ip_add

no neighbor ip_add

3apatb IPv4- unu IPv6-agpec ana BGP-coceaa unv nepeiitv B
PEXMM KOHPUTYPUPOBAHMA CYLLECTBYIOLLEIO COCeAa.
-ip_add — IPv4- unu IPv6-agpec.
Bo3moOXKHO ycTaHOB/NIEHUe coceacTBa B TOM YUCE U
V yepes IPv6 Link-local agpeca.

Yaanutb KoHdurypauuto gna BGP-cocega ¢ ykasaHHbIm IPv4-
nnu IPvb-agpecom.

peer-group name

no peer-group name

name: (1..32) cumBona

Cospatb Peer-rpynny
- name — umA rpynnbl

Ypanutb co3gaHHyto Peer-rpynny.

address-family ipv4
{unicast | multicast}

no address-family ipv4
{unicast | multicast}

—/unicast

YKkazatb Tmn IPv4 Address Family n nepesectn KommyTaTop B
peXkmMm KoHpurypaumm cootsetcTeytowein Address Family.

BbIKntounTb cooTBeTcTBYOLWY0 Address-Family.

address-family ipv6
unicast

no address-family ipv6
unicast

YKaszatb T1n IPv6 Address Family unicast u nepesectu
KOMMYTaTOp B PEKUM KOHOUIYypaLMm COOTBETCTBYOLLEN
Address-Family.

BbIKkntounTb cooTBeTcTBYOLWYO Address-Family.

vrf [vrf_name]

no vrf [vrf_name]

vrf-name: (1..32)
cuMMBO/IA

Co3paHue KoHTeKcTa VRF.

- vrf-name — nms BUpPTyanbHOM 061aCTVM MapLLPYTM3aLnu.
’ VRF gonxeH 6biTb co3aaH B rnobanbHou
o KOHUrypauum Komytaropa.

YpaneHune KoHTeKcTa VRF.

,  Ecnm cocepcTBo ycTaHOBAEHO Ha IPv4-aapecax, To npu otnpaBKke mapwpyTtoB IPv6 Takomy coceny
V B KauecTBe next-hop 6yaeT ycraHoBNEH UCKYCCTBEHHDI IPv6-aapec, ocHoBaHHbIN Ha IPv4-aapece.
Y1o6bl 3TO M3MEHUTb, He06X0AUMMO UCNOJIb30BaTb route-map, B KOTOPOii yKa3aTb HeobxoaAnMbIii

IPv6 next-hop. Mpumep AaHHOIA HACTPOMKKU NpUBeAEH HUXKe.

[Mpumep co30aHuUA route-map U npusa3Ku ee K BGP-cocedy 0414 UusmeHeHUs Ucxo0auwux Mmapwpymos
IPv6

console (config) #ipv6 route-map test 10 permit
console (config-route-map) #set ipvé next-hop 2030::1
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console (config-route-map) #exit
console (config) #router bgp 65500

console (router-bgp-nbr) #address-family ipv6 unicast

(
(
console (router-bgp) #neighbor 10.0.0.2
(
(

console (router-bgp-nbr-af) #route-map test out

B pe3synbTaTe BbINONHEHMA KOMAHAbI Npu oTnpasKe IPv6-mapwpyTtos coceay 10.0.0.2 3HayeHMe nona

next-hop 6yaet 2030::1.

KomaHObI pexcuma KoHgu2ypauuu Address-Family

BuAa 3anpoca KOMaHAHOM CTPOKU B pexxume KoHpurypaumum Address-Family:

console (router-bgp-af) #

Tabnnua 353 — KomaHgb! pexkuma koHdurypaumm Address-Family

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

network ipv4_add [mask
mask]

no network ipv4_add
[mask mask]

3apaTb noaceTb, KOTOpPaA aHOHcUpyeTcAa BGP-cocegam.
- ipv4-add — IPv4-agpec nopceTw.
- mask — macka noaceTu.
Ecnn macka He yKa3aHa, N0 yMO/4YaHUIO OHa 3ajaeTcA
V K/1acCoOBbIM METOA0M afpecauumm.

YaanuTb aHOHC AaHHOW NOACEeTU.

network ipv6_add

no network ipv6_add

ipv6_add: X:X:X:X::X/(0-
128)

3apatb noaceTb, KOTOpasa aHOHcupyeTca BGP-coceaam.
- ipv6-add — IPv6-agpec noaceTw.

Y4anuTb aHOHC AaHHOM NoaceTy.

aggregate-address
ipv4_add mask [summary-
only | as-set | advertise-
map route_map_name |
attribute-map
route_map_name | sup-
press-map
route_map_name]

no aggregate-address
ipv4_add mask

BkntoumTb arperaunio 6osee cneydUYHbIX MapLIpPyTOB,
BXOAALLMX B YKa3aHHbIV npeduKc

- ipv4_add — IPv4-agpec noacetu.

- mask — macka noacetu.

- route_map_name — uma route-map.

Yaanute arperaumio 6onee cneunduryHbIX MapLIpyTOB,
BXOAALLMX B YKa3aHHbIM npeduKc.

aggregate-address
ipv6_add [summary-only |
as-set | advertise-map
route_map_name | attrib-
ute-map route_map_name
| suppress-map
route_map_name]

no aggregate-address
ipv6_add

BkAtounThb arperauuio 6onee cneundurUHbIX MapLLPYTOB,
BXOAALLMX B YKa3aHHbIV npeduKc

- ipv6_add — IPv6-agpec noacetu.

- route_map_name — uma route-map.

Yaoanutob arperaumto 6onee cneunduyHbIX MapLIPYTOB,
BXOAALMX B YKa3aHHbIN npeduKc.

redistribute connected
[metric metric | filter-list
name]

no redistribute connected

metric: (1-4294967295);
name: (1..32) cumsona

Pa3pelnTb aHOHCMPOBAHMeE connected-mapLupyTos.

- metric — 3HayeHue aTpubyTa MED, KOoTOpoe 6yaeT NpUCBOEHO
MMMNOPTUPOBAHHBIM MapLLPyTaMm.

- name — Ha3BaHwue access-list, KoTopbli ByaeT npumeHeH K
MapLupyTam.

3anpeTuTb aHOHCHMpPOBaHMe connected-mMapLUpPyTOB.
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redistribute rip [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute rip

MmnopTtuposatb mapwpytbl RIP B BGP.
- metric — 3HayeHue aTpnbyTa MED, KOoTOpOe byaeT npucsoeHo
MMNOPTUPOBAHHBIM MApLLpPYTaM.
- name — Ha3BaHWe CNUcKa access-list, KoTopblii byaeT
NPUMEHEH K MapLupyTam.

' HepoctynHo gna address-family ipv6 unicast.

3anpeTnTb MMMNOPT MapLLPYTOB 13 npoTokona RIP.

redistribute static [metric
metric | filter-list name]

metric: (1-4294967295);
name: (1..32) cumBona

no redistribute static

Pa3pelunTb aHOHCMPOBaHME CTaTUYECKMX MapLLPYTOB.

- metric — 3HayeHue aTpmbyTa MED, KOoTOpoe byaeT NpUcBOEHO
MMMNOPTUPOBAHHBIM MapLIPyTam.

- name — Ha3BaHwue access-list, KoTopblli ByaeT NnpuMeHeH K
MaplLupyTam.

3anpeTnTb aHOHCMPOBAHUE CTaTUYECKMX MAPLUPYTOB.

redistribute ospf id [metric
metric | match type | met-
ric-type mtype | nssa-only
| filter-list name]

id: (1..65535);
metric: (1-4294967295);
type: (internal, external-

1, external-2, nssa-
external-1, nssa-external-
2); name: (1..32)
CMMBO/I0B;
mtype: (type-1, type-2);
name: (1..32) cumBona

no redistribute ospf

MmnopTtuposatb mapwpytbl OSPF B BGP.
- id — naeHTndmkaTop npouecca OSPF.
- metric — 3HayeHue aTpnbyTa MED, KOTOpOE byAeT NPUCBOEHO
MMNOPTUPOBAHHBIM MapLLPyTam.
- type — ™1in OSPF-mapLpyToB, aHOHCMpyemMbix B BGP.
- name — Ha3BaHWe CNMcKa access-list, KoTopbiit byaeT
NPUMMEHEH K MapLupyTam.
- mtype — tmn meTpukmn Ex1 nam Ex2.
V B cnyuae c address-family ipv6 unicast

noapasymesaetca OSPF3.
3anpeTuTb MMNOPT MapLIPyTOB 13 npotokosia OSPF.

redistribute isis [level]
[match match] [metric
metric] [filter-list
acl_name] level: (level-1, level-2,
level-1-2)/level-2;
match: (internal,
external);
metric: (1-65535);
acl_name: (1..32)
cMmBona

no redistribute isis

MmnopTtuposatb mapwpyTbl 13 IS-IS 8 BGP.

- level — ycTaHOBUTb, U3 KaKoro ypoBHs IS-IS byayT

AHOHCMPOBATLCA MAPLLPYThI;

- match — npoun3BoAWTb AHOHCUPOBAHME TONbKO ANA

YKa3aHHbIX TMnos IS-IS mapwpyTos;

- metric — 3Ha4YeHNe MEeTPUKMN AN UMMNOPTUPYEMbIX

MapLpyToB;

- acl_name — nms ctaHgapTHoro IP ACL, KoTopbiit byaeT

MCNoab30BaH Ana GUAbTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
' HepocrynHo pna address-family ipv6 unicast.

3anpeTuTb MMNOPT MapLUPYTOB U3 NpoTOoKoAa IS-IS.

KomaHObI pexcuma KoHgu2ypayuu BGP-coceda

Bua 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumm BGP-coceaa:

console (router-bgp-nbr) #

Tabnnua 354 — KomaHab! pexmuma KoHpurypaumm BGP-coceaa

3HayeHue/3HayeHue o
YMOAYAHUIO

KomaHda

Aelicmeue

description descr
no description

descr: (1..80)
CMMBOJIOB/HET OnMcaHus

Oob6asutb onucaHme BGP-cocepa.

Ypanutb onncaHne BGP-cocega.
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maximum-prefix value
[threshold percent | hold-
timer second | action type ]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400);
type: (restart, warning-
only)

BKNOUMTB OrpaHUYEHNE KOANYECTBA NPUHUMAEMbIX
mapuwpyTtos ot BGP-coceaa.

- value — MaKcMManbHOe KONMYEeCcTBO NPUHUMAEMBbIX
MapLUpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOFO KO/IMYECTBa
MapLLpPyTOB, N0 AOCTUMXKEHUM KOTOPOro OTNpPaBaAeTca
npeaynpexaeHue.

- second — BpeMeHHOW NPOMEXKYTOK (B cekyHAax), no
WCTEYEHMIO KOTOPOTO NPOUCXOAUT NEPENOAKIIOYEHME, €C/IN
ceccus bblia pa3opBaHa M3-3a NPEBbILWEHNA KOANYECTBa
MapLUpyTOB.

- type — Ha3HavaeT AeincTBue BbINOSHAEMOE NPU JOCTUNKEHUN
MaKCMManbHOro 3HaYeHNA — paspbiB ceccum <restart> nam
oTnpaBKa npeaynpexaeHna <warning-only>.

BbIKNOUNTL OrpaHMYeHe KoNNYecTBa NPUHNMaEMbIX
mapuwpyTos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3afaTb BpeMeHHble MHTepBabl.

- adv-sec — MUHUMaNbHbIA MHTEPBAN MEXAY OTNPaBKOM
UPDATE coobLeHu1iA O4HOrO M TOTO e MapLupyTa.

- with-sec — MWUHWManNbHbIN UHTEPBAN MeXay
QHOHCMPOBaHMEM MapLUpyTa U ero nocsieayowmnm ae-
QHOHCUPOBaHMEM.

MpumeyaHue:

- advertisement-interval gonkeH 6biTb 60/bLIE MW paBeH
withdraw-interval.

- MapuwpyTbl, KOTOpble J0/KHbI 6bITb aHOHCMPOBAHbI
coceaHum BGP-mapuipytusatopam, pacnpeaenatorca no
Heckonbknm UPDATE-coobueHuam. Mexkay oTnpaBKon 3TUX
UPDATE-coobLeHM BbIAEPKUBAETCA CNYyYalHbIN BpEMEHHOW
WHTEpBas TaKUM 06pa3om, UTobbI obLLee Bpema mexay
0bHOBNEHMEM MapLLPYTOB B I0KanbHOM Tabanue BGP n
oTnpasKow nocnegHero UPDATE-coobLieHUs He NpeBbIllano
advertisement-interval unu as-origination-interval 8 cnyyae
OTNPaBKM SIOKaNbHbIX (MapLpyTbl U3 NOKaNbHOW AS)
MapuwpyToB B eBGP-coeamHeHnn. Takum 06pasom, Kaxaplit U3
MapLpPYTOB MOXKET UMETb CIY4aNHY0 BENNYMHY 334EPHKKU
QHOHCUPOBaHWMA.

- TouyHoCTb paboTbl Taimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucut ot
MaKCMMaNbHOTrO 3HaYeHUA 06Oro 13 3TUX TPEX TaliMepos,
HacTpoeHHbIX Ha BGP-mapLlupyTnsatope (yunTbiBatoTcs
TaliMepsbl, HaCTpOEHHble Ans Bcex BGP-coceaeit). Bce 3HayeHun
TaliMepoB aHOHCUPOBAHMA U Ae-aHOHCMPOBAHUA MapLLPYTOB,
CKOHOUIYpMPOBaHHbIX HA YCTPOWCTBE, AUCKPETUINPYIOTCA
WHTepBanom B 1/255 oT HanboAbLLEro HACTPOEHHOrO
3HaYyeHuA. YBeMyeHne MaKCMManbHOro 3HayeHns byaet
NPUBOAUTD K YBEIMYEHMIO HYAaCTOTbl AUCKPETM3AL MU TaliMepoB
W, COOTBETCTBEHHO, K MOHWUKEHWIO TOYHOCTU UX PaboTbl.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ebgp-multihop

no ebgp multihop

—/TTL paseH 1

YcTaHoBuTb TTL, paBHbIv 64, Ans eBGP-noakAoueHni.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpeMeHHOM nHTepBan mexay otnpaskoit UPDATE
co0bLLEHNI OAHOTO M TOTO e MapLIpyTa, UCMOo/b3yeTca And
QHOHCa I0Ka/bHbIX (MapLUPyYTbl U3 IOKaNbHON AS) MapLupyToB
eBGP coceaam.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3agatb BpeMeHHOﬁ WMHTEepBan, No UCTe4eHNUn KoToporo
BO306HOBAAETCA NOMbITKA co3aaTtb BGP-ceccutio ¢ coceaom.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.
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HELTEX

next-hop-self [all]

no next-hop-self

— /BbIKOYEHO

BKAOUYNTL NOgMeHy 3HayeHuA aTpmbyTta NEXT_HOP Ha
NIOKaNbHbIV aApec mapLupyT1usaTopa.

- all —BkAovyaeT nogmeHy 3HayeHus atpnbyta NEXT_HOP Ha
JIOKaNbHbIM aapec MmapLupyTM3aTopa TaKKe U 41 MapLipyTos,
oTpakaemblix oT route-reflector.

OTKAtounTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot_id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3aaTb HOMep aBTOHOMHOM CUCTEMbI, B KOTOPOI HaxoguTcA
BGP-cocea. YcTaHOBNAEHME cOCeACTBA HEBO3MOXKHO, NOKA
coceny He Ha3zHayeH Homep AS.

970 peicTBME BIEUYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX NPUHATbIX OT HEro MapLUpyTOB.

Ypanutb naeHTMPUKATOp coceHelt aBTOHOMHOM CUCTEMDbI.

timers holdtime keepalive

no timers

holdtime: (O | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3aaTb BpeMeHHbIe MHTEPBaAbI.
- holdtime — ecnu B TeyeHue 3TOro BpeMeHu He byaeT
npuHaTo keepalive-cooblyeHune, To coeamMHEHUE C COCELOM
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobuieHnn.
3HaueHusa holdtime u keepalive gonKHbI 6bITb MM60
V o6a paBHbI Hy0, 160 06a 60blue HynA.
holdtime gonkeH 6bITb 60/blUe UK paBeH
keepalive.
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbiii HacTpoeH
Ha /IOKa/IbHOM MapLUPyTM3aTope, TO UCNONb3yeTCA
NOKaNbHOe 3HayeHue Talimepa keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopbliii HacTpoeH
Ha coceAHeMm MapLUpyTM3aTope, U 3HaYeHue
JIOKaNbHO HacTpoeHHoro Talimepa keepalive
meHbLe yem 1/3 sbibpaHHOro Taitmepa hold, To
MCNoNb3yeTca 0KaNbHOE 3HaUYeHue Taiimepa
keepalive;
- Ecnum 6b1n BbIGpaH Taiimep hold, koTopblii HacTpoeH
Ha coceAHeM MapLUpyTM3aTope, U 3HAYEHUe
NIOKaNbHO HAacTpoeHHOro Taimepa keepalive 6onblie
yem 1/3 sbibpaHHOro Taiimepa hold, To
MCMNONb3YeTCA LiesIoe YUC/I0, KOTOPOe MEHbLUE Yem
1/3 sbibpaHHoro Taiimepa hold.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3aaTb BPEMEHHOM MHTEPBA YAEPHKAHUA coceaa B COCTOSHUN
Idle nocne Toro, Kak oH 6bl1 cOpoLLEH B 3TO COCTOAHME. 3a 3TOT
WHTEpPBa BCE MOMbITKM NepeycTaHOBUTb COeAUHEHME C
coceom byayT OTKAOHEHbI.

YCcTaHOBUTb 3HaYeHue no YMON4YaHULO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 c

3afaTb BPEMEHHOM UHTePBaAN Mexay ycTaHoBKon TCP-
coefMHeHuA u otTnpaskoi nepsoro OPEN-coobueHus.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

shutdown

no shutdown

—/no shutdown

AZMUHUCTPATMBHO BbIKNIOYUTL ceccuto ¢ BGP-cocepom m
OYUCTUTb NPUHATbIE OT HEFr0 MapLLPYTbI, He yAANAA ero
KOHbUrypaumu.

AOMUHUCTPATUBHO BKAOUYUTL ceccuto ¢ BGP-cocegom.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port
FortygigabitEthernet
fo_port Port-Channel group
Loopback /oopback Vlan
vlan_id ]

no update-source

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4);
group: (1..48);
loopback: (1-64);
vlan-id: (1-4094)

Ha3sHauuTb nHTepdeiic, KoTopblit ByaeT UCnonb30BaH B
KayecTBe UCXOAALLEro Npu COeAMHEHUN C COCELOM.

OTMEHUTb PYYHYIO HACTPOWKY UcxoasLero nHtepderica,
BK/IIOYUTb aBTOMATMYECKUIA BbIBOP MHTepdeiica.
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DHELTEX

route-reflector-client [
meshed ]

no route-reflector-client

—/disabled

HasHauntb BGP-cocena Route-Reflector knneHtom.
- meshed — napameTp BbICTaBAETCA €CN UCNOAb3YeTCs mesh-
Tononorua. Mpu nony4yeHnun oT Takoro KameHTta BGP-
MapLpPyTOB OHW He ByAyT NepecbiNaTbCa APYrMM KANEHTAM.
BGP-mapuwpyTtusatop asnsetca route-reflector-om,
V ecnu xota 6bl 04MH ero cocef, CKOHGUrypMpoBaH Kak
route-reflector knueHr.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

soft-reconfiguration in-
bound

no soft-reconfiguration in-
bound

—/disabled

CoxpaHWTb NoayYeHHble OT cocesia MapLIPyTbl B OTAENbHOM
061acTi namaT. Metog No3BoNseT NPUMEHUTb BXOAALLYHO
noAnTuKy "route-map in" ans cocega 6e3 cbpoca coceactsa u
3anpoca MapLUpyToB.

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNIOYUTL MEeXaHM3M COXpaHEeHUA MapLIpPyTOB.

prefix-list name {in | out }

no prefix-list name {in |
out}

name: (1..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbIit ByaeT npumeHeH
K aHOHCMPYEMbIM MAN NPUHUMAEMbIM MapLIPyTaM.

OtBAa3aThb IP prefix-list.

peer-group name

no peer-group

name: (1..32) cumBona

- name — vmsaA Peer-rpynnbl, KoTopasa OyaeT NnpumeHeHa K

cocegay.
V HacTtpoiiku Ha Peer-rpynne umetrot 6onee Bbico-
KU NPUOPUTET, YeM HACTPOIKU HAa camom cocepae.

YpanuTb cocea us rpynnbi.

address-family ipv4 {
unicast | multicast }

Ykasatb T1n IPv4 Address Family n nepesect kKommyTaTop B
pexum KoHdurypauum cootsetctaytoweln address family

—/unicast ana atoro BGP-cocepa.
no address-family ipv4 { Bbikntountb cooTBeTcTBYIOLLYIO IPv4 Address-Family.
unicast | multicast }
transport path-mtu-discov- BkntoumTb npouenypy Path MTU Discovery ana BGP-coceaa.
ery ' He noapep:kusaetca Ha IPv6-cocepcTBe.
—/disabled H

no transport path-mtu-dis-
covery

Bbikntountb npoueaypy Path MTU Discovery ana BGP-
cocepa.

fall-over bfd

no fall-over bfd

— /BbIK/IIOYEHO

Bkntountb npotokon BFD Ha cocege.
' He noapeprxusaerca Ha IPv6-cocepctse.

BbikntounTb npoTtokon BFD Ha cocepe.

as-path-filter name {in |
out}

no as-path-filter name {in |
out}

name: (1..32) cumBona

3agatb ¢punbTp as-path s BGP-cocena.
- name — “MA CNUcKa as-path;

- in — oA BXOAALWMX MapLLPYTOB;

- out — 419 UCXOAALLMX MapLLPYTOB.

Yaanute GunbTp as-path.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKIOYEHA

BKkntounTb ayTeHTUdMKaumto Bcex TCP-cermeHTOB, MPUHATDLIX
oT BGP-cocepga. 3a4ath KAty ayTeHTUdMKaALMK B TEKCTOBOM
Buae.

[aHHas HacTpoWKa UrHopupyeTca, ecnn gaa ayteHTUudUKa-
uMu yKkasaHa key-chain.

- word — KN4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.
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password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

BKkntounTb ayTeHTUdMKauuto Bcex TCP-cermeHTOB, NPUHATbLIX
oT BGP-coceaa. 3agaeT Katou ayTeHTMdMKaumm B 3awmdpo-
BaHHOM BUAe (Hanpumep, Naposb B 3alWMPPOBAHHOM BUAE,
CKOMWPOBAHHbIN C APYroro ycTponcTBa).

[aHHas HacTpolika UrHopupyeTca, ecan aas ayTeHTUdUKa-
uMuM ykasaHa key-chain.

- encryptedword — Knio4 B TEKCTOBOM BUAE.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

password key-chain word

no password key-chain

word: (1..32) cumBoNOB;
Mo YMOYAHMIO ayTEeHTU-
duKaLmA OTKAOYEHA

3apaTb MMA CBA3KM KNloYel, KoTopaa byaeT Mcnosib3oBaTbCa
ona ayteHTUdUKauum Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-coceaa.

- word — VMA CBA3KKU KNLOYEN.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

no ip mroute prefix pre-
fix_length fw_router_ad-
dress tunnel tunnel_id

prefix: (A.B.C.D);
prefix-length:
(A.B.C.D unun /n);
fw_router_address:
(A.B.C.D); tunnel_id:
(1..16)

Co3faTb cTaTMYecKoe MpaBuIO AfA MHOroagpecHown Tab-
MLl MapLwpyTU3aLmm.

- prefix — IP-agpec ceTn HasHaYeHus;

- prefix_length — macKka npeduKca HasHauyeHUs Unu ee
OVHA;

- fw_router_address — |P-agpec maplpyTmM3aTtopa MHOro-
a[pECHOM PacCbINKK;

- tunnel_id — npeHTudMKaTOp TyHHENA.

YpanuTb cTaTMYeckoe Npasuo 13 Tabanubl MHOroaaApecHoM
MapLpyTusaumu.

KomaHObl pexcuma KoHguypayuu Address Family BGP-coceda

Bug 3anpoca KOMaHAHOM CTPOKK B pexknume KoHpurypaumm Address Family BGP-coceaa:

console (router-bgp-nbr-af) #

Tabanua 355 — KomaHgb! pexkuma KoHdpurypaumm Address Family BGP-cocega

KomaHda

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type]

no maximum-prefix

value: (0-4294967295);
percent: (0-100);
second: (30-86400); type:
(restart, warning-only)

BKAOUYNTL OrpaHMYeHMEe KOANYECTBa NPUHMMAEMbIX MapLLPYTOB
ot BGP-cocepa.

- value — MaKcMmanbHOe KONNYeCTBO MPUHUMAEMbIX
MapLLpPYyTOB.

- percent — NPOLEHT OT MAaKCMMaJ/IbHOTO KonYecTsa
MapLUPYyTOB, NO AOCTUNKEHUW KOTOPOrO OTNpPaBAsAeTcA
npegynpexaeHue.

- second — BpeMeHHOW NPOMEeXKYTOK (B cekyHAax), no
MCTEYEHUIO KOTOPOTO NPOUCXOANT NEePenoaKOUEHUE, eCAn
ceccus bbina pasopsaHa M3-3a NPeBbILEHNUs KOMYeCcTsa
MapLIpyTOB.

- type — Ha3HavaeT AeicTBMe BbINOAHAEMOE NPU LOCTUKEHUN
MaKCMMaNbHOro 3HAaYeHUA — paspbiB ceccun <restart> nnu
OTNpaBKa npeaynpexaeHnsa <warning-only>.

BbIKNOUMTb OrpaHMyeHme KoanYecTBa NPUHNUMaEMbIX
mapuwpyTtoB oT BGP-coceaa.
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advertisement-interval
adv_sec withdraw with_sec

no advertisement-interval

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3apaTb BpemeHHble MHTepBasbl.

- adv-sec — MMHUMa/bHbIW MHTEPBAJT MEXAY OTNPaBKOW

UPDATE coobLeHnit o4HOTo 1 TOro e MapLupyTa.

- With-sec — MUHUMA/bHbIN MHTEPBaN MEXKAY aHOHCUPOBaHUEM

MapLupyTa 1 ero nocsieayowmm ae-aHoOHCMPOBaHUEM.
- advertisement-interval gonxeH 6biTb 60nblwe Unn

V paseH withdraw-interval.

- MapuupyTbl, KOTOpble A0NXHbI 6bITb AHOHCUPOBAHDI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no Heckonbkum UPDATE-coobweHnam. Mexay
otnpaBKoi 3Tux UPDATE-coobLueHnii Bbigep)KuBaeTca
CNy4yalHbIi BpeMeHHO UHTepBan Takum obpasom,
4yTO06bI 06 EEe Bpema mexay 06HoBNeHuem
MapLIPYTOB B JIOKanbHOM Tabauue BGP u oTnpasKoi
nocneaHero UPDATE-coobuieHus He npeBbiwano
advertisement-interval unu as-origination-interval 8
c/lydae OTNPaBKMU NOKaNbHbIX (MapLUpyTbl U3
NoKanbHoii AS) mapwpyTtos B eBGP-coeguHeHUU.
Takum o6pasom, KaxkAblil U3 MapLLPYTOB MOKeET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCUMPOBAHMA.
- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3asucur ot
MAKCMMaNbHOro 3Ha4eHua ntoboro uU3 aITUX TpPEx
TalimepoB, HacTpoeHHbIX Ha BGP-mapwpyTtusatope
(yuuTbiBatoTCA Talimepbl, HACTPOEHHble AnA Bcex BGP-
cocegeit). Bce 3HaueHus TalimepoB aHOHCUPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
AVCKPETU3UPYIOTCA UHTEPBaNom B 1/255 ot
Haub6o/bLIero HaCTPOEHHOro 3HaYeHuUsA. YBenmueHue
MaKCMManbHOro 3HaueHus 6yaer NpuBoAUTb K
YBE/IMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepOoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU UX paboTbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3apaTb BpEMEHHOM MHTepBan mexay otnpaskoit UPDATE
Co0bLEeHN 04HOMO U TOTO e MapLLpyTa, UCNONb3yeTca AnA
QHOHCA /IOKa/IbHbIX (MapLIPyTbl U3 NOKaNbHOM AS) MapLLpyTOB
eBGP cocepam.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

route-map name {in |
out}

no route-map name {in |
out }

name: (0..32) cumBona

- name — “mA NOAUTUKM route-map, KoTopas 6yaeT npume-
HeHa K cocesy B faHHoM Address Family. Mo3sonset punbTpo-
BaTb U BHOCUTb M3MEHEHUS B aHOHCUPYEMble U NpUHUMAaE-
Mble MapLpyTbl.

Y8anuTb NoNUTUKK ¢ gaHHon Address Family.

next-hop-self

BKAtOUNTL NOAMEHY 3HaYeHuA aTpubyTta NEXT_HOP Ha

—/BKAOYEHO NIOKaNbHbIM agpec mapLipyTusatopa.
no next-hop-self OTKNOYUTL NogMeHy aTpmubyTta NEXT_HOP.
route-reflector-client [ HasHauutb BGP-cocena Route-Reflector knneHtom.
meshed ] - meshed — napameTp BbicTaBseTcsa ecnum ucnonblyercs mesh-
Tononorus. Mpu NoNy4eHUn oT TaKoro KAneHTa BGP-mapLupyTos
—/disabled OHM He ByayT nepecbiiaTbCa APYTUM KAUEHTaM.

no route-reflector-client

BGP-mapwpytusartop asaserca route-reflector'om,
V ecnum xoTA 6bl OAUH ero cocef, CKOHPUIypMpoBaH Kak
route-reflector kameHr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.
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KomaHObI pexcuma KoHguaypayuu Peer-epynn

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KOHPurypauum Peer-rpynn:

console (router-bgp-nbrgrp) #

Tabanua 356 — KomaHgbl pexxuma KoHdurypaunm Peer-rpynn

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aelicmeue

maximum-prefix value
[threshold percent | hold-
timer second | action type ]

value: (0-4294967295);
percent: (0-100);

(restart, warning-only)

no maximum-prefix

second: (30-86400); type:

BKtOUYNTL OrpaHMyYeHme KOANYeCcTBa NPUHMMAEMbIX MapLLPYTOB
o1 BGP-cocepa.

- value — MmaKkcMmanbHOe KONNYEeCTBO NPUHUMAEMBbIX
MapLIpyTOB.

- percent — NPOLEHT OT MAaKCMMA/IbHOTO KOIMYeCTBa
MapLUPYyTOB, N0 AOCTUKEHUW KOTOPOrO OTMNpPaB/AAeTcA
npegynpexaeHue.

- second — BpeMeHHOI NPOMEKYTOK (B CEKyHAax), No
NCTEYEHMNIO KOTOPOTro NMPOUCXOAMUT NepenoaKatoueHne, ecnm
ceccus bbina pasopsaHa M3-3a NPEBbILEHNUsA KOIMYECTBA
MapLUpPyTOB.

- type — HasHavaeT AeNcTBUE BbINOHAEMOE NPU JOCTUKEHUN
MaKCUMMANbHOrO 3HAYEHUA — PaspbiB ceccun <restart> nau
oTnpaBKa npeaynpexaeHuns <warning-only>.

BbIKNOUMTb OrpaHMyeHne KoanyecTBa NPUHUMaEMbIX
mapuwpyTtos oT BGP-coceaa.

advertisement-interval
adv_sec withdraw with_sec

adv-sec: (0-65535)/30 c;
with-sec: (0-65535)/30 ¢

3afaTb BpeMeHHble MHTepBasbl.

- adv-sec — MMHUMa bHbIA MHTEPBAT MEXAY OTNPaBKOW
UPDATE coobLeHnit oAHOTo U TOro e MapLupyTa.

- with-sec — MMHUManNbHbIN MHTEPBaN MeXaY
QHOHCUPOBaHWEM MapLLPyTa U ero NnocaeayoLmm ae-
aHOHCUPOBaHWEM.

- advertisement-interval goneH 6biTb 60nbLUE MM

V paBeH withdraw-interval.

- MapupyTbl, KOTOpble A0/XHbI 6bITb AHOHCUPOBAHbBI
cocegHMm BGP-maplupyTtusaTopam, pacnpeaensiorca
no HeckonbKum UPDATE-coobweHuam. Mexay
oTtnpaBKoi 3Tux UPDATE-coo6LieHuii Bbigep:KmuBaeTca
C/lyyaiiHbI BpeMeHHOM MHTepBan Takum obpasom,
4yTo6bI 06 EE Bpema mexay o6HoBNeHnem
MapLUPYTOB B JIOKa/ibHOM Tabanue BGP n oTnpaBKo#
nocneaHero UPDATE-coobuieHuns He npesbiwano
advertisement-interval unu as-origination-interval 8
c/lyyae OTNPaBKMU NIOKaNbHbIX (MapLpyTbl U3
NoKanbHoii AS) mapwpytos B eBGP-coeguHeHUN.
Takum 06pasom, Kaxablii U3 MapLUPYTOB MOKET
MMEeTb CNyYaiiHyI0 BeINUMHY 3a4ePXKKU
QHOHCMPOBAHMA.

- TouHoCTb paboTbl Talimepos advertisement-interval,
withdraw-interval u as-origination-interval 3aBucur ot

MaKCMMaNbHOro 3Ha4eHus ntoboro U3 aTUX TpPéx
TallMepoB, HACTPOEHHbIX HAa BGP-mapLuipyTtusarope
(yuuTbiBalOTCA TaliMepbl, HACTPOEHHble anA Bcex BGP-
cocepeit). Bce 3HaueHUa TalimepoB aHOHCMPOBAHUA U
Ae-aHOHCUPOBAHUA MApLUPYTOB,
CKOHGUrypupoBaHHbIX Ha YCTPOUCTBE,
OVCKPETU3NPYIOTCA UHTEpPBanom B 1/255 ot
HaunbonbLIero HaCTPOEHHOro 3Ha4YeHuA. YBenmyeHue
MaKCMMaNbHOro 3HauyeHuA 6yaeT NnpuBoaUTb K
YBEJIMYEHUIO YacCTOTbl AUCKPETU3ALMM TaliMepoB U,
COOTBETCTBEHHO, K MOHUXXEHUIO TOYHOCTU MX paboTbl.
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no advertisement-interval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

as-origination-interval
seconds

no as-origination-interval

seconds: (0-65535)/15 ¢

3a4aTb BpeMeHHOM MHTepBan mexxay otnpaskoii UPDATE
COO06LWEHNI O4HOMO M TOTO e MapLLpPyTa, UCNONb3yeTca Ans
QHOHCA /IOKa/bHbIX (MApLpPYTbl U3 I0KaNbHOM AS) MapLupyToB
eBGP cocepam.

YCTaHOBWUTb 3HAYeHUE NO YMO/IHaHUIO.

connect-retry-interval
seconds

no connect-retry-interval

seconds: (1-65535)/120 ¢

3a,ﬂ,aTb BpeMeHHOVI WUHTEpBasa, NO UCTEYEHUIO KOTOPOTo
BO306OHOBAAETCA NOMbITKA co3patb BGP-ceccuio ¢ cocegom.

YCTaHOBWUTb 3HAYeHUE No YMOI4aHUIO.

next-hop-self [all]

no next-hop-self

—/BbIK/IOYEHO

BKAtOUNTL NOAMEHY 3HaueHus aTpmbyTta NEXT_HOP Ha
JIOKa/IbHbIN afpec MapLipyTusaTopa.

- all —BkntovaeT nogmeHy 3HaueHus atpubyta NEXT_HOP Ha
NIOKa/IbHbIN afpec MapLIpyTU3aTopa TaKkKe U 419 MapLIpyTos,
oTpaxkaembix ot route-reflector.

OTKAouNTL NnogMmeHy aTpmbyta NEXT_HOP.

remote-as [as_plain_id_|
as_dot _id]

no remote-as

as_plain_id:
(1..4294967295)/1
as_dot_id:
(1.0..65535.65535)

3a4aTb HOMep aBTOHOMHOU CUCTEMBI, B KOTOPOI HaxoamuTca
BGP-cocea. YcTaHOBNEHME cOCeacTBa HEBO3MOXHO, NOKa
coceny He HasHadyeH Homep AS.
970 peiicTBUE BAEGUYET pa3pbiB CECCUM C COCEA0M U
V OUYMCTKY BCEX MPUHATbIX OT HEFr0 MapLUPYTOB.

Y8anutb MAEHTUGMKATOP cocesHel aBTOHOMHOW CUCTEMDI.

timers holdtime keepalive

no timers

holdtime: (0 | 3-
65535)/90 c;
keepalive: (0-21845)/30 c

3aaaTb BpeMeHHble MHTepBasbl.
- holdtime — ecnu B Te4eHWEe 3TOTO BPEMEHU He ByAeT NPUHATO
keepalive-coobuieHne, To coeguHeHNe C coceaom
cbpacbiBaeTcs.
- keepalive — nHTepBan mexay otnpaskoi keepalive-
coobLweHunn.
3HaueHus holdtime u keepalive AonKHbI 6bITb NIM60
V o6a paBHbl HyN10, 160 06a 60nblue HynA.
holdtime gonxeH 6biTb 60nblue unu paseH keepalive.
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha JIOKaIbHOM MapLLPYTU3aTOpPE, TO UCNONb3yeTcA
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecam 6bin Bbi6paH Taiimep hold, KoTopbiit HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE JIOKAJIbHO
HacTpoeHHoro Talimepa keepalive meHbwe yem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonbsyerca
NOKasbHOe 3HayeHue Talimepa keepalive;
- Ecnam 6bin BbI6paH Taiimep hold, koTopbliii HacTpoeH
Ha coceiHeM MapLUPyTM3aTope U 3HAYEHUE JIOKAJIbHO
HacTpoeHHoro Talimepa keepalive 6onbwe uem 1/3
Bbl6paHHOro Taiimepa hold, To ucnonb3syerca yenoe
4Yncno, KoTopoe MeHblue Yyem 1/3 Bbi6paHHOro
Taiimepa hold.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

timers idle-hold seconds

no timers idle-hold

seconds: (1..32747)/15

3apaTb BpEMEHHOM MHTepBan yaep»aHuUsA cocesia B COCTOAHUU
Idle nocne Toro, Kak oH 6bl1 cOpoLIEH B 3TO COCTOAHME. 3a 3TOT
WMHTEpPBas BCE MOMbITKA NepeyCcTaHOBUTbL COeanHeHme C
cocefiom 6yayT OTKNOHEHbI.

YCTaHOBUTb 3HaYeHue no YMOYaHUIO.

timers open-delay seconds

no timers open-delay

seconds: (0-240)/0 ¢

3a4aTb BpeMeHHOM MHTepBan mexay ycTaHoBKon TCP-
coeanHeHuns n otnpasKkoi nepsoro OPEN-coobLeHus.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

shutdown

—/no shutdown

AAMWHUCTPATUBHO BbIKJAKOYNTL ceccnmn co scemm BGP-
cocegamu, BXOAALLMMM B COCTaB Peer-rpynnsbl, U ounwaeT
NPUHATbIE OT HUX MApPLLPYTbI, HEe YAANAA UX KOHOUTYpaumu.

B KOHOUrypaLmio Kaxkaoro cocena, BXOAALWEro B peer-rpynny, 8
KOHTEKCT (router-bgp-nbr) gobasnserca komaHaa shutdown.
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no shutdown

AAMWHUCTPATUBHO BKAOUYUTL ceccum co Bcemn BGP-coceaamu,
BXOZALLMMU B cocTas Peer-rpynnbl. Yaanaetr kKomaHay
shutdown 13 KoHbUTYpaLum Kaxaoro cocesa, BXOSALLEro B
peer-rpynny.

update-source [ Giga-
bitEthernet gi_port Tengi-
gabitEthernet te_port

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

HasHauuTb MHTepdeiic, KoTopbli ByaeT MCNoNb30BaH B
KayecTBe UCXOAALLEro Npu COeANHEHUMN C COCEA0M.

FortygigabitEthernet
ve's fo_port(1..8/0/1..4);
fo_port Port-Channel group .(1.48)
Loopback /loopback Vlan group: (1..48);
. loopback: (1-64);
vian_id ] .
= vlan-id: (1-4094) — -

no update-source OTMEHWTb PYYHYIO HAacTPOIKY UcxoasaLlero nHTepoenica,
BKNOUYNTb aBTOMATUYECKUI BbiIbop MHTepdeitca.

route-reflector-client [ HasHauuTb BGP-cocena Route-Reflector knnenTtom.

meshed ] - meshed — napameTp BbiCTaBAsETCA, €CN UCMONb3YETCA
mesh-Tononorusa. Mpu Noay4YeHUn oT Takoro KaMeHTa BGP-

—/disabled MapLUPYTOB OHK He ByayT nepecbinaTbca APYTMM KANEHTAM.
BGP-mapuwpyTtusaTtop asnserca route-reflector-om,
V ecnu xoTa 6bl 04MH ero coceg CKOHOUrypUpPOBaH Kak
KnueHT route-reflector.

no route-reflector-client YCTaHOBWTb 3HaYEHME N0 YMOYAHMIO.

soft-reconfiguration in- CoxpaHWTb NOMYYEHHbIE OT cOCeaa MapLpyTbl B OTAE/bHOM

bound obnactn namATn. MeToz, No3BoNAET NPUMEHUTL BXOAALLYHO
noanTUKyY "route-map in" ana cocega 6e3 cbpoca cocencrsa u
3anpoca MapLipyToB.

—/disabled

no soft-reconfiguration in-
bound

V Mo ymonuyaHuio pabotaetr mexaHusm Route Refresh.

OTKNOUYNUTL MEXaHW3M COXPaHEHUA MapLLPYTOB

prefix-list name {in | out }

no prefix-list name { in |
out}

name: (0..32) cumBona

- name — HasBaHwue IP prefix-list, KoTopbili byaeT NpUMeHeH K
AHOHCUPYEMbIM WM MPUHUMAEMbIM MApPLLPYTaM.

OtBasaThb IP prefix-list

fall-over bfd

no fall-over bfd

—/BbIK/IIOYEHO

BkatounTb npoTokon BFD Ha peer-rpynne.
’ | He noppepxxusaetca Ha IPv6-cocepacTse.

BbikntounTb NnpoTtokon BFD Ha Peer-rpynne.

password word

no password

word: (1..128) cumBon0B;
MO YMONYAHUIO ayTEHTU-
duKauma oTKAOYEHA

BKkntounTb ayTeHTUdMKaLmio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocepna. 3aaaTh K4 ayTEHTUDMKALUUU B TEKCTOBOM
Buae.

[aHHaa HacTpoWKa urHopupyeTca, ecan Ans ayTeHTUdmKa-
LMK yKasaHa key-chain.

[aHHafa HacTpoiika UrHopupyeTca ANA BXOAALMX B HACTpPaK-
BaeMylo rpynny nupoB, ONA KOTOPbIX NPUCYTCTBYIOT CO6-
CTBEHHblE HAaCTPOWKM ayTeHTUDUKAL M.

- word — KNto4 B TEKCTOBOM BUAE.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

password encrypted en-
cryptedword

no password encrypted

encryptedword: (1..128);
Mo YMONYAHUIO ayTeHTH-
duKauma oTkNOUEHA

BkntounTb ayTeHTUdMKaumio Bcex TCP-cermeHTOB, MPUHATBIX
oT BGP-cocena. 3apaeT ko4 ayTeHTUPMKaLMKM B 3alumndpo-
BaHHOM BUJe (Hanpumep, Naposib B 3aWMPPOBAHHOM BUAE,
CKOMWPOBAHHbIW C APYroro ycTpoicTea).

[aHHaA HacTpoiKa MrHopupyeTca, ecim ans ayteHTuduKa-
LMK yKasaHa key-chain.

[laHHaA HacTpolKa UTHOPUPYETCA ANA BXOSALMX B HACTpaun-
BaeMyto rpynny nupoB, ANA KOTOPbIX MPUCYTCTBYHOT CO6-
CTBEHHbIE HAaCTPOWKM ayTeHTUMKALUN.

- encryptedword — K/to4 B TEKCTOBOM BUZE.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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password key-chain word 3apaTb UMA CBA3KM Ktoye, KoTopas byaeT Mcnosib3oBaTbCA
ana ayteHTMduKaumm Bcex TCP-cermeHTOB, MPUHATBIX OT
BGP-cocepa.

[aHHasA HacTpoOlKa UrHOPUPYETCA ANA BXOAALLMX B HAacTpau-
BaeMyto rpynny nupoBs, AN KOTOPbIX MPUCYTCTBYHOT CO6-
CTBEHHbIE HACTPOMKN ayTeHTUDUKaL M.

- word — UMA CBA3KM KtoYen.

word: (1..32) cumBoNOB;
Mo YMONYAHUIO ayTEHTU-
duKaLmA OTKAOYEHA

no password key-chain YCTaHOBUTb 3HAYEHWUE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 community list

Bua 3anpoca KOMaHAHOM CTPOKU peXKMMa KOHpUrypauum ctaHgapTHoro community list:

console (ip-comm-list) #

Tabanua 357 — KomaHgbl pexxuma KoHPUrypaumm ctaHgaptTHoro community list

Komanoa 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4YaHuro
community {graceful-shut- [Oo6aBnTb community B cnncok.
down | internet | local-as |
no-advertise | no-export |
ASN2:NN}
no community {graceful- Ypanute community M3 cnucka.
shutdown | internet | local-
as | no-advertise | no-ex-
port | ASN2:NN}

KomaHObI pexcuma KoHgu2ypayuu cmaHoapmHo20 extcommunity list

Bug, 3anpoca KOMaHAHOM CTPOKM peXxnma KoHPUrypaumm cTaHgapTHoro extcommunity_list:

console (ip-extcomm-1list) #

Tabauua 358 — KomaHabl perkMma KoHbUrypaumm ctaHgapTHoro extcommunity list

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro

ext-community {4byteas- [o6aBuTb paclumpeHHoe community B CUCOK.
generic {transitive | non- number: (ASN2:NN,
transitive} | cost [igp | pre- ASN4:NN, IPV4:NN)
bestpath | rt | soo} number
ext-community cost [igp | value: (0..255) [06aBuT paclumpeHHoe community B CIIMCOK.
pre-bestpath] value
no ext-community YaanuTb paclumMpeHHoe community U3 cnucka.
{4byteas-generic {transitive
| non-transitive} | cost [igp o
| pre-bestpath | rt | soo}

KomaHObl pexcuma privileged EXEC

Bce KOmaHAb! AOCTYNHbI 41A NPUBUIETMPOBAHHOIO NOJb30BaTeNA.

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 359 — KomaHapl pexkmma privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

clear ip bgp [ip_add] vrf
[vrf-name]

ip_add: A.B.C.D;
vrf-name: (1..32)
cMmBona, all

MepeycTtaHoBUTb coeanHeHna ¢ BGP-cocegamm, oumiLana npu-
HATbIE OT HUX MapPLIPYTbI.

- ip-add — appec cocegHero BGP-cnukepa, ¢ Kotopbim byaeT
nepeycTtaHOB/IEHA CECCUS;

-vrf_name — 1mA BUPTya/ibHOW 061aCTM MapLIpyTU3aLUK.

show ip bgp afi safi vrf [vrf-
name]

afi: (all, ipv4, ipv6);
safi: (all, unicast,

OTob6pasunTb Tabanuy BGP-mapwpytoB (Loc-RIB), yKasaHHbIX
AFI/SAFI.

multicast); - afi — npeHtTndukatop Adress Family;
vrf-name: (1..32) - safi — naeHTndumkaTop Sub-Address Family;
cumBona, all -vrf_name — 1mA BUPTya/ibHOW 061aCTM MapLIpyTU3aLUK.
show ip bgp [ip_add] vrf ip_add: A.B.C.D; OTo6pa3unTb Tabauyy BGP-mapwpyTos (Loc-RIB).
[vrf-name] vnznam.e'.(ll '32’) - ip-add — npeduKc noacetn HasHadeHus, No KoTopomy byaeTt
N oTobpaxeHa noapobHas MHGopMaLMa O MapLIpyTax 4o Heé;
cumBona, all .
- vrf_name — vmaA BMpTyanbHOW 061aCTM MapLIpyTU3aLmMK.
show ip bgp neighbor [ip- OT06pa3nTb NHGOPMaLMIO O HAacTpoeHHbIX BGP-coceasnx.
add [detail | advertised- - ip-add — appec cocegHero BGP-cnukepa, no kotopomy by-
routes | received-routes]] AeT oTounbTpoBaHa nHbopmaLms.
vrf [vrf-name] ip_add: A.B.C.D; - detail — oT06pa3uTb NnoapobHYyO HPOopMmaLumio.
vrf-name: (1..32) - advertised-routes — o0T06pa3uTb Tabauuy MapLUIPYTOB,
cumBona, all aHOHCMPOBaHHbIX COCeay.
- received-routes — 0T06pasunTb TabauUy NpPUHMMaEMbIX

MapLUPYTOB 10 MPUMEHEHMUSA K HUM BXOAALLEN NONUTUKK;
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUu.

show ip bgp peer-group
name vrf [vrf-name]

name: (1..32 cumBona);
vrf-name: (1..32)
cumBona, all

OT06pa3nTb co34aHHblE peer-rpynnbl U X HACTPOMKK.
- name — 0TO6Pa3nTb HACTPOIKK FPYNMbl C UMEHEM Name;
- vrf_name — umA BUPTYaNbHON 061aCTU MapLipyTU3aLmu.

show ip bgp peer-group
name neighbors vrf [vrf-
name]

name: (1..32 cumsona);
vrf-name: (1..32)
cumBona, all

OTO6pa3nTb COCTOALMX B peer-rpynmne coceaen.
- name — 0To6Pa3nTb HACTPOIKM FPYMMbl C UMEHEM Name;
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLupyTM3aLUu.

5.35.5 Hacmpolika npomokona IS-1S

IS-IS (intermediate system to intermediate system) — npoToKoOA ANHAMMUYECKON MapLLIpyTMU3aLMK, OC-
HOBaHHbIN Ha TEXHOJ/IOTMWN OTC/IEKMUBAHUA COCTOAHUA KaHana (link-state technology) n nucnonbsytowmit ans
HaxoXAeHWA KpaTyaiwero nyty anroputm Lelkctpbl. MpoToKon IS-IS npeactasnseT coboi NpPOTOKON BHYT-
peHHero wnto3a (IGP). MpoTokon IS-IS pacnpocTpaHAET MHPOPMALMIO O AOCTYMHbIX MapLIPYTax MeXKay MapL-
pyTM3aTopamMun 04HOM aBTOHOMHOWM CUCTEMDI.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 360 — KomaHabl pexkuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

router isis

no router isis

—/ISIS-mappyTnsatop
OTK/ItOYeH

3anyctuTb IS-IS mapwpyTusaTop. BoiT B pexxmnm KoHurypa-
umn npotokona IS-IS.

OctaHoBUTb IS-IS mapwpyTtmnsatop. Yaanutb KoHdurypauuio
npoTokona IS-IS.
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KomaHObI pexcuma KoHgu2ypauuu npomokona IS-1S

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHpurypaumm npoTtokona IS-IS:
console (router-isis) #

Tabnnua 361 — KomaHab! pexkuma KoHpurypaumm npotokona IS-IS

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmesue

address-family ipv4
unicast

MNepeiTn B pexkum KoHourypaumm Address-Family.

authentication key word
[level]

no authentication key

word: (1..20) cumBonoB;
level: (level-1, level-2)/level-1-2

3a4aTb KoY ayTeHTMdMKaLmMM B BUAE TeKcTa. Mcnonb3y-
etcsa gns ayteHTMduKaumm LSP, CSNP, PSNP PDU. JaHHasn
HaCcTpoWKa UrHOPMPYeTCA ecnun ANa ayTeHTUdUKaLMM yKa-
3aHa key-chain.

- word — KoY B TEKCTOBOM Buae;

- level — ypoBeHb IS-IS, Ana KoTOporo nNpPUMEHUTCA
HaCTpOWKa.

Y8anuTb Koy ayTeHTUdMKaLMK.

authentication key en-
crypted encryptedword
[level]

no authentication key

encryptedword: (1..128)
CUMBO/IOB;
level: (level-1, level-2)/level-1-2

3apaeT KAY ayTeHTMOUKauMK B 3awmndpoBaHHOM Buae
(Hanpumep, naponb B 3awWMdpPoBaHHOM  BUJE,
CKOMMPOBAaHHbIW C APYroro ycTpoicTea). Mcnonb3yercs ans
ayteHTudUKaumm LSP, CSNP, PSNP PDU. [laHHas HacTpoika
UrHopupyeTca ecav ansa ayteHTUdMKaumm ykasaHa key-
chain.

- encryptedword — Kkntou B 3aWIMPPOBAHHOM BUAE;

- level — ypoBeHb IS-IS, onAa KoToporo npumeHuTCA
HacTpoliKa.

Y4anuTb Koy ayTeHTUGUKALLMM.

authentication key-chain
word [level]

no authentication key-
chain

word: (1..32) cumeona;
level: (level-1, level-2)/level-1-2

3afaTb MMA CBA3KM K/tO4Yen, KoTopas byaer ucrnosib3o-
BaTbCA ANA ayTeHTUOUKaumm LSP, CSNP, PSNP PDU.

- word — “mA CBA3KN KAtouel;

- level — ypoBeHb IS-IS, onAa KoToporo npumeHuTCA
HaCTpOWKa.

OTKNIOUYUTD PEXUM WUCNONb30BAHUA CBA3KKU KtoYen ana
ayTeHTUdUKaLmK.

authentication mode
{text | md5} [level]

no authentication mode

level: (level-1, level-2)/level-1-
2;
Mo ymonuyaHutio
ayTeHTUdMKaLMA OTKAOYEHA.

BkntounTb ayTeHTUdMKaumto B IS-IS M onpesenvTs ee Tmn:
- text — ayTeHTUOUKALMA OTKPLITBIM TEKCTOM;

- md5 — ayTteHTMdMKauma MD5;

- level — ypoBeHb IS-IS, ona KOTOPOro MpPUMEHUTCA
HacTpoliKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

hostname dynamic

BKAOUNTL NOAAEPXKKY AMHaMMYecKmx hostname.

—/BKAOYEHO
no hostname dynamic BbIKNOUMTb NOAAEPIKKY AMHAMUYECKUX hostname.
is-type {level-1 | level-2- 3apatb TMN MapLIprTVI3aT0“pa B IS-IS pomeHe:
only |level-1-2} - level-1 — Bce B3anmoaencTema ¢ gpyrMmmn mMapLupyTmsa-
TOpaMM NPOUCXOAAT Ha 1 ypoBHE;
—/level-1-2 - level-2-only — Bce B3anmogencTeus ¢ 4pyrumm mapLupy-

TM3aTOpPaMu NPOMCXOAAT Ha 2 YPOBHE;
- level-1-2 — ycTpolicTBO NoAAepKMBAET B3aMMOLENCTBUA
060MX ypOBHEN.
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no is-type

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

Isp-buff-size size

no Isp-buff-size

size (512-9000)/1500 6ait

YCTaHOBUTb MaKCMMasIbHO BO3MOXHbI pasmep OTnpasa-
emblix LSP 1 SNP. 3HaueHue Isp buffer size He gonkHO npe-
BbILWATb 3Ha4YeHue pdu buffer size.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

Isp-gen-interval second [
level ]

no Isp-gen-interval

second: (1-65535000)/30000
MC;
level: (level-1, level-2)/level-1-2

3a4aTb MMHMMabHBIN MHTEPBaN B MC, MEXAY reHepa-
uumen ogHoWM 1 Toi e LSP.

- second — 3HayeHWe MHTepBasa B MUAINCEKYHAAX, NO
nctedyeHnn Kotoporo LSP moxkeT 6bITb 3aHOBO CreHepupo-
BaHO.

- level — ypoBeHb A48 KOTOPOro NPUMEHMUM AAHHbIN UH-
TepBan. Ecnn He yKasblBaTb, UHTEPBAN MPUMEHUTCA K
060MM YPOBHAM.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

Isp-refresh-interval sec-
ond

no Isp-refresh-interval

second: (1-65235)/900 c;

3a4aTb MaKCMMabHbIM UHTEPBAN B CEKYHAAX, MeXay re-
Hepauwuei LSP.

- second — 3HayeHWe MHTepBasa B CEKYHAAX, MO Ucteye-
HUKM KoToporo LSP 6yaeT 3aHOBO CreHepupoBaHo.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

max-Isp-lifetime second

second: (350-65535)/1200 c;

3a4aTb Bpema Xu3Hu LSP.

3HayeHune J0/IKHO bbITb X0TA 6bl HAa 300 cekyHa 6onblue,
yem Isp-refresh-interval.

- second — 3HayeHWe B CEKYHAAX.

metric-style style [level]

no metric-style

style: (narrow, wide,
both)/both
level: (level-1, level-2)/level-1-2

3a4aTb UCNO/Ib3yEMbI CTUb METPUKM.

- narrow — NoAAepKMnBaTb TOJIbKO CTaHAAPTHYO (Y3Kyto)
METPUKY.

-wide — noaaepXunBaTh TONbKO PACLUMPEHHYIO METPUKY.
- both — noaaepxunBatb 06a CTUNA METPUKM.

- level — ypoBeHb, A8 KOTOPOro MPUMEHUM YKa3aHHbI
CTUNb METPUKU. ECNn He yKasbiBaTb, MeTpUKa
NPUMEHUTCA K 060MM YPOBHAM.

YCTaHOBUTb 3HaYeHMEe N0 YMOJHAHUIO.

net XX XXXX.XXXX.XX

no net

YcTaHOBUTL Tak HasbiBaembii NET (Network Entity Title)
aapec — yHWKaNbHbIN MAEHTUPUKATOP MapLLpPyTM3aTopa B
npegenax IS-IS pomeHa. Mpu 3anucm NET ucnonb3yetca
WwecTHaaLaTepuyHasa cMCcTeMa CYMUCIEHUA.

YpanuTb naeHTMdUKATOp MapLlpyTM3aTopa.

shutdown

no shutdown

—/BKNOYEHO

OTkntoumTb Npouecc ISIS.

Bkatountb npouecc ISIS.

spf interval maximum-
wait second

no spf interval maxi-
mum-wait

second: (0-4294967295)/5000

YCTaHOBUTb MHTEPBAN MeXAy ABYMSA NOCAef0BaTeNbHbIMU
nepecyetamu aaropmtma SPF B munamcekyHaax.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

spf threshold restart-
limit number

no spf threshold restart-
limit

number: (1-4294967295)/10

YCTaHOBUTb, CKO/IbKO pa3 anroputm SPF moskeT 6bITb npe-
pBaH obHoBNEeHNem LSDB.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

spf threshold updates-re-
start number

number: (1-
4294967295)/4294967295

3apaeT KonnyecTso ob6HoBNeHMI LSDB, npu KOTOpbIX anro-
puTm SPF ocTaHaBAnBaeTca U nepesanyckaerca
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no spf threshold up-
dates-restart

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

spf threshold updates-
start number

no spf threshold up-
dates-start

no max-Isp-lifetime

number: (1-
4294967295)/4294967295

YCTaHOBUTb KOIMYECTBO 06HOBIeHN LSDB, Heobxoaumoe
ONA HemedJ/IeHHOro 3anycka anroputma SPF (spf interval
maximum-wait npu aTom UrHopupyetca).

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

KomaHObI pexcuma KoHpuaypauuu Address-Family

BuAa 3anpoca KoMaHAHOM CTPOKM B pexume KoHpurypaumnm Address-Family:

console (router—-isis-af) #

Tabnunua 362 — KomaHab! pexkuma KoHdurypaumm Address-Family

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

no redistribute connected
[level level] [metric-type
type] [metric metric] [fil-
ter-list name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

PaspewunTb UMNoOpPT connected-mapLpyToBs:

- level — ypoBeHb IS-IS, B KOTOpbIN 6yAeT BbINOAHATHCA
nepepacnpeseneHme MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLpyToB;

- name — umaA ctangapTHoro IP ACL, koTopbiii byaet
MCMoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTuib
METPUKU, BCe 3HAYEHMA MEeTPUKKN bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetuTb UMNopT connected-mapupyTos B IS-IS. B chyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHne No yMOSHYaHMIo.

redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute static [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Pa3spelwmnTb MNOPT CTaTUYECKUX MapLLpyToB B IS-IS.

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — YCTaHOBWUTb MMMNOPTUPYEMbBIM MAPLIPYTam TUN
MEeTPUKHY;

- metric — 3HaYeHWe MEeTPUKM AN UMNOPTUPYEMBIX
MapLLpyTOB;

- name — umaA cTaHgapTHoro IP ACL, KoTopbiii byaet
MCMoAb30BaH ANa GUALTPALMN UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIN (narrow) cTunb
METPUKU, BCE 3HAaYEHMA MeTPUKK bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTb MMNOPT CTaTUYECKNX MapLLpyToB B IS-IS. B cayyae
yKa3aHMA napameTpa BEPHYTb €ro 3HaYeHne no yMOaAYaHMIo.
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redistribute rip [level Jevel]
[metric-type type] [metric
metric] [filter-list name]

no redistribute rip [level
level] [metric-type type]

[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumsona.

Paspewunts umnopt mapwpytos 13 RIP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpegeneHve MapLpyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
MEeTPUKHU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — nmaA cTaHgapTHoro IP ACL, KoTopsbiii byaet
MCMNoab30BaH Ana GUALTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHA4APTHbIM (narrow) CTuib
METPUKU, BCe 3HAYEHMA MeTPUKKM bosblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpetutb MnopT mapupytos u3 RIP B IS-IS. B cayyae
YKa3aHuA napameTpa BEPHYTb ero 3HaYeHne No yMOSYaHMIo.

redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

no redistribute bgp [level
level] [metric-type type]
[metric metric] [filter-list
name]

level: (level-1, level-2);
type: (internal, external);

metric: (1-16777215);

name: (1-32) cumBona.

Paspewuntb umnopt mapwpytos 13 BGP B IS-IS.

- level — ypoBeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATLCA
nepepacnpeseneHue MmapLipyTos;

- type — yCTaHOBWUTb MMMNOPTUPYEMbIM MapLIPYTam TUN
METPUKU;

- metric — 3Ha4YeHWe METPUKN AN UMMNOPTUPYEMbIX
MapLipyToB;

- name — uma ctaHgapTHoro IP ACL, koTopebiii byaet
MCMNoab30BaH Ana GUALTPALMU MMNOPTUPYEMbIX MapLIPYTOB.
Ecnu rnobanbHO BKAKOYEH CTaHAAPTHLIN (Narrow) ctunb
METPUKU, BCe 3HAYEHMA MEeTPUKKM bosblie 63 ByayT yKasaHbl B
TLV Kak 63.

3anpeTuTb UMNopT mapwpyTtos n3 BGP B IS-IS. B chyyae
yKa3aHuA napameTpa BEpHYTb ero 3HayeHue No YMOIYaHUIO.

redistribute ospf [id] [level
level] [metric-type type]
[match match] [metric
metric] [filter-list name]

no redistribute ospf [id]
[level level] [metric-type
type] [match match] [met-
ric metric] [filter-list name]

Id: (1-65536)

level: (level-1, level-2);
type: (internal, external);
match:(internal, external-

1, external-2, nssa-
external-1, nssa-external-
2);
metric: (1-16777215);
name: (1-32) cumBona.

Paspewntb umnopt mapwpyTtos n3 OSPF B IS-IS.

- id — npeHTndukaTop npouecca OSPF;

- level — yposeHb IS-IS, B KOTOpbIN ByAeT BbINOAHATHCA
nepepacnpegeneHve MapLpyTos;

- type — ycTaHOBUTb UMMNOPTUPYEMbBIM MAPLLPYTaM TUN
METPUKY;

- match — tvn mapwpyta OSPF, nognexawun umnopry.

- metric — 3Ha4YeHNe METPUKMN AN UMMNOPTUPYEMbIX
MapLUpyTOB;

- name — nms cTaHgapTtHoro IP ACL, KoTopbiv bygeT
MCMNoab30BaH Ana GUAbTPALMU UMNOPTUPYEMbIX MapLIPYTOB.
Ecnv rnobanbHO BKAOYEH CTaHAAPTHbIN (narrow) CTuab
METPUKU, BCe 3HAYEHUA MEeTPUKKM bonblie 63 byayT yKasaHbl B
TLV Kak 63.

3anpeTnTtb MNOPT MapLpyToB n3 OSPF B IS-IS. B cnyyae
YKa3aHuA napameTpa BEPHYTb €ro 3HaYeHWe No YMOYaHMIo.

KomaHObI pexcuma KoHguaypayuu uHmepaetica Ethernet, VLAN:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

378

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Tabnunua 363 — KomaHabl pexkuma KoHpurypaumum nntepdeliica Ethernet, VLAN

KomaHda

3HayeHue/3Ha4yeHue
Mo ymon4aHuro

Aeilicmeue

ip router isis

no ip router isis

— /BbIKOYEHO

BKAKOUYMTb NPOTOKON MaplpyTmusaunm IS-IS Ha Tekywem nHTep-
delice.

BbIKAHOUYUTL MPOTOKON MapLLpyTU3aumm IS-1S Ha TeKywem nHtep-
delice.

isis authentication key
word [level]

no isis authentication key

word: (1..20) cumBonos;
level: (level-1, level-
2)/level-1-2

3apatb Knod ayTeHTUdMKauMM B BUAE TeKcTa. Mcnonb3yoTea
ons ayteHTndukaumm HELLO PDU. [laHHaA HacTpoiKa UrHopwm-
pyeTca ecam Ana ayTeHTMdMKauum ykasaH key-chain.

- word — K/to4Y B TEKCTOBOM BUAE;

- level — yposeHsb IS-1S

Y4anuTb KoY ayTeHTUOUKaALUK.

isis authentication key en-
crypted encryptedword
[level]

no isis authentication key

encryptedword: (1..128)
CMMBO/10B;
level: (level-1, level-
2)/level-1-2

3a4aTb KoY ayTeHTUGUKALMK B 3alUMPpPOBaHHOM BUAE
(Hanpumep, Nnaponb B 3aWMdpPOBaHHOM BUAE, CKONMPOBAHHBIN C
OpYroro ycTpoicTea). Mcnonbsytotcs gns ayTeHTudumkaumm HELLO
PDU. [laHHaa HacTpoIKa UTHOPUPYETCA ecin ANA ayTeHTUdUKaLmm
yKasaH key-chain.

- encryptedword — kntod B 3alIMPpPOBAHHOM BUAE.

Y4anuTb KoY ayTeHTUOUKaLUK.

isis authentication key-
chain word [level]

no isis authentication key-
chain

word: (1..32) cumsona;
level: (level-1, level-
2)/level-1-2

3apaTb MMA CBA3KKM KNtoven, KoTopas byaeT ncnosib3oBaTbeA
ana ayteHTuounkaumm HELLO PDU.
- word — VMA CBA3KWU KNIOYEN.

OTKNOUYNTD PEXUM UCNOMb30BAHUA CBA3KM KloUYel ANs ayTeH-
TMdUKaymu.

isis authentication mode

level: (level-1, level-

BkntounTb ayteHTUdMKaumio B HELLO PDU Ha TeKywem UHTep-
deiice 1 onpesennTs ee TUN:

{text | md5} [level] 2)/level-1-2;
- text — ayTeHTUdMKALMA OTKPbITHIM TEKCTOM;
Mo ymon4yaHuio
- md5 — ayteHTUdUMKauma MD5.
ayTeHTMdUKaumA
- _— YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis authentication mode OTK/II0YEHa.
s YKasaTb, COCeACTBa KaKoro ypoBHA MOXHO GpOpmMpoBaTb Ha
isis circuit-type {level-1 | %‘) . yp bopmnp
aHHOM MHTepdeiice.
level-2-only |level-1-2 A
vl } —/level-1-2

no isis circuit-type

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

isis metric metric [level]

no isis metric

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

YCTaHOBWUTb METPUKY ANA AaHHOIo MHTepdeiica.

- metric — 3Ha4yeHWe MeTpUKK. Ecnn rnobanbHO BKAKOYEH CTaH-
JapTHbIA (Narrow) cTUAb METPUKKM, BCE 3HAYEHUS METPUKM
6onbwe 63 6yayT ykasaHbl B TLV KaK 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeHATbCA MeT-
puKa.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

isis passive-interface

—/NaccuBHbIN peXxunm

Mepesectn MHTepdeliC B NACCUBHbLIN pPexUM. B aTom pexume
WHTepdelc He oTNpaBaseT U He npuHumaet HELLO PDU.

.. - OTK/tOYEH YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.
no isis passive-interface
.. . . YcTaHOBUTL TMN MHTepdelica point-to-point.
isis network point-to-point pd P P
—/broadcast YCTaHOBWUTb 3HAYEHME MO YMONYAHUIO.

no isis network point-to-
point
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isis hello-padding value

value: (disable, enable,
adaptive)/enable

no isis hello-padding

YcTaHOBUTL pexkum paboTbl nagauHra hello-coobuweHnin.

- disable — oTKkNOUNTL NaaAWHT BO Bcex coobuieHmsax hello;

- enable — BKAOUUTL NagAnHT BO Bcex coobuueHusx hello;

- adaptive — BKOYUTbL NAAAMHT 4,0 YCTAaHOBNEHMA COCEACTBa.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

- -buff-size si
isis pdu-buff-size size size (512-9000)/1500

6ant

no isis pdu-buff-size

YctaHoBuTb pasmep hello PDU. 3HaueHue pdu-buff-size gonkHo
6bITb 60/1blLe 3HAUeHus Isp-buff-size.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

KomaHObI pexcuma KoHguaypayuu uimepaetica Loopback:

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#

Tabnmua 364 — KomaHabl pexxmuma KoHpurypaummn nHtepodeiica Loopback

3Ha4yeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip router isis

— /BbIKOYEHO
no ip router isis

BK/IlOUMTL MPOTOKOAN MappyTm3aumm IS-IS Ha Tekywem nHTep-
delice.

BbIKAKOUYNTL NPOTOKON MapLLpYTU3aLUmMm IS-IS Ha TeKyLem nHTep-
delice.

isis circuit-type {level-1 |

level-2-only |level-1-2} —/level-1-2

no isis circuit-type

YKasaTb, coceficTBa KaKOro YpOBHA MOXHO $opmMMpoBaTb Ha
naHHOM nHTepdelice.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

isis metric metric [level]

metric: (1-16777215)/10;
level: (level-1, level-
2)/level-1-2

no isis metric

YCTaHOBWUTb METPUKY ANA AaHHOIo MHTepdeiica.

- metric — 3HauyeHWe MeTpUKKU. Ecnn rnobanbHO BKAKOYEH CTaH-
OapTHbIA (Narrow) CTUAb METPUKWU, BCE 3HAYEHUA METPUKK
6onblue 63 byayT ykasaHbl B TLV Kak 63.

- level — ypoBeHb IS-IS, ans KoToporo byaeT NpUMeEHATLCA MeT-
puKa.

YCcTaHOBUTbL 3HaYeHue no YMOANYaHULO.

isis passive-interface .
—/NaccuBHbIN peXxum

OTKNKOYEH

no isis passive-interface

MepesecTn MHTepdENC B MAcCUMBHbIN pexnm. B aTom pexume
UHTepdelic He oTNpaBAseT U He NpuHUmaeT HELLO PDU.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObl pexcuma privileged EXEC

Bupg, 3anpoca KOMaHAHOM CTPOKM:

console#

Tabnunua 365 — KomaHabl pexxkuma privileged EXEC
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KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeilicmeue

show isis database [/evel]
[detail] [Isp-id /sp-id]

level: (level-1, level-2)
Isp-id: 20 cumsonos

OT06pa3unTb 6asy AaHHbIX TONOAOrMM NpoTOoKoAA IS-IS.

- level — yKasblBaeT ypoBeHb NpoToKoAa IS-IS, 6a3y AaHHbIX KO-
TOpoOro Heo6xoaMMo oTobpasunTh;

- detail — oTobpakeHune nogpobHol nHbopmaLmm o TLV;

- Isp-id — oTobparkeHue nHbopmaumm no BbibpaHHo! LSP PDU.

show isis hostname

OT06pa3unTb U3BECTHbIE COOTBETCTBUA SystemID n Hostname.

show isis interfaces [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | loop-
back loopback]| vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT106pa3unTb MHPopMaumto 06 MHTepdelicax, y4acTByOWMX B
IS-IS.

show isis neighbors [detail]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback loopback|
vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port(1..8/0/1..4;
group: (1..48); loopback:
(1-64); vlan-id: (1-4094)

OT06pa3unTb MHGOPMALMIO O coceasnX.

- detail — ncnonb3oBaHMe gaHHOro NnapameTpa No3sosfeT
0TO6Pa3nTL AeTasibHYH MHGOPMALMIO O COCeaAaX.

clear isis

C6pocuTb BCE COCEACTBA M OYUCTUTL TabANLY MapLIpyTU3aLMm
IS-IS.

5.35.6 Hacmpolika Route-Map

MpumeHeHMe route-map No3BOAAET U3MEHATb aTPUBYTbI Y aHOHCUPYEMbIX U NPUHUMAEMbIX MApPLLPYTOB

BGP.

KomaHObI pexcuma 2n06anbHol KOHpu2ypauuu

BuAa 3anpoca KoMaHAHOM CTPOKM B pexxume rnobasibHoM KoHdUrypaLmm:

console (config) #

Tabnuua 366 — KomaHapl pexknuma rnobanbHom KoHdUrypauum

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

HAelicmeue

[ permit | deny ]

route-map name [ section_id ]

no route-map name [

section_id ] [ permit | deny ]

name: (0..32) cumBona;
section_id: (1..
4294967295).

Co3aaTb 3anucb route-map.
MepeBoAnNT KOMaHAHYIO CTPOKY B PEXKMUM KOHOUTYPUPOBAHMSA
route-map.
- name — Ha3BaHue route-map.
- section_id — Homep 3anucu B 3TOM route-map.
- permit — NPMMeHUTb set KOMaHAbI K MapLIpyTam,
- deny — oT6pOCUTb MapLIpyTbI.
V MaKkcumanbHoe Konmyectso route-map = 32
(BKNlOYaA ceKuumu ogHoro route-map).

Ypanutb route-map
- section_id — ypansaer 3anucb ¢ Homepom section_id.
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KomaHOb! pexcuma KOH@U2ypayuu cekyuu route-map

BuA 3anpoca KOMaHAHOWM CTPOKM B peXxnume KOHPUrypaLumm cekumm route-map:

console (config-route-map) #

Tabnnua 367 — KomaHabl pexmma KOHPUrypauum cekumm route-map

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

continue section_id [and ]

no continue

section_id: (1..
4294967295).

3aaaTb HOMep C/ieayloleit cekumm route-map, Kotopas 6yaer
NPUMEHEHa K MapLUpyTam, Noc/ie NPMMEHEeHWs TEKYLLEN.
- and — yKasbiBaeT, 4To match ycTaHOBKM B 3ToOW route-map
LOMKHbI 6bITb Nornyeckn obvegmHeHsl (AND) ¢ match
yCTaHOBKaMM B route-map, 0603Ha4eHHbIX NapameTpom
section_id.

Co3gaHue Lieno4ekK route-map (6e3 napametpa and)

V BO3MOXXHO, €C/IM TUN route-map BbICTaBAEH B permit.

/! Ecnv npum co3pannum Lenoukm npumeHseTca napamerp
and, To Bce set yCTaHOBKM A0MKHbl HAXOAUTbLCA B
nocneaHeu CeKUUM 3TOM L,enoYKu.

CbpocuTb YCTAaHOBKY.

match ip [ address | next-
hop | route-source ] pre-
fix-list name

no match ip [ address |
next-hop | route-source ]
prefix-list name

name: (0..32) cumBona

3apatb cootBeTcTBUe prefix-list n agpeca mapwpyTa.

- address — cootBetcTBMe prefix-list n ip agpeca mapwpyTa.

- next-hop — cooTsetcTeue prefix-list u next-hop ip agpeca

MapuwpyTa.

- route-source — cooTBeTcTBue prefix-list u ip agpeca

MCTOYHMKA MapLipyTa.
Y106bI HEe OTO6pacbiBaIUCb OCTa/NbHblE MapLIPYTbl, He

V yKasaHHble B prefix-list, Heo6xoamMmo co3gatb nycroi

route-map u npuBA3aTb €ro K TeKywemy uyepes
continue.

C6pocuTb cooTBETCTBUE.

match local-preference
value

no match local-preference

value: (1.. 4294967295).

3afaTb COOTBETCTBME MaplupyTa ¢ aTpmubytom local-preference.

CbpocuTb COOTBETCTBUE.

match metric value

no match metric

value: (1.. 4294967295).

3afaTb COOTBETCTBME MapLLpyTa C aTpMbyTOoM metric.

CbpocuTb COOTBETCTBUE.

match origin [ igp |egp |
incomplete ]

no match origin

3a4aTb COOTBETCTBME MAPLLPYTA C aTPMBYTOM origin.

- igp — MapLpyT 6bIN NOYYEH M3 NPOTOKO/IA BHYTPEHHEMN
MapuwpyTu3aumm (Hanpumep, KomaHgon network)

- egp — MapLpyT 6bIa BblydeH No npoTokony EGP.

- incomplete — mapLpyT 6bln Bbly4eH KAKMM-TO UHBIM 06pPa3om
(Hanpumep KomaHgoi redistribute).

C6pocuTb COOTBETCTBME.

match {community |
extcommunity} name [ex-
act-match]

no match {community |
extcommunity}

3asaTb COOTBETCTBUE, NMPU KOTOPOM cCOommunity U3 cnucka ¢
MMEHEM name [ONKHbI COAEPHKATLCA B cCOmmunity MapLipyTa.
exact-match — TpebyeT TouHOro cosnageHuna Bcex community
M3 Cnm1cka c community mapLpyTa.

CHpocuTb COOTBETCTBUE.
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set community {add | re-

place | remove} {graceful-
shutdown | internet | lo-

cal-as | no-advertise | no-
export | number}

no set community

number: ASN2:NN

add — no6aBuTb K MapLpyTy community;

replace — yganutb Bce community u3 mapuwpyta 1 o6aBuTb
YKa3aHHoe;

remove — yAanuTb U3 MapLipyTa yKazaHHOe community.

CbpocuTb aeicTemne set community.

set community-list {add |
remove} name

no set community-list {add
| remove}

name: (1..32) cumBona

add — 806aBUTb K MapLLpyTy BCe community U3 CUCKa C
nmeHem name;

remove — yAanuTb U3 MapLipyTa Bce community,
cofeprKallmecs B CNUCKE C UMEHEM name.

CbpocuTb geiicteme set community-list.

set community-list remove
all

no set community-list re-
move all

YaanuTb U3 maplupyTta Bce community.

CbpocuTb geicTene, yaansiolLee U3 MapLipyTa Bce community.

set extcommunity {add |
replace | remove} sub-
type {rt | soo} number

number: (ASN2:NN,
ASN4:NN, IPV4:NN)

add — no6aBuTb K MapLWpPYTy paclMpeHHOe community;
replace — yaanuTb Bce paclUMpPEHHble community U3 mappyTa
1 0,06aBUTb YKA3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} sub-
type color value

value: (0..4294967295)

add — po6aBuTb K MapLPYTY paclMpeHHOe community;
replace — yaanunTb Bce paclUMpPeHHble community U3 mapipyTa
1 [,06aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKazaHHOe community.

set extcommunity {add |
replace | remove} word

word: (1..127)

add — po6aBuTb K MapLPYTy pacluMpeHHOe community;
replace — yaanuTb Bce pacliMpeHHble community M3 MmapLipyTa
1 106aBUTb YKa3aHHOE;

remove — yAanuTb U3 MapLIpyTa YKasaHHoe (Mau Bce
nonagatowme nNog perynsapHoe BbiparkeHue) community. Ana
OaHHOW onepaLymn MOXKHO UCNONb30BaTb B Ka4YecTBe napameTpa
word perynsapHoe BblpaskeHue.

word: — uma community B popmate HEX.

no set extcommunity

Cbpocutb geicreme set extcommunity.

set extcommunity-list {add
| remove} name

no set extcommunity-list
{add | remove}

name: (1..32) cumBona

add — n06aBMTb K MapLIPYTY BCE pacluMpeHHble community u3
CNK1CKa C UMeHem name;

remove — yAanuTb U3 MapLLIpyTa BCe pacluMpeHHble
community, cogepKalimecs B CMCKe C UMeHem name.

CbpocuTb peicrsme.

match tag value

no match tag

value: (0-4294967295)

3afaTb COOTBETCTBME MApPLUPYTa C aTpubyTom tag.

C6pocuTb coOTBETCTBUE.

set tag value

no set tag

value: (0-4294967295)

YCTaHOBUTb 3HaYeHWe aTpubyTa tag.

C6pocuTb ycTaHOBKY aTpunbyTa tag.

match as-number reg_exp

no match as-number

reg_exp: (1..127)
cMmBosia

3a4aTb COOTBETCTBME MYTU MAPLUPYTa U PerynsapHoro
BbIPaXKeHUn reg_exp.

CbpocuTb COOTBETCTBUE.

match as-path-filter name

no match as-path-filter

name: (1..32) cumBona

3aaTb COOTBETCTBME NYTU MApPLUPYTa U PEryasapHoro
BblpasKeHus as-path U3 cnucka c umeHem name.

CHpocuTb COOTBETCTBME.

set as-path path-limit
value

no set as-path path-limit

value: (0-255)

[o6asutb K mapwpyTy atpubyT AS_PATHLIMIT.

Hynesoe 3HayeHWe orpaHMyMBaeT aHOHCMPOBAHME NOKaJIbHO
CreHepMpoBaHHbIX MapLLPYTOB, TONbKO mexay iBGP cocegamm
(He 6yayT BUAHbI gna eBGP).

3HayeHue 6onbwe 0 03HayaerT, yto ecnm AS_PATH aTpubyT
nmeert 6osbwe AS-HomepoBs, Yem 3HavyeHne AS_PATHLIMIT, To
HYHO ero oTbpocuTb Npw Bbixoae B eBGP.

C6pocuTb path-limit.

set as-path prepend
as_number

as_number: (1-
4294967295)

[Oob6asuTb K aTpnbyTy AS-Path BBeaeHHble AS-Homepa.
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no set as-path prepend

Cbpocutb gobaBneHue K AS-Path.

set as-path prepend local-
as value

no set as-path prepend lo-
cal-as

value: (0-10)

LOo6asuTb K aTpnbyTy AS-Path value Homepos Local AS (Ha
BbIxog, eBGP coceay).

Cbpocutb gobasneHue K AS-Path.

set as-path remove
as_number

no set as-path remove

as_number: (0..127)
cMMBO/IA

Yaanutb 13 atpnbyta AS-Path ykasaHHyio AS.

CbpocuTb yganeHue.

set ip next-hop ip_address

no set ip next-hop

YcTaHoBUTb next-hop aTpnbyT mapLipyTa.
- ip_address — IP-agpec next-hop.

CbpocuTb ycTaHOBKY aTpmnbyTa next-hop.

set local-preference value

no set local-preference

value: (1-4294967295)

YcTaHOBWTL 3HayeHue aTpubyta local-preference.

CbpocuTtb ycTaHoBKY aTpunbyTa local-preference.

set metric value

no set metric

value: (1-4294967295)

YCTaHOBUTb 3HauYeHue aTpubyTa metric.

CbpocuTb yCTaHOBKY aTpmnbyTta metric.

set next-hop-peer

no set next-hop-peer

—/atpnbyT He
yCTaHoB/IEH

YcTaHOBUTL 3HaYeHue aTpubyTa next-hop, Kak agpec coceaa.

C6pocunTb ycTaHOBKY aTpnbyTa.

set origin [ igp |egp | in-
complete ]

no set origin

YcTaHOBUTb 3HaYeHwue aTpubyTa origin.

- igp — MapLwpyT HbI1 NOlYYEH U3 NPOTOKOJIA BHYTPEHHEN
MapLupyT13auum (Hanpumep, KomaHaon network)

- egp — MapLupyT 6bIN BblydeH No npoTokoay EGP.

- incomplete — mapLpyT 6bin1 Bbly4eH KaKMM-TO UHbIM 0Hpasom
(Hanpumep komaHaol redistribute).

C6pocuTb ycTaHOBKY aTpubyTa origin.

set weight value

no set weight

value: (1-4294967295)

YcTaHOBWTb 3HaYeHue aTpnbyTa weight.

CbpocuTtb ycTaHoOBKY aTpmnbyTa weight.

KomaHObI pexcuma privileged EXEC

Bce KomaHAb! AOCTYNHbI 418 NPUBUIETMPOBAHHOIO NOJb30BaTENA.

BuAa 3anpoca KoMmaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 368 — KomaHgbl pexuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show route-map [name]

name: (0..32) cumBona

MpocmoTpeTb MHbOPMaLMIO O CO34aHHbIX route-map.
- name — uma route-map.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicos Ethernet, VLAN, uHmepdgelica epynnel nopmos

Bupa 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHpUrypaumm nutepodeicos Ethernet, VLAN, nutepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnumua 369 — KomaHabl pexkmma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeica rpynnbl nopTos

3HayeHue/3HayeHue
no yMmoA4aHuio

KomaHoa

Aeiicmeue

ip policy route-map name
name: (0..32) cumBona

no ip policy route-map

MpuMeHnTb route-map ¢ UMeHeM name AN1A 3aJaHHOro
uHTepdelica.

Ypanutb route-map c MHTepodeiica.

5.35.7 Hacmpolika Prefix-List

Prefix-nucTbl No3BoAAIOT PUNLTPOBATL NPUHMMAEMbIE U aHOHCUPYEMbIE MapPLIPYTbI NPOTOKO/I0B AN-

HaMMYECKOWM MapLwpyTU3aLmK.

KomaHObI pexcuma 2a06anbHoU KOHpuU2ypauyuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabanua 370 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

3HayeHue/3HayeHue
no ymon4aHuro

KomaHoa

Aelicmeue

ip prefix-list list-name [seq
seq_value] [description
text] {deny | permit}
ip_address [mask] [ge
ge_value] [le le_value]

list-name: (1..32);
seq_value: (1..
4294967294);

text: (0..80) cumBona;

ge_value: (1..32);
le_value: (1..32)

no ip prefix-list list-name [
seq seq_value]

Cosparb Prefix-list.
- permit — paspelatollee AencTBMe AN MapLupyTa
- deny — 3anpeuatouiee aeicreme gaa maplipyTta
- list-name — vms co3gasaemoro prefix-nncra
- seq_value — Homep 3anucK B cnucke npedukcos
- text — onucaHue cnucka npedurKcos
- ge_value — cooTseTcTBue ganHe npeduKca, paBHOM nUam
6o/blen, Yem HacTpoeHHan ANnHa npeduKca
- le_value — cooTBeTcTBUE AMHE NpedUrKca, KOTopas paBHa
WM MEHbLLE HAaCTPOEHHOM A/InHbI NpeduKca.
V Ecnu He HaLNOCb HYU OAHOrO COOTBETCTBUA, TO byaeT

any.

npumeHeHa HeABHaA NOJIMTUKA NO ymonyaHuio deny
Ypanute cosgaHHbii Prefix-List.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI A4 NPUBUAETMPOBAHHOIO NOb30BaTENSA.

BuAa 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 371 — KomaHgbl pexkuma privileged EXEC

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa

Aelicmeue

show ip prefix-list [name] name: (0..32) cumsona

MpocmoTpeTb nHGopMaLmto o co3gaHHbix prefix-list.
- name — vma prefix-list.
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5.35.8 Hacmpoiika ceasKu Kawo4el

CBsi3Ka Kauen no3BonAeT co3datb Habop naponein (Kawueit) ¢ nocneayollein BO3MOMKHOCTbIO
HACTPOMKM BpEeMeHU AeCTBUS KaxKaoro naponas. Co3gaHHble Napoam MoryT MCnonb3oBaTbesa npoTtokonamm RIP,
OSPF, IS-IS pna ayteHTUdMKaLmu.

KomaHObI pexcuma 2no0banbHol KOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabanua 372 — KomaHgbl pexnuma rnobanbHoi KoHduUrypaumm

3HayeHue/3Ha4yeHue .
KomaHda Aeiicmeue
o ymMmoAa4aHuio
key chain word word: (1.32) Co3AaTb CBA3KY KAtouel ¢ umeHem word v BOWTU B PEXUM KOH-
e durypaumm CBA3KM Kaouen.
- cumsona/— >
no key chain word Y[anuTb CBA3KY KAtoYeW ¢ UMmeHem word.

KomaHObI pexcuma KoHGU2ypayuu cea3KuU Kawyel

Bua 3anpoca KOMaHAHOW CTPOKM B PEXMUME KOHOUTYpaLMK CBA3KU Ktouel:
console (config-keychain) #

Tabanua 373 — KomaHab! pexruma KOHPUrypauum cBAsKn Katoden

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuio
key key_id Co3aaTb KAtou ¢ naeHTUPmMKaTopom key_id n BOMTU B pexkum KOHPU-
key_id: (1..255)/— rypauumm Kawouda.
no key key_id Ypanutob Katod ¢ ngeHtuoukatopom key_id.

KomaHObI pexcuma KoHgu2ypauuu Kaw4a

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KOHPUrypaumnm Kntova:
console (config-keychain-key) #

[aHHbIN peXKMM OCTYMEH U3 pexnma KoOHOUIypauumn CBA3KK KNtoUYen 1 npeaHasHaveH ana 3agaHusa
CaMoro K/loua 1 ero napameTpos.
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Tabnuua 374 — KomaHabl pexkmuma KoHPUrypaumm Katoya

no send-lifetime

Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymon4aHuro
key-string word word: (1..16) 3a4aTtb 3HAYEHUe Katova.
no key-string cumBonos/— YaanuTb 3Ha4YeHue Katoya.
encrypted key-string 3apaTb 3HaYeHWe KNtoYa B 3aWwndpoBaHHOM BUAE.
encryptedword - encryptedword — 3awmnpoBaHHbIM Napoab (Hanpumep, Naposb
encryptedword/— B 3aWwWMdpPOBaHHOM BUAE, CKONUPOBAHHbBIN C APYroro
YCTPOICTBA).
no encrypted key-string YAanuTtb 3Ha4YeHue Katoya.
accept-lifetime time_to_start 3a4aTb BPEMSA XKM3HU KNHOYa, B TeUEHME KOTOPOTo KAty byaeT
{time_to_stop | duration | OEeUCTBUTENIEH ANA CBEPKM C K/IHOYOM B MPUHUMAEMBIX
infinite} coobuieHmsX.
- time_to_start — Bpems 1 gaTta Havana AelCTBUA KaKoYa.
3agaetca B dopmaTe hh:mm:ss month day year
v—/Bcer,u,a - time_to_stop — Bpema 1 gaTa NpekpalLeHusa 4eincTBuA Katova.
AelncTBuUTeNEH
3agaetca B dopmaTe hh:mm:ss month day year
- duration — 3apaeT NPoAOIKUTENBHOCTL AEUCTBUA KNtOYA B
CeKyHaax
- infinite — ycTaHaBAnBaeT 6ECKOHEYHOE BpeMA AeNCTBUA Ktoya
no accept-lifetime YaanuTtb Bpems KU3HU Kato4a
send-lifetime time_to_start 3a4aTb BPEMSA KM3HU KNKOYa, B TeYEHME KOTOPOTo KAty byaeT
{time_to_stop | duration | OEUCTBUTENEH AN OTNPABKM COOBLLEHNN.
infinite} - time_to_start — Bpemsa 1 gaTta Hayasia AeMCTBUSA KaroYa.
3agaetca B dopmate hh:mm:ss month day year.
—/Bcerga - time_to_stop — Bpema 1 gaTa NpekpaLLeHua 4encTBuA Katova.
aencteuTeneH 3apaetca B dopmate hh:mm:ss month day year.

- duration — 3apaeT NPoAOIKUTENBHOCTL AEUCTBUA KNtOYA B
CeKyHAaax.
- infinite — ycTaHaBAnBaeT becKoHeYHOe BpemMs AeNCTBMA Kitoua.

YaanuTb BpeMA XKU3HU KAtoYa.

L/

KomaHOwbI pexcuma privileged EXEC

Bua 3anpoca KoOMaHAHOW CTPOKM UMeeT BUA,:

console#

Tabnnua 375 — KomaHgbl pexkuma privileged EXEC

Ecnn B KaKoW-TO MOMEHT BpeémMmeHU Cpa3y HEeCKOJIbKO Katouei GYAYT ABNATbLCA AEﬁCTBMTenb-
HbIMMU, TO d)aKTM‘-IeCKM ncnosib3oBartbCA 6VAET K104 C HAMMEHbLUUM MAEHTMd)MKaTOpOM.

3HayeHue/3Ha4yeHue »
KomaHda / Aeiicmeue
o ymMoa4aHuro
show key chain word word: (1..32) OTO06pa3nTb MHPOPMALMIO O CBA3KE K/OYel C UmeHem word.
cumBsona/—
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[Tpumepbl 8bINOAHEHUA KOMAHO

Co3aaTtb CBA3KY KAto4Yel ¢ MmeHem namel n nomecTuTb B Heé ABa Kato4va. Ha kntode key 2 HacTpouTb
BPEMEHHOWM MHTEpPBas, B TE4EHME KOTOPOro 3TOT K/OY MOXKET ObITb MCMO/Ib30BAH A8 CBEPKU C KAOYOM B

NPUHATbLIX NaKeTax.

console (config) # key chain namel
console (config-keychain) # key I
console (config-keychain-key) # key-string testkeyl

console (config-keychain) # key 2
console (config-keychain-key) # key-string testkey?2
console (config-keychain-key) # accept-lifetime 12:00:00 feb 20 2020 12:00:00

(
(
(
console (config-keychain-key)# exit
(
(

mar 20 202

0

MNMokasaTb MHGOPMaALMIO O CO34aHHOMN CBA3KE K/toYeil:

console# show key chain namel

key 1 —--

send
key 2 —--

send

accept lifetime

Key-chain namel:

text (Encrypted) "y9nRggddPOa7W304gfrNBeGhigRuwwp6mWCy69nLuQk="

accept lifetime (always valid)

lifetime (always valid) -

(always valid) [valid now]

(always valid) [valid now]

text (Encrypted) "G7sTS+v50GJIwHBL6UxZyWVPzbgZ/6fIOF3h3NB6wYMM="

lifetime (always wvalid) -

(12:00:00 Feb 20 2020) - (12:00:00 Mar 20 2020)
(always valid) [valid now]

5.35.9 banaHcuposka Hazpy3Ku Equal-Cost Multi-Path (ECMP)

BbanaHcmpoBKa Harpy3km ECMP nossonseTt nepegasBaTb MNakeTbl OAHOMY MOAYYATENO MO HECKOJIbKMM
«YYLWUM MmappyTam». JaHHbIi GyHKUMOHAN NpegHasHavyeH gas pacnpegeneHna Harpyskm u onTMMmnsaumm
NponycKkHoM cnocobHocTh cet. ECMP morkeT paboTaTb Kak CO CTaTUYECKMMM MapLLPYTamMM, TaK U C MPOTOKO-

Namu gMHamm4yeckoin mapuwpytusaumm RIP, OSPF, BGP.

KomaHObI pexcuma 2a06aabHoU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKMUME rN106anbHOM KOHPUrypaLmm:

console (co

nfig) #

Tabnnua 376 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip maximum-paths
mum_paths

maxi-

maximum_paths:
(1..64)/1

no ip maximum-paths

3aaTb MaKCMManbHOE KOIMYECTBO NyTel, KoTopble MOryT BbiTb
ycTaHoBeHbl B FIB AnA Kaxkaoro mapuipyTra.
HacTpoiika BCTynuT B CUly TO/IbKO NOC/AE COXPAaHEHUA
KOH$Urypaumm U nepesarpysku ycrpoiicrea.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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5.35.10 Hacmpolika Virtual Router Redundancy Protocol (VRRP)

Mpotokon VRRP npegHasHayeH ana pesepsnpoBaHMA MapLLPyTU3aTOPOB, BbIMOAHAIOLWMX PO/b LW/IHO3a
no ymosyaHuio. 3To gocturaetca nyTém obbeamHeHus IP-nHTepdelicoB rpynnbl MapLLIpPYyTU3aTOPOB B OAMNH
BMPTYaNbHbIN, KOTOPbIM OyAeT MCNONb30BaTbCA KaK LW/O3 MO YMOAYaHUIO A1 KOMMNbloTepos B ceTu. Ha
KaHa/NbHOM ypOBHe pe3epBupyemble UHTepdeiicbl nmeroT MAC-agpec 00:00:5E:00:01:XX, rae XX — Homep
rpynnbl VRRP (VRID).

TonbKo oAMH U3 GU3UYECKUX MapLUPYTM3ATOPOB MOMKET BbINONHATL MApLUPYyTU3aLMi0 TpaduKa Ha
BMpTyanbHoM IP-uHTepdeiice (VRRP master), ocTasbHble MapLpyTM3aTopbl B rpynne npegHasHauyeHbl Ans
pesepsuposaHusa (VRRP backup). Bbibop VRRP master npoucxoaut B cootsetcteum ¢ RFC 5798. Ecam Tekywmi
master CTaHOBUTCA HeZOCTyNHbIM — BbIbOp master-a nostopsAeTcA. HawmBbicwuii npuoputeT UMeeT
MapLipyTM3aTop ¢ cobcTBeHHbIM IP-agpecom, coBnagaloWmMmM ¢ BUPTYanbHbIM. B cnyyae AOCTYNHOCTM OH
Bcerga ctaHosuTca VRRP master. MakcmmansHoe konnvectso VRRP-npoueccos — 50.

KomaHObI pexcuma KoHgu2ypauuu uHmepagpeticos Ethernet, VLAN, uHmepgelica epynmnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B perkume KoHourypauum nHtepoeicos Ethernet, VLAN, nHtepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnuua 377 — KomaHabl pexkuma KoHpurypaumm nHtepoeiica Ethernet, VLAN, nHtepdeiica rpynnbl nopTos

KomaHda

3Ha4yeHue/3HayeHue
no ymoa4yaHuro

Aeiicmeue

vrrp vrid description text

no vrrp vrid description

vrid: (1..255);
text: (1..160 cumBonos).

[Jo6aBuTb onucaHme Lenun unm ucnonb3osanus gns VRRP
MapLUpyTU3aTopa ¢ MAeHTUPUKaTopom vrid.

Ypanutb onucanne VRRP-mapwpyTtusatopa.

vrrp vrid ip ip_address

no vrrp vrid ip [ip_address]

vrid: (1..255)

Onpegenutb IP-agpec VRRP-mapLipyTusaTopa.

Ypanuts IP-agpec VRRP ¢ mapwpyTtusartopa. Ecam B kayectse
napameTpa He yKasaH IP-agpec, To yaanarca sce IP-agpeca
BMPTYaZIbHOTO MapLupyTU3aTopa, BCAeACTBME Yero yaanmTca u cam
BMPTYabHbI MapLUpyTU3aTop vrid Ha JAHHOM YCTPOMCTBE.

vrrp vrid preempt

no vrrp vrid preempt

vrid: (1..255);
Mo ymonyanuio
BKIOYEHO

BKAOUNTL pexkum, npu KoTopom backup-mappytusatop c bonee
BbICOKMM NpUopUTETOM ByZEeT NbiTaTbCA NepexsaTUTb Ha cebs
po/ib master y TeKyL,ero master-mapLpyTtusaTtopa c bonee
HU3KUM MPUOPUTETOM.
MapLupyTusatop, KOTopbiii ABAsAETCA BAagenbuem IP-
V agpeca maplupyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ceba ponb master He3aBMCMMO OT HAaCTPOEK AaHHO
KOMaHAbl.

YCTaHOBUTb 3HaYeHue No YMOYaHULO.

vrrp vrid priority priority

no vrrp vrid priority

vrid: (1..255);
priority: (1..254);
Mo ymonuanuto: 255 ana
Bnagensua IP-agpeca, 100
ONA OCTaNbHbIX

HasHauntb npnoputet VRRP-mapLipyTtmnsaTtopa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

vrrp vrid shutdown vrid: (1..255); Bbikntountb VRRP-npoToKON Ha AaHHOM MHTepdeice.

no vrrp vrid shutdown Mo ymonuaHuio: BkntounTtb VRRP-npoToKON Ha AaHHOM MHTepdeiice.
BbIK/1IOYEH

vrrp vrid source-ip ip_ad- Onpegenntb peanbHbii VRRP-aapec, KoTopsbili byget

dress vrid: (1..255); MCNONb30BaTbCA B KayecTse IP-agpeca otnpasutens ana VRRP-

no vrrp vrid source-ip

Mo ymonuanuto: 0.0.0.0

coobLeHui.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

389



HELTEX

vrrp vrid timers advertise
{seconds | msec millisec-
onds}

no vrrp vrid timers adver-
tise [msec]

seconds: (1..40);
milliseconds: (50..40950);
Mo ymonyanuio: 1 ¢

Onpegenntb MHTEPBAN MeXAy aHOHCaMK master-
mapuwpyTtusaTopa. Ecnu nHtepsan 3agaH B MUANNCEKYHAAX, TO
NPOUCXOANT OKPYrieHne BHWU3 0 6avKawen cekyHabl ans VRRP
Version 2 1 4o 6AMKaLLnX COTbIX Aonen cekyHapl (10
munnancekyHa) ana VRRP Version 3.

YCTaHOBUTb 3HaYeHME NO YMOHAHMUIO.

vrrp vrid version {2 | 3 |
283}

no vrrp vrid version

Onpegenutb nogaepkmsaemyto sepcuto VRRP-npoTtokona.

- 2 — nopaepxuBaetca VRRPv2, onpeseneHHbit 8 RFC3768.
Monyyaemble VRRPV3 coobuweHna oTbpacbkiBatoTca
MmapLwpyTtrsatopom. Otnpasastotcs T01bKko VRRPV2 aHOHCHI.

-3 — nopaaepxuBaetca VRRPv3, onpeaeneHHbin B RFC5798, 6e3
cosmectumoctu ¢ VRRPv2 (8.4, RFC5798). NMonyyaemble VRRPV2
coobuieHmns oTbpacbiBatoTca maplpytTnusatopom. OTnpaBasaoTCA
TonbKo VRRPV3 aHOHCHI.

- 2&3 — nopaepxkunsaetca VRRPvV3, onpegenenHbii B RFC5798 ¢
obpaTHOI coBMmecTUMOCTbo ¢ VRRPV2. NMonyyaembie VRRPV2
coobuieHmna obpabaTbiBatoTcA MapLupyTM3aTopom. OTnpasaaoTca
VRRPv2 1 VRRPvV3 aHOHCbI.

YCTaHOBKA 3HAY€HUA N0 YMONYAHUIO.

vrrp vrid checksum exclude
pseudo-header

no vrrp vrid checksum ex-
clude pseudo-header

Mo ymon4yaHuio: uc-
nosb3yeTca MeTos,
pacyeTa KOHTPOJib-
HOW CYMMbI C NnceB-
[,03aroN0BKOM

BKNOUMTL MeToZ pacyeTa KOHTPOJIbHOWM Cymmbl B 3aronoske VRRP
6e3 yyeta ncespo3aronoska. RFC 3768.

YCTaHOBUTb METOZ, pacyeTa KOHTPOJIbHOW CYMMbI, OnpeaeneHHbl i
B RFC5798, no ymonuaHuio.

KomaHObI pexcuma privileged EXEC

Bce kKomaHAb! AOCTYNHbI 419 NPUBUIETMPOBAHHOIO NOJIb30BaTeNA.

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnnua 378 — KomaHgbl pexuma privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show vrrp [all | brief | in-
terface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MpocMmoTpeTb KPaTKyo UK AeTanbHyo MHGOPMALMIO ANA BCEX
MU OAHOMO HAaCTPOEHHOro BUPTyasibHOro mapLupytmusatopa VRRP.
- all — npocmoTp MHGOpPMaLMK O BCEX BUPTYasIbHBIX
MapLUPyTU3aTOPaX, BK/KOUYAA OTK/IOYEHHDIE;

- brief — npocmoTp KpaTKoit MHGOPMaLMKM O BCeX BUPTYaNbHbIX
MapLIpyTU3aTopax.

[pumepbl 8bIN0AHEHUS KOMAHO

=  Hactpoutb IP-agpec 10.10.10.1 Ha VLAN 10, ncnonb3oBaTtb 3TOT aApec B KayecTsBe agpeca BUpPTyab-
HOro MapLpyTtusaTtopa. Bkatounts VRRP-npoTokon Ha nHtepodeice VLAN.

console (config-vlan)# interface vlan 10

console (config-if)# vrrp 1 ip 10.10.10.1

(

console (config-if)# ip address 10.10.10.1/24
(
(

console (config-if) # no vrrp 1 shutdown
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= [locmoTpeTb KoHPUurypaumio VRRP:

console# show vrrp

Interface: vlan 10
Virtual Router 1

Virtual Router name
Supported version VRRPv3
State is Initializing
Virtual IP addresses are 10.10.10.1 (down)
Source IP address is 0.0.0.0 (default)
Virtual MAC address is 00:00:5e:00:01:01
Advertisement interval is 1.000 sec
Preemption enabled

Priority is 255

5.35.11 Hacmpoiika npomokona Bidirectional Forwarding Detection (BFD)

MpoTokon BFD no3sonseT 6bICTpo 06HAPYKUTb HEUCMPABHOCTU IMHKOB. BFD moKeT paboTaTb KaK co cTa-
TUYECKMMM MapLIpyTamM, TaK U C NPOTOKOIaMKN ANMHAMMYECKON MmapuwpyTusauum RIP, OSPF, BGP.
B Tekywen Bepcun MO peannsosBaHa paboTa ToNbKO € NpoToKonom BGP.

KomaHObI pexcuma 2a06anbHol KOHpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexnume rnobasibHoM KoHbUrypaumm:

console (config) #

Tabnuua 379 — KomaHapl pexkruma rnobanbHom KoHbUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

bfd neighbor ip_addr

[multiplier mult_num]

terval int ] [min-rx min]

[in-

int: (150..1000)/150
min: (150..1000)/150
mult_num: (1..255)/3

no bfd neighbor ip_addr

3apaTb BFD-coceaa.

- int — MUMHMManNbHLIN MHTEPBAN Nepeaayn ANA obHapyKeHuA
OWKNBKY;

- min — MWMHMMaNbHBIN MHTEPBaN NPUEMA ANA OBHapyKeHUA
OLINBKM.

- mult_num — Konn4yecTBO NOTEPAHHbIX NAKETOB A0 pa3pbliBa
ceccum.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

KomaHObI pexcuma

privileged EXEC

Bce KomaHAapl AOCTynHbl ANA NPpUBUNETMPOBAHHOIO NOJ1b30BAaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknma privileged EXEC:

console#

Tabnnua 380 — KomaHabl pexkuma privileged EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeilicmeue

show ip bfd neighbors
[ip_addr] [detail]

MpocmoTpeTb MHbopmaLmio 06 akTMBHbIX BFD-coceasx.
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5.35.12 TMpotokon GRE

GRE (Generic Routing Encapsulation) — npoToKon TyHHeNMpPoBaHWUA ceTeBbIX NakeToB. Ero ocHOBHoe
HasHayeHMe — MHKaNcynsaums NakeToB CeTeBOro ypoBHsA ceteBon mogenu OSI B IP-nakeTbl. GRE moxkeT
ncnonb3oBaTtbca Ana opraHmsaummn VPN Ha TpeTbem yposHe mogenm OSI. B kommyTtaTtopax MES peannsoBaHsbl
CTaTnyeckme Heynpasnsemble GRE-TYHHeNN, TO eCTb TYHHENN CO34at0TCA BPYUYHYIO MyTEeM KOHPUIypMpoBaHmA
Ha JIOKaNbHOM M yJaneHHOM Yy3nax. [lapamMeTpbl TYHHeNs ANA KaKAOW M3 CTOPOH AOMXKHbl ObiTb
B3aMMOCOI/1TACOBaHHbIMM WM NEPEHOCUMbIE AaHHble He ByayT AeKancyMpoBaTbCA NAPTHEPOM.

V MpoTtokon GRE nopgaepxusaerca Ha mogenax cepum MES33xx, MES35xx n MES5324.
V B aKtyanbHbix Bepcuax MO Tak:Ke noaaeprkaHa pab6oTta PIM B pexxume KOHGUrypauum TyH-
HenAa GRE (KomaHAbl HACTPOMKM onucaHbl B Tabauue 188).

KomaHObI pexcuma 2a06anab6HolU KOHu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnunua 381 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue ”

KomaHoa / Aelicmeue
no ymMmoa4YaHuto

interface Tunnel tunnel_id tunnel_id: (1..16) Co3paTtb HTepdenc TYHHenNs.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica myHHens

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKUme KoOHPUrypaumm nHtepdeiica TyHHens:

console (config-tunnel) #

Tabanua 382 — KomaHabl perkuma KoHourypaumm nHtepdeica TyHHens

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymMoa4YaHuro
tunnel mode gre ip 3apatb TMN TyHHena GRE c ncnonb3osaHuem IPv4.
- — /BbIKAOYEHO
no tunnel mode gre ip Y[anuTb TyHHeNb.
tunnel source {ipv4_address HasHauutb IP-agpec nnmn nHtepdeiic, Kotopbin byaeT
| gigabitethernet gi_port | gi_port: (1..8/0/1..48); MCNOb30BaTbCA B KauyecTBe agpeca oTnpasuTens BHewwHero IP-
tengigabitethernet te_port | te_port: (1..8/0/1..24); 3aronoska GRE-TyHHenA.
fortygigabitethernet fo_port fo_port: (1..8/0/1..4);
| port-channel group | tun- group: (1..48);
nel tunnel_id | vlan vian_id} vlan_id: (1..4094)
no tunnel source Ypanutb IP-agpec otnpasutens
tunnel destination {_URL_ | HasHauuTtb IP-agpec nonyyatens (KoHUA TyHHens).
ipv4_address} —
no tunnel destination Ypanutb IP-agpec nonyyatens.
ip address ipv4_address YcTtaHoBuTb IP-aapec uHtepdelica TyHHena. C ucnoib3osaHMem
3TOro agpeca KOMMYTaTOP AOCTYMNeH Yepes TyHHeNb. MoxeT
— MCNONb30BaTbCA B KaYecTBe LW/03a Ha YAaleHHOM yCTpoicTBe
NP1 MapLIpyTU3aL MK B TYHHENb.

no ip address Yaoanute IP-agpec uHtepoeiica TyHHenn
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KomaHObI pexcuma

EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnunua 383 — Kom

aHAabl pexxnma EXEC

3HavyeHue/3HavyeHue .

KomaHoa / Aeiicmeue
Mo yMo4YaHUuio

show ip tunnel [tunnel-id] tunnel_id: (1..16) OT06pasnTb MHPOPMaLMIO TYHHENS.

tunnel_id

show ip interface tunnel

tunnel_id: (1..16) OT06pa3nTb NHPopmaumto 06 IP-uHtepdelice TyHHens

show interfaces tunnel tunnel-id tunnel_id: (1..16) OT06pa3nTb MHGOPMaLMIO MHTEPDEMCa TYHHeNA.

pumep HACMPOUKU MYHHeNA

Co3gaHue TYHHENnA M« HaCTpOﬁKa CTaTU4YECKOro Mmapuwpyta n4O1aa CceTy, HaXOLI,FlLLI,Ef;ICFI
I'IpOTMBOI'IOJ'IO)KHOVI CTOpPOHE TYHHenNnA:

. B KayecTBe JIOKaIbHOro agpeca AnAa TyHHenAa ucnonabsyetca IP-agpec 192.168.1.1;
. B KaQ4yecTBe yAaNeHHOro aapeca gna TyHHena ucnonbsyetca IP-agpec 192.168.1.2;
. IP-afpec TyHHens Ha oKanbHoM cTopoHe 172.16.0.1/30;

. CeTb Ha MPOTUBOMOJIOXHOMN cTopoHe TyHHend 10.10.1.0/24.

console (config)# wvlan database

console (config-vlan)# wvlan 301

console (config-vlan)# exit

console (config) # interface tengigabitethernet 1/0/1
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 301
console (config-if) # exit

console (config)# interface vlan 301

console (config-if) # exit

console (config) # interface Tunnel 1

console (config-tunnel)# Tunnel mode gre ip

console (config-tunnel) # Tunnel source 192.168.1.1
console (config-tunnel)# Tunnel destination 192.168.1.2
console (config-tunnel)# ip address 172.16.0.1/30
console (config-tunnel) # exit

console (config)# ip route 10.10.1.0/24 Tunnel 1

(
(
(
(
(
(
(
(
console (config-if)# ip address 192.168.1.1/24
(
(
(
(
(
(
(
(

/ Ha BcTpeyHOM ycTpoiicTBe HE06X0AMMO BbINOAHUTL B3aMMOCOINaCOBaHHbIE HAaCTPOMKHK.

Ha
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5.35.13 KoHdwurypauua supTtyanbHoit obnactn mapwpyrusauum (VRF lite)

VRF (Virtual Routing and Forwarding) — 3To TexHonorva, KoTopasa MO3BOJIAET HECKO/IbKUM
3K3emMniApam Tabamubl MapLwpyTU3aLLMM COCYLLECTBOBATb B OAHOM MapLIpyTU3aTOpPeE OL4HOBPEMEHHO.

Cnucok noaaepaHHbix B VRF GyHKLMI gocTyneH B Tabanue 387.

Tabnnua 384 — KomaHgbl pexknuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymoa4YaHuro
ip vrf [vrf-name] vrf-name: (1..32) Co3paHue BUpTyanbHOW 061aCTM MapLUpyTM3aumu.
no ip vrf [vrf-name] cMmBONa YpaneHve BMpTyanbHOM 061acT mapwpyTU3aumm.
Tabnnua 385 — KomaHgb! pexxuma KoHpurypaumm nHtepoeiica
3HayeHue/3Ha4yeHue »
KomaHoa / Aeiicmeue
no ymoa4aHuro
ip vrf [vrf-name] MpwuBAaska nHTepdeiica K 061acTM BUPTYasibHOM MapLLIPYTMU3aL M.
Mocne BBOAA KOMaHZbI BCe CO34aHHble B AanbHelwem IP-agpeca
vrf-name: (1..32)
6yayT accoummpoBaTtbea ¢ vrf, K KoTopomy 6bln NpMBA3aH
cMMBO/IaA o
nHTepoeic.
no ip vrf OTBA3Ka MHTepdelica oT 061acTM BUPTYaibHOM MapLpyTU3aLUu.

Tabnunua 386 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue

Aelicmeue
10 yMOAYAHUIO

KomaHoa

BbiBog, MHPOPMALMK O CO3AaHHBIX BUPTYanbHbIX 061acTaX
MapLipyT13aumm n o6 L3-uHtepoericax, Kotopble B HUX
HaxoasATcs.

show ip vrf [all | vrf-name] vrf-name: (1..32)

cumBoaa

Tabnunua 387 — dPyHKUMM, NoaaepKaHHbIe Ana paboTtbl B VRF

PyHKYUUu Hasuzayusa
KomaHgb! ynpasneHua 5.5 KomaHzbl ynpaBaeHua cuctemonm
cuctemonm
CTaTnyeckaa mapLipytmnsauma 5.35 KoHdurypauma npoToKoI0B MapLLpyTU3aLmMm
DHCP-Relay 5.29.1 dyHKuumn DHCP Relay ana IPv4
OSFP 5.35.3 Hactpoiika npoTtokona OSPF, OSPFv3
BGP 5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
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6 CEPBUCHOE MEHIO, CMEHA NMPOrPAMMHOIO OBECNEYEHUA

6.1 MeHio Startup

MeHtio Startup ncnonb3yerTca onAa BbINONHEHUA CneUnanbHbIX Npoueanyp, TakKMX Kak BOCCTaHOB/EHUE
3aBOACKUX HAaCTPOEK N BOCCTAaHOBIEHNE NAPONA.

[nsa Bxoaa B MeHio Startup HeobxogMMo NpepBaTb 3arpy3Ky HaxkaTvem Knasulumn <Esc> unu <Enter> B
TeYeHWe NepBbiX ABYX CEKYHA Noc/e NOoABAEHMS COOBLLEeHUA aBTO3arpysku (N0 OKOHYAHMM BbIMOJHEHWA
npoueaypbl POST).

Startup Menu
] Restore Factory Defaults
] Boot password
] Password Recovery Procedure
]  Image menu
5] Back
Enter your choice or press 'ESC' to exit:

[ns BbIXO4a U3 MEHIO M 3arpy3KM YCTPOMCTBA HaXKmuUTe Knasuwy <5>, 1nbo <Esc>.
’ ' Ecam B TeueHue 15 ceKyHA (3HauyeHMe NO yMOYaHUIO) He BbIGPAH HU OAUH U3 MYHKTOB
N MEeHI0, TO 3arpy3Ka yCTPOMUCTBa NPOAO/MKUTCA. BpemMsa 0XXMOaHUA MOXKHO YBE/IMUYUTDb C NO-

MOLW b0 KOMaHA KOHCO/IU.

Tabnumua 356 — OnuncaHue meHto Startup

Ne HassaHue OnucaHue
Restore Factory Defaults [aHHas npoueaypa MCnonb3yeTca AAa yAaneHUs KoHpurypaumu ycTpoMCTBa.
<1> BocctaHoBneHue BoccTaHOBNEHME KOHOUIYPALLMM MO YMOIYAHUIO.
33aBOJCKMX HaCTpoeK
Boot password [aHHas npoueaypa UCNoNb3yeTca 4/ YCTaHOBKU/yAaieHMa Napoas Ha Havab-
<2> YcTaHoBKa / yAaneHve Naponsa | Hblid 3arpysymk.

Ha HayaNbHbIN 3arpysyuk

[aHHasa npoueaypa Mcnosnb3yetcs ANA BOCCTAHOB/EHMA YTPAYEHHOro naposs,
OHa NO3BO/IAET NOAK/MOUMTLCA K YCTPOMCTBY 63 napos.

Password Recovery [na BOCCTaHOBNEHMA NAPONA HAXKATb KAABULLY <2>, NPW NOC/eAYIOWEM NOAKNIO-
<3> Procedure YEeHWUU K YCTPOMCTBY Naponb byaeT NpoOUrHopMpoBaH.
BocctaHoBneHne napons Current password will be ignored!

[na Bo3BpaTa B MeHto Startup HaxkmuTe Knasuwy [enter].
==== Press Enter To Continue ====

[JaHHas npoueaypa ucnonb3yetcs Ana Bbibopa akTMeBHoro ¢aitna cucremHoro
no.

Ecnv He BblbpaH HOBbIN 3arpyKeHHbI ain cuctemHoro MO aKTUBHbBIM, TO
YCTPOWCTBO BbINONHWUT 3arpy3Ky C UCMOJ/Ib30BaHMEM TeKyLLLero akTuBHOro obpasa
Image menu

[1] Show current image — npocmoTp AaHHbIX 0 Bepcuax MO Ha ycTpoicTee

[2] Set currentimage — BbI6op akTMBHOrO ¢aitna cucremHoro MO

Image menu
<4> Bbibop akTMBHOrO daiina
cuctemHoro MO

[3] Back
<5> Back [na BbIXOoAa U3 MEHIO W 3arpy3KKM YCTPOMCTBA HaxkMuTe Knasulwy <Enter>, nnbo
Bbixog, 13 meHto <Esc>.
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.‘

6.2 O6HOBNEeHMe nporpammHoro obecneyeHus c cepsepa TFTP

Cepsep TFTP gonxeH 6biTb 3anyLueH U HAacCTPOeH Ha KOMMbloTepe, € KoToporo byaer 3a-
rpy>Katbca nporpammHoe obecneueHue. CepBep A0KEH UMETb paspeLleHne Ha YTeHue
daiinos HauanbHoOro 3arpysumka u/wam cucremHoro NO. KomnbloTep ¢ 3anyL,eHHbIM
TFTP-cepBepom fonKeH 6biTb A0CTYNEH ANA KOMMYTaTOpPa (MOXXHO NPOKOHTPOAMPOBATD,
BbINOJIHUB Ha KOMMmyTaTope KomaHay ping A.B.C.D, rae A.B.C.D — IP-agpec Komnblo-
Tepa).

' ‘ O6HoBNEHME nporpammHOro obecneyeHna MOXKET OCYLLECTBAATLCA TONbKO NPUBUAEIU-
-

KOTO
cne,
no.

.‘

POBAHHbIM NOJib30BaTe/1IeM.

6.2.1 O6HosnEHUE cucmeMHO20 NPo2PaMmMHO20 obecnevyeHusn
3arpyska yCTpPOWMCTBa OCyLWecTBAseTcs M3 daliiia CUCTEMHOro nporpammHoro obecnedvenua (MO),

pbii XpaHuTca Bo Gnaw-namaty. Mpu o6HOBNEHUM HOBbIM ¢ain cuctemHoro MO coxpaHseTca B
ManbHO BblaeneHHOM 061acTn namAaTu. Mpu 3arpy3Ke yCTPOMCTBO 3aMyCKaeT aKTUBHbIN $paiia CUCTEMHOO

Ecan Homep yCTPOMCTBA He 3a4aH, aHHaA KOMaHAa NpUMeEHAETCA K BegyLemy ycTpoun-
cTay.

[na npocmoTpa TeKylleln BepCUMM CUCTEMHOIO NporpaMmHoro obecneyeHus, paboTatowero Ha

ycTpoiicTee, BBeguTe kKomaHay show version:

console# show version

Active-image: flash://system/images/ mes3300-403.ros
Version: 4.0.3 B
Commit: 25503143
MD5 Digest: 6£3757fab5b6ae3d20418e4d20a68c4c
Date: 03-Jun-2016
Time: 19:54:26
Inactive-image: flash://system/images/mes3300-404.ros
Version: 4.0.4
Commit: 16738956
MD5 Digest: d907f3b075e88e6a512cf730e2ad22f7
Date: 10-Jun-2016
Time: 11:05:50

lpouedypa obHosneHUa 10

CKonnpoBaTb HOBbIN ¢ain nporpammHoro obecrnedyeHma Ha YCTPOWCTBO B BblAeseHHY0 06aacTb na-

MHTM.¢OpMaTKOMaHAHZ

boot system tftp://tftp_ip_address/[:port]/[directory/]filename
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[pumep 8b1M0AHEHUS KOMAHObI

console# boot system tftp://10.10.10.1/mes5324-401.ros

26-Feb-2016 11:07:54 $COPY-I-FILECPY: Files Copy - source URL
tftp://10.10.10.1/mes5324-401.ros destination URL flash://
system/images/mes5324-401.ros

26-Feb-2016 11:08:53 $COPY-N-TRAP: The copy operation was completed successfully

Copy: 20644469 bytes copied in 00:00:59 [hh:mm:ss]

HoBas Bepcua nporpamMmHoro obecneyeHuns cTaHeT akTUBHOM Moc/e nepesarpyskm KommyTaTopa.

[na npocmoTpa AaHHbIX O BEPCUAX NPOrpamMmMHOro obecrneyeHns U UX akTUBHOCTM BBeAUTE KOMaHAOy
show bootvar:

console# show bootvar

Active-image: flash://system/images/mes5324-401.ros
Version: 4.0.1
MD5 Digest: 0534f43d80df854179f5b2b9007ca8886
Date: 01-Mar-2016
Time: 17:17:31
Inactive-image: flash://system/images/ mes5324-401.ros
Version: 4.0.1
MD5 Digest: b66£fd2211e4££7790308bafad5d92572
Date: 26-Feb-2016
Time: 11:08:56

console# reload

This command will reset the whole system and disconnect your current
session. Do you want to continue (y/n) [n]?

MoaTeepanTe Nepesarpysky BBOLOM ‘y.
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NPUNOXEHUE A. MPUMEPbI MIPUMEHEHUA U KOHOUTYPALUU YCTPOMUCTBA

HacTpoiiKa npoToKo/1a MHOXeCTBa CBA3YyOWMUX aepeBbes (MSTP)

MpoTtokon MSTP no3BoAAeT CTPOUTb MHOXECTBO CBA3YIOWMX AepeBbeB AN otaenbHbix rpynn VLAN Ha
KOMMYTaTOpPax JIOKaIbHOM CeTu, YT No3BoaseT 6anaHcMpoBaTb HarpysKy. a8 NpoCcToTbl PACCMOTPUM CAyyal
C TPEMA KOMMYTaTOpPaMK, 06 BEANHEHHBIMM B KOJIbLLEBYHO TOMOIOTUIO.

Myctb VLAN 10, 20, 30 o6beaunHstoTcs B nepsom aksemnaape MSTP, VLAN 40, 50, 60 o6beanHsoTcs BO
BTOPOM 3K3emnaspe. Heobxoammo, utobbl Tpadmk VLAN-o 10, 20, 30 mexagy MepBbiM M BTOPbIM
KOMMyTaTOpammM nepegasanca Hanpamyto, a Tpadmk VLAN-oB 40, 50, 60 nepenaBanca TpaH3UTOM 4yepes
KommyTaTop 3. KommyTaTop 2 HasHauyMm KOpHEBbIM A/1A BHyTpeHHero ceasytowero aepesa (IST — Internal
Spanning Tree) B KOTOpPOM nepegaeTcs cay»kebHaa nHbopmaumsa. KommyTaTopbl 06beAUHAIOTCA B KOJbLO,
ncnosb3ys noptbl tel u te2. Huxke npuBeaeHa cxema, M306parkatoLlas JIOrMYecKyto TONO/I0TUIO CETH.

VLAN 10,20,30 naaHayeHb! Ha axzemnap 1
VLAN 40,50,60 HazHa4YeHbl Ha akseMnnap 2

xommyTarop 1 KoMmmyrarop 3

3707 NOPT NepeckbinaeT Tpadmk
AnA akaemnnapa 2 u Gnokupyer
Tpacuk ansA akzemnnapa 1

3JT0T NOPT NnepeckinaeT Tpaduk
Ans axaemnnsapa 1 u GnokmMpyer
Tpaduk Ana akzemnnapa 2

KOoMMmyTaTop 2

PucyHok A.1 — HacTpoika NpoToKo/1a MHOXeCTBa CBA3YHOLLUX AepeBbeB

Korga oayH M3 KOMMYTaTOpPOB BbIXOAMT M3 CTPOs, IMH60 0b6pbiBAaeTCA KaHan, MHOMECTBO AepeBbeB
MSTP nepectpanBaeTca, 4TO NO3BOJIAET MUHUMU3NPOBATbL NOCAEACTBUA aBapun. HuxKe npuseaeH npouecc
KOHUrypaumm KommyTtaTopos. 18 6os1ee BbICTPOM HACTPOMKM CO34aeTCs 06NN KOHOUIYPALMOHHDIN LWab-
JIOH, KOTOPbIN 3arpyxaeTca Ha TFTP-cepBep 1 MCNob3yeTcs BNOCNeACTBUM AN1A HACTPOMKM BCEX KOMMYTATO-
pos. Co3gaHue wabnoHa 1 KoHPUrypauma nepBoro KOMMyTaTopa:

console# configure

console (config)# vlan database

console (config-vlan)# vlan 10,20,30,40,50,60

console (config-vlan)# exit

console (config) # interface vlan 1

console (config-if)# ip address 192.168.16.1 /24

console (config-if)# exit

console (config)# spanning-tree mode mst

console (config) # interface range TengigabitEthernet 1/0/1-2
console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 10,20,30,40,50,60
console (config-if)# exit

console (config) # spanning-tree mst configuration

console (config-mst) # name sandbox

.~ o o  ~ ~ ~ ~ —~
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console (config-mst)# instance 1 vlan 10,20,30

console (config-mst)# instance 2 vlan 40,50,60

console (config-mst) # exit

console (config) # do write

console (config) # spanning-tree mst 1 priority 0

console (config)# exit

console# copy running-config tftp://10.10.10.1/mstp.conf

Hactpoiika selective-qing

HobasnerHue SVLAN

MprBeAEHHbIN 34ecb NPUMEP KOHOUIypauum KOMMyTaTopa AEMOHCTPUPYET Kak A06aBnATb MeTKy

SVLAN 20 Ko Bcemy BxoaaleMy TpaduKy 3a nckntoveHnem VLAN 27.

console# show running-config

vlan database

vlan 20,27

exit

!

interface tengigabitethernetl/0/5

switchport mode general

switchport general allowed vlan add 27 tagged
switchport general allowed vlan add 20 untagged
switchport general ingress-filtering disable
selective-ging list ingress permit ingress vlan 27
selective-ging list ingress add vlan 20

exit

!

|

end

MoomeHa CVLAN

B ceTsAx nepenayn AaHHbIX 4OBOJIbHO YaCTO BO3HUKAIOT 334a4u, cBA3aHHble ¢ nogmeHol VLAN (Hanpu-
Mep, 419 KOMMYTaTOPOB YPOBHS A0OCTYNa CYLLEeCcTBYeT TUNOBaA KOHPUTypaLma, HO NONb30BaTE/IbCKUIN TPadUK,
VolP n Tpaduk ans ynpasneHua Tpebyetca nepegasaTb B pasHbix VLAN Ha pa3finyHbIX HanpasBaeHuaAx). B sTom
cnyyae 6b1n10 6bl yA06HO BOCNob30BaTheA PyHKUMel noameHbl CVLAN gna 3ameHbl TMNM3MpPOoOBaHHbIX VLAN
Ha VLAN gna tpebyemoro HanpasnieHua. Huxe npuBeaeHa KOHOUIypauua KOMMYTaTopa, B KOTOPOM OCy-
wecrensetca nogmeHa VLAN 100, 101 n 102 Ha 200, 201 1 202. O6paTHaA NoAMEHa 40/1XKHA OCYLLECTBAATLCA

Ha 3TOM e nHTepdelice:

console# show running-config

vlan database

vlan 200-202

exit

|

interface tengigabitethernet 1/0/1

switchport mode trunk

switchport trunk allowed vlan add 200-202

selective-ging list egress override vlan 100 ingress vlan 200
selective-ging list egress override vlan 101 ingress vlan 201
selective-ging list egress override vlan 102 ingress vlan 202
selective-ging list ingress override vlan 200 ingress vlan 100
selective-ging list ingress override vlan 201 ingress vlan 101
selective-ging list ingress override vlan 202 ingress vlan 102

exit!end
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Hacrpoitka multicast-TV VLAN

dyHKUMA «Multicast-TV VLAN» naeT BO3MOXHOCTb MCNO/1b30BaTh 415 Nepeaadym MHOroaapecHoro Tpa-
¢unKa ogHy VLAN B ceT onepaTtopa M AOCTaBAATb 3TOT TPAadUK NONb30BATENAM AAXKe B TOM C/ly4ae, €C/M OHU
He asnatoTcA YyneHamm aton VLAN. C nomouwbio ¢yHKUmMKM «Multicast-TV VLAN» mMoKeT ObiTb COKpalleHa
Harpyska Ha ceTb OomepaTopa 3a CYeT OTCYTCTBUA Ay6AMPOBAHUA MHOroaApPECHbIX AaHHbIX, HANPUMEp, Npu

npegocrasaeHun ycnyrm IPTV.

Cxema npumeHeHusa GyHKUMKM NpeanofaraeT, YTo NopTbl Nosib30BaTeNnen paboTatoT B peXXnume «access»
nnun «customer» U npuHagnexKat K ntobok VLAN 3a uckntoyeHnem multicast-tv VLAN. MNonb3oBaTtenu nmerot
BO3MOXHOCTb TOJ/IbKO MOJly4aTb MHOrOaApecHbl Tpaduk M3 multicast-tv VLAN n He moryT nepefaBaTb AaH-
Hble B 3Toi VLAN. Kpome Toro, B KOMmyTaTope A0/KeH ObiTb HAacTpoeH NopT-UcTouyHMK multicast-tpaduKa,

KOTOPbIN A0/IXKEH bbITb y4acTHMKOM multicast-tv VLAN.

1.

Mpumep HacTpoiiKK gNa nopta B pexkume paboTbl access

Bkntountb d)VIJ'IpraLI,VIIO MHOroagpecHbIX AaHHbIX:

console (config) # bridge multicast filtering

Hactpoutb VLAN nosb3osateneli (VID 100-124), multicast-tv VLAN (VID 1000), VLAN ynpasneHus (VID

1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100-124,1000,1200
console (config-vlan) # exit

HactpouTb NopThbl NO/b30BaTENEN:

console (config) # interface range tel/0/10-24

console (config-if) #

(

(

console (config-if) #
console (config-if
console (config-if
console (config-if

HactpouTb uplink-nopT, paspewwns nepeaady MHoroagpecHoro Tpaduka, TpadmKa nonb3osatenen n

ynpasneHue:

console (config)# interface tel/0/1

)
) #
) #
) #

switchport mode access
switchport access vlan 100

switchport access multicast-tv vlan 1000
bridge multicast unregistered filtering

exit

console (config-if)# switchport mode trunk

(
(

console (config-if)# switchport trunk allowed vlan add 100-124,1000,1200
(

console (config-if) # exit

Hactpoutb IGMP snooping rnobanbHo 1 Ha uHTepdelicax, L06aBUTb NPUBA3KY rPyNn:

console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #
console (config) #

console (config) #

ip
ip
ip
ip
ip
ip
ip

ip

igmp
igmp
igmp
igmp
igmp
igmp
igmp

igmp

snooping
snooping
snooping
snooping
snooping
snooping
snooping

snooping

vlian
vlian
vlan
vlan
vlian
vlian

vlan

1000

1000 querier
100

101

102

103

124
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6.

HacTtpoutb MHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit

Mpumep HacTpoOiKK AnsA NopTa B pexume customer

l£|,aHHbIl\;1 TN NOAKNHYEHNA MOXKET 6bITb UCNONBb30BaAH Aana Toro, yTObbI NOMEYaTb NO/Ib30BaTE/IbCKUE

IGMP-report-bl onpeaeneHHbix VLAN (CVLAN) otaenbHbIMK BHELWHMMM MeTKamu (SVLAN).

1.

BKkaoumnTb d)manpau,mo MHOroaapecHbIX AaHHbIX:

console (config)# bridge multicast filtering

Hactpoutb VLAN nons3sosatenei (VID 100), multicast-tv VLAN (VID 1000, 1001), VLAN ynpaBneHus
(VID 1200):

console (config)# wvlan database
console (config-vlan)# wvlan 100,1000-1001,1200
console (config-vlan)# exit

HactpouTb nopT nosb3oBartens:

console (config)# interface tel/0/1

console (config-if)# switchport mode customer

console (config-if)# switchport customer vlan 100

console (config-if)# switchport customer multicast-tv vlan add 1000,1001
( ) #

console (config-if exit

HactpouTb uplink-nopT, paspewns nepeaadyy MHoroagpecHoro Tpadpuka, Tpaduka nonbosartenei u
ynpasneHue:

console (config)# interface tel/0/10

console (config-if) # switchport mode trunk

console (config-if)# switchport trunk allowed vlan add 100,1000-1001,1200
console (config-if) # exit

Hactpoutb IGMP snooping rno6anbHo 1 Ha MHTepdencax, 406aBUTb NPaBMAA MapPKUPOBKM NO/b30Ba-
Tenbckux IGMP-report-os:

console (config

( ip igmp snooping
console (config

(

(

#
# ip igmp snooping vlan 100

# ip igmp snooping map cpe vlan 5 multicast-tv vlan 1000
# ip igmp snooping map cpe vlan 6 multicast-tv vlan 1001

console (config
console (config

)
)
)
)

HacTtpoutb nHTepdeic ynpasneHus:

console (config) # interface vlan 1200
console (config-if)# ip address 192.168.33.100 255.255.255.0
console (config-if) # exit
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NPUNOXEHUE B. KOHCONbHbIN KABE/b

D120 | W G

&) (1) (8) (9

RJ-45 DB-9

PucyHok B.1 — MogKntoyeHne KOHcoNbHOTo Kabens
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NMPUNOXEHUE B. NOAAEPKUBAEMbIE SHAYEHUA ETHERTYPE

Tabnnua B.1 — MNopgaeprkmBaemble 3Ha4yeHuA EtherType

Ox22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22E0 0x8146 0x88a8 0x88cc 0x88el 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
Ox22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
Ox22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885¢ 0x88b8 0x88d4 0x88e9 0x8sfd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B 0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0Ox88ed 0x8801 0x8816 0x882C 0x883F 0x9c40
0x22F3 0x888d 0x88¢c6 0x88d9 Ox88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846
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NMPUNOMEHUE T. OMNCAHUE NMPOLLECCOB KOMMYTATOPA

Tabnuua .1 — OnuncaHue NpoLeccoB KoMmmyTaTopa

Uma npo-
OnucaHue npouecca

uecca

3SMA Aging ans IP-multicast

3SWF MNepeaaya NakeToB mexXay YPOBHEM 2 1 CETEBbIM YPOBHEM

35wWQ MporpammHan 06paboTka ACL nepexBayeHHbIX NaKeToB

AAAT YnpasneHune n obpaboTtka metogos AAA

AATT Cumynatop AAA ana nposepkn metonos AAA

ARPG Peanunsauyma npotokona ARP

B_RS YnpasneHue nepesarpy3Kon yCTPONCTB B CTEKE

BFD Peanunsauua npotokona BFD

BOXM [ononHutencHble AelCTBUA B CTEKe (MOSlyYeHUe CBeAEeHUI O CTeKe, MHAMKauus, obmeH coobuie-
HUAMMK, cmeHa Unit ID)

BOXS O6paboTka KOMaHZ COCTOAHMA CTeKa: AobasneHne Master/Slave, usyuyeHue Tononoruu, obHose-
Hue Bepcuu MO BeAOMOro ycTpoiicTsa (slave)

BRGS Bridge Security — ARP Inspection, DHCP Snooping, DHCP Relay Agent, IP Source Guard, PPPoE In-
termediate Agent

BRMN Bridge Management: EAPS, STP, onepauuu c FDB (no6aBneHue, yaaneHue 3anucei), 3epKkaamnpo-
BaHue, KoHourypaums noptos/VLAN, GVRP, GARP, LLDP, IGMP Snooping, IP multicast, OAM

BSNC ABTOMAT CMHXPOHU3aUUM BeAyLLErO U BEAOMOrO YCTPOMCTB B CTEKE

BTPC Knnent BOOTP

CDB_ KonuposaHue KoHdUrypaLMoHHbIX palinos

CEAU Ounctka oyepeam cobbitnit Address Update

CFM Peanunsauusa Ethernet CFM

CNLD 3arpyska/Bbirpy3ka KOHGUrypaumm

COPY YnpasneHue KonvposaHuem daiinos

CPUM MoHuTOopuHr 3arpysku CPU

CPUT Ytnnuzauma CPU

D_LM Link Manager — oTcnexunsaHue COCTOAHUA CTEK-IMHKOB

D_SP Stacking Protocol

DDFG PaboTa c paiisoBoi cucTtemon

DFST PacnpeaeneHHan daitnosas cuctema (DFS). McnonbayeTtcs B paboTe cTeKka

DH6C DHCPv6-knueHT

DHCP Cepsep 1 Relay Agent DHCP

DHCp Ping

DMNG Dinstant Manager — nosnyyeHue nHbopmaLmn ¢ yaaneHHbix oHMToB (Bepcus MO, uptime, ycta-
HOBKa aKTMBHOro obpasa MNO)

DNSC KnueHnt DNS

DNSS Cepsep DNS

DSND Data Set Delays Report
Dispatcher — 06paboTka cobbITHiIM OT yAaNeHHbIX OHUTOB 06 M3MEHEHWUWN COCTOAHUA BEHTUAATO-

DSPT pPOB, UCTOYHMKOB MUTaHMA, TepmoaaTymkos, SFP-TpaHcuBepos. MonyyeHre coobuieHnit oT yaa-
JIEHHbIX oHUTOB 06 nx Bepcum NO, cepnintHom Homepe, MD5 cymme NO

DSYN Stack application

DTSA Stack application

ECHO MNpotokon ECHO

EPOE PoE (B3aumogelicTeme c Nonb3oBaTenem)

ESTC JNlornposaHue cobbiTnin 0 NpeBbiWeHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

EVAP TRX Training — aBTOMaTM4yecKas HacTpouka napameTpos SERDES

EVAU O6paboTka cobbiTnin Address Update, HUKHWI ypOBEHb, Nepeaaya Bbille
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EVFB Onpoc coctoaHna SFP

EVLC O6paboTKa cobbITUIN O CMEHE COCTOAHWUS NOPTA, HUXKHUIA YPOBEHb, Nepeaaya Bbille

EVRT RX Training

EVRX O6paboTka cobbITUN NPUEMma nakeTa U3 kKommyTtatopa B CPU, HUKHWI ypoBEHb, Nepeaaya NakeTa
Ha ypoBeHb 2

EVTX O6paboTKa cobbITUIN OKOHYAHMA OTNPaBKK NakeTa 3 CPU B KOMmyTaTOp, HUXKHUI YPOBEHb

exRX O6paboTKa BbIX04a NAKETOB C HUMKHETO YPOBHA 2

FFTT YnpasneHue Tabanuen maplipytmsanmm u MapLipyTM3aumsa Naketos

FHSF IPv6 First Hop Security (06paboTka TaimepoB)

FHSS Mpunoxenusa IPv6 First Hop Security

FLNK Flex Link

GOAH Peanunsauua web-cepsepa GoAhead

GRN_ Peanusauus Green Ethernet

HCLT MonyyeHne n 06paboTKa KOMaHZA HAaCTPOIMKM YCTPOMCTBA HUMKHETO YPOBHSA

HCPT PoE (B3anmopencTeme c KOHTPONEPOM)

HLTX OTtnpaska naketos U3 CPU B KommyTaTtop

HOST OcHoBHoW host-noToK, xonocton xon,

HSCS Stack Config — HacTpoiKa dyHKUMIF KOMMYTaTOpa Ha YAa/IEHHOM OHUTE

HSES Stack Events — ob6paboTka cobbiTnit link changed, address update ¢ yaaneHHbIX OHUTOB Ha Ma-
cTepe

HSEU O6paboTka cobbITUiN CTEKA

ICMP Peanunsauyma npotokona ICMP

I0TG YnpasaeHue TepMuUHaNamu BBOAA-BbIBOAA

I0OTM YnpasaeHue TepMUHaNamu BBOAA-BbIBOAA

IOUR YnpasaeHue TepMUHaNamu BBOAa-BbiBOAA

IP6C Cyétymnku IPv4 n IPve

IP6L Mpuém n otnpaska IPv6-nakeTos

IPEM MapuwpyTtunsaumsa IPv4 n IPv6

IP6R Mpuém n otnpaska IPv6-nakeTos

IPAT YnpasneHue 6330l gaHHbIx IP-agpecos

IPG_ O6paboTKa nepexBaYeHHbIX pparmeHTUPOBaHHbIX IP-nakeToB

IPRD BcnomoratenbHada 3agada ans ARP, RIP, OSPF

IPMT Ynpasnenue IP multicast mapwpytmsaumeir u IGMP Proxy

IT60

IT61
3agaum gns paboTbl C NpepbIBaHUAMM

IT64

IT99

V11 3agava ana paboTbl ¢ BUPTyanbHbIMK NPepbiBaHUAMU

L2HU MNMepeaaya nakeToB Ha ypoBeHb 3

L2PS O6paboTKa CoBbITMIN CMEHbI COCTOAHUA/HACTPOEK MHTEPENCOB U Nepeada coobLLeHNit 3apern-
CTPUPOBAHHbIM CNyKbam

L2UT Ytunusauma noptos (show interfaces utilization)

LACP MeHepxep LAG n LACP

LBDR Peannsauusa ¢yHKummn Loopback Detection

LBDT OTtnpaBka nakeToB Loopback Detection

LTMR O6uwan 3aga4a gns BCex TalimepoB

MACT O6paboTka cobbiTna 06 okoHYaHuK gelicteus B FDB (aging MAC-agpecos)

MEMV MOHUTOPUHT YyTUIM3ALLMKN ONEPATUBHOM NAMATU

MLDP Link Layer Reliable Datagram Protocol, stack transport

MNGT ABTOTECTHI

MRDP Reliable Datagram Protocol, stack transport

MROR Pe3epBupoBaHmne KoHoUrypaumoHHoro daiiia B SHeproHe3aBUCUMOMN NamaTh

MSCm MeHepep Ana paboTbl C TEPMUHANBHBIMU CECCUAMM

MSRP Mepepaya cobbITUI B CTEKE NONb30BaTEbCKMM 3a4a4am

MSSS MpocnywwunsaHue IP-cokeToB
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MUXT OTcnexkuBaHMe U3MEHEHUN CTPYKTYPbI CTEKA

NACT BupTyanbHoe TecTupoBaHue Kabens (VCT)

NBBT N-Base

NINP PaboTta c Kombo-nopTamm

NSCT HacTpoiika orpaHnyYeHmMsa CKOpPOCTM NepexsaTa NakeToB Ha CPU, BefeHWe CTaTUCTUKKM MO Nepexsa-
YeHHbIM NaKkeTam

NSFP OTcnexkmBaHue cobbiTuit, cBA3aHHbIX ¢ SFP, Ha ceTeBOM ypOBHe

NSTM Storm Control

NTPL Mepuogunyeckana reHepauma curHana ana onpoca Tabauuy, MAC, VLAN, nopTtos, My/ibTUKacTa,
MapLIpyTU3aLmm, NpuopmTn3aLmm

NTST JobaBneHne n yaaneHne tOHUTOB B CTEKE, COPOC COCTOAHMUA HOHUTA B COCTOSIHME NO YMOJIHAHUIO,
Ha ceTeBOM ypOBHe

NVCT BcnomoratenbHasa 3agada gna VCT. 3anycKk Tecta v OTCAEXMBaHME U3MEHEHUA COCTOAHUA NOPTa.

OBSR 3apayva 4N1A OTCNEXKMBAHUA U yBEAOMIEHUA 06 n3MeHeHUaX cneundruyeckmx NnapaMeTpoB MHTep-
delicos, Heobxoanmsbix gns LLDP, CDP 1 gpyrmux npoToKonoB

PLCR O6paboTka cobbITUN CMEHbI COCTOAHMSA NOPTOB YCTPOMUCTB CTEKA

PLCT O6paboTka cobbITUN CMEHbI COCTOAHMA NOPTOB

PNGA Peanunsauyma ping

POLI Policy Management

PTPT Precise Time Protocol

RADS RADUIS-cepBep

RCDS Knunent Remote CLI

RCLA

RCLB Cepsep Remote CLI

RELY DHCPv6 Relay

ROOT Poautenbckuii Tack gnsa Bcex 3agad

RPTS Routing protocol

SCLC OTtcnexxkunsaHue coctoaHma OOB-nopTa

SCPT ABTOO6HOB/IEHWE M aBTOKOHUrypauma

SCRX MonyyeHune Tpaduka c OOB-nopTa

SEAU Mony4eHune cobbiTnii Address Update, HUXKHUI ypoBeHb

SELC MonyyeHne cobbITUI O CMEHe COCTOAHMA NOPTa, HUMKHUI YPOBEHb

SERT OTcnexuBaHue cobbiTMIA Ha NOPTY ANA Havana npoueaypbl RX Training

SERX Mony4yeHne cobbITUIN NPpUEMa NakeTa U3 KommyTaTtopa B CPU, HUXKHMIA ypOBEHDb

SETX MonyyeHne cobbITUIN OKOHYaHWA OTNPaBKM NakeTa n3 CPU B KOMMYTaTOp, HUKHUI YPOBEHb

SFMG sFlow Manager — 06paboTKka cobbiTuit u3meHeHus IP-aapeca, CLI/SNMP 3anpocos, Talimepos

SFSM sFlow Sampler

SFTR MpoTtokon Sflow

SNAD basa gaHHbIx SNA

SNAE O6paboTka cobbiTnin SNA

SNAS CoxpaHeHue 6a3bl gaHHbIX SNA B M3Y

SNMP Peanunsauma npotokona SNMP

SNPR SNMP Proxy

SNTP Peanunsauma npotokona SNTP

SOCK YnpasneHue paboToit COKeToB

SQIN HacTpoiika Selective QinQ

SS2M Slave To Master — nepegaya coobuieHnit c Be4oMOro ycTpoicTsa (slave) Ha Begyuiee (master)

SSHP Cepsep SSH — HacTpolika, 06paboTKka KOmaHg, Tanmep

SSHU Cepsep SSH — npoToKon

SSLP Peannsauma SSL

SSTC JNlornposaHue cobbiTit 0 NpesbileHnn noporos TpaduKka Ha CPU (cpu input-rate detailed)

STMB O6paboTka SNMP-3anpocoB o cTaTyce cTeka

STSA CLI-ceccna yepes COM-nopTt

STSB CLI-ceccua yepes VLAN

STSC CLI-ceccua yepes VLAN
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STSD CLI-ceccua yepes VLAN

STSE CLI-ceccna yepes VLAN

STSF CLI-ceccna yepes VLAN

STUT MOHUTOPUHF yTUAM3aUMK Gaew-NamaTu

SW2M O6paboTtka cobbiTnin Address Update ot FDB, 610KMpOBKa NopTa Npu BOSHUKHOBEHMM OLIMOOK Ha
nopTy

SYLG BbiBOg, coobeHnin B Syslog

TBI_ Tabaunua BpemeHHbIX NpomekyTkos ana ACL

TCPP Peannsauua npotokona TCP

TFTP Peanunsauua npotokona TFTP

TMNG YnpasaeHue npnopmuteTamm 3agay

TNSL Knuent TELNET

TNSR Cepsep TELNET

TRCE Peanunsauyma traceroute

TRIG 3anyck gencreua B FDB (aging MAC-agpecos)

TRMT YnpaBneHue oHUTaMM B CTEKE C NOALEPHKKON TPAH3aKLU MM

TRNS File Transfer — KonupoBaHue ¢aiinoB mexKay oHUTamu cteka (M0)

UDPR UDP Relay

UNQt O6paboTka nnathopmo3aBUCUMBIX COBbITUIA

URGN O6paboTka KPUTUUYECKUX COBbITUI (Hanpumep, nepesarpysku)

UTST Moacucrema OHUT-TECTOB

VPCB VPC (paboTta c MAC-Tabnunuen)

VPCM VPC (ocHoBHOI npouecc)

VRRP Peanunsauyma npotokona VRRP

WBAM Web-based Authentication

WBSO B3saumogencTene ¢ web-KAnMeHTamm, HUXKHUIN YPOBEHDb

WBSR YnpasneHue n Tanmepbl web-cepsepa

WNTT Noppepxxka NAT ana WBA

XMOD Peannsauua npotokosa X-modem
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TEXHUYECKAA NOALEPXKKA

[ns nonyyeHns TeXHNYECKOM KOHCYAbTaLMM NO BONpocam aKcnayaTauum obopyaosaHma OO0 «[Mpeanpu-
ATne «/ITEKC» Bbl morkeTe 06paTnTbhca B CEPBUCHDBIN LLEHTP KOMMNaHUW:
dopma obpaTtHOM cBA3K Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha odumumanbHOM cavite KOMMNAHMU Bbl MOMKETE HAWTU TEXHUYECKYIO AOKYMEHTALMIO M NpPOrpammHoe
obecneuenune ana npoaykumm 000 «Mpeanpustne «/ITEKC», 06paTtnTbea K 6ase 3HaHWUN, OCTaBUTb UHTEPaAK-
TUBHYIO 3aABKY UM NPOKOHCY/IbTUPOBATbLCA Y UHXKeHepoB CepBUCHOrO LieHTpa:

OduumanbHbIn catT KomnaHuu: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LeHTp 3arpy3ok: https://eltex-co.ru/support/downloads
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