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PykoBoacTtso no akcnnyatauum WEP-12ac

1 BBeneHue

1.1 AHHOTauus

CoBpeMeHHble TEHAEHLMN Pa3BUTUA CBA3M AUKTYIOT oreparopamM HeobxoAMMOCTb noucka Hanbornee
ONTUMaJIbHbIX TEXHO/IOIMIA, NO3BO/IAOLWMNX YAOBNETBOPUTL CTPEMUTE/IBHO BO3pacTaroLLme noTpebHoCTH
ab0OHEHTOB, COXpPaHsA Npu 3TOM NPEEMCTBEHHOCTbL BGU3HEC-NPOLECcCcOoB, TMOKOCTb Pa3BUTKA 1 COKpaLleHne
3aTpar Ha npefocTas/ieHne pas/iMyHbIX cepBucoB. becnpoBoHble TexHOMorMy Bce 6onblue HabuparoTt
060pOTbl U K JAHHOMY MOMEHTY B KOPOTKOE BPeMS MPOLLIN OrPOMHbIA MYTb OT HECTAOWU/IbHbIX
HU3KOCKOPOCTHbIX CeTei CBA3M Masioro paguyca fo ceteit LM, conocTtaBUMbIX N0 CKOPOCTH € NMPOBOAHbLIMU
CETAMMU C BbICOKUMUN KPUTEPUSAMN K KA4eCTBY npefocTasneHms ycnyr. Yctpoinctso WEP-12ac iBNieTca TOUKO
poctyna Wi-Fi Enterprise knacca. OcHoBHOe npegHasHadyeHne WEP-12ac: yctaHoBKa BHYTpU 34aHWl B
KayecTBe TOYKM A0CTyNna K pasiMyHbIM pecypcam ¢ co3aHnem 6ecLlOBHON 6ecnpoBOAHON CeTn 13
HECKO/IbKUX MAEHTUYHBIX Touek gocTyna ("POyMUHT"), eCin TEPPUTOPUS MOKPbLITUS AOCTATOUYHO BE/MKa.

B HacToslLLeM pyKOBOACTBE MO 3KCM/yaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepPUCTUKUN, KOHCTPYKTUBHOE UCMOJTHEHME, NOPSIA0K YCTAHOBKM, NpaBuia 6e30nacHoi akcnayarawmm
YCTPOICTBA 1 peKOMEHAALMN NO YCTaHOBKE.

1.2 YcnoBHble 0603HaYeHUs

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BAHUIO 1
HaCTpoiike yCTPOMCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTtso no akcnnyatauum WEP-12ac

2 OnncaHne nsgenus

2.1 Ha3HaueHue

[na BO3MOXHOCTY NpefocTaB/ieHnsa AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHO, 6e30MacHOoiA
6ecnpoBoAHO ceTn paspaboTaHa 6ecnpoBoHas Touka goctyna WEP-12ac (nanee «ycTpoiicTBO»).

OcHoBHbIM npegHasHavyeHnem WEP-12ac siBnsieTcsa co3gaHve 6ecnpoBOfHON ceTy nepefayn AaHHbIX L2-
YPOBHS Ha CTblKe C NpoBoAHOM ceTbtlo. WEP-12ac nogkntoyaeTcs K MPOBOAHON CETU C MOMOLLbIO
10/100/1000M Ethernet-nHTepdpeiica 1 ¢ NOMOLLBI0 CBOMX paanonHTEPEcoB co3aeT 6ecrnpoBOLHON
BbICOKOCKOPOCTHOW A0CTYN 418 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

WEP-12ac cogepxut 2 pagnovHTepdelica ans opraHmsaummn 2 dmsmnyecknx 6ecnpoBoiHbIX CETE.

WEP-12ac nogaepxvBaeT coBpeMeHHble TpeboBaHWs K Ka4eCTBY CEPBUCOB M MO3BOJISIET NepeaaBaTb
Hanbonee BaxHbIN Tpaduk B 60n1ee NPUOPUTETHLIX OYepeasix Mo CPaBHEHUIO C 06bIYHbIM. ObecneveHune
NpUopUTM3aLMN NPOMCXOANT HA OCHOBE OCHOBHbIX TexHonoruii QoS: CoS (cneunansHble meTkn B none VLAN
naketa) n ToS (meTku B nose IP naketa). Ho, Kpome cTaHAapTHbIX NPakTuK Nnpuoputusaumn, WEP-12ac
Nno3BONSAET 3a/aBaTb TPeb6oBaHNA K Ka4ecTBy nepegayn Tpadumka npaktmyecku no no6oMy nosto nakera,
HaunHas ot MAC, 3akaHunaa TCP/UDP-noptom. Ta e rméKoCTb CoXpaHaeTcs npu npuMmeHeHnn npasun ACL
1 WwerinuHra Tpadrka, YTo NO3BOJISET B NOJIHON Mepe ynpasnsaTh AOCTYNOM, KA4eCTBOM CEPBUCOB U
orpaHnYeHnsaMU, Kak a5 BceX abOHEHTOB, Tak U /19 KaKA0ro B YaCTHOCTW.

YCTPOWCTBO OPUEHTUPOBAHO Ha O(PUChI C 6O/IbLLMM KO/IMYECTBOM N0/Ib30BaTE/NEN N BbICOKUM TPadKoM
(ochbuc, rocyupexaeHusi, KOHhepeHL-3asibl, NabopaTopum, roCTUHWLBI U Apyroe). Bo3aMOXHOCTb co3aaHus
BUPTYasibHbIX TOYEK AOCTYNa C pa3IMyHbIMKU TUNamun WngposaHusa no3sosiseTt yctaHasnsate WEP-12ac B
opraHusauusix, rae Tpebyertca pasrpaHuyeHne npas 4ocTyna Mexay 06blYHbIMK Nob30BaTeNsiMm n
BblAE€/IEHHbIMU TpynnamMu nosib3oBaresie.

2.2 XapaKkTepucTuKa yCTponicTBa
ViHmepabelichbi:

+ 2 noprta Ethernet 10/100/1000BASE-T (RJ-45), 1 ©3 nopToB € noaaepxkoii POE+;
* Wi-Fi 2.4 Ty IEEE 802.11b/g/n;

« Wi-Fi 5Ty IEEE 802.11a/n/ac;

+ Console RJ-45.

DyHKYUU:
BosmoxHocmu WLAN:

* nogaepxka ctaHaapToB IEEE 802.11a/b/g/n/ac;

« arperayusi aaHHbIx, Bkntovass A-MPDU (/Rx) n A-MSDU (Rx);
* NPUOPUTETHLI U NIaHNPOBaHME NakeToB Ha ocHose WMM,;
* AMHamMuueckuii Bbi6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

+ 32 BUpTYyasibHble TOYKM OOCTYNa,;

+ 0BGHapyXeHne CTOPOHHUX TOYEK A0CTYNa;

+ nopgaepxka Work Group Bridge;

* nogaepxka WDS;

* nopaepxka MESH,;

* nogaepxka APSD.

Cemesble (hyHKYUU:

* aBTOMarnyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;
* nogaepxka VLAN;
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nognepxka 802.11r;
DHCP-knueHT;
nogaepxka IPvo6;
nognepxka LLDP;
nopaepxka ACL;
nopaepxka SNMP;
nogaepxka GRE.

Paboma 8 pexume knacmepa:

opraHuauusi knacrepa eMKoCTbH [0 64 TOYeK AOCTYyna;

aBTOMaTMYecKasi CUHXPOHMU3aLUMst KOH(Urypauuii Todek focTyna B KnacTepe;
aBTOMaTnyeckoe o06HoBeHre MO Touek AOCTyna B KlacTepe;

Single Management IP — eauHbIil agpec Ana ynpasieHUst To4Kamm focTyna B KnacTepe;
aBTOMAaTMYECKOe pacnpesesieHre YacTOTHbIX KaHa/I0B MEXAY ToYKamu AOCTyNa;
aBTOMAaTMYECKOE pacnpesesnieHre ypoBHs 13/lydaemoii MOLLHOCTU MexXy Toukamu goctyna.

®dyHkyuu QoS:

NPUOPUTET U NJ1IaHNPOBaHUE NakeToB Ha OCHOBE npocduei;
orpaHuyeHve NponyckHoM cnocobHocTy ans kaxgoro SSID;
n3meHeHve napametpos WMM ans kaxgoro pagmo nHtepdeiica.

Ee3onacHocms:

E-mail nHdhopmmpoBaH/e 0 CUCTEMHbIX COObITUSX;

LleHTpasim3oBaHHas aBTopu3aums yepe3 RADIUS-cepeep (802.1X WPA/WPA?2 Enterprise);
WPA/WPA2;

nogaepxka Captive Portal;

noazepxka Internet Protocol Security (IPSec);

Mopaepxka WIDS/WIPS.

Ha pucyHke 1 npuBegeHa cxema npvMmeHeHunsa obopyanosaHus WEP-12ac.

D MKE/Hoytoy K
ToMKE A0ETYME

NnaHweT Llac Wi WEP-128¢
L] " axn =
CmaapTdroH
. —=n oo

Wi-Fi vamepa KomsyTaTop PoyTep

TouHE ADETYNE
WEP-128¢

12V 12y

PucyHok 1 — ®yHKUMOHasIbHas cxema mucnosb3oaHna WEP-12ac
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnuua 1 — TexHmyeckme napameTpbl yCTPoOCTBa

MapameTpbl WAN -uHtepceiica Ethernet

KonunyecTBo noptos 2

DMEeKTPUYECKUIA pa3bem RJ-45

CkopocTb nepegayn, Méut/c 10/100/1000, aBTOONpPEAENEHNE
Mopnepxka ctaH4apTOB BASE-T

MapameTpbl 6ecnpoBoAgHOro uHTepdeiica

CraHgapTbl 802.11a/b/g/n/ac

YacToTHbIn gnanas3oH, My, 2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
Mopaynsauus BPSK, QPSK, 16QAM, 64QAM, 256QAM

Pa6ouvne KaHasbl + 802.11b/g/n: 1-13 (2412-2472 MI'y)

+ 802.11a/ac: 36-64 (5170-5330 MI'w)
* 100-144 (5490-5730 MI'yy
* 149-165 (5735-5835 MI'y,

CkopocTb nepefayn AaHHbIX, Mout/c 6,9,12,18, 24, 36, 48, 54, MCS0-MCS23, MCS0-9 NSS1, MCS0-9 NSS2,
MCS0-9 NSS3

+ 802.11n:
[0 216,7 M6ut/c (kaHan 20 MI'w),
* 0o 450 M6uT/c (kaHan 40 MI'y)

802.11ac:
+ 1o 1300 M6ut/c (80 MI'w)

MakcumanbHasa MOLWHOCTb nepejaruvMka * 2.4 TTuy: 19 gbm?
* 51Ty: 19 pbm’

'Onpegensetca perynsaropamu Transmit Power Limit n Transmit Power
Control

KoathdhunumeHT ycuneHunsa BCTpoeHHblx 2.4 Ty ~5 abu
aHTeHH 51Ty ~5 abn

YUyBCTBUTENLHOCTL NPUEMHUKA 2.4TTu: po-98 nbm
51Tu: go-94 pbm

BesonacHocTb LI|eHTpaI'II/I§OBaHHaFI aBTopu3auusa yepes RADIUS-cepeep (802.1X WPA/WPA2
Enterprise);
64/128/152-6utHoe WEP-windpoBaHue gaHHbix, WPA/WPA2;

nogaepxka Captive Portal;
e-mail-MHdhopmMrpoBaHMe 0 CUCTEMHBIX COBLITUAX

[ByxananasoHHble aHTEHHbI
Mopaepxka 3x3 MIMO
YnpaBsneHue

YpaneHHoe ynpas/ieHne web-nHTepgeliic, Telnet, SSH, SNMP, cuctema ynpasnenusi EMS;
O6HoeneHune MO nocpeactsom DHCP Autoprovisioning



OrpaHuyeHne goctyna
O6wWwwe napameTpbl
NAND

RAM

MutaHue

MoTpe6nsiemast MOLLHOCTb
Pa6ounii aranasoH TemnepaTyp

OTHOCHTENbHASA BN@XHOCTb Npu
Temneparype 25 °C

MaGaputbl (L x B x I

Macca

PykoBoacTtso no akcnnyatauum WEP-12ac

no naponto, no IP-agpecy, ayteHtndukaunsa yepes RADIUS-cepsep

128 MB NAND Flash
256 Mb DDR3 RAM

agantep nutaHusa 12 B DC, 2 A

PoE+ 48 B/54 B (IEEE 802.3at-2009)

He 6onee 14 Bt
oT +5 00 +40 °C
1o 80 %

224 x 235 x 42 Mmm

He 6onee 0,3 kr
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2.4 [Ouarpamma Hanpae/fieHHOCTN BCTPOEHHbIX aHTEHH
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2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctpoiicteo WEP-12ac BbINO/IHEHO B N/1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHelwHWIA BMA naHenun yctpoictea WEP-12ac npuBefeH Ha pucyHke 2.

= |
t SGHz . 1 7Ll ]
| ) { CHmmry ey < | I
~ | | 24cH o/ 1 f L y | el

\ | wiR -t hr Speed _._.'_...'_._.:._._I speed FI | |

\ [ | 12v] & Conscle link  GE1(PoE) GE2 Link | | / |

M ‘& 1 vy

1 2 3 4 5

PucyHok 2 — BHeluHwWiA BUA ocHoBHOW naHenn WEP-12ac

Ha ocHoBHoOW naHenun ycTpoiictea WEP-12ac pacnonoxeHbl cneaytoline CBETOBbIE MHANKATOPbI, Pa3beMbI U1
opraHbl ynpasneHus, Tabnvua 2.

Tabnuua 2 — OnvcaHve NHANMKATOPOB, MOPTOB M OPraHOB yNpaB/eHns

AnemMeHT naHenu OnucaHue

1 Wi-Fi WHAMKaTOpbl akTUBHOCTM cooTBeTcTByoWwMxX Wi-Fi mogyneii

2 12V pasbem NoAKIHEHUA NUTaHNA

3 Console pasbem A5 NOAK/THUEHNS KOHCOMBHOTO Kabens (pasbem RJ-45)

4 LAN 2 nopta 10/100/1000BASE-T (pasbem RJ-45). MopT GE1 gns nogknoyeHnst nutaHns no PoE+
5 F (PYHKLMOHa/TIbHas KHOMKa

12



2.6 CpetoBas nHgukauus

PykoBoacTtso no akcnnyatauum WEP-12ac

TekylLee CoCTosiHMe yCcTpoicTBa oTobpaxaetcs npu nomowm nHamkatopos Wi-Fi, LAN, Power —
pacnosioXeHHbIX Ha nepeaHeli naHenu. MNepeyeHb COCTOSHUIA MHAMKATOPOB NpuBeAeH B Tabnvue 3.

Tabnuua 3 — CeeToBas NHAMKaLMA COCTOSAHWUS YCTPOICTBa

NHpgukatop CocTtosiHMe nHaukaTopa
Wi-Fi 3e/1eHbIl, FTOPUT NOCTOSAHHO

3e/1eHblid, MUraet

LAN ropuT 3eneHbiii ceetoamog (10, 100 M6ut/c)/ roput
opaHxeBblit ceeToamog (1000 Méut/c)
MUraeT 3e/1eHblil CBeETOAMO

Power 3€/1eHbIiA, FTOPUT NMOCTOSIHHO

OpaH)KeBbIVl, ropuT NOCTOAHHO

KpaCHbIW, rOPUT NOCTOAHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHue ycTpoiictBa
cetb Wi-Fi aktnBHa

npoLecc nepegayn AaHHbIX No
6ecnpoBoAHO ceTn

YCTaHOB/1IEHO COegNHEHMNE C
nogK/YeHHbIM CeTEBbIM YCTPOUCTBOM

NpoLLecc NakeTHOl nepegayn AaHHbIX Mo
LAN-uHTepgeicy

BK/TOYEHO NTaHWE YCTPOICTBA,
HopMasibHas pabota

YCTPOIACTBO 3arpy>XeHo, HO He NoJTyyeH
IP-agpec no DHCP

3arpyska ycTponcrea

[na copoca ycTpoicTBa K 3aBOACKMM HACTPOiKaM He06X0AMMO B 3arpy>K€eHHOM COCTOSAHUM HavKaTb U
yOoepXnBaTb KHOMKY «F», noka uHamkatop «<Power» He HauHeT muraTb. MNpounsoiigeT aBToMaTuyeckas
nepesarpyska yctpoiictaa. Mpu 3aBoACKMX ycTaHOBKax byaeT 3anyweH DHCP-knneHT. B cnyyae ecnv agpec
He 6yaeT nonyyeH no DHCP, 1o y ycTpolictBa 6yaet — 192.168.1.70, macka nogcetn — 255.255.255.0; User

Name/Password ansa goctyna yepes web-uHtepdpeiic: admin/password.

2.8 KomnnekTt nocrtaBku
B KOMN/IEKT NOCTaBKN BXOAAT:

+ becnpoBogHas Touka goctyna WEP-12ac;

+ KomMnnekT kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (onyMoHasnbHo);
+ CepTtudhmkar COOTBETCTBUS;

* MamATka o foKkymeHTauuy,

* MacnoprT.

13
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3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKUUK MO TEXHWKE 6e30MacHOCTK, pekoMeHAaLmmn no yCTaHoBKe, npoueaypa
YCTaHOBKM M NOPAAOK BK/ItOYeHUs ycTporictea WEP-12ac.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

He ycTtaHaB/vBaiiTe yCTPOICTBO PSAOM C UCTOUHMKaMM Tenaa v B NOMELLEHUSAX C TemnepaTypoin Huxe 5°C
unv Bbiwe 40°C.

He ncnonb3ayiite yCTPONCTBO B NOMELLEHUSAX C BbICOKOIN BNaXHOCTbLIO. He noggsepraiTe ycTpoicTBO
BO34ENCTBUIO AbIMa, NblSIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

He BckpbIBaiiTe kopnyc ycTpoiicTBa. BHYTpM yCTPOIACTBA HET 3/1IEMEHTOB, NPEAHA3HAYEHHbIX /15
06CNyX1BaHNsA No/Ib30BaTENIEM.

© Bo usbexaHe neperpesa KOMMNOHEHTOB YCTPOCTBA M HAPYLLEHWA ero paboTbl 3anpeLLaeTcs
3aKpbiBaTb BEHTUAALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeaMeTaMu 1 pasmMeLLatb npegmMeTbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke
PeKowleH,qyel\noe yCTaHaBnMBaeMoe MnoJsioXKeHne: ropu3oHTas1IbHOE, Ha MOTOJIKE.

Mepepn yCTaHOBKOW 1 BKIKOYEHNEM YCTPONCTBA HEOOX0AMMO NMPOBEPUTL YCTPOMUCTBO HA Ha/IMYne BUAMMbIX
MexaHNYeCcKnX NOBPeXAeHWA. B cnyyae Hamuusi noBpexaeHuii cregyet npekpaTuTb YCTaHOBKY YCTPOIACTBA,
COCTaBWTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K NOCTaBLLKKY.

Ecnu ycTpoincTBO Haxoamnochk A/iMTeNlbHOe BPeEMS NPy HU3KON Temnepartype, nepes Ha4asiom paboTsbl
cnepyeT BblepXaTb ero B Te4eHue AByX YacoB Npy KOMHaTHOM TeMnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON B/IAXHOCTU Nepes BKIIYEHNEM BblepXaTb B
HOPMaJIbHbIX YCIOBUAX HE MeHee 12 yacos.

Mpun pasmeLLeHnn yCTponcTea A/1s obecneyeHns 30Hbl NOKpbITUs cetn Wi-Fi ¢ Hannyuywmmm
XapakTepucTMkamy yunTbiBainTe cregyrolime npasunia:

1. YcTtaHaBnvBaiTe YCTPOWCTBO B LieHTpe 6ecnpoBOAHOM ceTy,

MUHUMU3MPYIATE uncno nperpag, (CTeHbl, NOTOMKKN, Mebens 1 apyroe) mexay WEP-12ac n gpyrumm

6ecnpoBoAHbIMY CETEBLIMU YCTPOICTBaMU;

He ycTaHaBnmBaliTe ycTpoiicTBO B6/1M3u (NopsaKa 2 M) 3N1EKTPUYECKNX, PAANO YCTPOICTB;

He pekomeHayeTcs UCnosb30BaTh paanoTenedoHbl U Apyroe 060pyaoBaHue, paboTarollee Ha YacToTe

2.4TTu, 5Ty, B pagnyce geinctens 6ecnposogHoin cetn Wi-Fi;

5. MpenAatcTBusa B BUAE CTEKNSAHHbLIX/METaIINYECKUX KOHCTPYKLNIA, KUPMUYHBIX/6ETOHHBIX CTEH, & Takxe
€MKOCTW C BOAOM 1 3epKasia MOryT 3HaunTesIbHO yMeHbLnTb paguyc gerictensa Wi-Fi cetn. He
pekomeHyeTCs pa3MeLleHne Co BHYTPEHHe CTOPOHbI (asibLUMOTO/KE, Tak Kak MeTaslIMYeckmii kapkac
BbI3blBAET MHOI0O/Tly4eBO€E pacrnpocTpaHeHne curHana u 3atyxaHue npu NPOXoXxaeHnn Yyepes peLueTtky
Kapkaca oasibLunoTosikKa.

W

Mpu pa3meLLeHn HECKONBbKNX TOYeK, pagnyc COTbl AO/HKEH NepecekaTbCa C COCeHEeN COTON Ha ypoBHe -65 +
-70 obm. lonyckaeTca yMeHbLUEHWe YPOBHA CUrHana Ao -75 gbM Ha rpaHuuax coT, ec/iv He npeanosiaraeTca
ucnosibzoBaHue VolP, noToKoBOro BuaeoBeLLaHns U Apyroro YyBCTBUTEIBHOIO K NOTepsAM Tpadiuka B
6ecnpoBoAHOl CeT.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHus. MpubnuanTenbHbIN pagnyc oxeata yBepeHHoro npuema toukm goctyna WEP-12ac npu MoHTaxe
Ha NoToJIKe B TUMNOBbIX OPUCHBbIX NomMeweHusax: 2.4 'y, — 40-50 m, 5 Ty, — 20-30 m. Mpy NOHOM OTCYTCTBUM
npenaTcTBuiA paguyc oxeata: 2.4 'y, — go 100m, 5 MMy, — go 60m.

B Tabnvue 4 npuBeneHbl Npu6/IM3nTeNIbHbIe 3HAYEHUS 3aTyXaHus.

Tabnuua 4 — 3HauyeHuna 3atyxaHus

MaTtepuan N3meHeHMe YPOBHSA curHana, ab
24I1Ty 5y
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crexno -0,5 1,7
MncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/T/IMYECKOIN CETKOM -14,8 -13,2
LLinako610K -7 -11
MeTan. pewertka (aueiika 13*6mm, meTasin 2mm)  -21 -13

3.4 BbIboOp KaHa10B COCEACTBYIOLNX TOYEK

Bo n3bexaHne MexXkaHas/lbHOIA I/IHTequ)epeHLl'I/II/I MexXxagy coceaAcCTBYHOLWMMN TOYKaM A0CTYyMNMa peEKOMEHOYETCA
YCTaHOBUTb HEMNepeKpbiBaoWMNeCA KaHaslbl.

Kanansl

2.402 TTy, |<7 22 MI'LJ,H 2.483 My,

PucyHok 3 — O6uasa guarpaMmma nepekpbITUS 4acToTHbIX KaHasoB B 2.4 Ty,
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Mpumep cxeMbl pacnpegeneHns kaHaioB Mexay coceHMU ToukaMu B AvanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npuBefeH Ha pucyHke 4.

PucyHok 4 — Cxema pacnpefesieHms KaHasioB Mexay coceflHMMN ToukamMu AocTyna B guanasoHe 2.4 'y npu
LWvpuHe kaHauia B 20 MI'y,

AHa/I0rM4YHO PEKOMEHAYETCH COXPaHATb AaHHbIA MEXaHW3M pacnpeaeneHnsa KaHasioB Npy pacnoioXeHnm
TOUEK MeXay aTaxamu, PUCYHOK 5.

PucyHok 5 — Cxema pacnpegeneHvsi KaHasioB Mexay COCeAHUMMU TouKamiu A0CTYNa, PacnofOXEHHbIMU MEXaY
aTaxkamu

Mpwn ncnonb3oBaHUN WKMPKHBLI KaHasta 40 MMy, B gnanasoHe 2.4 ['TL, HeT HenepeKkpbIBaloLWMXCA KaHasoB. B
Takux criyyasx CTOUT BblGMpaTb MakCMasibHO OTAa/IEHHbIE APYr OT ApYyra KaHasbl.

5170 5330 5490 Weather 5730 5736 5835
MHz MHz MHz Radar MHz MHz MHz
' 1 ! } Ic: M~ — LI.‘J‘

| = WO LD O o

1 — = g

] | oD O NOOoOSTOoON OO |
[EEEChamnel# (8 S TR igss SSSCCSIS888S3

I I |

! !

A aaaasaaaaaaaaaaaalaaaaa
o
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40 MHz E,‘ \/ \/ \ ‘u: . !
80 MHz [ \ I \ v \
o I
Examples of o -
ol £/
setup :
i | SEESE)

PucyHok 6 — KaHanbl, ncnonb3yemoble B agnanasoHe 5 'y npu wnpuHe kaHana 20, 40, 80 My,
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3.5 YcTaHoBKa ycTponcTea

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA N/I0CKOI NOBEPXHOCTYM (CTeHa, NOTO/0K), cobntogas MHCTPYKLMK NO
TEXHUKe 6e30MacHOCTM 1 peKkoOMeHAaLUNK, NPYBEAEHHbIE BbILLE.

B KOMNIEKT NOCTaBKM YCTPONCTBA BXOAMT KPENEX AJ151 YCTAHOBKM YCTPOCTBA Ha N/IOCKYH MOBEPXHOCTb.

3.5.1 TlopAagok KpenaeHns Ha CTeHy

1. 3akpenuTe NNacTUKOBbIN KpOHLUTeVIH (BXO,EI,I/IT B KOMMAEKT I'IOCTaBKl/I) Ha CTEeHe:

KPOHLUTENH

B

nasbl Ans
npoknanku kabenem

A - 3awenka; B — nasbl gna npoknagkm kabenei
PrcyHok 7 — KpensieHune KpoHLITelHa Ha CTeHe

a. KpoHLWTelH ycTaHaBNMBaeTCs TakuM 06pa3om, YToObI 3alleska 6blsia cBepxy (Bblpe3 BHU3Y),
PUCYHOK 7.

b. Mpu ycTaHOBKE KPOHLUTEHA HY)XXHO NPOMNYCTUTb NPOBOAA B COOTBETCTBYHOLLME Nasbl HA
KPOHLUTEHe, PUCYHOK 7.

c. CoBMeCTUTE YeTbIpe OTBEPCTUSA A1 BUHTOB Ha KPOHLUTEHE C TaKUMU e OTBEPCTUAMYU Ha
noBepxHOCTW. C NOMOLLH OTBEPTKM MPUKPENUTE KPOHLITEH BUHTAMM K MOBEPXHOCTM.

2. YcTaHoBUTE YCTPOMCTBO.

YCTPOCTBO

KPOHLUTENH

Buo c3adu Buo cnepedu

PucyHok 8 — YcTaHOBKa yCcTpolicTBa
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a. MoakntounTe kabesns K COOTBETCTBYHOLMM pasbeMam yCTPOICTBa, OncaHne pasbeMoB NPUMBEAEHO
B pasaene KOHCTPYKTUBHOE UCTIOMHEHNE.,

b. YcTaHOBWTE OTBEPCTUA Ha KOpMyce YCTPONCTBA Ha HanpaBAAoLLME KPOHLWITEHA, U CMECTUTE
YCTPOWCTBO BHM3 [0 (oMKCAL MM 3aLLE/KN, HAXOASLLENCS CBEPXY.

3.5.2 TlopAagok kpenseHns Ha oasibLUINOTONOoK

@ He pexomeHgyeTcs pasMmelLieHne CO BHYTPEHHell CTOPOHbI (haslbLUMOTOSKA, TaK Kak MeTaninyeckuii
Kapkac BbI3blBAET MHOr0/ly4eBOE PacrnpoCcTpaHeHne curHana v 3atyxaHue npv NPoxXoxaeHuu yepes
peLLeTKy KapKaca asibLUnoTosIKa.

N

1 — MeTa/INNYECcKUii KPOHLLTENH; 2 — NaHeslb apPMCTPOHT; 3 — NIACTMKOBbIA KPOHLUTEH; 4 — YCTPOIACTBO.
PucyHok 9 — MoHTax yCTpolicTBa Ha pasibLUNOTO0K

1. 3akpenute MeTa/I/INYECKNiA N NNACTVKOBbI KPOHLLUTEWHbI HA NOTO/KE, PUCYHOK 9. MNacTVKOBbIi
KpOHLITEIH (3) coeanHsieTca Ha hasibLUNOTOsKE ¢ MeTasinyeckum (1) B crieaytolem nopsiake:
METa/I/IMYECKNIA KPOHLITEH -> NaHe b aPMCTPOHT -> NIACTUKOBbIA KPOHLUTEH.

2. B maHenu apMCTPOHT NpopexesTe 0TBEpPCTHE, Pa3MEPOM C OTBEPCTVE META/IINYECKOTO KPOHLUITENHA.
Uepes faHHOEe OTBEPCTME 3aBOAATCS NPOBoa.

3. CoBMecTUTe OTBEPCTUSI HA META/IINYECKOM KPOHLUITEHE, NaHe/In apMCTPOHT U N/TaCTUKOBOM
KPOHLUTEHE. [lasiee COBMECTUTE YeTbipe OTBEPCTUS A/11 BUHTOB Ha NIAaCTMKOBOM KPOHLLTENHE C
TakMMu XXe 0TBEpPCTUSMM Ha METa/IIMYECKOM KPOHLLUTEHe. C NMoMOLLbI0 OTBEPTKI COeAnHUTE
KPOHLUTENHbI BUHTAMM.

4. YcTaHoBuUTE YCTPOIACTBO.

a. MoakntounTe kabens K COOTBETCTBYHOLLMM pa3beMam yCTPOICTBa, OncaHne pasbeMoB NPUMBEAEHO
B pasgene KOHCTPYKTUBHOE UCTONHEHNE.,

b. YcTaHoBWTE OTBEPCTUSA HA KOprnyce YCTPOWCTBA Ha HaNpaBAsaoLMe KPOHLITENHA, 1 CMecTuTe
YCTPOIACTBO 10 dvKCaLMM 3aLLESKN.

3.5.3 TMopsfoK CHATUS YCTPOMCTBA C KPOHLUTENHA
[ns cHATMA yCTpOoICTBA C KPOHLUTERHA:

1. HaxxmuTe Ha 3aLlesky, pUcyHok 7.
2. CmecTuTe yCTPOWCTBO B CTOPOHY 3aLlesiku.
3. CHuMUTE YCTPOICTBO.
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PykoBoacTtso no akcnnyatauum WEP-12ac

4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka noacett: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nonb3oBartena n napons.
SHELTEX

User Name
Password

| Logon |

3. Beeaute nms nonb3osartesnia B cTpoke «User Name» 1 naposb B cTpoke «Password».

o 3aBogackue yctaHoBku: User Name — admin, Password — password.

4. HaxmuTe KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHasi cTpaHmua web-nHtepdeiica
yCTpOWCTBa.
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PyKOBOZACTBO Mo aKkcnyaTaumm WEP-12ac

4.2 OcCHOBHble an1eMeHTbl web-nHTepdeica

Ha pucyHke HUXe npeacTaB/ieHbl 31eMEHTbI HaBurauum web-uHtepdeiica.

D ELTEX

Eltex Enterprise Wireless Access Point Loa OFF

-

© 2013-2017 Eltex Ltd Powered By Eltex Ltd

OKHO M0/1b30BaTeNIbCKOro nHTepdelica MoOXHO YCNOBHO pasfenvuTb Ha 3 YyacTu:

1. Pasfesnbl MeH HacTpoekK yCTpolicTBa.
2. OCHOBHOE OKHO HaCTPOEK BblIGpaHHOro pasaena.
3. CnpaBoyHas MH(opMaLMsi MO BbIGPAHHOMY pasaeny MeHHo.
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4.3 MeHto «Basic Settings»

PykoBoacTtso no akcnnyatauum WEP-12ac

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb

nopta Console.

b Review Description of this Access Point ...

These fields show information specific to this access point.

IP Address: 192.168.15.128

MAC Address: AZ:F2:4B:BOI3F:80
{Tekywan eepcHa Moy

0 days. 2 hours, 20 minutes

Firmware Version:
Uptime:
CPU Usage: 16.10%

Memory Usage: 125MB/248MB (50%:)

Refrash

Device Information

Product Identifier: WLAN-EAP
Hardware WVersion: 2v7

Serial Mumber : WPO1000408
Device Name: Eltex-AP

Device Description: WEP-12AC

Review Description of this Access Point — B faHHOM pa3gene npnBoauTcs MHoOpMaLmsa O CETEBbIX
HacTpoiikax ycTpoicTea v Bepcum MO.

+ IP Address — IP-agpec ycTpoiicTBag;
* MAC Address — MAC-agpec ycTpoincTsa;
+ Firmware Version — Bepcus nporpaMmMHoro obecneveHus;

+ Uptime — Bpems paboThl;

+ CPU Usage — cpefHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegHune 10 cekyHa;
* Memory Usage — npoLeHT UCnosib30BaHMsA OU3NYECKON NaMATN YCTPONCTBA.

Device Information — ocHoBHasi MH(bopmauwmst 06 yCTpoincTBe.

* Product Identifier — ngeHTumkKaTop yCTPONCTBa;

+ Hardware Version — Bepcusi annapaTHOro obecneyeHus;
+ Serial Number — cepuiiHblii HOMep YCTPONCTBa;

+ Device Name — cuctemHoe 1Ms yCTPOICTBa;

+ Device Description — onucaHue ycTpoicTaa.
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PykoBoacTtso no akcnnyatauum WEP-12ac

D Provide Network Settings ...

These sattings apply to this access point.

New Password

Confirm new password

b Serial Settings ...

Baud Rate 113200

B System Settings ...
Systam Name WEP-12ZAC
System Contact admin@example.com

System Location Default

Click "Update” to save the new settings.

Update |

Provide Network Settings — B gaHHOM pa3gene BbINOMHAETCS CMeHa napons ans goctyna k web/CLI-
KOHdpurypartopy ycTpoiicTtsa.

* New Password — HOBbIIi Naporb;
+ Confirm new password — NoATBEPX/eHNe HOBOro Naponsi.

Serial Settings — HacTpolikn nHtepdeiica Console.

+ Baud Rate — ckopoCTb nepefaun AaHHbIX No nHTepdeiicy Console, 6ut/c. Mo ymonyaHuio napameTtp
paBeH 115200. MoxeT npuHumath 3HaveHust: 9600; 19200; 38400; 57600; 115200.

System Settings — B pa3aene MOXHO 3MEeHUTb CUCTEMHbIE HACTPOIKI YCTPOICTBA.

+ System Name — cUCTEMHOE 1MS YCTPOICTBa;
- System Contact — KOHTakTHasi UHchopmaLysl ANt CBSI3W C aAMUHUCTPATOPOM;
- System Location — nHgpopMaumsi 0 pu3nM4eckom MeCTOMNOMOXEHNUN YCTPOIACTBA.

[Nsi BCTYN/IEHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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4.4 MeHo «Status»

PykoBoacTtso no akcnnyatauum WEP-12ac

B meHio «Status» oTpaxaeTcs Tekyllee COCTOSAHNE CUCTEMbI, MPUBOAUTCA MHDOPMALLUA O COCTOSHUM
NHTepdencoB YCTPOCTBA, PErMCTPUPYEMBIX HA YCTPONCTBE COOLITUAX, MOAKMIOYEHHbIX K/TMEHTaX,

PaAMOOKPYXXEHUN N PaAMNOCTaTUCTUKE YCTPOICTBA.

4.4.1 MopmeHto «Interfaces»

B nogmeHto «Interfaces» npeactaBneHa MHhopmaLys 0 TEKYLLLEM COCTOSIHAM NPOBOAHbIX MHTEPXEICOB 1

HacTpolikax 6ecnpoBOAHON CETU.

[ns 6bICTPOro nepexofa B MEHKO HACTPOEK NPOBOAHOroO nHtepdeica «Wired Settings» nnn 6ecnpoBogHOro
nHtepdoeica «Wireless Settings» Haxmute Ha ccbinky «Edit» B cooTBETCTBYHOLLEM pa3gene.

Click "Refresh™ button to refresh the page.
Refrash

Wired Settings

Internal Interface

MAC Address

VLAN ID

IP Address

Subnet Mask

IPvE Address

IPvE Address Status

IPv6 Autoconfigured Global Addresses
IPvE Link Local Address

View settings for network interfaces

(_Edit )

AB:FI:48:B0:29:40
1

100.110.0.242
255.255.254.0

COperational Bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

Radio Two

Status

MALC Address

Maode

Channel

Cperational Bandwidth, MHz
Transmit Power Output, dBm
Show interfaces table

IPvE-DNS-1

IPvE-DNS-2 i

DNS-1 100.110.1.253
DNS-2 172.16.0.100
Default Gateway 100.110.0.1
Show interfaces table

Wireless Settings ({_Edit )
AeroScout™ Engine Communications Status down

Radie One

Status on

MAC Address A8:F9:4B:B0:29:40
Mode IEEE 802.11b/g/n
Channel 11 {2462 MHz)

20
16.00

on
ABIF9:4B:B0:29:50
IEEE 802.11a/n/ac
56 (5280 MHz)

20

19.25

Wired Settings — npuBoautcsa nHgopmaums o TekyLlem CoOCTOSHUM NPOBOAHONO MHTepdeica:

+ MAC Address — MAC-agpec Ethernet-uHtepdeiica yctp
* VLAN ID — Homep VLAN ans ynpaBneHus ycTpoicTBOM,;
* IP Address — IP-agpec ynpaBneHus yCTpONCTBa;

« Subnet Mask — macka IPv4-ceTn ynpaBneHus;

OWNCTBA;
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PykoBoacTtso no akcnnyatauum WEP-12ac

IPv6 Address — IPv6-agpec ynpasneHus yCTpONCTBa;

IPv6 Autoconfigured Global Addresses — cnucok CKOHhUryprpoBaHHbIX aBTomaTuyeckn IPvé-agpecos;
IPv6 Link Local Address — aBToMatnyeckn CKOHUryprMpoBaHHbIA NoKasbHbI IPv6-agpec;

IPv6-DNS-1 — agpec nepsoro DNS-cepeepa B IPv6-ceTy;

IPv6-DNS-2 — appec BToporo DNS-cepsepa B IPv6-ceTy;

DNS-1 - apgpec nepsoro DNS-cepsepa B IPv4-ceTy;

DNS-2 - appec sToporo DNS-cepsepa B IPv4-ceTy;

Default Gateway — wno3 no ymonyaxuto B IPv4-cetn.

Wireless Settings — npuBoanTca MHbopMaLmMsi 0 TEKYLLEM COCTOSIHUM 6eCNPOBOAHbIX MHTEPXECOB:

AeroScout™ Engine Communications Status — cTaTyc nogaepXku npotokona AeroScout;

Radio One Status — cocTosiHMe paboTbl NEPBOro pagnonHTepdeiica;

Radio Two Status — cocTosiHue paboTbl BTOPOro paanovHTepdelica;

MAC Address — MAC-aapec paamonHTepgeica;

Mode — pexum paboTbl pagnonHTepdieiica cornacHo ctaHaaptam IEEE 802.11;

Channel — Homep 6ecnpoBOAHOrO KaHana, Ha KOTOPOM paboTaeT paanouHTepdeic;

Operational bandwidth — wnpunHa NOM0OCkLI YacTOT KaHaNa, Ha KOTOPOM paboTaeT paguonHTepderic, MIry;
Transmit Power Output — thakTnueckas nssiyyaemas MOLWHOCTb nepegaryuvka, 4bm.

Wireless Settings [_Edit )
AgroScout™ Engine Communications Status down

Radio One

Status On

MAC Address AB:F9:4B:B0:29:40
Mode IEEE B02.11b/a/n
Channel 11 (2462 MHz)
Operational Bandwidth, MHz 20

Transmit Power Output, dBm 16.00

Hide interfaces table

Interface Status MAC Address VLAN ID Name (SSID)

wlanD:wapl up AB:F9:4B:B0:29:40 Eltex VAP
wlanl:vapl down AS:F9:4B:B0:29:41
wlanl:vap2 down AB:F9:4B:B0:29:42
wlanl:vap3 down AB:F9:4B:B0:29:43
wlanl:vapd down AB:FI:4B:B0:29:44
wlanD:vap5 down AB:F9:4B:B0:29:45
wlanl:vapsd down AB:FI:4B:B0:29:46
wlanD:vap? down AB:F9:4B:B0:29:47
wlanl:vap8 down AB:F9:48:B0:29:48
wlanD:vap® down AB:F9:4B:B0:29:49
wlanl:vapld down AB:F9:48:B0:29:44
wlanD:vapll down AB:F9:4B:B0:29:4B
wlanl:vapl2 down AB:F9:4B:B0:29:4C
wlanl:vapl3 down AB:F9:4B:B0:29:4D
wlanl:vapld down AB:F9:4B:B0:29:4E
wlanD:vapl5 down AB:F9:4B:B0:29:4F

Wirtual Access Point 1
Virtwal Access Point 2
Wirtual Access Point 3
Virtwal Access Point 4
Wirtual Access Point 5
Virtwal Access Point 6
Wirtual Access Point 7
Virtwal Access Point B
Wirtual Access Point 8
Virtwal Access Point 10
Virtual Access Point 11
Virtwal Access Point 12
Virtual Access Point 13

Wirtual Access Point 14

R N R e N e o o

VWirtual Access Point 15

wlanlwdsd  down

wlanOwds1 down

wlanlwds2  down

wlanOwds3 down = =

Radio Two

Status On

MAC Address AB:F9:4B:B0:29:50
Mode IEEE B02.11a/n/ac
Channel 56 (5280 MHz)
Operational Bandwidth, MHz 20

Transmit Power Output, dBm 19.25

Show interfaces table
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PykoBoacTtso no akcnnyatauum WEP-12ac

Mpu HaxaTum Ha ccbinky «Show interfaces table» B pasgenax «Wired Settings» n «Wireless Settings»
CTaHOBMWTCA AOCTYMHON Tabnmua MHTepdIENCcoB, coaepxallas cneayroLLlyo nHhopmaumtio:

* Interface — Ha3BaHWe UHTepdeiica TOYKM AOCTYN3;

+ Status - cTaTyc uHTepgeiica;

* MAC Address — MAC-agpec nHrepdeiica;

* VLAN ID - npgeHtudpmkatop VLAN, ncnonb3yemslin Ha uHTepdeiice;
+ Name (SSID) — umsa 6ecnpoBoaHoli ceTu.

[lnsa Toro, 4To6bI CKPbITb TabNULy HaxkmuTe Ha ccbinky «Hide interfaces table».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.4.2 TMopgmeHto «Events»

B nogmeHto «Events» MOXHO MPOCMOTPETL CMNCOK COOLITUI, MPOUCXOAALMNX C YCTPONCTBOM, & TakxKe
HacCTpouTb NepeHanpaseHne cobbITU Ha CTOPOoHHNIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled '® Disabled| |RE!3Y Log Enabled */ Disabled
N Rel Host | {XKX.XXK.XXX.XXX.I" SO BOOH BRI T O DD D M0 DO L
Severity v elay Hos Hostname max 253 Characters)
Depth 512 |[(Range:1-512) | |Relay Port |514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings. Click "Update” to save the new settings.
Update Update

Events

Click "Refresh™ button to refresh the page.
Refresh
Time Settings (NTP) Type Service Description
Apr 20 2021 0B:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250
Apr 20 2021 0B:28:00 debug hestapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)
Apr 20 2021 0B:28:00 info hostapd[21316] STA f2:2b:5a:02:68:5e associated with BSSID eB:28:c1:c1:27:60
Apr 20 2021 0B:28:00 info  heostapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID eB8:28:c1:c1:27:60 SSID Eltex VAP
Apr 20 2021 0B:27:20 info  dman[1233] The AP startup configuration was updated successfully.
Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All" to erase all events.

Clear All

Options — B pa3aene BbINO/HAETCS HACTPOIiKa NapaMeTPOoB XypHasia COOGLLEHNIA: yPOBEHb BAXKHOCTM U
KOJIMYECTBO COOOLLEHWIA, COXpaHSEMbIX B SHEPrOHE3ABMCUMON NaMATU YCTPOICTBA.

* Persistence — BbI6op cnoco6a coxpaHeHst UHPOPMAaLMOHHbIX COOBLLIEHWIA:
+ Enabled — npu yctaHoBKe AaHHOro hriara cobbITUA XypHasia 6yayT COXpaHATLCS B
3HEeproHe3aBMCMMON NamATy;
+ Disabled — npn yctaHoBKe AaHHOro thnara cobbITsa ByayT COXpaHATLCA B 3HEPro3aBUCUMON
namaTn. CoobLLEeHNs B SHEPro3aBMCMMO NamAaTy 6yayT yaasieHbl Npy nepesarpyske cMcTeMsl.
+ Severity — ypoBeHb BaXXHOCTW COOOLLEHNS, KOTOPOE HY)XHO COXPaHUTb B SHEProHe3aBNCUMOl NaMATH.
OnncaHmne CyLLecTBYOLWNX YPOBHEN BaXXHOCTV NPUBEAEHO B TabnuLe HUXe.

Ta6nuua 5 — OnucaHne KaTeropuii Ba&XKHOCTU COBbITHIA

YpoBeHb Tun BaXXHOCTX COOGLLEHNI OnucaHue

0 UpesBbluaiiHble (emergency) B cucteme npomsoLusnia Kputnyeckas owmnbka, cuctema
MOXeT paboTaTrb HenpasW/bHO.

1 CurHansl Tpesoru (alert) HeobxoaMMo HeMe/IeHHOe BMeLlaTe/IbCTBO B CUCTEMY.

2 Kputnueckue (critical) B cucteme npousoLunia Kputuyeckas owwmoka.
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YpoBeHb Tun BaXXHOCTU COOGLLEHNIA OnucaHune

3 Own6ouHble (error) B cucteme npounsoLusia owmnoka.

4 MpeaynpexaeHus (warning) MpepynpexaeHne, HeaBapuitHoe CO06LLEHME.

5 YBepomneHus (notice) YBefoMNeHne cUcTeMbl, HeaBapuitHoe Coo0LLeHMe.

6 MHdopmaumoHHble (informational) MNHdopMaLOHHbIE COOBLLEHUSI CUCTEMBI.

7 OtnagouHble (debug) OTnafoyHble COOOLLEHNS NPEfOCTABASIOT NO/b30BATENI0

MHDOPMAaLMIO AJ151 KOPPEKTHOW HACTPOWKN CUCTEMBI.

+ Depth — makcManbHOe KO/IM4YeCcTBO COOBLLEHNIA, KOTOPOE MOXET OblTb COXPAHEHO B 3HEPro3aBUCUMON
namsTu. MNMpu NpeBbILLEeHNN AAaHHOIO Nopora NPoOUCXo4UT nepesanncb CO0OLEHNS, KOTOPOE XPaHUTCA B
cucTeMe [o/blue BCeX, HOBbIM. MapamMeTp npuHMMaeT 3HavyeHuns B guanasoHe ot 1 go 512. Mo
ymMos4aHmo — 512.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsTh
HaxkMuTe KHonky «Update».

Relay Options — B faHHOM pasfesnie BbINOMHATCSA HACTPOIKM OTNPaBKN MHPOPMAaLMOHHbLIX COOOLLLEHWIA
YCTPOWCTBa Ha CTOPOHHWUIA cepBep.

* Relay Log — BKIOUYEHNE/BbIK/IHOYEHNE OTMNPAaBKN MHPOPMALMOHHbIX COOOLLEHWNIA YCTPOMCTBA Ha
CTOPOHHWI cepBep:
+ Enabled — npun yctaHOBNEHHOM hiiare oTrnpaBKa BKIHOUYEH;
+ Disabled — npu ycTtaHOBNEHHOM chnare oTnpasBka OTK/H0HYEHA.
* Relay Host — agpec cepBepa, Ha KOTOpbI NepeHanpasistoTcs coobweHns. MoxeT 6biTb 3agaH IPv4-
agpec, IPvé-agpec nnm gfomeHHoe Ums yaaneHHoro cepsepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbIi NepeHanpaBnsaTCs coo6LLEHUS. MTPUHUMAET 3HAUYEHUS
B AmManasoHe ot 1 o 65535. Mo ymonyaHuio — 514.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBICUMYIO NaMSTh
HaxkMuTe KHonky «Update».

Events — B JaHHOM pas3fenie MOXHO NMPOCMOTPETb CNUCOK MHGOPMALIMOHHbIX COO6LLEHWI B peasibHOM
BPEMEHW, CofiepXallinii cneayoLLyo MHopMaLio:

+ Time Setting (NTP) — BpeMmsi, Koraa co6biTve 6bI/10 CreHepUMpPOoBaHo;
+ Type — ypoBeHb BaXXHOCTUN CO6bITUS, Tabnuua S5,

+ Service — VMg npouecca, CreHepupoBasLLero coobLLeHue;

+ Description — onncaHue cobbITus.

[nsi 06HOBNEHMS nHhopmaLmm B pasaene «Events» HaxxmMuUTe KHorky «Refresh».

[nsa ynaneHns Bcex coobLLeHnin HaxxmuTe KHonky «Clear All».
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4.4.3 MopameHto «Transmit/Receive»

PykoBoacTtso no akcnnyatauum WEP-12ac

B nogmeHio «Transmit/Receive» oTobpaxatoTcsa rpadouky CKOpocTu npuema/nepegadmv Tpaduka 3a
nocnegHve 10 MUHYT, a Takke MHopMaLMs O KONMyecTBe nepefaHHoro/nosy4yeHHoro Tpadpuka ¢ MomeHTa

BKMOYEHNA TOYKK AOCTYNa.

Click "Refrash™ button to refresh the page.
Refrash

16000kbps—
14400kbps-
12800kbps-
11200kbps+
0800kbps—

2000kbps-

G400kbps

4500kbps-

2200kbps-

1500kbps-

Okbps: T T T N —

View transmit and receive statistics for this access point

LAM Tw/Rx

15000kbps
12500kbps<
12000kbps-
10500kbps-
2000kbps+
T500kbps-|
E000kbps-
4500kbps-|
2000kbps-
1500kbps-

Okbps- T 1 I I T 1

WLAM Tax/Rx

Onucanune rpadukos «Transmit/Receivex:

Mpadhmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepefaHHOro/nonyyeHHoro Tpadvka yepes Ethernet-unrepcpeiic
TOYkM gocTyna 3a nocnegHune 10 MuHyT. Mpadmk aBTomaTMyeckn o6HoBseTCA kaxaple 30 CeKyHA.
Mpadmk WLAN Tx/Rx — nokasbiBaeT CKOPOCTb NepefaHHoro/nosy4eHHoro Tpaguka yepes Radio-nHrepcpeiicol
TOYkM gocTyna 3a nocnegHue 10 MuHyT. Mpadmk aBTomaTmyeckn o6HoBnseTcs kaxaple 30 cekyHA.
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Transmit

Interface  Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
LAN 8715267 1529876381 0O 0 0
isatap0 o 0] 1] 1] 0
wlanD:vapld 5163390 4117748340 0 0 0
wlanD:vapli 0O 0 0 0 0
wlan0:vap2 29704 11964655 0 0 0
wlanO:vap3 196384 58061993 2050 3094107 0
wlanD:vap4 0O 0 i} 0 0
wlanD:vaps 0O 0 0 0 0
wlanO:vaps 11045 Q274028 1] o] 0
wlanD:vap? 0O 0 0 0 0
wlanD:vapg8 0O 0 a 0 0
wlanD:vaps 0O 0 0 0 ]
wlanD:vapl0o 0 0 i} 0 0
wlanD:vapll 0 0 0 0 0
wlanD:vapl2 0 0 i} 0 0
wlanD:vapi3 0 0 0 0 0
wlanD:vapl4 0 0 a 0 0
wlanD:vapls 0 0 0 0 ]
wlani:vapd 0O 0 i} 0 0
wlanl:vapl 313121 415719017 0 0 0
wlanl:vap2 7473043 10448367916 576124 369642147 0
wlanl:vap3 1563879 745541384 0 0 0

P PO P S 1 o o Fal

OnucaHue Tabnuubl «Transmity:

* Interface — msa nHTepdelica;

+ Total packets — KONMYECTBO YCMNELIHO OTNPaB/IEHHbIX MAKETOB;

+ Total bytes — KONMYECTBO YCMNELIHO OTNPaBNeHHbIX 6aiT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOGPOLUEHHbIX MPU OTNPAaBKE;
+ Total Drop Bytes — KonMyecTBO 6aiT, 0OTOPOLLEHHbIX NMPU OTNPABKE;

* Errors — Konn4ecTBO OLLNOOK.

Receive

Interface Total packets Total bytes Total drop packets Total drop bytes Errors
LAN 2214503 598855069 15 a a
isatap0 0 o o o 0
wlan0:vap0 1} o o o 1}
wlan0:vapl 68 11374 o o 0
wlanl:ivap2 473513 103039130 0 a a
wlan0:vap3 3250 1123650 o o 0
wlan0:vap4 3 405 o o 1}
wlan0:vap5 0 o o o 0
wlan0:vap6 1} o o o 1}
wlan0:vap7? 0 o o o 0
wlan0:vap3 1} o o o 1}
wlan0:vap9 0 o o o 0
wlan0:vapl0 0 o o o 1}
wlan0:vapll 0 o o o 0
wlan0:vapl2 0 o o o 1}
wlan0:vapl3 0 o o o 0
wlan0:vapl4 0 o o o 1}
wlan0:vapl5 0 o o o 0
wlani:vap0 1} o o o 1}
wlanlivapl 534881 89651055 0 i) (o]
wlanl:vap2 1} o o o 1}

OnucaHune Tabnuubl «Receive:

* Interface — nmsa nHTepdelica;

+ Total packets — KONNMYECTBO YCNELUHO NPUHATBLIX NAKETOB;

+ Total bytes — KONMYECTBO YCMNELIHO MNPUHATBIX GaiT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX NPW NONyYeHNUY;
+ Total Drop Bytes — konnyecTBO 6aiT, OTOPOLLEHHBIX NPY NOSTyYEHUU;

* Errors — Konn4ecTBO OLLNOOK.

[N 06HOBNEHMA MH(POPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh” button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlanD:vap4
wlan0:vaps
wlanD:vapé
wlanD:vap?
wlanD:vap8
wlan0:vap9
wlan0:vapl0
wlanD:vapil
wlan0:vapl2
wlanD:vapli3
wlan0:vapld
wlanD:vapls
wlanl:vap0
wlani:vapl 149602 0 0 0 115795
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vapé
wlanl:vap7?
wlani:vaps
wlanl:vaps
wlani:vapio
wlanl:vapll
wlani:vapi2
wlanl:vapl3
wlani:vapi4

wlanl:vapls

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms uHTepdpeiica.

* Mcast-Data-Frames — konuyecTBo multicast-kagpoB, N0NyYeHHbIX TOUYKON AOCTYNa;
* Mcast-Data-Fwd — konnyecTBo multicast-kagpos, NPUHATBLIX KNNeHTamu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNpaBieHHbIX Ha BCe NOPThI;
* Mcast-Data-Sentup — konu4ecTBO oTnpasneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonmyecTBO 0T6poLEeHHbIX multicast-kagpos.
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1GMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap3
wlan0:vap6
wland:vap?
wlan0:vap8
wlan0:vaps
wlan0:vapl0
wlan0:vapll
wlan0:vaplz
wlan0:vap13
wlan0:vapl4
wlan0:vapis
wlanl:vap0
wlanivapl 9 9 a 0 143697
wlanl:vap2
wlani:vap3
wlani:vapd
wlanl:vap5s
wlani:vap6
wlanl:vap?
wlani:vapg
wlani:vapg
wlanl:vapl0
wlani:vapii
wlanl:vapl2
wlani:vapl3
wlanl:vapl4

wlanl:vapls

Multicast-Group
Interface Multicast-Group Stations Packets

Onucaxne Tadbnuubl «IGMP Statictics»:

* Interface — nms nHTepeiica;

*+ Igmp-Frames — konnyecTBo IGMP-kagpoB, Nosy4eHHbIX TOYKON AOCTYNa;

* Igmp-Frames-Fwd — konnyecTtBo IGMP-kaapoB, NPUHATLIX KIMeHTamu;

+ Igmp-Frames-Sentup — konnyecTtso IGMP-kanpoBs, 0TnpasneHHbIX Ha BCe NOpPThI;

+ Mfdb-Cache-Hits — konn4ecTBO NakeTOB, OTNPAaB/IEHHbIX HA M3BECTHbIV Multicast-agpec;

+ Mfdb-Cache-Misses — koNM4eCcTBO NaKeTOB, OTNPAaB/EHHbIX HA HEM3BECTHbIN multicast-agpec.

OnucaHue Tabnuupl «Multicast-Group»:

* Interface — nms uHTepceiica;

+ Multicast-Group — IP-agpec multicast-rpynnsi;

+ Stations — MAC-agpec knveHTa multicast-rpynnsi;

*+ Packets — Konn4ecTBO NPUHATLIX NaKeToB KMEeHTOB multicast-rpynnbl.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refresh” button to refresh the paga.
Refresh

Total Number of Associated Clisnts &
S5ID Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local [wland) 532e4 235385 152.168.40.181 android-cSb3se6c4a68205f 00:00:14 -51 dBm 37 dB -88 dBm 4135 465 71% Yes
Eltex-Guest (wlanOvap1l) S0:97f3.68:ded? -72 dBm 1& dB -88 dBm 100% 455 Mot supported Yes

Eltex-Local (wlanivapi)
Eltex-Local (wlanivapi)
Eltex-Local (wlanivapl)

BRAS-

2 &

? -6% dBm 23 dB -32 dBm 54% Mot supported Yes

152,168.40.173 android-d3425%01ee713821 7 -71 dBm 21 dB -32 dBm S52%

(]

91% Yes

152,168.40.176 we-2p 00 -58 dBm 24 dB -92 dBm 73%

o

4 3% Yes

e
[ TR "R TR
B
&

B
E

00:00:00 -73 dBm 1% dB -92 dBm 100%

W

Guest (wlanivap3) MNet supported Yes

SSID — nms 6ecnpoBOAHOIO NHTEPIECa N UMSA BUPTYaUTbHOIN TOUKM AOCTYNa Ha HTepdeiice, K KOTOpOii
NoAKNtoYEH KNMeHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsi3aH ¢ Radio 1 BupTyanbHOi
Toukoi gocTtyna VAP2; 3anuck wlan1 o3Hauyaert, uTo knmeHT cBsidaH ¢ VAPO Ha Radio2;

Station — MAC-agpec KnneHTa;

IP Address — IP-agpec KNneHTa;

Hostname — ceTeBoe 1MS YCTPOWCTBa,

Uptime — NpoAo/MKUTENBbHOCTb CECCUN KITNEHTE;

RSS! — ypoBeHb NpyHUMaeMoro curHana, obm;

SNR — ypOBeHb OTHOLUEHNA CUrHan/wym, ob;

Noise — ypoBeHb Wyma, obwm;

Link Quality — napameTp, KOTOpbIiA 0OTOGpaXkaeT COCTOSAHWNE JIMHKA A0 K/IMEeHTa, PaCCUMTaHHbIN Ha
OCHOBaHMMN KO/IMYecTBa PeTpaHCMUTOB MakeToB, OTNPAaB/IEHHbIX KIMEHTY. MakcMmasibHoe 3HadyeHve —
100% (Bce nepefaHHble NakeTbl OTNPaBUANCH C NEPBOIA NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/eH);

Rate Quality — napameTp, KOTOpbIi OTOGpaXKaeT COCTOSAHME SIMHKA A0 K/IMEHTa, pacCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTPaHCMUTOB NakeToB, OTNPaBNEHHbIX K/TMEHTY, 419 MOAYNAUUN, KoTopas
NCNOMb3yeTcs B AaHHbIii MOMEHT. MakcumanbHoe 3HaueHne — 100% (Bce nepefaHHble nakeTbl Ha
[laHHOI MoAyNAUMU OTNPaBUINCH C NEPBOI NOMNbITKKN), MUHUMasIbHOE 3HadYeHne — 0% (HY oguH NakeT Ha
[aHHOI MoAYNAUMKN [0 KNNEeHTa He Gbln YCNewHo OTnpaBeH);

Link Capacity — napameTp, KOTOpbIiA 0TO6paxaeT a(hPEKTMBHOCTb UCMNO/Ib30BaHUSA TOUKOM fOCTyna
MoAynsauMn Ha nepegady. PaccumTbiBaeTcsi UICX04S U3 KONMYECTBA NAKeTOB, NepefaHHbIX Ha KaxKaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMLUMeHTOB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepeaatoTcsa A0 KIMEHTa Ha MakCUMasibHOM MOAYNSALMN 419 MakCMMa/ibHOTO Tuna nss,
noAfepXX1MBaemoro KfmeHToM). MuHuManbHoe 3HaueHue — 2% (B cnyyae, Korga nakeTbl nepeaaroTcst Ha
moaynaumm nssTmes0 ans knneHTta ¢ noagaepxkoii MIMO 3x3). Ina KNNMEeHTOB, NOAK/IHYEHHbIX 6e3
ncnonb3osaHnd AMPDU, napameTp He NoagepXXnBaeTcs,;

Status Authorized — cTatyc aBTOpM3auuun.

Mpu HaxaTun Ha MAC-agpec knMeHTa packpbiBaeTcsl noApo6Has nHhopmaLyst o ero paboTe 1 cTaTUcTUKa
nepeaaHHoro/noslyYeHHoro Tpaduka no AaHHOMY KUEHTY.
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View list of currently associated client stations

Click "Refresh”™ button to refresh the paga.
Refresh

Total Number of Associated Clients &

SSID Station IP Address Hostname Uptime RSSI SNR MNoise Link Quality Rate Quality Link Capacity Status
Authorized
Eltex-Local (wland) 1832e4:23°63:66 152.168.40.181 =android-cSb2se6c4268205f 00:00:14 -51 dBm 37 4B -28 4Bm 418g 4E£0G Fi%a Yes
. AfAC: f2:30124:22:52:165 Connection timea: 00:00:14 s
Eltex-Guest {wlanOvapl) E e 1 Banduidth: 20MHz —]N:t supported Yes
Eltex-Local {wlanivapi) [O[ESID: Eltex-Local PS Mode: off Mot supported Yes
i |Mode: 802.11n Auth Moda: WEAZ
Eltex-Local (wlanivapl)  Opzzy, -51 dBm Encryption: AES-CCMP 1% Yes
Eltex-Local (wlanlvapl) 3 /LAN: 148 Listen Interval: 2 45% Yes
Tx actuzl rate: 17 Roc actual rate: i
BRAS-Guest (wlanlvap3) A Mot supported Yes
T/ Foc Packets: 4713/2674
[Tx/Fae Drop Packets: 0/0
[Tx/Rx Bytas: 33254258/261343
[Tx/Fx Drop Bytes: /0
[T/ Foe Rata: 55/6 Mbps

[T/Rax Statistics:

HCS Rx Pkis Tx Pkis Tx Succ Pkis Tx Retries Tx Periocd Retries

imbps 438 (L] 13 8.8k

Imbps a ] ] @.8%
Smbpss 8 ] ] @.8%
&mbps 1438 162 11z 48, 8%
smbps 8 @ a 8.8%
1imbps 1836 6 2 @.8%
12mbps 8 a a e.8%
18mbps ] L] 8 8.8%
2ambps 8 8 a e.8%
36mbps a -] a @.8% w7

+ MAC - MAC-agpec Kn1MeHTa;

+ AID — yHMKanbHbIA nAeHTUGUKATOP NOAKIYEHNS;

+ SSID — M8 ceTu, K KOTOPOI NOAK/HYEH KITUEHT,

* Mode - ctaHgapT IEEE 802.11, B KOTOpOM paboTaeT K/IMEHT;

* RSSI — ypoBeHb cuUrHasa oT KNueHTa, Abm;

« VLAN — Homep VLAN BMpTyasibHOM TOYKM AOCTYNa;

+ Tx actual rate — TekyLas CKOPOCTb Nepegayn AaHHbIX B CTOPOHY K/IMEHTa, B KOUT/C;

+ Tx/Rx Packets — KONn4ecTBO NepefaHHbIX U NPUHATLIX NaKETOB OT K/INEHT],

* Tx/Rx Drop Packets — KonM4yecTBO OTOPOLUEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepegady u npvem
COOTBETCTBEHHO);

* Tx/Rx Bytes — KOnM4ecTBO NepeAaHHO 1 NPUHATON MHGOPMaLuK OT KnneHTa (B 6alitax);

* Tx/Rx Drop Bytes — KOnM4ecTBO OTOPOLLEHHOWN MH(DOPMaLMK B ABYX HanpaBieHusix (Ha nepeaady v
npuem CoOTBETCTBEHHO, B 6aliTax);

* Tx/Rx Rate — kaHa/IbHaa CKOPOCTb B ABYX Hanpas/ieHusx, B Mout/c;

+ Connection time — NPOAO/HKUTENBHOCTb CECCUN;

* Bandwidth — wmpuHa nonocel, B KOTOPOW paboTaeT KNneHT, Mry;

* PS Mode — pexum "cHa": off — KNMeHT akTUBEH, On — KMEHT HAXOAMUTCS B "cnAweM" pexume;

« Auth Mode — Tun 6e3onacHocCTY;

+ Encryption — Tun wndpoBaHns;

+ Listen Interval — konuyecTtBo beacon frame cnycTsa KOTOpbIe KNNEHT AO/HKEH NPOBEPUTL HaIMUme ans
Hero Tpadvka Tpaddpmka(B cnyyae cHa);

* Rx actual rate — Tekywjasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY TOUKM AOCTYNa, B KOUT/C;

OnucaHune Tabnuupl «Tx/Rx Statistics»:

+ MCS - mogynsuus;

* Rx Pkts — KONM4YeCTBO NPUHATBLIX OT K/IMEHTA MAKETOB Ha KaxKAol Mogynsaumm;

+ Tx Pkts — KOnM4ecTBO nepefaHHbIX KIMEHTY NakeToB Ha KaXKaon MOAyaunm;

+ Tx Succ Pkts — KONM4ecTBO YCNELIHO NepefaHHbIX KNMEHTY NakeToB.;

*+ Tx Retries — npoueHT Ay6/MPOBaHHbIX NAKETOB B CTOPOHY K/IMEHTA;

* Tx Period Retries — NpoLeHT NOBTOPHO OTNPAaB/IEHHbIX NaKeToB 3a nocneaHuii nepwog, (10 cekyHa).

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.
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4.4.6 MopameHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeaaHHbIX U NOTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh”™ button to refresh the page.

Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address SSID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsa 6ecnpoBoAHOIO MHTepdeiica n NMa BUPTYyasibHOM TOUKM [OCTYNa Ha MHTepdielice, K
KOTOpPOI nogxnodeH knneHT. Hanpumep, 3anncek wlanOvap2 o3HavaeT, 4To K/IMeHT cBsi3aH ¢ Radio 1
BMPTYyasibHOM ToUkoi goctyna VAP2; 3anuck wlan1 o3HauvaeT, uto kmeHT cBs3aH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KNneHTa;

« TS Identifier — TSPEC ngeHTudmkatop notoka Tpaguka. MoxeT npuHmmatb 3HaveHve ot 0 o 7;

* Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyopuTeT nonb3oBaress;

+ Medium Time — cpegHee BpeMs, KOTOpPOe NOTOK Tpaduka 3aHMaeT cpesy nepegadv;

*+ Excess Usage Events — KOIM4eCTBO BPEMEHW, KOTAa K/IMEHT NPEBbLICU CpefHUIi CPOK nepegauu;

+ VAP — HOMep BMPTYasibHOM TOUKM OOCTYNa;

* MAC Address — MAC-agpec TOYkM JOCTYNa,;

+ SSID — nms 6ecnpoBOAHON ceTw;

+ From Station — nHdpopmMauus o Tpadmke, KOTopbI NepegaeTcsa oT 6ecnpPOBOAHOIO K/IMEHTA K TOUKe
[oCTyna;

+ To Station — nHdpopmarmsa o Tpadouke, KOTOPbIV NepegaeTcs OT TOUKN AOCTYNa K KNNEHTY:

*+ Packets — konn4ecTBO NepefaHHbIX NakeTos;
* Bytes — konn4ecTBO NepefaHHbIX 6ainT.

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.47 MopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaumst 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0CTYyna,
KOTOpble YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click “Refresh" button to refresh the page.
Refresh

AP Detection for Radio 1 *) Enabled Disabled
AP Detection for Radio 2 *) Enabled Disabled

Click “Update” to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old" to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [Bandwidth]

Channel Blocks Signal Beacons Last Beacon Rates
Grant e8:28:cl:da:cb:88 wlan0 100 AP Virtual Access Point 7 Off Ooff 5 44 [20] 44 .||| 1 Tue Apr 20 09:06:34 2021 6,9,12,18,24,36,48,54

Grant | eB:2B:clida:ch:82 wianl 100 AP  2ac-portal off  Off 2.4 1[20] 1-3 all 38 Tue Apr 20 09:06:36 2021 1,2,5.5,6,9,11,12,18,24,36,48,54

[nsi 06HOBNEHMS UHDOPMALMN HA CTPAHULE HaXXMUTE KHOMKY «Refreshy.
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+ AP Detection for Radio 1/ AP Detection for Radio 2 — BKNtoYeHME AETEKTUPOBAHUSA CTOPOHHUX TOYEK
poctyna B dpoHe anst Radiol n Radio2.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Detected Rogue AP List — B pasgene npmBoanTcs MHpopmaumsi 060 Bcex 6eCnpoBOAHbIX TOUKax A0CTynNa,
KOTOpble YCTPOICTBO AETEKTUPYET BOKPYT CEOSI.

KHonka «Delete Old» ncnonb3yetcs Ansa yaaneHus 3anuceli 0 HeakTUBHBIX YCTPOCTBAX B PaAVOOKPYXEHNUN.

+ Action — ecnm To4ka 4OCTyna HaxoAUTCA B CNUCKe OOHAPYXEHHbIX, TO HaXkaTne KHomMku «Grant»
MepeHeceT ee B CNNCOK A0BepeHHbIX Tovek gocTyna «<Known AP List».
* MAC - MAC-agpec To4k/ JOCTyna;
* Radio — pagnonHTepdelic, KOTOpbiM Gbla 06HapyXXeHa CTOPOHHSS ToYKa A0CTYNa,;
+ Beacon Int. — nHTepBas NocbiNkM Beacon-nakeTta TOUKOM A4OCTyNa;
+ Type — Tun 06HapyXEHHOro YCTPOICTBa:
+ AP - Touka gocTtyna;
+ Ad hoc — peueHTpasIM30BaHHOE K/IMEHTCKOE YCTPOWNCTBO;
+ SSID - nms 6ecnpoBoOgHOl ceTu;
* Privacy — cTtatyc paboTbl pexunma 6e30nacHOCTM TOUKM gocTyna:
* On — pexum 6e30MacHOCTU BbIK/THOYEH;
+ Off — pexxum 6e30nacHOCT BK/THOYEH;
+ WPA - cocTtosinue wndpoaHus WPA: Off — BbikntoueHo, On — BK/IHOYEHO;
* Band — 4acTOTHbI cnekTp paboTbl Toukn goctyna: 2.4 'y unm 5 My,
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHbIV KaHasT U LIMPWHA NOJIOCHI;
* Channel Blocks — anana3oH KaHas10B, KOTOPbIE 3aHUMAET To4ka AOCTyna;
+ Signal — ypoBeHb cUrHana, NPUHMMaeMsbIii OT TOUKK AOCTYyNa, AbM. Mpu HaBegeHUM yKasaTens Ha
rpadpuyeckoe n3obpaxeHne curHasia BCn/biBalOT YAC/IEHHbIE MOKasaTes i 3Toro CUrHana;
* Beacons — o6uiee 4yncno Beacon-nakeTos, NPUHATLIX OT TOUYKM JOCTYNA C MOMEHTA ee O6HapYyXeHus;
+ Last Beacon — parta v BpemMs npuemMa nocnegHero Beacon-naketa OT TOUKU AOCTYNa;
* Rates — cnnCOK KaHaslbHbIX CKOPOCTEN, NoAAepXMBAEMbIX AAHHOM TOUKOW AoCTyna.

Known AP List

Channel

Action MAC Radio Beacon Int. Type SSID Privacy WPA Band [BandWidth]

Channel Blocks Signal Beacons Last Beacon Rates

Delete eB:28:cl:da:ch:86 wiland 100 AP Zac-portal Off 5 44 [20] 44 l||| 1 Tue Apr 20 09:06:34 2021

Save Known AP List to a file
Save

Import Known AP List from a file

& Replace Merge
0630p... $ann He BoiBpan Import

Known AP List — B Tabn1ue npMBognTCA CNUCOK AOBEPEHHbIX TOUEK AOCTYyna.

UTo6bl yAaNUTb TOUKY AOCTYNa 13 AAaHHOIO Cr1cKa HaXMUTe Ha KHomky «Deletex, nocne yganexHusi us cnucka
«Known AP List» Touka nonafietT B CNMCOK 06HAPYXEHHbIX TOUEK A0CTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbiNosHAETCA coxpaHeHne cnucka «<Known AP List» B dpaiin.
[na coxpaHeHua HaXXMUTE KHOMKY «Save».

Import Known AP List from a file — B gaHHoM pa3sgene BbinonHAeTca 3arpy3ka cnvucka «<Known AP List» 13
harna.

* Replace — npu nmnopTe cnmcka AOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMBI/ CMIUCOK NOTHOCTHHO
3aMEeHUT TeKyLUIA CNUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npu nMnopTe cn1cka AOBEPEHHbIX TOUEK AOCTYNa AOBEPEHHbIE TOUYKM AOCTyna 13
MMNOPTMPYEMOTO crncka 6yayT aobaBneHbl K To4Kam A0CTyna, HaXoAAWMMCS B UMNOPTUPYEMOM CNICKe
B Aj@HHbI/i MOMEHT BPEMEHW.

[ns 3arpy3ku dparina HaxxMmuTe KHomky «O630p», yKakuTe haiin, KOTOpbIi HYXHO 3arpy3uTb U HKMUTE KHOMKY
«lmport».
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4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmarmsa o Tspec ceccusx Ha
pagnoviHTepdelicax.

View TSPEC Status and Statistics

Click "Refresh™ button to refresh the page.

Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallocated

wlan0 Best Effort down 0 0 0 0

wlang Background down 0 0 0 0

wlan0 Voice down 0 0 0 0

wlan0 Video down 0 0 0 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 0 0 0

wlanl Voice down 0 0 0 0

wlanl Video down 0 0 0 0

WAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 0 0 0
Background down 0 0 0 0
Voice down 0 0 0 0
Video down 0 0 0 0

Onucaxne Tabnuy «AP Status» n «<VAP Status»:

* Interface — msa nHTepdelica;

* Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);

+ Status — cocTosiHue ceccuy;

*+ Active TS — KONIMYECTBO TEKYLUUX aKTUBHbIX MOTOKOB TpauKa;

« TS Clients — KOnM4eCTBO K/IMEHTOB;

+ Medium Time Admitted — cpegHee BpeMs, KOTOPOe NOTOK Tpadnka 3aHMMaeT cpely nepegayv;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCbI B J@aHHOI KaTeropuun.

35



PykoBoacTtso no akcnnyatauum WEP-12ac

Radio
wlan0
wlan0
wlan0
wlan0
wlani
wlanl
wlani

wlani

Transmit

wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vapt
wlan0:vap?
wlan0:vap8
wlan0:vapd
wlan0:vapld 0
wlanO:vapll 0
wlan0:vapl2 0
wlanO:vapl3 0
wlanO:vapld 0
wlan0:vapl5 0

wlanl:vapd 0

Access Category Total Packets Total Bytes

Best Effort 0 o

Background ] o

Voice o i}

Video L] o

Best Effort o i}

Background o o

Voice o i}

Video o o

Interface Total Voice Packets Total Voice Bytes Total Yideo Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes

[} o i} [} 1] i} 0 o

0 [/} i} [/} 1] i} 0 0

0 L] i} L] 1] i} 0 o

0 L] 0 L] 1] 1] 0 0

0 [/} i} [/} 1] i} 0 o

0 o o o o o (1] o

i} o i} [/} 1] i} 0 o

0 o o o o o 0 o

i} o i} [/} 1] i} 0 o

0 o i} [/} 1] i} 0 v]
[/} i} [/} 1] i} 0 v]
o i} [/} 1] i} 0 v]
o o o o o o o
[/} i} [/} 1] i} 0 o
o o o o o o o
[/} i} [/} 1] i} 0 o
a o a o o 0 o
[/} i} [/} 1] i} 0 o

wlanl:vapl 0O

Onucanne Tabnuy, «Transmit»:

Radio — nms pagmounHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — obLiee KoIM4eCcTBO NakeToB AaHHOW KaTeropumn AoCcTyna, OTNPaB/IEeHHbIX
pagnonHTepdencowm;

Total Bytes — 06LLUee KOmM4yecTBo 6aiiT aHHON KaTeropmm foCTyna, OTNPaB/iEHHbIX pagnonHTepdeicom;
Interface — HOMep BUPTYasIbHOM TOYKN AOCTYNa;

Total Voice Packets — obuiee KonmyecTBO nakeToB kateropumn Voice, oTnpaBneHHbIX ¢ gaHHon VAP;
Total Voice Bytes — o6Liee KonnmyecTBo 6aiiT kateropum Voice, 0TnpaB/ieHHbIX ¢ gaHHoin VAP;

Total Video Packets — ob6Lliee Kkonn4yecTBo naketoB kaTeropuun Video, oTnpaBneHHbIX ¢ gaHHoW VAP;
Total Video Bytes — obuwiee konmyecTBo 6anTt kateropun Video, otTnpaBneHHbIX ¢ gaHHon VAP;

Total Best Effort Packets — obLlee KonM4ecTBO NakeToB kateropun Best Effort, oTnpaBneHHbIX ¢ gaHHOM
VAP,

Total Best Effort Bytes — obLyee konnuecTtBo 6aiiT kateropum Best Effort, oTnpaBneHHbIx ¢ gaHHoin VAP;
Total Background Packets — ob6liiee KonM4ecTBO NakeToB kaTeropun Background, oTnpaBneHHbIX ¢
naHHon VAP;

Total Background Bytes — obLyee konnyecTBo 6aiiT kateropum Background, oTnpaBneHHbIX ¢ faHHO
VAP.
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Receive
Radio

wlan0
wland
wlan0
wilan0
wlanl
wlani
wlanl

wilani

wlan0:vapl
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4d
wlan0:vap5
wlan0:vapt
wlan0:vap?

wlan0:vap8

A C v
Best Effort
Background

Voice

Video

Best Effort
Background

Voice

Video

Interface Total Voice Packets

o 2 o0 2 o e o 2 o

wlan0:vap9 0
wlan0:vapl0 0
wlan0:vapll 0O
wlan0:vapl2 0
wlan0:vapl3 0
wlan0:vapld 0
wlan0:vapls 0
wlanl:vapld 0

wlanl:vapl 0

Total Total Bytes

0 i}

0 o

0 i}

0 1]

0 i}

0 i}

o o

0 i}

Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
0 i} [/} 0 i} 1] o
o o o 0 ] o o
0 i} [/} 0 i} [1] o
0 i} [/} 0 (i} (1] 0
o o o o o o o
0 i} [/} 0 [i] (1] o]
o o a 0 o o o
0 i} [/} 0 [i] 1] 0
0 i} L] 0 i} 1] o
0 o o (1] o 0 o
0 i} [/} 0 i} 1] o
o o o 0 ] o o
0 i} [/} 0 i} [1] o
0 i} [/} 0 (i} (1] 0
o o o o o o o
0 i} [/} 0 [i] (1] [u]
o o a 0 o o o
0 i} [/} 0 [i] (1] o]

OnucaHune Tabnuy, «Receive»:

Radio — nms pagnovHTepdeiica;
Access Category — kateropus goctyna (Voice, Video, Best Effort, Background);

Total Packets

- o6LLee KONMYecTBO NaKeToB AaHHON KaTeropum AoCTyna, NPUHATBLIX

paavouHTepdeincom;

Total Bytes — o6Luee KO/M4yecTBO 6aiT aHHON KaTeropuv AOCTyna, NPUHATLIX paavonHTepencom;
Interface — HoOMep BUPTyasibHOM TOYKM [OCTYNa;

Total Voice Packets — o6Lee Ko/iM4ecTBO NakeToB kateropuu Voice, NPUHATBLIX Ha faHHon VAP,
Total Voice Bytes — o6Luee KonmyecTso 6aiT kareropuu Voice, NpUHATLIX Ha AaHHOW VAP;

Total Video Packets — obLee konnyecTBo nakeTos kareropuu Video, NpuHATLIX Ha gaHHoN VAP;
Total Video Bytes — obwee konuyecTBo 6ant kareropuu Video, NpuHATbIX Ha AaHHOW VAP,

Total Best Effort Packets — obLiee konnyecTBo nakeToB kateropuv Best Effort, npyHATbIX Ha gaHHOR

VAP;

Total Best Effort Bytes — obLiee konnyectBo 6aiT kateropum Best Effort, npuHaTbix Ha gaHHol VAP;

Total Background Packets — o6LLee Konm4yecTBo nakeTos Kateropun Background, NpUHATBLIX HA flaHHOM

VAP;

Total Background Bytes — o6Luee konnyecTBo 6ainT kateropmmn Background, npuHaTbix Ha gaHHou VAP.

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.4.9 ToameHto «TSPEC AP Statistics»

B nogmeHto «TSPEC AP Statistics» oTo6paxaeTcsa ctatucTvka no KonnmyecTsy nepegaHHoro/nosy4eHHoro
MOTOKOB Tpadomka pa3nnuHbix kateropuii (Voice, Video, Best Effort, Background).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.
Refrash

TSPEC Statistics Summary for Voice ACM
Total Voice TS Accepted

Total Voice TS Rejected

TSPEC statistics Summary for Video ACM
Total Video TS Accepted

Total Video TS Rejected

TSPEC Statistics Summary for Best Effort ACM
Tatal Best Effort TS Accepted

Total Best Effort TS Rejected

TSPEC Statistics Summary for Background ACM
Total Background TS Accapted

Total Background TS Rejected

« TSPEC Statistics Summary for Voice ACM — o6luiee KonniectBo NpuHATbIX (Accepted) 1 OTKOHEHHbIX
(Rejected) notokoB Tpadomka kateropum Voice;

« TSPEC Statistics Summary for Video ACM — obuiee konmuecTBo NpuHsTbiX (Accepted) 1 OTKIOHEHHbIX
(Rejected) notokoB Tpadmka kateropum Video;

« TSPEC Statistics Summary for Best Effort ACM — o6Liiee KonuyecTBo NpuHsATbIX (Accepted) un
OTK/I0HeHHbIX (Rejected) noTokoB Tpadomka kateropun Best Effort;

« TSPEC Statistics Summary for Background ACM — o6Liiee KonnuyecTBo NpuHsTbIX (Accepted) un
OTKOHeHHbIX (Rejected) noTokoB Tpachmka kateropmm Background.

[nsi 06HOBNEHMS UHPOPMALIN HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radjo Statistics

Click "Refresh™ button te refresh the page.
Refresh

® Radioc 1 Radio 2

WLAN Packets Received: 4293459 WLAN Bytes Received: 828073107
WLAN Packets Transmitted: 9720109 WLAN Bytes Transmitted: 7728537587
WLAN Packets Receive Dropped: 1847 WLAN Bytes Receive Dropped: 2696185
WLAN Packets Transmit Dropped: 55726 WLAN Bytes Transmit Dropped: 81298424
Fragments Received: 126939  Fragments Transmitted: 8894441
Multicast Frames Received: 485390 Multicast Frames Transmitted: 725984
Duplicate Frame Count: 112438  Failed Transmit Count: 114919
Transmit Retry Count: 88349 Multiple Retry Count: 29411

RTS Success Count: 6037615 RTS Failure Count: 301616
ACK Failure Count: 698557 FCS Error Count: 41080635
Transmitted Frame Count: 15158478 WEP Undecryptable Count: 1437

BbicTaBuTe chnar y HaumeHoBaHusa pagvonHtepdpeica Radio 1 nam Radio 2, no kotopomy Heo6xo41Mmo
BbIBECTU NOAPOOHYI0 MHpopMaLMIO:

+ WLAN Packets Received — obuiee KOMYeCTBO NaKeTOB MO/YYEHHbIX TOUKOM AOCTYNa Yepes faHHbIl
pagnonHTepgelic;

+ WLAN Bytes Received — obLuee KonnyectBo 6ainT nosly4eHHbIX TOYKON AOCTyna Yepes AaHHbINA
pagnonHTepgelic;

+ WLAN Packets Transmitted — obLee KonM4eCcTBO NakeToB nepefaHHbIX TOUKOW A0CTyna Yyepes AaHHbll
pagnonHTepgelic;

+ WLAN Bytes Transmitted — o6Liee KoNnM4ecTBO 6alT NepeAaHHbIX TOUKOM AOCTyNa Yepes AaHHbIl
pagnonHTepgelic;

+ WLAN Packets Receive Dropped — KoNnn4ecTBO NakeToB, NOIyYEHHbIX TOYKOM AOCTyNna Yyepes AaHHbll
pagnovHTepdelic, KoTopble 6bisv OTOPOLLEHbI;

+ WLAN Bytes Receive Dropped — KONM4eCcTBO 6aiT, N0NyYeHHbIX TOYKOW AOCTyNna Yyepes AaHHbll
pagnovHTepdelic, KoTopble 6bisv OTOPOLLEHbI;

+ WLAN Packets Transmit Dropped — KONM4YeCTBO NaKeTOB, NepefaHHbIX TOUKOM AOCTyNa Yepes faHHbIM
pagnovHTepdelic, KoTopble 6bisv OTOPOLLEHbI;

+ WLAN Bytes Transmit Dropped — konn4ecTtBo 6aliT, nepefaHHbIX TOYKOIN [OCTyna Yepes AaHHbIN
pagnovHTepdelic, KoTopble 6bis OTOPOLLEHbI;

* Fragments Received — KONIM4YECTBO NO/YYEHHbIX (hparMeHTOB NakeToB.;

* Fragments Transmitted — KONM4YeCTBO NepefaHHbIX hparMeHToOB NaKeToB.;

* Multicast Frames Received — KONM4ecTBO MOMyYEHHbIX KAAPOB MYy/NbTUKACT;

* Multicast Frames Transmitted — KONM4YeCTBO NepefaHHbIX KaapoB My/IbTUKACT,

*+ Duplicate Frame Count — KOnM4ecTBO Ay6MpyOLWMX KagpoB.;

* Failed Transmit Count — KONN4eCTBO He NepefaHHbIX NakeToB U3-3a OLUNOKY;

* Transmit Retry Count — KONM4eCcTBO NOBTOPHO OTMNPaB/IEHHbLIX NAKETOB;

* Multiple Retry Count — KONM4eCTBO NakeToOB NepeoTnpas/ISseMbIX HECKO/IbKO pas;

* RTS Success Count — KONMYeCTBO NaKeTOB NOATBEPXAEHMS 0 FOTOBHOCTY NpuHUMaTh Tpadunk(CTS);

* RTS Failure Count — Konn4ecTBO NaKeTOB Ha KOTOPble HE NPULL/IA NOATBEPXKAEHNSA O TOTOBHOCTY Ha
npnem(CTS);
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ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

* FCS Error Count — Konn4ecTBO KaapOB He NMpoLueALnx NpoBEPKY KOHTPOIbHON CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMEeLHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanocb pacwmdgposatb (WEP).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHUSIX, CreHePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click “Refresh™ button to refresh the page.

Refresh

Email Alert Status : up
MNumber of Email Sent : 249
Number of Email Failed 1

Time Since Last Email Sent : Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pa6oTbl ONOBELLEHMS N0 3N1IEKTPOHHO noyTe o0 paboTe yCcTpoicTa:
+ Up — onoBeLyeHne BK/IOYEHO;
« Down — onoBeLLeHMe BbIK/THOUEHO.
Number of Email Sent — 06LLee KO/IM4ecTBO COOBLLEHWIA, OTNPAB/IEHHbIX HA AaHHbI MOMEHT;
Number of Email Failed — 06Lee Ko/iM4ecTBO COOBLLEHWIA, KOTOPbIE ObIIN NOTEPSIHDI, HA AaHHbI
MOMEHT;

+ Time Since Last Email Sent — pata n Bpems OTNpaBkun NOCAeAHEro COObLLEHMS.

[N 06HOBNEHMA MHDOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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4.5.1 MopameHto «Ethernet Settings»

PykoBoacTtso no akcnnyatauum WEP-12ac

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Hostname

WEP-12|

Modify Ethernet (Wired) settings

(Range : 1 - 63 characters)

Internal Interface Settings
MAC Address

Management YLAN ID
Untagged WLAN
Untagged WLAN ID

Connection Type
Static IP Address
Subnet Mask

Default Gateway

CMNS Nameservers

ASIF9:4BBS: D440
148 | (Range: 1 - 4094, Default: 1)
Enabled '® Disabled

1 (Range: 1 - 4094, Default: 1)
Static IF ¥

192 |.|168 40 . |20

255 255 255 |.|0

152 168 40 .1

Dynamic Manual
172 |. |16 . |0 .1
172 |.|16 . (O . |3

Click "Update” to save the new settings.
Update

Hostname — ceTeBoe nms yctpoictea. MoxeTt cogepxarb oT 1 40 63 CMMBOJ/IOB 1 COCTOSATb U3:
NaTUHCKMX 3arnaBHbIX 1 CTPOYHBIX BYKB, LMdp, 3HaKa aedmc «-» (06paTuTe BHUMAHUE, 4TO Aedmc He
MOXET ObITb NOCNIEAHVMM CYMBOJSIOM B CETEBOM MMEHM YCTpoiicTBal);

MAC Address — MAC-agpec Ethernet-nHTepcpeiica ycTpoiicTBa,;

Management VLAN ID - ngeHTtucmkatop VLAN, ncnonb3yemslii s goctyna K ycTponcTay. MpuHumaet
3HadeHuns ot 1 go 4094. MNo ymonyaHuio — T,

Untagged VLAN - nepeBecTtu LAN-NopTbl B access-pexum, B KoTopom gobasnsetca VLAN-Ter ans
BXOAALLEro HETErNMPOBAHHOIO Tpaduka u cHUMaeTcs yctaHoBneHHbIi VLAN-Ter ¢ ncxogawero:

*+ Enabled - BkntounTb access-pexum LAN-nopTos;

* Disabled - BbIkntounTh access-pexvm LAN-nopTos;

Untagged VLAN ID — npentndomkatop VLAN, koTOpbIi ByAeT HasHaYeH HeTeErMpoBaHHOMY Tpacduky,
nocTynawLLemMy Ha YCTPOMCTBO, U CHAT C UcxogsLlero Tpaduka. NpuHumaeT 3HadeHus ot 1 go 4094. Mo
yMoiyaHuo — 1;

Connection Type — BbIGOp cnocoba ycTtaHoBkM IP-aapeca Ha ynpasnsowem nHtepgeiice, no KOTOpomy
6yaeT ocyuwectenaTbea nogktoveHne WAN-mHTepdoenca ycTpoicTea K cet npefocTaBieHns ycnyr
nposaigepa:

* DHCP - pexum paboTsl, npy koTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO 1 opyrve napamMmeTpbl, Heobxoanmble a5 padoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

« Static IP — pexum paboTbl, pn KoTopom IP-agpec 1 Bce Heobxoaumble CETEBbIE NapaMeTpbl Ha
WAN-uHTepdelic HazHavatoTca ctaTnyecku. MNpu Boibope Tuna «Static IP» ans pegaktnposaHus
CTaHyT AOCTYMHbI CneyroLme napameTpbl:

« Static IP Address — IP-agpec ycTpoiicTBa B CETU NpoBaiigepa;
+ Subnet Mask — macka BHeLUHel noaceTy;
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+ Default Gateway — |IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, eCW AN1S HETo He HalifeH
MapLUpyT B Tabnuue mapLupytmsauum;
« DNS Nameservers — afipeca cepBepOoB AOMEHHbIX UMEH (MCMOb3YOTCS A5 onpeaeneHns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MNMopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINo/HAETCA HAcCTpoiika KoHurypauum IPve-agpeca gnia goctyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6

Managenment IPv6

IFvE Connection Type DHCPvE v

IPvE Admin Mode Enabled "™ Disabled

IPvE Aubs Config Admin Mode Ensbled ™ Disabled

Static [PvE Address -
IHEEE I N I (KN (XN XN (XN )

Static IPvE Address Prefix Length | (Range: 0 - 128, Default: 0)

Static IPvE Address Stabus

IPvE Autoconfigured Global Addresses

IPvE Link Local &ddress

Default IPvE Gateway
I I I I AN N I I

IPvE DNS Nameservers ® Bynamic Manua
LR XN NN l:'\."ll':':'\."l‘":"l::ll':“"::l"l:ll:'\.'\l:"l"l:'\-:'
IKEEK I KLEX l:."A\:\"h.".:'.I:FH.:.\':.‘A.:H.'.J'A:A\".I-:'
Click "Updata™ to save he new
sethngs.
Update

« IPv6 Cinnection Type — BbI6Op MCMNO/b30BaHUS cTaTtuyeckoro IPvé-aapeca yctpoiictsa (Static IPv6) nnm
AnHamuyeckoro (DHCPv6);
+ IPv6 Admin Mode — gocTtyn K yCTpOICTBY No npotokony IPv6:
« Enable — pocTyn paspelleH;
+ Disable — pocTyn 3anpeLyieH,;
+ IPv6 Auto Config Admin Mode — pexum aBToKoHdurypupoBaHus IPvée-aapeca:
+ Enable — ncnonb3yetcs;
+ Disable — He ncnonb3yeTcsi.

Mpwn yctaHoBke Tuna «Static IPv6» B napametpe« IPv6 Cinnection Type» ANA pefakTUpOBaHUA CTAHOBATCSH
[OCTYNHbIMY CeaytoLme napameTpsbl:

« Static IPv6 Address — ctatuyeckuii IPvb-agpec ycTpoiicTBa. Touka A0CTyna MOXeT UMETb CTaTuyecKuii
IPv6-agpec, naxe ecnu agpeca yxe Obln HACTPOeHbl aBTomaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedmkc ctatuyeckoro IPv6-aapeca. MpuHumaet 3HaveHmne ot 0 Ao
128. Mo ymonuaHuto — 0;
« Static IPv6 Address Status — npocmoTp paboyero ctatyca ctaTu4yeckn cKoHdurypmpoBaHHoro IPvé-
azpeca, NpMHUMaET 3Ha4YeHUs:
+ Operational — TeKyLMii AeACTBYOLLNIA;
+ Tentative — pe3epBHbIil.
+ IPv6 Autoconfigured global Addresses — cnucok aencTsytoumx IPv6-aapecoB Ha yCTPONCTBE;
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* IPv6 Link Local Address — nokanbHblin IPv6-agpec, yctaHoBNeHHbI Ha LAN-nHTepdeiice. [laHHbln agpec
He KOHJIUIyprpyeTca 1 Ha3HaYaeTca aBToMaTUyeCcKy;
* Default IPv6 Gateway — w03 no ymonyaxuto gns IPve;
+ IPV6 DNS Nameservers — agpeca cepBepoB AOMEeHHbIX UMEH (MCnonb3ytoTcs Ans onpeaenexus IP-
ajpeca ycTpoiicTea no ero JOMeHHOMY UMEHN):
* Dynamic — 6yayT ncnonb3oBaHbl DNS-cepBepa, nonyyeHHsle no DHCP;
* Manual — Heobxoammo ykasaTb DNS-cepBepa Bpy4Hyto.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcsa
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBOI agpecalui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPve-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetun. Mopaepxka gaHHOro oyHKLMOHaNa Nno3BosieT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host satap (.. ok %k | Hostname max 253 characters, Default: isatap)
ISATAP Query Interva 120 sec, (Range: 120-3600, Default: 120)

ISATAP Solicitation Interva 120 sec, (Range: 120-3600, Default: 120)

ISATAP IPvE Link Local address
ISATAP IPv6E Global Address

Click "Update™ to save the new settings.
Update

ISATAP Status — pexum paboTbl npoTokona ISATAP:
* Enabled - pa3pelueHa pabota no npotokony ISATAP;
* Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnn DNS-ums mapupytmnsatopa ISATAP. 3HadyeHre No yMoN4YaHuo —
isatap;
* ISATAP Query Interval — nutepBan BpemeHun mexay DNS-3anpocamu. MpruHumaeT 3HaveHne ot 120 go
3600 cekyHg. Mo ymonuaHuio — 120 cekyHg,
« ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHNs MM onpoca MapLupyTmMlaropa
ISATAP. MpuHumaet 3HaveHns ot 120 go 3600 cekyHA. o ymonyanuio — 120 cekyHp;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-aapec yCcTpoicTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTBa.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
Haxkmute KHonky «Update».
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4.5.4 TMopmeHto «Wireless Settings»

B nogmeHto «Wireless Settings» BbINoNHATCA HACTpoOlikn 6ecnposogHoii Wi-Fi ceTn. YCTpoicTBo umeet 2
He3aBNCMMbIX (PU3NYECKMX paanonHTepdelica, KaxXabli U3 KOTOPbIX paboTaeT B CBOEM peXUME 1 Anana3oHe.
Radio 1 pa6otaet B agnanasoHe 2.4 I'Tu, Radio 2 B gnanasoHe 5 .

B npefcTaBneHHOM pasfene MeH NpUBOANTCS pasfe/ibHasi HAacTpolika A5 KaxXAoro pagvonHTepgerica.

Modify wireless settings

Country Russia v
Transmit Power Control On ¥
TSFPEC Vicolation Interva 300 (Sec, Rangs: 0 - 200, O Disables)

Global Isolation

Radio Interface ® on Off

MAC Address AB:F9:4B:B0:43:60
Mode IEEE 802.11bfa/n A
Channel &5 (2437 MHz) ¥
Alrtime Faimess ® on Off
Radio Interface 2 ® on Off

MaAC Address AB:FQ:4B:B0:43:70
Mode IEEE 802.11a/nfac ¥
Channel 43 (5240 MHz) ¥
Airtime Faimess ® on Off
AsroScout™ Engine Protocol Support Disabled ¥

Click "Update™ to save the new settings.

Update

« Country — Ha3BaHWe CTpaHbl, B KOTOpPOIi paboTaeT Touka AocTyna. B 3aBMCMMOCTM OT yKa3aHHOIo
3HauYeHns1 ByayT NPYMEHEHbI OrPaHNYEHUs K NO/I0Ce YacToT U MOLLIHOCTY NepeaTynka, KoTopble
AECTBYIOT B laHHOI cTpaHe. OT YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CNIUCOK AOCTYMHbIX YACTOTHbIX
KaHas10B, UTO B/INSIET HA aBTOMATMYECKMiA BbIGOP KaHana B pexume Channel = Auto. Ecnv knneHTckoe
060py/i0BaHNe IULEH3MPOBAHO AJ151 UCMO/b30BaHUS B 1PYrOM PEervoHe, BO3MOXHO, YCTaHOBUTL CBSI3b C
TOUKOIA AOCTyNa B TaKOM C/lyyae He yaacTcs.

© BLI60p HeNpaBMILHOTO PErMOHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMU
K/TMEHTCKUMM YCTPOACTBaMu.

+ Transmit Power Control — HacTpolika pexuma orpaHuyeHus napamerpa Transmit Power Limit:

+ On - MakcumasibHoe 3HavyeHne SNVIM orpaHnumBaeTcs B COOTBETCTBUM C 3aKOHOA4ATE/IbCTBOM
P® u He npesbiwaeT 100 MBT (16 ABbM 13nyyaemoii nepegaTymkoM MOLLHOCTM ANs AnanaloHa 2.4
ru, 19 gbm n3nyyaemoil nepeaaTymkomM MoWHOCTN — ansa 5 Mry).

+ Off — makcumanbHoe 3HaudeHe ANVIM orpaHuumnBaeTcs OU3NYECKMMM
XapakTepuctukamu nepegaruvka. Ansa yctporicte WEP-12ac makcumasnibHoe 3HadeHne VM gnsa
ob6ounx gnanasoHos — 19 abwm.

+ TSPEC Violation Interval — nHTepBan BpeMeHU B CeKyHAax, 3a KOTOpbI/ TOUYKa AoCcTyna AOo/HKHA
COo00WNTL Yepes XypHan cobbiTuii nnm nocpenctsoM SNMP-trap 0 NpYcoeAnHEHHbIX KMeHTaXx,
KOTOpble He NoAAepPXMBatOT 0653aTesIbHbIe Npoueaypb! gonycka. NpuHumaeT 3HadveHre ot 0 go 900
cekyHg. Mo ymonuaHuio — 300 cekyHz,
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* Global Isolation — npn ycTaHOBEHHOM goiare BKOYEHA U301ALMA Tpadvka Mexay KaMeHTaMu pasHblix
VAP n pa3HbIX pagnonHTepdeincos,;
* Radio Interface — cocTosiHMe paguonHTepdeiica:
+ On — Npu ycTaHOB/IEHHOM chnare pagnmovHTepdeiic akT1BeEH;
+ Off — npn ycTaHOBNEHHOM (hriare paavovHTepdenc BbIK/HOUEH.
* MAC Address — MAC-agpec pagnonHTepgeiica;
* Mode — BbIGOp pexnma paboTbl 6ecnpoBogHOro nHTepdelica cornacHo ctaHgaptam IEEE 802.11;
+ Channel - Homep KaHana gnsa paboTbl 6ecnpoBoAHON ceTu. MNpu BbiGope 3HaYeHns «auto»
aBTOMaTU4YeCcKn onpeaenseTcs KaHaa ¢ MeHbLUMM YPOBHEM MOMEX;
+ Airtime Fairness — pyHKUMs 3OUPHON pagmMofoCTyMHOCTH:
+ On — nNpu ycTaHOB/IEHHOM ¢hnare (pyHKUMA akTuBHaA. DUpHOE BPpEMSA paBHOMEPHO
pacnpegenseTca Mexay nosb3oBarensimu;
+ Off — oyHKUMA BbIK/OYEHA.
« AeroScout™ Engine Protocol Support — nogaepxka npotokona AeroScout™ Engine:
+ Disabled — npoTokon nogaepxvBaeTcs;
* Enabled — npoTokon He NogaepXmBaeTcs.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update»

4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings

Radio | 1 w

Status (@) gn () off

Mode | IEEE 802.11bigin ~

Channel Auto ~

Channel Update Period Off w

Limit Channels
Channel| 1 | 2 | 3 | 4 |5 |6 |7 ([8]9 A

Use

Channel Bandwidth 40 MHz ~

Primary Channel Lower

Transmit Power Limit 10 (dBm, Range: 10 - 16)
Advanced Settings

TSPEC Settings

Click “Update” to save the new settings.
Update

* Radio — Bbl6op 6ecnpoBoaHoro Wi-Fi nitepdpeiica. Radio 1 pa6oTtaet B gnanasoHe 2.4 I'Tu, Radio 2
paboTaeT B gnanasoHe 5 I'Tu;
+ Status — cocTosiHne KoHdurypupyemoro Wi-Fi uHTepdeiica:
+ On - npu yctaHoBneHHoM chnare Wi-Fi HTepdeinc BKNIOYEH;
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+ Off — npn yctaHoBneHHoM chnare Wi-Fi nHTepcpeiic Bbik/oueH;
* Mode - BbI6Op pexrma paboTbl 6ecnpoBOAHOr0 MHTepdeiica cornacHo ctaHgaptam IEEE 802.11.
+ [Ona Radio 1, paboTtatouwem B agnanasoHe 2.4 I'u;
* |EEE 802.11b/g — 4acTOTHbIN AnanasoH 2.4 I'Tu, MakcumasibHas CKopocTb nepegayun 54
Méut/c;
+ |EEE 802.11b/g/n — 4acTOTHbI Anana3oH 2.4 Ty, MakcMasibHas ckopocTb nepegayn 450
MéuT/c;
* 2.4 Ghz IEEE 802.11n — 4acTOTHbIA Anana3oH 2.4 Ty, MakcMMasibHas CKOpoCTb nepesayu
450 M6uT/C. BO3MOXHO NOAK/OYEHNE K/TMEHTOB TO/IbKO C Noaaepxkoli ctaHaapta IEEE
802.11n;
+ [nsa Radio 2, paboTtatowem B gnanasoHe 5 Ty
+ |EEE 802.77a — 4acTOTHbI gnana3oH 5 'y, MakcuMasibHas CKopocTb nepegayu 54 Mout/c;
« IEEE 802.11a/n/a ¢ — 4acTOTHbI gnanasoH 5 MU, makcumanbHas ckopocTb nepegadn 1300
MéuT/c;
« IEEE 802.11n/ac — 4acTOTHbIN gnana3oH 5 'y, MakcuManbHas ckopocTb nepegayun 1300
M6uT/c. BO3MOXHO NOAKNIOYEHME KIMEHTOB TOMBKO C NOAAEPXKKON cTaHaapTa IEEE
802.11n/ac;

+ Channel - BbIbop pagnokaHana ana pabotbl Wi-Fi nHtepdpeiica. Mpu Boibope 3HaveHns «Auto»
aBTOMAaTMYECKMN ONpeaensieTcs 1 BbICTABNSAETCS HaMeHee 3allyM/IEHHbI KaHau (C yYeTOM 3aaHHOTO
pervioHa), Ha KOTOPOM paboTaeT HaMMeHbLLEE KOIMYECTBO TOYEK AOCTYNa;

+ Channel Update Period — nepvog, BpeMeHw, Yyepes KOTopbIil 6yaeT NPOUCXOAUTL aBTOBbIGOP
ONTUM&JIbHOTO KaHana;

+ Limit Channels — cnncok kaHas10B, N3 KOTOPbIX TOYKa AOCTYNa MOXET BblopaTb ONTUMaUIbHbIA AN
paboTbl KaHaUu1 B pexnme «Autoy;

+ Channel Bandwidth — wmpunHa nonockl NponyckaHus;

* Primary Channel — napameTp MOXET 6bITb U3MEHEH TONLKO Npw WnpuHe kaHana (Channel Bandwidth)
pasHoli 40 MI'y,. Kanan 40 MI'L, MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20 MIu, KoTopble
rpaHuyaTt B 4acTOTHOM obnactu. 911 ABa KaHasia no 20 MI'y, Ha3biBalOT NEPBUYHLIM U BTOPUYHBIM
kaHanamu. NMepBUYHbIA KaHas ncnonblyetcs kaveHTammn ctaHgapTa IEEE 802.11n, koTopble
NoAePXMBAOT TOMbKO MOJI0CY nponyckaHua kaHasia 20 MIy;

* Upper — nepBUYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My
+ Lower — nepBMYHbIM KaHa10M ByaeT HMxHWUIA KaHan 20 MITy, B nonoce 40 MIu.

+ Transmit Power Limit — perynupoBska MOLLHOCTK curHana nepegatuvka Wi-Fi B gbm.

* [pwn BKIOYEHHOM pexume Transmit Power Control napameTp NpuHUMAaET 3HaYeHue:
*+ B AnanasoHe 2.4 Iy (Radio 1) — ot 1 go 16, no ymonyaHuto — 16;
+ B AgnanasoHe 5 'y, (Radio 2) — ot 1 o 19, no ymonuyaxuto — 19.

* [pwn oTKItO4YEeHHOM pexume Transmit Power Control napameTp NpUHMMaeT 3HaYeHUs:
*+ B AnanasoHe 2.4 Iy (Radio 1) — ot 1 go 19, no ymonuyaxuto — 19;
+ B AgnanasoHe 5 'y, (Radio 2) — ot 1 o 19, no ymonuyaxuto — 19.

© KnueHtckme Wi-Fi ycTpoiicTBa MOTYT He NogAepX1BaTb HEKOTOPbIE YAaCTOTHbIE KaHasbl. Ecnn HeT
MHopMaLMK O KaHanax, NoAaepXKuBaemMbIX KIiMeHTaMu, pekoMeHayeTca Ha3HadyaTb YacTOTHbIe
kaHanb! 1-11 ana gnanasoHa 2.4 'y n 36-48 gna ananasoHa 5 Iy,

o Mpwn ycTaHOBKe YacTOTHOro kaHana u3 DFS-gnanasoHa 52-144 skntoyeHne nHtepdeiica Wi-Fi
MPOVCXOAUT Yepe3 1 MUHYTY.
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DBSS Comxisiance L

OFS Suppart L= L

Mulsicom.ain Requisiary Mode Enatie

Short Guard merval Supporied Mo w

STEC Mode BaRa W

Proteciian Aapn

Bancon imeresl 100 |{Msec, Rangs: 20 2000)

OBSS Coexistence — pexum aBTOMaTUYeCKO CMEHbI LWMPUHBLI KaHana ¢ 40 My, Ha 20 MI'y, npn
3arpy>XeHHOM pagunoadmpe:

+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/OYEH;

+ Off — npy ycTaHOBNEHHOM (priare pexxvM BbIK/HOYEH;
DFS Support - mexaHu3m AnMHaMn4eckoro Bblbopa 4actoTbl. TpebyeT 0T 6eCNPOBOAHbLIX YCTPONCTB
CKaHVMpoBaTb paanMoadmnp n nsberaTb UCNOIb30BaHUS KaHa/10B, COBNAZAoLLMX C KaHaslaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AnanasoHe. MNone 4OCTYNHO A8 pefakTMpoBaHus
TONbKO B HacTpolikax Radio 2, paboTatowiem B gnanasoHe 4actoT 5 Ty, MapameTp MOXeT NpuHMMaTb
3HaYeHUs:

+ On — Npu yCTaHOB/IEHHOM dhlare NoA4ePXKKa MEXaHN3Ma BK/IOUEH];

*+ Off — npn ycTaHOBNEHHOM (hriare nogaep)Xka MexaHu3ma BbIK/THYeHa,;
Multidomain Regulatory Mode — pexum nepegayn ycTpoincTBOM MHGOPMALUN O BbiICTaB/IEHHOM
pernoHe B cnyxebHbIX coobLeHnsx Beacon frame:

* Enable — pexum BKNHOYEH;

* Disable — pexvM BbIK/OYEH,;
Short Guard Interval Supported — nogaepxka yKOPOYEHHOTO 3alUTHOIO MHTEpBasia. YMEHbLUEHNE
3aLUMTHOro MHTepBasia yBesimumMBaeT NPoMyCKHY CNOCOBHOCTL. [one 4OCTYNHO A4/19 pefakTMpoBaHus,
NP YC/I0BUM, YTO BblOpaHHbIA pexnm paboTbl paanonHTepdenca BkoyaeT B cebs ctaHaapT IEEE
802.11n. MapamMeTp MOXET NPUHMUMATb 3HAYEHUS:

+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIA MHTepBa NPy 06LLEHUN C

KNMeHTaMu, KOTopble Takke NOAAEPXKMBAIOT KOPOTKMUIA 3alLMTHbIN NHTepBaUT,

+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aLUTHbIV UHTEepBaN;
STBC Mode — meTog, NpOCTPaHCTBEHHO-BPEMEHHOIO 6/104HOMO KOAMPOBAHWS, HaNpPaBEHHbIN Ha
NOBbILIEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one gocTynHo AN1A pegakTMpoBaHus, Npy YCI0BUK, YTO
BblGpaHHbIi pexxnm paboTbl pagnonHTepdelica BkNtovaeT B cebst ctaHgapT IEEE 802.11n. MNapameTp
MOXET NPUHMMaTb 3HAYEHUS:

+ Yes - Touka gocTyna nepegaeT OAuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

+ No — Touka gocTyna He nepefaet OAUH M TOT e NOTOK AaHHbIX Yepe3 HECKO/IbKO aHTEHH;
Protection — pexum paboTbl NpeoTBpaLLEHNA MEXCTAHUMOHHON UHTephepeHLmn:

+ Auto — pexum BK/IOYEH;

+ Off — pexxvm BbIK/OYEH,;
Beacon Interval — nepvog NOCbINKM MasuKoBbIX opelriMoB. ®peliMbl nepefarnTcs 419 06HapyXeHus
TOUKM gocTyna B achmpe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuo — 100 mc;
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DTIM Peiad [= [ (range: 1.2

Fragmenssan Thoeshaid |?| (Riange: 2562340, Even Numbers)
ATS Threshaid |?| [Range: 0-07337)

Mapdmum Stafions |?| [Rangs: 0-200)

VLAN List |—| A Aemave Ssisctsd

[Fange: 14094, 30 wian-ids ma)

Fixed Mullicasi Raie Sapn b=

Frame-bursi Suppaori Ol % | [Boosis Downsiream Throughoud]

DTIM Period — nHTepBas BpeMeHW nepes OTNPaBKoi curHana 6ecnpoBogHOMY KMEHTY, Haxo4saLwWwemycs
B CMALLEM pexnme, AN COOOLEHNS 0 TOM, YTO MakeT AaHHbIX OXUAaeT AoCTaBKu. [NapameTp npuHuMaeT
3HayeHuns ot 1 ot 255 mc. Mo ymonyaHuio — 2 Mc;

Fragmentation Threshold — nopor coparmeHTaumm dperima B 6aintax. MapameTp NPMHUMAET 3HAYEHUS OT
256 o1 2346. No ymonyaHuio — 2346;

RTS Threshold - yka3blBaeT unicno 6aiiT, yepes KOTOpoe NnocbliiaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET YYULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMeHbLUAeT 06LLYH0 NMPONYCKHYK CMNOCOOHOCTb
6ecnpoBogHoli ceTu. MNapameTp npuHuUmaeT 3HavyeHus ot 0 go 2347. Mo ymonyanuio — 2347,

Maximum Stations — MakCMasibHO AONYCTUMOE YMC/I0 NOAKNIYAEMbIX K pagMonHTepdIency KIMEeHTOB.
MapameTp npuHmMmMmaeTt 3HavyeHus ot 0 go 200, rae 0 — orpaHuyeHne BbIKNOYEHO. Mo ymonyaHuio — 0;
VLAN List — cnucok VLAN, paspeLueHHbIX /15 nepegayn B agomp (MCnonb3yeTcs COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, eCnv B CTOPOHY K/TMEHTCKOIO
YCTpPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKonbko. HacTpoiika akTyanibHa Ans pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B crniucke — 20;

Fixed Multicast Rate — BbIGOP (PMKCMPOBAHHOM CKOPOCTM Nepefayn MynsTUKacToBOro Tpadmka. Mpu
Bbl6Ope 3HayeHusa «Auto» BbIGOP CKOPOCTU BbINOSTHAETCHA aBTOMaTUYeCKY;

Frame-burst Support — pexm, No3BONALLMIA YBENNUYATL MPONYCKHY CMOCOB6HOCTL A/1S1 HUCXOASLLETO
MOTOKa;

DHCP Replication On
ARP Suppression an w
DHCP Snooping Mode
MCS23 (195 Mbps)
MCS22 (175.5 Mbps)
MC521 (156 Mbps)
MCS Rate Set MCS20 (117 Mbps)
MCS19 (78 Mbps)
MCS18 (58.5 Mbps) ™
Legacy Rate Sets
Rate (Mbps) 54|48 |36 (24 |18|12(11 |9 | & (5.5 2 | 1
Supported
Basic Ogoogao a0
- Rate Limit 50
|_| Broadcast/Multicast Rate Limiting _
Rate Limit Burst | 75
VHT Features O
TSPEC Settings
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+ DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY KAMeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaHn3M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpasiieHvne noaMTukoin obpaboTtkun onuun 82:
* Ignore — Ha ToYKe [OCTyNa OTK/IYeHa 06paboTka onuun 82. 3HaYeHre No YMOMYaHWIo;
* Remove - Touka gocTyna yganset 3HadyeHue onuum 82;
* Replace - Touka gocTyna noAcTaBnseT Uan 3aMeHseT 3HaveHre onuumn 82. MNpu ycTaHOBKe
[aHHOTO 3HAYeHUsA CTaHOBATCA AOCTYMHbLIMU [/1A PeAaKTUPOBaHUA CneyroLme napameTpbl:
* DHCP Option 82 CID Format:
+ String — Touka goctyna meHset cogepxumoe Circuit-ID Ha 3HavyeHue, koTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka pgoctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<ums SSID, K KOTOPOMY MOAK/THOYEH KNINEHT>. 3HaYeHKe No
YMOTYaHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k KoTopomy
MOAK/THOYEH K/INEHT.
* DHCP Option 82 CID String — 3Ha4yeHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepegaBatbecs
B Circuit-ID B cnyvae, ecnm B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTca TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKN «.», «-», «_»,

© Ecrus napametpe «<DHCP Option 82 CID Format» ycTaHOBNEHO 3Ha4YeHue «String» n
npwu atom none «DHCP Option 82 CID String» octasiocb nycTbiM, TO TOYKa JoCTyna
o6ynet MmeHATb cogepxmmoe Circuit-ID Ha 3HavyeHue no ymonyaHuto: <kAPMAC-SSID».

* DHCP Option 82 RID Format:

+ String — TOYKa gocTtyna MeHseT cogepxmnmoe Remote-ID Ha 3HaueHue, KoTopoe
HacTpauBaeTcs Bpy4Hyto B nosne «DHCP Option 82 RID String»,

+ ClientMAC - Touka gocTyna MeHsieT cogepxmnmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOro YCTPOMCTBA. 3HAaYEHME N0 YMOMYaHUIO;

+ APMAC - Touka gocTtyna MmeHsieT cogepxmmoe Remote-ID Ha cBoit MAC-aapec;

+ APdomain — Touka gocTyna MeHsieT cogepxmmoe Remote-ID Ha nmsi nocnegHero no
[epeBy fOMeHa, ykaszaHHOro B napametpe AP-Location, nponucaHHOro B HacTpokax
YCTPOWCTBa;

+ DHCP Option 82 RID String — 3Ha4yeHue oT 1 0o 63 CMMBOJI0B, KOTOPOE ByAeT nepeaaBaTbCs
B Remote-ID B cnyyae, ecnn B napametpe «DHCP Option 82 RID Format» ykazaHo
«String». jonyckarTcs TONbKO JTaTUHCKME BYKBbI U LUMPbI, 3HAKN «.», «-», «_».

© Ecnv B napameTpe «<DHCP Option 82 RID Format» ycTaHOB/IEHO 3HaueHue «String» 1
npu atom nosie «kDHCP Option 82 RID String» ocTasiocb NycTbIM, TO TOYKa A0CTyna
6yaeT MeHATb cogepxmmoe Remote-ID Ha 3HaueHne no ymonyanmio: «ClientMAC».

* DHCP Option 82 MAC Format — napameTp onpegenset dpopmar Mak-agpecos, KOTopble
nepepatorcs B CID n RID. MoXeT npuHMMaTh 3Ha4YeHUS:
+ default - MAC-agpec nepegaetcsi B 06bIMHOM hopmare, TakoM Xe, Kak B Onuumu
"Client-Ethernet-Address" DHCP-naketa. B atom cnyvyae MAC-agpec, kak npasusio,
NMEET HXHWUIA perncTp 6yKB, a B Ka4ecTBe pasgenutens BbicTynaet ":", Hanpumep
"aa:bb:cc:dd:ee:ff". B nakeTte oH 6yaet nepegasatbcs B ASCll-kogmpoBke. 3HaueHne
N0 YMONYaHWIo;
* radius — MAC-agpec nepegaetcsa B RADIUS-chopmarte. B aTom cnyyae Bce 6yKBbl
nepeBoAsATCA B BEPXHUIA PerncTp, B Ka4ecTBe pasgenntens Boictynaet "-'. Mpumep
"AA-BB-CC-DD-EE-FF". B nakeTte oH 6yaeT nepegasatbcs B ASCIlI-kogmposke.
+ MCS Rate Set — BbI6Op nogfepxuBaemblx KaHas/IbHbIX CKOPOCTe 6ecnpoBOAHON Nepefayn AaHHbIX,

onpegensembix cneyndrkaymamm ctaHgaptos IEEE 802.11n/ac;
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+ Legacy Rate Sets — nogaepxvBaemble 1 TPAHCINPYEMbIE TOYKON AOCTyna Habopbl KaHa/TbHbIX
cKopocTei;

*+ Broadcast/Multicast Rate Limit — npn ycTaHOBNEHHOM chnare BbINO/IHAETCHA OrpaHuyYeHvne nepegayn
LUMPOKOBeLLATENTbHOIO/My/bTUKACTOBOIO Tpadmka no 6ecnpoBogHoli ceTu. MNpu yctaHoBKe donara ans
pefakTMpPOBaHUA CTAHOBATCA AOCTYMHbLIMU CriefytoLwme noss:

* Rate Limit — nopor ckopocTu nepegayn gaHHbix, nak/c. No ymonyanuto — 50 nak/c.;
* Rate Limit Burst — MakcMMasibHOE 3Ha4YeHue BCrsiecka Tpadvka, nak/c. Mo ymonyaHuo — 75 nak/
C.

* VHT Features — pyHKUNS BK/IOYEHWS/BbIKNIOYEHUA nogaepxkn VHT-ckopocTteit. dyHkuma VHT Bkaovaet

nognepxky 256QAM. Mogaepxusaetcs ana ctaHgapTa IEEE 802.11ac.

TSPEC Settings =
TSPEC Mode Off v
TSPEC Voice ACM Mode off v
TSPEC Voice ACM Limit | 20 | (Percent, Range: 0 - 90)
TSPEC Fbt Voice ACM Limit o | (Percent, Range: 0 - 90)
TSPEC Video ACM Mode Off v
TSPEC Video ACM Limit 15 | (Percent, Range: 0 - 90)
TSPEC Fbt Video ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BE ACM Mode Off v
TSPEC BE ACM Limit o | (Percent, Range: 0 - 90)
TSPEC BK ACM Mode Off v
TSPEC BK ACM Limit o | (Percent, Range: 0 - 90)
TSPEC AP Inactivity Timeout | 30 | (Sec, Range: 0 - 120, 0 Disables)
TSPEC Station Inactivity Timeout | 30 | (Sec, Range: 0 - 120, 0 Disables)
TSPEC Legacy WMM Queue Map Mode Off »
Click "Update™ to save the new settings.
Update

[nsa nepexoga k HacTpoiike napameTpoB TSPEC, HaXMUTE KHOMKY C N306pakeHNneM CMMBO/IA «+» HanpoTuB
«TSPEC Settings»:

« TSPEC Mode - 8bI6op pexxuma paboms! TSPEC. Mo ymonyanuto — off (BbikntoueH). MoXeT npuHuMaTb
3HaYeHus:

+ On - Touka poctyna obpabarbiBaeT Tspec-3anpockl OT K/IMEHTOB. VICNONb3yinTe 3Ty HACTPOIiKY,
€C/I1 Touka fgocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOMCTB, TAKMX Kak
ceptudmumpoBaHHble TeniedoHbl Wi-Fi.

+ Off — TouKa gocTyna UrHopmpyeT Tspec-3anpockl OT KIMEHTOB. VIcNonb3yiiTe 3Ty HACTPOliKy, ecnv
Bbl HE XOTUTE MUCMOob30BaTh Tspec 4719 Q0S-COBMECTUMbIX YCTPOWCTB.

+ TSPEC Voice ACM Mode - pernameHTMpyeT 06s13aTenbHblii KOHTPOb gonycka (ACM) ans kateropum
ronocooro Tpadguka (Voice). Mo ymonyanuto — off. MoXeT npuHMMaTh 3HaUYeHus:

+ On — KIMeHTy TpebyeTca OTNPaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYyeHnem
noToKa ronocosoro Tpaduka Voice.

+ Off — KNMMEHT MOXET OTNPaBAATbL W NOMyYaTb ro/10COBOI Tpadmk Voice, He Tpebyst 4onycKaeMoi
Tspec; Touka focTtyna urHopmpyert 3anpocbl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaeT npegen oobema Voice Tpaduka. NMapameTp npuHUMaeT
3HaveHns ot 0 0o 90%. Mo ymonyaHuo — 20%.

+ TSPEC FBT Voice ACM Limit — onpepgensieT BepxHuii npesen obbema Voice Tpaduka Ans KIMeHToB B
POYMUVHIe Ha AaHHOW TOoUKe JocTyna ¢ MOMOLLbI0 6bICTporo nepexoga BSS. Mapametp npuHumaet
3HadeHna ot 0 go 90%. Mo ymonyaHuio — 0%.
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+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIii KOHTPOsb gonycka (ACM) ans kateropum
Video-Tpadhmka. Mo ymonuyaHuto — off. MoxeT npuHMMaTh 3Ha4YeHNS:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un NonyyeHnem
notoka Video-Tpacumka.
« Off — KNNEHT MOXET OTNpaBnATbL U nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpaduka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHumo — 15%.

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUHIe Ha 3TOI Touke A0CTyna ¢ NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHna ot 0 go 90%. Mo ymonyaHuio — 0%.

« TSPEC BE ACM Mode — pernaMmeHTUpyeT 06513aTe/bHblli KOHTPO/b Aonycka Ans kareropun Best Effort
Tpadmka. Mo ymonuyaHuio — off. MoXeT npvHNUMaTh 3HaYEHUS:

+ On — KIMEeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AocTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadomka kareropum Best Effort.

+ Off — KNNEHT MOXET OTNPaBNATbL U NoNyyaTb Tpaduk kateropun Best Effort, 6e3 HeobxoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTporo nepexoga BSS. Mapametp
npuHuMaet 3HaveHuns ot 0 go 90%. Mo ymonyaHuio — 0%.

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/IbHbIii KOHTPOb A0MyCKa ANs KaTeropum
Background-tpacuka. Mo ymonyanuio — off. MoXeT npuHMMaTh 3Ha4YEHS:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadomka kateropun Background.

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbIO 6bICTpOro nepexoga BSS. Mapametp
npuHuMaet 3HaveHuns ot 0 4o 90%. Mo ymonyaHuio — 0%.

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/IMEHTDI
c Toukn pgoctyna (nposepsietca notok downlink). MapameTp npuHMMaeT 3HadeHns ot 0 go 120 cekyHa.
Mo ymonuaHuio — 30 cekyHA.

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNIO KOTOPOro, byayT yaAanATbCs HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcs noTok uplink). MapameTp npuHumaeT 3HadeHus ot 0 go 120
cekyHg. Mo ymonyaHuto — 30 cekyHA.

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4TOo6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.6 MoameHto «Scheduler»

B nogmeHto «Scheduler» BbinoAHAETCS HAcTpoiika naaHMpoBLuKa paboTel Tovek gocTyna. C NoMOLLbo
HacCTpOeK JaHHOr0 MEHI0 MOXHO CKOH(pUrypmpoBaTh BpeMsi paboTbl ONpeAeneHHoro pagnonHtepderica nm
BMPTYasibHOM TOYKM AOCTYMNa.

Scheduler Configuration

Global Scheduler Mode: ®) Enable Disable

Scheduler Operational Status
Status: up

Reason:| IsActive

Scheduler Profile | |(Rangerl-32
chars)

Rule Configuration
Select Profile test W Remove
Set Schedule Daily
& Weekday
Weekend
On | Sunday hd
Start Time | 08 % | :| 00 ¥ End Time | 20 ¥ |: | 00 ¥
Add Rule
Profile Name  Rule ID Day of the Week Start Time End Time

test--?--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/ito4eHVe/BbIK/THOYEHWE NIAHUPOBLLMKA:
+ Enable — npu yctaHOBEHHOM hiare NAaHUPOBLUVK BK/THOYEH;
+ Disable — npu ycTaHOB/IEHHOM ch1are N1aHNPOBLLUUK BbIK/HOYEH;

Scheduler Operational Status — B pasgene npmeBoanTcs MHhopMaums 0 COCTOAHUM PaboTbl NIAHNPOBLLMKA:

+ Status — cTatyc pa6oTbl NiaHupoBLuKa. MNapameTp npuHUMaeT 3HaveHust Up (BknoueH) nnm Down
(BbikntoueH). Mo ymonuaxuto — Down;
* Reason — gononHutensHaa nHopmMaumsa 0 COCTOSAHMM paboTbl NIaHVPOBLLMKA:
+ IsActive — B paboyemM COCTOAHUY;
+ ConfigDown — NNaHUpPOBLUYK BbIK/IKOYEH, OTCYTCTBYIOT r106a/IbHblE HACTPOKY;
+ TimeNotSet — NNaHWPOBLLVK BbIK/TIOYEH, HA YCTPOWCTBE HE YCTAaHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — NnNaHPOBLLVK BbIK/THOYEH, YCTPONCTBO HAXOAUTCH B pPeXUMeE yrpas/ieHus;
« Scheduler Profile — imsa cozgaBaemMoro npogunns NnaHMpoBLMKa. MoXeT cogepxaTtb oT 1 go 32
CVIMBOJI0B.

[nsa pobasneHus npochuns B cuctemy ykaxnte ums B none «Scheduler Profile» n HaxmuTe kHonky «Add».
Rule Configuration — B pa3gene BbINoMHAETCS HACTPOIiKa NapameTpoB NPOn/IA NIaHMPOBLUMKA:

+ Select Profile — nmsa co3gaHHOro paHee Npogns, AN KOTOPOro 6yAeT BbINOHATLCA HACTPOika
napameTpos;
+ Set Schedule - peHb Hefeny paboTbl NIAHUPOBLUMKA. MNapaMeTp MOXET NPUHUMATb 3HAYEHWE:
* Daily — exxeiHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXoAHble OHW;
+ On — onpefenieHHblid AeHb Heenu, BbiIbop OCyLLEeCTBIAETCA U3 BbinaatoLllero cnucka. Moxet
npuHMMaTh 3HadyeHune: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;
« Start Time — Bpems BkIYeHWA pagnonHtepderica nnm VAP. 3agaetcs B BUAE YaCbl:MUHYThI;
* End Time — Bpems Bblko4eHus pagnovnHTepderica nnm VAP. 3agaetcsi B BUAE YaCbl:MUHYThI.
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[N coxpaHeHus HOBOTO Npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsa yaaneHusi npaeuna BbIGEPUTE NPaBUIO B CMIUCKE N HAXXMUTE KHOMKY «Remove Rule».

[nA n3MeHeHns HacTpoeK npaswa BbibeprTe NpaBnio 1 HaxmuTe kHonky «Modify Rule».
[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINO/IHAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status
1 ' up

2 b up

Radio | 1 w

VAP Scheduler Profile Operational Status
] test w up

1 e down
2 W down
3 w down
4 ~ down
3 b down
6 v down
7 b4 up

] ~ down
9 b down
10 ~ down
11 w down
12 w down
13 w down
14 v down

15 W down

Click "Update" to save the new settings.
Update

B cton6ue «Scheduler Profile» HanpotnB Homepa Radio nnn VAP, K KOTOpOMY HEOGX0AMMO NPUMEHNUTb
CO3/laHHOEe paHee NPaBW/Io M/IaHMPOBLLMKAE, yCTaHOBUTE MMS NPOCNISA M/IaHMPOBLLMKA.

3HauveHus B ctonbue «Operational Status» HOCAT MHDOPMALMOHHBLIV XapakTep 1 yKasbiBatoT Ha CTaTtyc, B
KoTopom Haxogutcs VAP nnn pagnonHTepdeinc Toukm gocTtyna: up — BK/IoYeH, down — BbIK/IHOYEH.

[na BCTynneHns B cuy HOBOW KOHUIypaLum 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBNCMMYH0 NamMsiTb
Haxkmute KHomnky «Update».
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOHGMryprpoBaHo A0 16 BUPTYyasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Domain:
RADIUS IP Address Type: @ 1pva O 1pvs
RADIUS IP Address: 192.168.1.1

RADIUS IP Address-1:
RADIUS IP Address-2:
RADIUS IP Address-3:
RADIUS Key:  [sesessas
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting

Radio

VAP Enabled VLAN ID SSID Broadcast SSID Statien Isolation Band Steer 802.11k  DSCP Priority VLAN Trunk General Mode General VLAN ID Maximum Stations VLAN Priority Security MAC Auth Type

0 G e 0 o o o o] @

WPA Versions: (] wpa-TKIP WPA2-AES
() Enable pre-authentication
MFP Mot Required O capable
[Z] Use Global RADIUS Server Settings
RADIUS Domain:

RADIUS IP Address Type: @ 1pya ) 1Pv6

RADIUS [P Address:
RADIUS IP Address-t: | |
RADIUS IP Address-2: | ]
RADIUS [P Address 3 ||

RADIUS Key-3: ]

[ Enable RADIUS Accounting

Active Server:

Broadcast Key Refrash Rate (Range:0-86400)

Session Key Refresh Rate (Range:30-86400, 0 Disables)

t O [a Virtual Access Point 1 1 0

Global RADIUS Server Settings — B pa3gesie BbINOMHATCA rNMobasibHble HACTPOVikn asTopusauun no RADIUS-
MPOTOKONY:

* RADIUS Domain — foMeH nonb3osarens;

* RADIUS IP Address Type — Bbibop npoTokona IPv4 nnn IPv6 ans goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHble cepBepa ykasaHHble B nonsax RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpocbl 6yayT oTNpaBfisaTbCA HA Pe3epBHbIE;

* RADIUS Key — naponb ans astopusauny Ha ocHoBHoM RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 — naponv ans astopusaunn Ha pesepsBHbix RADIUS-cepsepax;

+ Enable RADIUS Accounting — npu ycTaHOBNEHHOM chnare 6yayT oTnpasiAaTbcsa coobueHns «Accounting»
Ha RADIUS-cepsep.

HaCTPOﬁKa BUPTYAJ/IbHbIX TOYEK AOoCTyna:

* Radio — Bbl6Op paanonHTepdelica, Ha KOTOpoMm Heobxoaumo HacTpouTb VAP. Radio 1 — HacTpoiika VAP
B AnanasoHe 2.4 I'Tu, Radio 2 — HacTpolika VAP B gnanasoHe 5 T,

+ VAP — NopsiAiKoBbIi HOMEP BUPTYaslbHOWN TOUKM AOCTyna Ha paauonHTepdeiice;

+ Enabled — npv yctaHOBNEHHOM (hriare BUpTyasibHasA TOUYKa AOCTyna BK/HOYEHA, MHAYe — BbIK/IYeHa:

* VLAN ID - Homep VLAN, c KoToporo 6yaet cHumartbca meTka npu nepegade tpaduka Wi-Fi knueHTtam,
NOAKMOYEHHBIM K faHHoi VAP. MNpy npoxoxaeHnn Tpadnka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID - nvs 6ecnpoBOgHOl ceTy;

* Broadcast SSID — npu ycTaHOBNEHHOM chriare BKKOYEHO BelaHne B agomp nmenHn SSID, nHave —
BbIK/1HOYEHO;
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Station Isolation — npn ycTaHOBNEHHOM ¢hnare BKKOUYEHa N301ALNS Tpadinka Mexay KavMeHTamum B
npegenax ogHoin VAP;
Band Steer — npv ycTaHOBNEHHOM (priare akTUBHO NPUOPUTETHOE NOAK/IYEHNe KnneHTa Kk 5 'y, cetu.
[na pa6oTbl (hyHKUMOHaNa Heobxogumo cosgatb VAP ¢ ognHakoBbiM SSID Ha Kaxaom
paavouHTepdpeiice n akTMBMpoBaTb Ha HUX NapameTp «Band Steer,
802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI K/IMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MNPV UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanm3npoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbest npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN Trunk — npu ycTaHOB/IEHHOM (hiare 6ecnpoBOAHOMY K/IMEHTY NepefaeTcsa TermpoBaHHbIi Tpaduk;
General Mode — npu ycTaHOB/IEHHOM dhnare paspeluaercs nepegadya 6ecnpoBOgHOMY KIMEHTY
HeTermMpoBaHHOro Tpaduka COBMECTHO C TENMPOBaHHbLIM (AOCTYMNHO NPV BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykasaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH KnneHTy 6e3 Tera. Mpu npoxoxaeHun Tpacumka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIM
Tpadomk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
Maximum Stations — MakCMMaJsibHO JOMYCTUMOE YMC/I0 KNTMEHTOB, nogknovaembix K SSID. MapameTp
npuHuMaet 3HaveHunsa ot 0 go 200, rae 0 — orpaHnyeHue BbikOYeHO. Mo ymonyaHuio — 0,
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHaYaTbCA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IdeHHoro K gaHHomy VAP, n nepefasaemMble fanee B NPOBOAHYIO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTh WWU(POBaHUE A1A Nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpu BbIGOpe faHHOIO pexrmMa AOCTYMNHbI
cnepyroLme HacTponKu:

WEA Versions: WPA-TKIP |1"'1 WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | {Range:0-86400)
MFF v Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;
+ Key — WPA-kntou. nivHa Kritoda coctasnset ot 8 Ao 63 cMBOOB.
* Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MprHumaeT 3HadeHns ot 0 go 86400. Mo ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3almTbl KIIMEHTCKMX (PPeriMOB:
* Not Required — He nCNoMb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HIMUYNU BO3MOXHOCTW,
* Required — ncnonb30Bath 3almMTy 06513aTe/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCXA.

+ WPA Enterprise — pexum WngpoBaHusa kaHasia 6ecnpoBOHON CBA3M, MPU KOTOPOM K/IUEHT
aBTOPU3YyeTCA Ha LeHTpanusoBaHHOM RADIUS-cepsepe. /15 HACTPOWKM AAaHHOTo pexmnma
6e3onacHocTy TpebyeTcs ykasaTtb napameTpbl RADIUS-cepBepa (BO3MOXHO Mcnosib3oBaHne 1o 4
RADIUS-cepBepoB 0AHOBPEMEHHO, HO C YKa3aHWEM OJHOI0 aKTUBHOIO Ha AaHHbIA MOMEHT). Takxe
TpebyeTcs ykas3arb JOMEH, BEPCUN MPOTOKOIOB peXxrmMa 6e30MacHOCTM U KoUK 418 KaXK40ro
RADIUS-cepsepa. Mpu BbIGOpe faHHOTo pexvmMa 6yaeT AoCTYNnHa cneayowas HacTporka:
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WPA Versions: || wpa-TkIp (¥ weaz-as
Enable Pre-authentication
MFP v Not Required Capable

Use Global RADIUS Server Setfings

RADIUS Domain: | |
RADIUS IP Address Type: (®) 1pygq IPvE
RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key:

AEEEEEEE

RADIUS Key-1:

|
RADIUS Key-2: |
RADIUS Key-3: |

Enable RADIUS Accounting

Active Server: RADIUS IP Address W
Broadcast Key Refresh Rate | [i] | [Range:0-86400)
Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

WPA Versions — Bepcus wndgpposaHust: WPA-TKIP, WPA2-AES;

Enable Pre-authentication — npn ycTaHOBNEHHOM goniare UCcnonb3yeTcsa npoueaypa npegsaputensHol
NpoBepKM NOASIMHHOCTY ANns 6ecnpoBofHbIX knneHTtoB WPA2. MNpeaBaputesnbHas ayTeHTudmkaumns
No3BO/ISIET MOOUIBHOMY K/IMEHTY ayTeHTUPULMPOBATLCA Ha A PYroit, pacnonoXeHHOW N06/IM30CTU TOUKe
[0CTyna, OCcTaBasACh "NpMBs3aHHbIM" K CBOE NepBMYHOI TOUKe A0CTyna. B aTom cny4vae cokpaulaercs
BPEMS, B TEYEHNEe KOTOPOro CBA3b A1 K/IMEHTA, BbIMOTHAOLLEIO POYMUHT, HE AOCTYNHA NpU OXugaHum
nposepku nognnHHoctn RADIUS B npouecce nepeagpecaunu;

MFP — HacTpolika pexunma 3alnTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb30BaTh 3aLUTY;

+ Capable — ncnonb3oBarb 3almTy NPy HAIMHYNY BO3MOXKHOCTW,

Use Global RADIUS Server Settings — npu ycTaHoBKe donara 6yayT ncnonb3oBaTbcs HacTpoiikm Global
RADIUS Server Settings, ykazaHHble B BEPXHEN YacTu CTpaHULbl. YTo6bl MCNO/1b30BaTb OTAE/bHbIN
RADIUS-cepsep ansa VAP, cHumuTe cpnakok n Beegute IP-agpec, napons RADIUS-cepsepa 1 gpyrue
[laHHble B criefytouime nons:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 nnu IPv6 gna goctyna Ha cepsep RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTN ocHoBHoro RADIUS-
cepBepa, 3anpockl byayT OTNPaBAATLCS HAa pe3epBHbIe cepBepa ykasaHHble B nonsix RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. MNpu HeAOCTYNHOCTM OCHOBHOIO
RADIUS-cepBepa 3anpocbl 6yayT OTNpaBisiTbCs HAa PE3EPBHbIE;

* RADIUS Key - naponb ania asTopu3saumm Ha ocHoBHom RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponu ansa asropusaumnm Ha pe3epBHbix RADIUS-cepBepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM doniare 6yayT OTNpaBAsiTbCSA COO6LLEHUS
«Accounting» Ha RADIUS-cepsep.

Active Server — BblbepuTe, K KakoMy 13 YeTbipex RADIUS-cepBepoB AomkeH o6patutbesa VAP ans
ayTeHTUdmkaumm 6ecrnpoBOfHbIX KIIMEHTOB.

Broadcast Key Refresh Rate — nHTepBan 06HOBNEHNS LUMPOKOBELLLaTeNbHOrO (rPynnoBoro) knya Ans
KnueHToB gaHHoro VAP. MapameTp npuHumMaeT 3HadveHus ot 0 go 86400 cekyHg. Mo ymonyaHuio — 0.
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3HaueHuve 0 ykasblBaeT Ha TO, YTO LUMPOKOBeLaTesbHbIi Koy He 06HoBAsieTcs. LLnpokoBeLaTenbHbll
K/to4 He 06HOoBNsIETCS, Koraa Ha VAP BktoueH Fast Transition (IEEE 802.11r).

+ Session Key Refresh Rate — nHTepBas1 06HOB/IEHNS CECCUOHHBIX KKOUE ANst KaXKA0ro K/IMeHTa AaHHOoro
VAP. MapameTp npmHumaeT 3HavyeHus oT 30 go 86400 cekyHpg. Mo ymonuaHuio — 0. 3HaveHmne 0
yKasblBaeT Ha TO, YTO CECCUOHHbIN KoY He 0OHOBNSETCS.

* MAC Auth Type — pexvum ayTeHTudumkauns knnentos no MAC-agpecy:
+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;
* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;
+ Local — ncnonb3oBatb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOro
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.5.9 MopgmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika PyHKLMK oTKAoUYeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcsa ANna onTuMU3aLnum
6eCLUOBHOCTV POYMUHIa Ha CETW.

Modify Virtual Access Point minimal signal settings
Radic |1 ¥
VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check signal timeout (Sec, Range: 1 - 300)
0 Ld -73 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10
G -100 10
7 -100 10
8 -100 10
9 -100 10
10 -100 10
11 -100 10
12 -100 10
13 -100 10
14 -100 10
15 -100 10
Click "Update” to save the new settings.

Update

* Radio — BbIGOp HACTpanBaemMoro pagmonHTepgeinca;

VAP - HoOMep BMPTYya/1bHOM TOYKM AOCTYNa;

+ Minimal signal Enabled — npun yctaHoBneHHoM chnare BknoveHa pyHkuma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbM, HKe KOTOPOro NPOUCXOANT OTK/IHOYEHNE K/TMEHTCKOTO
o6opyaoBaHus. MNMpruHMMaeT 3HavyeHume oT -100 go -1;
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+ Check signal timeout, s — nepnog BpeMeHN, N0 UCTEYEHNM KOTOPOrO MPUHUMAETCS peLleHne 06
OTK/THOYEHMM KITMEHTCKOro o6opyaoBaHus. MpuHnumaeT 3HaveHns oT 1 go 300 cekyHA. Mo ymonyaHumio —
10 cekyHA.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.10 NMoameHto «Fast Bss Transition»

B nogmeHto «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Modlify Fast Bss Transition settings

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT over DS off ¥

Mobility Domain 0 (0 - 65535)

RO Key Holder (1 - 48 characters)
R1 Key Holder {3000 22000 1 30000 0 1300520
Reassociation Deadline (1000 (1000 - 4294957295)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — Bbl6Op pagnonHTepdelica, Ha KOTopom 6yaeT HacTpoeH FBT;

+ VAP - HOMep BUPTYasIbHOW TOYKM AOCTYNa, Ha KOTOPOi 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaumsa pyHKLMM BbICTPON Nepeaayn 6azoBoro Habopa cnyxo ans
YCKOpeHWs npouecca ayTeHTMdurKauum Ha Touke JocTyna:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

* FT over DS - Bk/Ito4YeHNe MexaHn3Ma obMeHa mexay 6a30BbiMU CTaHLMAMN Yepes NMPOBOAHYHO CETb.
KnuneHT npu Heo6XxoAMMOCTI COBEPLUNTL POYMUHT OTNPaB/IseT Ha TeKyLLyto Touky goctyna FT Action
Request Frame ¢ Heo6xoAMMbIMU aBTOPU3ALMOHHBLIMW AaHHbIMU. Tekyllaa Touka AocTyna
NHKaNCcynupyeT AaHHbI hpeiim 1 nepeHanpas/iseT Ha Le/eBy TOUKY A0CTyna Yepes NpOBOAHYHO CETb.
LleneBas Touka focTyna noATBepxaaeT BO3MOXHOCTb ObICTPON ayTeHTUMKALMN UHKANCYMPOBaHHbIM
coobueHnem Tekywein Touke goctyna FT Action Response Frame. TekyLian Touka gocTtyna nepecbinaet
3T0 coobLeHre KMeHTy. [ocne oKoHYaHus npolecca KNMEeHT OTCbIIaeT Ha LesieByto TOUKY AocTyna
3anpoc Reassociation. MNpu oTkntoveHHon doyHkuun FT over DS pabotaeT FT over AIR, B TakoM cnyyae
aBTOpM3auusa KMeHTa Ha LieneBoii ToUke JocTyna NponcxoauT C UCNOMb30BaHNEM CTaHAAPTHbIX
dhperimoB ayTeHTUGMKaLNN:

* On — OYHKUWS BK/IOYEHS,
+ Off — doyHKUMA BbIK/IOYEHA.

*+ Mobility Domain — HOMep rpynnbl, B paMmkax KOTOpOi MOXeT ObiTb COBEPLUEH POYMUHT. MpuHUMaeT
3HadeHns ot 0 go 65535. Mo ymonyaHuio — 0;

* RO Key Holder — kntoy PMK-R0. MoxeT cogepxaTtb oT 1 40 48 cumB0N0OB. [LONOHUTE/IbHO UCMNO/b3YeTCH
B KayecTBe ngeHtndukaropa NAS, kotopblli 6yaeT oTnpaBnsaTbes B coobuieHun Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B dpopmaTte MAC-azpeca XX:XX:XX:XX:XX:XX;

* Reassociation Deadline — makcmasibHOE paspeLleHHoe BpeMsi OxXugaHns 3anpoca "Reassociation” ot
ctaHumn. MpuHnumaet 3HadveHus ot 1000 go 4294967295 mc. Mo ymonyaHuio — 1000 mc.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Mocse ykasaHusi OCHOBHbIX NMapaMeTpoB HEO6XOAMMO HAaCTPOUTbL B3aMMOENCcTBUE C Toukamu A0CTYyna, Mexay
KOTOPbIMU BYAET OCYLECTBNATLCA POYMUHT, 3a4aB MAC-aapeca ToYeK A0CTyna U K/oun.

MAC Address RRB Key MAC Address R1 Key Holder RRB Key

NASID
{1 - 48 characters) {16 characters) (MAC Address) {18 characters)

Add Add

Remote RO Key Holder Data Remote R1 Key Holder Data

Remove Remove

Click "Updste” to save the new settings. Click "Update™ to save the new settings.

Update Update

* MAC Address — MAC-azpec TOYKM 40CTYyna, y4acTBYIOLLEl B POYMUHTE;

* NAS ID - ngentuncmkatop NAS, npuHumaeT 3HadeHue, ykasaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B chopmate MAC-agpeca XX:XX:XX:XX:XX:XX;

* RRB Key — knto4 ans wndposaHms RRM-coo6LieHnin gsimHoin 16 cMMBO/IOB.

[na po6asneHns 3anucu B Tabnmuy Haxxmmute KHomnky «Add».
[ns ygpaneHus 3anncy 13 Tabnuubl BblAENTE CTPOKY Y HOKMUTE KHOMKY «Remove».

[na BCTynneHns B cuy HOBOW KOHUIypaLumn 1 3aHeCEHNsi HAaCTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
Haxkmute KHomnky «Update».
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4.5.11 NMoameHto «Passpoint»

Passpoint — 310 thyHKUMSA, No3BONAKOLLAA NO/Ib30BaTENAM 6ecLloBHO nepexoauTs ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxusBaeT cnegyrowme TUnbl ayTeHTUOUKaLnN:

« EAP-TLS (naeHTudmKauma Ha OcHoBe cepTudmkara),

« EAP-SIM (naeHTUdmnkaumsi Ha ocHoBe aaHHbiXx GSM SIM-kapTbl),

« EAP-AKA (naeHTudukaumsi Ha ocHose AaHHbix UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBaTensi U Naposs, cepTudhukar ans cepeepa).

Modify Passpoint settings

Radio |1 w

VAP | PPVAPOD W

Passpoint Parameters :

802.11u Status Off w

Internet Access Off v

ASRA Off w

Network Access Type Private Network W
Interworking HESSID 00:23:45:67:89:ab (300000 00NN RN INN )
P2P IE Status Off v

P2P Cross Status Off w

IP Address Type Availability Information
IPv4 Mot Available ~

IPvE Mot Available 4

Bbibepute paanonHTepgenc n BUpTyasibHyH0 TOUKY AOCTYNa, Ha KOTOpoi byaeT pabotaTk Passpoint
3anosiHnTe Nons Hke (N0 HeEOBXOAMMOCTH).

* Radio - pagnounHTepdeiic, Ha KOTOPOM HeOBXOAMMO akTUBUPOBaTL PYHKLMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha koTopoii He06X04MMO akTUBMPOBaTb (hyHKLMIO Passpoint.

MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.7117u Status — BKNIOUNTL/BbIKOUNTE OYHKLUMIO Passpoint;
* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,
+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh [ONOMHUTENbHBIN LIar aBTopr3auum
npw NOsTy4eHUn JOCTyna;
* Network Access Type — TN B3aMMOZEINCTBUSA C CETbIO AOCTyna:
* Private Network — yacTHas ceTb;
* Private Network with Guest Access — yacTHas CETb C FOCTEBbIM AOCTYMNOM;
+ Chargable Public Network — Tapudunumnpyemas nybvyHas ceTb;
*+ Free Public Network — 6ecnnaTtHasi ny6nnyHas ceTb;
+ Emergency Services Only Network — ceTb o1 aBapuitHbIX C/1yX6 1 cyX6 CKOpPO NOMOLLK;
* Personal Device Network — nuyHas ceTb YCTPOICTBa;
+ Test or Experimental — TecToBas CeTb;
+ Wildcard - Bzaumopgeliicteue yepes Bayyepsl (wildcard-ceptudomkar);
* Interworking HESSID — MAC-agpec, eauHbIil ANs BCEX TOYEK AOCTyna Of4HON CeTw.

NHdopmauus o Tune goctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
* IPv6 — HacTpolika gocTyna ucnonb3ys npoTokon IPvé.
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MNetwork Authentication Type List
Auth Type Redirect URL

Not Configured v | (URL)

Not Configured v | {URL)

Not Configured ~ | (URL)

Not Configured v | {URL)

Wenue Group Unspecified W
Venue Type Unspecified “

Venue Name List

Venue Name Language Code

Not Configured
ENG w

Not Configured
ENG w

Tunbl ayteHTucpukauum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauum:
« Not Configured — Tnn ayTeHTUdMKaLNN HE YCTAHOB/IEH;
+ Acceptance of Term and Conditions — ayTeHTUMKauns ¢ NPUHATAEM NOJIb30BaTE/TbCKOIO
cornawleHus;
* Online Enrollment — pernctpaunsi OHNaH,;
« HTTP/HTTPS Redirection — nepeagpecaunsi no HTTP/HTTPS;
* DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ans seoga URL-agpeca, Ha KoTopblii 6yAeT BbiNo/HEHa Nepeagpecauus. [JocTynHa
npu TMnax ayteHTudnkaumm: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection.

WHdopmauusa o mecte yctaHoBku (Venue Details):

+ Venue Group — Kateropus Mecta yCcTaHOBKM, onpegeneHHasn ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHo;
+ Assembly — mecTa 60/1bLIOr0 cKonsieHnsi Ntoaeli (CTaamnoHbl, TeaTpbl, pECTopaHbl, BOK3asbl,
asponopTbl ¥ T.1N.).
* Business — 6aHKM, 0UChI, HAYYHblE LLEHTPbI U T.N.
* Educational — y4ebHble LEHTPBbI
* Factory and Industrial — npoMblILLINEHHbIE 34aHUS,
* Institutional — rocyfapcTBeHHbIE YUpeXaeHus;
* Mercantile — kommepyeckne (TOproBble) opraHM3auuy;
« Residential — xunble KOMNEKCHI;
+ Storage — xpaHunuwa/cknagsl,
« Utility and Miscellaneous — KOMMYyHaJbHbI€ CYXObl U T.N.;
+ Vehicular — TpaHcnopr,
+ Outdoor - pa3melyeHne Ha ynuvue (ropoAckue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — 4yacTHble TEppPUTOPUN.
+ Venue Type — TN MeCToNoNOXeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BbIGPaHHO BbILLE KaTeropmm
pacnonoXeHus.

Cnucok mectononoxeHuit Touek goctyna (Venue Name List):

+ Venue Name - HaMeHOBaHWsi MeCTa yCTaHOBKM TOUKU A0CTYNa;
+ Language Code — 5i3blK.
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Roaming Consortium List
OUI Name

|Nm Configured |

| Mot Configured |

3GPP Cellular Network Information List
Country Code

| Mot Configured
| Mot Configured
| Mot Configurad
| Mot Configured
| Mot Configured

| Mot Configurad
Domain List

1 | Net Configured |

3 | Net Configured |

Is Beacon

No »

No w

Network Code

|I'-.Im Configured |
|I'-.Iot Configured |
|Not Configured |
|I'-.Im Configured |
|Not Configured |
|Not Configured |

2| Mot Configured |

4 | Mot Configured |

Cnucok opraHusayuii (Roaming Consortium List):

OUI Name — yHuKasnbHbIli ngeHTudgmkatop opradusaumm (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

Mucpopmauus o 3GPP ceTtax cotoBoii cBa3u (3GPP Cellular Network Information List):

Country Code — kop, CTpaHbl;
Network Code — kop, ceTu.

Cnucok gomeHoB (Domain List):

Bnnwmnte gomeHsl B CB060,EI|Hb|e nons.

Realm Name Encoding
Not Configured RFC4252 v
Mot Configured RFC4282 v
Not Configured RFC4252 i
Mot Configured RFC4252 v
Not Configured RFC4252 v
Not Configured RFC4252 T

Realm List:

EAP and Auth Information

Mot Configured
Mot Configured
Mot Configured
Mot Configured
Mot Configured

Mot Configured

| Modify
 Modify
| Modify_
Modify
| Modify

| Modify ||

Reset
Reset
" Reset_ 1
Reset
_Reset

Reset_ 1

Cnucok o6nacrteii (Realm list):

Realm Name — Ha3BaHue obnacTty;

Encoding - kognpoBka (RFC4282, UTF8);
EAP and Auth Information — nHdhopmaymsi 0 MPOTOKO/E U ayTEHTUINKALUN.
Modify — HacTpouTb TN 1 NapameTpbl ayTEHTUNKALNY;

Reset — c6poCUTb HACTPOIAKN.
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Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Passpoint Status Disabled ¥
Pazzpoint Capability Relesse 1 ¥
DGAF Disabled Status Disabled ¥
ANQP 4 frame Disabled ¥
Gas Come Back Delay 0

Frowy ARP Status Disabled ¥

Operating Class Indicator

Operating Class 81

Anonymous NAI Mot Configured
L2 Traffic Inspecticn Enabled ¥
ICMPv4 Echo Enabled ¥

Operator Friendly Name List
Operator Name

Language Code

Not Configured ENG ¥

Not Configured ENG ¥
QoS Map ID o

MNAI Home Realm Query List

Home Realm Encoding
Mot Configured RFC43282 ¥
Not Configured RFC4282 ¥

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Passpoint Status — BkntounTh (enable) / otkntounTs (disable) doyHkumio Passpoint;
Passpoint Capability — onpegenntb NoAAEPXMBAET /N YCTPONCTBO (hyHKUMIO Passpoint;
DGAF Disabled Status — BkntoumnTb (enable) / BbikntounTs (disable) nepeagpecaumto HUCXOAALLMX
rpynnoBbIX afpecHbIX kKaapoB (41s MynbTMkacTa). Korga Touka focTyna nepegaet Kagpbl, cogepxatiye
anemeHT nHamkauun HS2.0, B kotopom 3HaveHne DGAF Disable yctaHoBneHo paBHbiM disable,
MOGU/IbHOE YCTPOMCTBO A0/HKHO OTOPOCUTL BCE NMPUHATLIE KOHUKACT IP-NakeTbl, KOTopble 6bln
pacLumMdpoBaHbl C MOMOLLbIO K/toya rpynnbi;
ANQP 4 frame — BkntounTs (enable) / BbikntounTb (disable) o6meH 4 GAS-thpeiivamys;
Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;
Proxy ARP Status — akTmBupoBaTb (enable) / neaktuBuposarts (disable) ARP-npokcu (Proxy ARP);
Operating Class Indicator:

*+ Operating Class 81 — paboTta B gnanasoHe 2.4 I'Tu;

* Operating Class 115 — pabota B gnanasoHe 51Ty,

+ Operating Class 81&115 — ogHOBpeMeHHast paboTta B guanasoHax 2.4 un 51Ty,.,
Anonymous NAI — ycTaHoBUTb aHOHMMHbIN ID goctyna k cetn (NAI — Network Access ldentifier);
L2 Traffic Inspection — BkntounTb (enable) / BbiktounTb (disable) koHTponb 1 dnnsTpaumio L2-Tpadmka
(mocTynHO AnsA Touek JOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 hunsTpaumm
Tpaduka);
ICMPv4 Echo — cpyHkumna comnstpaummn gna ICMPv4 Echo 3anpocos.

Onepartopbl, KOTOPbIM [OCTYNHO NogkntoueHne Passpoint Ha gaHHoI Touke gocTtyna (Operator Friendly
Name List):

Operator Name — umsa oneparopa;
Language Code — A3blK;
QoS Map ID — npeHtudpukarop QoS Map.

Cnucok gomawHux oénacrteit (NAl Home Realm Query List):

Home Realm — pomaluHsast 06nacTs;
Encoding — xogupoBka (RFC4282 unu UTF8).
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Connection Capability List :

Protocol Port Status
Select b Select bl Select
Select v v Selec
Select hd bl Selec
Select b Select A Select

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

* Protocol — npoToKo/1, N0 KOTOPOMY BO3MOXHO MOAK/THOUEHNE:
+ ICMP (0x1) — ICMP npoTokon;
« TCP (0x6) — TCP npoTokon;
« UDP (0x11) — UDP npotokon;
+ ESP (0x32) - npotokon ESP.
* Port — nopT, Mo KOTOPOMY BO3MOXHO MOAK/OUYEHWE;
« Status — cTaTyc NoaKItoYeHus:
* Closed - nogkntoyeHne No AaHHbIM NapaMeTpam 3aKpbITo;
+ Open — NOAK/OYEHME MO AaHHLIM NapamMeTpam JOCTYMHO;
* Unknown — cTaTyc Noak/Ito4eHnsi HEM3BECTEH.

0SU Provider List:

05U SSID : 05U
05U Friendly Name 05U Desc 05U Language Code OSU Server URI 05U NAI
#1 SP Red Test Onlyleng Free service for te https://ceu-serve
1-1
1-2
1-3
#32 Mot Configured Mot Configured
2-1
2-2
2-3
#3 Mot Configured Mot Configured
3-1
3-2

3-3

05U Method
SOAP-XML

COMA-DM

OMA-DM

Al

r

v

OS5U lcon
Select
Select
Select
u]
Select
Select
Select
o]
Select
Select

Select

Cnucok npoBaiigepoB, KOTOPbIM AOCTYNHA OHNaliH-perucTpayus (OSU Provider List):

+ OSU SSID - ngeHTncpmkatop cetn ansa oHnarH-perncTpaumm;
* OSU Friendly Name — ums IHTepHET npoBaigepa;

+ OSU Desc — onucaHue cepeepa OHAalH-perncrpaumy;

+ OSU Language Code — ko, i3blka OHMaliH-perncrpaymy;

+ OSU Server URI — URL cepBepa oHMaiH-perncTpauny;

+ OSU NAI - ID pocTyna K ceTu on1a oHnaH-perncTpaumm;

+ OSU Method - meToga oHnanH-perncTpauny;

+ OSU Icon — norotun nposaigepa.
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WAN Metrics Information :

Link Status Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

LA E] L B ¥ = = = = =

MHopmauus o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coeguHeHne aKkTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coeguHeHne paboTaeT B TECTOBOM pPeXUME.
« Symmetric Link — coeguHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnocO6HOCTb;
« Down Link speed — ckOpOCTb HUCXOASLLIEro NOTOKA,;
* Up Link speed — cKOpOCTb BOCXOASILLErO NOTOKA;
« Down Link Load — Harpy3ka Ha H1CXoAsLLmMiA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL M NOTOK,;
« Lmd - gnnTenbHoCTb n3mepeHus Harpysku (Load Measurement Duration).

[Nsi BCTYN/IeHUSI B Uy HOBOM KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».

4.512 TMopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radic |17

WAP Enabled WMF-Enable
o v

10
11
1z
13
14

15

Click "Update” to save the new settings.

Updste

* Radio — BbIGOp pagnonHTepdelica;

+ VAP - HOMep BUPTYasibHOW TOUKM A0CTYNa;

+ Enabled — npun yctaHoBNEHHOM chnare BUpTyasibHasA Touka focTyna 6yaeT akTVBHa, MHavye — He akTUBHa,;

+ WMF-Enable — npun ycTaHOB/IeHHOM dhnare 6yAeT akTuBHa (pyHKLMA nepeHanpaBneHns multicast-
NakeToB Ha BUPTYasIbHOIN TOUKe AO0CTYNa, MHavye — He aKTMBHaA.

[ns BCTyNneHust B cuy HOBOW KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B 3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MeXAy Toukamm AocTyna no 6ecrnpoBOAHON ceTu.

€ WDS He MoxeT 6bITb HaCTpOEH, ec/in Ha Touke HacTpoeH WGB nnu BkOYEeH pexnm knacrepa.

€ /s koppekTHOIi pa6oTbl WDS Heo6X0AMMO, YTOBbI Ha TouKax AocTyna 6blia ycTaHoBeHa
oAVHaKoBasi BEpCcus NporpaMMHOro ob6ecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off v

Spanning Tree Made Enabled \® Disabled
Interface wian0wds0 Interface wlanOwds4
Radio [EN! Radio [1v]
local Address | EB:28:CLiC1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Connection Status | down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Interface wlanlwds1 Interface wlanDwds5
Radio [t v] Radio [1v]
local Address |E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | Mone (Plain-text) | Encryption | None (Plain-text) v |
Interface wian0wds2 Interface wlanOwds6
Radio [1v] Radio [1v]
local Address |E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CLea7:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) w | Encryption | Mone (Plain-text) v |
Interface wianOwds3 Interface wlanOwds?
Radio [1v] Radio [1v]
local Address | E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:a7:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | Mone (Plain-text) w | Encryption | None (Plain-text) w |
Click "Update" to save the new settings.

| Update |

+ Tunneling — onuus AOCTyNHa TO/bKO NpY Ucnosb3oBaHun GRE:
+ Off — GRE He ncnonbayetcs, onums Tunneling BbIKIHOYEHS;
* Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogknoyaeTca Kk Master no pagnonHtepdeiicy.
+ Spanning Tree Mode — pexum paboTbl npoTtokona STP gns npegoTspaleHnst netesb B CETU:
+ Enabled — npu yctaHOB/IieHHOM (hnare npoTokos STP paspelueH A5 UCNoib30BaHus.
PekomeHgyeTcs BKNOUUTL Npu ncnosb3osaHui WDS;
* Disable — npu yctaHoBneHHOM chnare npotokon STP 3anpeLyeH.
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* Radio — Bbl6op pagnonHTepdeiica. Radio 1 — WDS 6yaet noctpoeH B gnanasoHe 2.4 'y, Radio 2 -
WDS 6yanet nocTpoeH B gnanasoHe 5w,

+ Local Address — npocmoTp MAC-agpeca TekyLlero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica Toukn AOCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces;

+ Connection Status — cTaTyc COefiMHeHWs;

+ Signal — ypoBeHb cUrHasia, C KOTOpbIM TekyLliaa Touka A0CTyna BUAMT BCTPEUHYIO TOUYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

* None — He ucnonb3oBaTh WMGpPOBaAHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTPOnKu:
+ SSID — nima Wi-Fi cetu;
+ Key — WPA-kntou. IniMHa kioya coctas/iseTt oT 8 40 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeceHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».
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B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoitka 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoakIYaTbes K JaHHO Touke AocTyna.

Global policy Allow only stations in list

® Block all stations in list

Access List r

Radic (1 ¥

VAP SSID
0 |Eltex-Loca

1 |000111_TestLength
2 |pRAS-Guest

3 |Eltex-Guest

4 |test_80211r_5g

5 |1.11.4_802111r

= 1.11.4_802111r_2&

7 |virtual Access Point 7

oo
<

riual Access Point 8

s}
<

rtual Access Point 9

10

<=

rtual Access Point 10

11

=

riual Access Point 11

1z

=

rtual Access Point 12

13

=

rtual Access Point 13
14 virtual Access Peint 14

15 |virtual Access Point 15

Click "Update™ to save the new settings.
Update

Configure MAC Authentication of client stations

ACL

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

Policy Mode
Global ¥

Global ¥
Global ¥
Glebal ¥
Global ¥
Global ¥
Glebal ¥
Global *
Global ¥
Glebal ¥
Global *
Global ¥
Global ¥
Global ¥
Global ¥

Global ¥

+ Global policy — Bbi6op cnucka tpunstpaunn MAC-agpecoB npu ayTeHTUdMKauum,
+ Allow o nly s tations in list — npn yctaHoBNeHHOM chriare 6yaeT hopMmpoBaTbCa 6eblil CNNCOK

MAC-agpecos;
* Block all stations in list — npn yctaHoB/eHHOM dhnare 6yaet (oOpMUPOBATLCS YEPHbIA CNCOK
MAC-agpecos.
Access List Create W

Mew acl name

{1 - 32 characters)

Click "Update™ to save the new settings.
Update

68



PykoBoacTtso no akcnnyatauum WEP-12ac

* Access List — BbIGOp cyLlecTBytoLMX cnnuckoB MAC-afpecoB uan co3faHne HOBOTO CnvcKa:

+ Create - co3gaHne HOBOro cnncka:

+ New acl name — BBeauTe UMsi HoBOro cnucka MAC-aapecoB 1 HaxMuTe kKHomnky «Update»

ONa ero cosgaHus.

Access List

Delete Access List

Stations List

Test_List v

E8:28:C1:DA:CB:80
E8:28:F1:DA:CB:BO
AB:28:C1:DA:CB:80

Remowe

Add

« default — ctaHgapTHbI nycToli cnucok MAC-aapecoB. MNpy BbIGOPE AaHHOIO cnvcka unm noboro
[pyroro paHee co3gaHHOro 6yayT AOCTYMHbI ANS pefakTUpOBaHWUs Nons:
+ Delete Access List — npu ycTaHoBKe hbnara u nocsegyroLlieM Hakatnum Ha kHornky «Update»,
BblOpaHHbIli Access List 6yaet yaaneH. Cnucok default ynanutb Henb3s.
+ Stations List — cnucok MAC-apecoB K/IMEHTOB, KOTOPbIM pa3peLleH/3anpeLyeH 4oCTyn.

[nsa npo6asneHns MAC-agpeca B cnvucok ounsTpauun, B napameTpe «Access List» Bbi6epuTe HyXHbIi CMCOK
n Beeante MAC-agpec, KOTOpbIl HyXXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-agpec nosisButcs B

pasgene «Station List» .

Ona ynanenna MAC-agpeca 13 cnvcka B pasgerne «Station List» Bbi6epuTe 3anncb U HXXMUTE Ha KHOMKY

«Remove».

* Radio — BbI6Op paamo nHTepdeiica ToUkM AOCTYNa;
* VAP — HOMep BUPTYa/IbHOIN TOYKN AOCTYNa;

+ SSID — nmA BUPTYaU1bHON TOUKN AOCTYNa;

+ ACL - BbI6op cnncka MAC-agpecoB 4191 NpUBA3KU ero K BblopaHHoMy SSID;
* Policy Mode — HacTpoiika 6enbix/4yepHbix cnmckoB MAC-agpecos:
* Global — pnsa Tekywero SSID Bbi6paHHbIin cnucok MAC-aapecoB 6yeT COOTBETCTBOBATb

rnobasibHoMy cpnary;

+ Allow — ans Tekywiero SSID BbIGpaHHbIii CNCOK ByaeT SBNATLCA 6enbiM (YCTpoiicTBam M3 cnvcka

paspeLlleH JocTyn);

* Block — ans Tekyuiero SSID BbIGpaHHbIi CIUCOK ByAeT SABNATLCS YePHbIM (YCTPOCTBaM 13 cnncka

3anpeLleH AocTyn).

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb

HaxxmuTe kHonky «Update».
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PykoBoacTtso no akcnnyatauum WEP-12ac

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K
TOYKe AOCTyNna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Load Balancing
Utilization for Me New Asso

cations

Click "Update” to save the new settings.
Update

Modify load balancing settings

Enabled '®

Disabled

(Percent, 0 disables)

+ Load Balancing — 6anaHcupoBKa Harpysku:

* Enabled — 6anaHcMpoBKa Harpy3ku BK/IHOUYEHS;

* Disabled — 6anaHcnpoBKa Harpy3ku BbIK/llOUEHA.
« Utilization for No New Associations — ypOoBeHb yTUNM3aLuMn NOM0Cbl NPONYCKaHMs TOUKM A0CTYyna, Npu

NpPeBbILLEeHNN KOTOPOU NPOUCXOANT 3anpeT Ha NOAK/IYEHMEe HOBbIX KNIMEHTOB, 3agaeTca B %. Mo
ymonyanuio — 0.

[Nsi BCTYN/IeHUSI B CU/TY HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».

4.5.16 MopmeHto «Authentication»

B nogmeHto «Authentication» npon3BoanTCs HACTPOIKa TOUYKM AOCTYNa B peXUME K/IMeHTa no NpoToKony
802.1X onsa npoxoxaeHUs npouenypbl ayTeHTUMKauumn Ha BbilecTosAweM 060pya0BaHUN.

Modify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the page.
Refrash

Supplicant Configuration ...
802.1¥ Supplicant Enabled ® Disabled

EAP Method iDS ¥
Username (Range: 1 - 64 characters)
Password (Range: 1 - 64 characters)
Click #Update® to save the new settings.
Update
Certificate File Status ...
Certificate File Present no
Certificate Expiration Date Mot Present
Certificate File Upload ...
Erowse to the location where your certificate file is stored and click the "Upload” button.

To upload from & TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® y11p TFTE

Filemame $ain He exlfpand

Upload

BufepuTe tain

Supplicant Configuration — B pasgene BbINOMHAETCA HACTPOiKa NapaMeTPOB ayTEHTUIMNKALMN:

+ 802.1X Supplicant — BKNOUNTb/BbIKOUNTL PAbOTY TOUKM AOCTYNa B PEXMME K/IMEeHTa N0 NPOTOKOY

802.1X:

« Enabled — BkoUUTb;
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+ Disabled — BbIKMOUNTD;
+ EAP Method — anroputm wndgpoBaHus Npu ayTeHTUdUKaLMM nonb3oBaTtens. Bo3mMoxHble 3Ha4YeHus:
MDS5, PEAP, TLS;
+ Username — ums nonb3oBatens. NapameTp MoOXeT cogepxarb oT 1 40 64 CMMBO/OB;
+ Password — naponb. MNapameTp MOXeT cogepxatb oT 1 40 64 CUMBO/IOB.

[ns BCTynneHus B cuy HOBOW KOHOMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauuio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present — yka3blBa€eT, npucyTcTBYeT v paiin ceptudmkata HTTP SSL. Bo3aMoxHble
3Ha4yeHus: yes, no. Mo ymonyaHuo ceptudpmkar oTcyTCcTByEeT — NO.

« Certificate Expiration Date — faTa, yka3blBatoLlas Ha TO, KOraa UCTeYeT CPoK AeicTBus daiina
ceptudomkata HTTP SSL. Ecnn ceptudomkaT oTcyTCTBYET 0TO6paxaeTcs coobuleHne — «Not Present».

Certificate File Upload - B pa3gene BbinosHsieTcs 3arpy3ska channa HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudnkara:
* HTTP - 3arpyska ceptucpmkara yepes HTTP. Mpu Bbi6ope aToro cnocoba HaxXMmTe KHOMKY
«BbibepuTe thaiin», ykaxute aiin, KoTopblii HY>XHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy)XHO 3anosiHUTb
cnegytoiime nons:
*+ Filename — nms haiina ceptucpmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.5.17 NopmeHo «Management ACL»

B noameHio «kManagement ACL» BbINOMHSAETCS HACTPOIKa CMMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Made Enabled ™ pDisabled

IP Address 1 [ O O )
IF Address Z [ L BN )
[ O L )

o R L I )

Wwoowoo
E I 3]

(5]

(st terera e et et ey |

(3 R LR | B RO L B | BRI 1 )
[ 3033 R0 I OO R § OO0 0 | IO 1 3000
[ 3annt R0 IO L B0 BRI L BN | BN 1 )

I:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX)

wowmomomoom
m o WMo

|:XXXX:XXXX:XXXX:XXXXlXXXXlXXXX:XXXX:XXXX:'

Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHune CNUCKOB A0CTyNa K ynpas/ieHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBneHHOM chnare oyHKLMOHaN BK/IOYEH;
* Disabled — npu yctaHoBneHHOM chnare OyHKLMOHa OTK/THOYEH;
« IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEKT AOCTYN K yNpaBfieHN0 YCTPONCTBOM;
+ IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBneHnto YyCTPOCTBOM.

[Nsi BCTYN/IeHUSI B Uy HOBOI KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkMuTe KHonky «Update».
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B nogmeHto «OTT Settings» BbinonHseTcs HacTpoiika napametpoB OTT(Over the Top) ans noctpoeHus IPsec,

nn6o GRE-TyHHenel BHyTpu IPSec coemHeHNs OT TOYKM JOCTyna.

OTT Settings

Service Activator URL
IPsec Remote Gateway 172.16.0.1

IPzec Operational Status

XAUTH User user
¥AUTH Password password
Advanced Settings =

(https:// <xxx. 200000 [ Demain name=: <Port=)

(s 00000 x06x | Domain name)

(Range: 4-16 chars)
(Ranage: 8-48 chars)

+ Service Activator URL — agpec cepBuc-akTnBaTopa, 3agaetcs B goopmarte https://<xXX.XXX.XXX.XXX /

Domain name>:<Port>

+ IPsec Remote Gateway — wnto3 ansa IPsec, 3agaetca B oopmare IP-agpeca niv 4OMEHHOITo MMeHMN.

+ IPsec Operation Status — ycTaHOBUTE (DNAXKOK A5 BKIOUEHNS KOHGUTypupyemoro IPsec coeguHeHus.

« XAUTH User — nms nonb3oBarens Ans pacluMpeHHon aBTopmsanmm, Heobxoammo Aas paboThbl
mexaHu3ma mode config. MapameTp go/mkeH cogepxarb oT 4 o 16 CMMBO/IOB.

+ XAUTH Password — naposb nosib3oBaTens A1 pacluMpeHHoli aBTopusaumm, Heo6xoamMmo ans paboTbl
mexaHu3ma mode config. MapameTp Jo/mKeH cogepxaTtb oT 8 Ao 48 cMBO/OB.

UTo6bl NepeinTn K paclUMpeHHOMY CMUCKY NapaMeTPOB, HXKMUTE KHOMKY C N306PaXEHNEM CUMBOA «+»

HanpoTtus «Advanced Settings»:

Advanced Settings
IKE Proposal

IKE Authentication Algorithm
IKE DH Group

|IKE Encryption Algorithm
IKE Policy
Use ISAKMP Mode Config

IKE Lifetime
Use NAT-T
IPsec MAT Keepalive

IPsec Password

IPsec Proposal
|Psec Authentication Algorithm

|Psec DH Group

|Psec Encryption Algorithm
IPsec Policy
|Psec DPD Delay

IPsec Chaild SA Lifetime
IPsec VPN

Force Establish Tunnel
GRE Over IPsec

Use GRE Mode

GRE Over IPsec Mgmt
GRE Over IPsec Data
GRE MTU Offset

GRE Ping Counter

Update

*' On Off
BE4DD | (Sec, Range: 180-86400)

W

180 (Sec, Range: 1-300)

 Use XAUTH Password

mdd ~
0w

aes v

180 (Sec, Range: 5-600)

3600 (Sec, Range: 180-56400)

o

® On Off

192.168.3.2

Click “Update” to save the new settings.

192.168.3.3

148 (Range: 0-220)

3 (Range: 3-60)

{Range: B-48 chars)

(30203, 3200 30002000

(303, X200, XK KKK
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IKE Proposal:

* IKE Authentication Algorithm — Bbl6op anropuTma xawmvposaHus IKE, npefHasHaveH ans npoBepku
LEe/IOCTHOCTU AaHHBbIX.

* IKE DH Group - Bbl6op anroputma Audcun-XennmaHa, UCNosib3yeTcs YTo6bl yCTaHOBUTL OOLLNIA CEKpET
B He3alUVLLEHHON CeTU.

* IKE Encryption Algorithm — Bbi6op anroputma WwudposaHus A1 1 asbl nogknoyveHus IPsec.

IKE Policy:

+ Use ISAKMP Mode Config — akTUBUPYEM PEXMM aBTOMATUYECKOro NOJTyYeHUs BUPTYaslbHOTO agpeca,
yAanEéHHOI noacetu, agpecos ansa nogHatusa GRE-TyHHenel ot ESR, K kOTOpoMy nogkntoyaemcs no
IPSec.

* IKE Lifetime — Bpems xu3Hu IKE (cpaza 1), fomkeH 6bITb MAEHTMYEH N0 06e cTopoHbI IKE/IPsec-
coeguHeHus. MapameTp npuHumaet 3HaveHns ot 180 no 86400 cekyHg. No ymonyaHuio — 86400
CEKYHA,.

* Use NAT-T - Heob6xo4MMO BKMOUUTL donar, ecnv Touka goctyna Haxoamntces 3a NAT.

* IPsec NAT Keepalive - nepuogn4HoCTb OTnpaBku naketoB keepalive npu pa6ote yepe3 NAT, 4To6bI
NAT-TpaHCnAuMa coxpaHanach Ha BbILLECTOALMX poyTepax npu A/IMTEeNIbHON He aKTUBHOCTH CO
CTOPOHbI KNueHTa. MapameTtp npuHumaet 3HadeHns ot 0 go 300 cekyHA,. Mo ymonuaHuio — 180 cekyHA,

* IPsec Password - naponb gns IKE/ISPEC-coegnHeHus. MapameTp A0/KEH cogepxaTb oT 8 oo 48
CVIMBOJ10B.

+ Use XAUTH Password — npu yctaHoBneHHom donare ans IKE/ISPEC-coegmHeHnst 6yaet ncnosb3oBaTbCs
3aaHHbIli paHee XAUTH Password. Ecnv conar He ycTaHOBNEH ByaeT MCno/b30BaTbCs Naposib,
yKasaHHbIii B none IPsec Password. Mone goctynHo ecnu Use ISAKMP Mode Config BKNtOYEH.

IKE Gateway — paszen v Bce ero napameTpbl AOCTYMNHbI 4718 peAakTpoBaHMs Npu yCoBuK, 4To napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

* IPsec Local Address — agpec KnvMeHTa, KOTOpbIA NCNo/b3yeT B kadecTBe IKE nokasibHyo CeTb C MacKow
nogceTn 255.255.255.255 (/32).

*+ IPsec Remote Network — yaaneHnHas IKE nogceTb.

*+ IPsec Remote Mask — macka yganeHHoin nogcetn IKE.

IPsec Proposal :

* IPsec Authentication Algorithm — BbI6Op asiropuTMa X3aLmpoBaHus IPsec, npegHasHayeH 419 NpoBepKu
Le/IOCTHOCTU AaHHBbIX.

* IPsec DH Group — BbI6op anroputma Anddm-XennmaHa, Mcnonb3yercs YTobbl YCTaHOBUTb 06LLMI
CeKpeT B He3all1LLEeHHOl ceTu.

* IPsec Encryption Algorithm — BblGop anroputma wmdposaHnsa ans 1 dasbl nogkaoveHns IPsec.

IPsec Policy:

* IPsec DPD Delay — vHTepBaJs1 OTNpaBKu NakeToB 0OHapyXeHus paspbiBa coeanHeHus. [Npy oTcyTCTBUM C
NPOTUBONONOXHON CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLLMMCA 1 Nnpou3BeneTt nepesanyck IPsec VPN co cBoeil CTopoHbl. MapameTp npuHuMaet
3HadeHna ot 5 go 600 cekyHa. Mo ymonyaHuio — 180 cekyHa,

+ IPsec Chaild SA Lifetime — Bpemsi xu3Hu IPsec VPN SA (cpasa 2), o/mKeH 6bITb 04UHAKOBbLIM C 06ENX
cTopoH TyHHens IKE/IPsec. [JomxeH 6bITb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHns oT
180 o 86400 cekyHa. Mo ymonuaHuo — 3600 cekyHA,

IPsec VPN:

* Force Establish Tunnel — BkIUNTb, 4TOObLI yCTaHOBUTL coeanHeHmne IPsec VPN HemeaneHHo. VHaue,
VPN-coegmHeHune IPsec 6ygeT ycTaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BkntounTb nam otkniountb GRE yepes IPsec . Bo BK/1lOUEHHOM COCTOSAHUMN A5
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:
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* GRE Over IPsec Mgmt — IP-agpec GRE gns TyHHens ynpasneHus .

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMU .

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gnsa GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHayeHo MTU ucxoas n3 pacyeta 1500 — GRE MTU Offset. MapameTp NPUHUMAET 3HAYEHMSA OT
0 po 220.

* GRE Ping Counter — 4T06bI MPOBEPUTDL, YUTO TYHHENb GRE Bce elle xuB, oTnpasnsaetcs ping Ha GRE
IP-management kaxaple 10 cekyHA. DTO 3HaYeHNe onpesensier, CKOMIbKO NakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 0 TOrO, Kak ToUKa A40CTyna nepesanycTtut coeguHeHune IPsec.

MapameTp npuMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTn.

© *Moamerio [IOCTYMHO, eC/IN Ha To4Ke AgocTyna yctaHoseHo MO ¢ nogaepxkoit Mesh (Hanpumep,
WEP-12ac-1.14.0.X-MESH.tar.gz n 60nee nosaHue Bepcum).

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off ™ |
Spanning Tree Mode On v
Tunneling Off w

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up b

Mesh 1D ‘Mesh ‘
Mesh Encryption Off

Mesh Root Oon ™

Mesh Root Address ‘ AB:F9:4B:B5:52:9 ‘

Mesh Interface Address ‘ AB:F9:4B:B5:52:9 ‘

Mesh General Settings — B faHHOM pa3szene BbINOHAETCA HacTpoiika obwmx Mesh napameTpos.

+ Autopeer Status — cTaTyc aBTOKOH(pUrypmpoBaHusi Todek goctyna. Jo/mkeH OblTb OTK/IOUYEH Ha
npoBogHoii Touke (Root) 1 BkNtOUYEH HA GECNPOBOAHbIX.
+ Spanning Tree Mode — pexum pa6oTbl npoTtokona STP ana npefoTBpaLleHns neTesb B CETH;
+ Tunneling — onuus A4OCTyNHa TONLKO NpY Mcnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling Bbiko4eHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogknoyaeTcs K Master-Touke no pagnovHTepgericy.
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Mesh Interface Settings — B faHHOM pasfesne BbINO/HAETCA HACTPOlika NapameTpoB UHTepdeica ans
opraHusauun Mesh. Pazgen goctyneH Tonbko Ha Root-Touke, T.e. Npu HaxoXxaeHun napameTpa Autopeer
Status B 3HaueHun off.

* Radio — Bbl6op pagnonHTepeiica ans opraHmsauun Mesh;

* Interface — vHTepdelic, ucnonb3yemblii Ana opraHudaunm Mesh;

+ Status — cocTosiHue koHdurypmpyemoro Mesh-nHtepdelica;

« Mesh ID — nms Mesh-cetu;

+ Mesh Encryption — ucnonb3osaHvie Mesh-ceTu ¢ wncpoBaHnem (on — BKIHOUUTb, Off — BbIKIOUNTD);
+ Mesh Root — HazHaunTb TOUKY A0CTyna KoHTposnnepom B Mesh cetn (gomkHa 6bITb TOuKol BBOAA/

NPOBOAHON);
* Root Address — MAC-agpec nHTepdeiica TOUYKM AOCTYNa, SIBMSOLLENCS KOHTPON1epoM (3anosHseTcs
aBTOMAaTUNYeCKM);

* Mesh Interface Address — MAC-agpec Mesh-nHtepdeiica KoHUIryprpyemoi To4kM [OCTyna;

Mesh Mac Authentication

Peer's list

ag:f9:4b:b5:52:8f ag:f9:4b:bB:3a:1f

| Delete From Access List || Delete From Block List Access Block

| u] | Access Block

Click "Update™ to save the new settings.

Update

Mesh Mac Authentication — B pa3gene BbINOMHAETCA Ao6aBeHne/yganeHune yyactHmkos Mesh-cetn.

+ Allowed — Toukam goctyna gobasneHHbIM B cnncok «Allowed» pa3peweH goctyn B Mesh-cetb:
+ Delete From Access List — yaanutb BblaeneHHbii MAC-agpec 13 cnucka paspeLueHHbiX;

* Blocked — Toukam gocTtyna gob6aBneHHbIM B cnucok «Blocked» 3anpelueH goctyn B Mesh-ceTb:
+ Delete From Block List — yaanutb BblaeneHHbli MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnucoOK ToOYeK AOCTYyna NpucaaBLUnX 3anpoc Ha nogknoyeHve B Mesh-cetb:
+ Access — fl06aBneHne ToUKM AoCTyna B «Gefblii» CIMCOK (A0CTYN paspeLleH);
* Block — po6aBneHue TOUKM AOCTYNA B «4epHbIii» CNNCOK ([OCTyN 3anpeLleH).

[nsa Toro, uTobbl 406aBWUTb TOUKY AocTyna B cnucok Allowed/ Blocked spy4Hyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxamb COOMBEMCMBYHOWYIO KHOMKY:

+ Access — fjob6aBneHve TOUKN AOCTyna B «6esiblii» CMCOK
* Block — po6aBneHve TO4KN AOCTYNa B «4ePHbIA» CIUCOK.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.5.20 MopmeHto «Mesh Monitoring»*

B nogmeHto « Mesh Monitoring» oTo6paxaeTcsa ctaTucTvka 1 coctosiHue coevHeHuii B Mesh-cetn.

© * MopameHIo JOCTYNHO, ECNM Ha TOYKe A0CTyna ycTaHoeneHo MO ¢ nogaepxkoit Mesh (Hanpumep,

WEP-12ac-1.14.0.X-MESH.tar.gz n 6onee no3gHue sepcun).

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update || Auto Update |

MAC Address Link State Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fi4bb¥.cc:8f ESTAB  -46 01:19:58 268274 75360 83085 (31.0%) 6723 (B.9%) 1 Kbitsisec 0 Kbits/sec
aB:f9:4b:bl:5hdf  ESTAB  -48 0L:19:59 634302 161236 85244 (13.4%) 12904 (B.0%) 0 Kbits/sec 0 Kbits/sec
ab:f94b:b4:53:7f  ESTAB  -44 14:13:42 622430 151387 B24595 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | uUpdate Graph || Auto Update |

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
ab:f9:4b:16:efbf WEP-12acrev.C(ROOT) 192.16B.56.116 1.14.0.B8-mesh_test-741%06c-MESH 0
aB:f9:4b:b0:5fdf WEP-12ac 152.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:b4:53:7f WEP-12ac 152.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
ad:fa:4b:b7.cc:8f : 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3aene otobpaxaeTcs Tabnmua co CTaTUCTUKOM COeAMHEHNIA C cOCeAHUMM

TO4YKamu gocTyna.

Stats Update — npu HaxaTum Ha KHOMNKY Npon30MAeT 0GHOBNEHME CTAaTUCTUKN B TAGNNLE;

Auto Update — aBToMaTyeckoe 06HOB/MEHNE TabnuLbl (4aHHbIE 06HOBNAIOTCS pa3 B CEKYHAY);

Mesh Network — B pa3nene otobpaxaeTcs Tabnuua ¢ MHpopmaumeli 06 yyacTHukax Mesh-cetu.

MAC Address — MAC-agpec Mesh-uHtepdpeiica cocegHei ToUkM 4OCTYyNa;
Link State — cocTosiHne coeanHeHus;

RSS! — ypoBeHb curHana oT cocefHern ToUku A0oCTyna;

Uptime — npoAo/mKUTeNbHOCTb COEANHEHNS C TOYKON AOCTYNa;

Tx Total — KONNMYECTBO YCNELLUHO OTNPaB/IEHHbIX NAKETOB;

Rx Total — KonM4ecTBO yCNELHO NPUHATbIX NaKeToB.;

Tx Retry Count — KONn4ecTBO MOBTOPHO OTNpPAaB/IEHHbIX NaKeTOB;

Rx Retried Count — KONM4eCTBO NPUHATbLIX NAKETOB, OTNPAaB/IEHHbIX MOBTOPHO;
Tx Actual Rate — Tekyllasi CKOpOCTb Nepefayn AaHHbIX, B KOUT/C;

Rx Actual Rate — TeKylllasi CKOPOCTb Npuema AaHHbIX, B KOUT/C.

€ Oto6paxaeTcs TOMLKO Ha YCTPOICTBE, ABNALMMCS KOHTPOnepoM Mesh-ceTu (Root AP).

Update Graph — npu HaxxaTum Ha KHOMKY Npoun3oiigeT obHOoBNEHME MHAopMaumn B Tabnuvue u rpade;

Auto update — aBTOMaTyeckoe 06HOBMEHNE TabnULbl 1 rpada (gaHHble 06HOBNATCA Kakable 10 cekyHA);

MAC Address — MAC-agpec Mesh-nHTepcpeiica yyacTHUKa ceTu;
Device Name — cnctemMHOe UMs yCTPOINCTBa,;

IP Address - IP-agpec ycTpoIiCcTBa;

Firmware Version — Bepcusi NnporpaMmmMHoro obecneyeHus;
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+ Last Update — Bpems nocnegHeli CUHXPOHU3aUumn C YCTPOCTBOM.

B pasgene MoHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpadya MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHUTb NPaBU/IbHOCTL PACMOIOKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPO6/IEMHbIE MECTA, & TakKe MOMOXET NPOV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BPEMEHM.

Link status:

EsTae

/

-46

WEP-12ac:rew.C(ROOT)

-48

'WEP-12ac

4.6 MeHo «Services»

B MeHIo «Services» BbIMO/THAETCS HACTPOIiKa BCTPOEHHbIX CMYX6 TOUKM A0CTyna.

4.6.1 TlogmeHto «Bonjour»

B nogmeHto «Bonjour» BbINOMHAETCSH HAaCTpoiika ycnyru Bonjour, koTopasi no3BosisieT 6eCnpoBOAHbIM TOUYKaM

JlOCTyna 1 Ux cepBrcam 06HapyXunBaTb ApYyr Apyra BHYTPU NI0Ka/IbHOM CeTu, Ucnosb3ys 3anucy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status Enzbled '® Disabled

Click "Update” to save the new settings.
| Update |

Bonjour Status — coctosiHue ycnyru Bonjour:
+ Enabled — npu ycTaHOBNEeHHOM dhnare ycnyra akTuBHa;
+ Disabled — npun yctaHOBNEHHOM hnare ycnyra BblK/toHEHA.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.6.2 MoameHto «<Web Server»

B noameHio «Web Server» BbINONHATCA HACTPOIKM AOCTYyNa K ToUke AocTyna yepe3 web-uHtepdelic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timecut (Minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

* HTTPS Server Status — coctosiHue cepeepa HTTPS:
+ Enabled — npun yctaHOoBeHHOM dhniare nogkatdeHne Kk web-nHtepdelicy yctpoiictea 6yaert no
3auymiieHHomy npotokony HTTP (HTTPS);
+ Disabled — npu yctaHoBNeHHOM dhnare nogktveHne K web-nHtepdeiicy yctpoictea He
AOCTYMHO no npotokony HTTPS;
* HTTP Server Status — coctosHne cepBepa HTTP, aTOT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHOoB/eHHOM dhnare nogkadeHne Kk web-nHrepdelicy yctpoiictea byaet
paspelueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM dhnare nogktoveHne K web-nHtepdeiicy yctpoinctea He
[OCTYNHO no npotokony HTTP;
* HTTP Port — Homep nopTa gns nepegayun HTTP-Tpachumka. MapameTp npuHMmaet 3HadeHns ot 1025 go
65535. Mo ymonuaHuio — 80;
* HTTPS Port — Homep nopta ansa nepegaydn HTTPS-Tpaduka. MapameTp npuHMMaeT 3HavyeHus ot 1025
[0 65535. To ymonyaHuio — 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OAHOBPEMEHHO 3anyLleHHbl. MapameTp npuHUMaeT 3HadeHms ot 1 go 10 ceccuid. Mo ymonyaxuio — 5;
+ Session Timeout (minutes) — nepvog, BpEMEHM, N0 UCTEYEHNN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINOTHAT BbIXO4, U3 Web-nHTepdeiica, ecnim nonb3oBaTeslb He Obl1 akTUBEH. MapameTp npuHUMaeT
3HayeHus ot 1 o 1440 muHyT. Mo ymonyaHuio — 60 MUHYT.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTP S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Izssuer Commaon Name: CN=192.168.1.10

Generate HTTP SSL Certificate — B gaHHOM pa3gene npu Haxatum Ha kHonky «Update» BbinonHseTcs
reHepauusa HoBoro HTTP SSL ceptuchmkata gns 6esonacHoro goctyna k web-cepsepy. [JaHHoe gelicteue
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HY>XHO BbINO/THUTbL NpW Nnony4yeHumn IP-agpeca, 4To6bl UMsSi cepTudinkaTa cosnagano ¢ IP-agpecom ycTpoiicTea.

Mpwv co3naHun HOBOTO cepTudinkara byaet 3anyLieH web-cepsep 6e3onacHoCTU. 3aluieHHOe CoejuHeHe
He ByaeT (hyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npyMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npuBoautcst uHdopmaums o HTTP SSL cepTtudimkare:

« Certificate File Present — yka3blBa€eT, NpucyTCTByeT /in ceptudpmkat SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeNCTBUTENEH;
« Certificate Issuer Common Name — ums ceptudomkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To save the Certificate to an external TFTF server, click the TFTF radioc button and enter the TFTP server information.

Download Method ® HTTP TFTP

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” buttan.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® HTTP TFTP
HTTF S5L Certificate File BriGepute dain | ®afn He spibpad

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINoOMHAETCA coxpaHeHne Tekywero HTTP SSL

cepTudmkaTta, KOTOpbI B fasibHeleM MOXET GbITb MCNOMb30BaH kak backup-chaiin:

Download Method — meToa coxpaHeHma HTTP SSL ceptudukara:
* HTTP - dpaiin 6ypet coxpaHeH no HTTP Ha koMnbloTep;
* TFTP - ceptuchukaTt byaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyxHO
3anosiHnTL crieayoLme nons:

« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3a4aeTcsi CTpoka Ao 256 CMMBO/IOB.

« Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTLCA AN
3arpysku goain.

HaxmunTte Ha kHonky «Download» gns coxpaHeHus danna HTTP SSL ceptudmkara.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zaene BbINOMHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

Upload Method — meTog 3arpy3ku chainna HTTP SSL cepTtudukara:
* HTTP - no HTTP, npu ykasaHuu aToro cnocoba HaxmumTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpPbI HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3anosiHUTb cregyroLue nons:

« HTTP SSL Certificate File — nmsi dpaiina ceptudukaTta, 3aaeTcsi CTpoka Ao 256 CMMBO/IOB.

+ Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTLCA ANS
3arpysku goan.

HaxmunTte Ha kHonKy «Upload» ansa 3arpysku ¢paiina Ha yCTpOoicTBO.
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4.6.3 MNopgmMeH «SSH»
B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH
LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

SSH Configuration

SSH Status @) Enabled () Disabled

SSH Port (Range: 1025-65535, Default: 22)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

SSH Status — cocTosiHue gocTyna K yCTPOMCTBY No NpoTokosy SSH:

+ Enabled — npun yctaHoBNeHHOM dhniare fOCTYnN paspeLleH;
* Disabled — npu yctaHOBNEeHHOM hriare fOCTYN 3anpeLyeH.

SSH Port — HoOMep nopTa AocTyna K yCTpoicTBy no npotokony SSH. nana3oH 3HauveHuid 1025-65535, nopT no
yMoOlyaHmo: 22.

[na BCTynneHns B cuy HOBOW KOHOUIypaLum 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBMCMMYH0 NamMsiTb
HaxkmuTe KHomnky «Update».

4.6.4 TMoameHto «Telnet»

B noameHto «Telnet» BbiNonHseTCS HACTpoiika AOCTyna K yCTPOcTBY Mo npoTtokony Telnet.
Telnet — npoTokon, NpeHa3HauYeHHbI 718 OpraHn3auUmn ynpasieHns no cetu. No3BonsieT yaaneHHo
MOAKMHUNTLCA K L/IH03Y C KOMMbIOTEPA A/151 HACTPOVKM 1 yNpaBneHus.

Telnet Configuration

Telnet Status @ gpabled () Disabled

Telnet Port (Range: 1025-65535, Default: 23)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

Telnet Status — cocTosiHME AOCTyna K YCTPOCTBY No npoTokony Telnet:

+ Enabled — npu ycTaHOBNEHHOM ch/iare AOCTYN pa3peLueH;
* Disabled — npu yctaHOBNeHHOM dhiare A0CTYnN 3anpeLleH.

C

Telnet Port — HoMep nopTa AocTyna K yCTPoONcTBY no npotokony Telnet. Anana3oH 3HayeHuii 1025-65535, nopT

no ymosiyaHuto: 23.

[Nsi BCTYN/IeHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.6.5 TMoameHto «QoS»

B noameHio «QoS» HacTpavBatoTcs DyHKLMKN o6ecrnedueHunst kadectsa o6enyxmBarus (Quality of Service).
HacTpoiika napametpoB QoS BbINOAHAETCA ANS KaXA0ro paavonHTepdeiica.

QoS ncnonb3yetcsa AN obecnevyeHns MUMHUMasIbHbIX 3aJepPXekK B nepefaye faHHbIX Taknux CepBUCOB, Kak
nepepava ronoca no IP (VolP), Buaeo B pexvmMe peasibHOro BpEMEHW 1 ApYrnx CepBUCOB, UyBCTBUTE/bHbIX KO
BpemMeHu nepesayn AaHHbIX.

Modify QoS queue parameters
Radio [1 T

EDCA Template Custom v
Queue AIFS cwMin cwMax Max. Burst
Data 0 ¥ | |7 v g
(Voice) L E - 1.5
Data 1 - v - -

AF EDCA parameters (Video] L - 15 3.0
Data 2 r - r
(Best Effort) 3 15 0
Data 3 = - v r
(Background) - 13 1023 o

Wi-Fi Multimedia (WMM) * Enabled Dizabled
Queue AIFS cwMin cwMax THOP Limit
Crata 0 v | |7 v 47
(Voice) 2 3 : -
Data 1 - - = v a

Station EDCA parameters (Video) 2 : 15 B
Data 2 r - r
(Best Effort) E 13 o
Data 3 - - v r
(Background) - L3 1023 o

Mo Acknowledgement on '® off

APSD ® on off

Click "Update” to zave the new settings.

Update

Radio — pagnonHTepelic, 4ns KOTOpPOro 6yAyT BbINOMHATLCA HACTPOVKM napameTpoB QoS;

+ EDCA Template — wabnoH ¢ npegonpegeneHHsiMy napametpamu EDCA:
+ Default — HacTpoWiK1 NO YMONYaHWIO;
*+ Optimized for Voice — onTMasibHble HACTPOWKN AN Nepeaayn ronoca;
+ Custom — nonb3oBaTe/IbCKUe HaCTPOVKY;
« AP EDCA Parameters — Tabnuua HacTpoek napameTpoB TOUKM AocTyna (Tpadvk nepenaercs OT TOUKM
[0CTYyNa K KNINEHTY):
* Queue - npeponpeneneHHble oyepean A1 pasIMYyHoro poga Tpaduka:
+ Data 0 (Voice) — BbICOKONPUOPUTETHASA oYepeb, MUHUMasIbHbIE 3aePXKN. B AaHHOI ouepeam
aBTomMaruyeckn obpabarbiBalOTCA AaHHble, YyBCTBUTE/bHbIE K BpEMEHU, Takme kak: VoIP,
NMOTOKOBOE BUAEO;
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« Data 1 (Video) — BbiICOKONpUOpUTETHASI ouepeab, MUHUMa/TbHbIE 3a[epXKn. B AaHHOI ouepeam
aBToMaTnyeckn obpabaTbiBatoTCA BUAEOAaHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

« Data 2 (best effort) — cpegHenpuopuTeETHasi o4epeab, CPELHSIA NPONYCKHAst COCOBHOCTbL U
3aZepxka. B gaHHyl0 ovepefb oTrnpaBnseTca 60/bWMHCTBO TPaAULMOHHbIX |P-gaHHbIX;

+ Data 3 (Background) — H/3KONPUOPUTETHAA OYepeb, BbiCOKas NPOMNyCckHast CNOCOBHOCTb.

+ AIFS (Arbitration Inter-Frame Spacing) — onpegensieT BpeMsi oxuaaHns kaapos (hpeiimoB)
[laHHbIX, U3MepseTCs B cnoTax, NpuHUMaeT 3HaveHus (1-15);

* cwMin - Haya/lbHOE 3HaYeHne BpeMEHN OXMAaHUS nepes NOBTOPHOM OTNPaBKoM Kaapa, 3ajaeTcs
B MUNCeKyHaax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HaveHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;

* cwMax — MakcMMasibHOe 3HaYeHVe BpeMeHN OXuaaHusa nepes noBTOPHOW OTNpaBKoW Kaapa,
3afaeTcs B MUINUCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* Max. Burst — napamMeTp UCMosib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMK KMeHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas Ana oyepeneil B 6ecnpoBogHO
ceTu, NpUHNUMaeT 3HadveHus 0-999;

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl chyHkuum WiFi Multimedia, koTopasi no3sonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpese:

+ Enable — tpyHKUMA BKNOYEHS;

+ Disable — (hyHKUMA BbIK/IOYEHS,

« Station EDCA Parameters — Tabnvua HaCTpPOEK NapameTpoB CTaHUuM KneHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMEHTa A0 TOUKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npnBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNosib3yeTCA TO/IbKO AN AaHHbIX, epefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKMN ocTyna. Bo3aMOXHOCTb Nepefayn — UHTepBasl BpEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMNPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumasibHoe 3HavyeHne 65535 munnncekyHs,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Ao/MKHa Npyu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHVe knacca 06CyXnBaHus,

* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOpPbIV ABASIETCA METOAOM ynpaBfeHns nutaHns. [JaHHblii pexmum pekomeHgyetcs, ecnv ans VolP-
TenegoHoB AOCTYN K CETU NPeAoCTaB/IAEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».
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4.6.6 lMoagmeHto «<Email Alert»

PykoBoacTtso no akcnnyatauum WEP-12ac

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe

(Email).

Email Alert Configuration

Email Alert Global Configuration

Admin Mode : |up b
From Address z |a|:|@mai|.ru
Log Duration H | 30

Urgent Message Sewverity Alert hd

MNon Urgent Sewverity Warning hd

Email Alert Mail Server Configuration

Mail Server Address EIORIEIT
Characters)

Mail Server Security : | TLSvl v

Mail Server Port H |465

Username H |a|:l@mai|.ru

Password H |uuumu-umuttum

Email Alert Message Configuration

To Address 1 H |admin@mai|.ru

To Address 2 H |

To Address 3 H |

|{Range: 1 - 255 characters)

|minute5 {Range: 30 - 1440, Default: 30)

| (oo Xxx.xxx/Hostname max 255

|{Range:
|{Range:

|{Range:

|{Range:
|{Range:

|{Range:

0 - 65535, Default:25)
1 - 64 characters)

1 - 64 characters)

0 - 255 characters)
0 - 255 characters)

0 - 255 characters)

Log message from AP
Email Subject H | o o

characters)

Update Test Mail

(Range: 1 - 255

B pasgene «Email Alert Global Configuration» 3agatotcs rno6ansHble HACTPOVKM AN PYHKLMN OTNPaBKK

Email-coo6LueHwnii.

« Admin Mode - cocTosiHue thyHKLMKM oTnpaBki Email-coobLueHunii Ha Touke gocTyna:

* Up — (pyHKUMS BKIOYEHS,
* Down — doyHKUMS OTK/IIOYEHS;

* From Address — nouToBbIii agpec oTnpaBuTens. 3agaeTcs CTpoka A0 255 cMMBONoB.;

+ Log Duration — nHTepBasibl BDEMEHWN OTMPABKN HEKPUTUYHbBIX COOOLLIEHWIA. MapameTp NpuHUMaET
3HaveHus ot 30 go 1440. Mo ymonyaxuio — 30;

+ Urgent Message Severity — ypoBeHb BaXXHOCTU COOBLLEHWI, KOTOPbIe ByAyT OTrpaB/ieHbl HEMeA/1EHHO;

* Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLIEHWIA, KOTOpPbIE ByAyT onpas/ieHbl B UHTepBasiax «Log

Duration».

B pasgene «Email Alert Mail Server Configuration» BbinonHsieTcs HacTpoiika NnapaMeTpoB NOYTOBOr0 cepBepa

N KNnneHTa.

+ Mail Server Address — agpec Nno4TOBOro cepBepa, 3agaetcs cTpoka Buaga XXX XXX XXX.XXX;
* Mail Server Security — npoTokon ayTeHTUmkaumm Ha no4ToBom cepsepe: Open, TLSv1. Mo ymonyaHuto

— Open;

+ Mail Server Port — Homep nopTa No4ToBOro cepsepa. MNMapameTp npuHUMaeT 3HadeHns ot 0 go 65535. Mo
yMoO/1l4aHuo — 25;

+ Username — nms NOYTOBOIO K/IMEHTA, 3aaeTcs CTpoka Ao 64 cMMBOJIOB;

+ Password — naponb NOYTOBOrO KMEHTa, 3aJaeTcs CTpoka Ao 64 CMMBOJIOB.

84



4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

PykoBoacTtso no akcnnyatauum WEP-12ac

B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

LLDP Configuration

LLDF Mode @ Enabled Disabled
TX Interval |30

POE Priority | Unknown ¥

Click "Update" to save the new settings.
Update

(Range: 5 - 32768 sec, Default: 30 sec)

« LLDP Mode — cocTtosiHne paboTbl npoTtokona LLDP:
* Enabled — npu yctaHoBneHHom chnare LLDP akTuBeH;
* Disabled — npu yctaHoBneHHoMm chnare LLDP BbIkoYeH;
« TX Interval — nHTepBan nocbinkn LLDP-coobuieHnit. MapameTp NnpMHMMaeT 3HavyeHus oT 5 ao 32768
cekyHa. Mo ymonyanuio — 30 cekyHp;
* POE Priority — npnoputert, nepecbinaemsiin B nosne «Extended Power Information».

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».
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4.6.8 MogmeHo «SNMP»

PykoBoacTtso no akcnnyatauum WEP-12ac

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enabled O Disabled

SMMP versions to use

Read-only Community Name (for Permitted SNMP Get Operations)

Port number the SNMP agent will listen to

Allow SNMP set requests

Read-write Community Name (for Permitted SNMP Set Operations)

Restrict the source of SNMP requests to only the designated hosts or subnets

Hostname, Address, or Subnet of Metwork Management System

IPv6 Hostname, Address, or Subnet of Network Management System

(Default: All)

|(Range: 1 - 256 characters)

[1861

|(Range: 1025 - 65535, Default: 151)

® Enabled O Disabled

|(Range: 1 - 256 characters)

O Enabled @ pisabled

(0o k. xxx/Hostname max 255 Characters)

(330030 000 00K OO 00K 000 D000 o0s/ Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNMP version

Community Name
(Range: 1 - 256 characters)

Hostname or IP or IPv6 Address
{30003 3000, K00 3000 JI00N 2 00 2 30000 S H000 100K 3000¢ 10000 000 Hostname max 255 Characters)

[1Pv4 v] [snmpv2 v ] [public | [172.16.0.22

+ SNMP - Bk/ito4eHMe/BbIK/I0YEHWE YripaBieHns ycTpoincteomM no SNMP:
* Enabled — npu yctaHoBneHHom chnare SNMP akTuBeH;
* Disabled — npu yctaHoBneHHom donare SNMP BbIk/HOY€EH.
+ SNMP versions to use — ncnonb3lyemasn sepcusd SNMP:
+ All - ncnonb3oBanune sepcuin SNMPv1, SNMPv2, SNMPv3;
+ SNMPv2 - ncnonb3oBaHue sepcuit SNMPv1, SNMPv2;
+ SNMPv3 - ncnonb3oBaHune sepcun SNMPv3.

* Read-only community name — naponb gns read-only 3anpocos, 3agaeTtcs cTpoka oT 1 o 256 cMMBO/OB;

* Port number the SNMP agent will listen to — Homep nopta npuema/otnpaBku SNMP-coo6LeHWiA.
MapameTp npuHUMaeT 3HadyeHns ot 1025 go 65535. INo ymonyanumio — 161;

+ Allow SNMP set requests — pa3peLlunTb/3anpeTuTb KOHUrypuposaHme yctpoiictea no SNMP:

* Enabled - pa3pelunTb KOHUryprpoBaHue yctpoiictea no SNMP:
* Read-write community name — naposnb ans read-write 3anpocos, 3a4aeTcs cTpoka ot 1 4o
256 cMMBOSIOB;
+ Disabled — 3anpeTuTb kOHUryprpoBaHue yctpoiictea no SNMP;

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpockl TO/IbKO € yKa3aHHbIX aapecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnun nma xocra.
Ecnu BkIOYEHO, HEOBX0AMMO 3aMno/THUTL NapamMeTpbl:

« Hostname, Address, or Subnet of Network Management System — ums, agpec nnv nogcetb IPv4, 3
KOTOpoi pa3pelueHo npuHnmate SNMP-3anpochi;

+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec Uin noaceTb
IPv6, 13 koTopoit paspeLleHo npuHumMaTb SNMP-3anpocsi.

Trap Destinations — HacTpoiika oTnpaBku SNMP-TpanoB Ha yaaneHHbIli cepBep:

« Enabled — BkntoueHne oTnNpaBkn Tpanos;

* Host Type — ykaxuTe, ABNAETCA /1N BK/IOYEHHbIN y3en y3nom IPv4 nnn yznom IPv6.

+ SNMP version — Bbl6op Bepcumn npotokona SNMP;

+ Community Name — BBeauTe nMsa co06LeCTBa, 3a4aeTca cTpoka oT 1 4o 256 cMMBONOB;

« Hostname or IP or IPv6 Address — Beeante DNS-ums nnu IP-agpec cepsepa, Ha KOTopbIli Touka gocTyna
6yneTt otnpaenaTe SNMP-Tpansl.
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B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04UHbIX COOBLLEHNIA.

Debugaing output tokens

Debug Settings

dotll_traps (Range: 0 - 256 characters, empty string for 'no debug’, "ALL", or
‘traps,zend’ - any tokens without spaces)

Dump sent and received SNMP packets Enzbled ® Disabled

Logs to Don't log v

Logs to specified files Jfvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priority leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |to | Emergency ¥ | (only for Syslog output)

Transport upp Ll upes # tcr Ll TCPS

Click "Update” to save the new settings.
Update

Debugging Output Tokens — naeHTMdNKATOP rpynnbl OTNa[404HbIX COOBLLEHWIA;
Dump Sent and Received SNMP Packets — BbIBOZ, B /10T COAEPXMMOI0 NPUHUMaeEMbIX U NepesaBaembixX
SNMP-coo6LeHwnii;
Logs to — ykasaHve mecTa BbiBOAa fora:
* Don't Log — He BbIBOAUTb J10T;
« Standart Error, Standart Output — BbIBOA, B KOHCO/1b;
* File — BbIBOA, B thaiin,
+ Syslog — Syslog-BbiBOA,
Logs to Specified Files — yka3aHue chaiina gns BbiBoga 10ra;
Logs Priority Level — BbI6GOp ypOBHS BbIBOAUMbBIX /IOFOB, yKa3blBAETCS NP BbIBOAE /l0ra B KOHCO/b N
hanin,
Logs Priority Range — ykaszaHue gnana3oHa ypoBHei noros g/1a Syslog-BbiBOAa;
Transport — TpaHCNOPTHbIN NPOTOKO/I, UCNob3yemblin ansa nepegadn SNMP-coo6LeHmIA.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»
B nogmeHto «Time Settings (NTP)» BbINO/IHSAETCS HACTPOIiKa /TOKa/IbHOTO BPEMEHU YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Mon Jul 3 2023 12:50:05 RFT
Set System Time @ Using Metwork Time Protocal (NTP)
) Manually
NTP Server IPv4/IPvE Address/Name [172.16.0.1 | fﬂ’;’;ﬁ:ﬂffmxa’;’”z’g‘;ﬁ;’::ﬂ’g::} e

| | (0003000000000 X000 0000 X000 0000000 KOOO{I000

NTP Alternative Server IPv4/IPvE Address/Name JHostname max 253 Characters)

(0003000000000 X000 0000 X000 0000000 KOOO{I000

NTP Alternative Server 2 |Pv4/IPvE Address/Name | | {Hostname max 253 Characters)
NTP Update Interval | 3600 | (Range: 1 - 86400 sec, Default: 3600)
Time Zone | Russian Fed. Zone & (Movosibirsk, Krasnoyarsk) V|

Adjust Time for Daylight Savings

Click "Update” to save the new settings.

| Update |

+ System Time (24 HR) — Tekyllee CUCTEMHOE BpeMS;

+ Set System Time — BbIGOP crocoba yCTaHOBKM BPEMEHMU:
+ Using Network Time Protocol (NTP) — aBTomMaTnyeckasi ycTaHoBKa ¢ nomouibio NTP-npoTtokona;
* Manually — py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTU4eckas yctaHoBka ¢ nomolubto NTP-npoTtokona (Bbi6paHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unu nvs xocta NTP-cepsepa.
Ecnu He yka3aTb cepBep — 6yAeT Ucnosb3oBaTbCA MMs cepBepa nonyyeHHoro B onuuv DHCP;

+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name — ykaxute |IPv4-agpeca, IPvb-agpeca uim nmeHa xocTtoB gonosHutensHolx NTP-cepBeposB.
Ecnu He ykasaTb cepBep — 6yAeT Ucnosb3oBaTbCs MMs cepBepa nonyyeHHoro B onuuv DHCP;

« NTP Update Interval — napameTp ynpaBneHns nepuoaom CUHXPOHMU3aL K.

PyuHasi ycTaHoBKa BpemMeHu (BbibpaHo Manually):

+ System Date — ycTtaHOBKa AaTbl;
+ System Time (24 HR) — ycTaHOBKa BpeEMEHMN cUCTEMbI B 24-4acoBOM chopmare.
+ Time Zone — BpeMeHHas 30Ha, No yMon4aHuto yctaHoBeHo — Russia(Moscow);
+ Adjust Time for Daylight Savings — npu ycTaHOBNEeHHOM chrare BbINO/HAETCS aBTOMaTUYECKUl nepexon,
Ha netHee BpeMs (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYNHbI CeaytoLLme Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOa Ha 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoja Ha JIETHee BpeMms;
 DST Offset (minutes) — ycTaHOBWTb pasHULly BO BPeMeHU (B MUHYTax).

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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47 MeHto «SNMPv3»

B meHto «SNMPv3» BbinonHseTcs HacTpoiika SNMP npotokona 3 Bepcun.

4.7.1 TMNopgmeHto «SNMPv3 Views»

PykoBoacTtso no akcnnyatauum WEP-12ac

B noameHto «SNMPv3 Views» chopmunpyeTtcs onucaHune gepesa nnun nogaepesa OID, a Takke BKNKOYEHME NN

NCKMOUYEeHVe noaaepesa 3 o63opa.

SNMPv3 Views Configuration

View Name Tvpa QID
{1 - 32 characters) yp (max 256 characters)
included v
SMMPv3 Views view-all----included----.1----

view-none----excluded----,1----

=
o

m

Click "Update” to save the new sethings.
Update

(max 47 characters)

Mask

Add

+ View Name — nmsa gepea unu noggepesa MIB, 3agaetcs cTpoka Ao 32 CMMBOJIOB;

* Type — BKNKOUYUTb UMM UCKIOUMTL noaaepeso MIB ns o63opa:
* included — BkNtOUUTB;
« excluded — ucknounTs;

+ OID - ctpoka OID, onucbiBatoLlas noaaepeBo, BKIloYaeMoe Uv UCk/loYaemMoe U3 0630pa, 3aJaeTcs

CTpoOKa Ao 256 cMMBOOB;

+ Mask — macka, 3aiaeTcs B popmMare XX.XX.XX....(.) pasamepom He 6onee 47 CUMBO/IOB, UCMO/b3YeTCs AN
thopMmmpoBaHusi HEOGXOAMMOrO NoAAepeBa B pamkax ykazaHHoro OID;

+ SNMPv3 Views — CNUCOK CYLLECTBYHOLLUUX NpaBus.

Ansi no6aBneHVs NpaBmna HaXXMUTe KHonky «Add».

[Onsa ynaneHns npasuna B none «SNMPv3Views» BblbepuTe 3anmcb U HOXXMUTE KHOMKY «Removey.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOW KOHOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh

HaxkmuTe KHonky «Update».
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4.7.2 MNoameHo «SNMPv3 Groups»

B nogmeHto «SNMPv3 Groups» BbINOMHAETCA (hopMMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEHeHHbIMY K NpasBuiam 0630pa ilepeBbes 1 NoAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

i I VUri s e
(1 - 32 characters) Security Level Write Views Read Views
noAuthentication-noPrivacy T || wiew-all T | wview-all T || Add

SNMPv3 GROUPS [RO--authPriv--view-none--view-all
RW--authPriv--view-all--view-all

m
o

Click "Update” to save the new settings.
Update

* Name — vm4a rpynnel, 3agaeTcsa cTpoka Ao 32 CMMBOJIOB;
+ Security Level — ypoBeHb 6e30nacHOCTM A1 rpynmbl:

* noAuthentication-noPrivacy — He ucnosnb3yeTcs ayTeHTuukaumsa 1 WndpoBaHme OaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTtcs ayTeHTUGUKaLNS, HO HE UCMONb3YyeTCs WndpoBaHne
AaHHbIX. MNpn otnpaske SNMP-coobuweHnii ansa ayteHTudmkayumn ncnonbdyetcs MDS katod n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTuurkaumsa n wngposaHne gaHHbIX. MNpun oTnpaske
SNMP-coobLeHnii ana ayteHTudmnkauumn ncnonsdyerca MDS kitou/naposb, 415 wugpoBaHns
AaHHbIX ncnonb3yetcsa DES koy/naposs;

+ Write Views — Bbl6op gepesa/nogaepesa OID, 4oCTynHOro 418 3anuncu:

+ view-all - rpynna MoxeT co3gasatb, U3MEHATb U yaansaTe 6a3sl MIB;

* view-none — rpynne He paspeLleHo co34aBarb, U3IMeHATb U yaanate 6assl MIB;
* Read Views — Bbl6op fepeBa/nogaepesa OID, 4OCTYMHOMO A/19 YTEHUS:

* view-all - rpynne pa3peLlueH NpocMoTp 1 YTeHne scex MIB cpaiinos;

* view-none — rpynne He pa3speLueH NpocMoTp 1 yteHne MIB haiinos;
* SNMPv3 GROUPS — cnucok CcyLecTBYIOLLMX Tpynmn.

[ns po6asneHns rpynnbl HOXXMUTE KHOMNKY «Add».
[Onsa ynaneHns rpynnel B none «<SNMPv3 GROUPS» Bbi6epuTe 3anucb U HXXMUTE KHOMKY «Remove».

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsATb
HaxxmuTe KHornky «Update».
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B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name
{1 - 32 characters)

Authentication Key
|8 - 32 characters)

Encryption Key

Group (8 - 32 characters)

Authentication type Encryption Type

RO ¥ || MD3 v DES v Add

SMNMPv3 USERS

Click "Update™ to save the new settings.
Update

Name — nmsa nonb3oBaresis, 3agaeTcsa cTpoka Ao 32 CMMBOJIOB;
Group - rpynna, cozgaHHada B nogMeHo «SNMPv3 Groups»;
Authentication type — Tun ayteHTudmkaumm ans mcnonb3osaHmsa SNMP-3anpocos:
* MD5 - Tpe6oBaTb NpoBepky noanvHHocTn no asroputmy MD5S ana SNMPv3-3anpocos
nosb30BaTtesis;
* None — npu nepegaum SNMPv3-3anpocoB OT faHHOro nofb3oBartesis He TpebyeTca
ayTeHTUdomkauus;
Authentication Key — ko4 ayTeHTUbmKaumm, 3aaetca cTpoka ot 8 o 32 cumBosoB. Mcnonb3yeTcs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — Tvn wndpoBaHusa:
* DES - ncnonb3osarb anroputm wndposaxmsa DES ans SNMPv3-3anpocos nosnbs3osarens,
* None — npu nepegaum SNMPv3-3anpocoB OT AaHHOro nosb3oBartesis lWndpoBaHne He TpebyeTcs;
Encryption Key — kmod lwingpposaHuns, 3agaeTca CTpoka oT 8 4o 32 cMMBO/OB. VICMNo/b3yeTcs, ecnv B
none «Encryption Type» Bbi6partb 3Ha4YeHne «DES».

[na pobasneHns nonb3oBaTesnis HKMUTE KHOMKY «Add».

[na ypanexnua nonb3osartesnisa B none «<SNMPv3 USERS» BbibepuTe 3anmcb 1 HaXXMUTE KHOMKY «Remove».

[N BCTYNNeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaxxmuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPvdiIPvE Address (oo, oo

Port (1 - 65535) Users
AR N K O K DK O K )

SNMPv3 TARGETS

Click "Update™ to save the new settings.
Update

* IPv4/IPv6 Address — agpec IPv4 nnwn IPv6, Ha KOoTopbIin 6yayT oTnpasieHbl Tpanbi;

* Port — nopT UDP, Ha KOTOpbIi1 GyayT OTNpaB/eHbl Tpanbl. [apameTp NpuHUMaeT 3Ha4yeHusi oT 1 4o
65535;

+ Users — “Msi No/b30BaTesnsi, KOTOpoMy 6yayT OTNPaB/EHbI TPanbI.
Onsi no6aBneHVs Npasuna OTNPaBKM TPANOB HaXXMUTE KHOMKY «Add».

[nsa yaaneHns npasuna otnpasky Tpanos B nose «SNMPv3 TARGETS» BbibepuTe 3anmucb 1 HOXXMUTE KHOIMKY
«Remove».

[Nsi BCTYN/IeHUsI B CW/Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».

4.8 MeHto «Maintenance»

MeHto «Maintenance» npegHa3HayeHo A5t 06LLEro ynpaB/ieHUst yCTPOCTBOM: BbIrpy3Ka, 3arpy3ka, yCTaHOBKa
KOHGhMrypawumm no ymonyaHuio, o6HosnieHne MO, nepesarpyska yCTPoCTBa, a Takke A/1s onepauuii oTnagku:

CHUhbdmHra Tpadmka, NPOXOAALLErO Yepes TOUKY AOCTyna U BbIrpy3ka AMarHoCTMYeCKo MHhopmMauuy no
YCTpPONCTBY.

4.8.1 MopameHto «Configuration»

B nogmeHto «Configuration» nponsBoanTcs 3arpy3ka v Bbirpy3ka KoOHGUrypauum ycTpoicTBa, a Takke copoc
YCTPOWCTBa K KOHMrypauum no ymoi4aHuio 1 nepesarpyska ycTpoicTea.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset” to load the factory defaults in place of the current configuration for this AP

| Reset | Save access settings

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method @ y1TP O TFTP

| Download |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Methad @® urre O TETP

Configuration File | BriSepure dain |Oal71.l1 HE BEIDpaH

| Restore |

To Restore the Factory Default Configuration — c6poc ycTpolicTBa k 3aBOACKMM HacTpOiKam.

UTo6bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Mocne copoca yCTPoiCTBO aBTOMATUYECKN Nepe3arpy3nTcs. Becb npoLecc 3aliMeT HeCKo/IbKO
MUHYT.

Ecnu aktmBupoBaH thnar Save access settings, To 6yayT coxpaHeHbl Te napameTpbl KOHUrypawmm, KotTopble
OTBEYalT 3a A0CTYN K yCTpoiicTBy (HacTpolika IP-agpeca, HacTpoiiku goctyna no Telnet/SSH/SNMP/Netconf/
Web). Mocne c6poca ycTpoNCcTBO aBTOMaTUYECKN Nepe3arpyxeHo He Gyaer.

€ C6poc k 3aBoACKMM HacTpolikaM NPUBEAET K yAasieHno Bcell KOHUrypaLmmn ycTpoiicTea, B TOM unce
n IP-agpeca ans goctyna K ycTpoiicTsy. [ocne BbINO/IHEHNA AAHHOW onepaymn BO3MOXHa NoTepst
CBS131 C YCTPOWCTBOM.

To Save the Current Configuration to a Backup File — Bbirpy3ka tekyuiei koHdurypaumm B backup chaiin c
nocneayrLmnmM ckaumsaHnem dpaina Ha yaaneHHblli cepBep. Boirpyska anna KoHurypauum ¢ ycTpoicTea
MOXXET OCYLLECTB/IATLCA NocpeAcTBoM nNpotokonos: HTTP n TFTP.

* Bbirpyska uepes3 HTTP. YctaHoBuTe donar «Download Method» B 3HaueHne «HTTP». Haxmnte kHonky
«Download», B gnanoroBom okHe Bbibepute nNyTb 418 coxpaHeHus thainna Ha MK;

* Bbirpyska uepes TFTP. YctaHosute gonar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxxuTte nvs daiina, B KOTOpoM 6yAeT coxpaHeHa KoHUrypaumsa ycTponcTea. Mivis
chanina ob6a3arenbHO A0/MKHO coaepxaTtb paclumpenune .xml. B none «Server IP» ykaxuTte IP-aapec TFTP-
cepBepa, Ha KOTopom byaeTt coxpaHeH backup-thaiin. Haxxmute kHonky «Download» ans Havana
BbIrpy3KM oaiina.

To Restore the Configuration from a Previously Saved File — 3arpy3ka paHee coxpaHeHHOro chaiina
KOHhMrypaumm Ha TouKy AocTyna. 3arpy3ka KoH(Urypawumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCA
nocpegctsom npotokonos: HTTP u TFTP.

€ npu 3arpyske backup-thaiina KoHGUrypaLmm B ycTpoiicTBe NpoM3oiiAeT NprMeHeHne Bcex
napameTpoB 13 aiina, Bkntodass Management VLAN u IP. B cnyuvae, ecnu 6yaet 3arpyxeH daiin
KOHdpurypauum agpyroro ycTpomcTsa, To BCieAcTBme npumeHeHns vyxoro IP nnn Management VLAN
MOXET NPonacTb CBA3b C YCTPONCTBOM.
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+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B 4nanoroBom OkHe BblbepuTe NyTb K cOXpaHeHHOMY dhaiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obasaresibHO LO/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM
coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku daina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

Startup Configuration
Source File Mame: Backup Configuration
Mirror Configuration

Startup Configuration

Destination File Name:
#' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot" button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file — Bbirpy3ka Tekyuieii KoHcpurypauum B
backup-thaiin B aHeproHesaBucumyo NnamMsaTb YCTPOWCTBA M 3arpy3ka COXpaHeHHON KOHburypaumm ns
3HEeproHe3aBMCMMO NamMATH YCTPOWCTBA.

+ Source File Name — umsi chaiina nctouHmka koHdurypaumm (Startup nnam Backup).
+ Destination File Name — nvs daiina, B KOTOpbIin OyaeT 3anucaHa BblbpaHHasa KOHurypaums.

[ns BCTynneHus B Culy HOBOW KOHOUIypauum U 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYI0 NaMAaTb
HaxxmuTe kHonky «Update».

Rebooting the Access Point — nporpammvHasi nepesarpyska ycTpoiicTea.

[N nepe3arpysku ycTpoiicTBa HXXMUTE Ha KHoMKy «Reboot»

4.8.2 MopmeHto «Upgrade»
B nogmeHio «Upgrade» BbINO/HAETCS 06HOB/IEHME U CMeHa nporpammHoro o6ecneuvexus (MO) ycTpoiicTaa.

B dom3myeckoin namaTy ycTpoincTBa OLHOBPEMEHHO coAepXuTca ABa obpasa MO. Ecnv ognH 13 o6pasos
YCTPOWCTBA BbiLIEs U3 CTPOS, TO 3arpy3ka 6yAeT BbiNosHeHa ¢ Apyroro obpasa MO. Og4HOBPEMEHHO B
YCTPOMCTBE MOXET ObITb aKTUBEH TO/ILKO OAMH 06pas.

Manage firmware

Model Eltex WEP-12AC
Firmware Wersion
Primary Image: {Tekymwasa sepcua MN0)
Secondary Image: {BepcHallO pesepBHoro oopasal

Switch

Upload Method @ HTTP TFTP
Mew Firmware Image ®ain He soiBpaH.
Upgrade

* Model — mogenb yCTponcTBa,;
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* Firmware Version — Bepcus MO ycTpolicTea:
* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCnonb3yeTcs B laHHbIi MOMEHT);
+ Switch — 3arpy3uTb MO ycTpoiicTBa ¢ pe3epBHOro obpasa. [pu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbI 06pa3 nepenaer B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTMBHOE. YCTPOMCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B KayecTBe akTMBHOro pesepsHoe MMO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbLIM (Primary Image). Mpu 3ToM TekyLLmii 06pa3 nepeMeLLaeTcs Ha No3nLmLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCcTpoincTea 1 Touka AOCTyna 3arpyxaeTcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoMy o6pasy.

3arpyska paiina NO Ha yCcTPOMCTBO MOXET nponsBognTbes yepe3 HTTP nnu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNOroBOM OKHE BblbepuTe nyThb K doainy MO Ha MK. HaxmuTte kHonky «Upgrade» gns Havana
3arpy3sku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepe3s TFTP. YctaHosuTe cpnar «Upload Method» B 3HaueHnne TFTP. B none «Image Filename»
yKaxxuTe ums hanna Mo, koTopblli ByAeT 3arpyeH B yCTPOcTBO. NMA chaitna 0683aTeNbHO AO/TKHO
cofepxatb paclumpeHme .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin NMO. HaxmuTe kHonky «Upgrade» on1a Havana 3arpysku daiina.

© B npouecce 06HoBNEHMs MO ycTpoiicTBa He OTK/IoUaliTe NMTaHNe YCTPOICTBa, a Takke He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-cTpaHuuy ¢ nporpecc-6apom 0OHOB/EHNUS.

4.8.3 lMopmeHto «Packet Capture»

B noameHto «Packet Capture» peasniizoBaHa BO3MOXHOCTb (DOPMUPOBAHNSA 1 BbIPY3KM Aamna Tpadgmka ¢
0flHOTO U3 UHTepdelicoB ycTpolicTBa B haiin ¢ hopmatom .pcap. Mocne Bbibopa NnapaMeTpoB 3anvcu gamna
Tpadhuka, cTapTa 3anucy, OCTAHOBKM 3anncuy 1 BbIrpy3ku dpaiina, 4amn MOXHO NpoaHaM3npoBaThb
cneumanbHbIMK NporpaMmamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh™ button to refresh the page.
Refresh

Packet Capture Status ...
Current Capture Status Mot started

Packet Capture Time 00:00:00
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons L}

Promiscuous Capture L}

Client Filter Enable o

Client Filter MAC Address WLAN client MAC
10:2A:B3:C5:04:EB address filtering applies

only to radio interfacas,

Click "Updata" to save the new ssttings.
Update

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULE HAXMUTE KHOMKY «Refreshy.

Packet Capture Status — B pa3zgesne BbINO/HSETCA NPOCMOTP MHpOpMaLMK O CTaTyce 3anucy Aamna Tpaduka
1 BO3MOXHOCTb OCTaHOBKM NpoLiecca.

« Current Capture Status — TeKyLuii cTatyc 3anucu gamna Tpaduka (3anuch 3anylieHa/ocTaHoBNEeHA);
+ Packet Capture Time — BpemMsi 3anncu gamna Tpadiuka;
+ Packet Capture File Size — pa3amep 3anucaHHoro gamna tpagwuka.

[Nsi oCTaHOBKM 3anuncyK Jamna Tpadgvka HaxxMUTe KHorky «Stop Capture».
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Packet Capture Configuration — B pa3saene BbINOMHSAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anuceiBath B gamn Beacon-
nakeTbl, eC/IM yCTaHOB/EH chnar B nonoxeHue «Disabled» — He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdECOM NakeTbl, BKNOYAs NakeTbl, He NpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH donar B famn 6yayT 3anucbiBaTbCsA TOMIbKO Te NakeTbl, KOTopble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (YHKLUN HEOOX0AUMO 3an0/THUTh
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUILTPOBLIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

Packet File Capture ...

Capture Interface radiol T

Capture Duration 3600 Saconds (range 10 to 2600)
Max Capture File Size 4024 KB (range &4 to 4036)

Click "Update” to save the new sattings.
Updats
Start File Capture

Remote Packet Capture ...

Remote Capture Port |2002 (Range:1025-65530, Default: 2002)

Click "Update” to save the new sattings.
Updats
Start Remote Capture

Packet Capture File Download ...

¥ Use TETP to Download the Capture File

TFTF Server Filaname apcapture.pcap

Server IP 0.0.0.0

Download

Packet File Capture — B pa3aene BbINOMHAETCA HACTPOIiKa NapaMeTpoB 3annucu gamna Tpadguka:

+ Capture Interface — nms nHTepdelica ycTpoiicTBa, C KOTOPOro 6yAeT NPOM3BOANTLCA 3anvCb gamMna
Tpadcuka (eth0 — GE1, wlanOvap1 — BupTyasibHas ceTb 1 Ha 6ecnpoBogHoM nHTepdoelice 0);

+ Capture Duration — pnnTenbHOCTb 3anucu gamna. NapameTtp npuHumMmaet 3HavyeHna ot 10 go 3600
cekyHa. o ymonyanuio — 60 cekyHp;

+ Max Capture File Size — makcMManbHbIli pa3mep gamna. MapameTp npMHMMaeT 3HavyeHus ot 64 go 4096
KB. lNo ymonuaHuto — 1024 KB.

[ns BCTyNneHust B cuy HOBOI KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».

[nsa Hayana 3anucu gamna Tpadmka B dpaiin ¢ yCTaHOB/IEHHbIMW NapamMeTpaMy HaxXMUTe Ha KHonKy «Start File
Capturen».

Remote Packet Capture — B pa3zaene BbINONHAETCA yaaneHHas 3anicb gamna Tpadmka:

YctpoicTteo noaaepxusaet npotokon RPCAP, no3sonsitowmii npom3soanTb 3anmcb gamna Tpadmka c
NHTepelica yCTpPoNCTBa Ha yAa/IEHHON MallMHE B PEXUME OHAAlH.

* Remote Capture Port — HOMep NopTa, KOTOPbI CAYXAUT A1 NOAKNHYEHUS YAa/IeHHOW MaLUVHbI.
MapameTp npuHnUMaeT 3HadvyeHus ot 1025 go 65530. Mo ymonyanuio — 2002.

[ns BCTyNneHust B cuy HOBOI KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTpOICTBE HaXXMUTE Ha KHoNKy «Start Remote Capture».
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Mocne ctapta RPCAP-cepBepa Ha yCTpoiCcTBe, HE0OXOAMMO Ha yAaNIEHHOM MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. A yoaneHHoro nogkatodeHns ncnonb3osats RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa 1
NOpT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYUTb CNUCOK NHTEPENCOB A1 CHUGD(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasIeHHOro nHrepdeiica.

Packet Capture File Download — B pa3gene BbINosHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduika.
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. Haxmure kHornky «Download»
ANS Havaua BbIrpy3kn gamna.

4.8.4 TMoameHto «Support Information»

B noameHto «Support Information» BbinoNHseTCSA BbIrpy3Kka TekyLlen nHgopmarmm oo

yCTpoiicTBe (KONMM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHGOPMAaLMA MOXET UCNO/b30BaTLCA /1 aHa/IM3a COCTOAHUA YCTPONCTBA, ANarHOCTUKY, BbISIBNIEHUSA
npo6nem.

Support Information

To download the diagnostic information for support, click "Download” button.
Download

+ Download - BbIrpy3ka TekctoBoro goaina B RTF-cobopmate 13 ycTpoiictea no npotokony HTTP Ha
KomMnbloTep. MNocne HaxaTua AaHHOW KHOMKM NOSIBASIETCS AUasioroBOe OKHO, B KOTOPOM TpebyeTcs
ykasaTb NyTb Ha /IOKa/IbHOM KOMMbIOTEpE A1 COXpaHeHus hainna.

4.9 MeHio «Cluster»

B meHto «Cluster» onucbiBaeTcs paboTa 1 HacTpoiKa YyCTPOMCTB B peXnMe kractepa. Pexum knactepa
No3BOJISIET HACTPamuBaThb B CETU BCEro OfHY TOUKy AocTyna (MacTep), OCTaslbHble TOUYKM, MPU BK/IOYEHUWN B CETb,
6yayT HaxoauTb B CETU MacTepa 1 KONMpoBaTb C HEF0 KOHMrypauuio. B nocnegytowem npy BHECEHUN
N3MEHEHWI B KOHPUTYpaLMIO OA4HOIN 13 TOYEK AOCTyna 3TN N3MEHEHMS NPUMEHSETCS A5 BCEX TOYEK,
HaxoasLWwmxcs B Knactepe.

© Pexum paboTbl B knacTepe BKOYEH HA YCTPONCTBE MO YMOMUYaHWIO.

(X =} Knactep MOXHO 06beJMHUTb TOIbKO TOYKM U3 OLHOW rpynnbl:
1rpynna WEP-12ac WOP-12ac
2 rpynna WEP-2ac WEP-2ac Smart WOP-2ac WOP-2ac SFP WOP-2ac GPON

© YcrpoiicTBo MOXeT paboTaTh B KnacTepe ToNbKO ecnu oTkueHs WDS (Wireless Distribution System)
n WGB (Work Group Bridge).

© /55 pa6oThl B knactepe Management Ethernet-uHtepdelic Bcex Touek fOMKEH HAXOAUTLCA BHYTPU
OHOI4 ceTw.
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MogmeHto «Access Points»

B noameHto «Access Points» BbINO/THSAETCS BK/IOUEHME/BLIK/TIOUEHNE pexmMa KnacTepa, MOHUTOPUHT
COCTOSIHWS pEXMMa U cocTaBa To4eK JO0CTyna B KnacTepe, KOH(MrypupoBaHme 6a30oBbiX NapaMeTpoB
Knactepa.

Manage access points in the cluster

Access Points... -
Clustered |§

Clustering: | On hd 2
Access
Points
Location MAC Address IP Address Cluster-Priority Cluster-Controller
floor_2 EB8:28:C1:C1:27:60 192.168.0.135 255 yes

floor_1 AB:F9:4B:B7:8B:C0O 192.168.0.58 0 no

Click "Refresh" button to refresh the page.
Refresh

B nepBom 6/10Ke HACTPOIKN BbINOMHAETCHA MPOCMOTP COCTOSIHMS pabOoThbl KnacTepa 1 3anyck/ocTaHOBKa
paboTbl YCTPOICTBA B JAHHOM pPeXnMe.

Clustering — pexum paboTbl knactepa:
+ Off — knacTep BbIK/OYEH,;
* On — KnacTep BKJ/IOYEH;
+ SoftWLC - knacTep BbIK/HOUYEH, pexuM ans padotbl ¢ SoftWLC.

B Tabnvue npuBoanTCS CNMCOK TOUEK AOCTYNA, HAX0AALWMXCA B OAHOM KnacTepe. Vicxoas us nipopmauuu,
npeacTaBneHHON B TabnmLe, MOXHO y3HaThb:

Location — onucaHune n3n4eckoro MecTonosIOKeHUA TOUKN JOCTYnNa. 3ano/IHAETCA Ha KaxX40oW TouKe
Aoctyna agmuHucTpatopom B pasaene «Clustering Optionsy,

MAC Address — MAC-aapec Toukun AOCTyna, HaxoAsLeics B KnacTepe;

IP Address — IP-agpec Touku AocTyna, HaxoasLuelics B KnacTepe;

Cluster-Priority — npnopuTET TOYKM AOCTYNa B Knactepe. Touka A0CTyna C MakCMMasibHbIM 3HaYEeHNEM
[aHHOro napameTtpa ctaHoBUTCA Master-Toukoit. MNapameTp ycTaHaB/IMBaETCA Ha KaxX40M ToUke AocTyna
agMuHucTpaTtopoM B pasaene «Clustering Options». Ecnu napameTp He yctaHoBneH, Master-Toukoli B
KnacTtepe CTaHOBUTCS TOYKa AOCTyna ¢ HanMeHbLnM 3HavdeHnem MAC-agpeca;

Cluster-Controller — napameTp, yKa3blBalOLLMIA Kakasi ToUka A0CTyna ABNSIeTCA B aHHOM KnacTtepe
Master-Toukoii. MapameTp MOXET NMPUHUMATbL 3HAYEHUS: yes — Touka sBnseTcsa Master-Toukoi; no —
Touka He siBnseTca Master-Toukoin.

[na BCTynneHns B cuUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».

[na 06HOBNEHNUS HChOPMaLMKN Ha CTPaHULE HaxkKMUTe KHOMKy «Refreshy.
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Clustering Options...

Enter the location of this AP

Location: | floor_2 |

Enter the name of the cluster for this AP to join.

Cluster Name: |training |
Clustering IP Version: 1PvEe ™ IPva
Cluster-Priority: |255 | (Range: 0-255, Default: 0)

Click "Update” to save the new settings.
Update

Single IP Management...

Cluster Management Address: | 0.0.0.0 [

Click "Update” to save the new settings.

Update

Clustering Options — B pas/erne BbINOMHAETCS HAaCTpolika 6a30BbIX NapamMeTpoB KacTepa.

MapameTpbl pasgena AoCTYNHbI 4151 peAakTUPOBaHKSA NPK YC/T0BMK, UTO K/lacTep Ha TOYKE BbIK/THOYEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.

Location — onnucaHue (hr3nMyecKoro pacnoioXeHmsa To4kM goctyna. Micnonb3yeTcsa ona oTo6paxkeHus B
Tabmuax MOHUTOPUHIa A/19 yA06CTBa aHaIM3a 1 yrpas/ieHNs CeTbio;

Cluster Name — nms knactepa. Touka goctyna 6ygeTt nogknoyarbcs TOIbKO K TOMY KfiacTepy, UMs
KOTOPOro nponucaHo B AaHHOM napameTpe. Mo ymonyaxuio — default;

Clustering IP Version — ncnonb3yemasi Bepcus npotokona IP ans obmeHa ynpasnsioLel nHgopmaumeni
MexXzay ycTpoicTBaMm Knacrepa,

Cluster-Priority — npnopuTeT TOYKM B Knactepe. MapameTp npuHumaeT 3HadveHus ot 0 go 255. Mo
ymondanuto — 0. NoaaepxxmsaeTca ToMbKo ans IPv4-ceteil. Mactepom B KnacTtepe siBNSETCA Ta TOUKa, Y
KOTOPOW NpUopuTET Knactepa Bbiwe. Ecnv napameTp He ycTaHoB/eH, Master-Toukoli B knactepe
CTaHOBMTCA TOYKA AOCTyna c HaMMeHbLlUMM 3HavyeHnem MAC-agpeca.

[na BCTynneHns B culy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsiTb
HaxxmuTe KHonky «Update».

Single IP Management — B pa3fesnie BbINONHAETCA yCTaHOBKa [OMNO/HUTENBHOTO ajpeca Mactepa B kiactepe.

B npouecce akcnnyatauum Master-Touka kiactepa MOXeET MEHSITbCS, YTO 0BYC/TOBMIEHO Pa3/IMYHbIMM
cuTyaumsimmn, Hanprmep, Master-Touka BblLLIa U3 CTPOSI MU B CETb Obisia fo6aBneHa HoBas Touka AoCTyna
6051ee BbICOKMM NPUOpPUTETOM MNn MeHblinM MAC-aagpecom. ns Toro, 4To6bl MMEeTb BO3MOXHOCTb
noakntoyeHns Kk Master-Touke He3aBMCUMO OT TOTO, Kakasi UMEHHO TOYKa SIBNSIETCA Ha AaHHbIA MOMEHT
MacTepom, Heobxoaumo HaszHaunTb «Cluster Management Address».

B cnyuae yctaHoBneHus coegmHenns no «Cluster Management Address», nosib3oBartesib rapaHTUpOBaHHO
NOAK/IYAETCA MMEHHO K TOMY YCTPOICTBY, KOTOPOE AB/ISETCSH MacTepoM B KnacTtepe. B cnyyae cMeHbl
mMacTepa B knactepe, «Cluster Management Address» Takke nepexoamt Ha HOBYIO TOUKY AOCTyna.

Cluster Management Address — yHukanbHblIii IPv4-aapec, no kotopomy 6yaet aoctynHa Master-touka
knactepa. JaHHbIil agpec fO/MKEH HaXoAMTbCA B NOACETU KnacTepa v He coBnagarb ¢ IP-agpecom
APYIUX YCTPOWCTB, HAXOAALWMNXCS B CETU.
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Npu ycTaHOBKe faHHOro NapamMmeTpa Ha O,IJ,HOI7I TOYKe K/iacTepa, BCe OCTa/lbHble TOYKU, COCTOALLME B K/actepe,
Y3HaloT O ,D,aHHOVI HaCTpOVIKe aBToOMaTn4vecku.

[ns BCTynneHus B cuy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

Secure Join Clustering...

Secure Mode: Enabled '*' Disabled
Pass Phrase: | sssnsens | (& - 63 characters)
Reauthentication Timeout: | 300 | (sec, Range: 300 - 88400)

Click "Update™ to save the new settings.

Update

Secure Join Clustering — B pasgene BbINoOMHAETCS HAaCTpoiKa 6e30MacHOCTM COeMHEeHNS KnacTepa.

© nMapameTpsbl pasaena 4OCTYNHbI AN1A peAaKTUPOBAHUS NPU YCMOBUW, Y4TO KNacTep Ha TOUKe BbIK/IOUEH,
T.e. napameTtp «Clustering» npuHumaet 3HavyeHue Off.
HacTpoiikn nogaepxusatotcst Tonbko ans IPv4-cetei.

+ Secure Mode — BkntoyeHne/oTkIO4eHe 6e3onacHocTy knacTepa. Ecnv Enabled, To B knactep moryt
BCTaTb TO/IbKO T€ TOYKU A0CTYNa, y KOTOPbIX COBNaAaeT naposib, yka3aHHblli B none «Pass Phrasey;

* Pass Phrase — naponb 6e3onacHoCTv knactepa. MNaponb foMKeH cogepxartb OT 8 40 63 CMMBO/IOB.
JonycTrmble CUMBO/IbI: MPOMUCHbIE Y CTPOUHbIE OYKBbI, LMIPbI U ClelmasibHble CUMBO/IbI, TaKMe Kak @
n#;

* Reauthentication Timeout — nepnog BpeMeHn Yepes KOTopbIil 6yAeT NPoOMCXoAnTbL NOBTOPHAas
ayteHTudgukaumsa. MNMapameTtp npuHuMaeT 3HavyeHums ot 300 go 86400 cekyHg. Mo ymonyanuio — 300
CeKyHJ.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».

4.9.2 TlogMeHo «Sessions»

B noameHto «Sessions» BbINO/IHAETCSA NPOCMOTP NapamMeTPOB CECCUI KTMEHTOB, NOAK/THYEHHbIX K TOYKaM
[0CTyna, HaxoaswWwmmMcs B knactepe. Kaxablin knmeHT onpegensietca MAC-aapecom 1 TOUKOM A0CTyna, K
KOTOPOW OCYLLIECTBISETCA €ro TekyLiee NoaKIUeHme.

B Tabnmue MoxeT 6bITb yKkazaHo MakcumyM 20 KNMeHTOB. MNPOCMOTPETL BCEX K/TMEHTOB, NOAKMHOUYEHHbIX K
[laHHOW TOYKe A0CTyNna MOXHO B MeHto «Status» — «Client Associations».

Manage sessions associated with the cluster

Sessions...

You may sort the following table by clicking on any of the column names.

Display | All W Go

AP |l ocation User MAC Rate (Mbps) Signal Rx Total Tx Total Error Rate
floor_1 F2:2B:5A:02:68:5E 156 27 500 454 1]
floar_1 14:36:C6:15:A4:11 65 24 18 38 0

You may restrict the number of columns displayed by selecting a field other than "all® in the choice box
above. By seleting a specific field, the table will show cnly "User”, "AP Locaticn®, "User MAC" and the
selected field for each session. Click the "Go" button to apply the new selection.
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© BbI MOXeTe OrpaHNuNTb KONMYECTBO OTOGPaKaeMbIX CTONGLOB B TAGMLLE MOHUTOPUHTA, BbiGEpUTE B
none «Display» napameTp, oTAnYHbIl 0T «All», 1 HXXMUTE Ha KHOMKY «GO».
Mpwn BbIGOPE ONpeAeneHHOro napaMmeTpa B TabnnLe 415 Kaxaoro KnveHTa dyayT oTobpaxarbes
cTtonbupl: «AP Location», «User MAC», n ctonbel, ¢ BbIGpaHHbIM NapameTpom.

+ AP Location — onucaHune pr3nyecKoro MecTornosIOXEeHNA TOUKM AOCTYnNa;

+ User MAC — MAC-agpec 6ecnpoBOAHOr0 yCTPONCTBA K/TMEHTE,;

* Rate — ckopoCTb Nepefayv AaHHbIX MeXAy TOUKON A0CTyna u onpeaeneHHbIM kmeHTom, Mbps;
+ Signal - ypoBeHb curHasna, NpUHUMaemblii OT TOUYKM AOCTYNa;

* Rx Total — o6LLee KONM4ecTBO NakeToB, NOSTyYEHHbIX K/IMEHTOM B TEYEHME AAaHHOWN ceccuy;

+ Tx Total - obLiee KONMYECTBO NaKeTOB, NepefiaHHbIX OT KNIMEHTA B TeYeHNe AaHHON ceccuu;

* Error Rate — NpoueHT nepeoTnpas/ieHHbIX NaKeToB.

4.9.3 lMoameHto «Radio Resource Management»

MoameHto «Radio Resource Management» npegHasHayeHo A/1s1 ynpaB/ieHns aBTOMaTU4YeCKM BblGOPOM
KaHa/10B TOYeK AocTyna.

B pexume knacTepa Kaxgas Toyka AOCTyna ycTaHaB/IMBaeT HOMepa KaHasi0B, Ha KOTOPbIX paboTatoT
61m3nexallme ToUKM AOCTyna B 3TOM Xe KacTepe, a Takke NpoM3BOANUT CNEKTpasibHbI aHam3
3alyM/IEHHOCTM (hoHa CTOPOHHUMM TOYKaMK A0CTyna. Yepes ycTaHOBNEHHbIE NHTEPBasIbl BPEMEHW TOUKM
[0CTyna npon3BoAdAT nepecyeT 06LLUen cnekTpanbHOW CTPYKTYPbI CPebl U BbIOUPAKOT KaHa Takum 06pasom,
4TOObI OH Obl1 HAMMEHEE 3allyM/IEHHbIM, & TOUYKM AOCTYNa, 06/1aCTU MNOKPbITUA KOTOPbIX NEPEeCEKATCS,
HaxoAUNNChb Ha pasHbIX KaHanax.

Automatically manage radio resource assignments

Channel Planner ...

)

>

IG

Clustered J
Stop automatically re-assigning channels

2

Current Channel Assignments
Access

IP Address Radio Band Channel Status Locked Points
192.168.0.135 E8:28:CL:CL:27:70 B/G/N 1 up
192.168.0.135 E8:28:C1:C1:27:60 A/NJAC 40 up
192.168.0.58 A8:F9:4B:B7:8B:D0 B/G/N 11 up
192.168.0.58 AB:F9:4B:B7:8B:C0 A/NJAC 36 up
Refresh Apply

[ns Toro, 4To6LI 3aNyCTUTL NPOLIECC CNEKTPasIbHOrO aHasIM3a cpefbl U BbI6opa ONTUMasILHOTO KaHasa Asis
Kauk[j0l/ TOUKM AOCTYyna B KiacTepe HaKMUTE Ha KHOMKY «Start». [118 0CTaHOBKM NpoLiecca HaXkKMUTE Ha KHOMKY
«Stop».

B Tabnuue «Current Channel Assignments» npMBoAMTCA TEKYLLMIA CNCOK TOYEK AOCTYNa B Knactepe u nx
napameTpbl:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;
* Radio - MAC-azpec pagvnouHTepdeiica Toukn JoCTyna B KnacTtepe;

+ Band — Habop cTaHAapTOB, NoAAEPXKMBAEMbIX PAANONHTEPCECOM TOUKM AOCTYNa B KlacTepe Ha
[laHHbI/i MOMEHT;

+ Channel — 4yacTOTHbI KaHan B KacTepe;
+ Status — cocTosiHue paboTbl pagnonHTepdeica ToUkM AOCTyna B KnacTepe;
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+ Locked — 6nokmpoBKka CMeHbI KaHasna. MNpwv ycTaHOBNEHHOM bfiare, B MOMEHT Bbl6opa ONTUMasIbHOro
KaHana BcemMy ToukaMmn A0CTyna, AaHHbIi paguonHTepdelic 6yaeT NCNONb30BaTh NPEXHWI kKaHa Npw
nto6boM ncxofe Bbibopa ONTYMa/IbHOTO KaHasa.

HaxmunTe kHoMKy «Apply» A58 npUMeHeHUs 3MeHEeHUIA.

HaxxmunTe kHonKy «Refresh» ans o6HoBneHns gaHHbix B Tabnuue «Current Channel Assignments».

Proposed Channel Assignments ({ 16 seconds ago )

IP Address Radio Proposed Channel
192.168.0.135 EB8:28:C1:C1:27:70 1
192.168.0.58 AS8:F9:4B:B7:8B:D0 11
192.168.0.135 EB:28:C1:C1:27:60 40
192.168.0.58 AS8:F9:4B:B7:8B:C0 36

Advanced

Change channels if interference is reduced by at least 75% W

Refresh when access point is added to the cluster | Enable ™

Determine if there is better set of channel settings every | 10 Minutes
Click "Update™ to save the new settings.

Update

B tabnuue « Proposed Channel Assignments » npnogutcs MHopmaLms 0 BO3MOXHbIX 3HAYEHUAX KaHana,
Ha KOTOpbI nepeigeT pagmonHTepdieiic ToUKM oCcTyna B c/iyyae 3anycka nepecyera onTMMasibHOCTH
BblGOpa kaHasa:

+ IP Address — IP-agpec Toukn gocTyna B KnacTepe;

* Radio — MAC-agpec pagnovHTepderica To4ku focTyna B Kactepe;

* Proposed Channel — Homep KaHasa, Ha KOTOpbI NepeigeT pagnonHTepdenc Toukn AocTyna B ciyvae
3anycka nepecyera onTMMasibHOCTU BblbOpa kaHana.

Advanced - B pa3gene BbINO/HATCA pacLuMpeHHble HaCTPOVKN:

« Change channels if interference is reduced by at least — NPOLEHT BbIUTPbILLA B YMEHbLLEHWUN YPOBHS
Wwyma A1 NpUHATUSA peLleHns Nepexoia Ha Apyroi kaHasl. Ecnv npy aHanmse cpefpl Touka AocTyna
06HapyXMBaEeT, YUTO NPU NEPEXOAe Ha APYroi KaHasn YPOBEHb LUyMa CHU3UTCS Ha BEIMYMHY, 60/bLLYHO,
4yeM yKa3aHo B JaHHOM napameTpe, TO Bbloop O6yAeT cAenaH B Nosb3y Nepexofa Ha Apyroli KaHar.
[nanas3oH HacTpoiKn BeNNUYNHBI: OT 5% [0 75%;

+ Refresh when access point is added to the claster — npon3BoanTb NepecyeT 06LLel cnekTpasibHOM
CTPYKTYpbI CpeAbl 1 BbIGOP ONTUMa/ILHOTO KaHas1a 415 Touek AoCTyna, eC/im K knactepy
npucoeuHAETCS HOBas ToYka AOCTYynNa;

+ Determine if there is better set of channel settings every — nHTepBas1 BpEMEHU, YEPE3 KOTOPbINA
MPOVCXOANT NepecyeT 06LLEe CNEKTPa/IbHOWN CTPYKTYPbI CPeAbl U BbIGOP ONTUMasIbHOTO KaHana a1s
TOYek AocTyna.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYHO NaMsiTb
HaxxmuTe kHonky «Update».
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Transmit Power Control ...

Start automatically re-assigning tx power
RSSI Threshold 2.4 GHz |-65  |(Range: -100..-30)
RSSI Threshold 5 GHz |70 |(Range: -100..-30)
Interval lo | (Range: 1800...86400 or 0)
Advanced
Minimal Tx Power (10 |(Range: 6...30)
Active Scan Mode 4
Debug Mode

Update
Maonitoring E |
TPC statistics is not available because tpc-planner is not up

B pasgene «Transmit Power Control» Toukn f0CTyna, cOCTosILME B OAHOM KacTtepe, Yepes yCTaHOB/IEHHbIE
NHTEepBas1bl BPEMEHW NMPOU3BOAAT CNEKTPasIbHbIN aHan3 achmpa n NPpon3BOAAT NnepepacyeT MOLLHOCTEN
BbICTaB/IEHHbIX HA TOUKax AOCTYyna B K/lacTepe TakMMm 06pa3om, UTOObI OKa3biBaTb Kak MOXHO MeHbLUEe
BNNAHNA Apyr Ha gpyra. 1o ymonyaHuio onTuMnsaumsa npoBoguTCca Npu U3MeHeHMM cocTasa KnacTtepa.

[ns 3anycka npouecca aBTONOACTPONKN MOLLLHOCTY N5 K&KAO0M TOUKU AOCTYyNa B K/lacTepe HaxXMuTe Ha
KHOMKy «Start». [115 0CTaHOBKM MpoLiecca HaXXMNTE Ha KHOMKY «Stop».

* RSSI Threshold 2.4 GHz — nopor ypoBHsi RSSI B gnanasoHe 2.4 'y, MapameTp NpUHUMaET 3HaYeHns oT
-100 go -30. Mo ymonyaHuio -65;

* RSSI Threshold 5 GHz - nopor yposHst RSSI B gnana3oHe 5 'y, MapameTp npuHumaeT 3HaveHus ot -100
0o -30. Mo ymonuaHuio -70;

* Interval — nHTEpBan BpeMeHN Mexay umkiaMmu ontuMmmnsaumun. NMapametp npuHnmaeT 3HadeHuns ot 1800
[0 86400 cekyHp. Mo ymonuaHuio — 0, UTO 03HAYaEeT, YTO ONTUMM3AaLMA MOLLHOCTU NpoBoAuMTcA 1 pas,
3aTeM TOJ/IbKO NPV U3MEHEHWM cocTaBa Kactepa;

Advanced - B pa3zesne BbINO/HAIOTCA paclUMpPeHHbIe HACTPOMKU:

* Minimal Tx Power — MMHMas1bHbIV BbIXOAHOM YPOBEHb MOLLHOCTY TOYKM AocTyna. MNapameTtp
npuHMMaeT 3HaveHmnsa ot 6 go 30. No ymonyanuio 10;

+ Active Scan Mode — npu ycTaHOB/IeHHOM dh/1are, UCNoJIb3yeTCs aKTUBHBIA PEXUM CKaHMPOBaHWSA, Npu
BbIK/TIOYEHHOM — MAaCCUBHbI;

+ Debug Mode — npu ycTaHOBNEHHOM chiare BKHOYAETCHA OTnpaBka OT/1af04HbIX COOOLEHUI B KOHCO/b
TOYeK gocTyna.

[na BCTynneHns B cuy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHonky «Update».

B okHe «Monitoring», nocsie oKoH4YaHUs oNTUMM3aL MM aBTONOACTPOMKN MOLLHOCTU, MOXHO HabnoaatTb
pe3ynbrarbl CKaHMPOBaHUA BCEX TOYEK [OCTYNa B KacTepe, ypoBeHb BINAHUA TOUEK APYT Ha Apyra, a Tak xe
N3MEHEHHYI0 BbIXOAHYI0 MOLLHOCTb TOUEK AOCTYyna.
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4.9.4 TMopmeHto «Wireless Neighborhood»

MogmeHio «Wireless Neighborhood» cogepxut Tabnuuy COOTBETCTBUS TOYEK AOCTYNa, HAXOAALLMXCA B
knacrtepe, n 6ecrnpoBOAHbIX CETEN, AeTeKTUPYEeMbIX 3TUMM YCTpoicTBaMu. [laHHas Tabnuua AeMOHCTPUpPYET,

Kakme 6ecnpoBOfHbIE CETU AETEKTUPYET KaXAas ToUKa AOCTYyna U Kakoi ypoBEHb CUrHaIa OHa OT HUX
NpYHUMAaET.

Ha ocHoBaHMM faHHOW TabnuLbl MOXHO NPOU3BECTN CNEKTPasIbHbIA aHaIn3 BCel CeTU U OLEHUTb BIUSHUE
NMOMEX Ha KaxKAyt TOUKY A0CTyna. 3TO NO3BOUT OLEHUTb NPaBUIbHOCTbL PACMOIOXKEHMSA TOYEK AOCTYyna no
TEPPUTOPUMN MOKPLITUA U YKaXKET Ha NPO6/IeMHble MECTa, B KOTOPbIX YPOBEHbL NOMEX MOXET NomMellaTb
KayeCTBEHHOMY MpefoCTaB/IEHUIO YCAYT.

View neighboring access points

Wireless Neighborhood...
Clustered
The Wireless Meighborhood table shows all access peints within range of any AP in the cluster. Cluster members who are also
"neighbors” are shown at the top of Neighbors list and identified by a heavy bar above the Network Name. The colored bars and
numbers to the right of each AP in the Neighbors list indicate signal strength for each neighboring AP. This signal strength is detected by | 2
the cluster member whose IP address is at the top of the column, Access

Display Neighboring APs: In cluster Mot in cluster *) Both

Cluster

192.168.0.58 192.168.0.135
AB:F9:4B:B7:8B:D0 EB:28:C1:C1:27:60
Neighbors (16) (floor_1) ( floor_2)

Eltex VAP

WGB

Nikitenko_5 o

MTSRouter_5GHz_029579

i-289

i-287

i-10-print

i-10-ent

RT-WiFi-eddc

test test Sa wvand 9

B BepxHeli cTpoke Tabmubl 0ToGpakeHa NHopMaLLMs No KaxXAoMy pagnonHTepdeiicy Touek AoCTyna,
HaxoasLWwymxcs B knactepe. B kpaliHem nesom cton6ue «Neighbors» pacnonoxeHa nHgopmauus no
6ecnpoBOAHbIM CETSIM, KOTOPbIE BUAHbLI YCTPOCTBaM B KnacTepe.

YpoBeHb CurHasia oT Kaxkoi 6ecnpoBOHOI CETU yKa3aH B NPaBOM BEPXHEM Y1y suelikn Tabnuubl.

Ta6numua chopMMpoBaHa Tak, YTo B MEPBbIX €€ CTPOKax 0To6paxaroTcsi 6ecrnpoBofHbIe CETH, 06pa3oBaHHbIe
caMuM K/lacTepoMm, Jasiee UayT MMeHa CTOPOHHUX CETEil.

MapameTp «Display Neighboring APs» HacTpanBaeT oTob6paxeHne nHpopmaumm B Tabnuue:

* In cluster — npun yctaHoBNeHHOM chnare B Tabnvue 6yaet oTobpaxarbcs nHopmMauust TONbKO 0 TeX
6ecnpoBOAHbIX CETAX, KOTOPbIE HACTPOEHbI HA TOUKaX A0CTYNa, HaXoAsALMXCS B KNnacTepe;

* Not in cluster — npun yctaHoBNeHHOM chnare B Tabnvue 6yaet oTobpaxarbcs nHopMauust TONIbKO 0O Tex
6ecnpoBOAHbIX CETSAX, KOTOPbIE HACTPOEHbI HA TOYKaX A0CTYNa, He HaXoASALWMXCS B KnacTepe

* Both — npu ycTtaHoBneHHOM chnare B Tabnmue 6yaet oTobpaxaTbCca MHopMaLnsa 0 BCEX CETSIX.
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4.9.5 MopmeHto «Cluster Firmware Upgrade»

B nogmeHto «Cluster Firmware Upgrade» MOXHO BbINO/THUTL 06HOBNEHME NporpaMmMHoro obecnedenus (MO)
Ha BCEX YCTPOWCTBax, BXOAALLMX B KnacTtep.

© nNapameTpbl AaHHOMO NOAMEHIO AOCTYMHbI /15 NPOCMOTPA U pefakTUpoBaHuUs TObKo Ha Master-Touke
Knactepa.

Mpu 06HOBNEHNUM MO ycTpoIcTB KacTepa chaiin NpowwvBKM ByAeT 3arpy>XeH Ha Kaxaoe YCTPOCTBO U
yCTaHOB/EH Ha no3uyuto «Primary Image». B npouecce 06GHOB/IEHUSI aBTOMATWUYECK BbINOHAETCS
nepesarpyska yCTpOCTB ¢ 3arpy3koii [0, KOTopoe COOTBETCTBYET HOBOMY 06pa3y. YCTaHOB/IEHHOE paHee Ha
ycTpoiicTBax knactepa MNO GyAeT coxpaHeHo M nepemMeLleHo Ha nosvumio «Secondary Image» (pesepBHasi
Bepcus MMO).

Upgrade Firmware in Cluster

Cluster Firmware Upgrade...

Members IP Address MAC Address Device  Firmware Version Firmware-transfer-status Firmware-transfer-progress-bar

I 1

135 EB:28:C1:C1:27:60 (Teuywan sepcua NO) MNone

L 2 58.0.58 AB:F9:4B:B7:8B:C0 (Texyuwas sepcus MO) Downloaded
Upload Method: * HTTP TFTP
Mew Firmware Image: 0630p... PaANn He BuIGPaH.

Owerall Upgrade Status: In progress

grade Stop

Caution: Uploading the new firmware may take several minutes. Please do not refresh the page or navigate to another page while uploading the new
firmware, or the firmware upload will be aborted. When the process is complete the access point will restart and resume normal operation.

+ Members — NnOpsiAKOBbIA HOMEP TOYKM A0CTYNa, HAaXoAsLENCs B KnacTepe;

+ IP Address — IP-agpec Toukn f0CTyna, Haxoosiwelics B Knacmepe;

+ MAC Address — MAC-adpec mo4ku oocmyna, Haxoosiuelcsi 8 K1acmepe;

+ Device — TN TOYKKN AOCTYNa;

* Firmware Version — Tekywas sepcusa MO ToYkn gocTyna,;

+ Firmware-transfer-status — ctaryc npouecca 06HOBEHUS NPOrpamMMHOro o6ecneyeHmns Ha Touke
[0CTyna,;

+ Firmware-transfer-progress-bar — ctaTyc npouecca 3arpy3ku gaiisia nporpaMMHOro 06ecneyeHnst Ha
TOYKy AOCTyna.

O6HoBneHue MO ycTpoiicTB. 3arpyska thaiina MO Ha yCTPOCTBO MOXET NPOM3BOANTLCA NOCPEACTBOM
HTTP vnn TFTP npoTokonos.

3arpys3ka uepe3 HTTP. YctaHoBuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANANOrOBOM OKHE BblbepuTe NyTb K goainy MO Ha MNMK. B kpaiitHeM neBOM CToN6LUe Tabnuubl
ycTaHoBUTE dhar HaNnpPoOTUB TOYEK AOCTYNa, HA KOTOPbIX HEO6XOANUMO 0GHOBUTL NPOrpaMmMHoe obecneyeHme.
HaxmunTe kHonky «Start-Upgrade» ans Hadana 3arpy3ku doaina Ha ycTpoiicTBa.

3arpys3ka uepe3s TFTP. YctaHoBuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxkute nmsa dpaina Mo, koTopblii 6yAeT 3arpyXeH Ha ycTpoicTeo. Mmsa dhalina 06s3aTenbHO A0/MKHO
cogepxarb pacwupeHue .tar. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM COXpaHeH
Goaiin MNO. B kpaitHemM NeBOM CTON6LE TabNuLpl ycTaHOBUTE (hiar HaNpPOTMB TOYEK A0CTYNA, Ha KOTOPbIX
Heo6xoaMMo 06HOBUTbL NpPorpaMMHoe obecneveHne. Haxmute kHonky «Start-Upgrade» gns Hauyana 3arpysku
Goaina.

HaxkmnTe Ha KHOMKyY «Stop» Ans npepbiBaHMs Npouecca 06HOBEHMS YCTPOCTBA.
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B none «Overall Upgrade Status» oTobpaxaeTcs 0606LLEeHHbIV CTaTyc npouecca 06HOB/IEHUS MPOrpamMmMHOro
obecrneyeHns Ha Toukax goctyna.

@ B npouecce 06HoBREHNSA MO yCTPOIACTB He OTK/IOYANTE NUTaHUE YCTPOICTB, a Takke He 06HOBNANTE
N He MeHANTe TekyLLyt web-CTpaHuLy ¢ nporpecc-6apom 06HOBNEHNS.

410 MeHto «Captive Portal»

B meHto «Captive portal» BbiINnonHAeTCS HACTPOika NnopTana, Ha KOTOPbIii NepeHanpaB/IsTCS KNEHTbI A1s
NPOXOXAEHMSI aBTOPU3aLMM NPY NOAKNOUYEHNUN K CETU VIHTEPHET.

Takvm 06pa3oM MOXHo, Hanpumep, nepeeecTn Wi-Fi ceTb B OTKPbITbIV peXuMm, CHSB LMpoBaHme, Ho
orpaHu4MB JOCTYN K CETEBbIM pecypcaM. [MoAkKNtoUeHNE K CETEBbLIM pecypcam ByAeT peann3oBaHo yepes web-
aBTOpPU3aLMIO.

4.10.1 NMopgmeHto «Global Configuration»

B noameHto «Global Configuration» BbinonHseTCcs HACTpoiika 06LWMX NapaMeTpoB nopTasia i MOHUTOPUHT
TEKYLLLero KOfIM4yecTBa Co3aHHbIX 0OGbEKTOB.

Global Configuration Settings

Captive Portal Mode ® Enabled Disabled

Authentication Timeout 300 (60 - 600 sec, 300 = Default)

Roaming service URL (0 - 2048 characters)
Roaming no action timeout 720 (0 - 86400 min, 720 = Default)

Instance Count: 32

Click "Update" to save the new settings.
Update

+ Captive Portal Mode — cocTosiHue paboTbl noptana:
+ Enabled — npwn yctaHOB/IEHHOM dhiare nopTan UCNosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM dhiare nopTtas He UCMNOJb3yeTCs.

+ Authentication Timeout — nepnog, BpeMeHM B CEKYHAAX, B TEYEHNE KOTOPOrO KIMEHT MOXET BBECTU
aBTOPU3aLMOHHbIE AaHHble Ha CTpaHuue nopTana Ansa nonyyveHus goctyna K cetn. Ecnm nHrtepsan
npeBbILLEH, HE06X0ANMO 0O6HOBUTL CTPaHULLYY SIMG0 NOBTOPHO NOAKIUNTLCA K CETU. MNapameTp
npuHumaeT 3HadveHusa ot 60 go 600 cekyHA. Mo ymonyaHuio — 300 cekyHp;

* Roaming Service URL - appec cepsuca APB ans nogaepxkm poymuHra B pexume hotspot. 3agaerca B
dhopmarte: "ws://host:port/path”

* Roaming No Action Timeout — Bpems, Yepe3 KOTopoe Touka AOoCTyna yaanuT yctapeslune/HeakTUBHbIE
3anuncu 0 KNneHTax B poymuHre. NapameTp npuHnumaeT 3HaveHus ot 0 go 86400 MuHyT. Mo yMonyaHuio
= 720 MUHYT;

+ Instance Count — ko/1u4ecmaso 3K3eMnNApPoB nNopTana, HAaCTPOEHHbIX Ha ToYKe AocTyna.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNS1 HACTPOEK B SHEProHe3aBMCUMMYH0 NaMsATb
HaxxmuTe KHonky «Update».
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4.10.2 MopmeHto «Instance Configuration»

B noameHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Fortal Instances | Create ¥

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Cliclk "Update” to save the new settings.
L Update |

[na cosgaHma Hosoro noptania B nose «Captive Portal Instances» Heo6xoavmo BbiGpaTh NyHKT «Create» n B
none «Instance Name» ykasatb MMs HOBOIo noprtasia. Vimsa noptana Moxet cogepxarb oT 1 1o 32 cuMBOOB.
[na co3gaHma noptana Haxarb kHonky «Update».

[nsa nepexoga k pabote ¢ nopTasioMm Heo6xoauMo BbibpaTh ero ums B nose «Captive Portal Instances»:

Instance Configuration Settings

Captve Portal Instances | wlanObssvapd ¥

Captive Portal Instance Parameters

Instanca 10 1

Admin Mode ® Enabled Disabled
Virtual Portal Hame

Global Radius * On off

Radiug Accounting On off

Raduis Domain

Radius 1P Network ¥
Radius IF

Radius Backup IF 1

Radius Backup IP 2
Radiua Backup IP 3
Radius Key

Radius Backup Key 1
Radius Backup Ky 2

Radius Backup Key 3

External URL {0 - 256 characters)
Away Timea &0 (0 - 1440 min, 60 = Default

Session Timeout o (0 = 1440 min, 0 = Default)

Max Bandwidth Upstream I (0~ 1331200 Kbps = Default)

Max Bandwidth Downstream i) {0 - 1331200 Kbps, 0 = Defaulk)

Uzer mabaliby darmaar (0 - 256 characters)

Celete Instance

Click "Update” to save the new settings.

Update

* Instance ID — Homep nopTana;
« Admin Mode — pexum paboTbl nopTana:
« Enable — Bkntoue;
* Disabled — BbIKMOYEH.
+ Verification —meTof NpoBepKN NOAMHHOCTY NO/b30BATESIS:
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+ Cportal — meTog, Npy KOTOPOM NPOBEPKY NOAJ/IMHHOCTU Nonb3oBartens Ha Radius-cepsepe
BbinonHsieT Captive Portal;
* RADIUS - ans aBTOpU3auuy nonb3oBaresb A4O/MKEH 6bITb NponucaH Ha Radius-cepsepe;
« Virtual Portal Name — nms BupTyasibHOro noptana;
*+ Global Radius — rno6anbHble HacTpoiikn asTopm3auun no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH,;
+ On — BKNtOYEH. BbI6op AaHHOro BapriaHTa OTKPbIBAET BO3MOXHOCTb pefaKTMpPOBaHUs CriedyoLmx
nonei:
* Radius Accounting — Npv BK/IOYEHHOM PyHKUMM ByayT OTNPaBAATLCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BK/IOYEH;
+ Off — BbIK/IIOYEH.
* Raduis Domain — gomMeH nonb3oBarens;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepBsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepsepa, 3anpockl 6yayT oTnpasnsaTbCcA Ha pe3epBHble RADIUS-cepsepa;
* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepBepa;
* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;
* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpas/ieH NoNb30BaTesb Npu
noakatyeHmm K hotspot cety;

+ Away Time — BpeMs, B TeYeHNe KOTOPOro AelCTBUTENIbHA 3anvcb ayTeHTU(INKaLUN Nonb3oBartens Ha
TOYKe JocTyna nocsie ero guccoumaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1MKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHumaeTt 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TalimayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyTOK BpeMeHN. MNapameTp npuHmMMaet 3HaveHmns ot 0 go 1440 muHyT. Mo
ymonyaHuio 0 — TalimayT He NpYMeHseTCs;

+ Max Bandwidth Upstream — makcmasibHasi CKOpOCTb nepegayn Tpadmka ot aboHeHTa. Mapamertp
npuvHMMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuaxuio 0 — 6e3 orpaHnyeHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npvHuMaet 3HaveHmns ot 0 go 1331200 Kbps. Mo ymonuyaxuio 0 — 6e3 orpaHnyeHuns;

+ Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAauTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.10.3 MopgmeHto «VAP Configuration»

B nogmeHto «VAP Configuration» BbinosiHsieTcs npussizka noptana k BuptyasibHbiM Wi-Fi cetam VAP.

VAP Configuration Settings

Radio | 1w

VAP Instance Name

0 wlan0Obssvapld W
1 wlanObssvapl
2 wlanObssvap2
3 wlan0Obssvap3 W
4 wlanObssvapd
5 wlanObssvap5 W
6 wlanObssvapé W
7 wlan0bssvap? “
8 wlanObssvap8 W
9 wlanObssvap9 W
10 | wianObssvapl0 Vv
11 | wlanObssvapll v
12 | wlanObssvapl2 v
13 | wlanObssvapl3 v
14 | wlanObssvapl4 v

15 | wlanObssvapls v

Click "Update" to save the new settings.

Update

* Radio — Homep Wi-Fi nHTepdeiica, ans KOTOPOro Npovu3BOANTCS HACTPOKa.
B Tabnuue ans Kaxaon BUPTYasibHOM CETM Ha3HaYaeTcs nopTasl No ero MMeHW.

[na BCTynneHns B culy HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamMsiTb
Haxkmute KHomnky «Update».

4.10.4 MopgmeHrto «Authenticated Clients»

B nogmeHto «Authenticated Clients» oTob6paxaeTca CnnMcok KAMEHTOB, KOTOPbIE YCMELLHO MPOLUAN
ayTeHTUmkKaumo Ha noprane.

V Authenticated Client List

Click "Refresh™ button to rafresh the pags.
Refrash

Total Mumber of Authenticated Clients 2

MAC Address 1P Address User Mame Protocol Mode Verify Mode WAP ID Radio ID Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes
70:70:0d:93:c3:0 79232566602 http cportlad 2 1 3 o 88376 = o o o o
74:df:bfiea:56:45 79139152546 http cportlad i 2 18 o o o o o o

[nsi 06HOBNEHMS UHPOPMALIMM HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.
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Total Number of Authenticated Clients — konM4ecTBO yCMELIHO aBTOPU30BaHHbIX KNIMEHTOB Ha AaHHbIl
MOMEHT BPEMEHN;

MAC Address — MAC-agpec KMeHTa;

IP Address - IP-agpec knveHTa;

User Name — ums nonb3oBarens, C KOTOPbIM K/IMEHT NPOLEN ayTeHTUMKaLMIO Ha nopTane;
Protocol Mode — npoTtokon, ucnonb3yemsiii gns coeguHeHns HTTP / HTTPS;

Verify Mode — meToq, aBTopusauun Ha nopTasne;

VAP ID — Homep BMPTyanbHOI ceTw;

Radio ID — Homep paanonHTepgeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;

Session Timeout — ocTaBLUeeCcs BPeMS XN3HU Ceccuw,

Away Timeout — ocTaBLUeecs BPpeMS XU3HW 3anncy ayTeHTUUKALMN KINEHT];

Rx Packets — KOnM4eCcTBO NPUHATLIX NAKETOB OT K/INEHTA;

Tx Packets — kONM4ecTBO NepefaHHbIX KNIMEHTY NaKeToB;

Rx Bytes — Konn4ecTBO NosyYeHHbIx 6aiT UAP oT nonb3oBatens;

Tx Bytes — KonunyecTBO nepegaHHbix 6aiit UAP nonb3oBaresnem.

4.10.5 NMoameHto «Failed Authentication Clients»

B nogmeHio «Failed Authentication Clients» npvBefeH CnNMCOK K/IMEHTOB C OLUMOKOM aBTOpM3aL MM Ha nopTase.

Failed Authentication Client List

Click "Refresh” butten to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address Uszer Name Verify Mode VAP ID Radic ID Captive Portal ID Failure Time

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

411

MAC Address — MAC-agpec KIneHTa;

IP Address — IP-agpec KNneHTa;

User Name — nmsa nosb3oBaTtesis, C KOTOPbIM K/IMEHT NMPOLWEN ayTEHTU(INKALMIO HA nopTane;
Verify Mode — meToq, aBTOpU3aLun Ha nopTasne;

VAP ID - HOMep BUPTyasibHOW ceTy;

Radio ID — Homep paanonHTepdeiica;

Captive Portal ID — Homep nopTtana, ¢ KOTOPbIM acCOLUNPOBAH K/IUEHT;

Failure Time — Bpems, Korga npounsoLuna owmnoka.

MeHto «Client QoS»

MeHto «Client QoS» npegHasHauyeHo AN 601ee TOHKOM HacTponkn QoS KNMeHTCKuX NoTokoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB TpagmKa, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.11.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOUYMTL MCMNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee c)opMMpPOBaHHbIE NpaBuIa NPUOPUTAIALLN
Tpadmka.
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Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '®' Disabled

VAP QoS Default Parameters

Radio |1 v

VAP | VAPD W

Client QoS Mode * ' Enabled Disabled

Bandwidth Limit Down |0 (0 - 866700 Kbps)
Bandwidth Limit Up |0 | (0 - 866700 Kbps)
DiffServ Policy Down ~

DiffServ Policy Up hd

VAP Limit Down |0 (0 - 866700 Kbps)
VAP Limit Up lo | (0 - 866700 Kbps)

Click "Update" to save the new settings.

Update

+ Client QoS Global Admin Mode — ncnonb3oaHue Client QoS Ha Bceli Touke AocTyna rnobasibHo:
« Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

* Radio — BbIGOp pagnonHTepderica, Ha KOTopom byaeT Nnpon3BoanTbCa HacTpolika Client QoS;

« VAP - BbI60Op BMPTYasibHOM TOUKM A0OCTYNa, Ha KOTOpOW ByaeT npon3BoanTbes HacTpoiika Client QoS;

+ Client QoS Mode — ncnonb3oBaHue Client QoS Ha BbibpaHHoI VAP:

« Enable — BKMOUYUTS;
» Disabled — BbIKNHOUUTB;

+ Bandwidth Limit Down — orpaHuyeHue WnpuHbI NOI0CHI MPOMNYCKaHUSA OT TOUKM A0CTyna K KaxkaoMy
KNWEHTY, KouT/c. MapameTp npmHMMaeT 3HavyeHust oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, TO
orpaHuyeHvie Nosockl MPonyckaHUs He NpuMmeHsieTcs. Jllob6oe HeHyleBoe 3HavYeHne oKpyrnseTcs 4o
BE/IMUVHbI, KpaTHOI 64 KGUT/C;

+ Bandwidth Limit Up — orpaHnyeHvne LMpUHbI NOSIOChI MPOMYCKaHUS OT KaXKA0ro KAneHTa 40 TOUKU
[0CTyna, KouT/c. MapameTp npuHMMaeT 3HavyeHus oT 0 go 866700 k6uT/c. Ecnn HasHaveH 0, To
orpaHuyeHvie Nosockl MPoNyckaHns He NpUMeHsieTcs. Jllob6oe HeHyleBoe 3HaYeHne oKpyrnseTcs 4o
BE/INUVHbI, KpaTHOI 64 KGUT/C;

« DiffServ Policy Down — nms npodcuns Policy, KoTopblii A0/MKEH 6bITb MPUMEHEH K TpaduKy,
nepefaBaeMoOMy B HanpaBfeHUM OT TOUYKM AOCTYNA K KIUEHTY;

« DiffServ Policy Up — nms npodouns Policy, koTopblil Ao/mKeH 6biTb NPUMEHEH K TpaduKy, nepegaBaeMomy
B Hanpas/ieHUM OT K/IMEHTA K TOUKe 4OoCTyna.

+ VAP Limit Down — orpaH/M4eHune LIMPWHbI NOSIOCHI MPOMNYCKaHMsl OT TOYKU AOCTyna K KnueHTam (B cymme),
NOAK/TOYEHHbIM K AaHHoMY VAP, k6ut/c. MapameTp npuHumMaeT 3HavyeHus ot 0 go 866700 k6uTt/c. Ecnn
HasHauyeH 0, TO orpaHnMyeHne He nNpumeHsieTcs. J1loboe HeHy1eBoe 3HaYeHne OKpPYI/IAeTCA A0 BE/IMYMHBI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHne LMPYHbI NOSI0ChI NPONYCKaHWs OT KIMEHTOB (B CyMME) A0 TOUKM A0CTYNa,
6ut/c. MapameTp npuH1UmaeT 3HaveHns ot 0 go 866700 k6uTt/c. Ecnmn HasHayeH 0, TO orpaHnu4eHue He
npumeHsieTcs. JTlo6oe HeHyneBoe 3HaYeHNe OKPYTISETCA 40 BEIMYMHbI, KpaTHON 64 KbuT/C.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHOUIypaLumy 1 3aHECEHNS] HACTPOEK B 3HEPTOHE3aBICUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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4.11.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/IHAETCS HACTPoiKa knaccudrkaumm Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTel NakeToB ONnpeesieHHOro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT knacc 6yaeT UCnosb30BaH 419 onepawuvin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Clasz Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pasgesnie BbINosHSAETCA co3gaHne npodhnssa knaccugukaumm Tpaduka.

+ Class Map Name — nmsa npoduns;

+ Match Layer 3 Protocol — npoTokors, No KoTopomy 6yaeT npoucxoantb knaccudgukaums (IPv4 nnm IPve6).
B 3aBMCMMOCTM OT BbiGOpa NpoTOKONA ByAET NPeAOXKEH pa3NNYHbIA Habop Nonel, No KOTopbiM ByaeT
BbINOHATLCA Knaccudurkayma Tpaduka.

[na co3gaHus HoBOro knacca Tpadvka ykaxkuTe B none «Class Map Name» umsi knacca n HaxkMuTe KHOMKY
«Add Class Map».

Match Criteria Configuration

Clasz Map Name Skype - ipvd r

Match Every

Protocol Select From List | ip A Match to value (0 - 255)

Source IP Address (¥.¥.X.¥) Source IP Mask (M%)

Destination IF Address (¥.x.. %) Destination IF Mask ()

Source Port Select From List v Match to Port (0 - 65535)

Destination Port Select From List v Match to Port |2440 (0 - 65535)

EtherType Select From List v Match to Value {0800 - FFFF)

Class Of Service (0-7)

Source MAC Address Source MAC Mask (3000 3 S 3 20 0K
Destination MAC Address Destination MAC Mask [ 30 1 00 00 00 30 )
WVLAN ID (0 - 4095)

Service Type

IF DSCP Select From List T Match to Value (0 - 83)
IF Precedence (0-7
IF TOS Bits {00 - FF) IP TOS Mask (00 - FF)

Delete Class Map

Click "Update™ to save the new settings.
Update

Match Criteria Configuration — B pasgene BbINo/HAETCA HACTPOViKa KpUTEPUEB A1 Kacca Tpaduka.

*+ Class Map Name — BbI6op knacca Tpaduka, 419 KOTOporo 6yaeT NponcxoanTb KOHUIyprupoBaHue
NPU3HaKOB NPUHAAEXHOCTH K Knaccy;
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Match Every — npun yctaHoBNeHHOM dhnare Tpaduk 6yaeT OTHECEH K JaHHOMY Klaccy He3aBMCUMMO OT
cogepXaHus nonei B ero 3aronoske. Ecnu cpnar He yctaHOB/EH, TO TpebyeTcs yka3aTb 3HaYeHus
Heob6XxoAMMbIX Nonei Tpadurka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AAHHBIM K/1acCoM;

Protocol — 3HayeHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HaueHue IP-agpeca oTnpaBmTens NakeTa;

Source IP Mask — macka, ykasblBatoLLaa Ha 3HauMMoCTb 6MTOB B IP-agpece, Ha OCHOBaHWUM KOTOPbIX
KnaccuuumpyeTca naker,

Source IPv6 Prefix Len — pnuHa npedukca IPv6-agpeca otnpaButens;

Destination IP Address — 3HaueHue IP-agpeca nonyyarens nakera;

Destination IP Mask — macka, yka3biBatoLas Ha 3Ha4MmocTb 61uToB B IP-agpece, Ha OCHOBaHWUN KOTOPbIX
KnaccmuumpyeTca naker,

Destination IPv6 Prefix Len — pnvuHa npedukca IPvé-agpeca nonyyarens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nonyuatens (Layer 4);

EtherType — 3HauyeHue nons EtherType, yka3biBatoLero Tun NpoToKosia, UCnosib3yeMoro B NakeTe;
Class Of Service — 3HaueHue nons CoS, yka3bIBaoLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTeNns Nakera;

Destination MAC Address — 3HadyeHne MAC-agpeca nosnyyartensi nakeTa;

VLAN ID — 3HauyeHue nonga VLAN B nakete;

IP DSCP - 3HaveHne nonsg DSCP B IP-3aronoBke nakera;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, yka3blBatoLLasi Ha 3HauMMocTb 6MTOB B nose TOS, Ha OCHOBaHMM KOTOPbIX
KnaccmuumpyeTca naker,

IPv6 Flow Label — 3HaueHune nons Flow Label.

[ns ynaneHus knacca yctaHosute dpnar Hanpotus «Delete Class Map» 1 Haxxmute kHorky «Update».

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHazHa4yeHo 471 HACTPONKM LWMPKHBI MONOCHI NPONYCKaHUa s
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa npuopuTeTa AaHHOro kiacca
Tpadhmka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A5t NPUHATUSA peLLeHnst 0 Nponycke
[laHHOro Tpaduka nam o ero 6710KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3HavatoTCs paHee
co3gaHHble kKnaccugmkaropbl Tpadmka «Class Map». N kaxaoro knaccugukaropa ykasbliBatoTcs onepauuu,
KOTOpble Heob6x04MMO NPOU3BECTM C AAaHHbIM TUMNOM Tpadvka.
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Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Folicy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Folicy Map Name Skype ¥

Class Map Name Skype v

Folice Simple Committed Rate (1 - 1000000 kbps) Committed Burst (1 - 204800000 bytes)
Send

Drop

Marlk Class Of Service (a-7)

Mark IF Dscp Select From List | ef b

Mark 1P Precedence (0-7)

Dizassociate Class Map

Skype, Skype_src
Member Classes

Delete Policy Map

Click "Update™ to =ave the new settings.

Update

Policy Map Configuration — B pa3zaene BbINoNHseTCA co3gaHne HoBoro npodguns Policy Map.
* Policy Map Name — nwvs npoduns Policy Map.

[na po6asneHns HOBOro Nnpodaunsa BeeanTe umsa npogunsa B none «Police Map Name» 1 HKMUTE Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pazzgene BbInoNHAETCA HACTpolika knaccnugukaTtopos Tpadimka.

+ Policy Map Name — nwvsi npodunns «Policy Map», B koTopom 6yaeT npor3BoAUTLCA AasibHelwas
HacTpolika onepauuii 4ns KnaccugukaTtopos Tpadnka,;
+ Class Map Name — knaccudpmkatop Tpaduka, paHee co3gaHHblli B nogmeHto «Class Map».

Onepauuu, KoTopble HEO0BXO0ANMO NPOU3BECTU C AaHHbIM TUMOM Tpadivka:

Police Simple — ynpolieHHasi HacTpoiika, NPy KOTOPOI 3a4al0TCs ABa NnapameTpa:
« Committed Rate — rapaHTMpOBaHHasA CKOPOCTb nepegayv Ans AaHHOro Buga tpadonka;
+ Committed Burst — orpaHn4eHvie cKaukoB Tpaduka.
+ Send — npw ycTaHOBNEHHOM (hnare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadumka 6yayT nepefaHs,
ecnu kputepumn Class Map BbINOMHAOTCS;
* Drop — npu ycTaHOB/IEHHOM chiare BCe NakeTbl COOTBETCTBYIOLLLErO NOTOKa Tpadnka 6yayT OTOPOLLEHDI,
ecnu kputepumn Class Map BbINOHAOTCS;
+ Mark Class Of Service — npn ycTaHOBNEHHOM dh/iare Bce NakeTbl COOTBETCTBYHOLLENO NOTOKa Tpadmka
OyayT MapKnpoBaTbCs 3afaHHbIM 3HavYeHeM CoS. MNapameTp npuHuMaeT 3HaveHme oT 0 go 7;
* Mark IP Dscp — npv ycTaHOBNEHHOM ¢hnare Bce nakeTbl COOTBETCTBYIOLLErO NoToKa Tpadvka éyayT
MapKkMpoBartbCa 3a4aHHbIM 3HaveHnem IP-DSCP. 3HaueHne MOXHO BbIGpaTh M3 Cnncka Unu ykasarb,
* Mark IP Precedence — npv ycTaHOB/NIEHHOM ¢oniare Bce nakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadumka
6yayT MapkMpoBaTtbCs 3afaHHbIM 3HadeHneM IP Precedence. MapameTp npvHumaet 3HavyeHue ot 0 o 7;
+ Disassociate Class Map — yctaHoBuTe donar n Haxmute kHorky «Update», 4tobbl yaanutb NpuBA3Ky
paHHoro Class Map u Policy Map;
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* Member Classes — cnucok Bcex Class Map, koTopble cBsidaHbl ¢ BbibpaHHoii Policy Map. Ecnv knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;

+ Delete Policy Map — yctaHoBuTe chnar 1 HaxxmuTe KHonky «Update», utobbl yaanutb Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.11.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NpoCMOTPETL TEKyLLY KoHdMrypaumo QoS, AelicTBytoLLyto Ans
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOTO K ToUkKe A0oCTyna.

QOS Configuration Status for associated clients
Statien | a8:f3:4b:bZ2:02:36 ¥

Glebal QoS Mode down
Client QoS Mode Disabled
Bandwidth Limit Up lu]
Bandwidth Limit Down |0

ACL Type Up Mone
ACL Name Up
ACL Type Down Mone

ACL Name Down
CiffSery Paolicy Up
CiffSery Paolicy Down

+ Station — BbIOOpP K/IMEHTA, NOAKNKYEHHOIO K TOUKE AOCTYNa;
+ Global QoS Mode — ncnonb3oBaHue Client QoS Ha Bceli Touke aocTyna rnobasbHo:
* Up — BK/IOYEHO;
* Down — BbIK/TOUYEHO.
+ Client QoS Mode - ncnonb3oBaHue Client QoS Ha BbiGpaHHo VAP:
» Enable — BK/OUYEHO;
+ Disabled — BbIKNHO4EHO.
« Bandwidth Limit Up — orpaHnyeHune lWnpuHbl NOA0OChI Tpadmka OT Kaxaoro KNnMeHTa Ao TOUKM A0CTyna,

ouT/c;

+ Bandwidth Limit Down — orpaHuMyeHne LWMPVHbI N0M10Ckl Tpadmka OT TOYKU AOCTyNa K KaXXA0My K/IMEHTY,
ouT/c;

+ ACL Type Up — Tvn Tpauka oT K/iMeHTa K TouKe A40CTyna, 4151 KOTOporo 6yayT NpuMeHATbLCS npasuia
ACL;

+ ACL Name Up — nms npocpmnsa ACL, KOTOpbIii A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [OoCTyna;

+ ACL Type Down — Tun Tpadmka OT TOUKM JOCTyna K KNIMEeHTY, 418 KOTOporo 6yayT NpUMeEHATLCA npasuia
ACL;

+ ACL Name Down — nms npocunsa ACL, KOTOpbIii A0/KEH ObITb NPUMEHEH K TpadinKy, nayLemy oT TOUKK
[0CTyNa K KNNEHTY;

« DiffServ Policy Up — umsi npocduns Policy, koTopblii 4O/MKEH 6bITb NPUMEHEH K TpadivKy, nayLiemy ot
KNMeHTa K Touke JoCTyna;

« DiffServ Policy Down — nms npocpnns Policy, KOTOpbIi 4O/MKEH GbITb MPUMEHEH K TpadUKy, MAyLLEMY OT
TOYKWN JOCTyNa K K/TIMEHTY.
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4.12 MeHto «Workgroup Bridge»

4.12.1 Mopgmerto «Workgroup Bridge»

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B peXxnme 6ecrnpoBOgHOro
K/IMeHTa C UCMNOo/b30BaHMEM OHOI0 U3 6eCNpPOBOAHbLIX MHTEPAIEiCoB.

€ WGB He MOXeT 6bITb HACTPOEH, €C/IN Ha Touke HacTpoeH WDS v1iu BK/IIOUEH PeXxuM Knactepa.

€ [ns koppekTHoit pa6oTbl WGB Heo6xoaMMo, 4To6bI Ha Toukax JoCTyna 6blia ycTaHoBeHa
OVHaKoBasi BEpCus NPorpaMMHOro obecneyeHus.

Modify AP Workgroup Bridge Settings

Workgroup Bridge Mode ) up @ pown
Radio

WGEE ARP-Timeout 5 (1 - 1440 min, Default: 5)

Upstream Interface

VLAM ID 1

S5ID Upstream SSID -

Roam Threshold -75 (-39 - -1) dBm
Secunty

Connection Status |Di5connected |

Downstream Interface

Status Up Down
WLAN ID 1
551D Downstream SSID

Broadcast S5ID
Security
MAC Auth Type

Click "Update” to save the new settings. Click "Refresh™ button to refresh the page.
| Update | | refresh |

+ Workgroup Bridge Mode — BkntoYeHMe/BbIKNIOYEHNE peXMMa KITMeHTa Ha HTepdieince:
* Up — doyHKUMOHAN BKOYEH;
* Down — (pyHKLMOHaT BbIK/THOYEH.
* Radio - BbI6G0Op 6€CnpoBOAHOI0 UHTEpPhenca, Ha KOTOPOM BK/IHOYAETCA pPeXxum kiveHTa. Radio 1
paboTtaeT B guanasoHe 2.4 [Ty, Radio 2 paboTaeT B gnanasoHe 5 I'Ty;
+ WGB ARP-Timeout — Bpems xu3Hu 3annucu B ARP-Tabnuue B pexvnme WGB. MNMapameTtp npuHumaet
3HayeHune ot 1 go 1440 MyHyT. M0 YyMOMYaHUIO — 5 MUHYT.

Upstream Interface — HacTpoiika nHTepdeiica, KOTopbiin byaeT ABNATLCA 6eCnpPOBOAHBIM KIMEHTOM U
NOAK/IYATLCA K CTOPOHHE TOUKe A0CTYNa;

* VLAN ID - Homep VLAN, ncrnonb3yemblii Ha TOUKe J0CTyna;

+ SSID — nMs TOYKM [OCTYNa, K KOTOPOW NPOUCXOAMNT MNOAK/TIOYEHUE,;

* Roam Threshold — MMHUMaNbHbLIA YPOBEHb CUTHas1a OT TOUKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT
NOAK/OYEHMNE K TOUKE;
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+ Security — pexvum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut

noaKnxyeHne:

* None — He ncnonb3oBaTb LIJI/Id)pOBaHI/Ie Onsa nepenayvyn gaHHbIX. Touka OTKpPbITa gssa goctyna

JTI0O0ro K/INEeHT];

+ WPA Personal — pexum NoaxItoyeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. INpwu BbIGope AaHHOTO pexuMa 4715 peakTMpoBaHua

6yayT AOCTYMHbI CneayrLme HacTPONKu:

v| &

WPA-TKIP ¥ WPAZ-AES
Mot Required v

Security WPA Personal
WPA Versions:

MFP

Key: | |

WPA Versions — Bepcusi ncnonb3yemoro npotokona 6esonacHocty (WPA-TKIP nunn WPA2-AES);

MFP — HacTpolika pexunma 3alinTbl KAMEHTCKUX (PPENMOB:
* Not Required — He ncnonb30BaTh 3aLMTY;

+ Capable — ncnonb3oBarb 3aLMTy NPU HANMYNI BO3MOXHOCTY;

* Required — ncnonb3oBaTb 3alMTy 0683aTeNbHO, BCE KNIMEHTbI A0/MKHbI nogaepxmearb CCXS.
Key — knto4y/naposnb, HeO6X0AMMBIN A1 aBTOpPMU3aLMy Ha TOUKe A0oCTyna.
WPA Enterprise — pexum NOAK/IOYEHNSA K TOUKE AOCTYMa C UCMNoMb30BaHWEM aBTopu3aunm u
ayTeHTudmkaumm Ha Bblwectoswem RADIUS-cepBepe. Mpu BbibOpe AaHHOIo pexumMa ans

pefakTypoBaHUsa 6yayT AOCTYNHbI CEAYHOLIME HACTPOKM:

Security WPA Enterprise v

WPA Versions:
MFP

EAP Method
Username

Password

@

WPA-TKIP ¥ WPAZ-AES
Mot Required

® peap tis

WPA Versions — Bepcus NCMNosib3yemMoro

npotokona 6e3zonacHoctn: WPA-TKIP, WPA2-AES;

MFP — HacTpolika pexunma 3allnTbl KAMEHTCKUX (PPENMOB:

+ Not Required — He ncnonb3oBaTh 3aLUUTY;
+ Capable — ncnonb3oBatb 3aWUTy NPY HAIMUYUN BO3MOXHOCTY,

* Required — ncnonb3oBatb 3aWuTy
EAP Method - BbI6Op NpoTOKONA ayTEHT

006s3aTesibHO, BCE KNNEHTbI A0/MKHbI noaaepxueate CCX5.
ngpmkauum (peap nnu tls);

Username — nms nonb3osarens, ucnosibdyemoe npu asropmsaumm Ha RADIUS-cepBepe;
Password — naponb nonb3oBartesns, UCnosib3yemsblii npu asTopulauun Ha RADIUS-cepBepe;
Connection Status — cTaTyc NOAK/OYEHNA K TOUKe AocTyna.

Downstream Interface — HacTpoiika nHTepdelica, BbICTyNnatLLEero B kKa4ecTse TOYKN AOCTyna.

Status — BkIoueHue/BbIkOYeHNe downstream-nHtepgeiica:

* Up — uHTepeinc BKNOYEH;
* Down — nHTepENC BbIK/THOHEH.

VLAN ID - Homep VLAN, B KOTOpOM OyaeT nepefaBaTbCs ceTeBol TpadmK AAs1 AaHHOW TOYKM A0CTYNa,;

SSID — nms 6ecnpoBOaHON CeTy;
Broadcast SSID — BK1OUNTb/BbIKIIOYUTD
+ On — BellaHne BK/THYEHO;
+ Off — BewaHne BbIK/THOYEHO.

BellaHne 6ecnpoBOAHOI CETK:

Security — pexum 6e30MnacHOCTM co3gaBaeMoli 6ecnpoBOfHOR CeTu:
+ None — He ncnonb3oBaTtb WKNpoBaHne 41a nepefayn gaHHbIX. Touka OTKpbITa ANs goctyna

JII0O0ro KNINEHTa;
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* WPA Personal — pexum NoaxItoYeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MexaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTvpoBaHuIo AOCTYIMHbI
cnegytouime nyHKTbI:

Security WPA Personal v | =)

WPA Versions: WPA-TKIP (M weaz-aes
Key: | |

Broadcast Key Refresh Rate | 0 | (Range:0-86400)

MFP ¥ Not Required Capable Required
MAC Auth Type Disabled v

« WPA Versions — Bepcusi ucnosb3yemoro npotokona 6esonacHoct (WPA-TKIP nnn WPA2-AES).
Ecnu Bbi6bpaH WPA-TKIP, To 19 HacTporiku 6yayT AOCTYMHbI NOMSA:

* Key — k/104/naporsb, He06X04UMbIV A1 aBTopU3aLMmn Ha ToUuke AOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMNOBOro K/tova. MapameTtp
npuHumaeT 3HadveHus ot 0 go 86400.

Ecnu BbibpaH WPA2-AES, T0 AN HacTpoiikmn 6yayT AOCTYNHbI NONS:

* Key — k1o4/naporsib, He06Xxo04UMbIN [/17 aBTopU3aLMmn Ha ToUke AOCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMNOBOro K/tova. MapameTtp
npuHumaeT 3HadveHus ot 0 go 86400;
* MFP — HacTpolika pexunma 3awmTbl KITMEeHTCKUX (hpeiiMoB:
* Not Required — He NCNoMb30BaTh 3aLLMUTY;
+ Capable — vcnonb3oBatb 3aWwunTy NPY HAJIMYUN BO3MOXXHOCTY,

* Required — ncnonb3oBaTb 3aluTy 06513aT€/IbHO, BCE K/IMEHTbI AO/MKHbI NOAAEPXMNBATb
CCX5.

MAC Auth Type — pexum ayTeHTUdMKaLmm nons3osateneli ¢ yuetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBatb ayTeHTUrKaLlmio nons3osartesnein no MAC-agpecy;

* RADIUS - ucnonb3osaTb ayTeHTuhmkauuio nonb3osarenein no MAC-agpecy ¢ nomoulbto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTU(IMKaLMo nonb3osareneii no MAC-agpecy ¢ NOMOLLbIO STOKa/IbHOTO
cnucka agpecos, CPOPMUPOBAHHOIO Ha AaHHOM TOYKe AoCTyna.

[lna BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBNCMMYH0 NamMsTb
HaxkmuTe KHomky «Update».
[na o6HOBNEHNs NHOPMaLIMKN HA CTPaHWLEe HaxkMuTe KHOMKY «Refresh».
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B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY

Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

Click "Refresh” button to refresh the page.
Refresh

wlan0Qupstrm Associated to AP a8:f:4b:b7:8b:c0 1

View transmit and receive statistics for this access point

Interface Status VLAN ID MName (S5ID)

wlan0dwstrm up 1

Transmit

Interface Total packets Total bytes
wlanQupstrm 275 323895
wlanOdwstrm 0 0

Receive

Interface Total packets Total bytes
wlanQupstrm 351 36370
wlanOdwstrm 0 0

[lns 06HOBNEHNSt MHhOPMALIMKN HA CTPaHWLE HaXXKMUTe KHOMKY «Refresh».

* Interface — nms nHTepdeiica;
+ Status — cTtaTyc paboTbl MHTEPIENCA;

* VLAN ID — Homep VLAN, HazHa4Y€HHOro Ha MHTepgelic;

+ Name (SSID) — nmsi 6ecnpoBOAHOI CETU, CKOHPUTYPUPOBAHHOW ANst HTepdelica.

B pasgene «Transmit» BbINOHAETCA NPOCMOTP CTATUCTMKM MO NepefaHHoOMY Tpaduky.

B pasgene «Receive» BbINOMHSAETCA NPOCMOTP CTATUCTMKM MO NPUHSATOMY Tpadnky.

* Interface — nms nHTepdeiica;

+ Total packets — o6LLuee KONMYECTBO NepeaaHHbIX/NPUHATbLIX NAKETOB;
+ Total bytes — obuiee KOMYECTBO NepeaaHHbIX/NPUHATBIX GaiT.

UTOo6bI NEPENTUN K pacLLUMPEHHOMY CMIUCKY NapaMeTpOoB, HAXMUTE KHOMKY C N306paXkeHUeM CUMBONA «+»

HanpoTtus «Advanced settings»:
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosartenbHbIin nopT nnn COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin

3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

MpuMep UCNONMHEHUS NPUBEAEH HA CNEAYIOLLEM PUCYHKE:

123 456TE

RJ-45 DB-9

LWar 1. Mpwu nomoLm KoHconbHoro kabens coeanHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomMmnbloTepa. 19 paboTbl KOHCONBLHOTO Kabens MoryT noTpeboBaTbCcsa ApaiBepa B 3aBUCUMOCTY OT
onepaumvoHHOM CUCTEMbI KOMMNbIOTEPA.

LWar 2. 3anyctuTe TepMUHa/IbHYIO NPOrpaMMy 1 co3gainite HOBOe NOAK/MIYEHVe. B Bbinagatowem cnucke
«MogkntoyaTbes Yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopta) onpeaensierca
AVCNeTYepoM yCTPOICTB, Hanpumep, COM4. 3agaiiTe napameTpbl nopTa cornacHo tTabnuue 6. Haxmute
KHOMKy OK.
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Tabnuua 6 — MapameTtpbl COM-nopTa

MapameTpbl 3HaueHune
CkopocTb COM-nopta (Baud rate) 115200
BuTbl AaHHbIX (Data bits) 8

YeTHocTb (Parity) HeT
CTonoBble 6uTbl (Stop bits) 1
YnpaeneHue notokom (Flow control) oTCyTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[aHHble ona Bxoga no yMonyaHuio:

+ User name: admin
+ Password: password

Mocne ycnewHon aBTopm3anun Ha akpaHe 6yaeT otobpaxartbes (MM moyku docmyna)#,
Hanpuwvep, WEP-12ac# wnwn Eltex WLAN AP# - 3TO 03HA4YaeT, YTO BK/IIOYEH PEXMM KOH(UTYPUPOBaHUSA
HacTpoeK TOYKM AoCcTyna.

© 1o ymonuanmio ckopocTb COM-nopTa Touku aocTyna pasHa 115200 6ut/c. C nomoLLsto web-
nHTepdeiica B pasaene «Serial Settings» Bknaaku «Status» MOXHO U3MEHUTb CKOPOCTb Ha 9600,
19200, 38400 n 57600 6ut/C.
B nHTepdelice CLI ans nameHeHnst CKOPOCTU UCNONb3yeTcs KomaHaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). Nocne NPUMEHEHUs1 AaHHOIN KOMaH/bl , HE0O6X0AMMO
N3MEHUTb CKOPOCTb B HACTPOViKax NOAKNHOHYEHNA TEPMUHA/IbHOM NporpaMmsbl Bawero MMK.

5.2 TMopgkntoyeHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcst 60o1ee yHnBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IHYEHNEM Yepes
COM-nopT. HepgocTaTtok Takoro NoAkIYeHus, No CpaBHEHNUIO ¢ nogxsitodeHnem yepes COM-nopT, 3ak/oyvaeTcs
B OTCYTCTBUM COOOLLEHNI NHULMaM3aLmmn Toukm goctyna. MogknoveHune K CLI MOXHO BbINO/THUTL Kak
HernocpeACcTBEHHO B MeCTe YCTaHOBKM YCTPOWUCTBA, Tak 1 C yaaneHHoro paboyero mecta yepes IP-ceTb.

[nA nogknioveHns K Touke AoCTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH UMETb CETEBYHO KapTy.
[lononHutensHo noTpebyeTcsi ceTeBoit kabenb (Patching Cord RJ-45) Heo6xoaMMoit AnnHbI (He BXOAWT B
KOMM/IEKT NOCTABKWN YCTPOICTBA).

[ns nogknioveHns no Telnet MOXHO MCNOb30BaThb Takme nporpammbl, kak PUTTY, HyperTerminal, SecureCRT.

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopTta nHxekTopa k Ethernet-nopty Toukn goctyna (ans
WEP-12ac ato nopT GE1 (PoE)), a ceTeBoii kabenb oT Data-nopta MHXeKkTopa — K CETEBOI KapTe KOMMbloTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 10 B KaduecTse
npumepa ykasaH 192.168.10.10.

+ IP-agpec To4kn gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, No ymonyaHuio — 23;
* Tun coeanHeHns — Telnet.

HaxmunTe KHOMKy «CoeauHUTLCSA».
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Hactpoikn PuTTY @
Pasnens:
=] C-gch OcHoBHbe HacTpoiky ceaHca PuTTY
HKyprian YikakuTe anpec, K KoTOpoMy X0THTE NoAKAKYMTHCA
i KoMMEHTEDWIA
T Wraa xocta (wma IP-anpec) MopT
—|- TepmiaHan
. KnagwaTypa 192.168.10.10| 23
- ¥YBEQOMNEHWA Tun coegmHEHWA:
- DcoBeHHocTd @ Telnet 55H Raw Rlogin Serial Cygterm
—|- OkHO
¥YnpaeneHWe ceaHcamMK
-+ BHELIHWA B1UA
- PoH

+- MNoeegeHue

Default Settings
- Komaposka o} Zarpysnts
- BelgeneHe Coxpanne {d)
- LiseToBaR cxema
- [MNEepCChINKK YoanuTs

- 3HEYKN
—|- CoegmHeHWe Hoean nanka

- [aHHbIE
- [NpoKcK
- Telnet

- Rlogin
+- S5H

: 2aKpbIEaTL OKHO MPW BLHOOE:
""" Cygtem Bcerna Hurorga @ Tonsko Bpy4HYHD

0 Mporpamme [ CoegmHnTecA ] | B HoBom okHe | | Omaena |

PucyHok 10 — Telnet-nogkntoueHune B nporpamme PuTTY

LWar 3. Npoussegute Bxog B CLI ycTpolicTsa.
[aHHble ona Bxoga no yMon4yaHuio:

* login: admin
+ password: password

Mocne ycnewHon aBTopm3auun Ha akpaHe byaeT otobpaxaTbes (MMsi moyku docmyna)#, Hanpumep,
WEP-12ac# vnu Eltex WLAN AP# - 3TO O3Ha4YaeT, YTO BK/IHOUEH PEXUM KOH(PUTYpPUpPoBaHUS HACTPOEK TOUKM
gocTtyna.

5.3 TMopgkntoyeHme no npokony Secure Shell

MopaxntoueHne no npotokony Secure Shell (SSH) cxoxe No yHKLMOHANBHOCTY C NOAKOYEHMEM MO NPOTOKONY
Telnet. B otnnune ot Telnet, Secure Shell wndpyet Becb Tpaduk, BKovasa naponun. Takum ob6pa3om
obecneunBaeTcs BO3MOXHOCTb 6€30MacHOr0 yaasieHHOro NOAKAUYEHMSA MO Ny6/MYHbIM IP-ceTam.

[ns nogkNYeHns K y31y 4ocTyna nepCcoHaslbHbIA KOMMNLIOTEP AO/HKEH UMETbL CETEBYHO KapTy. Ha koMmnbloTepe
[0/MKHa ObITb yCcTaHoBeHa nporpamma SSH-knneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyetcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli a/ivHbl (He BXOAUT B
KOMM/IEKT NOCTaBKWN YCTPOICTBA).

LWar 1. Moakntounte ceTeBoli kabenb oT PoE-nopTta nHxekTopa k Ethernet-nopty Toukn goctyna (ans
WEP-12ac ato nopT GE1 (PoE)), a ceTeBoii kabenb oT Data-nopta MHXeKTopa — K CETEBOI KapTe KOMMbloTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B KauecTtse
npumepa ykasaH 192.168.10.10.

+ |IP-agpec To4kM gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, N0 ymonyaHuio — 22;
* Tun coegnHeHnsa — SSH.

HaxxmuTte KHoMKy «CoegUHNTbLCA».
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B Hacrpoiikn PuTTY @

Paspent:

[=J- CeaHc OcHoBHBIE HACTPORKI ceaHca PuTTY

Yicanmte anpec, K KOTopamMy XOTHTE NoaK oYW THECA

& Tepmanan Wrar xocTa (e |P-appec) Mopt
... KnasuaTypa 192.162.10.10| 22

- ¥EegoMneHA Twn coemHEHWA:

- DcofeHHocm () Telnet @) SSH (VRaw () Rlogin () Serial () Cygterm

= OkHo

- BHEwWwH\A Bng

. Pan

[+ MNoBepeHne

- KomapoBra

- BelgeneHme Coxp

- LiseToBan cxema

- [ANEpCCHINKN [V —

- 3HEUKM

= CoegmHeHwe Hoean nanka

- [aHHge

- [poKcK

- Telnet
Hlngin

- 55H

- Senal

- Cygterm

‘.'l"I'IDEEiJ'IEHIr‘IE CegHCaMKM

Default Settings Jarpysnte

aHWTE (d)

il

2EKpbIEETE OKHOD NPV BbI0OE:
(") Boeroa () Hukoroa (@ TonbKo BEy4HYHD

[ CoegHuTECA ” B HoBoM oKHE H Crmvena

PucyHok 11 — 3anyck SSH-knneHTa

War 3. MNMpounssegute Bxog B CLI Toukn goctyna.
[aHHble ona Bxoga no yMon4aHuio:

* login: admin

+ password: password

Mocne ycnewiHoi aBTopmsaLnn Ha aKkpaHe byaet otobpaxarbes (Mmsi moyku docmyrna)#,
Hanpumep, WEP-12ac# wnwn Eltex WLAN AP# - 3TO 03HAYa€eT, YTO BK/IHOYEH PEXMM KOH(UTYPUPOBaHNS
HaCTpOoeK TOYKM AOCTyna.
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5.4 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHconb ToukM focTyna npefocTas/iseT fOCTYN K UCMOMb30BaHNI0 TakuX 06 bEKTOB:

. get
. set

+ add
* remove

@ nNpu vcnonbsosaHu Komang set, add 1 remove n3MeHsieTCs TekyLuas KOHUrypauus TouKM 4ocTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHZy save-running.

5.4.1 TMpasuna Nosb30BaHNSA KOMaHAHOW CTPOKOA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdIeic noaaepxmBaet OYHKLMI0 aBTOMaTUYECKOro
[I0NO/THEHNA KOMaHA,. dTa PyHKLUNSI aKTMBM3UPYETCS NPW HEMOSTHO HABPaHHOW KOMaHAE U HaXaTun KNaBuLwn
<Tab>.

Apyras doyHKUMS, NoMoratoLLas nosib30BaTbCsi KOMaHAHOW CTPOKO — KOHTEKCTHasi noAckaska. Ha nro6om
aTane BBOAA KOMaH/bl MOXHO MOy4nTb NOACKA3Ky O CMeAyoLmMX 3/ieMeHTax KoMaHabl nyTeM ABONHOro
HaxxaTusi knaeuwm <Tab>.

[nsa yno6cTBa UCNo/Ib30BaHNs KOMaHAHOM CTPOKM peasin3oBaHa NoAaepxKa ropsumnx knasuil. Cnmncok
ropsiunx KnaBuvLL NPeAcTaB/eH B Tabnuue 7.

Tabnuua 7 — OnucaHve ropsymx Knasuw koMaHgHom ctpokm CLI

CoueTaHue KnaBuLl [OeiicTBue B CLI

CTRL+a MepeMeLleHne Kypcopa B Ha4asio CTPOKM
CTRL+e MepemelleHne Kypcopa B KOHeL, CTPOKU
CTRL+b MepemelyeHne Kypcopa B/1eBo

CTRL+f MepemelyeHne Kypcopa Bnpaso

CTRL+c lMpepbiBaeT BbINO/IHEHNE KOMaHAbI
CTRL+h Ynansiet oauH cumeon crnesa (backspace)
CTRL+w Ypansaet c/n1oBo cneBa OT Kypcopa
CTRL+k Ypansiet Bce nocrie Kypcopa

CTRL+u Ypanset Bce nepepn Kypcopom

CTRL+p MokasbiBaeT npeaplayLLyo KomaHay
CTRL+n lMoka3biBaeT cneayoLLyo KomaHay

CTRL+d Bbixog 13 CLI (exit)
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5.4.2 YcnoBHble 0603Ha4YeHNss MHTepdencos
B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHhopMaLumn 060 Bcex MHTepdheiicax ncnonb3yiite komaHay get interface all. B ta6nuvue 8
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 8 — O603Ha4YeHUs nHTepelico

UHTepdpeiic OnucaHue

brtrunk Bridge — Trunk

brtrunk-user Bridge — Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless — Virtual Access Point 0

wlan1 Wireless — Virtual Access Point 0 — Radio 2
wlanOvapX Wireless — Virtual Access Point X
wlan1vapX Wireless — Virtual Access Point X — Radio 2
wlanObssvapX Virtual Access Point X

wlan1bssvapX Virtual Access Point X — Radio 2
wlanOwdsX Wireless Distribution System — Link X

5.5 CoxpaHeHune n3MeHeHunt B KoHdomrypauum
B cucteme cyllecTBYET HECKO/bKO 3K3EMM/ISIPOB KOHpUrypaLmii:

— 3asodckasi KoHepuzypayusi. KoHhurypaumsa Bkio4aeT HacTPOK1 MO YMoYaHuio. BepHyTbCA K 3aBOACKOM
KOHdpurypaumm MoXxHo komaHgoi factory-reset nnv npyu nomowm pyHKUMOHaNBHOW KHOMKK «F» Ha kopnyce
yCTpoiicTBa. [1Ns 3TOro yaepxmBainTe KHOMKy «F» , MOKa He HauHET MuraTb nHaukarop «Power,

— 3agpy304yHasi KoHu2ypayus. B 3arpy304HOI KOHUIrypauum XpaHsaTcst HaCTPOWKKM, KOTopble ByayT
CNOMb30BaHbl NPV ceaytoLlen 3arpy3ke Touku AocTyna (Hanpumep, nocne nepesarpyskiu). 15 coxpaHeHus
N3MEHEHMWIA, BbINO/HEHHbIX B CLI, B 3arpy304Hyt0 KOHMrypauu Heo6xoamMmMo BbINOSHUTL KOMaHdy save-
running unu set config startup running — Tekyuiasa koHUrypaumsa 6yaeT CKonMpoBaHa B 3arpy304Hy!to;

- Tekywasi koH¢hu2ypayusi. KoHdurypauma To4kM gocTyna, KoTopasi NpUMMeHeHa Ha AaHHblii MOMEeHT. Mpu
ncnosb3oBaHUM kKomaHz get, set, add, remove npovcxoanuT NPOCMOTP M U3MEHEHNE 3HAYEHMIA TONbKO TeKyLel
KOHdurypaummn. Ecnmn faHHble U3MEeHeHUst He COXPaHeHbI, TO Noc/ie nepe3arpysku TOUKU A0CTyna oHu 6yayT
noTepsiHbl.
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5.6 OnucaHune komaHpg CLI

5.6.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHWE> |detail
get named-class [<MOAKNACC> |all| [<BHAUYEHWE > ... | ums | detail]]

Mpumep

1. Mprmep ncnonb3oBaHUs KOMaHabl «get» B knacce 6e3 MeHV ¢ 04HUM HabopPOM 3HAYEHWIA:
get log

Touka [foCcTyna MeET ToNbKO OAMH Habop napameTpoB Ans log-chaiinos, AaHHas KOMaHaa BbIBOAUT
MHhopMaLmio o napameTpax log-chaiinos.

2. Mpumep ncnonb3oBaHWA KOMaHapl «get» B knacce 6e3 UMEHN C MHOXECTBOM 3HAYEHUIA:
get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6€3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mpumep ncnonb3oBaHNUs KOMaH4pbl «get» B Knacce ¢ UMeHeM C MHOXECTBOM 3HAUYEHMWIA:
get bss wlanlbssvap3

CyuiecTtByeT Habop 3HaueHwu knacca bss, KoTopble HabupatoTcs B aHHON komaHAe. [laHHaa komaHaa
BbIBOANT MHpopMaumio o Habope 6a30BbIX YCyr, HadbiBaemMoM Wlan1bssvap3.

4. MpyMep UCNonb30BaHNA KOMaHbl «get» B knacce ¢ UMEHeM /151 MOSTyYeHUs BCEX 3HAYEHMWIA:

get interface all mac
get interface all
get radio all detail
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5.6.2 KomaHpa set
KomaHga set yctaHaBnuBaeT 3Ha4eHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<[MOAKMNACC> <3HAUEHWE> ...] <SBHAUEHNE> ...
set named-class <[TOAK/MTACC> | all |[<NMOAKNACC> <3HAUYEHWNE> ...] <SHAYEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdeiica 1 yctaHOBKM cTaTtuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.6.3 KomaHgb! add

KomaHga add no6aBnsieT HoBbIi NOAKIacc UKW rpynny NOAKIACCOB, CoAepXallmx onpeaeseHHbli Habop
3HAYeHWiA, AN yNpoLLeHUst KOHdUrypawumm o6opyaoBaHus.

CuHTakcuc
add unique-named-class <[MOAK/NACC> [<BHAUEHUE> ...]
add group-named-class <[MTOAKNACC> [<3HAYEHNE> ...]
add anonymous-named-class <[MOAK/TACC> [<BHAUEHUE> ...]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTY Ha Radio-nHTepdelice:

add basic-rate wlanl rate 1
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KomaHga remove yaansieT co3aHHble NoaKnacchl.

CuHTakcuc

add unnamed-class [<SBHAUEHUE> ...]
add named-class <MMOAK/TACC> | all [<BHAYEHWE> ...]

Mpumep

Mpumep yaaneHns HacTPOK1 6a30BOI KaHa/IbHOW CKOpoCTM Ha Radio-uHTepdeiice:

remove basic-rate wlanl rate 1

5.6.5 [donosiHutenbHble KOMaHAbl

NHTepdpeiic KOMaHAHO CTPOKM TOUKM JOCTyNa Takke BK/OYaeT creaytolye koMaHapl, Tabnuua 9.

Ta6nuua 9 — [lonofHUTENbHbIE KOMaHAbI

KomaHpga

config

copy

delete

dot1x-cert
factory-reset
factory-reset-partial
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHue

3arpyska/Bbirpyska KoHurypaumum To4kn goctyna
3arpyska/Bbirpyska/CoxpaHeHne KoHUrypaumm Touku goctyna
Ypanexve haiinos KoHUrypaumm

Bbirpyska DOT1X-cepTudpnkara Nogk/I4EHUS K TOUKe AOCTyNa
C6poc ycTpoiicTBa K 3aBOLCKOW KOHGUrypaumm n nepesarpyska
C6poc ycTpolicTBa K 3aBOACKONM KOHGMUIypauum ¢ CoXpaHeHreM napameTpoB AocTyna
CwmeHa obpasa NO: TekyLleinn Bepcum MO Ha anbTepHaTUBHYHO
OG6HOB/EHNE NPOLUNBKY

dopmumpoBaHue 1 Bbirpy3ka gamna Tpadmka c nHtepdelica
Mepe3arpyska To4kM focTyna

CoxpaHeHune TekyLel KoHUrypaumm B 3arpy304Hyro
OTob6paxeHne cnucka ainnos KoOHUrypaumumn

Bbirpyska WGB-cepTudimkaTta nogkIoUHeHns K Touke AocTyna
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5.7 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npyMep HacTpoiky Toukn goctyna WEP-12ac ¢ ncnonb3oBaHnem nHtepdelica
KOMaHAHOW CTPOKMN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.7.1 HacTpoiika ceTeBbIX NapaMeTpoB

HaCTpOVIKa CTaTn4eCKux ceteBbiX napameTpoB TOYKU OOCTYyMNAa

WEP-12ac# set management dhcp-status down (down - BbIKNHOUMTbL NONYYEHME CETEBLIX NAPaMeTPOB Mo
DHCP, ncnosb3oBaTb CETEBbIE MapaMeTpbl HACTPOEHHbIE CTATUYECKM. up - BK/IIOUUTL NOSTyYEHME CETEBbIX
napameTpoB no DHCP)

WEP-12ac# set management static-ip 192.168.1.15 (rae 192.168.1.15 - cTaTuyeckuii IP-agpec ycTpoincTsea)
WEP-12ac# set management static-mask 255.255.255.0 (rge 255.255.255.0 - Macka nogcetm)
WEP-12ac# set static-ip-route gateway 192.168.1.1 (rge 192.168.1.1 - IP-agpec w/t03a no yMmosiyaHuio)

HacTtpoiika VLAN gnsa ynpaB/eHUA TOUKOW gocTtyna

WEP-12ac# set management vlan-id 1510 (rge 1510 - Homep VLAN ans ynpaBfeHust TOYKOM AocTyna)

HacTpoiika cTaTuueckux ip-agpecoB DNS

WEP-12ac# set host dns-via-dhcp down (down - ncnonb3osatb DNS-cepBepa yCTaHOBEHHbIE CTATUYECKMN.
up - ncnonb3oBatb DNS-cepBepa, nosy4yeHHble no DHCP)

WEP-12ac# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepBepa 1)
WEP-12ac# set host static-dns-2 192.168.1.253 (rae 192.168.1.253 - IP-agpec DNS-cepsepa 2)
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5.7.2 HacTtpolika 6ecnpoBoHbIX NHTepeicoB

Ha paguonHTepdelicax no ymonyaHuio CMNosib3yeTcs aBToMmaTuyecknii BbiIbop paboyvero kaHana, o/1s 1oro
4TOObl YCTAHOBUTb KaHas1 BPYUHYHO UM CMEHUTb MOLLHOCTb, UCNO/b3YiNTe Cneayolime KOMaHapl:

HacTpoiika pagrokaHana, LUWMpUHbI NOI0Cbl U MOLHOCTU paguouHTepdeiica

Hactpoiika ansa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 status up (up - BKNtoueHne pagnonHtepderica Radio 1, down - BK/IlOUEHNE
pagnonHTepdeica Radio 1)

WEP-12ac# set radio wlan0 mode bg-n (bg-n - ycTaHOBKa pexunma paboTbl pagnonHTepdeiica Radio 1. A1
Radio 1 OCTYNHbI cneayowme pexumsl paboTol: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

WEP-12ac# set radio wlan0 channel-policy static (static - Bbik/toueHne hyHKUMOHaNna aBToMaTnyeckoro
Bbl6bopa kaHas1a. best - BK/1loUYeHNe aBToOMaTMYeCKOro Bblbopa paboyero KkaHana)

WEP-12ac# set radio wlan0 static-channel 6 (6 - HOMep cTaTMYeCKOro KaHasna, Ha KOTOpPOM ByaeT padoTarb
TO4YKa gocTyna)

WEP-12ac# set radio wlan0 n-bandwidth 20 (20 - winpuHa kaHana. Ansa Radio 1 A4OCTYyNHbI cnegytoume
3HaAYEHNS LUMPKUHBbI KaHana: 20 - 20 MITu, 40 - 40 ML)

WEP-12ac# set radio wlan0 tx-power-dbm 16 (16 - 3Ha4YeH1e MOLLHOCTM NepeaaTymka ans nHtepdeica
Radio 1. [locTynHble 3Ha4YeHns Ans Radio 1: o1 1 oo 16 Abm)

Hactpoiika ana Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl status up (up - BKNtoueHne pagnonHtepderica Radio 2, down - BK/IlOUEHNE
pagnonHTepdeica Radio 2)

WEP-12ac# set radio wlanl mode a-n-ac (a-n-ac - yCTaHOBKa pexunma paboTbl pagnonHTepdeinca Radio 2.
[nsa Radio 2 4OCTYNHbI crieaytoLme pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WEP-12ac# set radio wlanl channel-policy static (static - Bbik/toueHne hyHkUMOHaNna aBToMaTnyeckoro
Bbl6bopa kaHas1a. best - BK/1lo4YeHMe aBTOMaTMYECKOro Bbibopa paboyero kaHana)

WEP-12ac# set radio wlanl static-channel 36 (36 - HOmMep cTaTMyeckoro kaHana, Ha Kotopom 6yaet
pa6oTarb To4Yka AocTyna)

WEP-12ac# set radio wlanl n-bandwidth 80 (80 - unpuHa kaHana. Ansa Radio 2 A4OCTyNHbI cnegytoume
3HaAYEHNS LUMPKWHBI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MIMw)

WEP-12ac# set radio wlanl tx-power-dbm 19 (19 - 3Ha4YeH1e MOLLHOCTM NepeaaTymka ans nHtepderica
Radio 2. [locTynHble 3Ha4YeHns Ans Radio 2: oT 1 go 19 aAbm)

© Cnucku gocTynHbIX KaHaNoB

Ana Radio 1 ana BbiGopa AOCTYNHbI cnegylOWmMe KaHanbil:
* Npu WupuHe kaHana20Mru; 1,2, 3,4,5,6,7,8,9,10,11,12,13.
* Npwu W1puHe kaHana 40 Mrru;
« ecnu "n-primary-channel" = lower: 1,2, 3,4, 5, 6,7, 8, 9.
« ecnu "n-primary-channel" = upper: 5,6, 7,8,9,10, 11,12, 13.
e

Ana Radio 2 ana BbiGOpa AOCTYNHbI cnegylOWme KaHanbil:
* npwu WwupuHe kaHana 20 Mrru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwu WrpuHe kaHana 40 Mrru;
« ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 132, 140, 149, 157.
« ecnu "n-primary-channel” = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npw wupuHe kaHana 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.
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5.7.2.1 [onosHumersibHble HAcCmMpoUKu 6ecrpoBoOHbIX UHMephelicos

MN3meHeHue pexxuma paboTbl paguouHtepdeiica

Hactpoiika ansa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 mode bg-n (bg-n - ycTaHOBKa pexunma paboTbl pagnonHTepdeiica Radio 1. A1
Radio 1 OCTYNHbI cnegyowme pexumsl paboTol: bg - 802.11b/g, bg-n - 802.11b/g/n, n-only-g - 2.4 GHz
802.11n)

Hactpoiika ana Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl mode a-n-ac (a-n-ac - yCTaHOBKa pexunma paboTbl pagnonHTepdeinca Radio 2.
[nsa Radio 2 4OCTYNHbI crieaytoLme pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)

HacTpolika orpaHU4YeHHOro CNUCKa KaHas/loB

Hactpoiika ans Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlano0 limit-channels '16 11' (1 6 11- HOmepa kaHas10B, KOTOpble byayT
NCNosb30BaTbCs NPKY aBTOBbLIOOPE paboyero kaHasia Ha ToYKe A0CTyna)

Hactpoiika ans Radio 2 (5 'Tu):

WEP-12ac# set radio wlan1l limit-channels '36 40 44 48' (36 40 44 48- HOMepa KaHas10B, KOTopble byayT
NCNo/b30BaThCS NPY aBTOBbIOOPE paboyero kaHasia Ha ToYKe A0CcTyna)

N3meHeHne OCHOBHOrO KaHana

Hactpoiika ans Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 n-primary-channel upper (llapaMmeTp MOXeT NPUHUMATb 3HaYEHUS: upper,
lower)

Hactpoliika ansa Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl n-primary-channel upper (MapameTp MOXeT NPUHUMAaTb 3HAYEHUSA: upper,
lower)

N3meHeHue cnucka VLAN

Hactpoliika ans Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - HoMepa VLAN. MakcumasibHoe BO3MOXHOEe
KonnyecTsBo VLAN B crimcke: 20)

HacTpoliika ansa Radio 2 (5 'Tu):

WEP-12ac# set radio wlan1 vlan-list '10;4033' (10 1 4033 - HoMepa VLAN. MakcmasibHoe BO3MOXHOe
KonnyecTBo VLAN B crimcke: 20)
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BknrouyeHue Ncnosib30BaHUA KOPOTKOro 3alWmMTHOro UHTepBana

Hactpoiika ansa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 short-guard-interval-supported yes (MapameTp MOXET NPUHUMATb 3HAYEHUS:
yes, no)

Hactpoiika ana Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl short-guard-interval-supported yes (MapameTp MOXET NPUHUMATb 3HAYEHUS:
yes, no)

BknroueHue STBC

Hactpoiika ans Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 stbc-mode auto ([apameTp MOXeT NnpuHUMaThL 3HaYeHWs: auto, on, off. [0
yMO/I4aHuio: auto)

HacTpoiika ans Radio 2 (5 Tu):

WEP-12ac# set radio wlanl stbc-mode auto (lMapameTp MoXeT NnpuHUMaTh 3Ha4YeHus: auto, on, off. [0
yMO/I4aHuio: auto)

BknioyeHne mexaHnsma DFS

Hactpoliika ansa Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl dot11h on (lMapameTp MOXeT NpuHMMaThL 3HavyeHus: on, off. o ymonyaHuio: on)

BknioyeHue pexuma aBTOMaTUUYECKOW CMEHbI LWNPUHDbI KaHana

Hactpoiika ansa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 coex-mode on ([lapaMeTp MOXET NPUHUMAaTb 3Ha4YeHus: on, off. Mo ymonyaHuio:
on)

Hactpoliika ansa Radio 2 (5 'Tu):

WEP-12ac# set radio wlanl coex-mode on ([lapameTp MOXeT NpuHMMaThb 3HadyeHus: on, off. 10 ymonuaHuio:
on)

OrpaHuyeHne KONMmMyecTBa K/IMEHTOB, 0AHOBPEMEHHO NOAK/IIOUEHHbIX K paguouHtepdeiicy

HacTpoiika ansa Radio 1 (2.4 'Tu):

WEP-12ac# set radio wlan0 max-stations 150 (150 - orpaH1yeHue No KoNMYecTBy KNMeHTOB. MapameTtp
MOXET MPUHMMAaTb 3HaUYEeHs: OT 0 A0 200, rae 0 - orpaHnyYeHne BbiK/IUeHo. Mo yMonyaHuio - 0)

HacTpoliika ansa Radio 2 (5 'Twu):

WEP-12ac# set radio wlanl max-stations 150 (150 - orpaHuyeHue No Ko/IM4YecTBy KMEHTOB. MapameTp
MOXET MPUHMMAaTb 3Ha4YeHs1: OT 0 A0 200, rae 0 - orpaHnyYeHne BbiK/IUeHo. Mo yMonyaHuio - 0)
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HacTtpoiika nonnTuku o6paboTku onuum 82

© /s ogHOBpEMeEHHOI HACTPOIKM NOAUTUKM 06pa6OTKM ONLMK 82 Ha BCeX paanonHTepdelicax
TOYkM gocTyna nocne cnosa radio BBeauTe all. EC/in HE06X0AMMO NPOU3BECTN HACTPONKY A1
Kaxzoro paguoviHtepderica B otaensHocTn, BMecTo all BBeguTe umsa pagmonHtepdeica: wlano0 -
Radio 2.4 Tu, wlanl - Radio 5 'T"L.

WEP-12ac# set radio all dhcp-snooping replace (replace - Touka goctyna noActaBnsAeT Ui 3ameHseT
3HauyeHne onuun 82. NMapameTp MOXET NPMHUMATbL 3HAYEHWS: ignore - 06paboTKa onumMmn 82 OTK/IOYEHa;
remove - TOYKa AOCTyNa yaanseT 3HavyeHve onuymm 82. Mo ymonyaHuto: ignore)

Ecnu Ha paguonHTepdeiice HacTpoeHa nonnTuka 06paboTky onumin 82 replace, To Ans
KOHCPUIypMpOoBaHNA CTAHOBATCS AOCTYMHbI CNeaytoLue napaMeTpbl:

WEP-12ac# set radio all dhcp-option-82-CID-format string (string - MeHATb cogepxnmoe CID Ha 3Ha4YeHune,
ykaszaHHoe B dhcp-option-82-string. lapameTp MOXeT npuHMMaTh 3Ha4yeHus: APMAC-SSID - MEHATb
cogepxmmoe CID Ha <MAC-agpec Touku AocTyna>;<ums SSID>. SSID - MeHATb cogepxumoe CID Ha ms
SSID, K KOTOPOMY MOAK/OYEH KNNEHT. o ymonyaHuto: APMAC-SSID)

WEP-12ac# set radio all dhcp-option-82-string longstring (longstring - 3HauyeHune oT 1 40 52 CMMBO/IOB,
KoTopoe 6yaet nepepasatbcs B CID. JonycKarTCs TO/IbKO NaTUHCKME BYKBbI U LNAPbI, 3HAKN «.», «-», «_»,
«#», «$», «%». [lonycTumble nnaiicxongepsl B dhopmarte wildcard npuBeaeHsbl B Tabnvue 10. Ecnu 3HaveHne
napametpa dhcp-option-82-string He 3aaH0, Touka 6yaeT MeHATb CID Ha 3HaYeHre No yMonyaHuto: <MAC-
agpec Touku goctyna>;<mms SSID>)

WEP-12ac# set radio all dhcp-option-82-RID-format string2 (string2 - MeHATb cogepxxumoe RID Ha
3HayeHune, ykasaHHoe B dhcp-option-82-string2. MNapameTp MOXET NpuHUMaThb 3HaveHus: ClientMAC -
MeHSATb cogepxmmoe RID Ha MAC-afpec K/IMEHTCKOrO yCcTpolicTBa; APMAC - MeHSTb cogepxunmoe RID Ha
MAC-agpec Touku goctyna; APdomain - MEHATb cogepXumoe RID Ha UMSA nNocniegHero no Aepesy AOMeHa
13 napametpa "AP location". Mo ymonyaHuto: ClientMAC)

WEP-12ac# set radio all dhcp-option-82-string2 longstring (longstring - 3Ha4eHne oT 1 10 63 CUMBO/IOB,
KoTopoe 6yaeTt nepegasatbcs B RID. JonycKarTCs TO/IbKO NaTUHCKME BYKBbI U LNAPbI, 3HAKN «.», «-», «_»,
«#», «$», «%y». lonycTumble nnaicxongepsl B dhopmarte wildcard npuBeaeHsbl B Tabnvue 10. Ecnun 3HaveHne
napametpa dhcp-option-82-string2 He 3aaHo, ToUka OyaeT MeHsITb RID Ha 3Ha4YeHne No ymonyaHuio: MAC-
afpec K/IMEHTCKOTro YCTPOMCTBA)

WEP-12ac# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcs B RADIUS-
hopmare; default - MAC-agpec nepegaetcs B 06bIYHOM popmaTe, TakoM Xe, kak B onuun "Client-Ethernet-
Address" DHCP-naketa)

© B cnyuae ncnonb3oBaHna cumBona «%» B longstring Tpe6yeTcst aKpaHMpOBaHWe CUMBOJIA 3HAKOM
«\», IM60 aKpaHnpoBaHme longstring 3Hakamm «'» ¢ 060mMx cTopoH: set radio all dhcp-option-82-
string Sap-mac$-\%ssid\%, 160 set radio all dhcp-option-82-string 'Sap-macS$-%ssid%'.

133



PykoBoacTtso no akcnnyatauum WEP-12ac

Tabnuua 10 — HacTpoiika wa6noHa nogonunii DHCP Option 82

Mopgonuuns

CID

RID

MapameTp
%ap-mac%
%ssid%
%ap-hostname%
%vlan-id%
%interface%
$ap-mac$
Svlan-id$
%ap-mac%
%ssid%
%ap-location%
%client-mac%
Sap-mac$

Sclient-mac$

OnucaHue

MAC-azpec Toukn goctyna B popmare ASCII
SSID B hopmarte ASCII

Hostname Toukun goctyna B coopmare ASCII
VLAN ID B dpopmate ASCII

Vmvs nHtepdpeiica B goopmate ASCII
MAC-agpec Touku goctyna B hex

VLAN ID B hex

MAC-azpec Toukn goctyna B popmate ASCII
SSID B hopmarte ASCII

JomeH Toukn pgoctyna B chopmate ASCII
MAC-aapec knueHTa B oopmate ASCII
MAC-agpec Touku goctyna B hex

MAC-agpec knveHTa B hex
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5.7.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.7.3.1 Hacmpolika VAP 6e3 wughposaHusi

CospgaHue VAP 6e3 wncposaHusa

HacTpovika VAPO Ha Radio 1 (2.4 'Tu):

WEP-12ac# set bss wlanObssvapO0 status up (up - Bk/itoueHume VAPO, down - BbiktoueHue VAPO)
WEP-12ac# set interface wlan0 ssid Test_open_vap0 (Test_open_vap0 - HazBaH/e 6ecnpoBOAHON CETK)
WEP-12ac# set interface wlan0 security plain-text (plain-text - pexum wndposaHus - 6e3 napons)

HacTpovika VAP1 Ha Radio 1 (2.4 'Tu):

WEP-12ac# set bss wlanObssvap1l status up (up - Bk/itoueHume VAPO, down - BbiktoueHue VAPO)
WEP-12ac# set interface wlanOvap1 ssid Test_open_vap1l (Test_open_vap1l - Ha3BaH1e 6ecnpoBOAHON
cetn)

WEP-12ac# set interface wlanOvap1 security plain-text (plain-text - pexxum wndgposaHms - 6e3 naposns)

HacTpoliika VAPO Ha Radio 2 (5 'Tu):

WEP-12ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHume VAPO, down - BbiktoueHue VAPO)
WEP-12ac# set interface wlanl ssid Test_open_vap0 (Test_open_vap0 - HazBaHve 6ecnpoBOAHON CETK)
WEP-12ac# set interface wlan1 security plain-text (plain-text - pexum wndposaHus - 6e3 napons)

HacTpoiika VAP1 Ha Radio 2 (5 'Tu):

WEP-12ac# set bss wlanlbssvap1l status up (up - Bk/itoueHume VAPO, down - BbiktoueHue VAPO)
WEP-12ac# set interface wlanlvapl ssid Test_open_vapl (Test_open_vap1l - Ha3BaH1e 6ecnpoBoAHON
cetn)

WEP-12ac# set interface wlanlvap1l security plain-text (plain-text - pexxum wndgposaHus - 6e3 naposns)
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5.7.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

HacTtpoiika VAPO Ha Radio 1 (2.4 I'TL):

WEP-12ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO, down - BbikntoueHune VAPO)

WEP-12ac# set interface wlan0 ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaH1e 6eCrnpoBOAHON
cetn)

WEP-12ac# set interface wlan0 security wpa-personal (wpa-personal - pexum wngpoBaHus)

WEP-12ac# set interface wlan0 wpa-personal-key 12345678 (123456789 - Napo/ib A1 NOAKIHOYEHMS K
6ecnpoBogHoi ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/IOB)

HacTtpoiika VAP1 Ha Radio 1 (2.4 'Tu):

WEP-12ac# set bss wlanObssvap1l status up (up - Bk/itoueHme VAPO, down - BbikntoueHue VAPO)

WEP-12ac# set interface wlanOvap1l ssid Test_personal_vapl (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WEP-12ac# set interface wlanOvap1 security wpa-personal (wpa-personal - peXxum LungpoBaHms)
WEP-12ac# set interface wlanOvapl wpa-personal-key 12345678 (123456789 - napo/b 415 NOAKNHOUEHNUS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

HacTtpoiika VAPO Ha Radio 2 (5 'TL):

WEP-12ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHume VAPO, down - BbikntoueHue VAPO)

WEP-12ac# set interface wlanl ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaH1e 6eCrnpoBOAHON
cetn)

WEP-12ac# set interface wlanl security wpa-personal (wpa-personal - pexum wnpoBaHus )

WEP-12ac# set interface wlanl wpa-personal-key 12345678 (123456789 - Napo/ib A1 NOAKNHOYEHMS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAP1 Ha Radio 2 (5 'TL):

WEP-12ac# set bss wlanlbssvap1l status up (up - Bk/itoueHme VAPO, down - BbikntoueHue VAPO)

WEP-12ac# set interface wlanlvapl ssid Test_personal_vapl (Test_personal_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WEP-12ac# set interface wlanlvapl security wpa-personal (wpa-personal - pexxum LwndpoBaHus )
WEP-12ac# set interface wlanlvapl wpa-personal-key 12345678 (123456789 - napo/b 4/15 NOAKNHOUEHNUS K
6ecnpoBogHoi ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/IOB)
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5.7.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospgaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise

HacTtpoiika VAPO Ha Radio 1 (2.4 I'TL):

WEP-12ac# set bss wlanObssvapO0 status up (up - Bk/itoueHme VAPO, down - BbikntoueHune VAPO)
WEP-12ac# set interface wlan0 ssid Test_enterprise_vapO0 (Test_enterprise_vap0 - Ha3BaHue
6ecrnpoBoAHOIN ceTn)

WEP-12ac# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexum w1 poBaHus)
WEP-12ac# set bss wlanObssvapO0 global-radius on (on - ncrnosb3oBaHue rn1o6asibHbIX HacTpPoek RADIUS-
cepsepa. MNapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

HacTtpoiika VAP1 Ha Radio 1 (2.4 'Tu):

WEP-12ac# set bss wlanObssvap1l status up (up - Bk/itoueHme VAPO, down - BbikntoueHue VAPO)
WEP-12ac# set interface wlanOvap1 ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WEP-12ac# set interface wlanOvap1 security wpa-enterprise (wpa-enterprise - pexum wngpoBaHus)
WEP-12ac# set bss wlanObssvap1 global-radius on (on - ncrnosb3oBaHue rn1o6asibHbIX HacTpoek RADIUS-
cepBepa. MNapameTp MOXeT NpUHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

HacTtpoiika VAPO Ha Radio 2 (5 'TL):

WEP-12ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHme VAPO, down - BbikntoueHue VAPO)
WEP-12ac# set interface wlanl ssid Test_enterprise_vapO0 (Test_enterprise_vap0 - Ha3BaHue
6ecnpoBoAHO ceTn)

WEP-12ac# set interface wlanl security wpa-enterprise (wpa-enterprise- pexum L1 poBaHns )
WEP-12ac# set bss wlanlbssvapO0 global-radius on (on - ncrnosb3oBaHue rn1o6asibHbIX HacTpoek RADIUS-
cepBepa. NapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 2 (5 'TL):

WEP-12ac# set bss wlanlbssvap1l status up (up - Bk/itoueHme VAPO, down - BbikntoueHue VAPO)
WEP-12ac# set interface wlanlvapl ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WEP-12ac# set interface wlanlvapl security wpa-enterprise (wpa-enterprise - pexum wnpoBaHus )
WEP-12ac# set bss wlanlbssvap1l global-radius on (on - ncrnosb3oBaHue rn1o6abHbIX HacTpoek RADIUS-
cepBepa. MNapameTp MOXeT NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)
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5.7.3.3.1 Hacrtpoiika napametpoB Global RADIUS

HacTtpolika napameTpoB Global RADIUS

WEP-12ac# set bss wlanObssvapO0 global-radius on (on - ncnosib3oBaHue rnobasbHbIX HacTpoek RADIUS-
cepBepa Ha VAPO Radiol. MapameTp MOXET NpuHUMaTh 3Ha4eHus: on, off. Mo ymosiyaHuto — on)

WEP-12ac# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root -
[OMeH nosib3oBaTens)

WEP-12ac# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-azpec 0CHOBHOro RADIUS-
cepsepa)

WEP-12ac# set global-radius-server radius-key eltex (eltex - k/1t04 415 NOAK/THOYEHNA K OCHOBHOMY RADIUS-
cepsepy)

WEP-12ac# set global-radius-server radius-port 1812 (1812 - nopt RADIUS-cepBepa, KOTOpbI/ UCMOMb3yeTcA
ONsA ayTeHTudmkaymm n astopmsaymu. Mo ymonyaxmio - 1812)

WEP-12ac# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOpbIii
ncnonb3yeTcs AN yyeta akkayHTuUHra nonb3osareneil. Mo ymonyaHuio - 1813)

WEP-12ac# set global-radius-server radius-acct-periodic on(on - BK/1l04UEHNE NEPUOANYECKON OTNPaBKK
coob6LLeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio - off)

WEP-12ac# set global-radius-server radius-acct-period 60 (60 - UHTEpPBa1 NEPMOANYECKOI OTMPABKM
coobueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-12ac# set global-radius-server radius-accounting on (on - BK/ll04eHME OTNPaBKM COOOLLEHNIA
"Accounting" Ha RADIUS-cepsep. o ymonyaHuio - off)

HaCTpOﬁKa oraenbHoro RADIUS-cepBepa ANA aKKayHTUHIa:

WEP-12ac# set global-radius-server radius-separate-auth-acct on (on - ncnonb3oBaHve oTAE/BHOIO
RADIUS-cepBepa A1 akkayHTUHra. NMapamMeTp MOXeT npvHMMaTh 3HavyeHus: on, off. Mo ymonyaHuio - off)
WEP-12ac# set global-radius-server radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
O aKKayHTUHra)

WEP-12ac# set global-radius-server radius-acct-key secret (secret - k104 nogkntoueHmsa K RADIUS-cepBepy
O aKKayHTUHra)

HacTpolika pe3epBHbix RADIUS-cepBepoB:

WEP-12ac# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-agpec
pe3epBHoro RADIUS-cepBepa-1)

WEP-12ac# set global-radius-server radius-backupone-key eltex1 (eltex1 - k/1t04 A4/19 NOAKNHOUEHUS K
pe3epBHOMY RADIUS-cepsepy-1)

WEP-12ac# set global-radius-server radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-agpec
pe3epBHoro RADIUS-cepBepa-1 4nsa akkayHTUHra)

WEP-12ac# set global-radius-server radius-backupone-acct-key secretl (secretl - k/1t04 NOAKNHOUEHUS K
pesepBHOMY RADIUS-cepBepy-1 415 aKKayHTUHIa)

WEP-12ac# set global-radius-server radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-aapec
pe3epBHoro RADIUS-cepBepa-2)

WEP-12ac# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - ko4 4519 NOAKNHOUEHNS K
pe3epBHOMY RADIUS-cepBepy-2)

WEP-12ac# set global-radius-server radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - |IP-agpec
pe3epBHoro RADIUS-cepBepa-2 AN akkayHTUHra)

WEP-12ac# set global-radius-server radius-backuptwo-acct-key secret2 (secret2 - k/1l04 NOAKNHOUEHUS K
pe3epBHOMY RADIUS-cepBepy-2 A/15 aKKayHTUHIa)
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WEP-12ac# set global-radius-server radius-backupthree-ip 192.168.1.103 (192.168.1.103 - |IP-agpec
pe3epsBHOro RADIUS-cepBepa-3)

WEP-12ac# set global-radius-server radius-backupthree-key eltex3 (eltex3 - k/1t04 4519 NOAKNIOUEHUS K
pe3epsHOMY RADIUS-cepsepy-3)

WEP-12ac# set global-radius-server radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - IP-agpec
pe3epBHOro RADIUS-cepBepa-3 419 akkayHTUHra)

WEP-12ac# set global-radius-server radius-backupthree-acct-key secret3 (secret3 - k/1t04 NOAKNIOUEHUS K
pe3epBHOMY RADIUS-cepBepy-3 A/151 akKkayHTUHIa)
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5.7.3.3.2 HacTtpoiika napameTtpoB RADIUS-cepsepa ans koHkpeTHoro VAP

[na npumepa paccMoTpyM HacTpoliky napametpos RADIUS-cepeepa anst VAPO Radiol (2.4 Tw).

HacTpolika napameTpoB RADIUS-cepBepa ans VAPO Ha Radiol

WEP-12ac# set bss wlanObssvapO0 global-radius on (on - ncnosib3oBaHue rnobasbHbIX HacTpoek RADIUS-
cepBepa Ha VAPO Radiol. MapameTp MOXET NpuHMUMaTh 3Ha4eHus: on, off. Mo ymosiuaHuto — on)
WEP-12ac# set bss wlanObssvapO0 radius-domain enterprise.service.root (enterprise.service.root - jomeH
nosib3oBartens)

WEP-12ac# set bss wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - [P-agpec 0CHOBHOro RADIUS-
cepsepa)

WEP-12ac# set bss wlanObssvapO0 radius-key eltex (eltex - kntou ana nogknYeHUs K OCHOBHOMY RADIUS-
cepsepy)

WEP-12ac# set bss wlanObssvapO0 radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii UICNOb3yeTcs
ONsa ayteHTudmkaymmn n astopmsaymu. Mo ymonyaxmio - 1812)

WEP-12ac# set bss wlanObssvapO0 radius-current primary (primary - nCcnosi30BaH1ne 0CHOBHOro RADIUS-
cepsepa. NapameTp MOXeET NpuHUMaThL 3Ha4YeHUs: primary, backuptwo, backupone, backupthree. 0
YMOJ/THaHMIO - primary)

WEP-12ac# set bss wlanObssvapO0 radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOpbIiA
ncnonb3yeTcs A5 yyeta akkayHTuUHra nonb3osareneil. Mo ymonyaHuio - 1813)

WEP-12ac# set bss wlanObssvapO0 radius-acct-periodic on (on - BKNHOYEHNE NEPUOANYECKON OTNPABKM
coo6LLeHni «Accounting» Ha RADIUS-cepBep. 10 ymMO/4aHuto - on)

WEP-12ac# set bss wlanObssvapO0 radius-acct-period 60 (60 - HTEpPBa1 NEPMOANYECKOI OTMPABKM
coobueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-12ac# set bss wlanObssvapO0 radius-accounting on (on - BK/1l04eHME OTNPaBKM COOOLLEHWUI
"Accounting" Ha RADIUS-cepsep. o ymonyaHuio - off)

HaCTpOVIKa oraenbHoro RADIUS-cepBepa ANA akKayHTUHIa:

WEP-12ac# set bss wlanObssvapO0 radius-separate-auth-acct on (on - ucrnosnb3oBaHne otaenbHoro RADIUS-
cepsepa A/15 akkayHTuHra. lNapametp MOXeT npuHumarb 3HadyeHus: on, off. [No ymonuaHuio - off)
WEP-12ac# set bss wlanObssvapO0 radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-cepBepa
O aKKayHTUHra)

WEP-12ac# set bss wlanObssvapO0 radius-acct-key secret (secret - k1104 nogxntoveHns K RADIUS-cepsepy
0N aKKayHTUHra)
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HacTpolika pe3epBHbix RADIUS-cepBepoB:

WEP-12ac# set bss wlanObssvapO0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aapec
pe3epsBHOro RADIUS-cepBepa-1)

WEP-12ac# set bss wlanObssvapO0 radius-backupone-key eltex1 (eltex1 - kKnto4 419 NOAKNHOYEHUS K
pesepsHOMY RADIUS-cepsepy-1)

WEP-12ac# set bss wlanObssvapO0 radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-agpec
pe3epsBHOro RADIUS-cepBepa-1 AN akkayHTUHra)

WEP-12ac# set bss wlanObssvapO0 radius-backupone-acct-key secretl (secretl - K/1104 NOAKIOHEHNS K
pe3epBHOMY RADIUS-cepBepy-1 A/15 akkayHTUHIa)

WEP-12ac# set bss wlanObssvapO0 radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-agpec
pe3epBHOro RADIUS-cepBepa-2)

WEP-12ac# set bss wlanObssvapO0 radius-backuptwo-key eltex2 (eltex2 - knto4 415 NOAKOHEHUS K
pe3epsHOMY RADIUS-cepBepy-2)

WEP-12ac# set bss wlanObssvapO0 radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - IP-agpec
pe3epBHOro RADIUS-cepBepa-2 A1 akkayHTUHra)

WEP-12ac# set bss wlanObssvapO0 radius-backuptwo-acct-key secret2 (secret2 - k1104 NOAK/THOHEHMS K
pe3epBHOMY RADIUS-cepBepy-2 A/151 aKKayHTUHIa)

WEP-12ac# set bss wlanObssvapO0 radius-backupthree-ip 192.168.1.103 (192.168.1.103 - IP-aapec
pe3epBHOro RADIUS-cepBepa-3)

WEP-12ac# set bss wlanObssvapO0 radius-backupthree-key eltex3 (eltex3 - k/1t04 ANA NOAKIOYEHUS K
pe3epsHOMY RADIUS-cepsepy-3)

WEP-12ac# set bss wlanObssvapO0 radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - |IP-agpec
pe3epBHOro RADIUS-cepBepa-3 418 akkayHTUHra)

WEP-12ac# set bss wlanObssvapO0 radius-backupthree-acct-key secret3 (radius-key eltex - ko4
NOAK/IYEHMA K pe3epBHOMY RADIUS-cepBepy-3 A1 akKayHTUHra)
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5.7.3.4 Hacmpolika VAP ¢ nopmasibHoli asmopu3ayuel
[na Toro, uTobbl HacTpouTb VAP ¢ nopTasibHON aBTopr3aumen, Heo6xoanmo:

1. Co3patb VAP 6e3 wndpoBaHus (kak aTo caenatb noapo6Ho onucaHo B 6/1oke HacTpoiika VAP 6e3
WwncppoBaHus).

2. HacTpouTb nopTas Ha Touke AocTyna.

3. HazHauuTb nopTas Ha HaCTPOEHHbIN paHee VAP.

5.7.3.4.1 Hacrtpolika noptana

[na Hactpoiikn Captive Portal Ha VAPO Ha Radio 1 He06x0AMMO BHOCUTb U3MEHEHUSI B paHee CO34aHHbIl
WwabnoH noptana — cp-instance wlanObssvap0. Ecnv TpebyeTtcs HacTpouTb nopTan, Hanpumep, ana VAP12 Ha
Radio 2, To pegaktMpoBarb Heo6xoanmo WabnoH noptana nog umeHem — wlan1bssvap12.

B npumepe paccmoTpum HacTpoliky noptana ans VAPO Ha Radio 1.

Mpumep HacTpoiikn nopTana wlanObssvap0

WEP-12ac# set captive-portal mode up (up - Bk/itoueHue Captive Portal. MapamMeTp MOXET NPUHMMATb
3HadeHus: down, up. Mo ymonyaHuio - down)

WEP-12ac# set cp-instance wlanObssvap0 global-radius off (off - BbIk/1l0UEHNE UCMOMIb30BaHMA HACTPOEK
Global RADIUS anist gaHHoro noptasia. NMapameTp MoXeT npuHMMmaTth 3HadyeHus: off, on. 1o ymonyaHuio -
off)

WEP-12ac# set cp-instance wlanObssvap0 radius-ip 192.168.1.100 (192.168.1.100 - IP-apeCc OCHOBHOIO
RADIUS-cepBepa)

WEP-12ac# set cp-instance wlanObssvapO radius-key eltex (eltex - k/1t04 415 NOAKAOUEHUSA K

ocHoBHOMY RADIUS-cepBepy)

WEP-12ac# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[OOMEH Mnosib3oBaresns)

WEP-12ac# set cp-instance wlanObssvap0 radius-accounting on (on - BK/1l04YE€HME OTMNPaBKX COOOLLIEHNIA
"Accounting" Ha RADIUS-cepBep. NapameTp MOXeT NpuHUMaTb 3HadeHus: off, on. 1o ymonyaHuio - on)
WEP-12ac# set cp-instance wlanObssvap0 radius-acct-periodic on (on - BK/1l04EHME NEPUOANYECKOIA
OTnpaBkM coobLeHnii «Accounting» Ha RADIUS-cepBep. MNapameTp MOXeT NpuH1UMaTth 3HayeHus: off, on. o
YMOJIYAHWUIO — on)

WEP-12ac# set cp-instance wlanObssvapO0 radius-acct-period 60 (60 - MHTEpPBa NEPUOANYECKON OTNPaBKK
coobueHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WEP-12ac# set cp-instance wlanObssvapO0 external up (up - BK/1l0UEHNE NepeHanpaBieHnsi NoNb3oBaTens
Ha BHELLHWI BUPTYaUTbHbI nopTasl. MapaMeTp MOXeT NpuHMMaThb 3HavyeHus: up, down. 10 ymonyaHumio -
up)

WEP-12ac# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYaUIbHOIo nopTasia, Ha KoTopblii ByaeT nepeHanpas/ieH nonb3oBaresib NP NOAKMHYEHUN K
6ecrnpoBoAHOIN ceTn)

WEP-12ac# set cp-instance wlanObssvap0 apb-mac-auth up (Bkitounts MAC-aBTOpU3aLM0 NOPTasibHbIX
nonb3oBaresiel yepes APB cepBuC (A0CTYMHO TONbKO € SoftWLC 1.34.1 1 Bblwwe). Mo ymonyaHuio: down)
WEP-12ac# set cp-instance wlanObssvap0 admin-mode up (up - BK/toueHne paboTbl BUPTYaslIbHOIO
noptasna. NMapameTp MOXET NPMHMMATb 3HaYeHUs: up, down. Mo ymonyaHuio - down)
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5.7.3.4.2 TMpussaska noptana k VAP

Mo ymonyaHuio noptasi ¢ umeHeM KoHkpeTHoro VAP npussasaH k gaHHoMmy VAP, HO MOXHO npuBA3arb nopran K
Heckonbknum VAP. Hke npeacTtas/ieH npumep npuBsasku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WEP-12ac# set cp-vap vap3 with radio wlanl cp-instance-name wlanObssvapO0 (np1Bsi3ka noprtasia c
nmeHeM wlan0bssvap0 K VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTasT OAHOBPEMEHHO K BYM OfIHOMMEHHbIM VAP, pacnosioXeHHbIM Ha BCex
pagnovHTepdieiicax Touku gocTyna.

WEP-12ac# set cp-vap vapl cp-instance-name wlanObssvap0 (04HOBpeMeHHas NpuBs3ka noptana c
nmeHem wlanObssvap0 k VAP1 Ha Radio 1 n VAP1 Ha Radio 2)

5.7.3.5 [fononHumernbHbie Hacmpolku VAP

Ha3HaueHue VLAN ID Ha VAP

WEP-12ac# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HadHa4eHHbIi Ha VAPO Radiol)

WEP-12ac# set vap vapO0 vlan-id 15 (15 - Homep VLAN, HazHa4eHHbIi ogHOBpeMeHHO Ha VAPO Radiol n Ha
VAPOQ Radio2)

OrpaHuyeHne KOMM4ecTBa K/IMeHTOB, O HOBPEMEHHO NOAK/MIOYEHHbIX K VAP

WEP-2ac# set bss wlanObssvap0 max-stations 150 (150 - orpaH/4eHue rno KosimyecTBy
KNMeHTOoB. MNapaMeTp MOXET NPUHUMaTb 3Ha4YeHus: oT 0 A0 200, rae 0 - orpaHnYeHne Bbiko4veHo. Mo
yMO/14aHuio - 0)

BknroueHue Minimal Signal u Roaming Signal

WEP-12ac# set bss wlanObssvap0 min-signal-enable on (on - BkntoueHune pyHkumoHana minimal signal. Ans
BbIKNtoYeHus Beeaute - off. Mo ymonyaxuio: off)

WEP-12ac# set bss wlanObssvap0 min-signal -75 (-75 - noporosoe 3HauyeHve RSSI, npn OCTUXEHU
KOTOpPOro, TOYKa AocTyna byaeT oTknyaTb kimeHTa ot VAP, MapameTp npuHMMaeT 3HayeHus ot -100 o -1
Abm)

WEP-12ac# set bss wlanObssvap0 check-signal-timeout 10 (10 - nep1oj, BpeMeHU B CekyHAax, no
NCTEYEeHNN KOTOPOro MPUHUMAaETCs peLleHre 06 OTK/TIYEHUN KITMEHTCKOro obopyaoBaHus ot
BMPTYasibHOM ceTu. Mo ymonyaHuio: 10)

WEP-12ac# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporosoe 3HayeHue RSSI, npu
[OCTMKEHMM KOTOPOro, NPOUCXOAMUT NepekioyeHre KIMEHTCKOro 060py0BaHns Ha ApYryt TOUKY
gocrtyna. NapameTtp npyHUMaeT 3HayeHus oT -100 o -1 Abm)

MapameTp roaming-signal-limit 4o/keH 6bITb HUXe, YeM min-signal: ecnv min-signal =-75 4bm, TO
roaming-signal-limit fo/mxeH 6bITb paBeH, Hanpumvep, -70 4bm)
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BkntoueHune VLAN Trunk Ha VAP

WEP-12ac# set bss wlanObssvap0 tagged-sta-mode on (on - Bk/toueHue VLAN Trunk Ha VAPO Radio 1. Ans
OTKNtoYeHus BeeanTe - off)

[na Toro, 4To6bl TErMPOBaHHbLIN Tpaduk nNepesaBasiCs B CTOPOHY K/IMeHTa Heo6XoauMOo Ha
pagnovHTepderice 0603HaUnTL HoMepa VLAN, KOTopble MOTyT NPOXOAUTL Yepes paavonHTepdeiic.
Homepa VLAN Hy>HO yka3aTb B napameTpe vlan-list.

Mpumep HacTpoiiku vlan-list Ha Radio 1:

WEP-12ac# set radio wlan0 vlan-list '10;4033' (10 1 4033 - HoMmepa VLAN. MakcnmasibHOe BO3MOXHOE
KonunyectBo VLAN B crimcke: 20)

BkntoueHune General VLAN Ha VAP

WEP-12ac# set bss wlanObssvap0 general-vlan-mode on (on - Bk/ltoueHue General VLAN Ha VAPO Radio 1.
Ons otknoveHnsa eeeante - off)
WEP-12ac# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BKNlOUEHUe CKpbITOro SSID

WEP-12ac# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - Bk/1toueHue ckpbIToro SSID Ha VAPO Radio
1. AnA oTkNo4YeHns seegute - off)

BknroueHune Band Steer

WEP-12ac# set vap vap0 with radio wlan0 band-steer-mode up (up - Bk/toueHune Band Steer Ha VAPO Radiol.
[na otknioyeHns seeaute - down)

WEP-12ac# set vap vap0 band-steer-mode up (up - Bk/ltodeHue Band Steer ogHoBpemMeHHO Ha VAPO Radiol n
Ha VAPO Radio2. s oTk/toueHnsa BeeanTte - down)

BknioyeHue nsonaymm KnmeHTos Ha VAP

WEP-12ac# set bss wlanObssvapO0 station-isolation on (on - Bk/ltoueHne n3onauumn KnmeHToB Ha VAPO Radio
1. ins oTkNoYeHns BeeguTe - off)

HacTtpoiika VLAN Priority Ha VAP

WEP-12ac# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npnoputeT DSCP, KOTOpbI ByaeT npuceBanBaTbCs
TpaduKy, Noly4eHHOMY OT K/IMEeHTa, NoAKtdYeHHoro K VAPO Radio 1. Mo ymonyaxuio: 0)

WEP-12ac# set vap vapO0 vlan-prio 6 (6 - npmnoputet DSCP, KOTOpbI 6yAeT npucBanBaTbCsi TpaguKy,
NOSTly4YEHHOMY OT K/IMEHTA, NOAKMHYEHHOrO K VAPO Radio 1 nnm k VAPO Radio 2. Mo ymonyaHuto: 0)
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HacTpoiika DSCP Priority Ha VAP

WEP-12ac# set bss wlanObssvap0 dscp-prio 0 (0 - aHan13 npuoputeTta 13 nons CoS (NPOTokon 802.1p)
TernpoBaHHbIX NakeToB Ha VAPO Radiol. lns aHanu3a npuoputeta 13 nonsa DSCP 3aronoska |IP-naketa
BBeauTe - 1)

HacTtpoiika TalimayTa HeakTUBHOCTU STA Ha VAP

WEP-12ac# set bss wlanObssvapO0 scb-timeout 30 (30 - nepvof BpemMmeHn B cekyHaax, Mo NcTeyeHnn
KOTOPOro NpMHMMAaeTCcs peLleHre 06 OTK/IKUYEHNM KITMEHTCKOro o6opyaoBaHus ot VAP. 0 - He
ncnonb3oBatb TamayT Ha VAP. Mo ymonyaHuio - 0)

5.7.4 Hactpolika Cluster

HacTtpoiika Cluster

WEP-12ac# set cluster cluster-name test (test - ums knactepa. Mo ymonyanuio: default)

WEP-12ac# set cluster location floor-2 (floor-2 - ou3nueckoe MecTonosioxeHne ToUku goctyna. o
yMO/I4aHuto: not set - He 3a4aHo)

WEP-12ac# set cluster priority 255 (255 - npuopuTeT TOUKM AOCTyNa B Knactepe. ECnn npnuoputeT y BCeX
TOYeK B KflacTepe 0AMHaKOBbIN, TO Master-Touka BbIGMpaeTcsi N0 Npu3HaKky MeHbliero MAC-agpeca.
MapameTp NpMHMMAaET 3Ha4YeHus: oT 0 A0 255. 10 yMo/14aHuio: 0)

WEP-12ac# set cluster clustered 1 (1 - Bk/1toueHue pexuma Cluster. MapameTp npUHMMaeT 3Ha4YeHus: 0 -
Cluster BbikntoveH; softwlc - Cluster BbIk/1OUEH, pexxum ansa padoTtsl ¢ SoftWLC; 1 - Cluster Bk/itoueH. Mo
yMO/THaHuto: 1)

HacTpolika Single IP Management

WEP-12ac# set cluster cluster-ipaddr 192.168.1.222 (192.168.1.222 - IP-agpec, N0 KOTOpoMy 6yaeT
[ocTynHa Master-Touka knactepa. lNo ymonyaxuio: 0.0.0.0)

HacTtpoiika napameTpoB 6e3onacHocTu Cluster

WEP-12ac# set cluster cluster secure-mode 1 (1 - BK/1l0O4eHMe 6e30NacHOCTH KacTtepa - B Knactep CMoryT
[06aBUTbLCS TOMIbKO T€ TOYKM A0CTYNa, Y KOTOPbIX COBMAaAAET Naposb yKasaHHbI B napameTpe pass-
phrase. [1nf BbikNtoueHUs BBeguTe - 0. 1o ymonyaHuto: 0)

WEP-12ac# set cluster pass-phrase 12345678 (12345678 - napo/ib 6e30MacHOCTU Knactepa. [Lo/mkeH
cofepxartb OT 8 10 63 CUMBO/I10B)
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OGHOB/IEHME NPOrPaMMHOI0 06ecneyeHust ToUeK, BXOAALWMX B KlacTep

WEP-12ac# set cluster-firmware-upgrade upgrade-method selective (selective - pexum, npm KOTOpom
6yneT 06HOBNATLCS NpOrpaMMHoOe obecnevyeHme ToMbKO BblIGpaHHO Touku goctyna. Ecnam Heobxoanmo
06HOBMWTbL BCE TOUKM AOCTyna B Knactepe sBeegute - all)

WEP-12ac# set cluster-firmware-upgrade upgrade-members 192.168.0.58 (192.168.0.58 - IP-agpec TOUKU,
BXOASILLIEN B KacTep, KOTOPYH HE06X0AMMO 06HOBUTL. ECcn 6bin BbiGpaH upgrade-method = all, IP-agpec
TOYeK yKasblBaTb HE HY)XHO)

WEP-12ac# set cluster-firmware-upgrade upgrade-url tftp://<IP-agpec TFTP-cepBepa>/<ma cdaiina
MO>.tar.gz (NyTb Ao tharina MO Toukn AOCTyNna, KOTOPbIA NEXUT Ha TFTP-cepBepe. MNMpumep: set cluster-
firmware-upgrade upgrade-url tftp://192.168.1.7/WEP-12ac-1.22.X.X.tar.gz)

WEP-12ac# set cluster-firmware-upgrade upgrade start (start - 3anyck npouecca 06HOBMEHMNSA
nporpaMMHOro obecrneyeHuns Ha BblbpaHHbIX TOUKax gocTyna. s ocTaHOBKM npouecca 06HOBEHNS
BBEeauTe - stop)
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5.7.5 Hactporika WDS
Mpumep HacTpolikn WDS Ha Radio 2 (5 I'Tw).

Mepepn HenocpeacTBEHHOM HacTpolikoit WDS Ha Toukax AocTyna Heobxoammo: BbikNoumTb Cluster, HacTponTb
pagunovHTepdelic n VAP.

MpepBapuTenbHas HacCTpPoOMKa

WEP-12ac# set cluster clustered 0 (0 - Bbik/1loueHNe pexunma Cluster)

WEP-12ac# set bss wlanl bssvapO0 status up (up - Bk/toueHne VAPO Ha Radio 2)

WEP-12ac# set radio wlanl mode a-n-ac (a-n-ac - yCTaHOBKa pexunma paboTbl pagnonHTepdelica,
NnocpeACcTBOM KOTOPOro YCTPOMCTBO OyAET NOAKIYATLCA K TOUKE AOCTYNa B peXxume KnneHTta. Pexmm
paboTbl JO/MKEH COBNagaTb C PeXMMOM paboTbl Ha TOUKe AOCTyna)

WEP-12ac# set radio wlanl channel-policy static (static - Bbik/toueHne hyHKUMOHaNa aBToMaTnyeckoro
Bbl6Opa kaHana)

WEP-12ac# set radio wlanl static-channel 144 (144 - HoMep CTaTMYECKOro KaHana, Ha KOTopoM paboTtaeT
TOYKa [OCTYna, K KOTOPOoi ByAeT NoAkIyaTbCa JaHHOE YCTPOMCTBO B PEXUME KIIMEHTA)

WEP-12ac# set radio wlanl n-bandwidth 20 (20 - lLunpuHa KaHana, Ha KOTOpOM paboTaeT Touka A0CTyna, K
KOTOpoW 6yaeT noaknoyaTbCsl AaHHOE YCTPOMCTBO B PEXUME KITMEHTA)

WEP-12ac# set interface wlanl ssid WDS (WDS - HasBaHMe 6ecnpoBofHoi ceTu Ha VAPO Radio 2)
WEP-12ac# set interface wlanl security wpa-personal (wpa-personal - pexum wngpoBaHus)

WEP-12ac# set interface wlanl wpa-personal-key 12345678 (123456789 - napo/ib 6eCnpoBOAHON CETU.
[omkeH cogepxarb OT 8 10 64 CMMBOJI0B)

Bcero Ha Touke MoXHO HacTpouTb 8 WDS-coeanHeHunin. WDS-mHTepdelicbl Ha TOUKE UMEHYHOTCS C/eAy WM
o6paszom: wlanOwdsX, rae X —uncno ot 0 go 7.

Hwke npeactaBneHbl npyMep HacTpoiikn WDS 6e3 wudpoBaHusi n ¢ TMNom WndpoBaHust wpa-personal Ha
nHtepdeice wlanOwds0.

HacTtpoiika WDS 6e3 wuncpoBaHua

WEP-12ac# set interface wlanOwds0 radio wlanl (wlanl - BbI6op nHTEpdelica yCTpolicTBa, KOTopblii 6yaeT
ncnosnb3oBaTbCs A/1s noctpoeHns WDS. MapameTp npuHumaeT 3HadeHns: wlan0 (Radio 1 -2.4Ty), wlanl
(Radio2-5T1Twu))

WEP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:CO (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepderica Toukn AoCTyna, C KOTOPOW NpeaycMaTpuBaeTcs COBMecTHas pabota. MAC-agpec
paavouHTepdpeiica ykasaH B BbIBOAE KOMaHbI get interface wlanX, rae X - Homep 6ecnpoBOAHOro
nHTepdoeica: 0 - Radio 1 (2.4 'y); 1 - Radio 2 (5T'w))

WEP-12ac# set interface wlanOwdsO0 status up (up -BkntovueHve WDS Ha Touke goctyna. [1ns BbIK/Il0UeHNS
BBeauTe - down)
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HacTtpoiika WDS ¢ wpa-personal

WEP-12ac# set interface wlanOwdsO0 radio wlanl (wlanl - BbI6op nHTEpdhelica yCTpOICTBa, KOTOPbI ByaeT
ncnonb3oBaTbcs A5 nocTpoeHns WDS. MapameTp npuHumaeT 3HadeHns: wlan0 (Radio 1 -2.4Ty), wlanl
(Radio2-5TTw))

WEP-12ac# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:C0 (A8:F9:4B:B7:8B:C0 - MAC-aapec
pagnovHTepderica To4kn JoCTyna, C KOTOPOW nNpegycmarpusaeTcsa coBMecTHas paborta. MAC-agpec
pagnovHTepdelica ykasaH B BbiBoAe KOMaHAbl get interface wlanX, rge X - Homep 6ecnpoBogHOro
nHTepdeiica: 0 - Radio 1 (2.4Tw); 1 - Radio 2 (5Tw))

WEP-12ac# set interface wlanOwds0 wds-ssid WDS (WDS - nms SSID ans nocTpoeHuns wmdgpoaHHoro WDS)
WEP-12ac# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LwndbpoBaHus)

WEP-12ac# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 - WPA-kNto4. [InnHa knrova
cocTaBnseT oT 8 40 63 CUMBOJIOB)

WEP-12ac# set interface wlanOwds0 status up (up -BkntoueHne WDS Ha Touke goctyna. [Ans BbIK/IOUYEHNS
BBeauTe - down)

5.7.6 Hactpoiika WGB
Mpumep HacTpolikn WGB Ha Radio 2 (5 'Tw).

Mepep HenocpeACcTBEHHOIN HacTpolikoin WGB Ha Touke AoCTyna Heo6XoAMMO: BbIK/IIOUNTL Ha TOUKe AOCTyna
Cluster, HacTpouTb pagnounHtepdeic Touku n VAP.

MpeaBapuTenbHasa HacTpoiika

WEP-12ac# set cluster clustered 0 (0 - Bbik/I0O4EHME pexmma Cluster)

WEP-12ac# set bss wlanlbssvapO0 status up (up - Bk/itoueHume VAPO Ha Radio2)

WEP-12ac# set radio wlanl mode a-n-ac (a-n-ac - ycTaHOBKa pexvma paboTbl pagmonHTepgeiica,
NnocpesACcTBOM KOTOPOro YCTPOMCTBO OyAET NOAKIYATLCA K TOUKE AOCTYNa B peXxume KnneHTta. Pexmm
paboTbl JO/MKEH COBMNagaTh C PEXMMOM paboThl HA TOUYKE J0CTYNa)

WEP-12ac# set radio wlanl channel-policy static (static - BbikntoueHne hyHkUMOHaNna aBToMarmnyeckoro
Bbl6Opa kaHana)

WEP-12ac# set radio wlan1l static-channel 144 (144 - HOMep CTaTUYeCKOr0O KaHasia, Ha KOTOpoM paboTtaet
TOYKa A0CTyna, K KOTOPOW 6yAeT NoAK/IoYaTbCs AaHHOE YCTPOMCTBO B PEXUME K/TMEHTA)

WEP-12ac# set radio wlanl n-bandwidth 20 (20 - wvpunHa kaHana, Ha KOTOpPOM paboTaeT Touka AoCcTyna, K
KOTOpOIi ByaeT noakoyaTbCsl JaHHOe YCTPOMCTBO B PEXUME K/TMEHTA)

WEP-12ac# set interface wlanl ssid WGB (WGB - Ha3BaH1e 6ecnpoBoHoi ceTn Ha VAPO Radio 2)
WEP-12ac# set interface wlanl security wpa-personal (wpa-personal - pexum wmndpoBaHns)

WEP-12ac# set interface wlanl wpa-personal-key 12345678 (123456789 - napo/ib 6eCnpoBOAHON CETHU.
[omkeH cogepxatb OT 8 10 64 CMMBOJI0B)

Mocne npoBefieHUs NpeABapuTe/IbHO HACTPOIKM HEOBXOAMMO HACTPOUTL NapameTpbl "Upstream Interface” —

NHTepdeinc ANs NoAKIYEHMS K TOUKE AOCTYNa B peXxumMe KaveHTa. Huke paccMoTpeHbl pumepsbl
HacTpoliku "Upstream Interface" WGB ¢ paznnuHbiMn Tunamm wndgpoBaHust.
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5.7.6.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wudpoBaHus

WEP-12ac# set wgbridge radio wlanl (wlanl - BbI60Op MHTEpdieica yCTPOoCTBa, KOTOPbIN 6yaeT
1NCNosb30BaTbCA A5 NOAK/IYEHNS K TOUKe gocTyna. MapameTp npuHumMaeT 3HavyeHus: wlan0 (Radio 1 -
2.41Tu), wlanl (Radio 2-51Twu))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - uMsi 6ecnpoBOAHOI CETU, K KOTOPOI HEOBXOAMMO
NOAK/TYNTLCA YCTPONCTBOM B PEXMME K/TNEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHme pexxvma WGB Ha Touke goctyna. Ans
BbIK/IIOYEHNS BBEAMTE — down)

WEP-12ac# set wg-bridge-upstrm security plain-text (plain-text - pexum wndposaHus. NMapameTp
NPUHUMAaET 3HAYEHUA: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MMHMMa/IbHbI YPOBEHb CUTHaIA OT TOUKM
AocTyna, Npu KOTOPOM MPOUCXOAUT NOAK/IHOYEHME K TOUKE)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnonb3yemblit Ha Touke gocTtyna. Mo
yMon4aHuio: 1)

HacTtpoiika WGB ¢ wpa-personal

WEP-12ac# set wgbridge radio wlan1l (wlanl - BbI6G0p nHTeppelica ycTpoicTBa, KOTOpbIN 6yaeT
NCNob30BaTbCsA AN15 NOAKIYEHNS K TOUKe gocTyna. MapameTp npuHumaeT 3HavyeHus: wlan0 (Radio 1 -
2.4T1Tu), wlanl (Radio2-5T1Tw))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nmsa 6ecnpoBOAHOl CeTn, K KOTOPO HE06X0ANMO
NOAK/TUNTLCA YCTPONCTBOM B PEXMME K/TUEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHne pexvma WGB Ha Touke goctyna. Ana
BbIK/IIOYEHNS BBEAMTE — down)

WEP-12ac# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - napo/ib, HeO6X04UMbIA 4NN
aBTOpM3aLMM Ha ToUKe JocTyna.. [Jo/mkeH cogepxartb OT 8 40 64 CUMBOJIOB)

WEP-12ac# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexum wndposaHus. NMapametp
NpUHMMaEeT 3HadYeHuns: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MUHV/M&J/IbHBIN YPOBEHb CUTHaU1a OT TOUKU
AocTyna, Npu KOTOPOM NPOUCXOAUT NOAK/OYEHME K TOUKE)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosb3yemblii Ha Touke goctyna. o
yMO4aHuio: 1)
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HacTtpoiika WGB ¢ wpa-enterprise

WEP-12ac# set wgbridge radio wlanl (wlanl - BbI60Op MHTEpdIeica yCTPONCTBa, KOTOPbIN GyaeT
NCNob30BaTbCA A5 NOAK/IYEHNS K TOUKe gocTyna. MapameTp npuHumMaeT 3HavyeHus: wlan0 (Radio 1 -
2.41Tu),wlanl (Radio 2-51Twu))

WEP-12ac# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - uMsi 6ecnpoBOAHOI CETU, K KOTOPOI HEOBXOAMMO
NOAK/TYNTLCA YCTPONCTBOM B PEXMME K/TUEHTA)

WEP-12ac# set wgbridge wgbridge-mode up (up -BkntoueHme pexxuma WGB Ha Touke goctyna. Ans
BbIK/IIOYEHNS BBEAMTE - down)

WEP-12ac# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexxum LUIMPOBaHUSI.
MapameTp NpMHMMAET 3HaueHUs: wpa-personal, wpa-enterprise, plain-text)

WEP-12ac# set wg-bridge-upstrm eap-user client (client - 1M nonb3oBaresns, NCNOMb3yeMoe Npu
aBTopu3auum Ha RADIUS-cepsepe)

WEP-12ac# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naposb
nosib30BaTtesis, UCNosib3yeMbli Npn asTopm3aummn Ha RADIUS-cepeepe)

WEP-12ac# set wg-bridge-upstrm roam-threshold -85 (-85 - MMHMMa IbHbI YPOBEHb CUTHasIA OT TOUKN
AocTyna, Npu KOTOPOM MPOUCXOAUT NOAK/IHOHEHNE K TOUKE)

WEP-12ac# set wg-bridge-upstrm eap-method peap (peap - BbI6G0p NpOTOKONA ayTEHTUIMKAL NN,
MapameTp NpMHMMAET 3HAUYEHNS: peap, tls)

WEP-12ac# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosnb3yemblit Ha Touke goctyna. Mo
yMon4aHuio: 1)

Mpn HEO6XOAMMOCTM MOXHO NPOM3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatouero B
KauecTBe TOYKM A0CTyna /19 NOAKMHUYEHUST KIIMEHTCKMX YCTPOICTB.

5.7.6.2 Hacmpolka Downstream Interface

HacTpolika "Downstream Interface" c wpa-personal

WEP-12ac# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - nma 6ecnpoBoHOl CeTn, K KOTOPOIA
Heo6X04MMO NOAKIUYNTLCA YCTPONCTBOM B pEXUME KIMEHTA)

WEP-12ac# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- napo/b 4J/19 NOAKNHOYEHNS K
6ecnpoBOAHOIN ceTn)

WEP-12ac# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexum wngposanusa. 415
co3pgaHus SSID 6e3 pexunma wndposaHmsa BeeanTte - plain-text. MapameTp NpuHUMaeT 3Ha4YeHUs: wpa-
personal, plain-text)

WEP-12ac# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - Bbik/10ueHne pexvima ckpbiToro SSID.
[nsa BKNIOYEHUSA pexrmMa BBeguTe - on)

WEP-12ac# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KOTOPOM OyAeT nepefaBarbCcs CETEBOM
Tpadmk ANnsl AaHHOW TOYKM AocTyna. o ymonyaHuio: 1)

WEP-12ac# set wg-bridge-dwstrm status up (up - BkntoueHme Downstream Interface. s BbIk/IOUEHUA
BBeauTe - down)

5.7.6.3 Hacmpotka WGB-ARP-Timeout

HacTtpoiika WGB-ARP-Timeout

WOP-2ac# set wgbridge wgb-arp-timeout 5 (5 - Bpems X13HU 3anncu B ARP-Tabnuvue pexrma WGB.
MapameTp NpUHUMAET 3Ha4YeHKE OT 1 A0 1440 MUHYT. [10 yMONYaHMIO — 5 MUHYT)
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5.7.7 Hactpolika Radar

Radar o6ecneunBaet c6op MAC-aapecoB Bcex Nosib3oBaTe/IbCKMX YCTPONCTB, Nonajatowmx B 30Hy AeCTBUA
TOYKKM JOCTyna, paboTatoLlein B pexmme Radar.

Mpwn BKIOYEHUN pexxnma active Touka JocTyna He MOXeT npefoctasnaTe yenyry Wi-Fi. B gaHHOM pexume
TOYKa [0CTyna BeCb pecypc BpeMeH! 3aHMaeT CKaHMPOBaHUEM Ha BCEX AOCTYMNHbIX KaHasiax.

Mpwn BKIOUEHUN pexxnma passive cepsuc Wi-Fi goctyneH. B faHHOM pexunme CKkaHMpoBaHue Nponucxoant
TO/IbKO Ha pabouunx kaHanax, Kotopble HacTpoeHbl Ha Radio1/2, nepekoueHns Ha Apyrue kaHasbl He
NMPOUCXOANT.

HacTpolika Radar

WEP-12ac# set radar radar-service up (up - ctatyc pexuma Radar. o ymonyaHuio - down)

WEP-12ac# set radar radar-service-url http://<host>:<port>/ (http://<host>:<port>/ - URL konnekropa
cbopa MAC-agpecoB. MOXeT ObITb 3a4aH Yepe3 NPoTokos MQTT - mqtt://<host>:<port>/)

WEP-12ac# set radar mqtt-username username (username - UMs rosib3oBarens. 1o ymonyaHuio -
username)

WEP-12ac# set radar mqtt-password password (password - naposib. 1o ymonyaHuto - password)
WEP-12ac# set radar mqtt-topic eltex-radar (eltex-radar - kaHan oTnpaBKn 1 NOYYEHNS COOBLLEHNI
mMexay yctponcteamu. Mo ymonyaHuto - eltex-radar)

WEP-12ac# set radar radar-mode passive (passive - pexxum naccusHoro c6opa MAC-agpecos. No
yMon4aHuto - active)

WEP-12ac# set radar scan-interface wlan_2g (wlan_2g - nepeueHb MHTEPENCOB, HA KOTOPbIX 3anyLleH
pexum Radar. MNapameTp npuHumaet 3HaveHus: wlan_2g/wlan_5g/all. Mo ymonyaHuto - all)

WEP-12ac# set radar send-interval 1 (1 - HTepBas1 OTNPaBKM AaHHbLIX HA KONeKTop. MapameTp NnpuHMMaeT
3HayeHue ot 1 40 3600. [10 ymonyaHuto - 5)

WEP-12ac# set radar list-size 255 (255 - pasmep 6ydiepa anst HakonseHms 3anncein o MAC-agpecax
KNMeHToB. MNapameTp NpuHUMaeT 3HayeHue oT 255 A0 65535. 10 ymondaHuio - 1000)

WEP-12ac# set radar mgmt-probe on (on - nonyyeHme nHgopmMmaumn oT NakeToB probe request. Mo
YMOJIYAHUIO — on)

WEP-12ac# set radar mgmt-assoc off (off - nonyyeHne nHpopmaymm oT NnakeTos assoc/disassoc, auth/
deauth. No ymonuaHuio - off)

WEP-12ac# set radar data off (off - nonyueHne nHdpopmaumm 13 nNonbL3oBaTeNbCKoro Tpadmka B achmpe. Mo
ymonuyaxuio - off)

WEP-12ac# set radar scan-channel-timeout 100 (100 - Bpems Ha CKaHMpOBaHME OAHOro KaHana. MNapameTp
NpvHMMaeT 3HavyeHne oT 100 40 60000. 1o ymonyaHuto - 200)

WEP-12ac# set radar scan-channel-2g 1 (1 - KaHan ANsA ckaHMpoBaHWUA B Ananal3oHe 2.4 'Tu, ecnun 0, To
CKaHUPYHTCS BCe QOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WEP-12ac# set radar scan-channel-5g 36 (36 - kaHan A/15 CKaHUPOBaHUA B AnanasoHe 5 'y, ecnn 0, TO
CKaHUPYHTCS BCe JOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WEP-12ac# set radar scan-channel-list-2g "1 2 3" ("1 2 3" - cNMCOK KaHa0B /151 CKAHNPOBaHUS B
AvnanasoHe 2.4 Ty, MapameTp npMHUMaeT 3HavyeHue ot 1 4o 13. 115 paboTbl cnucka Heo6xo4MMo, YTOObI
napameTp scan-channel-2g 66111 paBeH 0)

WEP-12ac# set radar scan-channel-list-5g "'36 40 44" ("'36 40 44" - CNMCOK KaHa/10B AJ/151 CKaHMPOBaHUA B
AvanasoHe 5 'y, MapameTp npMHUMaeT 3HavyeHue oT 36 A0 165. 1151 paboTbl cnucka Heo6xo4MMO, YTOObI
napameTp scan-channel-5g 6b1/1 paBeH 0)

WEP-12ac# set radar scan-min-signal -65 (-65 — M1H/Ma/IbHbIN NOPOr YPOoBHs RSSI. Mo ymonyaHuio - 0)
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5.7.8 CucTtemHble HaCTPOWKM

5.7.8.1 O6HosneHue NO ycmpolicmsa

€ He oTknouaiitTe nUTaHue YCTpOWiCTBa 1 He BbIMOMHSANTE Nnepe3arpy3ky yCTPocTBa B npouecce
o6HoBeHusa MNo!

[na o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepsep thaiin npoLmBku
WEP-12ac-1.22.X.X.tar.gz v BbINO/HATE KOMaHAYy:

O6GHoBneHue MO Touku goctyna no tftp

WEP-12ac# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue chaiina NO> (npumep:
firmware-upgrade tftp://192.168.1.100/WEP-12ac-1.22.X.X.tar.gz

[nsa o6HoBneHns MO no npotokony HTTP 3arpysute Ha HTTP-cepBep dhaiin NpoLImnBKN
WEP-12ac-1.22.X.X.tar.gz 1 BbINO/HATE KOMaHApb!:

O6HoBneHue MO Touku goctyna no tftp

WEP-12ac# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopTt]/<HazBaHue
chaiina NO> (npumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/WEP-12ac-1.22.X.X.tar.gz)
WEP-12ac# set firmware-upgrade start yes (komaHga A5 Hayana o6HosneHus Mo)

MNepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WEP-12ac# firmware-switch

5.7.8.2 YnpasneHue KoHpuzypayuel ycmpolicmsa

C6poc KoHdmrypauum yctpoiictea B aethonTHoe cCOCTossHNE

WEP-12ac# factory-reset

Ckayatb KOH(hUrypaumoHHblii chaiin ycTpoiictBa Ha tftp cepBep

WEP-12ac# config download tftp://<IP-agpec tftp-cepBepa>/<Ha3BaHue aiina>.xml (npumep: config
download tftp://192.168.1.100/WEP-12ac.xml)

3arpy3uTtb KOH(pUrypaumoHHblii ¢haiin Ha ycTpoiicTBO c tftp cepsepa

WEP-12ac# config upload tftp://<IP-agpec tftp-cepBepa>/<HasBaHue paina>.xml (npumep: config
upload tftp://192.168.1.100/WEP-12ac.xml)
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5.7.8.3 T[epesazpy3ka ycmpolicmsa

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-12ac# reboot

5.7.8.4 Hacmpolika pexxuma aymeHmugukayuu

HacTpoiika ayTeHTucukayum yepes RADIUS

WEP-12ac# set authentication radius-auth-status on (on - BkntoueHue ayteHTUdmKaummn Yyepes RADIUS.
MapameTp NpUHUMAET 3Ha4veHus: on, off. 1o ymonyaHuio: off)

WEP-12ac# set authentication radius-auth-address <IP-agpec RADIUS-cepBepa> (npumep: set
authentication radius-auth-address 192.168.1.1)

WEP-12ac# set authentication radius-auth-port <nopt RADIUS-cepBepa> (npumep: set authentication
radius-auth-port 1234. o ymonyaHuio: 1812)

WEP-12ac# set authentication radius-auth-password <kntou gns RADIUS-cepBepa> (npumep: set
authentication radius-auth-password secret. Mo ymonuaHuto: password)

o AyTeHTUMLMPOBATL MOXHO TO/LKO NOJIb30BAaTE/IA C UMEHEM, 384aHHbIM B get system username
(no ymonuanuio: admin).
B cnyuae, ecnn RADIUS-cepBep OKaXXeTCsl HeAOCTYNEH, ayTeHTUMKaLUMA NPOAAET NO /IOKa/IbHOM
YUETHOI 3anuncu.

5.7.8.5 Hacmpolika 0ambi U BpEMEHU

KomaHAbl ANs HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WEP-12ac# set ntp status up (up - BK/Il0YEHWE CUHXPOHU3aunn BpemeHn ¢ NTP-cepsepoM. MNapameTp
npuHMMaeT 3HavyeHuns: down, up. 10 yMon4aHuio: up)

WEP-12ac# set ntp server 192.168.1.100 (192.168.1.100 - |IP-agpec 0CHOBHOro NTP-cepBepa)

WEP-12ac# set ntp alternative-server ntpl.stratum2.ru (ntpl.stratum2.ru - JOMEHHOE NMS PE3EPBHOIO
NTP-cepBepa-1)

WEP-12ac# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-agpec pe3epBHOro NTP-
cepBepa-2)

WEP-12ac# set ntp interval 3600 (3600 - 3HaueHWe NapamMeTpa yrnpas/eHua NepruoLoM CUHXPOHU3aUnn B
cekyHzax. MNapameTtp npyHMMaeT 3HadyeHus: 1-86400. 1o ymonyaHuio: 3600)

WEP-12ac# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - ycTaHOBKa TaliM-30Hbl. 10 ymonyaHuio: 'Russia (Moscow)')
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5.7.8.6 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika otnpaBku SNMP-TpanoB

WEP-12ac# set snmp source-status up (up - BK1to4eHne npuHATUSA SNMP-3arnpocoB TO/IbKO C yKa3aHHbIX B
napamMeTpe snmp source afpecos. MapameTp npuHMMaeT 3HadeHus: down, up. Mo ymonyaHuio: down)
WEP-12ac# set snmp source 192.168.1.100 (192.168.1.100 - IP-apec xocTa, 0T KOTOPOro paspeLleHo
npuHMMaTb SNMP-3anpochl)

WEP-12ac# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snmpV2
(HacTpolika oTrnpaskn SNMP-TpanoB Bepcun snmpV2, Ha XOCT ipv4 C ip-agpecom 192.168.1.100, 4/15
rpynno! public)

5.7.9 Hacrtpoiika cepsuca APB

KomaHabl Ans HacTpoiiku cepBuca APB

WEP-12ac# set captive-portal mode up (up - akTMBMpOBaThL NOAKNIOUEHME K cepBucy APB. MNapameTp
NPUHMMAaET 3HavyeHuns: up, down. 10 ymMo/4aHuIo: up)

WEP-12ac# set captive-portal roaming-service-url ws:/[<Agpec cepBuca APB>:8090/apb/broadcast
(npumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WEP-12ac# get captive-portal apb-operation-status (komaHga And BblBoAa crartyca cepsuca APB:
connected, not_connected niv not_running)
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5.7.10 MOHUTOPUHT

5.7.10.1 Wi-Fi knueHmsi

WEP-12ac# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels
using-802.11r
using-802.11k

wlanlvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165

No
No
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mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.7.10.2 WHpopmayusi 06 ycmpolicmse

WEP-12ac# get system detail

Property Value

username admin

model Eltex WEP-12ac

version 1.22.X.X

altversion 1.22.X.X

build-year 2021

build-date 2021.03.18 13:42 +07
loader-version 1.22.X.X

platform bcm947452acnrm

uptime 0 days, 0 hours, 5 minutes
system-time Tue Apr 27 2021 06:02:52 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode on

full-isolation on

tunneling-over-wds off

force-allow-eth off

power-source

nmode-supported Y

forty-mhz-supported-g Y

forty-mhz-supported-a Y

eighty-mhz-supported-a Y

base-mac

e8:28:cl:cl:27:60

base-mac-status on
serial-number WP12034181
country-code-is-configurable on

system—-name
system-contact

admineexample.com

system-location Default
band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes
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5.7.10.3 Cemesasi uHhopmayusi

WEP-12ac# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WEP-12ac# get ip-route

Property Value

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WEP-12ac# get ntp detail

Property Value
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status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs
interval

up

100.110.1.253
100.110.0.22
O.ru.pool.ntp.org
100.110.1.252

3600
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5.7.10.4 bBbecnposooHbie uHmepgelcsl

WEP-12ac# get radio wlanO0 detail

Property Value
status up
description IEEE 802.11g
static-mac

channel-policy best
channel-update 1440
mode bg-n
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 6
channel 11
tx-power-dbm 16
tx-power-dbm-max 16
tx-power-dbm-min 5
tx-power-output 15.25
tx-chain 3
beacon-interval 100
rts-threshold 1025
fragmentation-threshold 1024
arp-suppression on
ap-detection on
limit-channels 16 11
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported no
stbc-mode auto
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

coex-mode on
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 88
num-stations 0
wds-status down
fixed-multicast-rate auto
fixed-tx-modulation auto
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max-stations 200
dtim-period 2
reinit-period 0
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode

vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu down
olpc-cal-period 300
olpc-channel no

WEP-12ac# get radio wlan1 detail

Property Value
status up
description IEEE 802.11la
static-mac

channel-policy best
channel-update 1440
mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 56
tx-power-dbm 19
tx-power-dbm-max 19
tx-power-dbm-min 1
tx-power-output 0.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression on
ap-detection on
limit-channels 36 40 44 48 52 56 60 64
operational-bandwidth 20
n-bandwidth 20
n-primary-channel lower
protection auto
edca-template custom

short-guard-interval-supported no
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stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util

num-stations

wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations
dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features

rsdb-mode

frame-burst
spectrum-analyser-start
spectrum-analyser-status
spectrum-analyser-results
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

auto
auto
ignore

on

on
off
on
off
50
75
on

down
auto
auto
200

up

on
off

off

Not ready
Not ready

up
up
300
yes
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5.7.10.5 WDS

WEP-12ac# get interface wlanOwds0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

[ol ool ol oMol oloMololoMolololMoloMoMoMoMoMNO]

ssid

bss

security

wep-key-ascii no
wep-key-length 104

wep-default-key
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wep-key-mapping-length
vlan-interface
vlan-id

radio

remote-mac
remote-rssi

wep-key
operational-status
wds-link-uptime
wds-ssid
wds-security-policy
wds-wpa-psk-key

wlan0
A8:F9:4B:B7:8B:C0O
-16

up

00:00:46

WDS
wpa-personal
12345678
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5.7.10.6 WGB

WEP-12ac# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WEP-12ac# get wg-bridge-upstrm detail

Property Value

ssid AP-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WEP-12ac# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
ignore-broadcast-ssid of f
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open-system-authentication
shared-key-authentication
wpa-cipher-tkip
wpa-cipher-ccmp
wpa-allowed

wpa2-allowed
broadcast-key-refresh-rate
vlan-id

rx-bytes

rx-packets

rx-errors

tx-bytes

tx-packets

tx-errors

iface

mfp

on
off
on
on
on
on

6522
40

8439

34

(0]
wlan@dwstrm
mfp-not-reqd
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5.7.10.7 Cluster

WEP-12ac# get cluster detail

Property Value
clustered 1
location floor-2
cluster-name test
ipversion ipv4
member-count 2
clustering-allowed true
compat WEP-12ac
operational-mode 1
cluster-ipaddr 192.168.0.222
priority 255
reauth-timeout 300
secure-mode 1
pass-set 1
secure-mode-status Enabled
trace-debug 0

WEP-12ac# get cluster-member detail

Property Value

mac A8:F9:4B:B7:8B:C0O
ip 192.168.0.58
compat WEP-12ac

location floor-1

uptime 120

is-dominant true

priority 0
firmware-version 1.18.X.X

cluster-controller no

Property Value

mac E8:28:C1:C1:27:60
ip 192.168.0.135
compat WEP-12ac

location floor-2

uptime 124

is-dominant false

priority 255
firmware-version 1.22.X.X

cluster-controller yes

WEP-12ac# get cluster-fw-member detail

Property Value
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upgrade

upgrade-url tftp://192.168.1.7/WEP-12ac-1.22.X.X.tar.gz
upgrade-method selective

upgrade-status Completed

upgrade-members 192.168.0.58

WEP-12ac# get cluster-fw-member

ip mac fw-download-status

192.168.0.58 A8:F9:4B:B7:8B:CO Success
192.168.0.135 E8:28:C1:C1:27:60 None
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5.7.10.8 XKypHas cobbimul

WEP-12ac# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2

priority debug

time Apr 27 2021 05:32:50
daemon hostapd[17753]

message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4

priority info

time Apr 27 2021 05:32:50
daemon hostapd[17753]

message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.7.10.9 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WEP-12ac# get detected-ap

privacy

channel
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signal

On
off
off
off
On
off

i-0TT-ent-06
i-0TT-06-portal
i-200

(Non Broadcasting)
RT-WiFi-5278
GPB_Free

-61
-61
-45
-56
-61
-53
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5.7.10.10 CnekmpoaHa/siu3zamop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCA B MPOLLEHTAX.

© nMocne 3anycka ckaHMpoBaHUs 415 NONYYEHNs Pe3yNbTaToB HEOBXOAMMO MOAOXAATL HECKOSbKO
MUHYT. Ha BpemMsi CKaHMpOBaHWUSA y NOAK/MHOYEHHbIX KIMEHTOB ByaeT Habnogartbca npepbiBaHne
paboTbl CEPBUCOB.

WEP-12ac# set radio all spectrum-analyser-start yes (3anyck cnekrpoaHannsaropa Ha Bcex
paavouHTepdeicax ogHOBpeMeHHO. [1ns 3anycka cnekrpoaHannsaropa Ha KOHKPETHOM
pagnovHTepdelice BmecTo all BBeanTe Ha3BaHune nHTepdelica: wlan0 - Radiol, wlanl - Radio2)

WEP-12ac# get radio all spectrum-analyser-results (BbIBOA, pe3y/ibTata paboThl crekTpoaHasmsaTopa)

Property Value
name wlan@
spectrum-analyser-results
1: 92 | khkkkkhkhkhkkhkkhkkhkkhkkkx
6: 84 | khkkkkhkkkkhkkkkhkkkkx
11: 88 | ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok

Optimal 20MHz channel: 11

Property Value
name wlanl
spectrum-analyser-results

36: 52 | KXKKKKKKKKK

40: 52 | KXKKKKKKKKK

44: 15 | Hkxk

48: 13 | **xx

52: 9 | *x

56: 4 | *

60: 5 | *x

64: 10 | **xx*

Optimal 20MHz channel: 56
Optimal 40MHz channel: 521
Optimal 80MHz channel: 56/80
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6 MpunoxeHne. CNNCOK OCHOBHbIX K/TACCOB W NO/K/IAcCOB KOMaH/

Knacc

debug

OTtnagoyH
ble
KoMaHapl

system

HacTtpoliik
N CUCTEMBI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

encrypted-

password

uptime

DYHKUNA

B0O3MOXXHbI
€ KomaHAbl

YpoBeHb
OT/1af04HOW
NMHpopmaLmm

get, set

[Jo6aBnTb METKY
BpEMEHM K
OT/1aj04HOM
NHhopmaumm

get, set

YpoBeHb
OT/1aj04HOM
NHhopmaumm
agpa

get, set

Maponb set
Joctyna K
nonb3oBaTesnbCK
omy web-
nHTEepeiicy

CLI

Mopgernb
ycTpolicTBa

get
Bepcua MO

get

AnnapartHas
nnardgopma

get

3alwmdpoBaHHbl get, set
i naposnb

Bpems paboTbl
CUCTEMbI C
MOMeHTa
3arpysku

get

CuHTaKkcuc

get debug level

set debug level

<value>

get debug

timestamp

set debug
timestamp

<value>

get debug klevel

set debug klevel

<value>

set system

password <value>

get system model

get system

version

get system
platform

get system
encrypted-

password

set system
encrypted-

password <value>

get system

uptime

Mpumepsbl

WEP-12ac#

get

debug level

0

WEP-12ac# get

WEP-12ac# set

WEP-12ac# get

1

WEP-12ac# set system

password

WEP-12ac# get system

Eltex WEP-12ac

WEP-12ac# get system

1.14.0.89

WEP-12ac# get system

bcm953012er

WEP-12ac# set system

password

debug timestamp

debug klevel 1

debug klevel

password

model

version

platform

encrypted-

"$15G6G6G6G6$Dh39pxWqjp3nBRrBPBL701

WEP-12ac#

WEP-12ac# get system

encrypted-

password$1$G6G6G6G6$Dh39pxWqjp3nBRr

BPBL701

WEP-12ac# get system

6 days, 17 hours, 25

uptime

minutes
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Knacc

system-

time

time-zone

MNogknacc

DYyHKUUA

Tekylee Bpems
CUCTEMBI

YacoBoii nosic

enable-dst BKO4UTH

summer-—

time

dst-start

dst-end

dst-offset

reboot

country

nepexog Ha
NeTHee Bpems

Bpemsa
nepexoga Ha
neTHee Bpems

Bpems
nepexoga Ha
3MMHee Bpems

MNepesarpy3nTtb
TOYKY AocTyna

CtpaHa

BO3MOXHbI
e KoMaHpAbl

get

get, set

get, set

get, set

get, set

get, set

get, set

set

get, set

CuHTaKcuc

get system

system-time

get system time-

zZone

set system time-

zone <value>

get system
enable-dst

set system
enable-dst

<value>

get system

summer-time

set system
summer-time

<value>

get system dst-

start

set system dst-

start <value>

get system dst-

end

set system dst-

end <value>

get system dst-
offset

set system dst-

offset <value>

set system

reboot

get system

country

set system

country <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get system system-time

Thu May 31 2018 06:59:46 MST

WEP-12ac# set

system

"Russia (Moscow)"

WEP-12ac# get

system

Russia (Moscow)

WEP-12ac#

WEP-12ac# set

WEP-12ac# get

on

WEP-12ac#
enabled

set

WEP-12ac# get

enabled

system

system

system

system

time-zone

time-zone

enable-dst on

enable-dst

summer-time

summer-time

WEP-12ac# set system dst-start
"March.Second.Sunday/02:00"

WEP-12ac# get system dst-start

March.Second.Sunday/02:00

WEP-12ac# set system dst-start
""November.First.Sunday/02:00"

WEP-12ac# get system dst-end

November.First.Sunday/02:00

WEP-12ac# set
WEP-12ac# get

60

WEP-12ac# set

WEP-12ac# set

WEP-12ac#
RU

get

system

system

system

system

system

dst-offset 60

dst-offset

reboot

country RU

country
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Knacc

MNogknacc

country-

mode

full-

isolation

nmode-

supported

forty-mhz-
supported

base-mac

serial-

number

country-
code-is-
configurab
le

DYyHKUUA

Bo3MOXHble
3Ha4YeHus: on,
off.

get, set

MonHas
n3onsums.
Bo3moXHble
3HauyeHus: on —
doyHKUMSA
akTuBHa, off —

hyHKUNA
HeaKTUBHa.

get, set

Mognepxka get
craHpapra IEEE
802.11n.
Bo3MmOXHble
3HayeHus: Y —
noaaepXxunBaer,

N - He
nogaepxmBaer.

Mognepxka get
nosiochl

nponyckaHus
wmnpwuHoin 40
MIyBSITY
AnanasoHe.

get, set
CepWwiiHblii get, set

HOoMep unspenua

HacTtpolika koga get, set
CTpaHbl.

Bo3mMoxHbIe

3Ha4YeHus: on —

hyHKUMSA

aKTuBHa, off —

doyHKUMSA
HeakT/BHa.

BO3MOXHbI
e KoMaHpAbl

CuHTaKcuc

get system

country-mode

set system
country-mode

<value>

get system full-

isolation

set system full-
isolation

<value>

get system

nmode-supported

get system
forty-mhz-
supported

get system base-

mac

set system base-

mac <value>

get system base-

mac

set system base-

mac <value>

get system
country-code-is-—

configurable

set system
country-code-is-
configurable

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set system
off

WEP-12ac# get system
of f

WEP-12ac# set system
off

WEP-12ac# get system
of f

WEP-12ac# get system
supported
Y

WEP-12ac# set system
"a8:f9:4b:b0:21:60"

WEP-12ac# get system
a8:f9:4b:b0:21:60

WEP-12ac# set system
WP01000167

WEP-12ac# get system
WP01000167

WEP-12ac# set system

is-configurable on

WEP-12ac# get system
is-configurable

on

country-mode

country-mode

full-isolation

full-isolation

nmode-

base-mac

base-mac

serial-number

serial-number

country-code-

country-code-
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Knacc

system-

name

system—

contact

system-

location

host id

HacTpoiik
n xocTta

dns-1

dns-2

domain

static-

dns-1

static-
dns-2

static-

domain

MNogknacc

DYyHKUUA

Nms cuctemsl

KoHTaKTbl
CUCTEMBI

MecTononoxeH
ne CUCTEMbI

ID xocTa

IP-agpec DNS-
cepeepa (1)

IP-agpec DNS-
cepsepa (2)

Vims gomeHa

DNS-cepsep (1),
KOTOpbIN ByaeT
MCNOMb30BaH,
ecnv agpec He
noslyyeH no
DHCP

DNS-cepsep (2),
KOTopblIi 6yaeT
MCMOSIb30BaH,
€cnn agpec He
nosly4yeH no
DHCP

ViMA flomeHa,
NCcnonbL3yemMoro,
ec/v He
nosly4eHo nms
AomeHa no
DHCP

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

get

get

get

get, set

get, set

get, set

CuHTaKcuc

get system

system—-name

set system
system—name

<value>

get system

system—-contact

set system
system-contact

<value>

get system

system-location

set system
system-location

<value>
get host id
set host 1id

<value>

get host dns-1

get host dns-2

get host domain

get host static-

dns-1

set host static-
dns-1 <value>
get host static-
dns-2

set host static-
dns-2 <value>
get host static-

domain

set host static-

domain <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set system system—name

"WEP-12ac"

WEP-12ac# get system system-name

WEP-12ac

WEP-12ac# get system system-

location

Default

WEP-12ac# set

WEP-12ac# get
WEP-12ac

WEP-12ac# get
172.16.0.250

WEP-12ac# get
172.16.0.100

WEP-12ac# get

eltex. loc

WEP-12ac# get

WEP-12ac# get

WEP-12ac# set
"example.com"
WEP-12ac# get

example.com

host

host

host

host

host

host

host

host

host

id "WEP-12ac"

id

dns-1

dns-2

domain

static-dns-1

static-dns-1

static-domain

static-domain
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Knacc Moaknacc
dns-via-
dhcp
config startup
HacTtpolik
n
KOHIUIYP  version
aumm
backup-
file-
format
interfac type
e
HacTtpoliik
n ceTeBoro
nHTepdeii
ca
status

DYyHKUUA

Monyuatb
napameTpbl
DNS-cepsepa no
DHCP.
Bo3mMoxHbIe
3HaYeHus: up —
nosyyarb no
DHCP, down -
Mcnosnb30BaTb
cTaTtunyeckme
napameTpsbl.

HacTpoiika Bo
BPEMSI 3arpy3ku

Bepcus dhaiina
KOHGourypauum

dopmart halina
KOHdourypaumu.
Bo3moxHbIe
3HaueHus: plain
He3awwmposaH
HbIiA, encrypted

3almpoBaHHbI
.

Twvn ceTeBOro
nHTEepgeica

CocTosiHne
nHTepdenca

BO3MOXHbI
e KoMaHpAbl

get, set

set

get

get, set

add, get

add, get, set

CuHTaKcuc

get host dns-
via-dhcp

set host dns-

via-dhcp <value>

set config

startup <value>

get config

version

get config
backup-file-

format

set config
backup-file-

format <value>

add 1interface
<interface_name>

type <value>

get interface

<interface_name>

type

add 1interface
<interface_name>

status <value>

get interface
<interface_name>

status

set 1interface
<interface_name>

status <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set host dns-via-dhcp up
WEP-12ac# get host dns-via-dhcp

up

WEP-12ac# get config version

1.02

WEP-12ac# set config backup-file-

format plain

WEP-12ac# get config backup-file-

format

plain

WEP-12ac# add interface

type service-set

WEP-12ac# get interface

type
service-set

WEP-12ac# add interface

status up

WEP-12ac# set interface

status up

WEP-12ac# get interface

status

up

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl
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Knacc

Mopknacc ®DyHKUusA BO3MOXHbI
€ KOMaHAbl

descriptio OnucaHue get, set
nHTepcpeiica

n

ip IP-anpec add, get
nHTEepgeica

eEk Macka cetu add, get, set

static-1ip

Cratnueckuii IP- add, get, set
afpec,

NCNOJ/b3YEMbIA,

korga DHCP-

cepsep He

aKTUBEH

CuHTaKcuc

get interface
<interface_name>

description

set 1interface
<interface_name>
description

<value>

add 1interface
<interface_name>

ip <value>

get interface

<interface_name>

ip

add 1interface
<interface_name>

mask <value>

get interface
<interface_name>

mask

set 1interface
<interface_name>

mask <value>

add 1interface
<interface_name>

static-1ip

get interface
<interface_name>

static-1ip

set 1interface
<interface_name>
static-1ip

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl
description "Wireless - Virtual

Access Point 1 - Radio 2"

WEP-12ac# get interface wlanlvapl
description

Wireless - Virtual Access Point 1
Radio 2

WEP-12ac# get interface wlanlvapl
ip

WEP-12ac# get interface wlanlvapl

mask

WEP-12ac# get interface wlanlvapl

static-ip
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Knacc

MNogknacc

static-

mask

rx-bytes

rx-packets

rx—errors

rx-drop

rx-fifo

rx-frame

rxX-

compressed

rx-

multicast

tx-bytes

DYyHKUUA

Macka ceTty,
ncnosnb3yemas,
korga DHCP-
cepBep He
aKTUBEH

KonwnyectBo
NOJTy4EHHbIX
6anToB

KonwnyectBo
NOJTyYEHHbIX
nakeToB

KonwnyectBo
NOJTyYEHHbIX
NakeToB C
oLmoKamm

Konnuectso
NOJTyYEHHbIX
nakeTos,
KoTopble 6bln
OTOPOLLIEHDI

KonwnyectBo
NakeToB,

nony4yeHHoe npu

nepenosHEHNN
6ydhepa

Konnyectso
MakeToB,
MOJTYYEHHBIX C
OLLMGKOI Kagpa

KonnyectBo
MOJSTyYEHHbIX
CcXaTbIX NakeToB

KonnyectBo
MOJTyYEHHbIX
nakeTos
multicast

KonnyectBo
OTnpas/ieHHbIX
6ainTt

BO3MOXHbI
e KoMaHpAbl

add, get, set

get

get

get

get

get

get

get

get

get

CuHTaKcuc

add 1interface
<interface_name>

static-mask

get interface
<interface_name>

static-mask

set 1interface
<interface_name>
static-mask

<value>

get interface
<interface_name>

rx-bytes

get interface
<interface_name>

rx-packets

get interface
<interface_name>

rx—errors

get interface
<interface_name>

rx-drop

get interface
<interface_name>

rx—-fifo

get interface
<interface_name>

rx-frame

get interface
<interface_name>

rx-compressed

get interface
<interface_name>

rx-multicast

get interface
<interface_name>

tx-bytes

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl

static-mask

WEP-12ac# get interface wlanlvapl

rx-bytes
0

WEP-12ac# get interface wlanlvapl

rx-packets

0

WEP-12ac# get interface wlanlvapl

rx—errors

0

WEP-12ac# get
rx-fifo

0

WEP-12ac# get
rx-frame

0

WEP-12ac# get
rx-compressed

0

WEP-12ac# get
rx-multicast
0

WEP-12ac# get
tx-bytes
0

interface

interface

interface

interface

interface

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl
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Knacc

MNogknacc

tx-packets

tx-errors

tx-fifo

tx-colls

tx-carrier

t>x-

compressed

tx-drop-
bytes

rx-drop-

bytes

tx-drop-
packets

rx-drop-

packets

DYyHKUUA

KonunyectBo
oTnpaBneHHbIX
NakeToB

KonwnyectBo
oTnpaBNeHHbIX
NakeToB C
oLmoKamm

KonnuyectBo
NakeToB,
OoTnpaB/IeHHbIX
npu
nepenonHeHnn
oyhepa

KonnyectBo
OTnpaB/IEHHbIX
NakeToB C
KOIN3USIMUN

KonwnyectBo
OTnpaB/IEHHbIX
nakeToB C
oLmoéKamm
HecyLen

KonnyectBo
OTnpaB/IEHHbIX

CXaTblX NakeToB

KonnuyectBo
OTOPOLLEHHBIX
Tx-6anT

KonnyectBo
OTOPOLLEHHBIX
Rx-6aint

KonnuyectBo
OTOPOLLEHHBIX
Tx-naketoB

KonnuyectBo
OTOPOLLEHHBIX
Rx-nakeTtoB

BO3MOXHbI
e KoMaHpAbl

get

get

get

get

get

get

get

get

get

get

CuHTaKcuc

get interface
<interface_name>

tx-packets

get interface
<interface_name>

tx-errors

get interface
<interface_name>

tx-fifo

get interface
<interface_name>

tx-colls

get interface
<interface_name>

tx-carrier

get interface
<interface_name>

tx-compressed

get interface
<interface_name>

tx-drop-bytes

get interface
<interface_name>

rx-drop-bytes

get interface
<interface_name>

tx-drop-packets

get interface
<interface_name>

rx-drop-packets

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface

tx-packets
0

WEP-12ac# get interface

tx-errors

0

WEP-12ac# get interface

tx-fifo
(0]

WEP-12ac# get interface

tx-colls

WEP-12ac# get interface

tx-carrier

WEP-12ac# get interface

tx-compressed

WEP-12ac# get interface

tx-drop-bytes

WEP-12ac# get interface

rx-drop-bytes

WEP-12ac# get interface

tx-drop-packets

WEP-12ac# get interface

rx-drop-packets

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl
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Knacc Mopgknacc dDyHKUUA

stp Spanning Tree
Protocol

fd 3agepxka
oTnpaBKu

hello WuTepsan hello

priority  [lpnoputet
mMocTa

Bo3MOXHbl CHHTaKcuC
€ KoMaHAbl

add, get, set 544 interface

<interface_name>

stp <value>

get interface
<interface_name>

stp

set 1interface
<interface_name>

stp <value>

add, get, set 544 interface

<interface_name>
fd <value>

get interface
<interface_name>
fd

set 1interface
<interface_name>

fd <value>

add, get, set 544 interface

<interface_name>

hello <value>

get interface
<interface_name>
hello

set 1interface
<interface_name>

hello <value>

add, get, set 444 interface

<interface_name>

priority <value>

get interface
<interface_name>

priority

set 1interface
<interface_name>

priority <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl
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Knacc Moaknacc

port-

isolation

ssid

bss

security

DYyHKUUA

M3onauua
6eCcnpoBOAHbIX
MopToB Apyr oT

Aapyra

Nwvs cetun

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

BSS, k koTopomy add, get, set

MPUHaANEXunT
NHTepdeinc

Pexum
6e30nacHocTH

add, get, set

CuHTaKcuc

add 1interface
<interface_name>
port-isolation

<value>

get interface
<interface_name>

port-isolation

set 1interface
<interface_name>
port-isolation

<value>

add 1interface
<interface_name>

ssid <value>

get interface
<interface_name>

ssid

set 1interface
<interface_name>

ssid <value>

add 1interface
<interface_name>

bss <value>

get interface
<interface_name>

bss

set 1interface
<interface_name>

bss <value>

add 1interface
<interface_name>

security <value>

get interface
<interface_name>

security

set 1interface
<interface_name>

security <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanOvapl
ssid
___wepl2_15-105

WEP-12ac# get interface wlanlvapl
bss

wlanlbssvapl

WEP-12ac# get interface wlanlvapl
security

plain-text
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Knacc Moaknacc

wpa-
personal-

key

wep-key-

ascii

wep-key-
length

DYyHKUUA

MepcoHasbHbIi
knou WPA
(coBmecTHOE
CMOsIb30BaHMNE)

®opmar WEP-
Kftoua: ascii nnm
hex.

OnvHa WEP-
Knova

BO3MOXHbI
e KoMaHpAbl

add, set

add, get, set

add, get, set

CuHTaKcuc

add 1interface
<interface_name>
wpa-personal-key

<value>

get interface
<interface_name>

wpa-personal-key

set 1interface
<interface_name>
wpa-personal-key

<value>

add interface
<interface_name>
wep-key-ascii

<value>

get interface
<interface_name>

wep-key-ascii

set 1interface
<interface_name>
wep-key-ascii

<value>

add 1interface
<interface_name>
wep-key-length

<value>

get interface
<interface_name>

wep-key-length

set interface
<interface_name>
wep-key-length

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl
wep-key-ascii

no

WEP-12ac# get interface wlanlvapl
wep-key-Tlength
104
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Knacc Moaknacc

wep-—
default-
key

wep-key-1

wep-key-2

DYyHKUUA

WEP-kntou,
NCNOJMb3YyEMbIiA
Ana nepegayn

WEP-knitou (1)

WEP-kntou (2)

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, set

add, get, set

CuHTaKcuc

add 1interface
<interface_name>
wep-key-length

<value>

get interface
<interface_name>

wep-key-length

set 1interface
<interface_name>
wep-key-length

<value>

add interface
<interface_name>
wep-key-1

<value>

get interface
<interface_name>

wep-key-1

set 1interface
<interface_name>
wep-key-1

<value>

add 1interface
<interface_name>
wep-key-2

<value>

get interface
<interface_name>

wep-key-2

set interface
<interface_name>
wep-key-2

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl

wep-default-key
1
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Knacc Moaknacc

wep-key-3

wep-key-4

wep-key-
mapping-
length

multicast-
received-
frame-

count

vlan-id

DYHKUMA BO3MOXHblI
€ KOMaHgbl

WEP-kntou (3)  add, get, set

WEP-kniou (4)  add, get, set

get

Konnuectso get
NO/TYYEHHbIX

KapoB
multicast

ID, add, get
NCNosib3yeMblii
B Terax

CuHTaKcuc

add 1interface
<interface_name>
wep-key-3

<value>

get interface
<interface_name>

wep-key-3

set 1interface
<interface_name>
wep-key-3

<value>

add 1interface
<interface_name>
wep-key-4

<value>

get interface
<interface_name>

wep-key-4

set 1interface
<interface_name>
wep-key-4

<value>

get interface
<interface_name>
wep-key-mapping-
length

get interface
<interface_name>
multicast-
received-frame-

count

add 1interface
<interface_name>

vlan-id <value>

get interface
<interface_name>

vlan-id

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl
wep-key-mapping-length
400

WEP-12ac# get interface wlanlvapl

multicast-received-frame-count

WEP-12ac# get interface wlanlvapl

vlan-id
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Knacc

MNogknacc

radio

remote-mac

wep-key

wds-ssid

DYyHKUUA

PaanonHTepde
nc pns WDS

MAC-agpec
KOHEYHO TOUKK
coeuHeHuns
WDS

WEP-kntou gns
coeguHeHns
WDS

SSID WDS-
coefnHeHuns

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKcuc

add 1interface
<interface_name>

radio <value>

get interface
<interface_name>

radio

set 1interface
<interface_name>

radio <value>

add 1interface
<interface_name>
remote-mac

<value>

get interface
<interface_name>

remote-mac

set 1interface
<interface_name>
remote-mac

<value>

add 1interface
<interface_name>

wep-key <value>

get interface
<interface_name>

wep-key

set 1interface
<interface_name>

wep-key <value>

add 1interface
<interface_name>

wds-ssid <value>

get interface
<interface_name>

wds-ssid

set 1interface
<interface_name>

wds-ssid <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl

radio

WEP-12ac# get interface wlanlvapl

remote-mac

WEP-12ac# get interface wlanlvapl
wep-key

WEP-12ac# get interface wlanlvapl

wds-ssid
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Knacc Moaknacc

wds-
security-

policy

wds-wpa-

psk-key

interface

static-1ip

static-

mask

ip

DYyHKUUA

Monuntuka
6e3onacHocTu
ana WDS-
coefiHeHus

WPA PSK-kntou
ansa WDS
coegnHeHns

WHTepdpeiic
ynpasneHus

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

get

Craruueckuii IP- get, set

afpec
nHTepdeiica
ynpasneHus

Cratnyeckas
mMacka
nHTepcpeiica
ynpaBneHus

IP-agpec
nHTepdgeiica
ynpasneHus

get, set

get

CuHTaKcuc

add 1interface
<interface_name>
wds-security-

policy <value>

get interface
<interface_name>
wds-security-

policy

set 1interface
<interface_name>
wds-security-

policy <value>

add 1interface
<interface_name>
wds-wpa-psk-key

<value>

get interface
<interface_name>

wds-wpa-psk-key

set 1interface
<interface_name>
wds-wpa-psk-key

<value>

get management

interface

get management

static-1ip

set management
static-1ip

<value>

get management

static-mask

set management
static-mask

<value>

get management

ip

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get interface wlanlvapl

wds-security-policy

WEP-12ac# get interface wlanlvapl

wds-wpa-psk-key

WEP-12ac# get management
brtrunk

WEP-12ac# set management
'192.168.1.10"
WEP-12ac# get management

192.168.1.10

WEP-12ac# set management

mask '"255.255.255.0"

WEP-12ac# get management
mask
255.255.255.0

WEP-12ac# get management
192.168.15.105

interface

static-1ip

static-1ip

static-

static-

ip
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Knacc Moaknacc
mask
mac
dhcp-
status

vap radio

HacTpoiik

a

BUPTYasIbH

bIX TOYEK

Joctyna
status
vlan-id
global-
radius

descriptio

n

DYyHKUUA

Macka IP-
agpeca
NHTepgeica
ynpaB/ieHuns

MAC-agpec
nHTepdeica
ynpasneHus

BkntoyeH nun
DHCP Ha

NHTEpgeice
ynpaBneHus

PagnonHTepde
iC BUPTYas1bHOW
TOYKM JocTyna

Craryc

VLAN ID

Mcnonb3oBaHue
rNo6asibHbIX
HacTpoekK
RADIUS

OnucaHune
BMPTYasIbHO
TOYKM gocTyna

BO3MOXHbI
e KoMaHpAbl

get

get

get

get, set

get, set

add, get, set

get, set

get, set

CuHTaKcuc

get management

mask

get management

mac

get management

dhcp-status

get vap <vap>

radio

set vap <vap>

radio <value>

get vap <vap>

status

set vap <vap>

status <value>

add vap <vap>

vlan-id <value>

get vap <vap>

vlan-id

set vap <vap>

vlan-id <value>

get vap <vap>
global radius

set vap <vap>
global radius

<value>

get vap <vap>

description

set vap <vap>
description

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get management mask
255.255.255.0

WEP-12ac# get management mac
A8:F9:4B:B0:21:60

WEP-12ac# get management dhcp-

status

up

WEP-12ac# get vap vapl radio

radio

WEP-12ac# get vap vapl status

status

WEP-12ac# get vap vapl vlan-id
vlan-id

WEP-12ac# get vap vapl description

description

Virtual Access Point 1

Virtual Access Point 1 - Radio 2

187



PykoBoacTtso no akcnnyatauum WEP-12ac

Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
qos-mode  Pexum get, set get vap <vap> WEP-12ac# get vap vapl qos-mode
agMUHUCTPMPOB
aHus QoS qos—-mode gos-mode
set vap <vap>
up
qos—-mode <value>
up

def-bwmax-

up

def-bwmax-

down

def-
acltype-up

def-
acltype-

down

def-acl-up

def-acl-

down

MakcumanbHas  get, set
nponyckHas
CNOCObHOCTL B
Hanpas/feHun

upstream no
YMO/THaHUIO

(0-4294967295)

MakcumarnibHaa get, set
nponyckHas
CMNOCOBHOCTL B
Hanpas/fieHun
downstream no
YMO/THaHUIO

(0-4294967295)

Tun ACL gns get, set
NCXOAALLNX

coefnHEHNIA No
YMO/THaHUIO

(none/ipv4,
Currently
Unsupported:ipv
6/mac

Tun ACL gnsa get, set
BXOASLLMX

cOefIHeHUin No
YMOYaHWIo

(none/ipv4,

Currently
Unsupported:ipv

6/mac

ACL ans get, set
NCXOASLLNX

COefIHEeHUIn No
YMOYaHWIO

ACL ons get, set
BXOAALLMX

COefIHEeHUI No
YMOYaHWIo

get vap <vap>

def-bwmax-up

set vap <vap>
def-bwmax-up

<value>

get vap <vap>

def-bwmax-down

set vap <vap>
def-bwmax-down

<value>

get vap <vap>

def-acltype-up

set vap <vap>
def-acltype-up

<value>

get vap <vap>

def-acltype-down

set vap <vap>

def-acltype-down

<value>

get vap <vap>
def-acl-up

set vap <vap>
def-acl-up

<value>

get vap <vap>

def-acl-down

set vap <vap>
def-acl-down

<value>

WEP-12ac# get vap vapl def-bwmax-up

def-bwmax-up

WEP-12ac# get vap vapl def-bwmax-

down

def-bwmax-down

WEP-12ac# get vap vapl def-acltype-

up
def-acltype-up
none

none
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Knacc Moaknacc
def-
policy-up
def-
policy-
down

global- radius-

radius- accounting
server

Fno6asbH

ble

HacTpolikn

RADUIS

cepsepa

radius-ip

DYyHKUUA

Default Policy
Up

Default Policy
Down

AxTMBauLuA
RADIUS
Accounting

IP-agpec
RADIUS-

cepsepa

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

radius-ip- IP-ceTb RADIUS- get, set

network

cepsepa

CuHTaKcuc

get vap <vap>

def-policy-up

set vap <vap>
def-policy-up

<value>

get vap <vap>

def-policy-down

set vap <vap>
def-policy-down

<value>

get global-
radius-server
radius-

accounting

set global-
radius-server
radius-
accounting

<value>

get global-
radius-server

radius-ip

set global-
radius-server
radius-ip

<value>

get global-
radius-server
radius-ip-

network

set global-
radius-server
radius—-ip-

network <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set global-radius-server

radius-accounting off

WEP-12ac# get global-radius-server
radius—-accounting
of f

WEP-12ac# set global-radius-server

radius-ip "192.168.1.1"
WEP-12ac# get global-radius-server
radius-ip

192.168.1.1

WEP-12ac# set global-radius-server

radius-ip-network ipv4

WEP-12ac# get global-radius-server
radius—-ip-network

ipv4
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Knacc

dotll
Mopaepxk
a

cTaHAapTo
B IEEE
802.11

radio

HacTpoiik
n

pagnoviHT
epdelicos

Moaknacc ®PyHKUUA

radius-key Ko
nogKryeHnsa K

RADIUS-
cepsepy

reus= OnumoHasIbHbIA
naeHTndmkaTop

ES= NAS ans

identifier RADIUS
KnneHta

descriptio OnucaHue

n
status Craryc
status Craryc

descriptio Onucaxue

n

BO3MOXHbI
e KoMaHpAbl

set

get, set

get, set

get, set

get, set

get

CuHTaKcuc

get global-
radius-server

radius-key

set global-
radius-server
radius—key

<value>

get global-
radius-server
radius-nas-

identifier

set global-
radius-server
radius-nas-
identifier

<value>

get global-
radius-server

description

set global-
radius-server
description

<value>

get dotll status

set dotll status

<value>

get radio
<radio_interface

_name> status

set radio
<radio_1interface
_name> status

<value>

get radio
<radio_interface
_nhame>

description

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set global-radius-server

description "Global radius server

settings"

WEP-12ac# get
description
Global radius

WEP-12ac# set

WEP-12ac#
up

get

WEP-12ac# set

WEP-12ac# get

up

global-radius-server

server settings

dotll

dotll

radio

radio

status up

status

wlan@ status up

wlan@ status

WEP-12ac# get radio wlan®

description

IEEE 802.11g

190



PykoBoacTtso no akcnnyatauum WEP-12ac

Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
mac MAC-agpec ~  get get radio WEP-12ac# get radio wlanl mac
pagnonHtepdein —
ca (HauanbHbIi) <radio_interface A8:F9:4B:B0:21:70
_name> mac
static-mac CTarTnyeckuii get get radio WEP-12ac# get radio wlan@ static-
MAC-agpec —
p MOVIHTep(beﬁ <radio_interface mac
ca (HadasbHbIN) _name> static-
mac
max-bss MakcumanbHoe get get radio WEP-12ac# set radio wlan® max-bss
KOJIMYECTBO o
BSS/MAC- <radio_interface 16
appecos _name> max-bss .
WEP-12ac# get radio wlan® max-bss
16
channel- [lonnTuka get, set get radio WEP-12ac# set radio wlan® channel-
- BblbOpa KaHana — 5
policy <radio_interface policy best
name> channel- .
= WEP-12ac# get radio wlan®@ channel-
olic .
= o policy
set radio best
<radio_1interface
_name> channel-
policy <value>
mode geK”M get, set get radio WEP-12ac# set radio wlanl mode "a-
€CrnpoBOAHOIo
nHTepdeiica <radio_interface n-ac"
name> mode .
= WEP-12ac# get radio wlanl mode
set radio a-n-ac
<radio_interface
_name> mode
<value>
dotllh Mopaepxka get, set get radio WEP-12ac# set radio wlan® dotllh
ctaHpapTa IEEE —
802.11h <radio_interface off
_name> dotllh .
WEP-12ac# get radio wlan® dotllh

set radio
<radio_interface
_name> dotllh

<value>

off
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Knacc

MNogknacc

dotlld

block-time

quiet-

duration

quiet-

period

DYyHKUUA

Mopnepxka
ctaHpapta IEEE
802.11d

Bpewms, B
TeyeHue
KOTOpOro KaHas
oynet
3a6n0KMpoBaH
nocne
O0GHapyxeHus
radar om

JnnTenbHocTb
quiet-nHTepsana
BTU

Beacon-
NHTEpBaU
mMexay
perynspHbiMu
quiet-
NHTEpBaIamm

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

CuHTaKcuc

get radio
<radio_interface

_name> dotlid

set radio
<radio_interface
_name> dotlld

<value>

get radio
<radio_interface
_name> block-

time

set radio
<radio_interface
_name> block-

time <value>

get radio
<radio_interface
_hame> quiet-

duration

set radio
<radio_interface
_name> quiet-

duration <value>

get radio
<radio_interface
_name> quiet-

period

set radio
<radio_interface
_name> quiet-

period <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set
off

WEP-12ac# get
of f

WEP-12ac# set
time 31

WEP-12ac# get
time

31

radio

radio

radio

radio

wlan® dotlld

wlan® dotlid

wlanl block-

wlanl block-

WEP-12ac# set radio wlan®@ quiet-

duration 0

WEP-12ac# get radio wlan0® quiet-

duration
(0]

WEP-12ac# set radio wlanl quiet-

period 0

WEP-12ac# get radio wlanl quiet-

period

0
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Knacc

Mopgknacc dDyHKUUA BO3MOXXHbI
€ KOMmaHAbI
e CHmxartb get, set
L. . MOLLHOCTb
miti gat'l on nepep'aqm p'nﬂ
cTaHuuii

(Transmit Power
mitigation for
stations)

KaHan, koTopsblii  get, set

static-
oynet
channel NCMO/b30BATHCS
npwu
cTaTU4ecKoi
nosinTuKe
KaHanoB
(channel policy)
channel Mcnonb3yemblii  get
KaHan
tx-power- MOLIHOCTb get, set
nepegaun
dbm
tx-power - MakcumanbHast get
MOLLIHOCTb
dbm-max nepegaun
tx-power- [locnegHas get
yCTaHoB/eHHas
output MOLLHOCTb

(Last est. power
from
wl_curpower)

CuHTaKcuc

get radio
<radio_interface
_nhame> tx-

mitigation

set radio
<radio_interface
_name> tx-
mitigation

<value>

get radio
<radio_interface
_name> static-
channel

set radio
<radio_interface
_name> static-

channel <value>

get radio
<radio_interface

_name> channel

get radio
<radio_interface
_hame> tx—-power-—
dbm

set radio
<radio_interface
_name> tx-power-

dbm <value>

get radio
<radio_interface
_hame> tx—-power-—

dbm-max

get radio
<radio_interface
_hame> tx-power-

output

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan@ tx-

mitigation 3

WEP-12ac# get radio wlan@ tx-
mitigation

3

WEP-12ac# set radio wlan@ static-

channel 1

WEP-12ac# get radio wlan0® static-
channel
1

WEP-12ac# get radio wlan® channel

11

WEP-12ac# set radio wlan® tx-power-
dbm 5

WEP-12ac# get radio wlan® tx-power-
dbm
S

WEP-12ac# get radio wlan® tx-power-
dbm-max
19

WEP-12ac# get radio wlan® tx-power-
output
5.00
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Knacc Moaknacc ®PyHKUUA BO3MOXHbI
e KOMaHfbl
tpc IEEE 802.11h get, set
TPC
atf Airtime Fairness get, set
ampdu_atf_ ampdu_atf_us  get, set
us
ampdu_atf_ ampdu_atf_min_ get, set
us
min_us
tx-chain  KoHdurypauns get, set
aHTeHHbI

CuHTaKcuc

get radio
<radio_interface

_hame> tpc

set radio
<radio_interface
_hame> tpc

<value>

get radio
<radio_interface

name> atf

set radio
<radio_interface
_name> atf

<value>

get radio
<radio_interface
_name>

ampdu_atf_us

set radio
<radio_interface
_nhame>
ampdu_atf_us

<value>

get radio
<radio_interface
_nhame>

ampdu_atf_min_us

set radio
<radio_interface
_hame>
ampdu_atf_min_us

<value>

get radio
<radio_interface

_name> tx-chain

set radio
<radio_interface
_name> tx-chain

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan® tpc off

WEP-12ac# get radio wlan0® tpc

off

WEP-12ac# set radio wlanl atf on

WEP-12ac# get radio wlanl atf

on

WEP-12ac# set radio wlanl

ampdu_atf_us 4000

WEP-12ac# get radio wlanl

ampdu_atf_us
4000

WEP-12ac# set radio wlanl
ampdu_atf_min_us 1000

WEP-12ac# get radio wlanl

ampdu_atf_min_us
1000

WEP-12ac# set radio wlanl tx-chain

7

WEP-12ac# get radio wlanl tx-chain

7
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Knacc Moaknacc

antenna

tTX-rx-

status

beacon-

interval

rts-
threshold

DYyHKUUA

Mcnonb3oBaTtb
aHTEHHY

Crartyc npnema
N nepegauv Ha

paguonHTepdei
ce

Beacon-
NHTEpBan

MUHUMabHBIN
pasmMep nakeTa,
npn KOTOPOM
oynet
NCMosb30BaH
Request-To-
Send

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

CuHTaKcuc

get radio
<radio_interface

_hame> antenna

set radio
<radio_interface
_name> antenna

<value>

get radio
<radio_interface
_name> tx-rx-

status

set radio
<radio_interface
_name> tx-rx-

status <value>

get radio
<radio_1interface
_name> beacon-

interval

set radio
<radio_interface
_name> beacon-

interval <value>

get radio
<radio_interface
_hame> rts-
threshold

set radio
<radio_interface
_name> rts-
threshold

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan®@ tx-rx-

status up

WEP-12ac# get radio wlan® tx-rx-

status

up

WEP-12ac# set radio wlan® beacon-

interval 100

WEP-12ac# get radio wlan® beacon-
interval
100

WEP-12ac# set radio wlan@ rts-
threshold 2347

WEP-12ac# get radio wlan0® rts-
threshold
2347
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DYyHKUUA

fragmentat MWHUMAaNbHbINA

ion-

threshold

load-
balance-
no-
associatio
n-
utilizatio

n

ap-
detection

sentry-

mode

pa3smep nakeTta,
npu KOTOPOM
oynet
1cnosib3oBaHa
hparmeHTaums

Utilization
required to
prevent new
associations

BkntoueHne
JeTektopa
TOYeK focTyna

BkntoueHne
pexnma sentry

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

CuHTaKcuc

get radio
<radio_interface
_nhame>
fragmentation-
threshold

set radio
<radio_interface
_name>
fragmentation-
threshold

<value>

get radio
<radio_interface
_name> load-
balance-no-
association-

utilization

set radio
<radio_interface
_name> load-
balance-no-
association-
utilization

<value>

get radio
<radio_interface
_name> ap-

detection

set radio
<radio_interface
_name> ap-
detection

<value>

get radio
<radio_interface
_name> sentry-

mode

set radio
<radio_interface
_hame> sentry-

mode <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan®
fragmentation-threshold 2346

WEP-12ac# get radio wlan0®
fragmentation-threshold
2346

WEP-12ac# set radio wlan@ load-
balance-no-association-utilization

0

WEP-12ac# get radio wlan® load-
balance-no-association-utilization
0

WEP-12ac# set radio wlan® ap-

detection on
WEP-12ac# get radio wlan® ap-

detection

on

WEP-12ac# set radio wlan® sentry-
mode off

WEP-12ac# get radio wlan@ sentry-
mode
of f
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Knacc Moaknacc ®PyHKUUA BO3MOXHbI
€ KomaHAbl
dedicated- BKntoueHve get, set
pexvmMa
spectrum-  Dedicated
mode Spectrum

channel- ﬂepeKnmqume getset
KaHa/10B
hopping

passive-  CKaHupoBaHue get, set
B OZIHOW nosnoce
scan-mode iy B 06emx
rnosiocax B
pexnme sentry

SRR VHTepBasibl get, set
. mexay
leave-time ckaHMpoBaHWAM
"

CuHTaKcuc

get radio
<radio_interface
_nhame>
dedicated-

spectrum-mode

set radio
<radio_interface
_name>
dedicated-
spectrum-mode

<value>

get radio
<radio_interface
_name> channel-

hopping

set radio
<radio_interface
_name> channel-

hopping <value>

get radio
<radio_interface
_nhame> passive-

scan-mode

set radio
<radio_interface
_name> passive-
scan-mode

<value>

get radio
<radio_interface
_hame> scan-

leave-time

set radio
<radio_interface
_hame> scan-
leave-time

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan® channel-

hopping on

WEP-12ac# get radio wlan® channel-

hopping
on

WEP-12ac# get radio wlan® passive-

scan-mode

WEP-12ac# get radio wlan@ scan-

leave-time
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Knacc Moaknacc

scan-

duration

Timit-
channel-

selection

data-

snooping

n-

bandwidth

DYyHKUUA

JnvtenbHoOCTb
CKaHMpOBaHUs
paauno4acToT B
KaHane, B MC

OrpaHnyeHne
KaHasoB
802.11a

AKTMBMpPOBATb
snooping

MNponyckHas
CMNOCOBHOCTb
KaHanoB

802.11n (20/40)

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

get, set

CuHTaKcuc

get radio
<radio_interface
_name> scan-

duration

set radio
<radio_interface
_name> scan-

duration <value>

get radio
<radio_interface
_name> limit-
channel-

selection

set radio
<radio_interface
_name> limit-
channel-
selection

<value>

get radio
<radio_interface
_name> data-

snooping

set radio
<radio_interface
_name> data-

snooping <value>

get radio
<radio_interface
_name> n-
bandwidth

set radio
<radio_interface
_hame> n-
bandwidth

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get radio wlan® scan-

duration

WEP-12ac# get radio wlan® Llimit-

channel-selection

WEP-12ac# set radio wlan@ data-

snooping off

WEP-12ac# get radio wlan® data-
snooping
off

WEP-12ac# set radio wlan® n-
bandwidth 20

WEP-12ac# get radio wlan® n-
bandwidth
20
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Knacc

n-primary-

channel

protection

frequency

wme

wme-noack

MNogknacc

BO3MOXHbI
e KoMaHpAbl

DYyHKUUA

PacnonoxeHue get, set
OCHOBHOIO

kaHana 802.11n
(lower/upper)

Pexum 3alnTol
onsa802.11gwm
802.11n (auto/

off)

get, set

Wcnonb3dyemaa get
yacrtota B MI'y,

Bknounts WME  get, set

Bkntounte WME  get, set
IIN0

Acknowledgeme

nt"

CuHTaKcuc

get radio
<radio_interface
_name> n-

primary-channel

set radio
<radio_interface
_name> n-
primary-channel

<value>

get radio
<radio_interface
_name>

protection

set radio
<radio_interface
_name>
protection

<value>

get radio
<radio_interface

_name> frequency

get radio
<radio_interface

_name> wme

set radio
<radio_interface
_name> wme

<value>

get radio
<radio_interface

_name> wme-noack

set radio
<radio_interface
_name> wme-noack

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan®@ n-

primary-channel lower

WEP-12ac# get radio wlan®@ n-
primary-channel

lower

WEP-12ac# set radio wlan®

protection auto

WEP-12ac# get radio wlan®
protection

auto

WEP-12ac# get radio wlan@ frequency

2462

WEP-12ac# set radio wlan®@ wme on

WEP-12ac# get radio wlan® wme

on

WEP-12ac# set radio wlan®@ wme-noack

off

WEP-12ac# get radio wlan® wme-noack

off
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BO3MOXHbI
e KoMaHpAbl

Knacc Moaknacc ®PyHKUUA

Bkntounts WME  get, set
APSD

wme-apsd

Bkntountb
orpaHuyeHune
CKOpPOCTK
broadcast/
multicast
Tpadmka

rate- get, set

Timit-

enable

rate-limit OrpaHunyeHve
CKOpOCTU
broadcast/
multicast-
Tpaduka
(nakeToB B
CeKyHzy)

get, set

—— 3HaueHue burst  get, set
ans broadcast/
multicast-

Tpadmka

(nakeTbl B

ceKyHay)

Timit-

burst

CuHTaKcuc

get radio
<radio_interface

_name> wme-apsd

set radio
<radio_interface
_name> wme-apsd

<value>

get radio
<radio_interface
_name> rate-

limit-enable

set radio
<radio_interface
_name> rate-
limit-enable

<value>

get radio
<radio_interface
_name> rate-
limit

set radio
<radio_interface
_name> rate-

Timit <value>

get radio
<radio_interface
_name> rate-

lTimit-burst

set radio
<radio_interface
_name> rate-
limit-burst

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio

on

WEP-12ac# get radio

on

WEP-12ac# set radio

limit-enable off

WEP-12ac# get radio

limit-enable
off

wme-apsd

wme-apsd

rate-

rate-

WEP-12ac# set radio wlan@ rate-

limit 50

WEP-12ac# get radio wlan0® rate-

limit
50

WEP-12ac# set radio wlan@ rate-

limit-burst 75

WEP-12ac# get radio wlan0® rate-

limit-burst
75
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Knacc Moaknacc

stp-block-

enable

wlan-util

fixed-
multicast-

rate

fixed-tx-

modulation

antenna-

diversity

DPYHKUMA BO3MOXHbI
€ KOMaHAbl

Bnokvposarb get, set

Bce STP-nakeTbl

Ha

paguonHTepdei

ce

Vicnonb3osaHue get
6ecnpoBogHoO
LAN

dukcmposaHHaa get, set
CKOpPOCTb ANs

Multicast-

Tpadmka gns

nosockl

dunkcmpoBaHHaa get, set

mMoAaynaums ans
nonocsl

Pa3HeceHne
AHTEHH

get, set

CuHTaKcuc

get radio
<radio_interface
_name> stp-
block-enable

set radio
<radio_interface
_hame> stp-
block-enable

<value>

get radio
<radio_interface

_name> wlan-util

get radio
<radio_interface
_name> fixed-

multicast-rate

set radio
<radio_interface
_name> fixed-
multicast-rate

<value>

get radio
<radio_interface
_name> fixed-tx-

modulation

set radio
<radio_interface
_name> fixed-tx-
modulation

<value>

get radio
<radio_interface
_name> antenna-

diversity

set radio
<radio_interface
_name> antenna-
diversity

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set radio wlan® stp-

block-enable on

WEP-12ac# get radio wlan® stp-
block-enable

on

WEP-12ac# get radio wlan® wlan-util
74

WEP-12ac# set radio wlan@ fixed-

multicast-rate auto

WEP-12ac# get radio wlan0® fixed-
multicast-rate

auto

WEP-12ac# set radio wlan® fixed-tx-

modulation auto

WEP-12ac# get radio wlan@ fixed-tx-
modulation

auto
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PykoBoacTtso no akcnnyatauum WEP-12ac

Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
antenna-  Howmep . get, set get radio
- 1Cnosb3yemMon —
selection  gHTEHHBI <radio_interface

_hame> antenna-

selection

set radio
<radio_interface

_name> antenna-

selection

<value>
bss status Craryc add, get, set 444 bss <bss_id> WEP-12ac# set bss wlan®bssvapl
Baz3oBas status <value> status up
30Ha
06CNyXuB get bss <bss_id> WEP-12ac# get bss wlan®bssvapl
a;gg) status status

set bss <bss_id> up

status <value>

descriptio Onucanve get, set get bss <bss_id> WEP-12ac# set bss wlan®bssvapl

n description description Virtual Access Point 1

set bss <bss_id> WEP-12ac# get bss wlan®Gbssvapl

description description
<value> Virtual Access Point 1
radio PagnovHtepde add, get, set .44 bss <bss_id> WEP-12ac# set bss wlan@bssvapl
c paHHoro BSS - .
radio <value> radio wlan0®

get bss <bss_id> WEP-12ac# get bss wlan®Gbssvapl

radio radio
wlan®
set bss <bss_id>
radio <value>
beacon- gggepqneﬁc add, get, set 544 bss <bss_id> WEP-12ac# set bss wlan@bssvapl
interface Mcnénb3yeMbM beacon-interface beacon-interface wlan®vapl
An1s beacon <value>
WEP-12ac# get bss wlan®bssvapl
get bss <bss_id> beacon-interface
beacon-interface wlanOvapl
set bss <bss_-id>
beacon-interface
<value>
mac MAC-agpec add, get add bss <bss_id> WEP-12ac# get bss wlan®bssvapl mac

mac <value>
A8:F9:4B:B0:21:61

get bss <bss_id>

mac
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PykoBoacTtso no akcnnyatauum WEP-12ac

Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
e KomaHgbl
dtim- WHTepsan DTIM add, get, set 544 bss <bss_id>
period dtim-period
<value>

get bss <bss_id>

dtim-period

set bss <bss_id>

dtim-period

<value>
— MakcumansHoe add, get, set ,4d bss <bss id>
n YMC/O CTaHLWui = 3
stations max-stations
<value>
get bss <bss_id>
max-stations
set bss <bss_id>
max-stations
<value>
ignore- He otnpaenate add, get, set 544 bss <bss_id> WEP-12ac# set bss wlan®bssvapl
SSID B beacon n = = =
broadcast- pryopuposatb max-stations ignore-broadcast-ssid off
ssid NPOGHbIE <value>
3anpocsl WEP-12ac# get bss wlan®bssvapl
get bss <bss_id> -dgnore-broadcast-ssid
max-stations off
set bss <bss_id>
max-stations
<value>
station-  V13onauus add, get, set 544 bss <bss_id> WEP-12ac# set bss wlan®bssvapl
cTaHuunn
isolation max-stations station-isolation off
<value>

WEP-12ac# get bss wlan®bssvapl
get bss <bss_id> station-isolation

max-stations off

set bss <bss_id>
max-stations

<value>
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Knacc Moaknacc

tagged-

sta-mode

mac-acl-

mode

mac-acl-

name

mac-acl-

auth-type

DYyHKUUA

BknounTs/
BbIK/IIOUNTb
TernpoeaHue
Tpadomka oT/K
STA

Cnuncok MAC-
agpecoB

msa cnncka
MAC-agpecos

Tun
ayTeHTUhrKaLm
n MAC-agpecos

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKcuc

add bss <bss_-id>
tagged-sta-mode

<value>

get bss <bss_id>

tagged-sta-mode

set bss <bss_id>
tagged-sta-mode

<value>

add bss <bss_id>
mac-acl-mode

<value>

get bss <bss_id>

mac-acl-mode

set bss <bss_id>
mac-acl-mode

<value>

add bss <bss_-id>
mac-acl-name

<value>

get bss <bss_id>

mac-acl-name

set bss <bss_id>
mac-acl-name

<value>

add bss <bss_id>
mac-acl-auth-

type <value>

get bss <bss_id>
mac-acl-auth-
type

set bss <bss_id>

mac-acl-auth-

type <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set bss wlan®bssvapl
tagged-sta-mode off

WEP-12ac# get bss wlan®bssvapl
tagged-sta-mode
off

WEP-12ac# set bss wlan®bssvapl mac-

acl-mode deny-list

WEP-12ac# get bss wlan®bssvapl mac-
acl-mode

deny-list

WEP-12ac# set bss wlan®bssvapl mac-

acl-name default

WEP-12ac# get bss wlan®bssvapl mac-
acl-name
default

WEP-12ac# set bss wlan®bssvapl mac-
acl-auth-type disable

WEP-12ac# get bss wlan®bssvapl mac-
acl-auth-type
disable
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Knacc

Mopknacc ®DYHKUUSA BO3MOXHbI
€ KOMaHAbl
oG ABTOpM3aums Ha add, get, set
. RADIUS-
accounting cepsepe
radius-ip IP-agpec add, get, set
RADIUS-
cepsepa

radius—ip- IP-ceTb RADIUS- add, get, set
cepsepa
network

radius-key K/IOY 4n15 cBA3N add, set
¢ RADIUS-
cepeepom

CuHTaKcuc

add bss <bss_-id>
radius-
accounting

<value>

get bss <bss_id>
radius-

accounting

set bss <bss_-id>
radius-
accounting

<value>

add bss <bss_-id>
radius-ip

<value>

get bss <bss_id>

radius-ip

set bss <bss_id>
radius-ip

<value>

add bss <bss_id>
radius-ip-

network <value>

get bss <bss_id>
radius—ip-
network

set bss <bss_id>
radius-ip-

network <value>

add bss <bss_id>
radius—key

<value>

get bss <bss_id>

radius-key

set bss <bss_-id>
radius-key

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set bss wlan®bssvapl

radius—-accounting on

WEP-12ac# get bss wlan®bssvapl
radius—-accounting

on

WEP-12ac# set bss wlan®bssvapl
radius—ip "192.168.42.220"

WEP-12ac# get bss wlan®bssvapl
radius-ip
192.168.42.220

WEP-12ac# set bss wlan®bssvapl

radius-ip-network 1ipv4

WEP-12ac# get bss wlan®bssvapl
radius—ip-network

ipvé
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Knacc Moaknacc

radius-

port

radius-
accounting

-port

vlan-
tagged-

interface

DYyHKUUA

MopT ana
ayTeHTUprKaLm
n Ha cepsepe
RADIUS

MopT ana
aKkayHTuHra Ha
RADIUS-
cepsepe

Jo6aBunTb
AVHaMmyeckue
VLAN Ha
NHTEepdenc

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

add, get, set

CuHTaKcuc

add bss <bss_-id>
radius-port

<value>

get bss <bss_id>

radius-port

set bss <bss_id>
radius-port

<value>

add bss <bss_id>
radius-
accounting-port

<value>

get bss <bss_id>
radius-

accounting-port

set bss <bss_id>
radius-
accounting-port

<value>

add bss <bss_id>
vlan-tagged-
interface

<value>

get bss <bss_-id>
vlan-tagged-

interface

set bss <bss_id>
vlan-tagged-
interface

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set bss wlan®bssvapl
radius-port 1812port

WEP-12ac# get bss wlan®bssvapl
radius-port

1812port

WEP-12ac# set bss wlan®bssvapl

radius—-accounting-port 1813

WEP-12ac# get bss wlan®bssvapl
radius—accounting-port

1813

WEP-12ac# set bss wlan®bssvapl

vlan-tagged-interface brtrunk

WEP-12ac# get bss wlan®bssvapl
vlan-tagged-interface
brtrunk
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Knacc

open-

system-

authentica

tion

shared-

key-

authentica

tion

wpa-
cipher-
tkip

wpa-
cipher-

ccmp

MNogknacc

DYyHKUUA

Pa3pelueHa nu
ayTeHTUhrKaLm
s1 Open System

Pa3pelueHa nu
ayTeHTUhmkaum
A Shared key

Mcnonb3oBaHue
TKIP kak
MeToga
WwnpposBaHus
WPA

Mcnonb3oBaHue
CCMP kak
MeToaa
WwmnpposaHus
WPA

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

add, get, set

add, get, set

CuHTaKcuc

add bss <bss_-id>
open-system-
authentication

<value>

get bss <bss_id>
open-system-

authentication

set bss <bss_-id>
open-system-
authentication

<value>

add bss <bss_-id>
shared-key-
authentication

<value>

get bss <bss_id>
shared-key-

authentication

set bss <bss_id>
open-system-
authentication

<value>

add bss <bss_id>
wpa-cipher-tkip

<value>

get bss <bss_id>

wpa-cipher-tkip

set bss <bss_id>
wpa-cipher-tkip

<value>

add bss <bss_id>
wpa-cipher-ccmp

<value>
get bss <bss_id>
wpa-cipher-ccmp

set bss <bss_id>
wpa-cipher-ccmp

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set bss wlan®bssvapl

open-system-authentication on

WEP-12ac# get bss wlan®bssvapl
open-system-authentication

on

WEP-12ac# set bss wlan®bssvapl

shared-key-authentication off

WEP-12ac# get bss wlanGbssvapl
shared-key-authentication
of f

WEP-12ac# set bss wlanObssvapl wpa-
cipher-tkip on

WEP-12ac# get bss wlanObssvapl wpa-
cipher-tkip

on

WEP-12ac# set bss wlanObssvapl wpa-

cipher-ccmp on

WEP-12ac# get bss wlan®bssvapl wpa-
cipher-ccmp

on
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Knacc Moaknacc

wpa-—
allowed

wpa2-
allowed

rsn-

preauthent

ication

broadcast-

key-

refresh-

rate

BO3MOXHbI
e KoMaHpAbl

DYyHKUUA

PaspewnTtb add, get, set

WPA

PaspewnTtb add, get, set

WPA2

PaspewnTtb add, get, set
npeaBapuTesibH

yto

ayTeHTUhmkaum

to RSN

KomaHpa add, get, set
ycTaHaBnvMBaeT

MHTepBaJI, Yepes

KOTOpbIN

npovcxoauTt

CMeHa naponei

JocTynay

nonb3osarenei
(broadcasting

key)

CuHTaKcuc

add bss <bss_-id>
wpa-allowed

<value>

get bss <bss_id>

wpa-allowed

set bss <bss_id>
wpa-allowed

<value>

add bss <bss_id>
wpa2-allowed

<value>

get bss <bss_id>

wpa2-allowed

set bss <bss_id>
wpa2-allowed

<value>

add bss <bss_-id>
rsn-
preauthenticatio

n <value>

get bss <bss_id>
rsn-
preauthenticatio

n

set bss <bss_id>
rsn-
preauthenticatio

n <value>

add bss <bss_id>
rsn-
preauthenticatio

n <value>

get bss <bss_id>
rsn-
preauthenticatio

n

set bss <bss_id>
rsn-
preauthenticatio

n <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set bss wlan®bssvapl wpa-

allowed on

WEP-12ac# get bss wlan®Gbssvapl wpa-

allowed

on

WEP-12ac# set bss wlan®bssvapl

wpa2-allowed on

WEP-12ac# get bss wlan®bssvapl

wpa2-allowed

on

WEP-12ac# set bss wlan®bssvapl rsn-

preauthentication off

WEP-12ac# get bss wlan®bssvapl rsn-

preauthentication
off

WEP-12ac# set bss wlanGbssvapl

broadcast-key-refresh-rate 0

WEP-12ac# get bss wlan®bssvapl

broadcast-key-refresh-rate

0
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Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
check- Timeout check  add, get, set 544 bss <bss_id> WEP-12ac# set bss wlan@bssvapl
. min signal (sec) _ ) )
signal- check-signal- check-signal-timeout 10
timeout timeout <value>

WEP-12ac# get bss wlan®bssvapl
get bss <bss_id> check-signal-timeout
check-signal- 10

timeout

set bss <bss_id>
check-signal-

timeout <value>

wlan-util Mcnonb3oanne add, get, set .44 bss <bss_id>

6ecnpoBoHoiA .
LAN wlan-util
<value>
get bss <bss_id>
wlan-util
set bss <bss_id>
wlan-util
<value>
T ®ukcmpoBaHHas add, get, set ,4d bss <bss_id>
) CKOPOCTb ) )
multicast- NoJs10Cbl 'qn;l fixed-multicast-
rate Multicast- rate <value>
Tpadmka

get bss <bss_id>
fixed-multicast-

rate

set bss <bss_id>
fixed-multicast-

rate <value>

bridge- BBeauTe komaHfy "get bridge-port’ n nonyunte BCe JOCTyNHbIE /7151 POCMOTPA XapaKTepUCTUKN

VIHTep(befl'lca MOCTa Unn VICI'IOI'Ib3yI7ITe KOMaH/Abl, NnpeacTaB/IEHHbIE HMXE.
port

Mopt
MocTa
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Knacc

MNogknacc

interface

path-cost

priority

DYyHKUUA

WHTepdpeiic
mocTa

CToumMocCTb
nHTepdeiica

Mpuoputet
nopra

BO3MOXHbI
e KoMaHpAbl

add, get

add, get, set

add, get, set

CuHTaKcuc

add bridge-port
<all|brtrunk>
interface

<value>

get bridge-port
<all|brtrunk>

interface

add bridge-port
<all|brtrunk>
path-cost

<value>

get bridge-port
<all|brtrunk>
path-cost

set bridge-port
<all|brtrunk>
path-cost

<value>

add bridge-port
<all|brtrunk>

priority <value>

get bridge-port
<all|brtrunk>
priority

set bridge-port
<all|brtrunk>

priority <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get bridge-port brtrunk

interface
interface
etho
wlanOwds0
wlanOwdsl
wlanOwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanGwds6
wlanOwds7
wlano
wlan@vapl
wlanOvap2
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Knacc

mac-acl

3NeMeHTbI
Tabnuubl
MAC-

afpecos

tx-queue

Mepepava
napametp
0B

ouepepeii

Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc
e KomaHgbl
stp-state COCTOSAHVE get get bridge-port
CBA3YIOLLIEero
'qepeBa <all|brtrunk>
stp-state
mac PaspewnTs/ add, get, set ;44 mac-acl
3anpetutb MAC-
a.qpec <value>

get mac-acl

set mac-acl

<value>
Beepgute KomaHgy "get tx-queue get tx-queue
<interface_namelall>" n nonyunte BCe .
[OCTYMHbIE ANst <interface_name|

MPOCMOTPa XapakTepucTvkn nHtepdeiica  z11>
MOCTa UK UCNONb3YITe KOMaHLbI,
NpeAcTaB/IEHHbIE HUXE.

queue Vimsi ovepeam get get tx-queue
<interface_name|

all> queue

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get bridge-port brtrunk
stp-state
stp-state

forwarding

forwarding
forwarding
forwarding
forwarding
forwarding

forwarding

WEP-12ac# get tx-queue all

name queue aifs cwmin cwmax burst

371.5
7 15 3.0
15 63 0

1
1
3
wlan0® data3 7 15 1023 0
1
1
3
7 15 1023 0

WEP-12ac# get tx-queue all queue
name queue
wlan® data®
wlan0® datal
wlan® data2
wlan0® data3
wlanl data®
wlanl datal
wlanl data2
wlanl data3
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Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
aifs AfanTuBHbli  get, set get tx-queue WEP-12ac# get tx-—queue wlan@ aifs
MeXKafpOoBblli - -
WHTepBa <interface_name| aifs
all> aifs s=o=
1
set tx—-queue
. 1
<interface_name|
. 3
all> aifs
7
<value>
cwmin MuHnmansHoe  get, set get tx-queue WEP-12ac# get tx-queue wlan® cwmin
3Ha4yeHune i
KOHKYPEHTHOTO <interface_name| cwmin
OKHa all> cwmin
set tx—-queue
<interface_name| 3
all> cwmin 7
<value>
15
15
cwmax MakcumaneHoe  get, set get tx-queue WEP-12ac# get tx—queue wlan® cwmax
3HayYeHne .
KOHKypeHTHOFO <1 nterface_name | cwmax
OKHa all> cwmax -----
7
set tx—-queue
. 15
<interface_name|
63
all> cwmax
1023
<value>
burst MakcumasnbHasa  get, set get tx-queue WEP-12ac# get tx-queue wlan® burst
ANvHa ovepeau -
<interface_name| burst
all> burst ~ ---—-
1.5
set tx—-queue
. 3.0
<interface_name|
0
all> burst
0
<value>
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Knacc

wme-

queue

Mepegava
napametp
0B

ouepegeii
cTaHumam

Bo3MoO)XHbl CuHTaKcuc

€ KoMaHAbl

Moaknacc ®PyHKUUA

Beeaute komaHay "get wme-queue
<interface_namelall>" n nonyunte BCE
[OCTyNHbIe 415 NpocMoTpa
XapaKTepUCTUKN MHTepdeiica MocTa unm
UCnosb3yiiTe KOMaHApl, NPeACTaBeHHbIe

get wme-queue
<interface_name|
all>

HWXe.
queue Vimsi ovepen get get wme-queue
<interface_name|
all> queue
aifs ApanTveHblii  get, set get wme—queue
MeXKaapoBblli ]
NHTEpBan <interface_name|
all> aifs
get wme-queue
<interface_name|
all> aifs
<value>
cwmin MuHumanbHoe  get, set get wme-queue
3HaueHve -
KOHKYPEHTHOrO <interface_name|
OkHa all> cwmin

get wme-queue
<interface_name|
all> cwmin

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get wme-queue all

name queue aifs cwmin cwmax txop-

limit

wlan® vo 2 3 7 47
wlan0® vi 2 7 15 94
wlan®@ be 3 15 1023 0
wlan® bk 7 15 1023 0
wlanl vo 2 3 7 47
wlanl vi 2 7 15 94
wlanl be 3 15 1023 0
wlanl bk 7 15 1023 0

WEP-12ac# get wme-queue all queue
name queue

wlan® vo

wlan® vi

wlan® be

wlan® bk

wlanl vo

wlanl vi

wlanl be

wlanl bk

WEP-12ac# get wme-queue wlan0® aifs

aifs

WEP-12ac# get wme-queue wlan® cwmin

cwmin

15

213



Knacc Moaknacc
cwmax
burst
txop-limit

static- destinatio

ip-route n

Static IP
route entry

mask

gateway

table

ip-route destinatio

IP route i

entry
mask
gateway
table

DYyHKUUA

MakcumarnibHoe get, set

3Ha4vyeHune
KOHKYPEHTHOIo
OKHa

MakcumarnbHaa get, set

[NMHa ouepean

OrpaHnyeHve
BO3MOXHOCTH
nepegaiu

Mpedoukc IP- get

ajpeca
Ha3Ha4vyeHusA

Macka nogcetu get

IP-agpec get
MapLipyTa

Homep B get
Tabnuue
MapLupyTu3auumn

Mpedomkc IP- get

agpeca
Ha3HayeHus

Macka noacetn get

IP-apgpec get
MapLupyTta

Homep B get
Tabnuue
MapLupyTusaLumm

BO3MOXHbI
e KoMaHpAbl

get, set

CuHTaKcuc

get wme-queue
<interface_name|

all> cwmax

get wme-queue
<interface_name|
all> cwmax

<value>

get wme-queue
<interface_name|

all> txop-limit

set wme-queue
<interface_name|
all> txop-limit

<value>

get static-ip-
route

destination

get static-ip-

route mask

get static-ip-

route gateway

get static-ip-

route table

get ip-route

destination

get ip-route

mask

get ip-route

gateway

get ip-route

table

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get wme-queue wlan® cwmax

cwmax

1023
1023

WEP-12ac# get wme-queue wlan® txop-
limit
txop-limit

WEP-12ac# get static-ip-route
destination

0.0.0.0

WEP-12ac# get static-ip-route mask
0.0.0.0

WEP-12ac# get static-ip-route
gateway
192.168.1.254

WEP-12ac# get static-ip-route table
254

WEP-12ac# get ip-route destination
0.0.0.0

WEP-12ac# get ip-route mask

0.0.0.0

WEP-12ac# get ip-route gateway
192.168.15.1

WEP-12ac# get ip-route table
254
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Knacc

log

HacTtpolik
a
NlorMpoBaH
nsi

log-

entry

3anuck B
XypHane

MNogknacc

depth

persistenc

€

severity

remove

relay-

enabled

relay-host

relay-port

number

DYyHKUUA

KonnuyectBo
3anuncei,
KOTOpOoe MOXET
OblTb BHECEHO B
XypHau

CoxpaHsaTb
XypHan B
3HeproHesasucu
MYI0 NamsTb

YcTaHoBUTL
YPOBEHb
BaXKHOCTW
COXpaHeHHOW
3anucu

Ypanutb Bce
3anucu B
XypHane

AKTnBMpoOBaThH
nepegavy
CUCTEMHOrO
XypHauia

(syslog)

XOCT, Ha
KOTOpbIA bygeTt
nepegasarbCcs
CUCTEMHBbI
XypHau

MopT, Ha
KOTOpbIn ByaeT
nepeaaBaTbCs
CUCTEMHbIi
XypHan

Homep 3anucn

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

set

get, set

get, set

get, set

get

CuHTaKcuc

get log depth

set log depth

<value>

get log

persistence

set log
persistence

<value>

get log severity

set log severity

<value>

set log remove

get log relay-

enabled

set log relay-

enabled <value>

get log relay-
host

set log relay-

host <value>
get log relay-
port

set log relay-

port <value>

get log-entry

number

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac#

WEP-12ac#
512

WEP-12ac#

WEP-12ac#

no

WEP-12ac#

WEP-12ac#
7

WEP-12ac#

WEP-12ac#
0

set

get

set

get

set

get

set

get

log

log

log

log

log

log

log

log

depth 512

depth

persistence no

persistence

severity 7

severity

relay-enabled 0

relay-enabled

WEP-12ac# set log relay-port 514

WEP-12ac# get log relay-port

514

WEP-12ac# get log-entry number

number
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Knacc Moaknacc ®PyHKUUA
priority MpuopwnTet
3anmcu
S-S Bpemsa 3anvcu
I daemon
message CoobLeHune
associat dinterface VIHTepgeiic
- CTaHUMM CBA3aH
1on ¢ (Interface
CBA3aHHb! station is
associated with)
e cTaHuuu
station MAC-agpec
cTaHumm

authentica [1poigeHa nn
ayTeHTUhrKaLm
ted 9

associated Associated

BO3MOXHbI
e KoMaHpAbl

get

get

get

get

get

get

get

get

CuHTaKcuc

get log-entry
priority

get log-entry

time

get log-entry

daemon

get log-entry

message

get association

interface

get association

station

get association

authenticated

get association

associated

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get log-entry priority
priority

err

info

info

err

err

info

WEP-12ac# get log-entry time
time

Oct 11 2018 00:00:19

Oct 11 2018 00:00:18

Oct 11 2018 00:00:16

Oct 11 2018 00:00:12

WEP-12ac# get log-entry daemon
daemon

dnsd[28523]

dman[1239]

dman[1239]

dnsd[28410]

dnsd[18233]

WEP-12ac# get log-entry message
Property Value

message accepting UDP packets on
0.0.0.0:4553
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Knacc

MNogknacc

rx-packets

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

rx-drop-

bytes

tx-drop-
packets

rx-drop-

packets

DYyHKUUA

MonyyeHo ot
CTaHLmm
(nakeTbl)

MepepaHo
CTaHLMm
(nakeTbl)

Mony4yeHo ot
cTaHuuu (6aiT)

MNepenaHo
cTaHumu (6aiiT)

CkopocTb
nepegaqu

CKopocTb
npuema

Listen-nHtepsan

Mony4yeHHbIl B
nocnegHem
kagpe RSSI

Konuyectso
OTOPOLLEHHbIX
6aiiT npu
nepegauu
CTaHUmm

Konuyectso
OTOPOLLEHHbIX
GaiiT npu
npmveme ot
CTaHLmm

Konvyectso
OTOPOLLEHHbIX
nakeToB Npwu
nepegaqu
CTaHLmm

Konnuectso
OTOPOLLEHHbIX
nakeToB Npwu
npveme ot
CTaHLmm

BO3MOXHbI
e KoMaHpAbl

get

get

get

get

get

get

get

get

get

get

get

get

CuHTaKcuc

get association

rx-packets

get association

tx-packets

get association

rx-bytes

get association

tx-bytes

get association

tx-rate

get association

rx-rate

get association

listen-interval

get association

last-rssi

get association

tx-drop-bytes

get association

rx-drop-bytes

get association

tx-drop-packets

get association

rx-drop-packets

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl
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basic-

rate

OCHOBHbIe
CKOpOCTH
paguonHT
epdelicos

supporte

d-rate

Mopaepxun
BaeMble
CKOpOoCTYU
pagnouHT
epdelicos

detected
-ap

OGHapyxe
HVe Touek
Joctyna

MNogknacc

rate

rate

mac

radio

beacon-

interval

capability

type

DYyHKUUA

CkopocTb 0.5
MBps

CkopocTb 0.5
MBps

MAC-agpec get

Wcnonbsyemblli  get
paanonHTepdeii
c

Beacon- get
WHTepBan B

KWo-
MUKpPOCEKYHAax
(kus) (1.024 mc)

Bo3moxHocTun get
IEEE 802.11

Tun (AP, Ad hoc, get
or Other)

BO3MOXHbI
e KoMaHpAbl

add, get,
remove

add, get,
remove

CuHTaKcuc

add basic-rate
<interface_id|
all> rate

<value>

get basic-rate
<interface_id|
all> rate

remove basic-
rate
<interface_id|
all> rate

<value>

add supported-
rate
<interface_id|
all> rate

<value>

get supported-
rate
<interface_id|
all> rate

remove
supported-rate
<interface_id|
all> rate

<value>

get detected-ap

mac

get detected-ap

radio

get detected-ap

beacon-interval

get detected-ap
capability

get detected-ap
type

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get basic-rate all rate
name rate

wlanl 24

wlanl 12

wlanl 6

wlan0® 11

wlan® 5.5

wlan0 2

wlano 1

WEP-12ac# get supported-rate wlan®

rate
rate
54
48
36
24
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MNogknacc

privacy

ssid

wpa

phy-type

band

channel

rate

signal

erp

beacons

last-

beacon

supported-
rates

security

hi-rate

noise

nmode

DYyHKUUA

WEP or WPA
enabled

Nwus cetun

Be3onacHocTb
nocpeacTsoM
WPA

Onpepenexve
PHY pexuma

[Monoca vacToTt

KaHan

CkopocTb

MoLHoCcTb
curHana

ERP

KonnyectBo
NOJTyYEHHbIX
beacon

Bpems npnema
nocnegHero
beacon

Cnucok
noAaepXnBaem
bIX CKOpOCTeli

Be3onacHocTb

MakcmasibHO
BO3MOXHasi
nogaepxmsaem
ast CKOpoCTb

YpoBeHb Llyma

Mognepxka
802.11n

BO3MOXHbI
e KoMaHpAbl

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

get

CuHTakcuc
get detected-ap
privacy

get detected-ap

ssid

get detected-ap

wpa

get detected-ap
phy-type

get detected-ap
band

get detected-ap

channel

get detected-ap

rate

get detected-ap

signal

get detected-ap

erp

get detected-ap

beacons

get detected-ap

last-beacon

get detected-ap

supported-rates

get detected-ap

security
get detected-ap
hi-rate
get detected-ap

noise

get detected-ap

nmode

PykoBoacTtso no akcnnyatauum WEP-12ac
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PykoBoacTtso no akcnnyatauum WEP-12ac

Knacc Mopgknacc dDyHKUUA Bo3MOXHbI CUHTaKkcuc Mpumepsbl
€ KOMaHAbl
wired Touka goctyna  get get detected-ap
nogknryeHa K X
NPOBO/HOM ceTu wired
wds Touka poctyna  get get detected-ap
- yacTb wds-
cetu wds
rssi RSSI Touku get get detected-ap
Joctyna -
rssi
portal status AgmunncTpatve  get, set get portal
HbIN CTaTyC
HacTpoiik SRS
n
Captive welcome- OTOBpaxaetcs get, set get portal
portal N 3KpaH ans
screen rocTeri welcome-screen
set portal
welcome-screen
<value>
welcome-  TEKCT,KOTOpbIA get, set get portal
oynet
screen— 0T06pa)KaTbCF| B welcome-screen-
text OKHE text
npmneBeTCcTBUA
set portal
welcome-screen-
text <value>
snmpv1 status AgMmuHncTpatne  get, set get snmpvil
HbIN CTaTyC
Moctyn no SEEELE
SNMPv1 u
SNMPv2 set snmpvl
npoToKony status <value>
snmp- type Tun nogaepesa add, get, set  ,qq snmp-view WEP-12ac# get snmp-view all type
_ OID (included . )
view nnu excluded) <view-all|view- name type
SNMP MIB none|all> type = -——————-————-—————-
view <value> view-all included

] view-none excluded
get snmp-view

<view-all|view-
none|all> type
set snmp-view
<view-all|view-
none|all> type

<value>
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Knacc
oid
mask
snmp-— secur-—
group level
Mpynna
nosib30BarT
enen
SNMP

MNogknacc

DYyHKUUA

BO3MOXHbI
e KoMaHpAbl

CuHTaKcuc

Mopfepeso OID add, get, set 444 snmp-view

(cTpoka)

Macka OID —
CMMCOK OKTETOB
B hex-cpopmare,
pas3feneHHbIX
3HaKkom "'
OcTaBbTe
MyCTYH CTPOKY,
ec/in Macka He
HY>XHa.

YpoBeHb
6e3onacHoCTH
(noAuthNoPriv,
authNoPriv nunn
authPriv)

add, get, set

add, get, set

<view-all|view-
none|all> oid

<value>

get snmp-view
<view-all|view-

none|all> oid

set snmp-view
<view-all|view-
none|all> oid

<value>

add snmp-view
<view-all|view-
none|all> mask

<value>

get snmp-view
<view-all|view-

none|all> mask

set snmp-view
<view-all|view-
none|all> mask

<value>

add snmp-group
<RO|RW|all>
secur-Tlevel

<value>

get snmp-group
<RO|RW|all>

secur-level

set snmp-group
<RO|RW|all>
secur-Tlevel

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get snmp-view all oid
name type
view-all included

view-none excluded

WEP-12ac# get snmp-view all mask
name mask
view-all

view-none

WEP-12ac# set snmp-group RO secur-

level authPriv

WEP-12ac# get snmp-group RO secur-
level

authPriv
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Knacc Moaknacc

DYyHKUUA

BO3MOXHbI
e KoMaHpAbl

CuHTaKcuc

write-view SNMPumsa ans  add, get, set ,qq snmp-group

read-view

snmp- group

user

SNMPv3
nosbL30Bar
em

auth-type

fJocTtyna K
3anmcu

SNMP umsa gns
Joctyna K
yTeHuto (view
name for read
access)

Nmsa SNMP-
rpynnbi

MpoTtokon
ayTeHTuUmKaum
n (md5' nnn
'none")

add, get, set

add, get, set

add, get, set

<RO|RW|all>
write-view

<value>

get snmp-group
<RO|RW|all>

write-view

set snmp-group
<RO|RW|all>
write-view

<value>

add snmp-group
<RO|RW|all>
read-view

<value>

get snmp-group
<RO|RW|all>

read-view

set snmp-group
<RO|RW|all>
read-view

<value>

add snmp-user

group <value>

get snmp-user

group

set snmp-user

group <value>

add snmp-user
auth-type

<value>

get snmp-user

auth-type

set snmp-user
auth-type

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set snmp-group RO write-

view view-none
WEP-12ac# get snmp-group RO write-
view

view-none

WEP-12ac# set snmp-group RO read-

view view-all

WEP-12ac# get snmp-group RO read-
view

view-all
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Knacc Moaknacc

auth-pass

priv-type

priv-pass

snmp-— host

target
SNMPv3-
TapreTbl

ans
nosly4yeHu

A
SNMP
traps

port

DYyHKUUA

Maponb ansa
ayTeHTUprKaLm
7

YctaHoBUTh TMN  add, get, set

WwndopoBaHuA
'des' -
MCNosb30BaTh
™n
LWwndgpoBaHms
DES, 'none' — He
1cnosib30BaTh
LMcppoBaHue)

Koy
LwndpoBaHuA

IP-agpec, Ha
KOTOpbIA 6yayT
oTnpaBeHbl
Tpanbl

Homep nopra,
Ha KOTOpblii
oyayT
0TNpPaBATbLCH
SNMP-Tpans!

BO3MOXHbI
e KoMaHpAbl

add, get, set

add, get, set

add, get, set

CuHTaKcuc

add, get, set 544 snmp-user

auth-pass

<value>

get snmp-user

auth-pass

set snmp-user
auth-pass

<value>

add snmp-user
priv-type

<value>

get snmp-user

priv-type

set snmp-user
priv-type

<value>

add snmp-user
priv-pass

<value>
get snmp-user
priv-pass

set snmp-user
priv-pass

<value>
add snmp-target
host <value>

get snmp-target
host

set snmp-target

host <value>

add snmp-target

port <value>

get snmp-target
port

set snmp-target

port <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl
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Knacc Moaknacc

user—-name

serial status

Mocnepnos
aTenbHbIN
[OCTynN K
CLI

baud-rate

telnet status

JocTyn K
CLI

no
NnpoTOKOoNy
Telnet

ftp- status

server

FTP-
cepBep

firmware wupgrade-

-upgrade url

O6HoBMEH
ne o
TOUKM
poctyna
no HTTP

progress

validate

DYyHKUUA

Nwms
nosib3oBaresns
SNMPv3

Craryc

CkopocTb
nepegaun
JaHHbIX SSeriaI
baudrate

Craryc

Craryc

http://<server
IP>[:<server

port>]/filename

OTob6paxeHne
cTaryca
npouecca

o6HoBneHus MO

BO3MOXHbI
e KoMaHpAbl

add, get, set

get, set

get, set

get, set

get, set

get, set

get

YctaHoBuTe 'yes' set

ans

nogreepXxaneHuna

thainna

CuHTaKcuc

add snmp-target
user-name

<value>

get snmp-target

user—-name

set snmp-target
user-name

<value>

get serial

status

set serial

status <value>

get serial baud-

rate

set serial baud-

rate <value>

get telnet

status

set telnet

status <value>

get ftp-server

status

set ftp-server

status <value>

get firmware-
upgrade upgrade-

url

set firmware-
upgrade upgrade-

url <value>

get firmware-

upgrade progress

set firmware-

upgrade validate

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac#

WEP-12ac#
up

WEP-12ac#
115200

WEP-12ac#
115200
WEP-12ac#

WEP-12ac#
up

WEP-12ac#

down

WEP-12ac#

down

WEP-12ac#

set

get

set

get

set

get

set

get

get

upgrade-url

serial status up

serial status

serial baud-rate

serial baud-rate

telnet status up

telnet status

ftp-server status

ftp-server status

firmware-upgrade

WEP-12ac# get firmware-upgrade

progress
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Knacc

untagged

-vlan

HacTtpolik
a
HEeTErnpoB
aHHbIX
VLAN

managed-
ap

Ynpasnse
mas
TouKa
Joctyna

MNogknacc

start

vlan-id

status

mode

ap-state

switch-

address-1

switch-

address-2

switch-

address-3

DYyHKUUA

YctaHoBuTe 'yes'
ANs Hayana
06HoBNeHuA MO

VLAN ID gns
NCNosb30BaHUA

HeTernpoBaHHbI
x VLAN

Craryc

Pexnm

Crartyc Toukn
gocrtyna

IP-agpec
KommyTaTopa 1

IP-agpec
KommyTaTopa 2

IP-agpec
KommyTaTopa 3

BO3MOXHbI
e KoMaHpAbl

set

get, set

get, set

get, set

get

get, set

get, set

get, set

CuHTaKcuc

set firmware-

upgrade start

get untagged-

vlan vlan-id

set untagged-
vlan vlan-id

<value>

get untagged-

vlan status

set untagged-
vlan status

<value>

get managed-ap

mode

set managed-ap

mode <value>

get managed-ap

ap-state

get managed-ap

switch-address-1

set managed-ap
switch-address-1

<value>

get managed-ap

switch-address-2

set managed-ap
switch-address-2

<value>

get managed-ap

switch-address-3

set managed-ap
switch-address-3

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac#
1

WEP-12ac#
1

WEP-12ac#

up
WEP-12ac#
up

WEP-12ac#

WEP-12ac#

down

WEP-12ac#

down
WEP-12ac#

down

WEP-12ac#

address-1

set

get

set

get

set

get

set

get

get

untagged-vlan

untagged-vlan

untagged-vlan

untagged-vlan

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

vlan-id

vlan-id

status

status

mode down

mode

ap-state

ap-state

switch-
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Knacc

MNogknacc

switch-

address-4

pass-

phrase

dhcp-
switch-

address-1

dhcp-
switch-

address-2

dhcp-
switch-

address-3

dhcp-
switch-

address-4

managed-
mode-

watchdog

dhcp-ip-

base-port

DYyHKUUA

IP-agpec
KommyTaTtopa 4

Maponb
KOMMyTaTopa

IP-apgpec
KoMMyTarTopa
DHCP 1

IP-agpec
KoMMyTaropa
DHCP 2

IP-apgpec
KoMMyTaropa
DHCP 3

IP-agpec
KoMMyTaropa
DHCP 4

Bpewms, yepes
KoTopoe
CTOPOXEBOIA
Tanmep
(watchdog)
nepesarpysut
cucTemy npu

HeobxoAMMocTHn

B MUHYTax)
0-1440)

DHCP Base IP
nopt

BO3MOXHbI
e KoMaHpAbl

get, set

set

get

get

get

get

get, set

get, set

CuHTaKcuc

get managed-ap

switch-address-4

set managed-ap
switch-address-4

<value>

set managed-ap
pass—-phrase

<value>

get managed-ap
dhcp-switch-

address-1

get managed-ap
dhcp-switch-
address-2

get managed-ap
dhcp-switch-

address-3

get managed-ap
dhcp-switch-
address-4

get managed-ap
managed-mode-

watchdog

set managed-ap
managed-mode-

watchdog <value>

get managed-ap
dhcp-ip-base-
port

set managed-ap
dhcp-ip-base-

port <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get managed-ap dhcp-

switch-address-1

104.116.116.112.58.47.47.49.57.50.4
6.49.54.56.46.49.54.46.49.54.48.58.

57.53.57.53

WEP-12ac# get managed-ap dhcp-

switch-address-2
2

WEP-12ac# get managed-ap

switch-address-3

WEP-12ac# get managed-ap

switch-address-4

WEP-12ac# set managed-ap

mode-watchdog 0

WEP-12ac# get managed-ap

mode-watchdog
0

WEP-12ac# get managed-ap

base-port

dhcp-

dhcp-

managed-

managed-

dhcp-ip-
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cfg-ip-

base-port

ip-base-

port

ip-tnl-
udp-port

ip-udp-
port

ip-ssl-

port

ip-capwap-

src-port

ip-capwap-

dst-port

DYHKUMSA BO3MOXHbI
€ KOMaHAbl

HacTtpouTtb Base get, set

IP nopt

(1-65000)

Base IP nopt get, set

Tunnel UDP IP  get, set

nopt

UDP IP nopt get, set

Secure SSLIP  get, set

nopt

CAPWAP Src IP  get, set

nopt

CAPWAP Dst IP  get, set

nopt

CuHTaKcuc

get managed-ap

cfg-ip-base-port

set managed-ap
cfg-ip-base-port

<value>

get managed-ap

ip-base-port

set managed-ap
ip-base-port

<value>

get managed-ap

ip-tnl-udp-port

set managed-ap
ip-tnl-udp-port

<value>

get managed-ap

ip-udp-port

set managed-ap
ip-udp-port

<value>

get managed-ap
ip-ssl-port

set managed-ap
ip-ssl-port

<value>

get managed-ap
ip-capwap-src-

port

set managed-ap
ip-capwap-src-

port <value>

get managed-ap
ip-capwap-dst-
port

set managed-ap
ip-capwap-dst-

port <value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set managed-ap

base-port 57775

WEP-12ac# get managed-ap

base-port

57775

WEP-12ac# set managed-ap

port 25459

WEP-12ac# get managed-ap

port
25459

WEP-12ac# set managed-ap

udp-port 25459

WEP-12ac# get managed-ap

udp-port
25459

WEP-12ac# set managed-ap

port 25460

WEP-12ac# get managed-ap

port
25460

WEP-12ac# set managed-ap

port 25461

WEP-12ac# get managed-ap

port
25461

WEP-12ac# set managed-ap

src-port 25462

WEP-12ac# get managed-ap

src-port

25462

WEP-12ac# set managed-ap

dst-port 25463

WEP-12ac# get managed-ap

dst-port
25463

cfg-ip-

cfg—ip-

ip-base-

ip-base-

ip-tnl-

ip-tnl-

ip-udp-

ip-udp-

ip-ssl-

ip-ssl-

ip-capwap-

ip-capwap-

ip-capwap-

ip-capwap-
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dotlx- status
supplican

t

802.1X
cynnankaH
T

user

password

mgmt-acl mode

Cnncok

ajpecos,

paspeLueH

HbIX ON1A

ynpasneH

N4
mgmt-
address-1
mgmt—
address-2
mgmt—
address-3

DYyHKUUA

Craryc

802.1X
no/sib30Bare lb-
CyNM/IMKaHT

802.1X napornb
nonb3oBarens

Pexum

IP-agpec
ynpasneHuns 1

IP-agpec
ynpas/fieHuns 2

IP-agpec
ynpasneHus 3

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

set

get, set

get, set

get, set

get, set

CuHTaKcuc

get dotlx-
supplicant

status

set dotlx-
supplicant

status <value>

get dotlx-

supplicant user

set dotlx-
supplicant user

<value>

set dotlx-
supplicant

password <value>

get mgmt-acl

mode

set mgmt-acl

mode <value>

get mgmt-acl

mgmt-address-1

set mgmt-acl
mgmt-address-1

<value>

get mgmt-acl

mgmt-address-2

set mgmt-acl
mgmt-address-2

<value>

get mgmt-acl

mgmt-address-3

set mgmt-acl
mgmt-address-3

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set dotlx-supplicant

status down

WEP-12ac# get dotlx-supplicant

status

down

WEP-12ac# get dotlx-supplicant user

WEP-12ac# set mgmt-acl mode down

WEP-12ac# get mgmt-acl mode

down

WEP-12ac# get mgmt-acl mgmt-

address-1

WEP-12ac# get mgmt-acl mgmt-

address-2

WEP-12ac# get mgmt-acl mgmt-

address-3
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mgmt-

address-4

mgmt-

address-5

DYyHKUUA

IP-appec
ynpasneHus 4

IP-agpec
ynpasneHus 5

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

CuHTaKcuc

get mgmt-acl
mgmt-address-4

set mgmt-acl
mgmt-address-4

<value>

get mgmt-acl

mgmt-address-5

set mgmt-acl
mgmt-address-5

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get mgmt-acl mgmt-

address-4

WEP-12ac# get mgmt-acl mgmt-

address-5
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cluster

HacTtpolik
"
Knacrtepa

MNogknacc

clustered

location

cluster-

name

ipversion

member-

count

clustering

-allowed

compat

operationa

1-mode

DYyHKUUA

AKTUBMpOBaTh/
OTKNOUUTL
pexmm
knacTtepa ans
JaHHoro y3na

PacnonoxeHune
Knactepa

Mmga knactepa
aons
npucoeanHeHns
K HeMy

Bblbepute
Bepcuio IP
npotokona: IPv4
nnu IPv6

Yucno
YCTPOIiCTB B
knactepe

Pa3speLueH nu
pexmm

Knactepa ons
OaHHoro y3na

Mogenb
YCTPOIiCTBa,
BXOASILLETO B
Knactep

Pexum paboTbl

BO3MOXHbI
e KoMaHpAbl

get, set

get, set

get, set

add, get, set

get

get

get

get

CuHTaKcuc

get cluster

clustered

set cluster
clustered

<value>

get cluster

location

set cluster

location <value>

get cluster

cluster-name

set cluster
cluster-name

<value>

add cluster
ipversion
<value>

get cluster
ipversion
set cluster
ipversion

<value>

get cluster

member-count

get cluster
clustering-

allowed

get cluster

compat

get cluster

operational-mode

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac#
softwlc

WEP-12ac#

WEP-12ac#

Moscow
WEP-12ac#

Moscow

WEP-12ac#

root
WEP-12ac#

root

WEP-12ac#
ipv4

WEP-12ac#

ipv4

WEP-12ac#

2

WEP-12ac#
allowed

true

WEP-12ac#

WEP-12ac

WEP-12ac#

mode

1

get

set

set

get

set

get

set

get

get

get

get

get

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

clustered

clustered 0

location

location

cluster-name

cluster-name

ipversion

ipversion

member-count

clustering-

compat

operational-
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cluster-

ipaddr

priority

reauth-

timeout

secure-

mode

pass-set

secure-
mode-

status

DYyHKUUA

IP-agpec get, set
YCTPOICTBA,
ynpasnsoLLero

Knactepom

Mproputer get, set

WHTepBan
BpemMeHu 10
NMOBTOPHO
ayTeHTUhmkaum
7

get, set

Pexum
6e3onacHoro
06begMHEHNS

get, set

3HaueHne
napametpa 1,
ec/n naporsib
CKOHChUIypunpoB
aH

get

CocTosiHne
paboThbl
6e3onacHoro
pexvma

get

BO3MOXHbI
e KoMaHpAbl

CuHTaKcuc

get cluster

cluster-ipaddr

set cluster
cluster-ipaddr

<value>

get cluster

priority

set cluster

priority <value>

get cluster

reauth-timeout

set cluster
reauth-timeout

<value>

get cluster
secure-mode
set cluster
secure-mode

<value>

get cluster

pass-set

get cluster
secure-mode-

status

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set

cluster

ipaddr 192.168.1.1

WEP-12ac# get
ipaddr

192.168.1.1

WEP-12ac# set
WEP-12ac# get

1

WEP-12ac# set
timeout 300

WEP-12ac# get

timeout

300

WEP-12ac# set
WEP-12ac# get

1

WEP-12ac# get

WEP-12ac# get

status

Disabled

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster

cluster-

cluster-

priority 1

priority

reauth-

reauth-

secure-mode 1

secure-mode

pass-set

secure-mode-
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cluster-

member

CocTosiHM
e
YCTpOIiCTB
Knacrtepa

MNogknacc

mac

compat

location

uptime

is-

dominant

priority

firmware-

version

cluster-

controller

DYyHKUUA

MAC-agpec

YCTPOICTBA,

BXOAALLErO B
knactep

IP-agpec
YCTPOICTBA,
BXOAALLErO B
knactep

Mopgernb
YCTPOICTBa,
BXOASALLErO B
knactep

PacnonoxeHue
ycTpolicTBa

Bpewms ¢
MOMEHTa
BKJ/THOYEHNSA
yCTpoicTBa

JomuHnpyiolee
YCTPOIACTBO

Mpuoputet

Bepcua MO

KoHTponnep
knactepa

BO3MOXHbI
e KoMaHpAbl

get

get

get

get

get

get

get

get

get

CuHTaKcuc

get cluster-

member mac

get cluster-

member -ip

get cluster-

member compat

get cluster-

member location

get cluster-

member uptime

get cluster-
member dis-

dominant

get cluster-

member priority

get cluster-
member firmware-

version

get cluster-
member cluster-

controller

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# get cluster-member
EO:D9:E3:50:06:C0

A8:F9:4B:B5:FB: A0

WEP-12ac# get cluster-member

100.110.0.200

100.110.0.249

WEP-12ac# get cluster-member
WEP-12ac

WEP-12ac

WEP-12ac# get cluster-member

location
Moscow

Moscow

WEP-12ac# get cluster-member
2923

1260

WEP-12ac# get cluster-member

dominant
true

false

WEP-12ac# get cluster-member

priority
(0]

0

WEP-12ac# get cluster-member

firmware-version
1.21.0.244

1.20.0.163

WEP-12ac# get cluster-member

cluster-controller
no

yes

mac

ip

compat

uptime

is-—
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cluster-

fw-member

Craryc
3arpysku
MO Ha
YCTPOIiCTB
0B
Knacrepe

cluster-
firmware-
upgrade
HacTpoiik

"
Knacrepa

MNogknacc

ip

mac

fw-
download-

status

upgrade

upgrade-

url

upgrade-
method

upgrade-

status

DYyHKUUA

IP-agpec
YCTPOICTBA,
BXOAALLErO B
knactep

MAC-agpec
YCTPOICTBa,
BXOASILLETO B
Knactep

CocTosHue
3arpysku MO

(Start/stop)
HauaTb/
OCTaHOBUTb
npouecc
3arpysku

3anonHuTb url B
copmare tftp://
<ip>/

<image_name>

all/selective/< >,

meTop,
obHOBNEHUA

BO3MOXHbI
e KoMaHpAbl

get

get

get

get, set

get, set

get, set

Tekywmii ctatyc get

06HOBNEHUI

CuHTaKcuc

get cluster-fw-

member -ip

get cluster-fw-

member mac

get cluster-fw-
member fw-

download-status

get cluster-
firmware-upgrade

upgrade

set cluster-
firmware-upgrade

upgrade <value>

get cluster-
firmware-upgrade

upgrade-url

set cluster-
firmware-upgrade
upgrade-url

<value>

get cluster-
firmware-upgrade

upgrade-method

set cluster-
firmware-upgrade
upgrade-method

<value>

get cluster-
firmware-upgrade

upgrade-status

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set cluster-firmware-

upgrade upgrade Start

WEP-12ac# get cluster-firmware-

upgrade upgrade

WEP-12ac# set cluster-firmware-
upgrade upgrade-url tftp://
192.168.1.2/
Wep-12ac_1.21.0.244.tar.gz

WEP-12ac# get cluster-firmware-
upgrade upgrade-url

tftp://192.168.1.2/
Wep-12ac_1.21.0.244.tar.gz

WEP-12ac# set cluster-firmware-

upgrade upgrade-method all

WEP-12ac# get cluster-firmware-
upgrade upgrade-method

all

WEP-12ac# get cluster-firmware-

upgrade upgrade-status

Not Initialized
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upgrade-

members

DYHKUMA BO3MOXHblI
€ KOMaHgbl

Cnucok IP- get, set
aapecoB

YCTPOWCTB B

KnacTepe,

pasfaeneHHbIx

3ansaTou

CuHTaKcuc

get cluster-
firmware-upgrade

upgrade-members

set cluster-
firmware-upgrade
upgrade-members

<value>

PykoBoacTtso no akcnnyatauum WEP-12ac

Mpumepsbl

WEP-12ac# set cluster-firmware-
upgrade upgrade-members

192.168.1.1,192.168.1.3

WEP-12ac# get cluster-firmware-

upgrade upgrade-members

192.168.1.1,192.168.1.3
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcus 1.28

Bepcua 1.27

Bepcua 1.26

Bepcua 1.25

Bepcuna 1.24

Bepcunsa 1.23
Bepcua 1.22

Bepcusa 1.21.1

Bepcusa 1.21
Bepcusa 1.20
Bepcunsa 1.19
Bepcusa 1.18
Bepcna 1.17
Bepcua 1.16
Bepcna 1.15

Jara
BbiMyckKa

27.02.2026

21.06.2024

08.09.2023

21.04.2023

09.09.2022

03.06.2022
22.04.2022

03.12.2021
30.09.2021
07.12.2020
09.04.2020
24.02.2020
01.10.2019
05.06.2019
12.02.2019

PykoBoacTtso no akcnnyatauum WEP-12ac

CopaepxaHue nsmeHeHui

CuHxpoHusauus ¢ Bepcuei Mo 1.25.7
KoppekTnpoBka:
+ 5.7.2.1 JononHuTesNbHblE HACTPOWKN 6ECNPOBOAHBLIX MHTEPXENCOB

CuHxpoHuzauusa c Bepcumeid MO 1.25.0
KoppekTtupoBka:

+ 4.5.8 NogmeHo «<VAP»

* 4.6.3 NogmeHIo «SSH»

6.4 NogmeHto «Telnet»

6.8 MNMogmeHto «SNMP»

8.1 MoameHto «Configuration»
6.5 [JononHnTeNbHbIE KOMaHAbI
7.3

4,
- 4,
. 4
- 4.
5.
5.7.3 HacTpoiika BUpTyasibHbIX Touek goctyna Wi-Fi (VAP)

CuHxpoHusauus c Bepcueid MO 1.24.0
KoppekTupoBska:

*+ 4.6.9 NoameHto «Time Settings (NTP)»
[ob6aBneHo:

+ 5.7.7 Hactpolika Radar

CuHxpoHuzauus c Bepcumeid MO 1.23.0
KoppekTtupoBka:

+ 5.9.2 HacTpoiika BupTyanbHbIx Touek goctyna Wi-Fi (VAP)
+ 5.9.6 CucTEMHbIE HACTPOIKM

CuHxpoHusauus ¢ sepcuein MO 1.22.4
Job6asneHo:

+ 5.9.5.3 Hactpoiika WGB-ARP-Timeout
KoppekTnpoBska:

+ 4.12 MeHto «Workgroup Bridge»

CuHxpoHu3aums ¢ Bepcuei MO 1.22.2

CuHxpoHusauumsa ¢ Bepcmein MO 1.22.1
KoppekTtupoBka:
+ 4.5.5 NogmeHto «Radio»

+ 5.7.2.1 JlononHUTENbHbIE HACTPOIKN 6ECNPOBOAHLIX NHTEPIEiCcOB
+ 5.7.8 Hactpoiika cepsuca APB

CuHxpoHusauumsa c Bepcmein MO 1.21.1

CuHxpoHusauus ¢ Bepcueii 1.21.0

CuHxpoHusauus c Bepcmein 1.20.0

CuHxpoHusauus ¢ sepcuein MO 1.19.3

CuHxpoHnsauus ¢ Bepcumeii MO 1.19.0

CuHxpoHusaums ¢ Bepcuein MO 1.18.1

CuHxpoHuzauus c Bepcumeid MO 1.17.0

CuHxpoHusaums ¢ sepcuein MO 1.16.0
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Bepcua JOKyMeHTa

Bepcua 1.14
Bepcnsa 1.13
Bepcusa 1.12

Bepcusa 1.11
Bepcusa 1.10
Bepcnsa 1.9
Bepcua 1.8
Bepcna 1.7

Bepcusa 1.6

Bepcusa 1.5
Bepcua 1.4

Bepcusa 1.3

Bepcusa 1.2

Bepcunsa 1.1

Bepcua 1.0

Darta
BbIMyCKa

30.11.2018
10.08.2018
08.05.2018

27.12.2017
30.10.2017
01.07.2017
06.02.2017
20.09.2016
19.07.2016

06.07.2016
16.05.2016
30.11.2015

13.10.2015
24.03.2015

29.08.2014

CopepXaHue N3MeHeHui

CuHxpoHuszauusa c Bepcumeid MO 1.15.0
CuHxpoHusaums ¢ sepcuein MO 1.14.0

CuHxpoHusauusa ¢ Bepcmeid N0 1.12.2
KoppekTupoBska:
XapakTepncTuka ycTpoicTea

CuHxpoHusauus ¢ Bepcueli MO 1.11.4
CuHxpoHusauus ¢ Bepcueli MO 1.11.2
CuHxpoHusaums ¢ sepcuein MO 1.10.0
CuHxpoHusauums c Bepcuein MO 1.9.0
CuHxpoHusaumsi ¢ sepcuein MO 1.8.0

CuHxpoHusauus ¢ Bepcueli MO 1.7.0
KoppekTtupoBka:
TexHWYeckne napameTpbl yCTpoiicTea

CuHxpoHnsauus ¢ sBepcueli MO 1.6.5
CuHxpoHusauusa c Bepcumeid MO 1.6.4

KoppekTtupoBka:
TexHuyeckme napameTpbl yCTPOMNCTBa

CuHxpoHusauus ¢ Bepcueli MO 1.6.2

CuHxpoHusauus ¢ Bepcueli MO 1.5.0
KoppekTupoBka:
MpunoxeHne b. Pacnaiika pasbemoB

MepBas ny6nukauus

Bepcus nporpammHoro obecneyenns 1.25.7

PykoBoacTtso no akcnnyatauum WEP-12ac
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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