Cuctema koHTpoasa poctyna NAICE ’
TexHuueckoe onucaHue ‘e LTe X
-

— EpMHan TouKa ynpaBneHuUs A0CTYNOM K ceTu NAICE
— be3onacHOCTb Ha OCHOBe NOJIMTUK A0CTYNA

— CoortBeTcTBMe TpeboBaHUAM MHPOPMALMOHHOMK 6e30nacHOCTH
— MMbKaA uHTerpauma c cywecreytoweit UHPpPacTpyKTypoi

Network Access and Information Control Engine

Eltex-NAICE (Network Access and Information Control Engine) — cucTema ynpaBneHus OOCTYMOM K pecypcam ceTu
npeanpuatna. PeweHne npefHasHaAYeHO ANA LEHTPA/IM30BaHHOMO yNpaBieHUA NOAUTMKAaMKU 40CTyNa Nosb3oBaTenen K
nposoaHoli/6ecnpoBoaHoli ceTu U ceTeBoMy 060pya0BaHMI0. YNpaBAeHUE CUCTEMOM OCYLLECTBAAETCA C NMOMOLLbIO
COBpPEMeHHOro Beb-nHTepdeiica.

NAICE sBnseTca MynbTMBEHAOPHbIM pPELLEeHMEM, KOTOpPOe NoAAepKMBAeT B3auMmoaencTene no npoTtokonam RADIUS um

TACACS+.
YnpasneHue goctynom

— UeHTpannsoBaHHOE ynpaBaeHWe NOAUTUKAMM LOCTYNa
— CermeHTauma nonb3osaTene ceTm no atpmubytam

— MpodunuposaHme no MAC-OUIl unn DHCP-npobam

— PervcTpauus cobblTmii goctyna

— PoneBasa mogenb goctyna

AyTeHTUPUKaLMA U aBTOpU3aLUA

— MNopaeprKKa NogKAoYeHMA Nonb3oBaTenen cetv no npotokony 802.1X (EAP-PEAP, EAP-TLS, PAP, MSCHAPvV2)

— YnpaBneHune AOCTyNoM K ceTeBoMy 060pya0BaHuMto no npoTtokony TACACS+

— MNopaeprKKa rocTeBoro AOCTyna K CeTU C UCMONb30BaHWEM NOPTANbHOM aBTOpPU3aLMK: perucTpauma no SMS, asTopusaums
C ucnonb3oBaHMeM IokanbHom 6a3bl, MS AD, LDAP

— MAC Authentication Bypass (MAB) — aBTopu3saluma Ha ocHoBe MAC-aapeca ycTpoiicTsa

Bo3MOXKHOCTU UHTErpaLmn

— MNoaaeprKKa BHELWHNX UCTOYHUKOB AaHHbIX MS Active Directory n LDAP ana aBTopuM3aumii nonb3oBaTesnielt cetu, rocten
nopTasbHOM aBTOPM3aLLMK, CETEBbIX aAMMUHUCTPATOPOB

— MNoaaep*kKa oTnpaBKU cobbiTuii ayTeHTUOMKaUUKM U aBTopu3auuu nonb3osatenein cetm (RADIUS) u ceTteBbIx
agMuHucTpaTopoB (TACACS+), a Takke aencteuit agmmuHuctpatopos NAICE n npoumnx cobbiTUiA CUCTEMbI BO BHELLHUE
cuctembl: SIEM nan nor-konnektopsl. MNepenaya ocyuiectsnsercsa no npotokonam UDP/TCP 8 dopmate CEF (Common
Event Format) c BO3MOXHOCTbO BbIOOPa OTNPABAAEMbIX CODbITUIA.
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Cuctema koHTpoasa poctyna NAICE

TexHuuyeckoe onucaHue :\e LTeX

TexHun4yeckune XadpPaKTepUCTuKun

— Mopaaepka poccuitckmx OC (Astra Linux 1.7/1.8, Red0S 7.3/8.0)
— Cxema pesepsupoBaHua Active-Active

— MoppepKKa NNLEH3UPOBAHWUA Yepe3 cepBep NMUEH3UN (OHNAaWH MM B 3aKPbITOM KOHTYype) U ¢alinoBoro
JIMLEH3MPOBAHUSA C NPUBA3KOM K XapaKTepmncTnkam obopyLoBaHua

— [locTyn K 6eccpoyHOMy AeMOo-perkMMy 6e3 NoyYeHUs NMLEH3UN

Cxema npumeHeHuA
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HaunmeHoBaHue
NAICE Cuctema koHTponsa goctyna NAICE
Caenatb 3akas 0 komnaHuu Eltex
MNpepnpuatne «/ITEKC» — Beaywmii pOCCUICKMIA pa3paboTymK U Npous-
‘ @ ian BOAMUTENb KOMMYHWKALUMOHHOrO 0bopyaoBaHusa ¢ 30-neTHel UCToOpuen.
+7(383) 2741001 eltex@eltex-co.ru eltex-co.ru KomnaeKcHOCTb pelleHnit M BO3MOMKHOCTb MX 6eclloBHOM MHTerpauumm
+7(383) 274 48 48 B MHOPACTPYKTYpy 3aKasumka — MNpUOPUTETHOE Hanpas/ieHWe pPa3BUTUA
KOMMNaHUM.
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