Cuctema koHTpoasa cetesoro poctyna NAICE ’
TexHuueckoe onucaHue ‘e LTe X
-

— EpMHan TouKa ynpaBneHuUs A0CTYNOM K ceTu NAICE
— be3onacHOCTb Ha OCHOBe NOJIMTUK A0CTYNA

— CoortBeTcTBMe TpeboBaHUAM MHPOPMALMOHHOMK 6e30nacHOCTH
— MMbKaA uHTerpauma c cywecreytoweit UHPpPacTpyKTypoi

Network Access and Information Control Engine

Eltex NAICE — cuctema ynpaB/ieHMs AOCTYNOM K pecypcam ceTu npeanpuatua. PeweHue npegHasHavyeHo ANnA
LLeHTPa/IM30BaHHOrO yNpaB/ieHna NoAUTUKAMK AOCTyna nonib3oBaTenieil K NpoBoAHOW/6ecnpoBOAHON CETU U CeTeBOMY
060pya0BaHMIO. YpaBieHME CUCTEMOM OCYLLECTBAAETCA C MOMOLLbIO COBPEMEHHOTO BEG-MHTEepdeiica.

NAICE sBnseTca My/bTUBEHAOPHbBIM PeLIEHNEM, KOTOPOE MOAAEPKMBAET B3aMMOAENCTBUE C CETEBBIM 060PYA0BAHMEM MO
npotokonam RADIUS n TACACS+.

®YHKUMOHaNbHbIE BO3MOXHOCTU

YnpaBneHue gocTynom

— UeHTpannsoBaHHOE ynpaBaeHWe NOAUTUKAMM LOCTYNa
— CermeHTauma nonb3osaTene ceTm no atpmubytam

— MpodunuposaHme no MAC-OUI n DHCP-npobam

— PervcTpauus cobblTmii goctyna

— PoneBasa mogenb goctyna

AyTeHTUPUKaLMA U aBTOpU3aLUA

— MNopaeprKKa NogKAoYeHMA Nonb3oBaTenen cetv no npotokony 802.1X (EAP-PEAP, EAP-TLS, PAP, MSCHAPvV2)

— MAC Authentication Bypass (MAB) — aBTopu3aLma Ha ocHoBe MAC-agpeca ycTpoicTaa

— YnpaBneHue 4oCTyNoOM K ceTeBoMy 060pyaoBaHuio no npotokosny TACACS+

— MNopaeprKKa rocTeBOro AOCTyna K CETU C UCMOb30BaHWEM NOPTANbHOM aBTOpPU3aLMK: perucTpauma no SMS, asTopusanma
C UCrosb3oBaHMeM ioKanbHoM 6a3bl, MS AD, LDAP/S

Bo3MOXKHOCTU UHTErpaLmn

— MoaaepsKka BHELHUX MCTOMHUKOB AaHHbix MS AD u LDAP/S ans asTopusauum nonb3osaTtesieil CeTu, CeTeBbIX
aaMUHUCTPaTOPOB, Nonb3oBaTenei cuctembl NAICE

— MNopaep*kKa oTnNpaBKU cobbiTUii ayTeHTUOUKaLUUM U aBTopu3auuu nonb3osateneint cetn (RADIUS) u ceTteBbIx
agMmuHucTpaTopoB (TACACS+), a Takke gencteuii agmuHmuctpatopos NAICE M Npoymnx peructpupyembix cobbiTUit BO
BHellHMe cuctembl: SIEM mnnum nor-konnektopsl. Mepenaya ocyuiectsnaeTtca no npotokonam UDP/TCP 8 dopmate CEF
(Common Event Format) c BO3MOXHOCTbI0 BbI6Opa OTNpaBAsieMbiX COObITUIA.

— MHTerpauma ¢ SMTP-cepBepOM 3/1eKTPOHHOM NOYTbI (LLUNHO30M ONOBELLEHWUI) AN OTNPABKM YBEAOMIEHUIN NPU CO34aHUU
nosab3oBaTesielt CUCTEMbI NN USMEHEHUU UX YHETHbIX AaHHbIX
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TexHun4yeckune XadpPaKTepUCTuKun

— Mopaaepka poccuitckmx OC (Astra Linux 1.7/1.8, Red0S 7.3/8.0)

— Cxema pesepsupoBaHua Active-Active

— MNopaeprkKka NMUEH3NPOBAHUA Yepe3 CepBep JIMLEH3MK (OHNAalH MAM B 3aKPbITOM KOHType) u daiinoBoro
NINLEH3UPOBAHUSA C MPUBA3KOM K XapaKTepUCcTMKam 0bopyaoBaHumA

— JocTtyn K 6eccpoyHoMy AeMo-peRnumy 6e3 noyyeHns NLeH3nm

— MoaaepkKa nHTerpaumm c Eltex Peeper — cnuctemoit MOHUTOPUHIA NPOTrPamMMHbIX NpoayKToB Eltex

Cxema npumeHeHuA
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MNpepnpuatne «/ITEKC» — Beaywmii pOCCUICKMIA pa3paboTymK U Npous-

‘ @ ian BOAMUTENb KOMMYHWKALUMOHHOrO 0bopyaoBaHusa ¢ 30-neTHel UCToOpuen.

+7 (383) 274 10 01 eltex@eltex-co.ru eltex-co.ru KomnaeKcHOCTb pelleHnit M BO3MOMKHOCTb MX 6eclloBHOM MHTerpauumm
+7 (383) 274 48 48 B MHOPACTPYKTYpy 3aKasumka — MNpUOPUTETHOE Hanpas/ieHWe pPa3BUTUA

KOMMaHWW.

3 eltex-co.ru



	Страница 1
	Страница 2

