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1 BBeaeHue

1.1 AHHOTauUuA

CoBpeMeHHble TeHAEHLNM Pa3BUTUSA CBA3U AVKTYHOT ornepaTopaM Heo6Xo4MMOCTb Momcka
OMTUMabHbIX TEXHONOT A, MO3BONSOLWMX YAOBNETBOPUTL CTPEMUTENIbHO BO3pacTaroLme
NOTPEe6HOCTN abOHEHTOB, COXPaHss NPY 3TOM NPeeMCTBEHHOCTb BM3HEC-NPOLECCoB, TMH6KOCTb
PasBUTUA 1 COKpaLLLeHVe 3aTpaT Ha NpeAoCcTaBAeHMe Pa3IMYHbIX CepBMCcoB. becnpoBogHble
TEXHO/I0MMY B KOPOTKOE BPEMS MPOLLAV OFPOMHbI MYTb OT HECTabUNbHbBIX HU3KOCKOPOCTHbLIX CeTel
CBSA3X Masioro paaunyca go cetein LM/, conoctaByMbIX MO CKOPOCTU C MPOBOAHBLIMY CETAMU C BbICOKUMM
TpeboBaHNAMMN K Ka4eCTBY NMpeAoCTaBNeHNs yCayr.

WB-1P-LR — 3T0 aboHeHTCKas CTaHLMSA, OCHOBHOE NpejHa3HavyeHre KOTOPOW - MOAKAYEHME K
6ecnpoBogHoli ceTn goctyna Wi-Fi. CeTb MOXeT 6bITb NOCTPOEHA C UCMO/Ib30BaHEM 6eCnpoOBOAHbIX
Touek goctyna WOP-12ac-LR. KoHcTpykuuma WB-1P-LR MeeT repMeTUYHbIN KOpyc, YTo npeanonaraet
YCTaHOBKY YCTPOWCTBA NPenMyLLLeCTBEHHO Ha OTKPbLITOW TePPUTOPUN B PA3INYHBIX KIMMATUYECKUX
YyC/IOBUAX.

B HacTosLLleM pyKOBOACTBE MO 3KCM/IyaTaum N3NnoxeHbl Ha3HayeHvie, OCHOBHbIe TeXHn4Yeckme
XapaKTepUCTUKN, KOHCTPYKTUBHOE NCMOJIHEHME, MOPSA0K YCTAaHOBKM, MpaBuia KOHGUryprnpoBaHus,
MOHUTOPWVHIa N CMeHbl MPOrpaMMHOro obecrneveHns aboHeHTckom ctaHumm WB-1P-LR.

1.2 YcnoBHble 0603HaYeHns
MprMeYaHns 1 NpeaynpexaeHus:

© MprmeyaHns cogepxxaT BaXKHY MHGOPMaLMIO, COBETbI AN peKOMeHAaunm Mo MCNob30BaHNIO
N HaCTpolike yCTPOMCTBaA.

() MpeaynpexaeHus NHGOPMUPYHOT NONBL30BaTENA O CUTyaLMsX, KOTOPbIe MOTYT HaHeCTV Bpes,
YCTPOWCTBY UV YenloBeKy, MPUBECTUN K HEKOPPEKTHOM paboTe YCTPOICTBa AW NoTepe AaHHbIX.
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2 OnwcaHwve nsgenus

2.1 Ha3HaueHwue

[lns BO3MOXHOCTW NpesoCcTaBieHNs AOCTYNa K BbICOKOCKOPOCTHOW 6e3omnacHon 6ecnpoBojHOM ceTun
pa3paboTaHa aboHeHTckasa cTaHumsa WB-1P-LR (aanee «ycTponcTBO»).

YcrporicteBo WB-1P-LR obecneumBaeT AOCTYN K COBPEMEHHbIM MHTEPAKTUBHbIM cepBucam: MHTepHer,
IPTV, VolP.

WB-1P-LR nogkntouaetcs kK 6a3oBoi ctaHuum no texHonorum Wi-Fi n paboTtaeTt B gnanasoHe 5 L.
Mpeanonaraetca ncrnonb3oBaHve coBmectHo ¢ WOP-12ac-LR.

WB-1P-LR noazaepxvBaeT coBpeMeHHble Tpeb0oBaHMsA K Ka4ecTBY CEPBMCOB M MO3BONSET NepejaBaTb
Havbonee BaxHbI TpaduK B 6on1ee MPUOPUTETHLIX OUepesax Mo CPABHEHUIO C O6bIYHbIM.
Ob6ecrneyeHre NPMOPUTU3ALMN NPOMNCXOANT HAa OCHOBE OCHOBHLIX TexHoNormin QoS: CoS (cneunanbHble
meTkn B none VLAN naketa) n ToS (MeTkn B none IP-nakeTa).

YCTpONCTBO MOXeET paboTaThb B LLUMPOKOM AManasoHe pabouymx TemnepaTyp 1 BbICOKO BNAXHOCTU
(napkw, 3aBoAbl, CTAANOHbI U T.4.).

2.2 XapakTepucTuKu yCTPOWCTBa
UHTepgericer:

* LAN: 1 nopTt Ethernet RJ-45 10/100/1000BASE-T;
« WLAN: I[EEE 802.11a/n/ac;
+ TexHonorunyeckuin Wi-Fi 2.4 Ty 802.11b/g/n.

MTaHWe ycTpoMCTBa ocyLlecTBnseTcs Yepes PoE-mHxekTop oT ceTn 220B.
QyHKUNM:

© ceTeBble QYHKLUNUL
+ paboTa B pexumMe «MOCTa» UK «MapLUpyTU3aTopa,
* noazep>kka ctatunyeckoro agpeca v DHCP (DHCP-knueHT Ha ctopoHe WAN, DHCP-cepBep Ha
cTtopoHe LAN);
* noaaep>kka DNS;
* noaaep>xka D-DNS;
* noaaep>xka NAT;
* noaaep>xka UPnP;
* CeTeBOW 3KpaH;
+ KnoHmpoBaHue MAC-agpeca Ha WAN-nHTepoderice;
* noaaepxka NTP;
* noAAep kka MexaHM3MoB KayecTBa obcnyxumnBaHusa QoS (QoS no DSCP 1 802.1p);
* noaaep>xka PPPoE-knneHTa;
* noaaep>xxka eyHkumin IPTV (IGMP-proxy, UDP-to-HTTP proxy);
+ o6HoBneHue N0 yepes web-nHTepdeiic;
+ noppepxka DHCP-based autoprovisioning;
* noaaep>ka TR-069;
* yZaneHHbI MOHUTOPWHT, KOHGUIypmpoBaHMe n HacTpolika: web-mHTepdeiic, Telnet, SSH.
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CeTb
nposaligepa

)))

Touka goctyna ( \)
WOP-12ac-LR ¢
m KnneHt Wi-Fi

WB-1P-LR

Wi-Fi 802.11a/n/ac
5GHz

(¢

PoE+

@ PoE-vHeKTop

Ethernet 100/1000Mb

MK

PrcyHok 1 - DyHKUMOHaNbHasa cxeMa ncnonb3osaHnsa WB-1P-LR 6e3 mapLupyTrsaTopa

CeTb
nposanaepa

:))

Touka goctyna ‘)
WOP-12ac-LR ¢
m Knuent Wi-Fi

WB-1P-LR

Wi-Fi 802.11a/n/ac
5GHz

PoE+

@ PoE-uHxextop

MK ¢ Wi-Fi mogynem

Ethernet 100/1000Mb

MapwpyTuarop

Q ‘ Hﬂhg I:[i

nK STB NV

POTS

2x &

PucyHoK 2 - ®yHKLMOHaNbHas cxema rcnonb3osaHmsa WB-1P-LR ¢ MapLupyTr3aTtopom
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2.3 OCHOBHble TexHU4YecKkre napamMmeTpsbl

OCHOBHBbIe TeEXHUYecKkne napaMeTpbl yCTpOVICTBa npmeeieHbl B Ta6n|/|u,e HW>Xe.

MapameTpsbl LAN-nHTepdeiica Ethernet

Konnyecrso noprtos
DNneKTpNYecKmin pasbemMm
CkopocTb nepegauun, Méut/c

Moanepxka cTaHAApPTOB

1
RJ-45
10/100/1000, aBTOOMpPEAeneHmne

BASE-T

MapameTpbl 6ecnpoBogHoOro HTepdelica

CraHpapThbl
YacToTHbIN Anana3oH, My,
Mogaynauus

CKOpOCTb Nepesayun JaHHbIX,
MéunT/c

MakcnmanbHas BbIxogHasd
MOLHOCTb nepeaartymnka

l‘|yBCTBI/ITEJ'IboHOCTb npmnemMHuKa

Be3onacHocTb

XapakTepucTKy aHTeHHBbI

YcnneHne

Monapusauymns

802.11a/n/ac
5180-5850 MTI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a (OFDM): 6,9, 12,18, 24, 36, 48, 54

802.11n (HT20, 400ns Gl): 14.4,28.9, 43.3,57.8,86.7,115.6, 130, 144.4

802.11n (HT20, 800ns Gl): 13, 26, 39, 52, 78,104,117, 130

802.11n (HT40, 400ns GI): 30, 60, 90, 120, 180, 240, 270, 300

802.11n (HT40, 800ns Gl): 27, 54, 81, 108, 162, 216, 243, 270

802.11ac (VHT80, 400ns Gl): 65, 65, 130, 195, 260, 390, , 520, 585, 650, 780, 866.7
802.11ac (VHT80, 800ns Gl): 58.5, 117, 175.5, 234, 351, 468, 526.5, 585, 702, 780

51Ty: go 27 pbm
802.11ac (MCS0): -92 abm

802.11ac (MCS4): -82 abm
802.11ac (MCS7): -76 abm

64/128/152-6mTHOe WEP-LUMdpOBaHMe AaHHbIX;

WPA/WPA2;

LeHTpann3oBaHHas aBTopm3auuns Yepes RADIUS-cepsep (WPA/WPA2
Enterprise)

2x16 abn

AByXnonapnsauymnoHHada aHTEeHHa
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Yron ninyyeHwus 38°
(ropu3oHTanbHas

nonspusayus)

Yron nanyyeHus 20°

(BepTMKanbHasa nonspmnsaums)

KCB <2

MimnepaHc 50 Om

KoaddunumeHT obpaTtHoro >35ab

N3nyYeHns

YnpaBneHue

YpaaneHHoe yripasneHume Web-nHtepdeiic, Telnet, SSH, SNMP, TR-069
OrpaHuyeHne goctyna no Naposnto

O6Lwue napameTpbl

MNuTtaHne PoE+ (IEEE 802.3at-2009)
MoTpebnsiemas MOLLHOCTb He 6onee 14 BT
Pabounin granasoH oT-30 g0 +65 °C
TemnepaTyp

OTHOCUTEeNbHas BNaXXHOCTb 00 80%

npw temnepatype 25°C
Fabaputhbl 185x185x65 MM

Macca He 6onee 0,45 kr
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2.4 KOHCTpPYKTVBHOE UCMONHEHNE

Ycrpoiicteo WB-1P-LR rMeeT Na1acTUKOBbIV KOPMYC B MPOMbILLNEHHOM NCNOSHEHUN. Pasmep
ycTpoiicTBa Ans 185x185x65 MMm.

BHewHnn Bug yctpoictea WB-1P-LR npuvBesieH Ha pucyHKe HuXe.

PncyHok 3 - BHewHWin BUA nepeaHein naHenn WB-1P-LR

Ha naHenu yctporictea WB-1P-LR pacnonoxeH LAN-nopTt 10/100/1000BASE-T (pa3bem RJ-45) ana
NOAKNOYEHUS K BHELLHEN ceTn 1 NnuTaHua PoE (1).

2.5 (CBeTtoBas MHAMKaLNSA

CeeToBas MHAMKaALUMA ecTb ToNbko Y WB-1P-LR ncnonHeHus rev.B. Y WB-1P-LR ncnonHeHus M1 cseToBow
NHANKALNN HET.

Y- .

3 ‘;’”‘"lL
L) L

I
1 E
|

€ r - °

PuncyHok 4 - BHewHWIA BUA 3agHel naHenn WB-1P-LR

s
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TekyLLee COCTOAAHME YCTPOMNCTBA OTOBPaxaeTcs Npuv NOMOLL NHAMKATOPOB, PacroIoXKeHHbIX Ha
3afiHel naHenun yctponctea WB-1P-LR. B Tabnviue Huxe nprBejeH nepeyeHb MHAMKATOPOB 1 ONMMCaHne
NX COCTOSIHNIA.

Ne WHankaTop CocrosiHue CocTosiHMe ycTpoiicTBa
nHAMKaTopa
1  Power - nHAMKaTOP NUTaHUA U 3eneHbli, roput BKJIIOYEHO NMUTaHme yCcTPoKCcTBa, HOpPManbHas
cTaTyca paboTbl yCTPOMCTBA MOCTOSAHHO paboTa

OpaHXeBbIlA, FOPUT  OTCYTCTBYET BbIXOZ B CeTb VIHTEpHET

MOCTOAAHHO
KpacHbIA, ropuT 3arpysKka ycTponcrea
MOCTOAHHO
2 LAN - nHavkaTop nopta LAN- ropwuT 3eneHbim (10, KaHan mexay LAN-nopTom ycTporictea WB-1P-
nHTepdeica 100 M6uT/C)/ LR v nogxntoveHHbIM YCTPOMNCTBOM aKTMBeH
opax>xesbiM (1000
M6éuT/C)
MuraeTt npoLiecc NakeTHOM nepeAavn JaHHbIX MeXAay
LAN-uHTepdericom WB-TP-LR n
NOAKNHOYEHHbIM YCTPONCTBOM
3  WLAN - nHaukatop WLAN- 3e/leHbIn, MuraeTt YCTPOMCTBO NOAKNHUYEHO K 6a30BOI CTaHLMN
nHtepodelica yacTo
3eNeHbl, MuraeTt YCTPOMCTBO He NOAKA0YEHO K 6a30BO
peako CTaHUUM

4 Knemma 3a3eM/ieHUs — K1eMma A4/ 3a3eMaeHns yCTPOCTBa

2.6 KomnnekTt noctaBKku
B 6a30BbIi KOMNAEKT nocTaBku ycTponcTea WB-1P-LR BxoaaT:

« A6boHeHTCKas ctaHums WB-1P-LR;

+ KomnnekT Kpenexa;

+ [poxoAHOM pa3beM AN nogknoyeHuns RJ-45;

+ PykoBogcTBO No akcnayatayum (noctaBnsetcs Ha CD-ancke);
+ CepTndunkaT COOTBETCTBUS;

* NacnoprT.

10
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3 lNopapok ycTaHOBKU

B faHHOM pa3gene npuBeAeHbl MHCTPYKLMKY NO TEXHVKe 6e30MacHoCTY, pekoMeHaLmm no ycTaHoBKe,
OMnmncaHbl NpoLesypa YCTaHOBKW U MOPSAAOK BKAtoUeHWs ycTporictea WB-1P-LR.

3.1 NHCTpyKuMM No TexHnKe 6e30nacHOCTr

1.

2.
3.

3.2

N —

He BckpbiBaliTe KOPMyC yCTPOMCTBA. BHYTpU yCTpoicTBa HET 31eMEHTOB, NMpeAHa3Ha4YeHHbIX A5
06CNyXMBaHWSA NoMb30BaTeNeM.

He npon3BoauTe yCTaHOBKY JaHHOTMO YCTPOICTBA BO BpeMsi rpo3bl. ECTb pUck yaapa MONHUEN.
HeobxoanMo cobntogatb TpeboBaHMA MO HaMPSXEHWO, TOKY W 4acToTe, yKa3aHHble B JaHHOW
NHCTPYKLMN.

Mepes NoakOYEeHVEM K YCTPOMCTBY M3MepUTebHbIX MPUBOPOB 1 KOMMbIOTEPA, UX HEOBXOAMMO
npeABapuUTeNbHO 3a3eMNTb. Pa3HOCTbL NOTEHLMAN0B MeXAy KoprycaMuy 060pyL0BaHMS 1
N3MepUTEeNbHbIX NPUHGOPOB He f0/XXHa NpeBbiwaTh 1B.

Mepes BKOYEHMEM YCTPOCTBA Y6eanTeCh B LIEeIOCTHOCTY Kabenen 1 nx HaZeXXHOM KpenaeHumn K
pasbemam.

Bo Bpemsi MOHTaxa yCTPOACTBa Ha BbICOTHbLIX KOHCTPYKLUMSX C/leyeT BbINOHATb YCTaHOB/IEHHbIE
HOPMbI 1 TPE6OBaHMSA MPY BbICOTHbIX paboTax.

3KkcnayaTaums yCTpomcTBa AOMKHA NPON3BOANTLCS NHXEHEPHO-TEXHMYECKMM MepCcoHanoMm,
npoLueALLInM CneunanbHYH NoAroTOBKY.

MoakntoyaiiTe K yCTPOICTBY TOIbKO FOAHOE K MPUMEHEHMIO BCoMoraTeibHoe o6opyAoBaHue.

PekoMeHAaLMKM MO YCTaHOBKeE

PekoMeHzyeMoe ycTaHaB/MBaeMOe MOJIOXEHWE: KpereHne Ha TPy6oCTONKY/CTONG UK CTEHY.
Mepes yCTaHOBKOW 1 BKNHOUYEHMEM YCTPOMCTBA HEO6XOAMMO NPOBEPUTbL YCTPOMCTBO Ha Hannume
BUANMbIX MEXaHUYeCKMX NOBPEXAEHWIA. B cnyyae Hannumsa noBpexzaeHuin cnegyeT npekpatnuTb
YCTaHOBKY YCTPOMCTBA, COCTaBUTb COOTBETCTBYHOLLMI akT M 06paTUTLCS K MOCTaBLUMKY.

. YCTPOWCTBO JONXKHO BbITb YCTAHOBNIEHO Ha CTOJI6/CTEeHY TaknMm 06pa3om, 4Tobbl LAN-NopT 6b1

Hanpae/ieH BHU3.

. Ans obecneyeHus Haunny4yuwlero ypoBHA npmemMa CiMrHasaa CeEKTopHad aHTEHHa 6a3oBou CTaHUMIN

AO/HKHA HaXOANTbLCA B 30He npsaMon Bugmmoctn WB-1P-LR.

. C O6paTHOI7I CTOPOHbI OT MeCTa KpenneHuns KpOHLIJTeI7IHa pacnonoXeHa nepejarolliad 4acTb

aHTEHHbI. VIMEHHO 3Ty N/JI0CKOCTb C/iefyeT HanpasiAaTb Ha CEKTOPHYH aHTeHHY 6a30B0OM CTaHUUN.
Mpu pa3meLleHn aHTeHHbl 4OMYCTUMbIA YPOBEHb NpremMa curHana ot ctaHuum -65 + -70 abm.
JlonyckaeTcs yBennyeHre AaHHOro nokasaTesnsa Ao -75 Abm, ecnv He npegnonaraeTcs
ncrnosib3oBaHve VolP, NOTOKOBOro BUAEOBELL@HWA U APYroro YyBCTBUTE/ILHOMO K MOTEPAM
Tpadumka B 6eCcrnpoBOAHON CETU.

3.3 MoHTax yctponctea WB-1P-LR

3.3.1 Obwas nHpopmaums

KomnnekT kpenneHus yCTPOMCTBa BXOAUT B KOMMAEKT NOCTaBKW. MNpn MOHTaXxe NoHaz0buTcs raeyuHbliin
kntoy 10.

YCTPOCTBO KPenUTCA Ha MauTy, CO6104as NHCTPYKLUMM NO TEXHMKE 6€30MaCHOCTU N PEKOMEHAALINN,
npuBeAeHHbIe BblILLE.
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PyKOBOACTBO no skcnayataunm WB-1P-LR

PncyHOK 5 - DneMeHTbl KpenieHns Ha yCTponcTee

Ha pucyHke Bbilwe nog Homepamu 1, 2, 3, 4 oTMeudeHbl pe3bboBble OTBEPCTUS.

K pe3bb6oBomy oTBepcTUto Ne3 noaBeseHa «3eMisi», YUToO 0603HaUYeHO Ha KOpryce COOTBETCTBYHLLNM
3HaKOM.

® + PekomeHpayeTca ycTaHaBNMBaTb YCTPOMCTBO CETEBLIM MHTEPdENCOM BHU3.
+ Pa3meluanTe yCTPOMCTBO Ha TpybocToKke/cTonbe Tak, 4tobbl yctponcteo WB-1P-LR 6b1s10
HanpaB/ieHO Ha CeKTOPHYK aHTeHHY 6a30BoO cTaHUMW. [py 3TOM AOJIXKHA bbITb
obecneueHa npsamMas BUAMMOCTb A0 6a30BOMN CTaHLUMN.

Ha PUCyHKe HMXKe npmBegeH KOMMNEKT KpenieHud, B KOTOprI7I BXOAAT:

+ Wabbl — 4 WT,;

* bontbl — 4 Wt

« Tavknm = 2 Wt

+ duKcrpyroLasa naacTuHa;
+ Ckobg;

KpoHLuTenH.
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PyKoBOZCTBO MO 3KCMayaTaumm WB-1P-LR

DUKCHPYIOLLAA NnacTUHa

PucyHok 6 — KomnnekT kpenneHus

PucyHok 7 — BHeLWHWIA BUA KPOHLITeNHa ¢ 0603HaueHneM rpynmn oTeepcTuit

CTaHZapTHOe KperneHre No3BosieT yCTaHaBAMBaTb YCTPOCTBO HA MaYThbl AMaMeTPOM OT 2 40 5 cMm.
PeannsoBaHa BO3MOXHOCTb PEryMpoBKU yria Hak/ioHa ycTpolicTBa B npesenax 30 rpasycos.

3.3.2
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PyKOBO,D,CTBO no skcnayataunm WB-1P-LR

MopsifoK KpenaeHnst ycTpolicTBa

1. 3akpenuTe KPOHLUTEWH Ha YCTPOWCTBe:

Pe3bboBoe
oTBepcTHe

i

PucyHok 8 — KpenneHue KpoHLUTeliHa K YCTPONCTBY
2. CoBMecTUTe OTBepCTUS rpynnbl A Ha KPOHLUTeHe ¢ pe3b60BbIMM OTBEPCTUSIMY Ha YCTPOMCTBE.
3. 3adukcnpyiTe KpoHLWTenH 4-Ma 6onTaMu.
4. 3akpenuTe YCTPOWCTBO Ha MauTy:
a. HageHbTe Ha MauTy ckoby.

b. YcTaHoBUMTe Ha MauTy GUKCMpyoLLyto NiacTuHy. MpuaepXnBanTe KOHCTPYKLUMIO PYKOIA.

dukcupyrowas
nracTuHa

PrcyHoK 9 — YcTaHoBKa CKobbl 1 GUKCUPYIOLLLEA NNACTUHBI
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PyKOBOACTBO no skcnayataunm WB-1P-LR

c. MNoBepx puKcMpytoLein NNacTUHbI YCTAaHOBUTE KPOHLUTEVH 1 HAaKPYTUTE raki.

OTBepcThe B1
OtsepcTue B1

&

PrcyHok 10 — YcTaHOBKa KPOHLUTEMHa Ha MauTy

d. HacTpoiTe yron Hak/loHa ycTporcTBa. 3aTaHUTe raiku 4o ynopa.

PucyHok 11— Bug npaBuibHO YCTAaHOBIEHHOW CTaHLUMN
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PyKOBOACTBO no skcnayataunm WB-1P-LR

3.3.3 TlMoakntoueHne ceTeBoro kabens

[Nnsa 3alWnTbl OT KOPPO3UKM B KOMMAEKT NOCTaBKW YCTPOMCTBA BXOAMT OTBETHAsA YaCTb repMeTUYHOro
pa3bema RJ-45.

CeTeBOM passem
ycTponcTea
WB-1P-LR

Kopnyc
BOAOHEeNnpoHULaeMmoro

pastema

PncyHok 12 — F'epmeTnyHbI pa3bem RJ-45 Ha yCTpolicTBe 1 OTBETHasA YacTb B pa306paHHOM Buje

PrcyHOK 13 — OTBETHasi YaCTb repMeTMYHOro pa3bemMa B CObBpaHHOM Buze

(1) YcTaHOBKYy OTBETHOI YacTh pa3beMa Ha kabenb cnefyeT NPOBOANTbL 40 06XMMKN Kabens.
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PyI(OBOACTBO no skcnayataunm WB-1P-LR

MowaroBas yCTaHOBKa:

1. BctaBbTe Kabenb B KOpMyc vepes raliky 2, Kak mokasaHo Ha pucyHke 14. Ans dukcaumm Kkopnyca
Ha Kabene 3aTAHUTe ramnky 2.

PucyHok 14 - KpenneHne oTBeTHOW YacTu Ha kabene
2. BeinonHmUTe 06XXMMKY Kabens npy NOMOLLW CTaHAAPTHOro KOHHekTopa RJ45.

I'Ip|/| coeanHeHN NCNoAb3yeTCd CXeMa, npeacrtaB/ieHHad Ha PUCYyHKe HIKE.

+ 6eno-opaHxeBbliA;

1
* OpaHXeBbll;
+ 6en0-3eNéHbIl;
* CUHWIA;
* 6eno-CMHnn;
g

* 3e/1éHbIN;
X ] + 6eno-KopnYHeBbIN;
* KOPUYHEBbIMN.

PucyHok 15 — Pasbem RJ45

3. NMocne 06XXMMKM ocnabbTe raiky 2, 1 BCTaBbTe 40 yrnopa KOHHEKTOP B Na3 OTBETHOW YacTy
pasbeMa. Mpr 3TOM «A3bI4OK» KOHHEKTOPA AO/MKEH BbITb MPUXKAT. 3aTAHUTE raiky 2 Ana HageXHoM
dunkcaumm pasbema 1 repMeTUUYHOCTH.

PucyHok 16 — Bug 3akpenneHHoV Ha Kabene OTBETHOM YacTu
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PyKOBOACTBO no skcnayataunm WB-1P-LR

4. BcTaBbTe OTBETHYH YacCTb B pa3beM 1 XOPOLLO 3aTsAHUTe raiiky 1. OT 3TOro 3aBMCUT HAAEXHOCTb
KOHTaKTa 1 repMeTUYHOCTb pasbema.

R
3’_’?'2//{{/
@

PucyHok 17 — Bua nogknto4eHHOro kabensa Kk ceteBoMy HTepdeincy ycTporicTea
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PyKOBO[J.CTBO no skcnayataunm WB-1P-LR

3.4 BkJtoYeHue yCTponcTBa
+ Bknrounte nHxXekTop B po3eTky 220B. K LAN-nopTy nHXekTopa nogkntouumte K.

*+ YcTporictBo WB-1P-LR nocne BkIHOUEHMA NUTaHWA 3arpy3nTcs B TedeHre napbl MUHYT, U Ha MK
NOAHMMETCA ceTeBOM NNHK. MNogKkntounTech ¢ noMoLlbio 6paysepa k Web-koH$urypatopy WB-1P-
LR.

© IP-agpec no ymonuaHuto: 192.168.1.1.
NornH: admin, naponk: password.

* B pasgene Wi-Fi BBeauTe:

+ SSID 6a30BoW cTaHUWY;
* TLN aBTOpPM3aLNY;
* ayTEeHTUPUKALMOHHbIE IOFMH 1 Napo/b NoAb3oBaTens (ecan TpebyeTcs).

Wi-Fi noppobHee

Pexum paboTb: KnueHt
HuanasoH | 50Tu j
SSID | BSHPDradio2
Pexum BesonacHocTy WPAE—Enterprisej
Wms noneacsatens | user29

Maponb | password

3 -

* HaxxmuTe kHonky B Ans NpYIMeHeHs HaCcTpoeK.
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PyKOBOACTBO no skcnayataunm WB-1P-LR

3.5 HOctrpoBka aHTeHHbI Wi-Fi

Ana yaobcTtBa tocTnpoBky aHTeHHbl Wi-Fi B web-koHbUrypaTope peannsoBaH TexHonorn4vecknii Wi-Fi.
Mpwn BKAtoUeHHOM TexHonornveckoM Wi-Fi K yCTpOMCTBY MOXHO noAkntounteca Wi-Fi kineHToM yepes
OTKPbITYt ceTb € SSID «EltexWiFi» (granasoH yactoT 2.4 I'Tw).

MpeanonaraeTcs, YTO MOHUTOPUHT NapamMeTpoB coeAnHeHns aboHeHTcKkon ctaHumm WB-T1P-LR ¢
6a30BO CTaHUMeN BbINONHAETCS MHXeHepoM vepe3 cmapTdoH. CMapTdoH nogkntoyaetcsa Kk cetn Wi-Fi
¢ SSID «EltexWiFi». lanee, Hy>XHO NOAKNOUNTLCA K web-koHUrypaTopy ycTpoincTBa Yepes bpaysep
cmapTédoHa no agpecy 192.0.2.1:8080 1 nepeinTn Ha CTPAHNLYY MOHUTOPUHIa NapaMeTpoB COeAVHEHMS,
rae B peajlbHOM BpeMeHU 0TobpaXkaeTcs ypoBeHb CUrHana oT CTaHLUmMK, K KOTopon nogkntoyveH WB-1P-
LR:

KOcTupoBKa
RS5I Vertical -58 nEm
RSS| Horizontal -26 nbm
SNR 16/16 nb
LAN 100 MBuT/C

Mpwn nogkntoueHnn K TexHonornveckomy Wi-Fi cTaHUMS f0MXKeH MMeTb cTaTuyecknin agpec: IP-agpec —
192.0.2.XXX; macka ceTn — 255.255.255.0; wnto3 — 192.0.2.1. MNocne toCTUPOBKY HEOHXOAMMO OTK/THOUNTL
TexHonornyecknin Wi-Fi.

BkntoueHwne/BbiknoueHve TexHonornyeckoro Wi-Fi BeinonHsaeTcs yepes web-koHpUrypatop
YCTPOWCTBa, ONncaHmne NpuBeseHo B pasgene «loameHo «/1lononHnTeIbHbIe HACTPOMKIAY.,
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PyKOBO[J.CTBO no skcnayataunm WB-1P-LR

4 YnpasneHue yCTPOrCTBOM Yepe3 web-koHdurypatop

4.1 Hauano pabortbl
[na Hauana paboTbl HYXKHO MNOAKNOUNTLCSA K YCTPOMCTBY No nHTepdericy LAN uepes Web-6payzep:

+ OTkpoliTe web-6pay3ep (NporpamMmy-npoCMOTPLUMK FTMNePTEKCTOBLIX AOKYMEHTOB), HAaNpumep
Firefox, Opera, Chrome.

« BBeguTe B agpecHoi ctpoke 6pay3epa IP-agpec ycTpoincTsa.

(@ 3aBopackoii IP-agpec ycTporicTBa: 192.168.1.1, macka noacetut: 255.255.255.0. Mo ymon4aHuto
YCTPOMCTBO MOXET NoayunTb agpec no DHCP.

Mpw ycnewHoM o6Hapy>XeHUN YCTPOIiCTBa B OKHe 6pay3epa 0TobpasmnTcs CTpaHKLA C 3anpocoM UMEHN
nonb3oBaTenst U Naposisi.

WB-1P-LR rev.B u -

© 000 "Mpeanpustue "Sntekc”, 2011 — 2018

(© 3aBojCKMe yCTaHOBKW: 10TVH: admin, Naponb: password.

+ BBeguTe MMs Nofb30BaTeNs B CTPOKE «/10rMH» 1 Naposib B CTpoke «[aposib».
+ HaxxmuTe KHoMKy «BoiTu». B okHe B6pay3epa OTKpOeTCs MeHH0 BbICTPOro KOHPUIYPUPOBaAHUS.

(@ B nepByto MUHYTY Nocne 3amnycka, ycTpocTBo byaeT paboTaTtb € KOHUrypaLmen No yMON4YaHNIO.
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PyKOBOACTBO no skcnayataunm WB-1P-LR

4.2 CmeHa nonb3oBaTteneu
Ha ycTporicTBe cyLecTByeT Tpy T1na nonb3oBaTenei: admin, user n viewer.

+ Monb3oBaTtens admin (Naponb Mo ymon4vaHuio: password) MMeeT MoHbIA JOCTYN K YCTPOCTBY:
UTeHMe 1 3anncb IIOLIX HACTPOEK, MOIHbIA MOHUTOPUHT COCTOSAHUS YCTPOMCTBA.

+ Monb3oBaTenb user (Napo/ib MO YMOYAHUIO: USEr) MeeT BO3MOXHOCTb BbIMOAHUTb TONbKO
HacTpoliky Wi-Fi, He nmeeT foCTyna K MOHUTOPUHTIY COCTOSIHUSA YCTPOWNCTBA.

+ [onb3oBaTenb viewer MeeT NPaBo TONbLKO NPOCMaTPMBATL BCHO KOHGUIypaLumio yCTponcTBa 6e3
BO3MOXHOCTU YTO-NTM60 pesakTUpoBaTb, MOHUTOPUHT COCTOSAHUS YCTPOMCTBA eMy AOCTYrNeH B
MnosiIHOM obbeme.

WB-1P-LR rev.B
IP-teneBngeHne Cucrtema

WHTEpHET HacTpoika MAC-agpecos NokaneHeIR DNS CeTeBOR akpaH MapLpyTusauna

OuHaMuYeckni DNS SHNMP

Mpw HaXaTuW Ha KHOMKY «BbIX0A» TEKYLLIAsi CecCUs Nosib3oBaTenNs byAeT 3aBepLUeHa, 0TO6pa3nTcs OKHO
aBTOpM3auNL:

WB-1P-LR rev.B u -

Noruk:

admin

Mapone:

© 000 "Mpeanpustue "Sntekc”, 2011 — 2018

Ana cMeHbl AoCTyna He06X0AMMO YKa3aTb COOTBETCTBYIOLLME MMSA NOMb30BaTeNs U Napoib, HaxaTb
KHOMKY «BoviTu».
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4.3 Pexxnmbl paboTbl web-nHTepdeiica

PyKOBO[J.CTBO no skcnayataunm WB-1P-LR

Web-nHTtepdderic yctponctea WB-1P-LR moxeT paboTaTb B Tpex pexmnmax:

. MOHI/ITOpI/IHF - PeXNM MOHUTOPUMHIa CUCTEMbI — NCMOJIb3YETCA ANA NPOCMOTPa pas3/IMyYHOro

poja nHpopMaLmu, KoTopas KacaeTcs paboTbl YCTPOMCTBA: akTUBHOCTb VIHTepHeT-
coefMHeHns, 06 beM NPUHATbIX/NepesaHHbIX JaHHbIX MO ceTeBbIM MHTepdencam 1 T.4.

* MANUTKKM — pexmnM 6bICTPOro KOHGUIYPUPOBAHUSA CUCTEMBI — B KaXAO0W NANTKe
CrpynnMpoBaHbl HACTPOMKU NO X GYHKLMOHaNbHOMY Ha3HayeHuto: IHTepHeT, Wi-Fi, IP-

TenesnjgeHmMe n gpyrue. B NANTKY BbiB€AEHbI TO/IbKO OCHOBHbIE NMapaMeTpbl, MO3BO1AKOLWNE

MaKCVMaNbHO BbICTPO HAaCTPOUTL onpeaeneHHY GYHKLMIO YCTPOCTBA.
+ HacTpolikn — paclumpeHHbIn pexxMm KOHGUIyprpoBaHUs cucTeMbl (PeXM NOIHOTro
KOHPUIryprpoBaHMs) — NO3BONSET BbINONHUTL KOHOUIYPUPOBaHME OCHOBHbIX U

AOMNOJIHNTE/IbHbIX NMapaMeTpoB yCTpOIZCTBa.

Ana Hasuraymm MeXAay peXnmMmamMim Web—leTepq>e|7|ca MCNonb3yeTcqd NaHe b, KOTOpad HaxognTca C
neBon CTOPOHDbI Web—MHTep¢e|7|ca. |_|pl/| HaBeAEeHNWN YKa3aTeNNA MblLLW NaHEe/Ib paCKkpbiBaeTCA:

WHTepHet

Pesin pafo
MpoTok

IP-aap|

hacka NoACE

LLnHE no yronHad

& MepBM4HBIA O

BTopk4HEIA O

HUHTepHeT

Peskim pado

MpoTo

@ MOHWTORMHE
22 TINMTHM

£ HacTpoikm

IP-aap]
Macka nogcy
LLINHD3 No ymomaH

MepBrHLIR D

BTopuHeiR O

N3 pexxma «MAnTkm» B pexmm «HacTpolikm» nepexos BO3MOXEH TakxXe Yepes CCblKy «noapobHee» B

HasBaHW NANTKW.

4.4 TlpyMeHeHne KOHUrypauum 1 oTMeHa U3MeHeHN

4.41 TlprMeHeHne KoHUrypaumn

(@ Mo HaxaTuo Ha KHOMKY «[PUMEeHUTb» MPOUCXOAUT COXPaHeHne KoHouUrypaumm Bo flash-namsite
yCTpolicTBa U NPUMEHEHMEe HOBbIX HacTpoek. Bce HacTpokm BCTynarT B cuy 6e3 nepesarpysku

yCTPOWCTBa.
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PyKOBO[J.CTBO no skcnayataunm WB-1P-LR

KHonka «[pUMeHNTb» B MEHO BbICTPOro KOHGUIYPUPOBAHUS N B MEHIO PaCLUMPEHHbIX HAaCcTpoeK

 TIpHMEHUTE

v
COOTBEeTCTBEHHO NMeeT BUA: .

B web-nHTepdelice peannsoBaHa B13yanbHas MHANKALIMA TEKYLLLEro COCTOSAHMA npoLecca NpuMeHeHus
HacTpoek, CM. Tabnunuy Huxe.

BHeluHWiA OnuncaHue cocTosiHUA

BUA,
[Erearisy [ocne HaxaTns Ha KHOMKY «[TpUMeHNTb» NPOUCXOAUT NpoLiecc NpUMeEHeHUs U 3anmncy HacTpoek B
namsaTb ycTpoicTea. 06 3ToM nHopMmpyeT 3HauoK Bl B Ha3BaHWM BKAAAKW U Ha KHOMKe
«[TpUMEHNTL>.

SIS O6 ycnewHoM CoXpaHeHUN 1 MPUMeHEeHN HacTpoek MHPOPMUMpPYeT 3HaUOK kd B Ha3BaHUW
BK1AAKW.

ER ety Ecniv 3HayeHme napamMeTpa 6bls10 YKa3aHo € OLINGKOM — Noc/sie HaXaTust Ha KHOMKY «MpruMeHnTb»
MOSIBUTCA COOTBETCTBYHOLLee CoobLLeHMe 06 oLnbKe € yKa3aHneM NpUUnHbIL, a8 B Ha3BaHUN

BK1a4Ku OTO6pa3VITCFI 3HA40K .

4.42 OTMeHa M3MeHeHW

(@ OTMmeHa M3MeHeHW NPON3BOANTCSA TONLKO A0 HAXATUS Ha KHOMKY «[prMeHnTb». B 3TOM cnyyae
N3MEHEHHbIe Ha CTPaHVLLe NapaMeTpbl 06HOBATCSA TEKYLLNMM 3HAYEHUSIMU, 3aNNCaHHBIMU B
NaMsATK YCTPONCTBA. MNocne HaxaTust Ha KHOMKY «[TprMeHUTb» BO3BPAT K NMpeablAyLLnM
HacTpolikam 6yaeT HEBO3MOXEH.

KHOMKa 0TMeHbI U3MEHEHWN B MEeHO 6bICTPOro KOHGUIYPUPOBAHMS 1 B MEHIO PacLUMPEHHbIX HAaCTpoeK

x
COOTBETCTBEHHO MMeeT Brg: ;o Cm™ews
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PyKOBOACTBO no skcnayataunm WB-1P-LR

4.5 MeHo 6bICTPOro KOHPUrypmpoBaHUS

B MeH0 6bICTpOro KOHGUryprpoBaHMS 0TOBPaXKaOTCSt OCHOBHbIE HAaCTPOIKW YCTPOIicTBa.

WB-1P-LR rev.B admin

WHTepHer nogpoGHee Wi-Fi nogpotHee
Pewum paGotel  MocT v Pesnm pafoTol: KnneHT
MpoTokon = Static v OwanasoH | 5Ty -
IP-anpec 19216815240 SSID  RTB56307-2130
® Macka nogcetn | 255255 255.0 6 WA
viack e Pesnm GesonacHocTH | WPAZ v
E LLUnto3 no ymonuannio 192 168 15.1 Knioy WPA | RT709656-2130

& NepenyHeIR DNS ®

BTOpWYHLIA DNS

IP-TeneBuaeHne nogpoGHee Cucrema noapoGHee
BrniounTes IPTV & focTyn Kk Web
BrmtounTe HTTP- & HTTP &
1POKCKH
HTTPS ¥

MopT HTTP | 1234

= -
3 -

© 000 "Mpednpusmue "Inmexc", 2011 — 2016 Bepecuna NQ: 1.12.5.137
Bepcur seg-uimepgedca: 1.12.67

HaCTpOIZKI/I pasgeneHbl No ciejyrlwmnm KaTeropmam:

* VIHTepHeT — 6bICTpas HaCTPoKa BbIXxosa B ceTb VIHTepHeT;

« Wi-Fi - HacTpolika 6ecnpoBOAHOI0 COeANHEHNS;

* IP-TenieBugeHve — KOHPUTyprpoBaHMe YCTPONCTBA ANA NOAAEePXKU GYHKLUMA IPTV;

+ Cuctema — HaCTPOMKa CUCTEMHbIX NapaMeTpoB (4OCTYN K YCTPONCTBY, CUHXPOHM3aL A BpEMEHN 1

np.).

4.5.1 WNHTepHeT

Ansa poctyna K cetn VIHTepHeT HEO6XOAMMO YCTaHOBUTbL OCHOBHbIE HACTPOViKM B pasgene «/HTepHeT».
ANnsa yKazaHna JOMNONHUTENbHbBIX MapaMeTPoB NepeinanTe B pexXXM pacluMpeHHbIX HACTPOEK, HaXaB
CCbINKY «<MOAPOBHEE».
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PyKOBOﬂ,CTBO no skcnayataunm WB-1P-LR

Pexxum paboTtbl — pexxmm paboTbl yCTPOKCTBa:

« Mapupyrunzarop — mexgy LAN- n WAN-uHTepdeincamm (WAN-nHTepdencom cTaHoBUTCS
6ecnpoBogHo nHTepderic Wi-Fi) ycTaHaBnnBaeTcs pexxm MapLupyTunsatopa (LAN
nsonmposaH ot WAN);

* MocT - ycTaHaBNVBaeTCsa pexnm 6ecnpoBoAHOro MOCTa K nogkntoveHHon cetn Wi-Fi.
lpoToko/1 — BbI6OP NPOTOKO/a, MO KOTOPOMY byZeT ocyLecTBAATLCA nogkntoveHre no Wi-Fi
NHTepdency ycTpomncTBa K ceTu NpeAocTaBneHnNs yCnyr nposajepa:

+ Static — pexxum paboTbl, Npu KOTOpPOM IP-agpec n Bce HeobxoarMble napameTpbl Ha WAN-
NHTepdenc Ha3HayaroTca ctatudecku. MNpu BeIbope TrNa «Static» AN pefakTUPOBaHUSA
CTaHyT AOCTYMHbI CNejytoLLye napaMeTpbl:

BrewuHuvi IP-agpec — yctaHoBka IP-agpeca WAN-nHTepdeiica ycTponcTea B CeTU NpoBainjepa;
Macka riogcetv — yctaHoBKa Makcm nogcetnn WAN-mHTepdeiica ycTpomncTea B CeTy NpoBanjepa;
L7103 110 yMO/I4aHWIo — afipec, Ha KOTOPbIY OTNPaBAAeTCA MNakeT, ec/iv A1 Hero He HaljeH
MapLUpyT B TabaviLie MapLupyTu3aumu;

MepBuyHbIi DNS, BropuyHsisi DNS — agpeca cepBepoB JOMEHHbIX UMEH (MCNONb3YHTCS ANs
onpeaeneHus IP-agpeca ycTpoiicTea Mo ero JOMeHHOMY MMeHW). [laHHble MO MOXHO OCTaBUTb
NyCcTbIMW, €CNN B HUX HET HEOBXOANMOCTH

* DHCP - pexum paboTbl, Npu KoTopoM IP-agpec, Macka nogceTu, agpec DNS-cepsepa, w3
Mo YMONYaHWIO N Jpyre napaMeTpbl, Heobxoanmble A paboThl B ceTn, byAyT NonyyeHbl
oT DHCP-cepBepa aBToMatnyecku. [lo Tex nop, noka agpec rno DHCP He nony4eH, A40CTyn K
yCTpOMCTBY byaeT no agpecy 13 nons IP-agpec

* PPPoE - pexwm paboTebl, npn kotopoM Ha WAN-nHTepdeiice nogHnmaetcs PPP-ceccus. Mpwn
Bblbope «PPPOE» Ans pefakTUpoBaHUs CTaHYT AOCTYMNHbI CiejyoLme napameTpsbl:

* VIMAa no/sib3oBate/id — MA Nnonb3oBaTend Ana aBTopmsaumn Ha PPP-cepBepe;

* [laposib — naponb Ana aBTopusaunuv Ha PPP-cepsepe;

+ Service-Name — nms cepBuca npoBarigepa. 3HadeHVe Tera Service-Name B coobLLeHnNn
PADI anst uHnumanmsaunm PPPoE-coegnHeH s (MCNob30BaHVe JaHHOW Onumn He
ABNAeTCA 0653aTeNlbHbIM, 3TOT NapamMeTp HacTpavBaeTcs TOJIbKO MO TPeboBaHUIo
nposarigepa);

* BTOpu4YHBIV 4OCTYT — TUN JOCTYNa K 10KaJIbHbIM CETEBbLIM pecypcam.

* DHCP - pexunm paboThbl, npn koTopoM IP-agpec, macka noacetn, agpec DNS-
cepsepa, LLWIH03 N0 YMOJYaHWIO U Apyre napamMeTpbl, HE06Xo4MMble A1
paboTbl B ceTu, byayT nony4veHbl oT DHCP-cepBepa aBToMaTnyecky;

+ Static — pexunm paboTbl, Npy KOTOpoMm IP-agpec v Bce HeobxoAVMble napameTpbl
Ha WAN-nHTepdelc HazHavarTcs ctatnyecku. MNMpu Belbope Tna «Static» ans
pefakTMpPOBaHWNA CTaHYT A4OCTYMHbI CleAyloLLyie napamMeTpbl:

* BHewuHuvi IP-agpec — yctaHoBka IP-agpeca WAN-vHTepdeiica ycTpolicTBa B
ceTn NpoBanjepa;

* Macka rnnogcety — yctaHoBka macku nogcetn WAN-mHTepdelica ycTpomncTea
B CeTV npoBangepa;

* LUnro3 o ymosndaHuio — aapec, Ha KOTOPbIA OTMPaBAsSeTCca NakeT, ecav AN
Hero He HanZeH MapLUpyT B Tabauvue MmapLupyTnsaumy,;

* DNS-cepBep — appec cepBepa AOMEHHbIX UMEH (MCNONb3yHTCA ANS
onpegenenuns IP-agpeca ycTpocTBa o ero JOMeHHOMY VMEHMW);

AN BCTynneHns B CUy HOBOW KOHGUIypaumumn 1 3aHeCceHMs HacTPOeK B SHEProHe3aBMNCKMYH NaMsTb

Ha>XMUTE KHOTMKY . NS OTMeHbI N3MEHEHU HaXMuTe KHOMMKY

YT06bl NOAKNHOUYNTE YCTPOMCTBO K CETU NpoBalijepa, HE06X0AMMO YTOUHUTBL Yy ornepaTopa ceTeBble
HaCcTPoWnKK. MNpKn NCNob30BaHUN CTaTUYECKUX HAacTpoek B noJie «[1poTOKO/» HY>KHO BblbpaTb 3HaueHune
«Static», 3anonHUTE Nons «IP-agpecy, «<Macka nogcetn», «LLInt03 No ymonyaHuo», «<lNeperyHbIi DNS» 1
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«BTOopunyHbIi DNS», npesocTaBneHHbIMM NPOBanepoM COOTBETCTBYHOLLIMMW 3HaUeHNAMIN. Ecin
YCTPOWCTBa B CETU NpOoBaiepa Noay4atoT ceTeBble HAaCTPOWMKK rno npotokony DHCP — B none
«[MpoTOKON» BbIGEPUTE COOTBETCTBYIOLLMIA NPOTOKO 1 BOCNONb3YNTECh MHCTPYKLUMSAMY NpoBangepa
AN NONHOW 1 NPaBUJIbHOM HACTPOWMKW YCTPOMCTBA.

@ Mo ymonuaHwmto ycTpoicTBO paboTaeT B pexriMe MOCTa.

4.5.2 Wi-Fi

[ANa NOAKNHOUEHWS YCTPOICTBA K 6a30BOM CTAHLMN HYXXHO YKa3aTb OCHOBHbIE HACTPOMKM B pasjesne
«Wi-Fi». na ykazaHs JOMONHUTENIbHbIX MapaMeTpoB NepenanTe B pexvM pacluMpeHHbIX HaCTPOEK,
HaXkaB CCbI/IKY «MOAPO6Hee».

* [Aunana3oH — pabounii gnanasoH yctporcrea: 5 Ty,

+ SSID - nms 6ecnpoBOAHON CeTU, K KOTOPO HEOHXOANMMO NOAKNUNTLCA. MakcMManbHasa ANnHa
MMeHU — 32 CMMBONA, BBOJ, C y4eTOM pernctpa knaBsuaTypbl. JlaHHbIA NapamMeTp MOXeT COCTOATb
13 undp, naTMHCKNX byks, a Takxke cumsonos "', "_", " """ "#", npy aTOM cumBonbl ", " n "#" He
MOTYT CTOATb NepBbIMY;

* Pexxum 6e30racHOCTY — Bbl6Op pexunma 6e3onacHoCT 6ecnpoBOAHON ceTu:

+ Off — oTKNtOYeHO WndpoBaHMe 6ecnpPoOBOAHON CeTU, HU3KMIA ypOBEHb 6€30NacHOCTY;

* WEP - ayteHTUduKaumsa WEP. WEP-k/1t04 fOoNXKeH COCTOATb 13 LWeCTHaALaTepuYHbIX Lnep u
nMeTb AnnHy 10 Unm 26 CcUMBONOB, NTN60 J0MKEH BbITb CTPOKOM (CMMBOLI a-z, A-Z, 0-9, ~!
@#S$%"&*()_-+=) 1 UMeTb ANNHY 5 1K 13 CUMBOOB;

« WPA, WPA2 - ayTeHTUduKauma WPA n WPA2. innHa knro4va coctaensieT ot 8 4o 63
CMMBOOB. Pa3peluaeTtcs NCNonb30BaTh TO/ILKO CMMBOLI: a-z, A-Z, 0-9, ~@#SW%M&*()_+=;:
|/?.,<>"" unn npoben;

+ WPA, WPA2-Enterprise — wundpoaHnie WPA n WPA2 c ayteHTudmkaumen no 802.1x. B
KayecTBe aBTOPU3aLMOHHbIX AAaHHbIX HEO6X0AMMO BBECTM MMS MONIb30BaTeNs U Napoib.

Ans BCTyn/1eHNA B Cny HOBOMI KOHCI)I/IpraLI,VII/I M 3aHeCeHNA HaCTpPOEK B 3HEProHeE3aBNCNMYIO NaMATb

Ha>XMUTE KHOMKY . ,ﬂ,l‘lﬂ OTMEHbI U3MEHEHNIN HaXMUTe KHOTMKY x

4.5.3 IP-TeneBngeHne

Ana pa6oTbl PyHKUMM IPTV HY>XXKHO BbIMONHUTL OCHOBHbIE HAaCTPOKKKM B pasgene «IP-reneBngeHune». Ans
yKa3aHus AOMOMHUTE/IbHbIX MapaMeTpoB NepenjnTe B PeXrM pacluMpeHHbIX HaCTPOeK, HaXaB CCbIIKY
«noApobHee».

« Birouuts IPTV — npn ycTaHOBAEHHOM dnare paspeLleHa TpaHnaumsa curHanos IP-TenesngeHns
¢ WAN-nHTepdeiica (M3 ceTn npoBaiigepa) Ha yCTPOCTBA, NogkntoUeHHble K LAN-uHTepdericy;

* Bxrountb HTTP-ripokcy — npu ycTaHoBAeHHOM ¢dnare ncnonb3oBatb HTTP-npokcn, nHave — He
ncnonb3oBaTtb. HTTP-npokcun ocyuecTsaseT npeobpasosaHme UDP-notoka B noTok HTTP, uto
NO3BONSAET YyNYyYLLUNTb KaYeCcTBO TPAHCIMPYEeMOro n306pakeHns Npuy NJI0XOM KayecTBe KaHana
CBSA3W B JIOKaNbHOW ceTu;

« [MopTHTTP — Homep nopTa HTTP-npokcu, C KOTOPOro byAeT OCyLLeCTBAATLCA TPaHCIMpOBaHMe
BUAE0-NOTOKA. Icnonb3yiTe 3TOT NOpT AN NOAKIOYEHUS K TPAHCIMPYEMbIM YCTPOCTBOM
noTtokam IPTV.
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Hanpumep, ecnn yctporicteo nmeeT Ha LAN-mHTepderice agpec 192.168.0.1, 4ns nopTa Npokcu-cepeepa
BblOpaHO 3HaueHne 2345, N Heob6X0ANMO BOCNPOM3BECTM KaHas 227.50.50.100, TpaHCAMpPYHOLLNIACA Ha
UDP-nopT 1234 - ans nporpammel VLC agpec noToka HY>XXHO 3a4aTb B Buge: http://@192.168.0.1:2345/
udp/227.50.50.100:1234.

AN BCTynneHns B CUy HOBOW KOHGUIypaumum 1 3aHeCceHMs HacTPOEeK B SIHEProHe3aBMNCMMYHO NaMsTb
Haxmute kHorky . 1ns oTMeHbI M3MeHeHUit HaxmuTe KHomKy

454 Cwucrtema

B pa3gene «CucTema» BbINMONHAOTCA HACTPOMKKM AocTyna K web-koH$uUrypatopy ycTpoiicTea. Ans
yKasaHus JOMNONHNTENIbHbIX NapaMeTpoB nepenanTe B pexvmM pacllipeHHbIX HacTPOeK, HaXaB CCblIKY
«nogpobHee».

Joctyn K web-HTepdency yepes WAN:

* HTTP — npw ycTaHOBNEHHOM ¢iare paspeLueHo nogkntoveHme Kk Web-koHpurypatopy yctpomncrea
yepe3 WAN no npotokony HTTP (He6e3onacHoe NogkntoueHne);

* HTTPS - npw yctaHoBneHHOM dnare paspeLueHo nogkaoueHmne kK Web-koHourypatopy
ycTporictBa yepe3 WAN no npotokony HTTPS (6e3onacHoe noakatueHme).

Ans BCTYynaeHNA B CNy HOBOI KOH(I)I/IpraLI,I/II/I M 3aHeCeHNA HaCTPOEK B SHEPIroHE3aBNCNMYIO MNaMATb
Ha>XXMUTE KHOMKY . Ans oTMeHbI N3MEHEHUM HaxXMuTe KHOTKY *

28



4.6 PaclvpeHHble HaCTPOWKW

Ans nepexoja B peXMM pacLUVpeHHbIX HAaCTPOeK YCTPOMCTBA HAaXMUTE CCbIIKY «104PO06HEe» NN Ha
naHenu cnesa BblbepuTe NyHKT « HacTposikmy.

4.6.1 OcHOBHble 3nemMeHTbl web-uHTepdeiica

PyKOBO[J.CTBO no skcnayataunm WB-1P-LR

Ha pucyHke HMXe npeacTaBieHbl 31eMeHTbl HaBUraumm web-koHdurypaTopa B pexmnme paclinpeHHbIX
HacTpoexk.

OKHO NoNb30BaTeNIbCKOro NHTepdeica pasgeneHo Ha ceMb obnacTei:

ocourW®

© N

WB-1P-LR rev.B

IPTV i

Mepnoanyeckoe oGHOBAEHME NOANMCKM
BhICTPLIA BLIXOA K3 FPYMNkI

Hactpoitka HTTP-npokchu

@000 "lpeanpustie "dnrtekc”, 2011 - 2018

Bxniouunth IPTV

Bepcus IGMP

BrniounTs

Bxniounth

Brniounte

MopT HTTP

HacTtpoikn undpposoro Teneengexns (IPTV)

3

k|

1234 :

1 (TR Zadmln

Bepecusa 10:
Bepcus seb-uHrepgpeiica;

5

KHonka Bblbopa si3bika MHTepdelica (4OCTyneH pycckuii U aHrUIACKARA).

IMsi nonb3oBaTens, Noj KoTopbiM 6bl1 OCYLLLECTB/IEH BXOJ, B CUCTEMY, @ Tak)Ke KHOMKA
3aBepLUeHNs ceaHca paboTbl B Web-nHTepdelice (Bbixo4) NoA AaHHBIM NONb30BaTENEM.

BknaZkn MeHo rpynnmpyroT BKAaAKM NoAMeHto no kateropuam: CeTs, IP-TteneBugeHue, Cucrema.

Bknagkm nogmeHto cny>Kat And ynpasneHuna nojaem Hactpoek.

MaHenb cmeHbl pexxnma Web-koHpurypaTopa (onucaHue B pasgene 4.3).
Mone HacTpoeK yCTPONCTBA, KOTOpoe 6asmpyeTcs Ha Bbibope nosb3oBaTens, NpejHasHavyeHo A1
NPOCMOTpPa HaCTPOeK YCTPOMCTBA N BBOAA KOHPUTYPaALMOHHbLIX AaHHbIX.

KHonkw ynpaBneHust kKoHourypaumei, nogpobHas Hopmauus npreBeaeHa B pasgene 4.4:
NHdopMaLmMoHHOoe none, B KOTOpoM oTobpaxaeTcst Bepcusi M0, Bepcust Web-uHtepdeiica.
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4.6.2 MeHto «CeTb»

B MeHto «CeTb» BbINMOMHAKTCA OCHOBHbIE CeTeBble HACTPOIKN YCTPOICTBA.

4.6.2.1 [logmeHro « IHTepHeED

B noameHto «/IHTepHeT» BbIMNOMHAGTCA HAaCTPOViKa NapaMeTpoB AN NOAKNOYEHUS K 6a30BOM CTaHUNMU
no Wi-Fi.

- |IP-TeneBngeHne  CucTema

HacTtpoika MAC-anpecos Certesoi akpaH Mapwpy Tu3aums SHNMP

OBwwe HaCTPORKK

Wma xocTa
BHewHss ceTb
-
m HacTpoidku noakmoyeHns
o Wnextudkarop cetu (S510) Eftex
Pexum 802.11 802.11ac j
livpwHa kaHana B0 MMy j
Pexm BesonacHocTi WPAZ j

Koy WPA 12345678

MolwHoc T curkana ) 100%
KopoTknid 3anT Hblit iHTEpBan
KaHanbHas CKOpPOCTh Nepenaqm Auto j

Oxunaqne ACK 64
Pexim paboTsl MocT

Mpwopurer DSCP

Lo e Lo

MpoTtokon DHCP
MepeuyHbiA DNS
BT opyytbiil DNS
Pexam VLAN Trunk
AnbTepHaTueHpi Vendor ID (onwanr 60)
Vendor ID {onwas 60)

OrpasnyeHe WWPOK OBEWAT enbHoro Tpadmka 0
(nakeToB/cex)

Llieiinep

HacTpoinka IPSec

BrniounTh

" [IpUMEHUT b X OTmeHa
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* VIMs1 XOCTa — MSA, Ha3HaUYeHHOe CeTeBOMY YCTPOMCTBY.

* CKaHVpoBaTb 3¢up — Mo HAXATUIO KHOMKN HAYHETCA CKaHMPOBaHMe ToYek A0CTyrna B 3alaHHOM
AvanasoHe. [Tocne ckaHMPOBaHUSA MOABUTCA CNUCOK HaJeHHbIX ToYek goctyna. Cnuncok byaet
COCTOATb M3 NATK cTON6L0B: SSID TOUKM A0CTYNa, pexum besonacHocTn, MAC-agpec TOUKK
A0CTYNa, KaHas, ypoBeHb curHana. MNpu Beibope 04HOM N3 HaAEHHbIX TOYeK byaeT
aBTOMaTM4YecKM 3anonHeHo nose SSID, BbIbpaH COOTBETCTBYHOLLMIA PeXnM 6e30MacHOCTN.

SSID PexuM 6e30MacHOCTH MAC-agpec Kanan YpoBeHb CUrHana, ABm
WOP-2ac-LR5 Open E0:D9E3:75:6D:80 36 -34
acct_test_enter WPAZ_1X E0:D9:EZ:50:B8:50 36 -52

psec-test Open AB:F9:4B:B0:2B:FO 36 -64
test_hotspot Open ABFI4B:B2:F8.51 36 61
000111_persona WPA2 AG:F24B:B0:5F.D0 36 -49
000111_hotspot Open AB:F3:4B8:B0:5F.D1 36 -48
000111_enterprise WRAZ 1X AB:F3:4B:BO:5F.D2 36 -49
000111_bras Open AB:F34B:BO:5F:D3 36 -49
0000000004 WPAZ_1X ABF34B:B0:2C:FO 36 -57

Open ABF94BB5:02:56 36 -56 -

* UgeHtugukarop cetv (SSID) — nmsi 6ecnpoBOAHON CETU, UCMOb3YeTCs A8 MNOAKIOYEHS K
6a30BoM CTaHUMN. MakcuManbHas AanHa nMeHn — 32 CUMBO/1a, BBOJ, C y4eTOM perncrpa
KnasuaTypbl. laHHbIV NapamMeTp MOXeT COCTOATb U3 Lndp, NaTUHCKUX BYKB, @ TakXKe CMMBOJIOB -,
N # m npo6bena, npy aToM cumBonbl Y Y, "#" n npo6en He MOryT CTOATb NepBbIMUA.

* Pexum 802.11 — BbI6Op pexumMa paboTbl 6ecnpoBogHOro nHTepdeiica.

+ 802.17a — gaHHbIN CTaHAAPT NpejsycMaTpuBaeT MakCMasibHY CKOPOCTb A0 54 MOnT/c;
+ 802.11n — AaHHbIV CTaHAAPT NpejycMaTpuBaeT MakCMasbHYH CKOpocTb A0 144.4 MéuT/C.
+ 802.17ac — AaHHbIV CTaHAAPT NpejycMaTpuBaeT MakCMasibHYH CKOPOCTb A0 866.7 M6uT/C.

* UInpuHa kaHasna — WMpPUHa NoIoCbl YacToT KaHana, Ha KOTOPOM paboTaeT abOHEHTCKasa CTaHLMS,
npuHUMaeT 3HayveHuns 20, 40 1 80 M. CTOUT OTMETUTb, UTO LWpMHA KaHana B 80 MI'y, no ¢akTy
byaeT paboTaTb TONIbKO Ha cTaHAapTe 802.11ac.

* Pexxum 6e30racHOCTY — Bbl6Op pexunma 6e3onacHoCT 6ecnpoBOAHOM ceTu:

+ Off — oTKNtOYeHO WndpoBaHMe 6ecnpPoOBOAHON CETU, HU3KMIA ypOBEHb 6€30NacHOCTY;

+ WEP - wunéposaHmne WEP. WEP-k1t0Y Al0/1XKEH COCTOSATb 13 LWeCTHaAUATePUYHbIX Lndp n
nMeTb AnnHy 10 Unm 26 CcUMBONOB, NTN60 J0MKEH BbITb CTPOKOM (CMMBOALI a-z, A-Z, 0-9, ~!
@#S$%"&*()_-+=) 1 UMeTb ANNHY 5 UK 13 CUMBONOB.

* WPA, WPA2 - windposaHmne WPA 1 WPA2. inHa Kntova cocTaBnsieT oT 8 40 63 CMMBOJIOB.
PaspeluaeTcs 1Ccnosb30BaTh TONLKO CMMBO/LI: a-z, A-Z, 0-9, ~@#S%M&*()_+=;:

I/7.,<>"" nnn npoben. PekoMeHAyeTCs UCMOJIb30BaTh pexXuMbl LWndposaHus WPA n WPA2
Kak Hanbonee 6e3onacHble Ha AaHHbIA MOMEHT;

+ WPA-Enterprise, WPA2-Enterprise — wunpposaHne WPA n WPA2 c ayteHTudmKaumein no 802.1x.
B kauecTBe aBTOPM3aLMOHHBIX JaHHbIX HEOH6XOAMMO BBECTU MMS MOJIb30BaTeNs 1 Maposb.

* MowyHocTb curHana — perynnpoBka MOLHOCTM CUrHana npnemo-nepegatymka Wi-Fi B npoueHTax
OT MaKCMMabHOro ypoBHS.
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3alynTHbIV MHTEPBA/1 — BPEMEHHOW UHTepBa, Cay>Xaluin AN 3aLUTbl OT BO3SHUKHOBEHNS
MEXCUMBOJIbHON NHTepdepeHLnN.

KaHa/ibHas ckopocCTk repefayuv - MakCcrmManbHas CKopoCTb 6ecnpoBoAHOMN Nepeaaydn JaHHbIX,
onpegensemas cneundumkaumamm ctaHgaptos IEEE 802.11a/n/ac.

OxugaHve ACK — TaimayT OXUAaHWA NOoATBEPXAeHUA nakeTa. MNpur 60/1bLINX pacCTOAHUAX
napameTp csieqyeT yBe/INUNTb.

OrpaHviyeHve LLVPOKOBELYAaTe/IbHOro Tpaguka (nakeTos/cek) — ycTaHaBIMBaeT orpaHnYeHne Ha
BellaHve WrpokoBeLlaTesibHoro Tpadumka Bo BHeLHI0w ceTb Wi-Fi.

PexxumM paboTtsl — pexxmm paboTbl yCTPOKCTBa:

« Mapupyruzarop — mexay LAN- n WAN-uHTepdpencammn (WAN nHTepdeiic cTaHOBUTCS
6ecnpoBogHo nHTepderic Wi-Fi) ycTaHaBnnBaeTcs pexxm MapLupyTunsatopa (LAN
nsonmposaH ot WAN);

+ MocT - ycTaHaBNVBaeTCsa pexnm 6ecnpoBoAHOro MocTa K nogkntoveHHon cetn Wi-Fi.
lpoTokos1 — BbI6OP NPOTOKO/a, MO KOTOPOMY byZeT ocyLecTBAATLCA nogkntoveHre no Wi-Fi
NHTepdency ycTpomncTBa K ceTu NpeAocTaBneHnNs yCnyr nposajepa:

+ Static — pexxum paboTbl, Npu KOTOpoM IP-agpec n Bce HeobxoarMble napameTpbl Ha WAN-
NHTepdenc Ha3HayaroTca ctaTuyecku. MNpu Beibope TrNa «Static» AN pefakTUPOBaHUS
CTaHyT AOCTYMHbI CNejytoLLye napaMeTpbl:

BHewuHuvi IP-agpec — yctaHoBka IP-agpeca WAN-nHTepdeiica ycTponcTea B CeTU NpoBainjepa;
Macka riogcetv — yctaHoBKa Mackm nogcetnn WAN-mHTepdeiica ycTpomncTea B CceTy NpoBanjepa;
L7103 110 yMOJ/I4aHWIo — afipec, Ha KOTOPbIY OTNPaBAAeTCA MNakeT, ec/iv A1 Hero He HailjeH
MapLUpyT B TabaviLie MapLupyTu3aumu;

MepBuyHbIi DNS, BropuyHsisi DNS — agpeca cepBepoB JOMEHHbIX UMEH (MCNONb3YHTCS ANs
onpeaeneHus IP-agpeca ycTpoiicTea Mo ero JOMeHHOMY MMeHW). [laHHble MO MOXHO OCTaBUTb
NycTbIMW, €CN B HUX HET HEOBXOANMOCTH.

* DHCP - pexum paboTbl, Npu KoTopoM IP-agpec, Macka nogceTu, agpec DNS-cepsepa, w3
Mo YMONYaHWIO N Jpyrre napaMeTpbl, Heobxoanmble A paboThl B ceTu, ByAyT NoayyeHbl
oT DHCP-cepBepa aBToMatnyecku. [lo Tex nop, noka agpec rno DHCP He nonyyeH, A40CTynN K
yCTpOMCTBY byaeT no agpecy s nons IP-agpec.

* PPPoE - pexwum paboTbl, npy kotopoMm Ha WAN-nHTepdeiice nogHnmaetcs PPP-ceccus. Mpwn
Bblbope «PPPOE» Ans pefakTUpoBaHUs CTaHYT AOCTYMNHbI CiefyoLme napameTpsbl:

* VIMAa no/sib3oBate/id — MA Nnonb3oBaTend Ana aBTopmsaumn Ha PPP-cepBepe;

* [laposib — naponb Ana aBTopusaunuv Ha PPP-cepsepe;

+ Service-Name — nms cepBuca nposarigepa. 3HadeHve Tera Service-Name B coobLLeHnNn
PADI anst uHnumanmsaunm PPPoE-coegnHeH s (MCNob30BaHVe JaHHOW Onumn He
ABNAeTCA 0653aTeNlbHbIM, 3TOT NapamMeTp HacTpanBaeTcs TO/IbKO MO TPeboBaHUIO
nposarigepa);

* BTOpu4YHBIV 4OCTYT — TUN JOCTYNa K 10Ka/IbHbIM CETEBbLIM pecypcam.

* DHCP - pexum paboTbl, Npu KoTopoM IP-agpec, Macka noaceTu, agpec DNS-
cepBepa, LWIH03 N0 YMOYaHWIO U Apyre napamMmeTpbl, HEO6Xo4Mble A1
paboTbl B ceTu, byayT nony4veHbl oT DHCP-cepBepa aBToMaTnyecky;

+ Static — pexunm paboTbl, Npy KOTOpoMm IP-agpec v Bce HeobxoAVMble napameTpbl
Ha WAN-nHTepdenc HazHauarTcs ctatnyecku. MNMpwm Belbope Tna «Static» ans
pefaKkTUPOBaHUS CTaHYT AOCTYMHbI ClejytoLLe napaMeTpbl:

* BHewuHui IP-agpec — yctaHoBKa IP-agpeca WAN-nHTepdeiica ycTponcTea B
ceTn NpoBanjepa;

* Macka rnnogcetv — yctaHoBka macku nogcetn WAN-mHTepderica ycTpomncrea
B CeTV npoBangepa;

* LUnro3 o ymosndaHuio — aapec, Ha KOTOPbI OTMPAaBAsSeTCa NakeT, ecav AN
Hero He HanzeH MapLUpyT B Tabauvue MmapLupyTnsaumy,;
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* DNS-cepBep — appec cepBepa AOMEHHbIX UMEH (MCNONb3yHTCA ANS
onpegenenuns IP-agpeca ycTpocTBa No ero JOMeHHOMY VMEHMW);

* AnbTepHatvsHbIvi Vendor ID (onyusi 60) — npyn yCTaHOBAEHHOM diare yCTPONCTBO NepesaéT B
DHCP-coobLeHusix B onumm 60 (Vendor class ID) 3HaueHue 13 nonsa Vendor ID (oriyms 60). Mpw
nycTomM none onuus 60 B coobLleHnsx npoTokosia DHCP He nepepaércs.

Ecnv ¢nar _AnbTepHaTtumBHbI Vendor_ _ID (onuwms 60)_ He ycTaHOBMeH — B onuum 60 nepegaeTcs
3HaYeHKe No YMONYaHuIo, KOTopoe nmeeT cneayowmii popmat: *\[VENDOR:{*}nponssoanten{*}\|
\[DEVICE:{*}Tun ycTpoictBa{* \\[HW:{*}annapatHasa Bepcua{*\J* *\[SN:{*}cepuniiHblii Homep{*N\]\
[WAN:{*}MAC-agpec nHtepdeiica WAN{FNNLAN:{*}MAC-agpec nntepoeiica LAN{*N\[VERSION:{*}
BEpCUS MPOrpamMmMHOro obecneveHusa{*y\J*

Mpnmep:

\[VENDOR:Eltex\]\[DEVICE:WB-1P-LR_M1\]J\[HW:2.5\]J\[SN:WPOBOOO131\] \[WAN:A8:F9:4B:B2:0A:DO\]J\[LAN:02:
20:80:a8:f9:4b\]\[VERSION:1.12.9.1\]

* OrpaHu4eHue LWnpoKoBeLYaTeIbHOro Tpaguka (nakeros/cek) — yctaHaBNVNBaET OrpaHMYeHne Ha
BeLLaHMVe LMpOoKoBeLlaTe/IbHOro Tpadurka Bo BHeLLHIow ceTb Wi-Fi.

* Ulevinep — orpaHMYeHne ckopocTn B HanpaeneHmsax Downlink n Uplink. MakcnmansHoe
orpaHuyeHvie 200 MéuTt/c.

Pexxum VLAN Trunk 4715 pexvima pabotsl "MocT'

* Pexxum VLAN Trunk — npu ycTaHOBAEHHOM dnare akTMBMPYeTCA TPaHKOBbIV MOPT AN1A
NOAKIHOUYEHHbIX YCTPOMCTB C BO3MOXHOCTbLIO MCNoAb30BaHMA Management VLAN 1 General VLAN:

Pexum VLAN frunk ¥
VMcnonb3oeaTs Management VLAN &
Management VLAN ID

Management 802.1P 0 v

* Ucrionb3oBate Management VLAN — npwn ycTaHoBneHHOM ¢nare BkatovaeTcs VLAN, ncnonbsyemeolin
ANS LOCTyNa K YCTPOMUCTBY:

+ Management VLAN ID - ngeHTnéumkatop VLAN, ncnonb3syemsiii Ana AOCTyna K yCTPOUCTBY;

+ Management 802.7P — npu3Hak 802.1P (apyroe Ha3BaHue CoS - Class of Service),
yCTaHaBNMBaeMbIli Ha NcxosdLume ¢ JaHHoro nHtepderica IP-nakeTbl. MprHMMaeT 3HaueHus
oT 0 (HM3WKMin NpuopuTeT) 40 7 (HaMBbICLLNIA NPUOPUTET).

* Ucrionb3oBate General VLAN — npwn yctaHoBneHHOM ¢nare Bkatovaetcs VLAN, ncnonbsyemblin gns
npeAoCTaBNeHNs CePBUCHOW yCyru:

33



PyKOBO[J,CTBO no skcnayataunm WB-1P-LR

Peskim VLAN trunk &
Mcnone3oeate Management VLAN
Mcnons3ogats General VLAN 1«
General VLAN 1D

General 802.1P 0 v

* General VLAN ID - naentnéukatop VLAN, ncnonb3syemsblii 418 NpefoCcTaBieHNss CEPBUCHOM yCayri;

* General 802.1P - npun3Hak 802.1P (apyroe Ha3BaHwue CoS - Class of Service), ycTaHaBAMBaeMbIil Ha
nexogsame ¢ JaHHoro nHtepdelrica IP-nakeTsl. MNpuHMMaeT 3HayeHNs oT 0 (HU3LWNA NpruopuTeT)
4,0 7 (HamBbICLLIWIA NpUOpUTET).

Pexxum VLAN Trunk 415 pexuvma pabotsl "MapLupytusarop”:

* Pexxum VLAN Trunk — npn ycTaHOBNEHHOM ¢$nare akTUBMPYeTCA TPaHKOBLIV MOPT A1A
NOAKNOYEHHbIX YCTPOMCTB C BO3MOXHOCTBIO McNo/b30BaHMs Management VLAN v Internet VLAN:

Pexum VLAN Trunk
WMcnonesosate Management VLAN
Management VLAN ID 2
Management 802.1P 0 :I
Management npoTokon Static :I
Management IP-agpec 192.168.15.200
Management macka 255.255.255.0

Management WN03 NO YMONY4aHWO 192.168.15.1

* Vicrnosb3oBate Management VLAN — npuv ycTaHoBNeHHOM ¢nare BkatovaeTtca VLAN, ncnosbsyembiii
ANS A0CTYNa K YCTPONCTBY:

* Management VLAN ID - ngeHtneumkatop VLAN, ncnonb3lyemblin 4519 AOCTYNa K YCTPOWCTBY;

+ Management 802.1P — npu3sHak 802.1P (gpyroe Ha3BaHue CoS - Class of Service),
yCTaHaB/IBaeMbIll Ha NCXoAsLLME C JaHHOTO nHTepderica IP-nakeTbl. MprHMMaeT 3HaueHus
oT 0 (HM3WKMin NpuopuTeT) 40 7 (HaMBbICLLINIA NPUOPUTET).

* Management ripoToko/1 - BbI6OP MPOTOKONA, MO KOTOPOMY ByAeT OCyLLeCTBAATLCS
nogknoyeHme no Wi-Fi uHTepdency ycTponcTBa K ceTy NpeaocTaBieHns ycyr npoBaligepa.
Bo3moxHO Bbi6paTb DHCP nnn Static.

* DHCP - pexum paboTbl, Npu KoTopoM IP-agpec, Macka noaceTu, agpec DNS-cepsepa,
LLKO3 MO YMOJTYaHMIO U ApYyriie napameTpbl, Heo6xoAnMble ANA paboThl B ceTu, byayT
nosnydyeHbl ot DHCP-cepBepa aBTOMaTUYeCKW.
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+ Static — pexxum paboTbl, Npy KOTOpoMm IP-agpec 1 Bce Heob6XxoAMMble NapaMeTpbl Ha
NHTepdenc Ha3HayatoTca ctaTuyecku. Npu Bolbope TrNa «Static» ans
pefakTUPOBaHWA CTaHYT AOCTYMNHbI CejyloLie napamMeTpbl:

+ Management IP-agpec — yctaHoBKa IP-agpeca nHTepdeiica ycTponcTea B ceTu
ynpasieHus;

* Management macka riogcety — ycTaHOBKa Macku nojcetn nHtepderica
YCTPOWCTBA B CETU YNpaB/eHWs;

* Management Lu/1t03 110 yMO/IHaHUIO — af,pec, Ha KOTOPbI OTNPaBAsSeTCs nakerT,
ecn AN Hero He HaZeH MapLUPYT B TabanLe MapLupyTu3auny;

Pexum VLAN Trunk
Wcnone3osath Management VLAN

WMenoneaosate Internet VLAN
Internet VLAN ID 5
Internet 802.1P | 0 1
Internet npotokon Static :I

Internet IP-appec 192.168.12.200
Internet macka 255.255.255.0

Internet wnwo3 no yMondaHwo 192.168.12.1

* Ucrnionb3oBats Internet VLAN — npn ycTaHoBNeHHOM ¢nare BkatovaeTcs VLAN, ana nepegayun
NoNb30BaTe/IbCKOro Tpaduka.

* Internet VLAN ID - naeHTuéumkatop VLAN;

* Internet 802.7P — npu3Hak 802.1P (apyroe Ha3BaHMe CoS - Class of Service),
yCTaHaBNMBaeMbIli Ha NcxosdLume ¢ JaHHoro nHtepderica IP-nakeTbl. MprHMMaeT 3HaueHuUs
oT 0 (HM3WKMin NpuopuTeT) 40 7 (HaMBBICLLINIA NPUOPUTET).

* Internet npoToko/1 — BbIGOP NPOTOKO/A, MO KOTOPOMY ByzeT OCyLLeCTBAATLCA NOAKA0YEeHMe
no Wi-Fi nHtepdeicy ycTpoiicTBa K ceTu Ans nepesayn Noab30BaTeIbCkoro Tpaduka B
oTaenbHoM VLAN. Bo3moxHo Bbi6paTe DHCP nnu Static.

+ DHCP - pexwum paboTbl, Npu KoTopoM IP-agpec, Macka noaceTu, agpec DNS-cepsepa,
LLIFO3 MO YMOJIYAHMIO U ApYrie NapaMeTpbl, Heob6xoaMble A5 paboThl B ceTu, byayT
nosy4yeHbl oT DHCP-cepBepa aBTOMaTUYECKMW.

+ Static — pexuM paboTbl, Npy KOTOPOM IP-agpec 1 Bce Heo6XoAMMble NapameTpbl Ha
WAN-nHTepdeinc HazHayaroTcsa ctatuyvecku. MNpuv Belibope Trna «Static» ans
pefakTUPOBaHWS CTaHyT AOCTYMHbI CaejytoLne napaMeTpbl:

* Internet IP-agpec — yctaHoBka IP-agpeca WAN-vHTepdelica ycTpolicTBa B ceTun
npoBsaiizepa;

* Internet macka nogcety — yctaHoBka mackm noacetn WAN-nHTepodelica
YCTPOWCTBa B ceTU NpoBaijepa;

* Internet LL/1+03 110 YMOI4aHMIO — aApPeC, Ha KOTOPbI OTNPaBAseTCs NakeT, ecin
AN HEero He HaZeH MapLUpyT B TabauLe MapLipyTU3aumn.
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Ecnv B kavecTBe Internet npotokona BblbpaH PPPOE, To Heo6x04MMO 3a4aTb HAaCTPOMKM BTOPUYHOTO
Aaocryna:

<]

Pexwm VLAN Trunk

KMcnonb3osate Management VLAN

<]

WMenone3osarte Internet VLAN
Internet VLAN ID L
Internet 802.1P | 0 1
Internet npoTokon PPPOE :I

Mms nons3sosatens admin

Maponb sesnssas
MTU 1492 o

Service-Name
BropryHbiid goctyn Static :I
BHewHwin IP-appec 192.168.12.200
Macka | 255.255.255.0
Wintoa no ymonyaxHuo 192.168.12.1

DNS-cepsep

* BTOpu4YHBIV 4OCTYT — TUN JOCTYNa K 10KaJIbHbIM CETEBbLIM pecypcam.

* DHCP - pexwum paboTbl, npy KoTopoMm IP-agpec, macka nogcetu, agpec DNS-cepsepa,
LLKO3 MO YMOJTYaHMIO U ApYyrie napameTpbl, Heo6xoAnMble ANA paboTbl B ceTu, byayT
nosnydyeHbl ot DHCP-cepBepa aBTOMaTUYeCKW.

+ Static — pexunm paboTbl, Npy KOTOPoM IP-agpec v Bce HeobxoAVMble NapaMeTpbl Ha
WAN-nHTepdeinc HazHauaroTcsa ctatuyvecku. MNpu Beibope TrnNa «Static» ans
pefakTMpoBaHWNA CTaHYT A4OCTYMHbI CleAytoLLyie napamMeTpbl:

* BHewuHuvi IP-agpec — yctaHoBKa IP-agpeca WAN-nHTepdelica ycTponcTea B ceTu
nposavisepa;

* Macka rnnogcetv — yctaHoBka macku nogcety WAN-mHTepdelica ycTporicTea B
ceTn NpoBanjepa;

* LUnro3 o yMosndaHuio — afpec, Ha KOTOpbIiA OTNPaBAAETCS NakeT, eCnuv 4151 Hero
He HaiZeH MapLIpyT B TabauLe MapLupyTusauny;

* DNS-cepBep — appec cepBepa AOMEHHbIX UMEH (MCNONb3yHTCA ANS
onpegenenuns IP-agpeca ycTpoicTBa o ero JOMeHHOMY VIMEHMW);

VLAN - BMpTya/nbHas nokasnbHas ceTb. [peactaBnset co60M rpynny XoCcToB, 06beANHEHHbIX B O4HY
CeTb, HE3aBNCKMO OT NX GU3NYECKOTrO MECTOHAXOXAEHMSA. YCTPOMCTBA, CrpynnynpoBaHHbIe B OAHY
BUPTYyanbHyto ceTb VLAN, nmetoT ognHakoBbi naeHtugurkatop VLAN-ID.
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© Npwu BkoueHN dnara «Mcnonb3osatb Management VLAN» 11 HeNpaBuIbHOWM HacTpolike
Management VLAN BO3MOXHa noTeps A0CTyna K YCTPOMCTBY. [103TOMY XenaTeNbHO BKAOUNTb

TexHonornuecknin Wi-Fi nepeg Takum KOHGUTrypmpoBaHeM ycTpoiicTBa (MyHKT «[logveHo
«JlononHTeNbHble HAaCTPOMKIY).

JlokanbHasa cetb (418 pexuvma paborts! "MapLupytusarop”):

* IP-agpec yctpovictBa — IP-agpec yCTpONCTBa B IOKaJIbHOM ceTy;

+ Macka nogcetyi — Macka NoAceTn B NIOKanbHOM ceTu.

© MNpu n3MeHeHNN agpeca I0KanbHOM NOACETU NMPOUNCXOAMNT aBTOMaTMYecKas CMeHa nyJsa ajpecos
nokanbHoro DHCP-cepBepa (Cetb — DHCP-cepBep).

+ [lna BCTyNNEHWA B CUY HOBOW KOHPUIypaummM 1 3aHeCeHWS HACTPOEK B SHEProHe3aBMCUMYHO
NaMsiTb HAXMUTE KHOMKY «/TpyMeHUTL». [ANsi OTMEHbI U3MEHEHWUIA HAXMUNTE KHOMKY « OTMEHa».

4.6.2.2 [logmeHro «Hactpovika MAC-agpecos»

B nogMeHto «HacTporika MAC-agpecoB» MOXHO U3MeHUTb MAC-agpec WAN-mHTepdelica ycTporicTBa.

m IP-renecpornA  IP-Tenenngerne  CucTeua
HacTpoia MAC-agpecos

Hactpoiika MAC-agpeca WAN

it
b
E

o MpUMEHATE ® OTMEHE

+ [lepeornipegennte MAC — Npu ycTaHoBNeHHOM ¢nare ncnonb3yetcs MAC-agpec 13 nons MAC.

Mpn HaXxaTnn Ha KHOMKY «K/10HMpoBaTe» B none « MAG» 3anunceiBaeTca MAC-agpec KOMMbHOTEpa, C
KoToporo Bbl nogkntoueHbl K Web-koHpUrypatopy. 31a ¢pyHKLMS byAeT nonesHa, eciv Ha ceTu Bawero
NHTepHeT-NpoBaijepa ncrnonb3yetca npmsaska no MAC-agpecy. B 3Tom cnyyae, ecnv Bam Heob6xoanmo
MCNONb30BaTb YCTPOMCTBO B KayecTBe MapLupytmnsatopa, Ha WAN-nHTepdeinc ycTporicTBa He06xo41MMOo
Ha3HaunTb MAC-agpec Bawero komnbtoTepa (KOTOpbIl paHee 6bii1 NoakaoYeH K ceTn NHTepHeT). Ans

3TOro A0CTaTOYHO NOAKNHUNTLCA K Web-koHdurypaTopy yctpoiictBa no LAN-uHTepdeiicy 1 HaxaTb
KHOMKY «K/IOHUPOBATBY.

Ans BCTynaeHNA B CNY HOBOI |<0Hc|>|/|rypau,|/||/| M 3aHeCEHNA HAaCTPOEK B SHEPIroHE3aBNCNMYIO MNaMATb
Ha>XMUNTE KHOTKY «/7,0MM€HMTb». Ans oTMeHbl N3MEHEHU HaXMUTe KHOMKY «OTMeHa».
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4.6.2.3 [logmeHro «DHCP-cepsep»

B noameHto «DHCP-cepBep» BbINOAHAKTCA HAacTPOMKKM nokanbHoro DHCP-cepBepa, ycTaHaBNMBaKOTCS
cTaTnyeckue NpUBA3KY ajpecos.

YCTpPOICTBO MeeT BO3MOXHOCTb MOCPEeACTBOM NPOTOKO1A ANHaMMYeckoro koHpurypmposaHus (DHCP
— Dynamic Host Configuration Protocol) aBTomaTnyeckn Ha3zHayaTb IP-agpeca 1 HeobxoaMMmble ANs
BbIXxoZa B VIHTepHeT NnapameTpbl KOMMNbloTepaMm, nogkntoueHHbIM K LAN-mHTepdericy n 6ecnpoBogHom
Wi-Fi Touke goctyna. Ero ncnonb3oBaHume No3BoOAseT n3bexaTb OrpaHUYeHnin pyYHoOr HaCTPONKKN
npotokona TCP/IP.

m IP-TenefpoHna F-TeneBAasHHE CHecTEMa

DHCP-cephen

HacTpoikm DHCP-cepeepa
13ans kel IP-agpel

Honvw4ecTeO aNpecos

K APEHLL (B MY TR

o [PRMEHNTE X OTMEHS

Cratuyeckue NPUEAIKK a0pecoB

MAC-agpec Pagpec

= -

Hacrtporikv DHCP-cepsepa

* Bk/1to4eH — Npu YyCTaHOB/IEHHOM dnare BKIHOUNTL N0KaNnbHbIM DHCP-cepBep, MHave — He
BK/1HOYaTh;

* Haua/sbHbI IP-a4pec — HavanbHbIN agpec nyna IP-agpecos;

* KonnyectBo a4pecos — KONUYeCcTBO ajpecoB B nyne,

* Cpok apeH4bl — yCTaHOBKa MakKC/MaibHOro BpeMeHM NCosib30BaHNA NOAKIOYEHHbIM
ycTponcTeoM IP-agpeca, HazHavyeHHoro DHCP-cepBepoM, MUHYTHI.

Ans BCTynaeHNA B CNY HOBOI |<0Hc|>|/|rypau,|/||/| M 3aHeCEHNA HAaCTPOEK B SHEPIroHE3aBNCNMYIO MNaMATb
Ha>XMUNTE KHOTKY «/7,0MM€HMTb». Ans oTMeHbl N3MEHEHU HaXMUTe KHOMKY «OTMeHa».

@ Mpwv nonbITKe M3MEHNTb HaYaNbHbIN aApec Ha 3HaYeHe 13 APYroi MOACETN MO OTHOLLUEHUIO K
noacetn nHtepderica LAN — NnponcxoAnT aBToOMaTUYeCcKas yCTaHOBKa Myna Nnoj Tekylee
3HayeHue ajpeca IoKaNbHOW NoACeTU.
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Cratn4yeckune npuBA3Ku 3APECOB

Ana pob6aBneHns HOBOWM CTaTUYECKOW NPUBA3KU HAXMUTE KHOMKY «J06aBUTh» U 3aN0NHNTE
cnefyrouime nons:

CosgaTb cTaTUYecKy NPUBA3KY aapecos
WAC-agpec

IP-agpec

* MAC-agpec - yctaHoBka ctatuydeckoro MAC-agpeca. 3agaetcs B popmaTe XX XX XX XX XX:XX.
* IP-agpec - yctaHoBKa cTaTuyeckoro IP-agpeca ana ykasaHHoro MAC-agpeca.

KoHpurypmpoBaHue cTaTnyecknx NprBaA30K NonesHo, eciv Bam Heobxoanmo, utobbl onpeaeneHHOMyY

KOMNbloTepy, nogxkntoyeHHoMy K LAN-MHTepdelicy yCTpOMCTBa, BCerga HazHadasnca onpejenieHHbin |P-
ajpec.

HaxmunTe KHomMKky «/TlpumeHnTb» ANna BHeceHUs IP-agpeca B cnvcok ctatnyeckux IP-agpecos ans DHCP-
cepsepa. [1/191 OTMeHbI U3MEHEHWIN HaXXMUTE KHOMKY « OTMEHa».

Ansa yaaneHus agpeca 13 cnmcka HeobXxoAMMO YCTaHOBUTb ¢nar HanpoTVB COOTBETCTBYHOLLEl 3anncy 1
HaXaTb Ha KHOMKY «Y4a/nTb».

4.6.2.4 [logmeHro «/1okasibHbIvi DNS»

B noameHto «JlokaneHbIi DNS» nponsBoantca KoHuUrypmposaHue nokanbHoro DNS-cepepa
yCTpOMCTBa NyTeM gobaBneHus B 6a3y nap IP-agpec — AOMeHHOoe nMs.

NokanbHbI DNS no3sonseT w3y nonyynts IP-agpec B3amMoAelicTByoLLero yCTpoMCcTBa no ero
ceTeBOMY MMeHU (XocTy). B cnyyae oTcyTcTBUSA cepBepa DNS B cermeHTe ceTr, KOTOPOMY NPUHAANEXUT
LLIFO3, HO MPY HEOBXOANMOCTU MapLLPYTU3aLLMM MO CEeTEBbIM MMeHaM 1160 NCNOb30BaHNSA B KayecTse
aapeca SIP-cepBepa ero ceTeBoro MMeHu, MOXXHO NCNOb30BaTb «J/lokanbHbI DNS». Mpun 3ToM
Heob6X0AMMO 3HaTb YCTAHOB/IEHHbIE COOTBETCTBUS MEXAY MMeHaMU y310B (XocToB) 1 ux IP-agpecamu.

m IP-Tenedhonmn  IP-Teneemgenne  Cucrema
Wmena ysnoe

OomerHoe MMA IP-agpec
=

-k
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Hactporika y3i108

Ans fobaBneHVs agpeca B CNUCOK HEO6XOANMO HaXaTb KHOMKY «J06aBuTb» N B OKHe «C034aTb
COOTBETCTBME» 3aNONHUTL CieAyoLLme Mons:

CospaTtb cooTBETCTBUE

JoMeHHOE MMA local

IP-agpec 127.0.01

* [omeHHoe nMs — NM4 Y313,
* IP-agpec - IP-agpec y3na.

HaxxmuTe KHOMKY «/TpUMeHUTL» ANS CO3LaHNS COOTBETCTBUSA IP-agpec — JOMeHHOoe UMS. 151 OTMEHB!
N3MEHEHWIA HaXMUTe KHOMKY « OTMeHa». ANa yaaneHns 3anmncm U3 cnmcka Heobxoa1Mmo yCTaHOBUTb
dnar HaNpPOTMB COOTBETCTBYHOLLIEV 3aNNCU N HAXaTb Ha KHOMKY «Y4a/1nTb».

4.6.2.5 [logmeHro «NAT v npo6poc rnopTos»

B noameHto «<NAT 1 npobpoc NopToB» BbINOAHAETCA HacTpoka npobpoca noptos (ports forwarding) n3
WAN-vHTepdeiica B LAN-mHTepdelc.

NAT - (Network Address Translation) pexXxum TpaHCIAUMK CeTEBbLIX a4PECOB — NMO3BONSAET
npeobpa3osBbiBaTh IP-agpeca 1 ceTeBble NOpThl IP-nakeToBs. Npobpoc ceTeBbIX NOPTOB HEOOXOANM,
korga TCP/UDP-coeaniHeHWe ¢ nokanbHbIM (NogkntoueHHbIM K LAN-nHTepdelicy) KOMNboTepoM
yCTaHaB/IMBaEeTCA N3 BHeLLHeN ceTW. [laHHOe MeHI0 HacTpoeK No3BoJIsieT 3a4aTh NpaBua,
pa3speLuaroLie NPoxXoXAeHe NakeToB N3 BHELLHEN CeTU Ha yKa3aHHbIN ajpec B IOKa/lIbHOWN CeTu, TeM
CaMbIM Zlen1asi BO3MOXHbIM YCTaHOB/IEHWE coeAnHeHUs. [pobpoc NopTOB rnaBHbIM 06pasom
HeobxoAMM Mpu NCNonb3oBaHUK torrent- 1 p2p-cepBrCcoB. [119 3TOro B HacTpomkax torrent- nnn p2p-
KIMEHTa HY>KHO MoCMOTpeThb 1ncnonb3yemblie M TCP/UDP-nopThl 1 3ajaTb A1 3TUX NOPTOB
COOTBETCTBYHOLLME NMpaBuna npobpoca Ha IP-agpec Bawlero komnetotepa.

mw'eremcﬂl'n IP-Teneengerne  CuCTEMA

NAT i NPOGROE NOPTOE

Mmena yanos

HmA LAN IP MapTel LAM NpaTakan WAHN P NapTE WAN

TCPUDR W yKaxak 15000

T DR e yrazar
e} TCPUDP HE yRARAF 14

TCPADP e YRASAH

<+ NoGaewTs :-c
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Hacrtpovika npasuvia NAT

Ansa pobasneHns HoBoro npasuna NAT HaxmMuTe KHOMKY «Jo6aBuTe» N B OTKpbIBLUEMCS OkHe «Co3gaTb

HOBOE€ NMpaBuIO» 3aN0NIHNTE CieayroLime nond:

COS,D,aTb HOBOE npaBnuno
ma
IP-aapec LAN
MopTel LAN
MpoTokon TCP v
IP-aapec WAN

MopTel WAN

* VImsa — Ha3BaHMe npasua (None 0bA3aTenbHO ANS 3aM0AHeHMs).

* IP-agpec LAN - IP-agpec xocTa B /IOKaJIbHOW CeTU, Ha KOTOPbI OCYLLLeCTBAAETCS TPAaHCIALMS
nakeToB, MonajaroLmx noj JaHHoe npaswuio.

+ [optbl LAN - 3HaueHnsa TCP/UDP-nopToB nonyyaTtens, Ha KoTopble 6yayT TpaHCIMPOBaThCS
nakeTbl B JIOKaNbHYHO CeTb (fOMNycKaeTcs ykasbiBaTb MM60 OAVNHOYHBIV MOPT, 160 Yepes "-"
AanasoH NopToB).

+ [lpoToko/1 — BbIGOP MPOTOKONA NakeTa, nonajarLLero noj AaHHoe npaswno: TCP, UDP, TCP/UDP.
IP-agpec WAN - IP-agpec oTnpaBuTens naketa BO BHELLHeNM ceTu, NonajatoLLero noj AaHHoe
npaswio.

lMopTsl WAN — 3HaueHuns TCP/UDP-nopToB nosiydaTens naketa BO BHELLHeN ceTu, NPy KOTOPbIX
nakeT nonagaet NoA AaHHoe NpaBuo (A0MNyCcKaeTCs yKasblBaTb MO0 OAMHOYHbIN NOPT, NM60

yepes "-" AManasoH NopToB).

MpaBuno Npo6poca NOpToB paboTaeT cneayoLmM 06pa3oM. Y nakeTa, npuxoasiero Ha agpec WAN-

NHTepdelica yCTpoIicTBa No NPOTOKONY «/IpoToko/1» Ha NOPT U3 AnanasoHa «/1opTsel WAN» n nMmetoLero

ajpec nctouHuka «IP-agpec WAN» (ecnm 3To napameTp oCTaBUTb NyCTbIM — aZpec UCTOYHMKA He

aHanVl3|/|pyeTc;|), ocylecTBdeTcd nogmMmeHa agpeca 1 nopTa Ha3HaYeHMI Ha 3HAYEHNS COOTBETCTBEHHO

13 nonen «IP-agpec LAN» n «[TopTbl LAN».

Haxmunte KHOMKY «anMeHMTb» ana AO6aB}'IeHI/IFI HOBOIO Npasuna. Ans oTMeHbI M3MEHEHU HaxXMuTe

KHOMKY « OTMEeHa».

Ans yAaneHund npasuia n3 cnncka HeO6XO,£I,I/IMO YCTaHOBUTb qmar HanpoTtme COOTBETCTByI-OLLI,eIZ 3anncm

M HaXXaTb Ha KHOMKY «YAannTb».

4.6.2.6 [logmeHro « CeTeBowi 3KpaH»

B nogmeHo «CereBovi IKPAH» YCTaHABNNBAKOTCA NMpaBuia NPOXoX4eHNA BXOAALWETO, MCXO4ALLENO N
TPAH3NTHOTO Tpaq)vn(a. VMimeeTcs BO3BMOXHOCTb orpaHnYmMBaThb NpoxoxageHme Tpaq)vu(a pa3HOro Tnna

(BXOASALLMINA, NCXOAALLNIA, TPAH3UTHBIN) B 3aBMCUMOCTM OT NPOTOKONA, IP-a4pecoB NCTOUHMKA U
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Ha3Ha4veHws, TCP/UDP-NopTOB NCTOYHMKA U Ha3HaveHWs (ana npoTokona TCP nnu UDP), Tmna
coobuleHus ICMP.

m IP-TenedonnA P-reneengesne CacTema

MNpasuna gna excaswero Tpaduka

HuMA NpaTakan ALpEC GTNRAEMTENA

ﬂpaﬂv.‘la Ona HexXogAWero Tpaduka

HuR MNporoxen MopTe oTRRaEKTENA

Mpasuna AnA TRAHIWTHOMS Tpadwka

Hian Npatokan Agpec ofipagwTens

:

R
]
f

NopTel CTRRABHTENR NopTE NENyYaTENA AencTEne

Agpec nonysatenn MopTel nony<aTens OeAcTane

NopTel oTRpassTEns AApec Nony<atens MepTel nany<atens DeRcTene

Hacrgoﬁka r1paBu/i CeTeBOro 3KpaHa

Ans Lo6aBneHNs HOBOrO NPaBuia HAXXMUTE KHOMKY «J06aByTb» N B OTKPbIBLLEMCSI OKHe «Co34aTb
HOBOE NPaBW/IO» 3aM0JIHUTE CNeayroLLne NOSS:

[JobaeuTe npasuno

Mma
Tun Tpadmka Broaawmii >

MpoTokon TCP >

Afpec oTnpaBuTens

MopTel OTNPaBUTENA

MopTel NONy4aTens

+ [IPUMMEHHTB X OTMeHaA

DeicTene MponycTUTs >

* VIMa - Ha3BaHWe npaBuna;
« Tun Tpaguka — BbI6OP TUNA TPadumKa, Ha KOTOPLIV PacrnpoCTpPaHAETCA AeNCTBME JaHHOIO
npasuna:

* Bxogsaiymii — BXOAALMIA Ha YCTPOMCTBO Tpaduk (monyyatenem siBAsSeTCA HEMOCPeACTBEHHO
OAVH N3 ceTeBbIX NHTepdelicoB yCTPONCTBA). Mpun BbiIbOpe aHHOro TMna Tpadurka Ans
pefakTUPOBaHWA CTaHYT AOCTYMNHbI CejytoLie Nons:

* Agpec otripaBuTesia — 3aAaeT HavanbHbIl IP-agpec oTnpaBuTens. Yepes cuMBOA "/" MOXHO
yKa3aTb Macky noacetn B GopMaTax XXX.XXX.XXX.XXX WU XX, Hanpumep, 192.168.16.0/24 nnu
192.168.16.0/255.255.255.0, 4T06bI BbIAENUTL CPa3y LieNblli Anana3oH agpecos (3anmcb Mackun B
BUAe /24 cooTBeTCTBYeET 3anucu /255.255.255.0);
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* Ucxogaiymii — NCXOAALWNIA € ycTpolicTBa Tpaduk (Tpaduk, reHeprpyeMblii TOKanbHO
YCTPOWCTBOM C OAHOTrO 13 ceTeBbIX MHTepdeiicoB). Mpu Bbibope gaHHOro Tuna Tpaduka ans
pefakTUPOBaHUSA CTaHYT AOCTYMHbI ClejytoLLme Nosis:

« Agpec rony4aresna — 3agaeT IP-agpec nonydatens. Yepes cuMBOA "/" MOXHO yKa3aTb MacKy
noacetTn B opMaTax XXX.XXX.XXX.XXX U XX, Hanpumep, 192.168.18.0/24 vnn
192.168.18.0/255.255.255.0, uTO6LI BbIAENUTL CPa3y LeNbl Aana3oH ajpecos;

* TPaH3UTHbLI — TPAH3UTHbIN TpaduK (TPadUK, MPOXOAALLNIA MEXAY ABYMS CETEBbIMU
NHTepdelicamu, Korga oTnpaBuUTENEM U NOJTyYaTeNeM ABASIOTCA BHELLHMe YCTpolicTBa). Mpu
BblbOpe faHHOro Tuna Tpapurka ANs pefakTUPOBaHNA CTaHYT AOCTYMHbI ClejyroLe Nons:

« Agpec otnipasutesd — 3agaeT IP-agpec otnpasuTens. Yepes cumBon "/" MOXHO yKa3aTb Macky
noacetTn B opMaTax XXX.XXX.XXX.XXX U XX, Harnpumep, 192.168.16.0/24 vnnn
192.168.16.0/255.255.255.0, uTO6LI BbIAENUTL CPa3y LeNbl Aana3oH ajpecos;

« Agpec rony4datesna — 3agaeT IP-agpec nony4vatens. Yepes cuMBOA "/" MOXHO yKa3aTb MacKy
noacetT B opMaTax XXX.XXX.XXX.XXX U XX, Harnpumep, 192.168.18.0/24 vnn
192.168.18.0/255.255.255.0, uTO6LI BbIAENUTL CPa3y LeNbl Aana3oH ajpecos;

* [IpoToko/1 — NPOTOKOJ MakeTa, Ha KOTOPbIM PacnpoCTPaHSAeTCs AelicTBMe JaHHOro npasuna: TCP,
UDP, TCP/UDP, ICMP, nto60i4.

* JevictBye — feCTBMe, COBepLUaeMoe Haj nakeTaMmum (0T6poCnTb/NponyCcTUTb).

Mpw BbI6OpE NnpoTokonos TCP, UDP, TCP/UDP ans pefakTpoBaHUs 6yayT OCTYNMHbI HACTPOMKMU:

* [lopTbl OTrpPaBUTE/IA — CNNCOK NOPTOB OTMNPAaBUTENSA, NakeTbl KOTOPOro byAyT nonajatb NOA
AaHHOe NpaBuo (4oNycKaeTcs ykasbiBaTb MO0 OANHOYHbIV NOPT, NM60 Yepes "-" AnanasoH
NMopTOBY); A/1A1 YKa3aHWNs BCeX MOPTOB BBeAMUTE Anana3oH «0-65535»;

* [lopTbl rosy4aresis — CNNCoK NOPTOB MoJlydaTesnis, NakeTbl KOTOPOro byAyT nonajatb Noj JaHHoe
npaBuno (AonyckaeTcst ykasblBaTb MO0 OAMHOUHbIN NOPT, 1160 Yepes "-' AnanasoH NOpPTOB); ANS
yKa3aHusa Bcex NopToB BBeAnTe AnanasoH «0-65535»,.

Mpuv BbIGOPE NpoTokona ICMP ana pegakTnpoBaHusa 6yayT AOCTYMNHbI HACTPOMKMU:

* Tun coobLyeHyss — MOXHO CO3/aTb NPaBW/IO TONLKO AN onpeaenieHHoro Tuna ICMP-coobLieHuns
nmbo ans BCex.

HaxxmunTe KHonky «MprMeHNTb» Anst Jo6aBNEHMA HOBOro NpaBuaa. Ans oTMeHbl U3MEHEHUIA HaXMuTe
KHOMKy «OTMeHa». [Ins yaaneHus 3anmcm 13 cnncka HeobxoAMMo YCTaHOBUTL Gpiar HanpoTMB
COOTBETCTBYHOLLIEI 3aMMCU 1 HaXaTb Ha KHOMKY «YAannTb».

4.6.2.7 [logmeHro « MapLupytvsayus»

B noagmeHo «<MapLupyTunsaums» ycTaHaBANBAKOTCA CTaTUYeckne MapLUpyThl YCTPOICTBA.

m IP-Tenechonmnr  IP-Tenesmpexne  Cucrema

MapwpyTHaayua

(L] HOPRC HATHA4BHHA Macsa nogCeTH Wwmog

+ [JoGagTe
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Ana pobaBneHnst HOBOro MapLUpyTa HAaXMUTE Ha KHOMKY «[l06aBUTb» 1 3aNofHUTe CeAytoLme Nons:

Oobaeute mapwpyTt
Kima
Alpec HazHa4YeHUA
Macka noaceTtu

LLnta3

* VImMs - Ha3BaHMe MapLUpyTa, NCNob3yeTca AN yA06CTBa BOCNPUATUSA YeN0BEKOM;

* Agpec HaszHa4deHus — IP-agpec XxocTa Uan NOACETU Ha3HaYeHu s, 40 KOTOPbIX HE0H6X0AMMO
YCTaHOBUTb MapLUpyT,;

* Macka rnnogcetv — macka nogcetu. [lna xocta Macka nojcetv yCTaHaB/IMBaeTCs B 3Ha4YeHne
255.255.255.255, ansa noaceTvt — B 3aBUCKMOCTUM OT €€ pa3mepa;

« Lmo3 - IP-agpec WNto3a, Yepes KOTOPbI OCYLLLeCTBAAETCSA BbIXOA Ha «A4pPec Ha3HaYeHUs».

Ans BCTYynaeHNA B CNy HOBOI KOH(I)I/IpraLI,I/II/I M 3aHeCeHNA HAaCTpPOEK B SHEPIroHE3aBNCNMYIO NaMATb
Ha>XMUTE KHOTMKY «/7,DMM€HMTb». NS OTMeHb! N3MEHEHUI HaXMUTe KHOMKY «OTMeHa».
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4.6.2.8 [logmeHro «[uHammdeckni DNS»
B noameHto «inHammyeckmnii DNS» BbINOHAETCA HacTpOKa COOTBETCTBYHOLLEro cepBuCca.

AnHamuyeckunii DNS (D-DNS) no3sonsieT nHpopmaumm Ha DNS-cepeepe 06HOBNATLCA B peanbHOM
BpeMeHU 1 (Mo >XXeNaHnto) B aBTOMaTUYeCKoM pexunme. NMpumMeHaeTca st Ha3HayYeHns NoCTOAHHOIo
AOMEHHOTO VIMEHU YCTPONCTBY (KOMMbIOTEPY, pOyTepy) C AnHaMmnyeckum IP-agpecom.
AnHamuyecknin DNS yacTto nprMeHsieTcs B N0KaAbHbIX CETAX, FAe KAneHThbl nonayyatoT IP-agpec no
DHCP, a noTOM perncTpvpyoT CBOM MMeHa Ha siokasibHoM DNS-cepsepe.

m IP-renedonnn P-reneonaeHne CHcTeMa
-

Ouramuueckuin DNS

1CrHH 08 WA 4

* Bkstouyntb D-DNS — npuv yctaHoBneHHOM ¢nare cepsuc D-DNS akTvBeH 1 Ansa pesakTMpoBaHMA
AOCTYMHbI C/iefyroLme HaCTPOMKN:

« [Mposavigep D-DNS — Ha3BaHue npoBangepa D-DNS — BoibepuTe og4HOro npoBangepa u3
CMMNCKa JOCTYMHBIX;

* VIMs ro/sib30Bare/id — UMs Nonb3oBaTens ANs A40CTyna K yuyeTHou 3anucn cepsuca D-DNS;

+ [laposib — Nnaponb ANa A0CTyna K y4eTHoM 3anuncu cepsuca D-DNS;

+ JomeHHoe rms (0..9) — MOXHO 3aperncTpmpoBaTh A0 AeCATU JOMEHHbIX UMEH YCTPONCTBA
(06bluHO TpebyeTcsa AnLwb oa4HO0). O6HOBNEHME MHbOPMaLMK 06 IP-agpece yCTpOMCTBa Ha
cepBepe nposangepa NPonCcXoAnT nepuoanyeckn yepes 60 cekyHA,.

Ans BCTynneHuns B CUy HOBOM KOHOUIypaumnm 1 3aHeCeHst HaCTPOeK B SHEProHe3aBUCMYO NaMATb
HaXXMUTe KHOMKY «/TpyMeHNTb». [N OTMEHbl USMEHEHUIN HaXMUTe KHOMKY « OTMeHay.
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4.6.2.9 [logmeHro «SNMP»

MNporpammHoe obecneyeHne WB-1P-LR no3BonseT NpoOBOANTbL MOHUTOPWUHI COCTOSIHUS YCTPOKCTBA U
ero AaTt4mKoB, ncnob3ysa npotokon SNMP. B noameHto «SNMP» BbINONHAOTCA HAaCTPOMKM NapamMeTpoB
SNMP-areHTa. YCTpomncTBO noasepxmsaeT npotokonsl Bepcuit SNMPv1, SNMPv2c, SNMPv3.

m P.renechonun  IP.TeneBnpeHne  CHcTema

HacTtpoiika SNMP

* Bkmto4ynte SNMP — npu ycTaHOBNEHHOM ¢Jiare paspeLleHo 1cnonb3oBaHme npotokosna SNMP;

* [lapo/ib Ha YTeHue — Napo/ib Ha YTeHMe NapamMeTpoB (0bLLenpUHATLIN: public);

* [laposib Ha 3anycb — Napob Ha 3anNncb NapameTpoB (06LenpUHATLIN: private);

« Agpec 4715 ripnéma Tparos vl — IP-agpec nan jJoMeHHoe NMs npruemMHuka coobLeHnii SNMPv1-
trap B popmate HOST \[COMMUNITY \[PORT\]\];

« Agpec 4715 ripuéma Tparosv2 — IP-agpec nan JoMeHHoe NMs npremMHuKa coobLueHnii SNMPv2-
trap B popmate HOST \[COMMUNITY \[PORT\]\];

« Agpec 4515 npuéma coobLyeHuvi Inform — IP-agpec unn JoOMeHHoe NMSA NpUeMHKKa COObLLLeHNI
Inform B popmaTe HOST \[COMMUNITY \[PORT\]\];

* CucTeMHoe UMS YCTPOLCTBA — UMS YCTPONCTBA;

* KOHTakTHas nHpopmayusi npou3Bo41TE IS — KOHTaKTHas nHGopmaLms Npon3BoaMTeNS
YyCTPOWCTBS;

+ MecTornosoxeHue ycTporicTBa — UHGOPMaLMA O MECTOMOIOXEHUN YCTPOMNCTBA;

* [laposib B Tpanax — Naposib, cogepXalimincsa B Tpanax (Mo ymMonyaHuto: trap).

Huvxe npmBegeH cnncok 06bekToB, NoAAepXMUBAEMbIX AN UTEHUA N KOHOUTYPUPOBAHUSA NOCPECTBOM
npotokona SNMP:

+ Enterprise.2.1 — HacTpoikn SNMP
+ Enterprise.3.1 — HaCTPOWKM CUCTEMHOrO XypHana

rae Enterprise — 1.3.6.1.4.1.35265.1.56 ngeHtnoukatop npeanpuatma S/TEKC.

Ans BCTYyn1eHNA B Cny HOBOMI KOHCI)I/IpraLI,I/II/I M 3aHeCceHNA HaCTpPOeEK B 3HEProHe3aBNCNMYIO NaMATb
Ha>XXMUTE KHOMKY «/7pI/IM6HMTb». Anst OTMeHb! N3MEHEHUI HaxXMuTe KHOMKY «OTMeHan.
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4.6.3 MeHo «IP-TeneBuaeHuE»

4.6.3.1 [logmeHro «IPTV»

B nogmMeHto «IPTV» BbINOMHSAOTCA HAacTPOViKK Anst paboThl cepBuca IP-TefeBraeHMsI.

CeTe IP-Teneengenne Qe[S ETTE]

IPTV
HacTtpoliku yucbpoBoro TeneBuaeHns
Brnwouuts IPTV ¥
&
Bepcua IGMP 3 Y
=t
I'Iepna,u,nqecxoe obHoBREHHE NOANHCKH
b Brniounts ¥

Mepuog oBHOBREHWA, C 30
BLICTpLIA BEIXOA M3 TPYNNLI
Brntounts
Hacrtporika HTTP-npokcwk

Brniounte ¥

Mopt HTTP 1234

+ [pUMEHUTE X OTmera

* Brsrouuntb IPTV — npu ycTaHOBNEHHOM dnare paspeLleHa TpaHcnaumsa curHanos IP-TenesuaeHmns
c WAN-uHTepdelica (M3 ceTy npoBalifepa) Ha YCTPOWCTBA, NoakatoUeHHble K LAN-uHTepdelicy;

* Bepcusi IGMP — Bepcus npoTtokona IGMP gnsa otnpasku IGMP-coobueHnii ¢ WAN-uHTepdeiica
(coobLyeHMin akTMBaLUN NN AeaKTUBaLMN NOAMNNCKN Ha KaHanbl IP-TeneBuaeHns).
MNoaaepXxmnBatoTca Bepcnm 2 n 3.

HGQMOAZMLJECKOG 06HOB/1EHUE noAnucKu

* BK/IIOYUTBL — NPU BKIKOYEHHOW ONUNU NPONCXOANT Neprnoamnyeckas otnpaska ¢ WAN-nHTepdeiica
COOBLLEHNI CO CMNCKOM aKTUBHbIX IPTV-kaHanoB Ha BbILLECTOALLMIA cepBep, OCYLLEeCTBASOLWNIA
TpaHCNSAUMIO cUrHanos IP-Tenesugenuvs. BkatoueHne GpyHKLMN Neprnoamnyeckoro 06HoBneHs
NOANVCKN HEOBXOANMO, eCNN BbILLECTOALLNI cepBep OTKAoYaeT TpaHcnauuio IPTV-kaHanos
yepes onpejeneHHbl UHTepBan BpeMeHu;

+ [lepviog 06HOB/IEHMS, C — MEPNOS OTNPAaBKM COOBLLEHMIA CO CNCKOM akTUBHBbIX IPTV-kaHanos, B
CeKyHAax. YCTaHOBUTe BeNNYNHY Nepurosa 0O6HOBIEHNS B 3HaYeHNe, MeHbLLUee, YeM TarimayT
OTKNOYEHUS TPAHCAALMW CUrHaNa BbILLECTOSALLIVM CEPBEPOM.
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EbICTQbIﬁ BbIXO/4 13 rpynribl

* BK/IIOYUTB — NMPY BKIKOYEHHOW OMNUMN NPOUCXOAUT BbICTPLIV BbIXOZ U3 MY/NbTUKACTOBOW Fpynnbl.
JaHHyo GyHKLUMIO He peKoMeHAyeTcs BK/IoYaTbk, eC/IM MCNoJib3yeTcs 6o1ee 04HOMo NPUeMHMKa
MY/IbTMKACTOBOro Tpaduka.

Hacrtpovika HTTP-ripokcu

* Bk/10YUTB — NMPW yCcTaHOBNeHHOM ¢nare BkatoveHa ¢yHKums HTTP-npokcn. HTTP-npokcu
ocyLecTenseT npeobpasosaHme UDP-noToka B NoTok HTTP, ncnonb3yrowmin npotokon TCP
(npoTokon HaAeXHOoV AOCTaBKM MakeToB), YTO MO3BOJIAET YYULLNTb Ka4eCcTBO TPAaHC/INPYEMOro
N306paxkeHns NP MNJI0XOM KayecTBe KaHasa CBA3W B JIOKaIbHOW ceTu. YyHKLNA rnoJsie3Ha npu
npocmoTpe IPTV yepes 6ecrnpoBoHbI kaHan Wi-Fi;

* [TopTHTTP — HoMep nopTa HTTP-npokcK, ¢ KOTOpOro byzeT oCyLLeCcTBAATLCA TPaHC/IMpoBaHme
BUAEO-MOTOKA. IcCNoNb3yinTe 3TOT MNOPT A/1A NOAKNHOUYEHUS K TPAHC/IPYEMbIM YCTPONCTBOM
notokam IPTV.

Hanpumep, ecnn nmeet Ha LAN-nHTepdeiice agpec 192.168.0.1, 415 nopTa NpoKcu-cepsepa BbIbpaHo
3HauveHwue 2345, 1 HeobxoAMMO BOCNpomM3BecTr KaHan 227.50.50.100, TpaHcavpyrowminess Ha UDP-nopT
1234 - pnsa nporpammel VLC agpec noToka HY>XXHO 3a4aTb B Buge: http://@192.168.0.1:2345/udp/
227.50.50.100:1234.

AN BCTynneHns B CUy HOBOW KOHGUIypaummn 1 3aHeCceHMs HacTPOeK B SHEProHe3aBMNCKMYHO NaMsTb
HaXXMUTe KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHWIA HaXMUTe KHOMKY « OTMEHa.
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B MeHto «Cnctema» BbINOAHAKTCS HaCTpOﬁKM CNCTeMbI, BpeMeHN, 40CTyNna K yCTpOIzCTBy no pas3InNYHbIM
NMPOTOKOJ1aM, NpOnN3BOANTCA CMEHa Naposid n obHoBNEHMe nporpaMMHOro obecneyeHus yCTpOI7ICTBa.

4.6.4.1 [logmeHro «Bpems»

B nogMeHto «BpeMsi» BbIMOHAETCS HACTPOLiKa MPOTOKONAA CUHXPOHM3aUun BpeMmeHun (NTP).

HacTpoliku Bpemeru

Yacoeoit noAc

&

ABTOMATHYECKMIA Nepexod Ha NeTHes/
n IMMHEE BpEMA
F Mepexod HA NeTHEE BPEMA

HEFEKD,'J, Ha 3NMHEE BpEMA

CoBur BpeMEHH (MIH )
Brnwoyute NTP

CepBep CHHXPOHM3ALMKH

Moscow Russia

pool.ntp.org

Hacrtpoviku BpemeHu

« YacoBovi nosic — nossonsieT YCTaHOBUTb YaCoBOI MOSAAC B COOTBETCTBUMN C 6BAMXKAWLLNM ropojom B

Bawewm pernoHe n3 3afaHHOro Crnmcka.

* ABTOMatn4eckuii nepexos Ha 1eTHee/3uMHee BpeMs — Nnpun ycTaHoBNeHHOM ¢nare 6yaeT
nepexos Ha neTHee/31MHee BpeMsi 6yAeT BbINOMHATLCA aBTOMATUYECKN B 3aZ,daHHbIV Nepuog

BpeMeHN:

. /7epex0,4 Ha /ieTHee BpeMA — A€Hb, KOr'4a BbIMNOJ/IHATL Nepexo  Ha 1eTHee BPEMHA,
. /7epex0,4 Ha 3MHee BpeMs — AeHb, KOrja BbIMNO/IHATbL Nepexo Ha 3MMHEE BPEMSA;
s CgBur BpemMeHu (MI/IH.) — nepnoj BpemMeHm B MNHYTaX, Ha KOTOprVI BbIMOMHAETCA CABUT

BpeEMEHN.

* Bkarouynts NTP — ycTaHoBUTe dnar, el HE06XOAMMO BKIKOUUTE CUHXPOHM3ALIMI0 CUCTEMHOTO
BPEMEHW YCTpocTBa C onpeseneHHoro cepaepa NTP;
+ CepBep cuHxpoHu3aymy — IP-agpec/AO0MeHHOe MMSs cepBepa CUHXPOHM3aLUN BPEMEHMU.
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AN BCTynneHns B CUy HOBOW KOHGUIypaumumn 1 3aHeCceHMs HacTPOeK B SHEProHe3aBMNCKMYHO NaMsTb
HaXXMUTe KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHWIA HaXMUTe KHOMKY « OTMEHa.

4.6.4.2 [logmeHro «[ocTyr»

B nogMeHto «[JoCTyM» HacTpamMBaeTcst AOCTYN K YCTPOMCTBY nocpeacTBoM Web-nHTepdeiica, Telnet n
SSH.

CeTk IP-TeneBngeHue m

Bpems OocTyn HpHar raponuw IpasneHde KEoHpHIypaLren JOHOoBNSHKE MIC lepelarpyka ABTOEOHTDUNY DUDOBAHKE NonNoNHATENLHBIE HACTROREM

MeopTel gocTyna

MopTt HTTP 80

L]

MopT HTTPS 44
nopT Telnet 23

Mopt SSH

Hoctyn k yenyre WHTepHeT
Web # HTTP i HTTPS
Telinet «

SSH ¥

[lopThl gOCTYNA
B 4aHHOM pa3gene BbiNonHAeTCA HacTpoirika TCP-nopToB Ang goctyna k cepsucam HTTP, HTTPS, Telnet,

SSH c nHtepdeiica LAN nopra.

« [MopTHTTP — HoMep nopTa ana goctyna kK Web-mHTepdericy yctpoincTea no npotokony HTTP, no
ymonyaHuio — 80;

« [MopTHTTPS — HomMep nopTa ana goctyna kK Web-mHtepdericy yctpoiictea no npotokony HTTPS
(HTTP Secure - 6e30nacHoe NOAKAKOUYEHME), MO YMONYaHUIO — 443;

+ [Topt Telnet — HOMep nNopTa AN19 AOCTyNa K YCTPOMCTBY MO NpoTokony Telnet, no ymonyaHuto — 23;

+ [TopT SSH — HOMep nopTa AN18 A0CTyNa K YCTPOMCTBY MO NpOoTokKoay SSH, no ymonyaHuto — 22.

Mo npoTtokonam Telnet n SSH ocywiecTBASIETCA AOCTYN K KOMaHAHOWM cTpoke (KOHCob linux).

Zocryn k ycayre VIHTepHet

[na nonyyeHua Aoctyna K yCTPOWCTBY C MHTepdencoB ycnyru IHTepHeT yCTaHOBMTE COOTBETCTBYOLLME
pa3peLleHus:
Web:

« HTTP - npw ycTaHOBNeHHOM ¢Jiare paspeLleHo nogkatveHne Kk web-koHburypatopy ycTpoiicTea
yepe3 WAN-nopt no npoTtokony HTTP (Hebe3onacHoe NOAKAOUEHME);
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* HTTPS - npw ycTaHoBNeHHOM ¢nare paspeLleHo NoAK/IoyeHmne K web-KkoHpurypatopy ycTponcTea
yepe3z WAN-nopt no npotokony HTTPS (6e3onacHoe noakatyeHune).

Telnet:

Telnet — npoTokon, NpefHa3HaYeHHbI ANA OpraHM3aLmn ynpasneHus no cetu. Mo3sonseT yaaneHHo
NOAK/IIOUNTBCA K LUJIO3Y C KOMMbOTepa A1 HACTPOMKWU 1 ynpaBaeHus.
[na paspelwleHuns 4oCTyrna K yCTPOMCTBY Mo npoTokony Telnet ycTaHOBUTE COOTBETCTBYOLWMIA nar.

SSH:

SSH - 6e30nacHbI NPOTOKON YAaNeHHOro ynpasaeHns ycTpocTBaMn. B otanume ot Telnet npotokon
SSH wundpyeT Becb Tpaduk, BKIOYAA NepesaBaemMble Napoau.

Ans paspelueHns A0CTyna K yCTPOKMCTBY NO NPOTOKOAY SSH ycTaHOBMTE COOTBETCTBYIOLLNIA pnar.

Ans BCTyNneHns B CUy HOBOM KOHUIypaLumm 1 3aHeCeHst HaCTPOeK B SHEProHe3aBnUCUMYO NamMATb
HaXMUTe KHOMKY «/IpyUMeHUTL». [INA OTMEHbI USMEHEHUIN HaXMUTe KHOMKY « OTMeHap.
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4.6.4.3 [logmeHto «XKypHasm

MoameHo «KypHan» NnpeAgHa3Ha4yeHo A5 HAaCTPOLKM BbIBOAA Pa3HOro pPoAa OTNaA04UHbIX COOBLLEeHW
CUCTEMbI B LieIsix 06Hapy>XeHUs MpUUnH Npobaem B paboTe ycTporicTBa. OTNafouHyo MHGopMaLmio
BO3MOXHO MONYUNTb OT CAeAYHLLNX MPOrpaMMHbIX MOAYyel yCTponcTBa:

« CUCTeMHbIN MeHeykep — OTBeYaeT 3@ HaCTPOIKY yCTPOIMCTBa cornacHo damny
KOH$Urypaumu.

+ MeHeaxep KOHOUrypaumm — oTBeyaeT 3a paboTy ¢ palinoM KoHbUrypaumm (UTeHne n
3anncb B KOHGUr-$pan 13 pasnnyHbIX NCTOHHUKOB) 1 C60p MHPOPMALMN MOHUTOPUHTA
yCTpolicTBa.

YKypHan cuctemHoro MeHegxepa

BeiBog #ypHana OTknroueHo v
Ownbrm
MpeaynpexneHnAa
OtnagouHan nHdopmauns

MHopmaynoHHEle coollyeHna

KypHan meHepkepa KOHbUrypauum

Brieog #ypHana OTknHoYeHo v
Owmbkn
MpegynpexgeHua
OTtnagoyHan uHGopMauna

MHdopmayroHHele cooblyerna

Hactpoiika Syslog
Brntounte
Pexum Cepeep v
Anpec Syslog-cepeepa syslog.sernver

Mopt Syslog-cepeepa | 514

)K](,QHEUI CUCTEMHOIro MeHeAXxepa

* BbIBOA XypHasaa — HarpaBfeHue BbIBOAA COOBLLEHUIA XypHana:
* OTK/IIOYEHO — XYPHan OTK/IOYEH;
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+ Syslog — coobLLeHVa BbIBOAATCA MO NPOTOKOY syslog Ha yaaneHHbIN cepep 11bo B
NnokanbHbI/ ¢ann (HacTporka NPOTOKOMA OCYLLECTBAAETCS HUXeE);

* KOHco/1b = CO0BLLEHNS BBIBOASATCA B KOHCOJIb YCTPOMCTBA (HEOH6XOAMMO NOAKIOYEHE
yepes nepexogHnk COM-nopTa);

« TenHeT — cooblleHna BbIBOAATCS B telnet-ceccuto, AN 3TOro cHayana HeobxoAMMO Co34aThb
noZk/toueHve no npoTtokony telnet.

Hwe HacTpanBaeTcs TUMN COOBLLIEHNIA, BbIBOAUMBIX B XYPHa CUCTEMHOMO MeHezxepa:

* Owwmnbkm — yctaHoBuTe dnar, eciv HeobxoAMMO BbIBOANTL COObLLEHUS TUNa «OWnBKU»;

« [IpegyripexgeHvs — yctaHoBuUTe ¢nar, ecn HeobxoAMMO BbIBOAUTL COOOLLIEHNS TUNa
«[lpegyrnipexgeHus»,

+ O1/18404Hasi UHPopmayms — ycTaHoBUTe dnar, e Heobxo4MMO BbIBOAUTL OTNAL0UHbIe
coobuleHus;

* VIHpopmaynoHHbIe cOObLLeHMS — yCTaHOBUTe ¢nar, eciv HeobXoA4MMO BbIBOAUTb
NHGOPMaLMOHHbIe CO0bLLeHNS;

XKypHan meHezxepa KoHpurypaymm

* BbIBOJ XYypHasa — HanpasieHue BbIBOAA COO6LLEHWNI XypHana:

* OTK/IH0HEHO — XYPHanN OTKNOYEH;

+ Syslog — coobLLeHVa BbIBOAATCA MO NPOTOKOY syslog Ha yaaneHHbIN cepep 11bo B
nokanbHbI/ ¢ann (HacTporka NPOTOKOMA OCYLLECTBAAETCS HUXeE);

* KOHco/1b = CO0BLLEHNS BBIBOASTCA B KOHCO/b YCTPOMCTBA (HEOH6XOAMMO NOAKIOYEHNE
yepes nepexogHnk COM-nopTa);

« TesnHeT — cooblleHna BbIBOAATCS B telnet-ceccuto, AN 3TOro cHayana HeobxoAMMo Co34aTh
noZk/toueHve no npoTtokony telnet.

Hwe HacTpanBaeTcs TUMN COOBLLIEHNIA, BbIBOAUMBIX B XypPHaN MeHeaxepa KOHPUrypaumn:

* Owwmnbkm — yctaHoBuTe dnar, eci He0bxXoAMMO BbIBOANTL COObLLEHUS TUNa «OWNOKU»;

« [IpegyripexgeHvs — yctaHoBuTe ¢nar, ecnm HeobxoAMMO BbIBOAUTL COOOLLIEHNS TUNa
«[lpegyrnipexgeHus»,

+ O1/18404Hasi UHPopmayms — ycTaHoBUTe dnar, e Heobxo4MMO BbIBOAUTL OTNAL0UHbIe
coobuleHus;

* VIHpopmaynoHHbIe cOObLLeHMS — yCTaHOBUTe ¢nar, eciv HeobXoA4MMO BbIBOAUTb
NHGOPMaLMOHHbIe COObLLEeHMS.

Hacrtpovika Syslog

Ecnun xoTs 6bl OAMH 13 XypHanoB (MeHeaepa TenepoHUN, CUCTEMHOIO MeHeKepa N MeHeaxepa
KOHGUrypaumm) HacTpoeH Anst BbiBoga B Syslog, HeobxoaMMo BKIOUMTL Syslog-areHTa, KOTopbln byaeT
nepexBaTblBaTb OTNaJ04Hble COObLLLEHMS OT COOTBETCTBYHOLLEr0 MeHeAKepa 1 OTNpaBATb UX 1M6o Ha
yAaneHHbI cepBep, M60 COXpaHATb B I0KanbHbIA ¢paiin B dopmaTe Syslog.

* Bkaro4uTe — Npu ycTaHOBNEHHOM ¢are 3anyLueH Syslog-areHT;
* Pexum — pexunm paboTbl Syslog-areHTa:
+ Cepsep — HpopMaLMs XXypHanoB OTNPaBASETC Ha yYAaneHHbIn Syslog-cepsep (3TOT pexum
Ha3bIBAETCH «yAANEHHbIN XXypPHan»);
* JlokanbHbIN ¢avii — NHGopMaLUs XXYPHANO0B COXPaHAETCs B JIOKaJIbHOM ¢aiine;
+ Cepep v ¢paviz1 — nHPopMauMsa XYpPHaNO0B OTNPaBASAETCA Ha yaaneHHbI Syslog-cepsep v
COXpPaHsieTcs B JIOKaNbHOM daiine.
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[Janee B 3aBMCUMOCTU OT pexurmMa Syslog-areHTa A0CTYNHbI HACTPONKML:

+ Agpec Syslog-cepsepa — IP-agpec nnn someHHoe nms Syslog-cepsepa (HeE06X0AMMO ANA pexXMmMa
«CepBep»);

lopT Syslog-cepBepa — NOpT ANst BXOAALLMX cO0bLLeHni Syslog-cepBepa (Mo ymonyaHuto 514,
HeobxoAnMo Ans pexumMa «Cepeep»);

Vms gaiina — nmsa darna ana xpaHeHus xypHana B popmarte Syslog (Heobxoanmo anst pexmnma
«dann»);

Pasmep ¢avina, kb — makcuManbHbI pasmep ¢aiina xxypHana (HeobxoaMMo ans pexnma «dDaiiny).
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4.6.4.4 [logmeHro «[laposv»

B nogmeHto «I'Iaponm» YCTaHaBNMNBAOTCA Naponn A0CTyrna agMUHUCTPAaTOopa, HenpmuBmnaermpoBaHHoOro
nonb3oBaTtend n Ha6mop,aTen;|.

YcTaHOBMEHHbIe Napoav UCMONb3YHTCA ANA AOCTYNa K ycTponcTBy Yepes Web-nHTepdelic, a Takke no
npotokonam Telnet n SSH.

Mpw Bxoae yepes Web-nHtepdeinc agMmHucTpaTop (Naponb no ymondaHuto: password) nmeeT NoHbIn
AOCTYN K YCTPOWCTBY: UTEHME 1 3aMnCb II0ObIX HACTPOEK, MOJIHbIA MOHUTOPUHT COCTOAHMS YCTPOMCTBA.
HenpvBunernpoBaHHbI Nonb3oBaTe b (Mapoab N0 YMONYAHWIO: USer) MMeeT BO3MOXHOCTb
BbIMO/IHUTb TONILKO CeTEBbIE HACTPOMKN (KpOMe HaCcTPOoeK NOAKAUEHUA K IHTepHeT) u HacTponkn Wi-
Fi, »meeT 4OCTYN K MOHUTOPUHIY COCTOSAHUS yCTponcTBa. Habntogatens (Naposib Mo yMOMYaHUIO: viewer)
MeeT BO3MOXHOCTb TO/IbKO MPOCMaTpmBaTh KOHGUIypauuio 1 gaHHble MOHUTOPUHIA YCTPOKiCcTBa 6e3
BO3MOXHOCTW BHOCUTb Kakne-nnbo nameHeHus.

@ JorunH agMuHucTpaTopa: admin
JlorvH HenpmMBMAErMPOBAHHOIO NONb30BaTENA: User
JlornH HabnwoaaTens: viewer

Beixon B MHTepHer  IP-tenedoHnA IP-TeneBnOeHne m

Bpems  Ooctyn HlypHan m YNpaBEneHueE KoHGMrypaunen OfHosnedne NO Nepesarpyska AsTokoHgurypuposadwe  [ONONHWTENBHBIE HACTPOHKW

MNapons agMuHUCTpaTopa

Napone

@

m NoaTEEp#AEHHE

I'Iaponb HenpueUNerMpoBaHHOm Nonke3oeaTenA
MNapone

NMogreepsieHine

Maponk HabnwaaTens
Napone

NogreepsgeHue
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* [laposib a4AMUHNCTPATOPa — B COOTBETCTBYIOLLME NONS BBEAUTE Napo/ib aiMUHUCTPATOPa U
NnoATBEpAUTE ero;

* [laposb HenpuBuAErnpoBaHHOro Mo/1b30BaTe s — B COOTBETCTBYIOLLIME MO BBEAUTE Naposb
HenpuBMNErMpPoOBaHHOIO NONb30BaTeNs U MOATBEPANTE ero;

* [aposb Hab/to4arens — B COOTBETCTBYHOLLME MONA BBEAUTE Napo/ib HENPUBUAETMPOBAHHOMO
nonb3oBaTensi u NOATBEpPAMNTE ero.

AN BCTynneHns B CUNy HOBO KOHGUIypaumum 1 3aHeCceHMs HacTPOeK B SHEProHe3aBMNCMMYHO NaMsTb
HaXXMUTe KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHWIA HaXMUTe KHOMKY « OTMEHa.

4.6.4.5 [llogmeHro «YripasieHue KOHQUrypayme»

B nogmMeHto «YnpaBneHue KoHbUrypaumein» BbIMONHAETCA COXPaHEHVe 1 06HOBNeHMe TekyLLlel
KOH$Urypaumu.

daiinbl KoHMrypaLuu

MonyunTe apxue koHpUrypawmm c #* Crauatb
yCTpoicTea

3 oM ArY] 1 = = =
3arpyanTk apxue KoHpUrypauun Ha | Buiiepure daiin | Maiin He BriGpaH
yCTpoiicTeo
& 3arpyaute

CBpoc Ha 2aB0ACKNE HACTROAKK x Copoc

[losy4eHue KOHQMI'](,Q&L{MM

YT06bl COXpPaHUTb TekyLLYy KOHGUIypauuio yCTPOMCTBA Ha 10KaJIbHbI KOMMbIOTEP, HAXKMUTE KHOMKY
«CkayaTtb».

Ob6HoBaeHue KOHQMI'M,QE)L{MM

* ApXuB KOH@uUrypaymy — Bblbop COXPaHEHHOro Ha I0KalbHOM KoMMbloTepe ¢aiina
KoH$urypaumun. na obHoBNeHNS KOHPUTYypaLUmM YCTPOMCTBA HaXMUTe KHOMKY «O630p», yKaxumTe
dain (B bopmarte .tar.gz) N HAXXMUTE KHOMKY «3arpy3unTby». 3arpy>xeHHas koHGurypaums
NprYMeHseTcss aBToMaTn4veckn 6e3 nepesarpyskum ycTporcTBa.

Cbpoc yCcTpoUicTBa Ha 3aBOACKNE HACTPOVIKU

UTobbl cAeNnaTh COPOC BCEX HACTPOEK YCTPOWCTBA Ha CTaHAaPTHbIE 3aBOACKMNE YCTAHOBKW, HAaXMUTE
KHOMKy «Copoc».
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PyKOBOACTBO no skcnayataunm WB-1P-LR

MoaMeHto «O6HoBNeHMe MNO» NpeAHa3HayYeHo A1 06HOBAEHWS YNPaBASOLLEA MUKPOMNPOrpamMmbl

yCTpolicTBa.

O6HoBneHwue MO ana yctponcts WB-1P-LR ncn. M1:

AKTHBHAA Bepcua NO

®aitn ofHosneHwa NO

OBHoBneHue nporpaMmHoro obecneveHns

1.12

O6Hoenerun MO makxe docmynHel No adpecy: hitp /eltex nsk ru/downioads

BriGepuTe dpaiin Dain He BuiGpaH

L 3arpyauTs dpaiin

O6HoBneHwue MO ana ycrporicte WB-1P-LR rev.B:

®

OBHoBneHwe nporpammHoro obecneyeHns
AKTHBHAA Bepcua NO

Pe3sepsHan sepcus NO

Dann o6HoBneHnAa No

112

1.12 « ClenaTts aKTMBHON

OGHosnexus MO makxe docmynHe no adpecy: hily

Yeltex nsk ru/downloads

BeiGepuTe Qain @ain He Boibpax

& 3arpysuTe dain

* AktuBHas Bepcus 10 — Bepcusa NPOrpaMMHOro obecreyeHust, yCTaHOB/IEHHOTO Ha YCTPOICTBe,

paboTatoLLias B JaHHbIA MOMEHT;

* PesepsHas Bepcusi 10 — Bepcusi NPOrpamMMHOro obecrneyeHns, yCTaHOB/IEHHOrO Ha YCTPOWCTBE,
Ha KOTOPYI MOXHO NepeinTn B c/lydae npobaem ¢ aktTueHo Bepcumei MO;

* [lpoBepuTb 0O6HOB/IEHMS — KHOMKA AN151 NPOBEPKM MoceHen Bepcu NporpamMmmMHOro
obecneyeHuns. C NOMOLLbIO 3TON GYHKLMN Bbl MOXeTe 6bICTPO MPOBEPUTb HaNYLe HOBOW
BepCcUY NPOrpamMMHOro obecrneyeHns 1 B ciyvae Heo6XoANMOCTU BbINOHUTE €ro 06HOB/IEHWE;

+ Cgenarb akTUBHOL — KHOMKA, MO3BOMIAIOLLANA CAenaTb pe3epBHY0 Bepcuio O akTUBHOM, ANs
3Toro notpebyeTca nepesarpyska ycTponcTea. AKTUBHas Bepcus MO B 3TOM ciiyyae cTaHeT

pe3epBHOMN.

© [Ans paboTbl PyHKLMM NPOBEPKM OBHOBNEHMSA HEOBXOAMMO HalnymMe Bbixoga B VIHTepHerT.
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Ansa 3anycka npouecca 06HOBNEHMA HEOBXOAMMO HaxaTb KHOMKY «3arpy3untb ¢ain». Mpouecc
06HOBNEHWSA 3aliMeT HeCKOIbKO MUHYT (O ero TekyLlem ctaTyce byaeT ykasaHo Ha CTpaHuLe), nocne
yero yCTpoCTBO aBTOMATUYeCKM nepe3arpy3nTcs.

() He oTkntovaiiTe NUTaHWe YCTPOICTBA, He BbINOJIHANTE ero nepesarpysKky B npoLecce
obHoBneHus MO.

4.6.4.7 [logmeHro «[lepe3arpyska»

B noameHto «[Mepe3arpyska» BbINOAHAETCS Nepe3anyck yCTPOMCTBa.

Beixon B HHTepHer  IP-tenedionmA  IP-Tenesnnedne NG Tw 5]

Bpema  Hoctyn AypHan MNaponu YNpaenesne KoHgiMrypasuen O6noenenne MO MNepesarpyska ABTOKOHGMIypupoBasne  JONONHWTENEHEIE HACT POHEN

[Mepeaarpyaka yCcTpoACTEa

Z NepezarpysnTe

C

AN nepesarpysku YCTPOCTBa HaXMUTe Ha KHOMKY «lepe3arpysunTb». MNpoLecc nepesarpysku
YCTPOICTBA 3aHMMAaeT NPUMEPHO 1 MUHYTY.
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4.6.4.8 [logmeH «ABTOKOHQUIYpUPOBaHue»

B noameHto «<ABTOKOH®UTypMpOBaHMe» BbINOHAETCS HacTporika anroputma DHCP-based
autoprovisioning (aBTOKOHGUIyprpoBaHue Ha ocHoBe npoTokosia DHCP) 1 npoTokona aBTOMaTNYeCcKoro
KOHGUTypMpoBaHUA abOHEHTCKNX ycTponcTe TR-069.

ABTOKOHUrypUpOBaHWE Ha ocHoBe npoTokona DHCP
ABTOoOMATHYECKDS oOHOBNEHNE Kondmrypauywa v N0 v
[pMOpUTET NAPEMETPOE W3 DHCP optionz v
Dain KoHGMrypaLKl

WHTepEan ofHOBNEHHA KOHBHIYRALHH, 301
c

@aiin NQ

IMuTepean obnoensiua N0, 3801

ABTOKOHDUrypupoBaHue no npotokony TR-069

OEwmne
BrnwuynTe knuewTa TR-068 o
MHTEphelc Internet v
Agpec cepeepa ACE http:/192.168.16.160:9535
BENWYHTE NEPHOGHYECKHA onpoc ¥

MNepuog onpoca, © 300
3anpoc coeguHeHna c ACS

lma nonezoBaTens acs

Naponb AC2ACE
3anpoc coeguHEHWA C KNWEHTOM

ImA nonb3oBaTENA admin
Naponk admin
Hactporkw NHAT
Pessaum NAT STUN N
Appec STUN-cepaepa stun.local
Nopt STUN-cepeepa 3478
MHHUMANEHEA NEpHOg onpoca, © 30

MakcumMankeHsi NEpNog onpoca, © 80

59



PyKOBOﬂ,CTBO no skcnayataunm WB-1P-LR

ABTOKOHOUryprpoBaHue Ha ocHoBe rnpoTtokona DHCP:

* ABTOMatunyeckoe o6HoB/IeHMeE — BbIOOP pexnma 06HOBNEHUSA YCTPOMCTBA. BO3MOXHO HECKONLKO
BapVaHTOB:

* Bbik/1lo4eHo — aBToMaTnyeckoe 06HOBeHVE KOHPUTypaLmm 1 NPOrpaMMHOro
obecneyeHunss yCTPOMCTBA OTKIHOYEHO;

* KoH@urypayms v 10 — pa3peLueHo nepunojmnyeckoe obHoBNeHNEe KOHGUrypaumu v
nporpaMMHOro obecneyeHms yCTPOMCTBa;

* To/IbKO KOH@Urypayms — paspeLleHo rnepmognyeckoe 0bHoBNEHME TONbLKO KOHGUTrypaumm
YCTPOWCTBa;

* Tosbko 10 - pa3pelueHo neprojmyeckoe obHoBEHE TONILKO NPOrPaMMHOro
obecneyeHunss yCTPOMCTBA.

* [lpyopUTeT NapameTpos 13 — AaHHbIV NapameTp ornpejenset, oTKyAa He06X0AMMO B3ATb
Ha3BaHWVA 1 pacnonoxeHue ¢pannos KOHGUrypaLmm 1 NporpaMMHoOro obecrneyeHus:

+ Static settings — Nyt K ¢paninam KoOHPUrypaumm n nporpaMmMmHoOro obecneyeHms
onpesensrTcs COOTBETCTBEHHO U3 NapaMeTpoB «Pavi1 KOHGurypaymvmm v «@aiis N0y,
noApobHee paboTy anropmTmMa CMOTpuUTe B pasgene 5;

+ DHCP options — nyTu K ¢painam KoHbuUrypaumm n nporpaMmMHoOro obecneyeHus
onpegensatoTca ns DHCP onunii 43 1 66 (ans 3Toro HeobxoanMo Ans ycnyr IHTepHet
BblbpaTb NpoTtokon DHCP); nogpo6Hee paboTy anropntma cMOTpuTe B pasgene 5;

© @avin KoHGUrypaymy — NONHBIV NyTb K danny kKoHourypaumm — 3agaétcsa B dopmate URL (Ha
AAHHbIA MOMEHT BO3MOXHa 3arpy3ka ¢aina koHourypauum no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to cfg file>

http://<server address>/<full path to cfg file>
rae < server address > — agpec HTTP- unu TFTP-cepBepa (aoMeHHoe nmsa nnu IPv4),
< full path to cfg file > — nonHbIV NyTb K panny KOHPUrypaumm Ha cepBepe;

* WIHTepBas1 06HOB/IEHNS KOH@UTYpaLmy, € — NMPOMEXYTOK BPEMEHW B CeKyH/AAX, Yepes KOTOpPbIl
OCyLLIeCTBSETCA Nepnoanyeckoe obHoBIeHNe KOHGUIypaLmMmM yCTPOIACTBa; BbI6Op 3HaueHns 0
O3HayaeT OJHOKpPaTHOe O6HOB/IEHME TONLKO CPa3y Moc/e 3arpy3ku yCTPOMNCTBa;

« @avin 10 - NnonHbI NyTb K Gariny NporpamMmMHoOro obecrneyeHuns — 3agaétcsa B dopmate URL (Ha
AAHHbIA MOMEHT BO3MOXHa 3arpy3ka ¢aina MNO no npotokonam TFTP n HTTP):

tftp://<server address>/<full path to firmware file>

http://<server address>/<full path to firmware file>
rae < server address > — agpec HTTP- unu TFTP-cepBepa (aoMeHHoe nmsa nnu IPv4),
< full path to firmware file > - nonHLIN NyTb K panny MO Ha cepBepe;

* WIHTepBas o6HoB/1eHs 10, ¢ — NPOMEXYTOK BpeMeHW B CeKYHZaX, Yepes KOTopbli
oCyLLecTB/IsAeTCs nepnojmnyeckoe 06HoBNEHME MPOrpaMMHOro obecrneyeHns yCTporcTBa; BbI6op
3Ha4veHns 0 03HayaeT of4HOKpPaTHOe O6HOB/IEHME TOIbKO CPa3y Nocsie 3arpy3ku ycTporicTea.

[JeTanbHoe onncaHve afropntTMa aBToMaTnyeckoro obHoBNeHNA Ha OCHoBe rnpoTokosia DHCP
cMOTpuTe B pasgene 5.

ABTOKOHOUryprpoBaHue rno npotokosny TR-069:
O6wue:

* Br/mtountb k/iveHTa TR-069 — npu yctaHOBNeHHOM ¢are pa3spelueHa paboTa BCTPOEHHOro
KnneHTa npotokona TR-069, nHaue — 3anpeLleHa;
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+ Agpec cepsepa ACS — afpec cepBepa aBTOKOHPUIypmnpoBaHUS. Ajpec Heob6xoA1MO BBOANTL B
dopmare http://<address>:<port> nnu https://<address>:<port> (<address> - IP-agpec nnm joMeHHoe
nmsa ACS-cepsepa, <port> — nopT cepepa ACS, no ymonyaHuto nopt 10301). Bo BTopoMm cydae
KAneHT byaeT ncnonb3oBaTb 6e3onacHbI npoTokon HTTPS ans obmeHa nHopmaumen ¢
cepsepom ACS.

* BK/IIOYUTB Neproguyeckuyi orpoc — npu ycTaHOBNAEHHOM ¢nare BCTPOEHHbIN kKnneHT TR-069
OCyLLleCTB/IAeT nepuogmnyecknii ornpoc cepsepa ACS c HTepBaJioM, PaBHbIM «[lepuogy ornpoca», B
cekyHAax. Llenb onpoca - 06HapyXnTb BO3MOXHbIe U3MEHEHUA B KOHPUrypauum ycTponcTBa.

3anpoc coegnHeHus ¢ ACS:
* Vims1 nosb3oBarens, 1aposib — MSA Mosib30BaTeNs U Naposb ANs AoCTyna KaveHTa K ACS-cepsepy.
3anpoc coeMHeHNs C KINEHTOM:

* VIms nosnb3oBaress, [1aposib — VIMS NONb30BaTeNs U Naponb Ans goctyna ACS-cepBepa K KNNEHTY
TR-069.

HacTtpoiiku NAT:

Ecnm Ha Nyt mMexay KnneHToM 1 cepBepoM ACS nmeeT MecTo npeobpasoBaHue ceTeBbix agpecoB (NAT
- network address translation) — cepBep ACS MOXeT He MMeTb BO3MOXHOCTb YCTAHOBUTb COeANHEHME C
K/IMEeHTOM, eCIV He NCNO/Ib30BaTb OrnpejesieHHble TEXHON0M K, MO3BOJIAIOLLME 3TOro n3bexartb. ITn
TEXHONOTNY CBOAATCA K OnpezeneHnto KIMeHTOM CBOero Tak Ha3biBaemMoro rnybsmyHoro agpeca
(agpeca NAT nnm no-apyromMy — BHELLHEro agpeca Li3a, 38 KOTOPbIM YCTaHOBNEH KIVEHT).
Onpegenve cBoW NY6INYHBIA afpec, KNIVEHT COOOLLIeT ero cepBepy, U cepBep B AasibHelLweM Ans
YCTaHOB/IEHWNSA COeANHEHUNS C KIIMEHTOM NCMO/b3YET YXKe He ero SIoKaJibHbl agpec, a NyeanyHbIn.

* Pexum NAT — onpegensieT, KakuM 06pa3oM KJIMEHT AOKEH NofyyYnTb MHGOPMaLMIO O CBOEM
ny6anyHom agpece. Bo3aMOXHbI criefytoLme pexxmmbl:

+ STUN - ncnone3oBaTb npoTtokon STUN ana onpegenerus nybanyHoro agpeca.

* Manual — py4HOI pexum, korga nybnnyHbelin agpec 3agaeTcs ABHO B KOHGUrypaumu. B sTom
pexviMe Ha yCTPOMCTBe, BbinonHsoweM dyHkUummn NAT, Heob6xoanmMo f06aBUTb NPaBUIO
npobpoca TCP-nopTa, ncnosnb3yemoro kaneHTom TR-069.

+ Off = NAT He ncnonb3yeTtcs. JaHHbI peXxuM peKoMeHAyeTcs UCNob30BaTh, TONIbKO KOrAa
YCTPOWCTBO NOAK/IHOUEHO K cepBepy ACS HanpsaMmyto, 6e3 npeobpa3oBaHuUs ceTeBbIX
agpecos. B 3Tom ciiydae ny6anyHbIA agpec coBrnajaeT C I0KalbHbIM apecom KaVeHTa.

Mpu BbIGOPE pexnma STUN HeobxoAnMO 3a/aTb C/iefytoLyie HaCTPOMKMU:

+ Agpec STUN-cepsepa — IP-agpec nnn gomeHHoe nvsa STUN-cepsepa;

* [TopT STUN-cepsepa — UDP-nopT STUN-cepBepa (Mo ymMon4yaHuto 3HaueHne 3478);

* MUHUMAE/IbHBIVI ePHOZ 0rpocd, € MakcuMasibHbivi epuod orpoca, ¢ — oOrnpeaensatoT nHTepsan
BPeMeHI B CeKyHZAaX ANA OTNPaBKU nepnogmnyeckmnx coobuieHmnin Ha STUN-cepBep ¢ Lienbio
06Hapy>XXeHnsa n3MeHeHus nybanyHoro agpeca.

Mpu BbIGOPE pexnMa Manual Ny6nnYHbIA afpec KNMeHTa 3aaeTcs BPYYHYIO Yepes napamMmeTp Agpec
NAT (appec Heobxoamo BBOAUTL B popmarte IPv4).

Mo npoTtokony TR-069 BO3MOXHO NMpon3BecTy OCHOBHOE KOHGUTyppoBaHMe YCTPOMCTBA, 06HOBEHNE
nporpamMmMHOro obecrneyeHus, uteHne nHopmaumm ob yctporictee (Bepcus MO, Mozenb, CEPUNHbINA
HOMep W T.4.), 3arpy3Ky 1 BbIrPy3Ky Lienoro ¢pana KoHGUrypaumm, yaaneHHyro nepesarpysky
ycTpoiicTBa (nogaepaHsl cneundurkaumm TR-069, TR-098, TR-104).

Ans BCTyNneHns B CUy HOBOM KOHGUIypaLumnm 1 3aHeCeHst HaCTPOeK B SHEProHe3aBnUCUMYO NamMATb
HaXMUTe KHOMKY «/IpyUMeHUTE». [INA OTMEHbl USMEHEHUIN HaXMUTe KHOMKY « OTMeHap.
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4.6.4.9 [logmeHro «/JOMO/HUTE/IbHbLIE HACTPOVIKIY»

B nogMeHo «1ononHUTeIbHbIE HAaCTPOMKM» MOXHO BKAHOUNTL UPNP, yka3aTb 3ape3epBrpoBaHHbIe
VLAN ID, BKN1HOUNTL/BbIKAOUNTL TexHonornueckmin Wi-Fi.

UPnP
Brniounte UPnP
3apeaepeunposandHble VLAN ID
Ha4anbHulit VLAN 1D 1
KoHeunsiin VLAN ID
TexHonoruyeckunii Wi-Fi

Wi-Fi Bkniouen

KoHepurypuposaHue yepes HTTP/HTTPS |1 !

+ MpuMeHnTs x OTMeHa

UPnP

MpoTtokon UPNP ncnonb3yeTcs HEKOTOPbIMU NPUAOXKeHUAMYU (HanpumMep, DC-knveHTaMm, TakMMK Kak
FlylinkDC++) ana aBToMaTNyeckoro cosgaHus npasua npobpoca TCP/UDP-NopToB, NCNOb3yeMbIMU
3TVMUN MPUNOXEHUAMW, Ha BblLLECToALEeM MapLupyTn3aTtope. PekomeHayeTca Bkaro4UnTb UPNP ana
obecneyeHunss paboTbl cepBnCcoB obMeHa daiiamMu B CETU.

* Brsirounte UPNP — npw ycTtaHoBneHHOM dnare npotokon UPnP BkOUeH, MHaye — BbIKIHOYEH.
3ape3epBupoBaHHble VLAN ID

3apesepsrpoBaHHble VLAN ID — cnucok cny>kebHbix VLAN, ncrnosib3yembliX yCTPONCTBOM /1S
BHYTPEHHUX LeNen.

* HauasbHbIi VLAN ID — HavanbHbIi HoMep VLAN,;
* KoHe4Hb1vi VLAN ID — KOHeuHbI Homep VLAN.

TexHonornyeckunin Wi-Fi

TexHonorunueckmin Wi-Fi ncnonbsyetcs npu toctposke Wi-Fi (nyHKT 3.5 FOcTpoBka aHTeHHbl Wi-Fi). Mpwu
BKtOUeHHOM TexHonornyeckom Wi-Fi kK yctpoinctBy MOXHO noaxkntounteca Wi-Fi knineHTom yepes
OTKPbITYtO ceTb ¢ SSID «EltexWiFi» (granasoH yactot 2.4 Tw).

* Wi-Fi Bk/1toYeH — Npuv ycTaHoBNeHHOM ¢nare TexHonorndecknin Wi-Fi BkiroueH, nHave —
BbIk/toYeH. o ymonyaHuto TexHonornyvecknii Wi-Fi BkatoueH.

* KoHgurypuposaHue yepe3z HTTP/HTTPS — npwv ycTaHOB/IEHHOM ¢are KOHPUryprpoBaHume yepes
TexHonornyecknin Wi-Fi Bk1roueHo, MHaye — BbIK/IF0YeHO. [10 yMonyaHnio KOHGUryprpoBaHve
yepe3 HTTP/HTTPS Bbiknto4eHo.

AN BCTynneHns B CUNy HOBOW KOHGUIypaumumn 1 3aHeceHs HacTPOeK B SIHEProHe3aBMNCKMYHO NaMsTb
HaXXMUTe KHOMKY «/IpyMeHUTL». ANs OTMeHbl U3MEHEHWIA HaXMUTe KHOMKY « OTMEHa.

(© Bo n3bexaHme HeCaHKLMOHNPOBAHHOMO AOCTYMa K YCTPOMCTBY nocne cTnpoBkn Wi-Fi
Heo6XoAMMO BbIKNHOUNTL TexHonornueckuin Wi-Fi.
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4.7 MOHNTOPUHI CUCTEMbI

Ans nepexoja B peXunM "MOHUTOPUHI CUCTEMBbI" Ha NaHeNn cieBa BblbepuTe NyHKT «MOHUTOPUHI.

(@ Ha HekoTOpbIX CTPaHMLAX He peann3oBaHO aBTOMaTUYeckie 06HOBEHME AaHHbIX
MOHUTOPWHra YCTPOICTBa. s nonyveHns TekyLleli MHopMaLmm € ycTpoincTBa HaXxMmnTe

2 OBHOEMTE

KHOMKY

4.7.1 MNMoameHto «MHTepHeT»

B nogmeHo <<|/|HTepHET>> ocylecTBnideTcd npocMOTpP OCHOBHbIX CETEBbIX HACTPOEK yCTpOVICTBa.

Beixog B IHTEpPHET

MonknioYeHe K CeTH Wi-Fi KnwenT
CocToaHWe NOOKNHOYEHNS Authenticated

WoeHTudpukatop cetu (SSID) Eltex VAP

MpoTtokon goctyna DHCP
IP-appec 192.168.1.1
RSSI Vertical/Horizontal -68/-60 nbm
SNR 19/21 ob
TxRate 13 Méur/c
RxRate 65 Mbutic

< OBHOBUTL

Bbixos B VIHTepHeTt

« [Nogk/to4deHue K ceTy — MoKa3biBaeT TUM MOAKAKOYEHNS K BHELLUHEN ceTn VIHTepHeT;

« COCTOsIHME MOAK/THOYEHMS — MOKA3bIBAaET COCTOSAHME NOAKIOUYEHMNS K BHELLHEN ceTu NHTepHeT;
* UgeHTngukartop cetv (SSID) — nms 6ecnpoBOAHON CeTU, K KOTOPOM NOAKNHOYEHO YCTPOWCTBO;

* [lpoT0oKO0/1 4OCTYrIa — NPOTOKO, UCMOJIb3YeMbl A5 40CTyna K ceTn VIHTepHeT;

*+ IP-agpec — IP-afpec yCTPOMNCTBa BO BHELLUHEeN ceTy;

* RSSI Vertical / Horizontal — ypoBeHb curHana ot 6a3oBoi cTaHuun, Abwm;

* SNR — oTHOLLEeHMe curHan/wym, Ab;

+ TxRate - KaHanbHasa CKOPOCTb nepegauuv, MouT/c;

* RxRate - KaHanbHas ckopocTb Npuema, Méut/c.

Ans 06HOBNEHUA NHGOPMALMN Ha CTPAHMLIE HAXMUTE KHOMKY «OBHOBUTbY.
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4.7.2 TloameHto «Ethernet-nopTbi»

B noameHto «Ethernet-nopTbi» BbINOMHAETCA NPOCMOTP coCTosAHUS Ethernet-nopToB ycTpoiicTBa.

WHteprer WSGEESGIOME DHCP ARP Ycrpoicteo Conntrack MapwpyTusauns

CocToanune Ethernet-noptos

Mopt MNogknyeHne CkopocTe Pexum NepeaaHo MpUHATO
LAN Bkn 100 MBuT/c Full-duplex 1.6 MBanT (1 627 755 GanT) 3.2 MGanT (3 404 702 GanT)

.

CocrosiHue Ethernet-riopToB

+ [lopT— Ha3BaHWe noprTa:
* LAN - nopT nokanbHow cetun.
* [logkaro4eHvie — COCTOsIHNE MOAK/TIOYEHNS K MOopTY:

* Bk/1. — K NOPTY NOAKIHOUEHO CEeTEBOE YCTPOMCTBO (JINHK akTUBEH);

* BbIk/l. = K MOPTY He NOAK/IFOYEHO CeTeBOE YCTPOMCTBO (IMHK He aKTUBEH).
CKOpOCTb — CKOPOCTb MOAKMHOUEHMSA BHELLIHErO CEeTEBOro yCTpocTBa K nopTy (10/100/1000 M6uT/
<);
© Pexum — pex1m rnepesauduu JaHHbIX:

* Full-duplex — nonHelA gynnekc;

* Half-duplex — nonygynnexc;
« [lepegaHo 6auiT — KONNYECTBO NepesaHHbIX 6aliT C NOPTa;
« [IpyHATO 6aUT — KONNYECTBO NPUHATLIX 6ANT NMOPTOM.

Ans nonyyeHuns Tekywen nHopmaLmm o cocTosiHUM Ethernet-nopToB HaXxxMuTe KHOMKY «OBHOBUTL.

4.7.3 TMogmeHto «<DHCP»

B nogmeHto «DHCP» MOXHO NOCMOTpeTb CNUCOK nogkatoveHHbIX K LAN (WLAN)-nHTepdeiicy ceTeBblix

YCTPOMCTB, KOTOPbIM 6bINV Ha3HauyeHb! IP-agpeca nokanbHbIM DHCP-cepBepoM, a TakXe BpeMs 0
ncreyeHVs apeHabl IP-agpeca.
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Internet  IP-TenedoHnA  Ethernet-nopTtel Wi-Fi JEG[¢icEM ARP  YcTpohicTBo  Conntrack — MaplpyTuiauws
Cnuncok DHCP-knueHTOB
MAC-agpec NMA KnneHTa IP-agpec BpeMsa 0o UCTEHEHUA apeHdsl
&
-

AktnBHble DHCP-apeH bl

* MAC-agpec - MAC-agpec NoAKIHOUYEHHOr0 YCTPOWCTBa;

* VIMA KneHTa — ceTeBOe UMSA MNOAKIOYEHHOro YCTPOMCTBa;

* IP-agpec - IP-agpec, Ha3HauYeHHbIN KANEHTY 13 Nyna ajpecos;

« Bpems 40 vicTedeHUs apeHbl — CPOK, Yepes KOTOPbIV UCTeKkaeT apeHAa BblAeNeHHOro ajpeca.

Ansa nonyyeHns Tekylen nHdopmaumm o DHCP-kaneHTax HaxmumTe KHonky «O6HOBUTbY.

4.7.4 TloagmMmeHo «<ARP»

B nogMeHto «ARP» BbinosiHAeTcA NpocMoTp ARP-Tabnuubl. B ARP-Tabnuue cogepxutca nHopmaums o
cooTBeTcTBUMU IP- 1 MAC-agpecoB coceHUX CeTEBbIX YCTPOMCTB.

Internet  IP-TenedoHna  Ethernet-nopTel  Wi-Fi  DHCP m YcTpoicTBo  Connfrack  MappyTuaums

ARP-Tabnuua

IP-agpec MAC-agpec WHTepdeiic
@

192.168.18.1 ABFO4B:80:ET:40 WAN

192 166.16.164 00:11:2F:7B:91:0E WARN
i

_ OGHOBUTb

ARP-1absuua

* IP-agpec - |P-agpec ycTponCTBa;
« MAC-agpec - MAC-agpec yCTpOINCTBS;
* UIHTepgevic — nHTepdeinc, co CTOPOHbI KOTOPOro akTnueHO ycTpoincTao: WAN, LAN, Bridge.

Ana nonyyeHns TekyLein nHGopMaLmm HaxxMmnTe KHonky «O6HOBUTb.
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4.7.5 TloaMeHIo «YCTPONCTBOY»

B noamMeHto «YCTponCTBO» NpuBeseHa obLan nHpopmaums o6 ycTpoincTse.

WMHutepHer  Ethernet-nopter DHCP ARP Conntrack  MapwpyTnsauna

WNHdopmauna ob ycTpoicTee

W3genune WB-1P-LR rev.B
Bepcua MO 1.12.5.137
3asofckoi MAC-agpec ABFO4B:B6:4566
CepuitHbIA HoMep WP10002420
CHCTEMHOE BpeMA 07:43:55 24.10.2016
Bpema paboTsl 34H., 21:30:42

UHPpopMayms 06 ycTpovicTee

* U34enme — HaMeHOBaHWe MOAeNn YCTPOMCTBa;
* Bepcus 10 — Bepcns NporpaMMHOro obecneyeHus ycTpomucTBea;

+ 3aBogckovi MAC-agpec — MAC-agpec WAN-nHTepdeinca ycTpomncTea, yCTaHOBNEHHbIN 3aBOAOM-

n3rotoBuTenem,

+ CepuviHbIVi HOMep — CepPUNHbIA HOMep YCTPOMCTBA, YCTaHOBJIEHHbI 3aBOA0M-N3rOTOBUTESIEM.

« CucremMHoe BpemMs — TeKkyLlmne speMa 1 aata, yCTaHOB/IEHHbIE B CNCTEME;

* Bpemsi pabotsl — Bpemsi paboTbl C MOMEHTa NocaeAHero BKUYEHWS U nepesarpy3ku

yCTpOWCTBa.
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B nogmeHto «Conntrack» 0T06pa>|<a+0Tc9| TeKyLline akKTBHbIE CeTeBble COEANHEHNA yCTpOﬁCTBa.

EnedgqonHn Ethernet-nopTt

BeiBoa akTusHbIx ceccuil NAT

Yueno aKTWBHLIX 14
COEaNHEHWIA
@ YuCno MoKasaHHbIX 14
coequHEHWUA
# Cnucok coeanHeHWi
Mpotokon Agpec UCTOMHMKA
tcp 192.168.27.128:1557
tcp 192 166.27.128:155
tcp 192.166.27.126:1563
tcp 192 168 .27 128:1576
udp 192.168.18.45:137
tcp 102 168 27 128:1578
tcp 192.168.27.128:1553
udp 0.0.0.0:68
tcp 192 168.27 128:1567
tcp 102 168 27 128:1551
tcp 192.166.18.44:35652
tcp 192 168 27 1281565
tcp 192 168.27.128:1561
tcp 192 168 .27 128:1577

A.qpec Ha3HaYeHHUA

192

1921

1921

19216

19216

1921

1921

168

58

18.44.443

18.44 443

18.44:443

18.44 443

18.255:137

18.44°443

18.44:443

5.255.255:67

G8.18.44°443

18.44:443

0.1:9595

6 18 44 443

18.44°443

18.44:443

Conntrack

MaplupyTHsauu

Tanmayr

55 ceK

40 cex

1 MUH 17 ceK
1 MuH 59 cex
24 ceK

4 aH 23 4 59 muH 59 cex
38 ceK

4 cex

1 MUH 44 cex
19 cek

1 MHH 47 cex
1 MuH 33 cex
1 MHH G cek

9 cek

Bbi1BO/ akTuBHbIX ceccuvi NAT

* Yyc/10 akTUBHBIX COEAMHEHMT — 0bLLLee YMCN0 aKTUBHbIX CETEBbIX COeANHEHNI;

* Yuycio nokazaHHbIX COEAMHEHMVI — YNCNO0 COeANHEHWI, BbiBeAeHHbIX B Web-nHTepdeic. YTobbl He
CHMXaTb NPOMN3BOAUTENBLHOCTL paboTbl Web-nHtepdeiica, MakcrManbHOe YMCN0 NOKa3aHHbIX
coefVHEeHWUIN orpaHnyeHo 3HavyeHnem 1024. OcTanbHble coeAVHEeHNA MOXHO MOCMOTpeTb Yepes3
KOMaHZHYI KOHCOJIb YCTPOMCTBA.

Crivcok coeanHeHuy

* [lpoToKO0/1 — NPOTOKOJI, MO KOTOPOMY YCTaHOB/IEHO COeNHEHNE,;
* Agpec ncrodyHuka — IP-agpec v Homep nopta MHMUMaTOpPa CoejNHEeHNS;
* Agpec HasHa4dyeHus — IP-agpec n HoOMep rnopTa ajgpecara coejuHeHUS;

* TavimayT — Nnepunoj BpeMeHU J0 YHNUTOXEHWNS COeAMHEHUS.

Ans nonyyeHns TekyLen MHGOPMaLMM HAXXMUTE KHOMKY «OBHOBUTb.
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4.7.7 NoameHto «MapLupyTmsaumsa»

B noameHto «<MapLupyTusaLms» oTobpaxaeTcs Tabamua MapLUpyTM3anmm yCTponcTaa.

Tabnuua MapwpyTuzayus

Appecart Lintoz Macka @narn  MeTtpuka Obpawenna Obuapyxenun Hurepdenc
192.168.16.0 0.0.0.0 2552552550 U 0 0 0 wilan0
192.168.1.0 0.0.0.0 2562562550 U 0 0 0 br0

0.0.0.0 192.168.181  0.0.0.0 uG 0 0 0 wilan0

* Agpecart — IP-aagpec XocCTa Uiy NoACeTN HasHavyeHus, ,0 KOTOPbIX YCTaHOB/IEH MapLLUpYT,

+ Lmo3 - IP-agpec WNto3a, Yepes KOTOPbI OCYLLLeCTBASETCA BbIXOA Ha ajpecarTa;

* Macka riogcetv — macka nogcetu,

* @narv — onpejeneHHble XapakTepuCcTUKM JaHHoro mapupyta. CyLecTBytoT c/iefytoLime
3HayveHWns ¢/1aros.

U - yka3bIBaeT, UTO MapLUPYT CO34aH U ABNAETCA NPOXOAMMbIM.

H - ykasbiBaeT Ha MapLUpyT K ornpeAesieHHOM y3/y.

G - yKa3blBaeT, YTO MapLUPYT NposeraeT yepes BHeLWHNM Wwnto3. CeTeBON NHTepdeinc
CUCTEMBbI MPeAoCTaBAseT MapLLpPYThbl B CETU C NPAMbIM NoAKAto4eHeM. Bce npouve
MapLLPYTbI MPOXOAAT Yepes BHeLUHWe Wto3bl. PnaroMm G 0TMeYatoTcs BCe MapLUpYThI,
KpOMe MapLUPYTOB B CETU C MPSAMbIM NOAK/IHOYEHUNEM.

R - yKa3blBaeT, YUTO MapLLpPYT, CKopee Bcero, 6bl1 CO3/aH AMHAMNYECKM NPOTOKONOM
MapLUpyTU3aLmn, paboTaroLM Ha JI0KaJIbHOW cMcTeMe, NoCpesCcTBOM NnapamMeTpa reinstate.
D - yka3bIBaeT, UTo MapLUpyT 6611 JobaBneH B pe3ysibTaTe NoslyyeHns CoobLLeHns
nepeHanpasneHusi ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o MapLupyTe 13
coobLeHnsa ICMP Redirect, MapLUpyT BK/tOUYaeTCH B TabanLy MapLUpyTM3aLmm, 4Tobbl
NCKNOYNTL MepeHanpasieHne 418 NocieyoLmnX NakeTos, NpejHa3HavYeHHbIX TOMY Xe
ajpecary.

M - yka3bIBaeT, YToO MapLUpPYT NOABEPIcA N3MEHEHUIO - BEPOATHO, B pe3y/ibTaTe paboThbl
AVHAMVYeCKOro rnpoToKo/ia MapLupyTU3aLmmn Ha 10KaIbHOW CUcTeME U MPUMEHEHUS
napameTpa mod.

A - yka3blBaeT Ha 6ydepn3oBaHHbI MapLLPYT, KOTOPOMY COOTBETCTBYET 3arnncb B Tabanue
ARP.

C - yKasblBaeT, YTO UCTOYHNKOM MapLUpyTa aBnseTcs bydep MapLupyTmsaumm aapa.

L - yka3biBaeT, YTO MyHKTOM Ha3HayeHUs MapLupyTa ABIAETCA O4MH N3 aZpecoB AaHHOro
KOMMboTepa. Takme «10KaJibHble MapLUPYThI» CYLLLECTBYHOT TO/ILKO B bydepe
MapLUpyTU3aLun.

B - yka3biBaeT, UTO KOHEYHbIM MYHKTOM MapLUpyTa AB/IAETCA LUMPOKOBELLATe/IbHbIN ajpec.
Takne «luMpokoBeLyaTelbHble MapLUPYThbl» CYLLIECTBYIOT TO/IbKO B bydepe MapLUpyTU3aLnn.
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+ | - yka3bIBaeT, UTO MapLUpPYT CBA3aH C KosbLeBbiM (loopback) MHTepdencom ¢ uenbio NHOA,
Hexenun obpalleHne K KoNbLeBor ceTu. Takme «BHYTPEHHME MapLUPYThbl» CyLLeCTBYOT
TONbKO B bydepe MapLupyTm3aumm.

+ 1-yKa3sbIBaeT, uTo AeTarpamMmMbl, HarnpaenaseMble Mo 3ToMy agpecy, 6yAyT oTBepraTbCs
CUCTEMOWA.

* Mertpuka — onpejensieT «CTOMMOCTb» MapLupyTa. MeTpuka UCMNonb3yeTcs 4151 COPTUPOBKU
Ay6NPYIOLLMX MapLLUPYTOB, eC/V TaKOBble NPUCYTCTBYHOT B TabauLe;

* ObpatyeHus — 3adpUKCMPOBAHHOE YMCN0 06PaLLEHNIA K MapLUPYTY C LieNbio CO3AaHNsS COeANHEHWSA
(He ncnonb3yeTcs B cUCTEME);

* O6Hapy>keHus1 — YNCNo OBHapPYXXeHWIN MapLUpPyTa, BbIMOJIHEHHbIX MPOTOKOAOM IP;

* VIHTepgeric — nMs ceTeBOro nHTepdeinca, yepes KOTopbl Nponeraet JaHHbIA MapLUpyT.

Ana nonyyeHua Tekywen MHGopMaLUMm HaxxMuTe KHonKy «O6HOBUTbY.

4.8 TlpyMmep HaCTPOWKW

1. NoaxntoumTe MK K LAN-NOPTY yCTPOICTBS;

2. B aapecHom cTpoke 6pay3epa BBeauTe IP-agpec wnto3a (no ymonyanHuo 192.168.1.1, ecnn
YCTPOMCTBO He nony4yunno agpec no DHCP);

3. TMpwn ycnewHoOM NOoAKAHOYEHNN K YCTPOMCTBY NOSABUTCS OKHO C 3anpoCcoM NOTMHA 1 Napons.
3anofHUTE NOAA N HAXMUTE KHOMNKY «BoliTu» (Mo ymonyaHuto normH: admin, napons: password).

WB'1 P'LR rev-B ru-

Norun:

admin

Mapone:

sernennn

@ 000 "Mpeanpudarne "ntexc”, 2011 - 2018

Ecnm 31O OKHO He NoABWJIOCH, y6ep,|/|Ter, yto MK HaxoanTca B O,D,HOIZ ceTn C yCTpOVICTBOM.

4. B nnuTtke «/IHTepHeT» HacTpamMBaeTCsa BHeLLHee coeAnHeHVe. B none «Pexunm paboTbl» BblbepuTe
HY>XHbI pexXnM paboTbl: MocT nnun MapLpyTtusaTtop. Ecam ana nogkntoueHms K ceTm nposarigepa
NCMOMb3YHOTCA CTaTUYeCKmMe HaCTPOMKK, TO B none «[MpoToKO/» HYXKHO BblbpaTb 3HaueHue «Staticr,
3anNoNHUTb Nons «BHewHWI IP-agpec», «Macka nogceTu», «LLIno3 no ymonvaHuo», «llepBuYHbIn
DNS» 1 «BTOpryHbI DNS» - 3HaueHWsi napaMeTpoB NpeoCTaBAsaoTCs nposangepom. ns

CoOXpaHeHA N NpUMeEHEHNA HAaCTPOEK HaXXMNTE KHOMKY v .
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MHTepHeT nogpoGHee

Pexum paGoTel | MapwpyTW3aTop ¥
MpoTokon | DHCP v
MeperHHbIA DNS

BTopu4HbIA DNS

= -

Ansa ykasaHus AONONHUTENIbHBLIX NapaMeTpoB NepenanTe B pexmnM paclumpeHHbIX HacTpoek,
HaXaB CCbINIKY «NogpobHee» (cMoTpuTe pa3gen 4.6.2.7 NoameHo «IHTepHeT»).

Heo6x0AMMO HaCcTpOUTb NOAKNOUEHMe K 6a30BOI cTaHLMK. B none «SSID» ykasaTtb
naeHTndrKaTop 6ecnpoBOAHON CeTH, K KOTOPO HEO6XOAMMO NPOU3BECTU NOAKNOUeHMe. B none

«PexxumM 6e3onacHoCTU» BbibepuTe pexxmm 6e30nacHoCT, N0 KOTOPOMY OCYLLEeCTBASeTCS
ayTeHTUPUKaUnNSA JaHHON ceTu.

Wi-Fi nogpoGHee

Pexun paoTel: KnueHT

HOuwanasoH | 51T v
SSID ISP
Pexum OeaonacHocTH | WPAZ2-Enterprisi ¥

MMA Nonb3oeaTendA | User

Mapont | user

= -

AN HaCTPOVKN AONONHUTE/IbHBIX NAPaMEeTPOB 1 CKaHNPOBaHMSA 3durpa ANna nomcka
Heo6X0ANMOWN TOUKM AOCTYMNa NepenanTe B PpeXnM paclMPeHHbIX HACTPOEK, HaXaB CCbINKY
«noapobHee» (cMoTpuTe pa3gen 4.6.2.1 MoaMeHIo «NHTepHET»).

Ansa COXpaHeHNA N NPNMEHEHNA HAaCTPOEK HaXMNTe KHOI'IKy.
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6. Ecnm npegnonaraeTca ncnonb3oBaHue IP-TeneBngeHus — B NanTKe «IP-TenesngeHne» otMeTbTe
NYHKT «BkntounTe IPTV». [1na BkAtoueHUsa BO3MOXHOCTW nepegayn IPTV notokos no HTTP
OTMeTbTe NyHKT «BkntounTtb HTTP-npokcn». B none «MopT HTTP» ykaxunTe nopT, KOTopbI byaeT
NCMOJIb30BaTbCA ANA NOAKNOYEHUSI BHELLHWX YCTPONCTB K /IoKasibHOMY HTTP-npokcu.
PekomeHayeTca rcnosb3oBatb HTTP-npokcn npu npocMmoTpe IP-TenesnaeHnsa yepes
6ecnpoBoaHyto ceTb Wi-Fi (B Lensix ynyylueHns kayecTsa TpaHCIMpyemMoro B 3¢upe
n306paxeHus).

IP-TteneBngeHune noagpo6Hee

BKniOUMTE IPTV

BntounTe HTTP-
NpOoKCH

MopT HTTP | 1234

3 -

Ans COXpaHeHNA N NPNUMEHEHNA HACTPOEK HAaXXKMNTE KHOMKY .
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5 Anroputm paboTbl aBBTOMaTNYeCcKoro 06HOB/IeHVS YCTPOMCTBA HA OCHOBe
npoTtokona DHCP

WB-1P-LR rev.B admin

Cete IP-TeneBuneHne el -TE]
Bpems DocTyn Kypnan Maponu Ynpasnexwe koHpurypauwei ObrosneHwe MO Mepesarpyska ABTokOHMIypUpoBaHne JlononHKT ENbHLIE HAC T PokK

ABTOKOHCPUTYypHpOBaHWe Ha ocHoee npoTtokona DHCP

ABTOMATHYECKDE 0BHOBNEHIE Kordwrypawas v MO j
&
MpWopKTET NapaMeTpos K3 DHCP eptions j
$aitn kosdvry paum
&

MHTepBan oBHOBNEHNE KOHDMWI Y DALIMI, C 300
Daiin MO

WuTepsan obkoanctma NO, © 3600

ABTOKOHUrypupoBaHue no npotokony TR-069
Obuime
Bkmountb knkeHTa TR-069
Anpec cepeepa ACS hitp/update local- 3535/
Bmto4nT b NEpUoOMYECKMA oNpoc

Mepwon cnpoca, © &0
Janpoc coeQMHeHWa ¢ ACS
mMa nons3cearens acs
MNaponk acsacs
3anpoc COBOMHEHHR C KNHEHTOM

Wm=a nonbaosaTens admin

MNaponk admin
HacTpo#kn NAT

Pexum NAT | OFf j

£ 000 "Mpegnpusmie "Sntexc”, 2011 — 2018 Bepcua MNO: 1.13.1.46
Bepcus sefi-uqtepgbeiica: 1.13.62

AnropuTt™M paboTbl NpoLeaypbl aBTOMATUYECKOro 06HOBIEHNS YCTPONCTBA OnpeenseTcs 3HaueHnem
napameTtpa «/Ip1opuUTeT NapameTpoB 13».
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Ecnv BbibpaHO 3HaueHwVe «Static settings», TO U3 NapaMeTpoB « Pari/1 KOHGuUrypauyumm v « @aii lN0»
onpezenseTcs NoMHbIN NyTb (BK/IKOYAasA NPOTOKON AOCTyMa 1 agpec cepepa) K dpaiinam
KOHPUrypaumm n nporpaMmmHoro obecneveHus. NonHbeln NyTb ykasbiBaeTcsa B popmaTte URL
(nopaepxwmBatoTcs NpoTokobl HTTP n TFTP):
<protocol>://<server address>/<path to file>, rae
* <protocol> - NpoToKOoN, NCMoNb3yeMbll A5 3arpy3kn COOTBETCTBYOLLEro ¢paina ¢ cepeepa
(nopaepxwnsatotcs npoTtokonbl HTTP n TFTP);
+ <server address> — agpec cepBepa, C KOTOPOro HeEO6X0AMMO 3arpy3nTb dain (LOMeHHoe NMS
nnw IPv4);
+ <path to file> — nyTb K Ppany Ha cepsepe.

B URL sonyckaeTcs NCNo/ib30BaHMe CNesyoLmx MakpocoB (3ape3epBrpoBaHHbIe C/10Ba,
BMEeCTO KOTOPbIX YCTPOMCTBO NOACTaBASAET onpeAeneHHble 3HaYeHNS):
+ SMA - MAC address — BMecTo gaHHoro makpoca B URL daiina ycTpoiicTBo nogcrasnsiet
cobcTBeHHbIN MAC-agpec;
+ SSN - Serial number — BMecTo faHHoOro Mmakpoca B URL ¢alina ycTpoiicTBo noactaBnset
COH6CTBEHHbIN CEPUHBIA HOMEp;
+ SPN - Product name — BMecTO faHHOro Makpoca B URL ¢aiina ycTpoiicTBo noacTaBnseT
Ha3BaHWe mogenu (Hanpumep, WB-1P-LR).
MAC-agpec, cepuitHbIi HOMep N Ha3BaHVe MOAEIN MOXHO Y3HaTb Ha CTPaHWLLEe MOHUTOPUHTa B
pasgene «YCTPONCTBO».
Mprmepsbl URL:
tftp://download.server.loc/firmware.file, http://192.168.25.34/configs/WB-1P-LR//my.cfg,
tftp://server.tftp/SPN/config/SSN.cfg, http://server.http/SPN/firmware/SMA.frm n T.A.
Mpu 3TOM gonyckaeTcs onyckaTb HekoTopble NnapameTpsbl URL. Hanpumep, ¢ainn koHPurypaumm
MOXHO 3a4aTb B TakoM ¢popmare:
« http://192.168.18.6 nnu config_wb.cfg
Ecnv 3 URL-dpaiina KoHurypaumm nam NnporpaMmmMHOro obecneyeHus He yaaértcsa n3snedb Bce
HeobxoauMble Ans 3arpy3kn ¢arina napameTpbl (MPOTOKO, afpec cepBepa Uan NyThb K dariny Ha
cepBepe) — byzeT Npov3BejeHa NonbITKa N3BNeYb HEN3BECTHbIV NapameTp ns DHCP-onuwii 43
(Vendor specific info) nnu 66 (TFTP server) 1 67 (Boot file name), B cnyyae ecnm B ycnyre NHTepHeT
yCTaHOBNEHO MonyyeHune agpeca no npotokony DHCP (dpopmat v aHann3 DHCP onuuia 6yaet
npuBeséH Hxe). Ecnn n3 DHCP-onumin He nony4YaeTcs U3BneYb HeJoCTaloLWMIA napameTp, byaeT
MCNONb30BaTbCS 3ajlaHHOE 3HaYeHKe Mo YMOIYaHWIO:
+ AnsA npoTokona: tftp
+ AnsA agpeca cepsepa: update.local
+ Ans umeHn daina koHeurypaumm: wb1p.cfg. (4na ycrpoiicte WB-1P-LR ncn. M1
ncnonb3ytoTcs UMeHa wb1p.fw n wb1p.cfg, ans yctpoiicte WB-1P-LR rev.B ncnonbsyroTtcs
nMmeHa wb1p_revb.fw n wb1p_revb.cfg).

« Ans MeHu daiina nporpamMMHoro obecrneyeHuns: wb1p.fw’
TakuM o0bpasoMm, ecnu Nons «Pavisi KOHPurypaymm» n «Pavis1 lO» 0CTaBUTb NMYCTbIMU, U MO
npoTtokony DHCP He 6yaeT nonyyeHbl onumn 43 nam 66, 67 ¢ ykazaHnemMm MecTomnoI0XKeHUs 3TUX
dannos — URL painna koHPurypauum byset umetb BUA;
+ tftp://update.local/wb1p.cfg Ana ycTpoiicte WB-1P-LR ncn.M1 ncnone3yotcs numeHa wbh1p.fw
n wb1p.cfg, ana ycrpoiicte WB-1P-LR rev.B ncnonb3ywotca umeHa wb1p_revb.fw n
wb1p_revb.cfg.,
« a URL daitna NO: tftp://update.local/wb1p.fw .
Ecnv BbIbpaHo 3HaveHne «<DHCP options» — URL ¢ainnos koHGUrypaumm n nporpaMmmMHoro
obecneyeHuns nsenekatotcsa ns DHCP onuwnii 43 (Vendor specific info) nnn 66 (TFTP server) n 67
(Boot file name), anst wero B ycnyre VIHTepHeT A0/IXKHO 6bITb YCTAHOB/IEHO MOAyYeHMe agpeca no
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npotokony DHCP (dopmat 1 aHanms DHCP onuwnii 6yzet npmBeseH Huxe). Ecnm ns DHCP onuwnii
He yjaeTcs onpeaenntb Kakon-Hnbyab napameTtp URL — ans Hero ncnonb3yercs 3ajaHHoe
3HayeHue No YMOMYaAHUIO:

+ AnsA npoTokona: tftp

+ AnsA agpeca cepsepa: update.local

« AN MeHn daiina KoHdurypaumm: wb1p.cfg’

« Ans MmeHu daiina nporpamMMHoro obecrneyeHns: wb1p.fw’
®opmatonuum 43 (Vendor specific info)
1|<acs_url>|2|<pcode>|3|<username>|4|<password>|5|<server_url>|6|<config.file>|7|<firmware.file>|8|
<vlan_tag>

+ 1 - Kop agpeca cepBepa aBTOKOHOUTYpPUPOBaHUS Mo rnpoTokony TR-069.

* 2 - KOA ANdA yKa3aHua napamMeTtpa Provisioning Code.
* 3 — KOA MIMeHW NnoJsib30oBaTens ANa aBTopusaumm Ha cepsepe TR-069.
* 4 - oA naponsa AN aBTopusaunm Ha cepsepe TR-069.
+ 5 - Kog agpeca cepepa. Agpec cepepa 3agaetcs B ¢opmate URL: tftp://address vnu http://
address. B nepBoM BapuaHTe yKka3aH agpec cepsepa TFTP, Bo BTopoM — HTTP.
* 6 — Ko4 MeHu daina KoHburypaymmn.
« 7 — kog nmeHu daina Mo.
+ 8 — kog Tera VLAN ana ynpasneHums.
"|" - 06a3aTeNbHbIN pasgennTenbHbIA CUMBOA MeXAY KOZaMn 1N 3HaYeHUAMU MOoA0MLUA.
Anroputm onpeaeneHus napameTpos URL ¢paiinos KoHPUrypauym n nporpaMmMHoro
o6ecneyeHus ns DHCP onuuii 43 n 66, 67.
a. Nnnymannsauma DHCP-obmeHa
Mocne 3arpysku ycTponcTeo nHuummpyet DHCP-o6meH.
b. AHanu3 onuyum 43
Mpw nonyyeHumn onumm 43 aHanusmpyeTcs nogonuus 4 (vian_tag):

* MoAoNuUMA NPUCYTCTBYET N OTIMYaeTca oT TekyLlero tera VLAN — nHnunmpyetcs
DHCP-o6meH B HoBOoM VLAN;

* MOAOMNUMA OTCYTCTBYeT IM60 NPUCYTCTBYET U He OTAnYaeTcsa oT TekyLero Tera VLAN:
BbIMOJIHAETCA aHaNn3 NoAoMNUNMA € kogaMmn 1,2 1 3 € Lebio onpejeneHvs agpeca
cepBepa 1 UMEH ¢painnoB KOHPUrypauum n NporpaMMHOro obecneyeHums.

3. AHanms onuuu 66
Ecnn onumsa 43 ot DHCP-cepBepa He nonyyeHa n1bo nonyyeHa, Ho U3 Heé He yAanocb 13Bfeyb
ajipec cepsepa — OCyLLeCcTBAsSeTCca NoncK onummu 66. Ecnmn nma ¢arina NoO Takxe He yaanocb
NONYYNTb — OCYLLECTBAAETCA NOUCK ONUMK 67. VI3 HUX N3BNEKAIOTCA COOTBETCTBEHHO ajpec
cepsepa TFTP v nyTb K ¢painy MNO. lanee painnbl KOHGUrypaLmm n NporpaMMHOro obecneyeHus
6yAyT 3arpyxaTtbcs € agpeca 13 onuum 66 no npotokony TFTP.
OcobeHHOCTN 06HOBNEHUSI KOHpUrypaLmn.
®aiin kKoHUrypaumm fonxeH nmeTtsb dopmar .tar.gz (B gaHHOM dopmaTe NPONUCXOAMT
coxpaHeHue KoHpurypaumm yepes Web-nHtepdeiic B 3aknagke «Cnctemar - «yrnpasneHue
KOHUrypaumeii»). 3arpy>xeHHas ¢ cepeepa KOHOUrypaums npuMeHseTcs asTomaTnyeck 6es
nepesarpysKku yCTpOMCTBa.
OcobeHHOCTN 06HOBNEHUSI MPOrpaMMHOro obecneyeHus.
®ainn NnporpaMMHOro obecneyeHns JomkeH UMeTb popmar .tar.gz. MNocne 3arpysku darna MO
OCYLLeCTB/ISIETCS ero pacnakoBka v npoBepka Bepcuun (Mo cogepxunmomy daiina version B tar.gz-
apxuse).
Ecnn TekyLlas Bepcus MporpaMMHOro obecrneyveHnss coBnajaet ¢ Bepcurein dainna, NoayyeHHoro
no npotokony DHCP, o6HoBneHme MO npon3BoanTbCA He byaeT. O6HOBAEHVEe NPOV3BOANTCA
TONbLKO B C/lydae HecoBnageHus Bepcuii. O 3anyLeHHOM npoLiecce 3anmcy obpasa
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nporpaMmHoro obecneyeHus Bo flash-namsaTb ycTpoincTBa cBUAeTeNbCTBYET NooyepeHoe
LUKNMYecKoe MuUraHme nHankaTopa «Power» 3eneHblM, OpaH>XeBbIM U KPaCHbIM LiBETOM.

() He oTkntovaiiTe NUTaHVe 1 He NeperpyxarTe yCTPONCTBO BO Bpemsi 3anncy obpasa Bo
flash-namaTe. laHHbIe AeCTBUA NpUBEAYT K YacTUYHOM 3anucuy MO, 4To paBHOLLEHHO
nopye 3arpy304HOro paszena ycTporicrea. JanbHerwasa paboTta ycTpocTea byaet
HeBO3MOXHa. [lns BoccTaHOBAEHMSA paboTOCNOCOOHOCTY YCTPOMCTBA BOCNOAb3YNTECh
NHCTPYKLMER, KOTopas NpuBeAeHa B C1efytoLLEeM pa3jene .
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6 Mpoueaypa BOCCTAHOBNEHWNS CUCTEMbI Noc/ie cb60os Npy 06HOBAEHWN
NporpaMMHOro obecneyeHus

Ecnv npu BbINONHEHMN NpoLeaypbl 06HOBNEHMS NMPOrpaMMHOro obecrneueHus (Yepes Web-uHtepdelric
NN Yepes MexaHn3M aBTOMaTMYeCcKoro 06HOBAEHNSI HA OCHOBe NpoTokosia DHCP) npounsowen c6oii
(Hanpumep, n3-3a CyYaliHOrO OTK/IOYEHNSI MMTaHKSA), B pe3ynbTaTe Yero AasbHelasa paboTa
yCTpOIiCcTBa CTana HeBO3MOXHOW (MHAMKaTOp «Power» MOCTOAHHO rOpUT KPacHbIM LiBETOM),
BOCMO/Ib3yTeCh CNeAyoLVIM aroOpUTMOM BOCCTAaHOB/IEHNSA PpaboTOCNOCOHOHOCTN YCTPONCTBA:

Pacnakyrite apxmB ¢ $aisioMm NPOrpaMMHOro obecrneyeHus.

MogkntounTe MK K MOPTY YCTPOWCTBA, YCTaHOBUTE Ha CeTeBOM NHTepdelice agpec 13 NoaceTn
192.168.1.0/24.

3anyctute Ha MK TFTP-knneHTa (418 Windows pekoMeHAyeTCs MCMonb30BaTb NpPorpamMmmy
Tftpd32), B kauecTBe agpeca yAanéHHOro xocta ykaxute 192.168.1.6, a 4na nepesaym Bolbepute
darin linux.bin 13 pacnakoBaHHOro apxvBa NPOrpaMMHOro obecneyeHus.

3anycTuTe KOMaHZy oTnpaBku ¢palina Ha yAaneHHbIn XocT (koMaHaa Put). lomkeH 3anycTuTbCs
npouecc nepegayun ¢panna Ha ycTpomncTeo.

Echv npouecc nepesayum painna Havanca — AOXANTECH ero OKOHYaHWSA, Noc/e Yero yCTponNCTBO
npov3BejeT 3anncb NPorpaMMHOro obecreyeHuns B NaMaTb 1 aBTOMaTUYECKW BbIMOJIHUT 3amnycK
cmcTeMbl. Bpems 3anucm coctaBnsieT okoso 5 MrHyT. O6 ycnewwHoOM BOCCTaHOB/IEHNW YCTPOKCTBA
CBUAETENIbCTBYET OPaHXEBbLIN UK 3eNeHbl LBeT HAMKaTopa «Power». [py 3TOM Ha yCTpoKcTBe
coxpaHseTcs KoHUrypauums, kotopas 6bi1a 40 c605. ECM NOAKNHOUNTLCS K YCTPONCTBY He
YAQETCa — NpomnsBeanTe cbpocC Ha 3aBOACKME HACTPOMKMN.

Ecnv npouecc nepesaun painna He Havancs, ybegmtecb B KOPPEKTHOCTU CETEBbIX HACTPOEK
KoMMbloTepa 1 nonpobyiTe eLle pas. B cnyvae Heygaum — yCTpoOMCTBO HEO6XOAMMO OTNPaBUThL B
PEMOHT IN60 BbIMNOIHNTE BOCCTAHOB/IEHWE, MOAK/TIOUMBLLMCE K YCTPONCTBY Mo COM-nopTy yepes
cneumanbHbIn agantep (Mpyv HanU4Mn).
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7 MpunoxeHue A. 3anyck NPON3BOILHOIO CKPUMNTa NPU CTapTe CUCTEMBI

Mepuognueckn BO3HMKaeT HEOH6XOANMOCTb NPV CTapTe YCTPOMCTBA BbINOHATL OnpejenéHHble
[eliCTBMS, KOTOPble HeMb35 OCYLLEeCTBUTL 3aJaHMeM onpejenieHHbIX HacTpoek yepes danin
KOHUrypaumn. lna aToro cnyyas B yCTpOMCTBE NpesycMOTPeHa BO3MOXHOCTb Yepes
KOHPUIypaunOoHHbIN paiin HaCTPOUTb 3anyCK MPOV3BOJIBHOIO CKPUMTA, B KOTOPbI MOXHO NMOMEeCTUTb
Noby1o XXenaemyro nocnefoBaTe/ibHOCTb KOMaHA,

[na 3anycka Npon3BoabHOro ckpunTa B darine koHpurypaumm config.yaml cosgaHa cekumsa HacTpoek:

UserScript:
Enable: "0"
URL: ™

Onuwus «Enable» pa3speluaeT (ecnm 3HaueHve 1) nnm 3anpewtaet (ecam 3HayeHre 0) 3anyck CKpUNTa, NyTb
K KOTOPOMY yKa3aH B napametpe URL.

3anyckaeMblih CKPUMT MOXET pacronaratbCsa Kak Ha yAanéHHOM cepBepe, Tak U Ha caMmoM ycTpoiictee. C
YAANEHHOro cepBepa CKPUMNT MOXET 6bITb 3arpy>XeH nocpeAcTBOM NpoTokonos HTTP vnn TFTP.
PaccmoTpumM npuMepsbl $paina KoOHPUrypaumm Ana 3anycka nosib30BaTe/1bCKoro CKpUnTa ¢ pasHbIX
NCTOYHWKOB.

a. 3anyck c HTTP-cepBepa
Ansa 3anycka ckpunta ¢ HTTP-cepBepa HeobxoaMmo B napameTtpe URL yka3aTb NOAHbIV NYTb

K ¢painny B popmate HTTP-URL:
URL: "http://192.168.0.250/user-script/script.sh"
B aTOM cnyyae nocse ctapTta ycTporctea ¢aiin script.sh, xpaHAWMNCA B KaTanore user-script
no agpecy 192.168.0.250, aBToMaTmnyecku 3arpy3mTcsa no npotokony HTTP ¢ ykasaHHOro
cepBepa, Noc/e Yyero byAeT Npon3BesEH ero 3anyck.

b. 3anyck ¢ TFTP-cepBepa
Ana 3anycka ckpunTta ¢ TFTP-cepBepa HeobxoanMo B napameTpe URL yka3aTb NOAHbIA NYTb
K ¢pany B popmarte TFTP-URL:
URL: "tftp://192.168.0.250/user-script/script.sh"
B 3TOM cnyyae nocsie ctapTta ycTporctea ¢aiin script.sh, xpaHAWMNCA B KaTanore user-script
no agpecy 192.168.0.250, aBToMaTmnyecku 3arpysmTca no nportokony TFTP ¢ ykazaHHOro
cepBepa, Noc/e Yyero byAeT Npon3BesEH ero 3anyck.

C. 3arnycK J10KaJbHOro CKpMNTa
BBuay ocobeHHocTel $alinoBol CUCTEeMbI NOKaNbHbIV CKPUMAT A0/KEeH pacnonaraTbes
TONLKO B KaTanore /etc/config, T.K. TOJIbKO COAEPXKMMOE 3TOro KaTasiora COXpaHsieTca nocse
nepesarpysku ycrpomcrea. CKpunT B KaTanore /etc/config MOXHO co3gaTb 1160 C MOMOLLbIO
pesakTopa vi, 1nbo 3arpysnTtb ero ¢ BHelHero TFTP-cepepa (komaHgow tftp —gl user.sh
<TFTP-server address>). Nocne co3aaHns CKpUnTa eMy He06X0ANMO Ha3HAUYMTb NpaBa Ha
3anyck komaHgown chmod 777 /etc/config/user.sh
B ¢anne koHPurypaumm URL ans 3anycka noKanbHOro CKpUNTa MMeeT BUA;
URL: "File://etc/config/user.sh"
BaXXHO OTMeTUTb, YTO NONb30BaTE/IbCKNI CKPUMT JO/IKEH HAaUMHATLCSA € AnpekTuBbl #//bin/
sh.

T
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9 CnNncoK N3MeHeHU

Bepcua
AOKYMEHTa

Bepcua 1.7

Bepcus 1.6

Bepcua 1.5

Bepcua 1.4

Bepcns 1.3

Bepcua 1.2

Bepcusa 1.1

Bepcns 1.0

[aTa
BbIMycKa

15.01.2019

30.11.2017

20.10.2016

09.02.2016

24.08.2015

02.04.2015

25.03.2015

21.01.2015

PyKOBO[J,CTBO no skcnayataunm WB-1P-LR

CoaepaHue N3MeHeHNi

CnHxpoHu3aums ¢ Bepcuein MO 1.13.1. ViameHeHus:

* 4.5.1 IHTepHeT
* 4.6.2.1 NogMeHto «/IHTepHeT»
+ 4.6.4.9 NogMeH0 «1oNONHUTENbHbIE HACTPOMKU»

CnHxpoHu3auums ¢ sepcuert MO 1.12.9 MIameHeHUs:

* 4.6.2.1 NoameHto «/IHTepHeT»

CnHXpoHu3aums ¢ sepcmein MO 1.12.5 N3meHeHns:

*+ 2.3 OCHOBHbIe TEXHNYECKME NapaMeTpbl
* 4.6.2.1 NoameHto «/IHTepHeT»

CnHxpoHu3aums ¢ Bepcuein N0 1.12.4 JlobasneHo:
+ 2.5 CBeToBas nHAMKauUns
VI3ameHeHus:

+ 3.5 HOcTtupoBka aHTeHHbl Wi-Fi

* 4.5.2 Wi-Fi

* 4.6.4.1 NoameHto «/IHTepHeT»

« 4.6.4.6 NoameHto «O6HOBNEHME [TO»

* 5 AnropuT™ paboTbl aBTOMaTU4eCKOro 06HOBNEHMS YCTPOMCTBA Ha
ocHoBe npoTtokosia DHCP

CnHxpoHu3aums ¢ sepcmein N0 1.12.3 JlobaeneHo:
+ 3.5 KOctnposka aHTeHHbl Wi-Fi
VisameHeHus:

* 4.6.4.9 NogMeH0 «lonoNHUTeNbHbIE HACTPONKN»
CuHxpoHu3aumsa ¢ Bepcuein MO 1.12.1

[lobaBneHo:
+ 3.3 MoHTax yctporictea WB-1P-LR
VI3ameHeHwus:

+ 3.4 BkntoueHwue ycTponcTBa

MepBas nyéankaumsa

Bepcus nporpammMHoro obecrneueHus 1.13.1
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TEXHUNYECKASA NOAAEPXKA

Ana nonyyeHnsa TeXHNYeCKon KOHCYNbTaumMy o BoONpocam skcnayataumm obopyaoBaHns
00O «Mpeanpuatne «3ITEKC» Bbl MoxeTe 06paTuUTbcs B CEPBUCHbLIN LEHTP KOMMaHUK:

Poccuinckas ®egepaums, 630020, r. HoBocnbumpcek, yn. Okpy>kHas, oM 29B.
TenedoHbl LLeHTpa TeEXHNYECKOM Noaaep>KKn: +7(383) 274-47-87, +7(383) 272-83-31,
E-mail: techsupp@eltex.nsk.ru

Ha odunumanbHOM cainTe KOMNaHUM Bbl MOXeTe HalTV TEXHUYECKYIO JOKYMeHTauuto 1
nporpaMmmHoe obecneuyeHne ansa npoaykumm OO0 «[MpeanpuaTtue «JITEKC», 06paTnTbCsa K
6a3e 3HaHWI, OCTaBUTb NHTEPAKTUBHYIO 3asiBKY U MPOKOHCYNbTUPOBATLCSA Y MHXEHepPOB
CepBW1CHOrO LIeHTPa Ha TeXHNYeckom popyme:

OduvumanbHbI canT koMnaHuu: hitp://eltex-co.ru
TexHu4vecknn popym: http://eltex-co.ru/forum
basa 3HaHui: hitp://eltex-co.ru/support/knowledge

LeHTp 3arpys3ok: http://eltex-co.ru/support/downloads


mailto:techsupp@eltex.nsk.ru
http://eltex-co.ru
http://eltex-co.ru/forum
http://eltex-co.ru/support/knowledge
http://eltex-co.ru/support/downloads
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