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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

1 BBeneHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTVYMasIbHbIX TEXHOMOTUIA, NO3BONSAIOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLIECCOB, TMOKOCTL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAGUparoT
060pOThbI, U K JAHHOMY MOMEHTY OHM 3a KOPOTKOE BPEMSI MPOLL/IN OTPOMHbIV MyTh OT HECTAOUIbHBIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteii LM/, conocTaByMbIX MO CKOPOCTW C MPOBOAHBIMU
CETSIMU 1 061a4a0LLMX BbICOKUMY KPUTEPUSIMU K KAYECTBY NPEAOCTaBEHNS YCAYT.

OcHoBHoe npegHasHavyeHne WEP-30L n WEP-30L-Z — ycTaHOBKa BHYTPW 34aHUi1 B Ka4ecTBe TOYeK AoCTyna K
pas/IMyHbIM pecypcam ¢ co3gaHnem 6ecLLIOBHOM 6eCrnpoBOAHON CETU U3 HECKONbKNX NOEHTUYHBLIX TOYEK
poctyna («PoyMUHI»), ecniv TeppUTOpUS NOKPbITUSE AOCTATOYHO BE/IMKA.

B HacToslLLeM pyKOBOACTBE MO 3KCM/iyaTaummn N3/I0KeHbl Ha3HauYeHNE, OCHOBHbIE TEXHUYECKME
XapaKTepUCTUKKN, KOHCTPYKTUBHOE UCMOJTHEHME, NpaBuia 6e30MacHoii aKkcnlyaTauuy yCTPoiCTBa, a Takke
pekoMeHAaLuUM No ero ycTaHOBKE U HACTPOIKe.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHus n npegynpexaeHus

© nMpumedaHus cogepxart BaxkHYH UHIIOPMALMIO, COBETbI UM PEKOMEHAALM MO UCMOMb30BAHMIO 1
HaCTpoiike yCTPOWCTBA.

© nNpepynpexaeHns MHDOPMUPYIOT MO/L30BATENS O CUTyaLIMSX, KOTOPbIE MOTYT HAHECTN Bpe[
YCTPOWCTBY W/ Yes0BEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTpoincTBa Uav notepe faHHbIX.




2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartesieil K BbICOKOCKOPOCTHON 1 6e3onacHol cetn
paspaboTaHbl 6ecnpoBogHble Toukn goctyna WEP-30L n WEP-30L-Z.

OCHOBHbIM Ha3Ha4YeHNeM YCTPONCTB AB/SAETCA co3faHe 6ecnpoBOAHON CeTU nepesayn AaHHbIX L2-ypoBHA Ha
CTbIKe ¢ npoBoaHoii ceTbto. WEP-30L n WEP-30L-Z nogxntoyaroTcs K NpOBOAHONM CETU vepes
10/100/1000/2500M Ethernet-nHtepdpeiic 1 ¢ NOMOLLbIO pagnonHTepdecoB co3faoT 6ecnpoBOAHOM
BbICOKOCKOPOCTHOW A0CTYN 419 YCTPOWUCTB, nogaepxmsatomx texHonorno Wi-Fi B gnanasore 2.4 n 51w,

YcTpoiicTBa cogepxart 2 paguonHtepderica ansa opraHnsaumm AyxX nsnyecknx 6ecnpoBoiHbIX CETEN.

WEP-30L-Z nmeet BcTpoeHHsbIli IoT Hub, coBmecTumblili ¢ Z-Wave ycTpoictBamu npoussogcTtsa Eltex, ans
B3aMMOAENCTBUSA C AaTyuvkaMu 1 YCTPOCTBamMmn akocuctemsl 10T u ynpasneHns nmm yepes nnarcopmy Eltex
Smart Cloud (Eltex SC).

WEP-30L n WEP-30L-Z noagaepxvBatoT COBpeMEHHble TpeboBaHUA K Ka4ecTBY CEPBMCOB M NO3BONSET
nepefasarb Hanbosiee BaxHbIn Tpauk B 60/1ee NPUOPUTETHBIX O4epeasix N0 CPaBHEHWUIO C 0ObIYHbLIM.
Mpuoputnsauma obecneunsaeTtcsl creayowmmm TexHonoruamm QoS: CoS (cneumanbHble MeTku B none VLAN-
naketa) n ToS (meTku B nosne IP-naketa). Moaaepxka qyHKUMOHaNa LenuHra Tpadguka Ha kaxaom VAP
No3BONSAET B NOJSIHOW Mepe ynpas/inaTb AOCTYNOM, KA4ECTBOM CEPBUCOB M OrpaHUYEHUAMN Kak A/151 BCeX
abOHEHTOB, TaK 1 A1 KaXA0ro B YaCTHOCTW.

YCTpOIACTBO OPMEHTMPOBAHO Ha YCTAHOBKY B Ohuchl (roCyiapCTBEHHbIE YUPEXAEHUS, KOH(PEPEHL-3au1bl,
nabopartopuu, FoCTUHNLbI 1 Ap.). BO3MOXHOCTb CO3/jaHMsi BUPTYasTbHbIX TOYEK AOCTYNa C pas/IMyHbIMU TNaMm
LWwndopoBaHus no3sosnset ycraHasnmsatbe WEP-30L n WEP-30L-Z B opraHusauusix, rae Tpebyercs
pasrpaHuyeHune npas AoCcTyna Mexay 06blYHbIMW NOSb30BaTENSAMU U BblAE/IEeHHbIMU FpynnamMu
nonb3oBaTenei.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 nopt 10/100/1000/2500BASE-T (RJ-45) ¢ noaaepxkoii PoE;

* WIi-Fi 2.4 Ty IEEE 802.11b/g/n/ax;

« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax;

* VIHTepdeiic Z-Wave — paguouHTtepdelic ans ynpaenenusi akocuctemoli loT (Tonbko gns WEP-30L-2).

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaaptos IEEE 802.11a/b/g/n/ac/ax;

* nopaepxka ctaHaapToB poymuHra IEEE 802.11r/k/v;

« arperauusi aaHHblx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* MPUOPUTETHLI U NNaHNUPOBaHWe naketos Ha ocHose WMM,;
* nopaepxka 6ecnpoBogHbix MocToB (WDS);

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpbitoro SSID;

* 14 BuUpTyanbHbIX TOYEK AOCTYNE,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* CrnekTpoaHanmsaTop;

* nogaepxka APSD.



2.6.2. PykoBOACTBO M0 aKcnnyaTaumy WEP-30L, WEP-30L-Z

Cemesble (hyHKyuU:

* aBTOMaTM4ecKoe CorsiacoBaHne CKOPOCTU, AYNSIEKCHOTO PeXrUMa 1 NepeksIioveHns Mexay pexmumamm
MDI n MDI-X;

+ nopaepxka VLAN (Access, Trunk, General);

* DHCP-knueHT;

* nogpepxka GRE;

* nepegaya aboOHEHTCKOro Tpadmka BHE TyHHenen;

+ nogpepxka ACL,;

* nogaepxka NTP;

* nogaepxka Syslog;

* nopaepxka IPv6.

®dyHkyuu QoS:

* NPUYOPUTET 1 NNaHMPOBaHNE NAaKeTOB HA OCHOBE Npodunnel;
* OrpaHu4YeHue NpPonyckHoW cnocobHocTH ansa kaxaoro SSID.

be3onacHocmb:

* UeHTpasim3oBaHHas aBTopusauust yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wudposaHne WPA/WPA2/WPA3/0OWE;
+ nopaepxka Captive Portal.

Ha pucyHke 1 npuBegeHa cxema npumeHeHus obopyaosaHna WEP-30L/WEP-30L-Z.

Y

\ Hnmpner }

APM ./ ~u A~

%/:5 Srearops . & linos

Cepoep
DHCP, RADIUS

PucyHok 1 — ®yHKUMOHabHaa cxema ucnosnb3osaHusa WEP-30L/WEP-30L-Z



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnmua 1 — OCHOBHbIE TEXHMYECKUEe napameTpbl

MapameTtpbl WAN-uHTeppelica Ethernet

KonmuecTtBo nopToB
DneKTpuYeckunii pasbem
CkopocTb nepegayn

MNopaepxka ctaH4apToB

MapameTpbl 6ecnpoBogHOro UHTepdeiica

CraHgapTsl
YacToTHbI gnanasoH
Mogynauua

Paboune kaHasbl

CKopocCTb nepefayun AaHHbIX

MakcumasibHOe KOM4ecTBo
OHOBPEMEHHbIX CECCUiA

MakcrMMasibHas MOLHOCTb nepegarynka
KoathpuumneHT ycuneHnsa BCTPOEHHbIX
aHTEHH

YyBCTBUTE/IbHOCTL NpUEeMHUKa

Be3onacHocTb

1

RJ-45

10/100/1000/2500 M6uT/c, aBTOONpPEAENEHNE
BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n/ax: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

- 36-64 (5170-5330 MrL)
- 100-144 (5490-5730 My
- 149-165 (5735-5835 Mry

2.4T1Tuy, 802.11ax: 574 Méut/c
51Ty, 802.11ax: 1201 Méut/c

IMu: o -95 abm
ly: 8o -95 abm

LieHTpasiM3oBaHHas aBTopusaums yepes RADIUS-cepsep (802.1X WPA/
WPA2/WPA3 Enterprise)

wndpposaHve faHHbIXx WPA/WPA2/WPA3/OWE

nopnepxka Captive Portal

PagnouHTtepdpeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

loT Hub (Tonbko ana WEP-30L-Z)

YacTtoTa curHana Z-Wave mogyns

YnpaBsneHune
YpaneHHoe ynpasreHve

OrpaHunyeHve goctyna

869 Mry

web-nHTepdeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naposnto, ayteHtudukaumnsa yepes RADIUS-cepsep



O6wue napameTpbl

Flash-namsTb

RAM

MutaHue

MoTpebnsiemast MOLWHOCTb
Pa6ounin gnanasoH Temneparyp

OTHOCUTENbHAasA BNAXHOCTb NP
Temnepartype 25 °C

ra6apuTbl (guameTp x BbICOTA)
Macca

CpoK cnyx6bl

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

128 MB SPI-NAND Flash

256 MBb DDR3 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 12,95 Bt

oT +5 o0 +40 °C

£0 80 %

230 x 56 Mmm
0,5«kr

He meHee 15 net

10



2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

2.4 [OuarpamMmbl HanpasneHHOCTU

Ha pucyHkax Huxe npeacTaB/ieHbl AnarpamMmmMbl HanpPaBIEHHOCTY YCTPOWCTBA.

MonoxeHue npn nsmepeHnn

AZIMUTH (X2) ELEVATION (YZ)

s

AnanasoH 2.4 Ty,
L 3 i
105 z 5 105 Y 5
120 60 120 0
135 45 135 45
150 30 150 30
165 15 165 15
X
180 > 180 ‘z
o520 -5 -0 5 [0 ¥ o5 20 5 -0 5 o 7
195 195
210 210
25 25
240 240
255
AnanasoH 5Ty,
1z Y
105 s 105 5
120 60 120 50
135 45 135 5
150 30 150 30
165 15 165 15
X
> 180

o250 45 -0 5 fo

11



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

2.5 KOHCTPYKTUBHOE MCMNOJSIHEHNE

Yctporictea WEP-30L n WEP-30L-Z BbINosiHEHbI B N1aCTUKOBOM KOpnyce.

2.5.1 OcHoBHasi NaHesb yCTpolicTBa

BHeLLHWiA B OCHOBHOI NaHENN yCTPOCTBA NPUBEAEH HA PUCYHKE 2.

2{5GE (Po) =

T 244sé- I
[=1]
L] 17 =]

|
A

{ —
] ——

2 3 4

PucyHok 2 — BHeluHuin BuA, ocHoBHon naHenn WEP-30L n WEP-30L-Z

Ha ocHoBHoW naHenu yctpoiictes WEP-30L n WEP-30L-Z pacnonoxeHbl cieayoume CBETOBbIE UHAMKATOPSI,
pas3beMbl 1 OpraHbl ynpaeneHus (tabnuua 2).

Tabnuua 2 — OnncaHne MHAMKATOPOB, MOPTOB 1 OPraHoOB YNpaB/eHus

AnemMeHT naHenu

OnucaxHue
1 LAN CseToBasi MHAMKaUMsi cocTosHuA nopTa 2.5GE (PoE)
2 2.5GE (PoE) Mopt 2.5GE ans nogkntoyeHus Ethernet-kabens u nogaun nutaHmna PoE+
3 F KHonka cbpoca K 3aBOACKMM HacTpoikam
4  Wi-Fi MHAavKaTopbl akTMBHOCTM COOTBETCTBYOLMX Moaynein Wi-Fi

12



2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

2.5.2 BepxHsasa naHenb yCTpoicTBa

BHelwHWin BUA, BepxHeli naHeny ycTponcTea npuBefeH Ha puUcyHke 3.

1

PucyHok 3 — BHewwHwuin Bua, BepxHei naHenn WEP-30L n WEP-30L-Z

Ta6nuua 3 — OnucaHve MHAYKATOPOB BEPXHEN NaHenu

AneMeHT naHenun OnucaHue

1 Power MHpukaTtop ctatyca paboTbl yCTpoiicTBa

13



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

2.6 CpetoBas nHgukauus

Tekyllee coCcTosiHMe ycTpoicTBa oTobpaxaetca npu nomowum niamkatopos Wi-Fi, LAN, Power. NepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuue 4.

Tabnuua 4 — CeToBasi UHAUKALMSA COCTOSIHUA YCTPOCTBA

Nuaunkatop

Wi-Fi

LAN

Power

CocTosiHne nHgmkaropa
3eneHblii, ropuT NOCTOSHHO

3eneHsblii, muraet

lopwuT 3eneHblii ceeTogmog (10, 100 MéuT/c), roput
opaHxeBblin ceeToamog (1000, 2500 M6éuT/c)
3eneHblil, MuraeT

3erieHblii, FOpUT NOCTOSIHHO

OpaHXeBblii, rOPUT NOCTOSIHHO

KpacHbliA, FOpUT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HacTpoiikam

CocTosiHMe ycTpoicTBa

Cetb Wi-Fi akTnBHa

lNpouecc nepegayn faHHbIX NO
6ecnpoBoAHON ceTn

YCcTaHOBNEHO coeAnHeHNe ¢
NOAKNIOYEHHbIM CETEBLIM YCTPOCTBOM

Mpouecc nakeTHOI nepeaayn AaHHbIX No
LAN-uHTepdoeiicy

BktoueHo nuTaHvne yCcTponcTBa,
HOopMaUsibHas paboTa

YCTPOWCTBO 3arpy>eHo, HO He NosyyeH
IP-appec no DHCP

3arpyska ycTpoicTea

[nsa cépoca K 3aBOACKMM HacTpoikam HEOBX0AMMO B 3arpy)XEHHOM COCTOSIHUWN YCTPONCTBA HaXKaTb U
yaepxmBaTtb KHOMNKy «F» B TeyeHne 10—15 cekyHg, noka nHamkatop «Power» He Ha4yHeT muraTb. MpounsoigeT
aBTOMaTnyeckas nepesarpyska yctpoicTtsa. Mpu 3aBOACKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-knveHT. B
cny4ae, ecnv agpec He 6yaeT nony4veH no DHCP, To y ycTpoiicTBa 6yaeT 3aBogckoli IP-agpec — 192.168.1.10,
Macka nogcetn — 255.255.255.0.

2.8 KomnnekT nocTaBKu

B KoMMnekT noctaBkn BXOAAT:

o6opyposaHue pagunogoctyna WEP-30L/WEP-30L-Z;
KOMINEKT Kpenexa;

PYKOBOZCTBO MO 3KcnayaTaummn Ha CD-ancke (onumMoHansHo);
ceptudomkaT COOTBETCTBUS;

namaTka o0 JOKyMeHTaLuu,

nacrnopr.

14



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

3 lMpaBuna n pekoMmeHaaLmm no ycTaHoBKe yCTpPoncTBa

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He yctaHaBnmBalite yCTPOMNCTBO PALAOM C UCTOYHMKAMK TeMn1a U B MOMELLEHUSX C TEMMepaTypoi Huxe
5 °C wnn Bbiwe 40 °C.

2. He vcnonb3yiiTe yCTPONCTBO B NOMELLLEHMAX C BbICOKOM BNaXXKHOCTLIO. He nogsepraiite yCTPOMCTBO
BO34ENCTBUIO AbIMa, NbISIW, BOAbI, MEXQHWYECKMX KONebaHuii v yaapos.

3. He BckpbiBaiiTe Kopnyc ycTpoicTea. BHYTpM yCTPOICTBa HET 3/1EMEHTOB, NpeAHa3HauYeHHbIX A1
06CNyXNBaHUA NONb30BaTENEM.

© Bo unsbexaHune neperpesa KOMMNOHEHTOB YCTPOWCTBA 1 HAPYLLIEHUS €r0 paboThbl 3arnpeLLaeTcs
3aKpbiBaTb BEHTUNALMOHHbIE OTBEPCTUA MOCTOPOHHUMY NpeAMeTaMu 1 pasmMeLLatb npegmMeThbl Ha
NOBEPXHOCTN 060pyA0BaHMS.

3.2 PekomeHpaumun no yctaHoBke

1. PekomeHAyemoe ycTaHaB/IMBaeMoe MonoXeHne: ropu3oHTasIbHOe, Ha NOTOJIKe.

2. Mepep ycTaHOBKOM 1 BK/IIOYEHMEM YCTPOICTBA HEOOXOAMMO NPOBEPUTL €r0 Ha HaNInYnMe BUAUMbIX
MexXaHU4ecKnx noBpexaeHuii. B cnyyae o6HapyXeHnsi NoBpeXaeHnin cneayet npekpaTtuTb YCTaHOBKY
YCTPOWCTBA, COCTaB/Tb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCH K MOCTaBLLUKY.

3. Ecnu ycTpoicTBO AnnTenbHOE BPEMSA HaxX04unoCh Npy HU3KON Temnepartype, nepes Had4anom paboTsbl
cnepyeT BblepXaTb ero B Te4eHne AByX YacoB Npy KOMHaTHOM TeMmnepartype. Nocne ganTensHoro
npebbiBaHNA YCTPONCTBA B YC/I0BUSIX NOBbILLIEHHON BNIAXHOCTU Nepes BKIIYEHEM BblepXaTb B
HOPMaJIbHbIX YC/IOBUAX HE MeHee 12 yacos.

4. Tpwn pa3meLleHnmn ycTpoiicTa ansa obecrneveHuns 30Hbl NokpbITua cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTblBainTe cregyrolime npasunia:

* YcTaHaBnmBaiTe YCTPOWCTBO B LIEHTpPe 6eCnpoBOAHONM CET.

* MuHUMU3MpYiiTe yncno nperpag, (CTeHbl, NOTONKK, MeGENb 1 ApP.) MEXAY TOUKOIN AoCcTyna u
Apyrummn 6ecnpoBOAHbIMU CETEBLIMU YCTPOUCTBAMU.

*+ He ycTaHaBnvBaiite yCTpoiicTBO B6NM3M (NOpsigka 2 M) a/1IeKTPUYECKUX U PaanoyCTPOIACTB.

* He pekomeHpayeTcs ucnonb3oBaTb paguoTenedoHsl 1 gpyroe obopyaosaHue, paboTtatollee Ha
yactoTe 2.4 'y nnn 5Ty, B pagnyce geinctemsa 6ecnposogHoii cetn Wi-Fi.

+ [penAaATcTBuA B BUAE CTEKNSAHHbIX/METAIINYECKUX KOHCTPYKLUNIA, KUPNUYHBIX/GETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4YMTelbHO YMeHbLUNTb paguyc gericteua Wi-Fi ceTtn.
He pekomeHayeTcs pa3meLlleHne co BHYTPEHHe CTOPOHbI (asibLUMNOTOMKE, TakK Kak
MeTa/ININYecKnii Kapkac Bbl3blBaeT MHOIO/Tly4eBOE pacnpocTpaHeHne curHana u ero 3aryxaHue
NPy NPOXOXAEHUN Yepe3 peLleTKy kapkaca hasibLUNoTosIKa.

5. TMpu pa3meLleHnn HeCKObKNX TOYEK pagmnyc COTbl AO/KEH NepecekaTbCs C coceHel COTON Ha ypoBHe
0T -65 fo -70 gbm. [lonyckaeTca yMeHbLUeHNe YPOBHSA curHana fo -75 obm Ha rpaHuLax coT, ecfiv He
npegnonaraeTcs ucnosb3osaHne VolP, N0TOKOBOro BMAeOBELLaHNS U APYroro YyBCTBUTE/IbHOIO K
noTepsim Tpadinka B 6ecnpoBOAHON CETU.
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3.3 PacueT Heo6xoAMMOro 4ncnia Touek goctyna

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

Mpw BbIGOpE KONMYecTBa HEOOXOAMMbIX TOUEK A0CTYyNa A1 NOKPbITUA NOMELLEeHNss He06X0ANMO NPOU3BECTU
OUEHKY TpebyemMoii 30Hbl oxBaTa. 151 60n1ee TOYHOM OLEHKM Heo6X0AMMO NPOU3BECTM paguonccnesoBaHme
nomeLLeHuns. MpubnuanTenbHbIR pagnyc oxeara yBepeHHoro npunema todek goctyna WEP-30L n WEP-30L-Z
NpyY MOHTaXe Ha NOTOJIKE B TUNOBbLIX OPUCHLIX NnoMeLeHnax: 2.4 Iy, — 40-50 m, 5Ty — 20-30 m. MNpnu
NO/THOM OTCYTCTBUM NPensaTcTBuin pagunyc oxeata: 2.4 'y — o 100 m, 5Ty, — o 60 m.

B tabnvue 5 npuBeneHbl NpubM3nTeNbHble 3HaYEHUS 3aTyXaHus.

Tabnmua 5 — 3HayeHus 3artyxaHus

Martepuan N3meHeHNne ypoOBHA curHana, gb
24TTy 51Ty
OprcTekno -0,9
Kupnnu -14,6
Crekno -1,7
'mncokapToH -0,8
acn -1,9
PaHepa -1,8
LLTykaTypKa C MeTasI/IM4eCKOW CETKOIA -13,2
LLinako6n0ok -11
MeTannnueckan pewleTka (suelika 13x6 M, -13

MeTan1 2 Mm)

3.4 BblGOp KaHaOB COCEACTBYHOLLMX TOUEK

Bo n3bexaHne MexkaHasIbHOl MHTEPEPEHLIMI MEX 1Y COCECTBYIOLLMMM TOYKAMU A0CTyNa PEKOMEHAYETCS

YCTaHOBUTb HeMNepeKkpbiBarolWneCA KaHa lbl.

KaHanbi

2.402 Ty I‘i 22 MIy, H 2.483 Ty,

PucyHok 4 — O6las gyarpamma nepekpbITs YacTOTHbLIX KaHanoB B 2.4 T,
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2.6.2. PykoBOACTBO M0 aKcnnyaTaumy WEP-30L, WEP-30L-Z

Mpumep cxeMbl pacnpegeneHnsa KaHanoB Mexay cocefHMU ToukaMu B avanasoHe 2.4 Ty npu wuprHe
kaHana B 20 MI'y, npmBefEeH Ha pUCYHKe 5.

PucyHok 5 — Cxema pacrnpefesieHusi KaHasIoB MexXay cocefHMMM ToukamMu AoCcTyna B guanasoHe 2.4 'y npu
LMpuHe kaHauia B 20 MI'y,

AHa/I0TMYHO PEKOMEHYETCA COXPaHSATh AaHHbIVi MexaHU3M pacrnpeaesieHnsi KaHasloB Npy PacrosioKEeHUN
TOUEK MeXAay aTaxamu (PUCYHOK 6).

GE»
~ S =
D,

A

C 1 = A
PucyHok 6 — CxemMa pacnpefeneHns KaHa/oB Mexay COCeAHUMMN TOUKaMU JOCTyna, PacrofIOKEHHbIMU MeXay
aTaxkamu

Mpwn ncnonb3oBaHUK WMPKHBI KaHana 40 My, B agnanasoHe 2.4 ['TL, HeT HenepeKpbIBalLMXCA KaHasoB. B
Takux criyqasx CTOUT BblGUpaTb MakCUMaJIbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 H835
MHz MHz MHz Radar MHz MHz MHz
1 | | I I |
EEEChannel # 182 3308y S28-CS3I88S8FF 23658
| I I

.'Z{]I"LIIHZIH\JU\)‘WVV\J‘!I VVVVVVVVVVVY SVVV VY
somiz VN LV VYV VY
80MHz:J \/ \ J \ \ \ J

160 mHz [N T
Examples of [T L\
non-contiguous
VHTB0+80 MHz 0\ [T

setup

PucyHok 7 — KaHaubl, ucnonb3yemble B gnanasoHe 5 'y npu wupuHe kaHana 20, 40, 80 MIy,
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

4 YcTaHOBKa yCTpoOMcTBa

YCTPOICTBO MOXET ObITb YCTAHOB/IEHO HA M/IOCKOI NOBEPXHOCTM (CTEHA, NOTO0K) NpU cobBN0AEHUN
WHCTPYKLMIA NO TEXHUKE 6E30MaCHOCTU U PeKOMEHAALMN, NPUBEAEHHbIX BbILLE.
B KOMNNIEKT NOCTaBKM BXOAUT KPENEX A/15 YCTAHOBKM YCTPOICTBA Ha M/I0CKYH NOBEPXHOCTb.

4.1 YcTaHOBKa YyCTPOWCTBaA Ha CTEHY

1. 3akpenuTte NIacTUKOBbIV KPOHLITENH (BXOAUT B KOMM/IEKT NOCTaBKM) HA CTEHE:

MNacTHKOBLIA KPOHLLTEAH

WEP-30L

PucyHok 8 — KpenneHue KpoHLUTeliHa Ha CTeHe

a. MpumMep pacnofoXeHns NIacTMKOBOTO KPOHLUTEMHA NoKa3aH Ha pUcyHke 8.

6. Mpu yCcTaHOBKE KPOHLLTEHA HY)XHO NPOMyCTUTb NPOBOAA B COOTBETCTBYIOLLME Nasbl HA
KPOHLLTENHE, PUCYHOK 8.

B. COBMeCTuUTe OTBEPCTMA 4J/19 BUHTOB Ha KpOHUJTef/'IHe C TakKnMu xe OTBepCTUAMUN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKM NPUKpennTe KpOHUJTef/'IH BMHTaAMW K MOBEPXHOCTW.

2. YCTaHOBUTE YCTPOICTBO.

a. MoakniounTe Kabenm K COOTBETCTBYIOLLMM pa3bemam ycTpolicTea. OnncaHme pasbemMoB
npvBeaeHo B pasaene KoHCTPYKTYBHOE VCTO/THEHVE.

6. COBMECTUTE YCTPOICTBO C KPOHLITENHOM U 3aMKCUPYIATE NOSTOXEHWNE, NOTAHYB Ero BHI3.

18



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

4.2 YcTaHOBKa yCTPOWCTBa Ha (0asibLUNOTONOK

© He pekomeHayeTcsi pasMellieHne C BHYTPEeHHel CTOPOHbI (PasibLUINOTO/IKA, TaK Kak METasI/INYeckuit
Kapkac Bbl3blBaeT MHOI0/ly4eBOE PacnpOCTPaHEHME CUTHasIa U ero 3aTyxaHue npu NPoXoXAeHUM
uepes peLLEeTKY Kapkaca habLUNoTo KA.

T — MeTa/INIMYECKNA KPOHLUTENH; 2 — naHeslb APMCTPOHT; 3 — MN1aCTUKOBbIN KPOHLUTENH; 4 — BUHTbI; 5 —
YCTPOWCTBO.

PucyHok 9 — MoHTax ycTpoincTea Ha hasibLunoTon0K
1. 3akpenute MeTasl/IMYyeckuii U NNacTUKOBbIA KPOHLLTEHbI HA NoTosKe (PUCYHOK 9):

a. CoeiHNTE NNACTMKOBbIV KPOHLLTENH (3) Ha (asbLUNOTOMKE C META/I/IMYECKUM KPOHLLTEiHOM (1) B
ciefyoWweM nopsiake: MET/IIMYECKUIA KDOHLUITENH -> naHeib APMCTPOHT -> N1ACTUKOBBI
KPOHLLTEH.

6. B naHenn ApMCTPOHT NpopexsTe 0TBEPCTVE Pa3MepoM C OTBEPCTUE META/I/INYECKOTO
KpOHLLUTeHa. Yepes JaHHOe OTBEPCTME 3aBOASATCA NPOBOAA.

B. COBMeCTUTE OTBEPCTMS HA META/I/IMYECKOM KPOHLUTEHE, NaHesIn APMCTPOHT 1 N/1acTUKOBOM
KpoHLWTEliHe. [lanee COBMeCTUTe OTBEPCTUS AJ/18 BUHTOB Ha M/1acTMKOBOM KPOHLUTENHE C TaKuMK xe
OTBEPCTUAMW HA META/I/IMYECKOM KPOHLUTEiHE. C MOMOLLbI0 OTBEPTKM COEANHUTE KPOHLUTENHbI
BUHTaMMW.

2. YcTaHOBUTE YCTPOICTBO:

a. MoaknounTe Kabenu K COOTBETCTBYIOLLMM pasbemam ycTpoiicTBa. OnvcaHve pa3beMoB
npvBeAeHo B pazaene KOHCTPYKTUBHOE VCTNONHEHNE.

6. CoBMeCTUTE YCTPOIMCTBO C NAACTUKOBbLIM KPOHLUTENHOM M 3adOUKCUPYATE MOMOXEHNE,
noBopaynBasi yCTPOMCTBO MO YacOBOIi CTPEsIKe.

4.3 TopsiioK CHATUA YCTPOICTBA C KPOHLUTEHA
N5 CHATUS YCTPOICTBA C KPOHLWTENHA:

1. TMOTSHUTE YCTPOICTBO BBEPX (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5 YnpaBneHue ycTpoicTBoM vepes web-uHtepdeic

5.1 Hauano pa6otsbl

[ns Hayana paboTbl HYXXHO MOAKYUTLCA K YyCTPoMCcTBY Nno nHTepdericy WAN yepes web-6paysep:

1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.

2. BBegute B afipecHoli cTpoke 6pay3sepa IP-agpec ycTpoiicTsa.

© 3asopckoii IP-aapec yctpolictea: 192.168.1.10, macka nogcetut: 255.255.255.0. Mo ymonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpwu ycnewHoM o6HapyXXeHnn yCTPoCcTBa B OKHe Bpay3epa 0Tob6pa3nTcs cTpaHuua ¢ 3anpocoM MMeHN
nonb3oBatens u napons. B kayectse npumepa B 4aHHOM PyKOBOACTBE npusefeH web-nHtepdelic
ycTporictea WEP-30L. EanHcTBeHHOE oTanyme web-untepgeincos WEP-30L n WEP-30L-Z 3akntouaeTcs B
Hannunmn Bknaakn Z-Wave, kotopas nmeetcs Tonbko y WEP-30L-Z. OnncaHvne gaHHo BKiagku byaet
npusegeHo B pasgene MeHio «Z-Wave».

WEP-30L

3. BBeauTe ums nonb3oBarens B CTPOKe «BBeAUTe NOrvH» 1 Naposib B CTPOKE «BBeaUTe Naposib».

© 3aBoackue ycTaHOBKU: NOrMH — admin, naponb — password.

4. HaxxmuTe KHOMKy «BonTn». B OkHE Gpay3epa OTKPOETCS MEHIHO MOHUTOPUHIa COCTOSIHMS YCTPOMCTBA.

MoHuTopHHT Radio VAP

Wi-Fi knuenTsl

WDS

CratvcTika no Tpadmiy
CraHuposaHm1e 3tupa
Hypran cobeimii
Cetesan nHdopmauma

Whchopmauma o
pagnouHTEpdeicax

Wrcpopmauma of ycTpoiictee >

ELTEX  WEP-30L

WDS CeTeBbie HacTpoiik1

Wagenve

AnnapaTHan BepcA
3asopcxoil MAC-agpec
CapuiHEl HOMED
Bepcua MO

PeaepaHan sepcua MO
BepcuA sarpyaduia
CueTemHoe spema
Bpews pabote

Sarpyaka LMY
Wecnonsayeman namats

2 OBHoeHTL

BrewHve cepeucs! Cuctema

WEP-30L
2
68:13:E2:35:C710

WP52000401

13.05.2024 07:03:28
19 gu, 17:41:43

4%

_-.3=_;) 177 M6aiir | 241 Maitr
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5. Mpun HEOBXOAMMOCTN MOXHO NEePEKTUNTL A3bIK 0TO6paKeHnsa nHopmauun. Ans yctpoincts WEP-30L
n WEP-30L-Z JOCTyMHbI pycckas v aHriminckas sepcun web-nHtepdeiica.

MouuTopuHr Radic VAP WDS CeTeBtle HACTPOMKK BrewHwe cepaucel Cuctema (Bexog)

Wi-Fi knneHTsl Wanenue WEP-30L
A . ;
WS AnnapaTHar gEpCuA 1v2
Jasogokoi MAC-agpec 68:13E2:35:CT:10
Cramcruka no TpadgmKy
CepuitHblit HoMep WP52000401
Cranuposanue acvpa Bepeua 110
Hypran cobuimii PezepeHan eepona MO
Cetesan wHopMaLKA Bepcun sarpyaana
CUCTEMHOS BPEIA 17.05.2024 08:03:34
Whchopmals o
pagMouHTepchelicax Bpema pabotel 4 pn, 00:18:52

Mudbopuanwa o ycrpoiicTee » 3arpyaxa LMY 4%
WMcnonezysian namMaTe 439 116 MGatr / 241 MaiT
& ObHoBMTL

5.2 TpumeHeHune KoHdurypaumm n oTMeHa M3MEHEHWA

1. MpuMeHeHne KoHUrypaumm

' [IpMMEHHTh

Mpn HaXKaTUM KHOMKMN 3anyckaeTcs npoLecc coxpaHeHusi KoHdurypauum Bo flash-namsatb
YCTPOICTBa N NPUMEHEHNE HOBbIX HACTPOEK. BCce HACTPOIKM BCTynaloT B cuy 6e3 nepesarpysku
YCTpOIicTBa.

B web-nHtepdeiice WEP-30L n WEP-30L-Z peanu3oBaHa Bu3yasibHas UHAMKaLUMS TEKYLLLEro COCTOAHMSA
npouecca npuMeHeHust HacTpoek (Tabnuua 6).

Tabnuua 6 — BusyasbHas MHAMKALMS TEKYLLLETO COCTOSIHMA NpoLecca NPUMEHEHNS HACTPOEK

BHeluHNi1 BUg, OnucaHue coCTOAHUA

Nocne HaxkaTusa Ha KHONKY «[MpUMeHUTL» NPOUCXOANT NPOLLECC NPUMEHEHNA U

3anncy HacTpoek B NamMsiThb ycTpolicTBa. O6 3TOM MHDOPMUPYET 3HAYOK il B
Ha3BaHUW BKIALKM U HA KHOMKE «[PUMEHUTb».
06 ycneLHOM COXpaHeHUN U NPUMEHEHUN HACTPOEK MH(DOPMUPYET 3HAYOK

B Ha3BaHUW BKAAKN.

2. OTMeHa U3MeHeHunM

© OtmMeHa n3MeHeHW NPON3BOANTCS TOMBKO 10 HAXKATUA Ha KHOMKY «[IPUMEHNTL». Mpu HaxaTum Ha
KHOMKY «[PUMEHNTBL» N3MEHEHHbIE Ha CTpaHULLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEHNS,
3anMcaHHble B NaMsTU yCTpoiicTBa. ocne Haxatus Ha KHOMKY «[MpuMeHNTbL» BO3BPAT K NpeablayLimm
HacTpoiikaMm 6yaeT HEBO3MOXEH.

. . ¥ OTMeHa
KHOMKa 0TMeHbI M3MEHEHWIT UMEET CNefyoLLNA BUA;
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5.3 OcHoOBHbIe 3n1eMeHTbl web-nHTepdelica

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

elTeX
—r
MoHuTOpHHT Radio VAP
Wi-Fi knuenTel
WDS

CratwcTuka no Tpacmky
CranuposaHie supa
HKypran cobermii
Cetesan uHopmaLya

Whdhopmauma o
pagvouHTEpdelicax

Whdbopmauma of yeTpolictee >

8 000 ipednpuamue “3nmexc”, 2023

WEP-30L-Z
Wagenve

AnnapatHas sepcuA
3asopncxoit MAC-agpec
CepuiiHbIi HOMEp
Bepcua M0

Peaepenan sepcun M0
BepeuA arpyaunka
CucTemHoe EpemA
Bpews pabotel

3arpyaka LINY
Micnonsayeman namaTs

2 OBHOBHTE.

Tpoiiku BHalwHMe cepeic Cuctema -~

WEP-30L-Z
2
8813 E2350510

WP52000625

13.05.2024 07:11:42
Tan 171154

5%

@ 194 MBaitr / 241 MGaiit

Bepcun 10 (Bepcus WEB.

OKHO No/b30BaTeNbCKOTO UHTepdielica pasaeneHo Ha NsATb 061acTeil:

1.

oW

Bknagkm MeHo — ans rpynnupoBKn NOAMEHIO No kaTeropusim: MoHuTopuHr, Radio, VAP, WDS, Z-Wave
(Tonbko y WEP-30L-Z), CeTeBble HacTpoiiku, BHewHue cepBuUchbl, Cuctema.
Bbi6op s3blka MHTepdpelica 1 KHonka «(BbIxoa)», NpeAHasHauYeHHas A1 3aBepLLEHUsI ceaHca paboTbl B
web-nHTepdelice nog gaHHLIM NONb30BaTENEM.

Bknafakv nogmeHo — 415 ynpas/ieHns NosieM HacTpoek.

Mone HacTpoek yCTpoincTBa — A1 NPOCMOTPaA AaHHbIX 1 KOHUrypawumu.

NHdpopmaLmoHHoe none, oTo6paxatoliee Bepcuto MO, yCTaHOBMNEHHYIO Ha YCTPOICTBE.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.4 MeH «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMDI.

5.4.1 NoameHto «Wi-Fi KnneHTbI»
B nogmeHto «Wi-Fi KnueHTbI» 0TO6paxaeTcsa MHopmaLms o COCTOAHUN NoaktoveHHbIX Wi-Fi knneHToB.

NHdpopmaLmsa No NoAKAUYEHHbIM KNIMEHTAM HE OTOOpaXaeTcsl B peasibHOM BpeMeHW. 51l Toro YTo6bl
06HOBUTb UHPOPMALMIO HA CTPAHNLE, HEOBXOANMO HAXATb HA KHOMKY «O6HOBUTb.

LTEX  WEP-30L

MOHWTOPHHT  Radic VAP WDS  CeTeBbie HacTpokn  BHEWHME cepsucel  CucTeMa -~ BbIXOA]

Wi-Fi KHeHTs! > £ OOHOBHTE.

WDS

Ne WmAxocta IP-agpec  MAC-aapec MHTepcpeic  Link Capacity Link Quality Link Quality Common RSSI, ABM SNR,AaE  TxRate RxRate TXBW,Mru RXBW, MMy  Bpems pa6oTul

CratucThsa no Tpachiry v 1 Xiaomi-12T 10.24.80.45 76:2:31:98:05.ba wianivad 30 66 7 %0 7 VHT NSS2-MCS2 39 VHT NSS1-MCS2195 20 20 04:51:05

Crarmposatie adupa .
MepeaaHo / NPUHATO BCero, GanT 2058102/ 824031 MNepeaaHo ¢ oWHOKaMK, NAKETOB 0

YKypHan coBeituit TepeaaHo / NPHHATO BCEro, NaKeToB 6 565/ 11 243 MOBTOpLI Nepeqayy 3a nocnegHuil nepuop, naketoe 1
Cerenan wHpopMauns MepenaHo / MPUHATO AakHklx, CaiT 1916 777 /532653 OBLijee YHCRO NOBTOPOB Nepejadl, nakeToe 2 393
MepenaHo / NPUHATO JaHHLIX, NakeToB 6 558 /2 380 CKOpOCTs Nepenauy f ipuena, Koutic  0/0
VH@OpMALWA O
panvounTepdeiicax Moaynauus Mepenako nakeTos TIPUHATO NakeTos

OFDM6 9 8996 80%

VIHOPMaLR 06 yCTpoitcTEE

NS$1-MCS0 0 779

NS51-MCS1 447

0

0

7
NS$1-MCS2 234 4% 54
NS51-MCS3 0 0
NSS1-MCS4 19 0
NS§1-MCS5 61 1
NS$1-MCS6 58 1
NSS51-MCS7 36 1
NS$2-MCS0 1222 19% 526
NS§52-MCS1 1523 23% 231
NS$2-MCS2 1676 26% 26
NS52-MCS3 923 14%

NS$2-MCS5 22 0%

slg g g gy eeezegse

2
NSS2-MCS4 303 5% 0
0
0

NS$2-MCS9 32 0%

* Ne — HOMep NOAK/IFOYEHHOIO YCTPONCTBA B CMNUCKE;

* VIMsi Xocma — ceTeBOe UMS YCTPONCTBa;

+ IP-adpec — IP-agpec nogKNHUYEHHOro YCTPONCTBA;

* MAC-adpec — MAC-aapec NoAaK/IH4YEHHOrO YCTPOICTBA;

* ViIHmepdpelic — nutepdhelic B3ammoaenctans WEP-30L ¢ noaknto4eHHbIM YCTPONCTBOM;

* Link Capacity — napameTp, KOTOPbIli 0TO6paxaeT 3PEKTUBHOCTb NCMONb30BaHNSA TOUKON AOCTyna
MOAY/IAUMN Ha nepeady. PaccumTbiBaeTCs UCXOAA U3 KONMYECTBA NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHNXKAOLLMX KO3hMLMeHTOB. MakcumaribHoe 3HauyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoaynAaunn AN MakCUMasibHOro Tvuna nss,
noAepXX1MBaemMoro KfiMeHToM). MuHuManbHoe 3HaueHne — 2% (B ciydyae, Koraa naketbl nepeaatoTcs Ha
moaynaumm nssTmes0 ans knneHTa ¢ nogaepxkoii MIMO 3x3). 3HaueHne napaMeTpa paccunTbiBaeTcs
3a nocrnegHune 10 cekyHa,

* Link Quality — napameTp, KOTOpPbIi 0TOGPaXaeT COCTOAHME NNHKA A0 K/IMEHTA, pacCUMTaHHbI Ha
OCHOBaHMKN KO/IMYeCcTBa PeTPaHCMUTOB NakeToB, OTNPaBEHHbIX K/TMEHTY. MakCcMMasibHOe 3HavyeHne —
100% (Bce nepeaaHHble NakeTbl OTNPaBUINCH C NEPBOI NOMNbITKM), MUHUMasIbHOE 3HadYeHne — 0% (Hu
O/IMH MaKeT A0 KNMEeHTa He 6bl YCNeLIHO OTNpaB/ieH). 3HaueHne napaMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 c;

* Link Quality Common — napameTp, KOTOpbIi 0TOGpPaXaeT COCTOSAHME NINHKA A0 K/IMEHTA, pacCUUTaHHbI
Ha OCHOBaHWM KONN4YecTBa peTpaHCMUTOB NaKeToB, OTNPAaB/IEHHbIX KNMEHTY. MakcumanbHoe 3HaYeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUNCL C NEPBOIA NOMNbITKM), MUHUMaNbHOE 3HaveHne — 0% (Hu
O/INH MakKeT A0 KNMeHTa He 6blN YCNeLIHO OTNpaB/eH). 3HaueHre napaMeTpa paccumTbiBaeTcs 3a Bce
BPeMs NOAK/OUYEHUS KITNEHTE,;

* RSSI — ypoBeHb NpUHMMAEMOro curHana, gbm;

* SNR — oTHoLleHune curHan/wym, ab;
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

TxRate — kaHa/IbHas CKOPOCTbL nepegayn, MouT/c;
RxRate — kaHanbHasA CKOpoCTb nNpuema, MouT/c;

Tx BW — nonoca nponyckaHus Ha nepegade, My,

Rx BW — nosnoca nponyckaHusa Ha npueme, MI'y;

Bpems pabomsi — Bpemsa coeanHeHuns ¢ Wi-Fi kimeHTom.

[ns BbiBoga 60/1ee pa3BepHYTOW MHGYOPMaLMK Mo ONpeaeeHHOMY KIMEHTY BbIGEPUTE €ro B CMIUCKE.

Moapo6HOe onucaHve BKKYAET B cebsl criefytolime napameTpsbl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IHYEHHOe
YCTPOWCTBO NaKeTOB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/TH0YEHHOe
YCTPOWMCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO nepesaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONMYeCTBO NaKkeToB, NepeaHHbIX C OLWMOKamMy Ha NOAKIIUYEHHOe
YCTPOWCTBO;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNOYEHHOE YCTPONCTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KosiM4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPeEMS NOAK/THOYEHNUS;

Ckopocmb repedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALWNIA
MOMEHT BPEMEHW.
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5.4.2 TMoameHto «WDS»

B nogmeHto « WDS» BbiBOAUTCA MHpOpMaLUA 0 COCTOSAHUM noakodeHHbIX no WDS Touek goctyna WEP-30L.

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

(TEX

MOHUTOPHHr ~ Radio VAP

Wi-Fi KnHeHTBI

WDS >

CTatucTiKka no Tpacpuky
CraHupoBahue apupa
SKypHan coBbITHii
CeTeBan MHMOPMALUA

VIHhopMaLmA o
pannonHTEpeicax

VIHOPMALMA 06 YCTPoiicTBe

WDS  CeTesble HACTPOMKH

WEP-30L

i O6HoBHTL

Ne  Mmm xocTa  IP-agpec

BHELIHNE CEPBHCEI

MAC-aapec

Cuctema

VHTepcpeiic  Link Gapacity

Link Quality ~ Link Quality Common ~ RSSL.AEM SNR.AB TxRate  RxRate

v 1 WEP-30L 10248081 e828.cldach05 wlant

Tepenano / NpHSTO Bcero, GaiT
MNepeaano / NPUHATO BCEFO, NAKETOB
Mepenano / NpHHATO JaHHbIX, GafT

Mepenano / NPUHATO NaKHbIX, NaKkeTos

90 (not changed) 100

53934 606 / 4 938 701
158 090 /21 493
48384 767/ 2 366 142

150 161/ 13 564

Mogynauns
Dsss2
OFDMé
OFDM24
OFDM36
OFDM48

OFDM54

Mepeaaro nakeTos
2

7929

5

14

2311

146710

99

s v 2 2 9 g

63/-61  19/19

MepeaHe ¢ OLMGKaMM, NakeTos
MoBTOPLI NEPEAAYH 33 NOCNEAHHI NEPHOA, NAKETOR
OBluee HCNo MOBTOPOS Nepenasn, nakeTos
CropocTs nepenadn / npiena, KOuT/c
MpHATO NakeTos
0 0%
7936 37%

OFDM 54 VHTNSS2-MCS6 117 20 20

o

o

2881

3/0

TXBW, MMy RXBW, MMy Bpems pa6orTel

11:0315

NSS1-MCS4
NSS1-MCS7
NS52-MC S0
NS§52-MCS1
NSS2-MCS2

0

[

o

0

15 0%

0

0

1

1

NSS$2-MCS3 [}
4

o o o o o o o
S 8 8|8 8 8 8
o
=]

NSS52-MCS4

Ne — HOMep MOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;

Vimsi xocma — ceTeBoe UMS YyCTPONCTBa;

IP-adpec — IP-afpec NoaKt0HEHHOro YCTPOICTBE,;

MAC-adpec — MAC-agpec nok/1t04eHHOro yCTpOnCTBa;

Vinmepgpelic — nHteppeiic B3anmogeiictena WEP-30L ¢ nogxntoYeHHbIM YCTPONCTBOM;

Link Capacity — napameTp, KOTOPbIi 0TO6paxaeT 3P(EKTUBHOCTb NCMONb30BaHNA TOYKOWN JOoCTyna
MOAYyNALMKN Ha nepegady. PaccumTbiBaeTcs UCXOAS U3 KONMYeCTBa NakeToB, NepefaHHbIX Ha KaxXa0i
MOZAY/NSILUMKN [0 KMEHTA, N MOHMKatoLWMX KoaddmumeHToB. MakcManbHoe 3HadeHme — 100% (o3Havaer,
4TO BCE MakeTbl NepefatoTcs A0 K/IMEHTa Ha MakCUMasibHOM MOAYNALMN 019 MakCMMa/lbHOTO Tuna nss,
NoALEPXMBAEMOrO KIMEHTOM). MUHUMaNbHOE 3HaueHne — 2% (B cnyyae, Korga naketbl NepefatoTcs Ha
mMoaynsiumm nss1mes0 ans knveHTa ¢ nogaepxkon MIMO 3x3). 3HaueHne napameTpa paccUnTbiBaeTcs
3a nocnegHve 10 cekyHz,

Link Quality — napameTp, KOTOPbI/i 0TOGPaxXaeT COCTOAHME INHKA A0 K/IMEHTA, pacCyMTaHHbIA Ha
OCHOBaHMW KO/INYECTBa PETPAHCMUTOB MaKeTOB, OTMNPAaB/IEHHbIX K/IMEHTY. MakCMasibHOE 3HavYeHne —
100% (BCe nepepaHHble NakeTbl OTNPABUIUCH C NEPBOWA NOMbITKN), MUHMasIbHOE 3HadYeHne — 0% (Hu
OAVH NMakeT A0 K/IMeHTa He 6bl/1 yCMeLHo OTnpas/ieH). 3HaYeHre napamMeTpa paccumTbiBaeTcs 3a
nocnegHve 10 cekyHz,

Link Quality Common — napameTp, KOTOpbIii 0TOGpaXaeT COCTOSIHUE SINHKA A0 K/IMEeHTa, pacCUMTaHHbI
Ha OCHOBaHWM KONNYeCTBa PETPAHCMUTOB NaKeTOoB, OTNPAaB/IEHHbIX KNEHTY. MakcumansHoe 3HayeHne
— 100% (Bce nepeaaHHble NakeTbl OTNPABUIUCH C NEPBOIA NMOMbITKM), MUHUMasIbHOE 3HadeHne — 0% (Hu
OAVH NakeT A0 K/IMeHTa He 6bl/1 yCMeLHO OTNpaB/ieH). 3HaYeHre napameTpa paccunTbiBaeTcs 3a Bce
BpeMs MOAK/TIIOYEHUS KNNEHT],

RSS! — ypoBeHb NpyHMMaeMoro curHana, abwm;

SNR — oTHOLWeHne curHan/wym, ob;

TxRate — kaHa/IbHas CKOpPOCTb nepegayun, Méut/c;

RxRate — kaHanbHasa CKOpOCTb Npuema, Mout/c;

TX BW — nonoca nponyckaHus Ha nepegadve, My,

RX BW — nonoca nponyckaHus Ha npueme, MIu;

Bpewmsi pabombl — BPeMS COEANHEHNS.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

[Ons BbiBOAa 6onee pasBepHyTOl MHChOPMALMK MO OnpeseneHHOMY NOAK/IUYEHUIO BbIGEPUTE €0 B CINCKE.
Moapo6HOe onuncaHve BKKYAET B cebsl criefytolime napameTpsl:

lNepedaHo/npuHsIMo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha MNOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO BCe20, Nakemos — KOIMYECTBO NnepefaHHbIX/NPUHATLIX HA NOAK/IHYEHHOe
YCTPOWCTBO NaKETOB;

lNepedaHo/npuHaAmMo 0aHHbIX, 6alim — KONNYeCTBO NepefaHHbIX/MPUHATLIX Ha NOAK/THYEHHOe
YCTPOWCTBO 6allT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KONIMYeCTBO NnepefaHHbIX/NPUHATBIX Ha NOAKNHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NaKeToB, NepeaHHbIX C OLMbKamMn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbI nepedayu 3a rnocsaedHul nepuoo, nakemos — KOIMYeCTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa;

O6wee 4uc/10 N0BMOPOB repedayu, nakemos — Kosim4ecTso NOBTOPOB Nepesayn Ha NoAKN0YEHHOe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHUS;

Ckopocmb rnepedadu/npuema, Kbum/c — akTyasibHas CKOPOCTb nepefayn Tpaduka B HacTOALNIA
MOMEHT BPEMEHW.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.4.3 ToameHto «CTatnUcTuKa no Tpaduky»

B nogmeHio «CTaTucTUKa No TpacdhmKy» oTo6paxaroTcs rpadimkm CKOpPOCTW NepeaaHHoro/noy4eHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTMKA O KONMYecTBe nepeaaHHOro/nonyyeHHoro Tpadgmka ¢

MOMEHTa BK/TIOYEHUA TOYKM AO0CTYyna.

Mpadmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nony4yeHHoro tpagmka yepes Ethernet-unrepcpeiic
TOYKM AOCTyna 3a nocnegHve 3 MUHyThl. [padvk aBToMaTnyeckn 06HOBNSETCA Kakable 6 CEKYHA,

Mpadomkn WLANO 1 WLANT Tx/Rx nokasbiBaloT CKOPOCTb NnepeaHHOro/nonyyeHHoro rpadouka
yepes nHTepelicol Radio 2.4 'y, n Radio 5 'y, 3a nocnegHne 3 MUHYTLI. padink aBToMaTn4ecku

06HOBNSAETCA Kaxapble 6 CEeKyH.

=LTEX

MOHATOpUHT  Radio VAP

Wi-Fi KTMeHTSI

wDs

CraTucTika no Tpaduky >
‘CkaHupoBaHue apupa
HKypHan cobiTit
Ceresan nhchopuauna

VHopMaLKA o
panvounTepdeiicax

VIHopuaLNA 0 ycTpoiicTee

WEP-30L

NDS  CeTeBble HACTPOUKM  BHelHWe CepBuCH  CuCTEMa

WLANO TxRx bps

R 0 bps (max: 0 bps)

® Tx 0 bps (max: 0 bps)
bps
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

MAT27 11A7:39 11751 111803 114815 M827 830 101851 111903 MASNS 114927 111939 11951 11:20:03 112015 M:2027 ts
WLAN1 TURx bps

R 0 bps (max: 0 bps)
@ T 0bps (max: 0 bps)

AT27 11739 MA751 1101803 1101815 1191827 111839 111851 111903 1S5 111927 111939 1111951 112003 1120115 112027 ts
LAN Tx/Rx Kbps

R 15.7 Kbps (max: 33.8 kbps)
@ T 165 Kbps (max 17.3 kbps)

1803 111815 1111827 111839 111851 1111903 111845 111927 111939 111851 112003 1120115 112027 112039 112051 112103 ts

Mepeparo v

TPUHATO v
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Onucanne Tabnuupl «lepedaHo»:
* MiHmepgelic — nma nHtepdeinca,

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

* Bcezo nakemos — KONIMYeCcTBO YCNELIHO OTrpaB/ieHHbIX NakeToB;
* Bceao 6alim — Ko/IM4ecTBO YCMeLHO OTNpaB/eHHbIX 6aiT;

+ Om6powWeEHO Nakemos — KOIMYECTBO NaKeTOB, OTOPOLLEHHbLIX NPV OTMPAaBKE;
* OWUbKU — KONMYeCTBO OLUNOOK.

MepepaHo v
WHTepdeilc BCero NakeTos Beero 6aiiT OTGPOLUEHO NAKETOE OWuEKN
LAN 4822 5618468 0 o]
WLANO 0 0 0 0
WLAN1 0 0 0 o]
€th0.200 3223 3776891 0 o]
wlan0-va0 0 0 0 0
wlan0-va1l 0 0 0 0
wlanQ-va2 0 0 0 0
wlan0-va3 0 0 0 0
wilan0-vad 0 0 0 0
wlan0-vas 0 0 0 0
wilanQ-vae 0 0 0 0
wilan1-va0 0 0 0 0
wlani-val 0 0 0 o]
wlan1-va2 0 0 0 o]
wlan1-va3 0 0 0 o]
wlan1-va4 0 0 0 0
wlan1-vas 0 0 0 0
wlan1-va6 0 0 0 0
OnucaHne Tabnuubl «[TpUHAMO»:

* MlHmepcpelic — nmsa nHTepdelica;

* Bcea2o nakemos — KO/IM4YecTBO YCNeLIHO NPUHATLIX NaKeTos;

* Bcezo 6alim — KO/IM4eCcTBO YCMeLHO NPUHATBIX 6aiT,;

* Om6powWeHo nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbIX NPY NOSTyYEHUY;

* OWUbKU — KONNYeCTBO OLUNBOK.
MpuHATO v
WHTeptpeiic BCero NakeTos Beero 6aiT OTEPOLEHO NaKETOR QWKNEKH
LAN 33547 3650608 o 0
WLANO 0 0 [} 0
WLAN1 0 0 0 0
eth0.200 13243 1337547 0 0
wian0-va0 o] 0 1] 0
wian0-val 0 0 o 0
wian0-vaz 0 0 0 0
wian0-va3 0 0 0 0
wilan0-vad o] 1] 0 0
wian0-vas 0 0 o 0
wian0-va6 0 0 [} 0
wian1-va0 0 0 0 0
wilani-val o] 1] 0 0
wian1-va2 o] 0 1] 0
wian1-va3 0 0 o 0
wiani-vad 0 0 0 0
wlan1-vas 0 0 0 0
wlani-vaé ] 0 0 0
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5.4.4 TlogmeHio «CkaHupoBaHue admpa»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B noameHio «CKaHMpoBaHue 3achupar OCyLLECTBNSAETCA CKaHUPOBaHWE OKPYXXatoLLEero paanoadupa v

o6HapyXeHne coceiHUX ToUek AocTyna.

IMOHWUTOPUHT

elTEX

0

Rad

Y]
=]

B

WI-Fi KNHEHTEI

(%]

CTaTUCTHEE No TpaduKy

CKaHMpOBaHWe 3dupa »

FypHan cobbiTiin

CeTesan UHQopMaLMA

MHbopmaums o
paguMonHTepheiicax

MHdopmaumua ob ycTpoicTee

WEP-30L

WDS CeTeBble HACTPOMKK

BHELUHWE CEPBUCHI Cucrema

MocnegHee ckanupoBaHwe Ooino 13.05.2024 08:06:30

24Ty | 50Ty

OwWanasoH
2.4TTy
24rTy
24TTy
2417y
2.4TTy
24rTy
24TTy
2417y
2.4TTy
2.4TTy
24TTy
2417y
24TTy

2.4TTy

SsiD

Pexum
6e30MaACHOCTH

Open
Open
Open
Open
Open
Open
Open
Open
WPA2
WPA2
WPAZ2
Open
Open

WPAZ_1X

MAC-agpec

68:13:E2:0F:94:E5
6813 E2:0F94E3
68.13.E2:0F:94.E4
6813 E2:0F:94:E6
68:13:E2:0F:94:E7
6813 E2:0F:94:E2
E8:28:C1:F7:80:75
EB:28:C1:F7:80:74
68:13:E2:35:EB:N
6813 E2:0E:8A
6813 E2:0E:8A13
68:13.E2:1B:6B:43
68:13:E2:1B:6B:44

6813 E2:03:11A:61

KaHan /
LLMpKMHA

6/20
6/20
6/20
6/20
6/20
6/20
1/20
1/20
1/20
6/20
6/20
6/20
6/20

6/20

- (BbIXOA,

RSSI, gEMm

4

-28

-29

-29

-30

-30

[lnsa 3anycka npolecca cKkaH1poBaHus adinpa HaxXMUTe Ha KHomnky «CkaHMpoBaTb». Mocne 3aBepLieHns

npouecca Ha CTpaHuLe NoSABUTCSA CNMCOK 06HAPYXXEHHbIX B paano3adinpe ToUek AoCTyna 1 MHhopMaLms 0 HUX:

+ lNocsiedHee CKaHuposaHue 6bl/10... — Aarta n spemMsd nocsiegHero CKaHMpoBaHus;

+ [luana3oH — yKa3blBaeTcsa auanasoH 2.4 'y wnm 5 Iy, B KOTOPOM 6blia 06HapyXeHa Toyka AoCTyna;
+ SSID — SSID o6HapyXeHHOI TOYKM A0CTYyNa;

* Pexum 6e3onacHocmu — pexmnm 6e30nacHOCT! 06HapyXXEHHOWN TOUKM A0CTYNa;

* MAC-adpec — MAC-agpec o6HapyXeHHOI TOUKM A0CTYyNa;
* KaHasi/lLlupuHa — pagnokaHas, Ha KOTOPOM paboTaeT 06HapyXXeHHasa Touka 4OCTyna;
* RSSI/ — ypoOBeHb, C KOTOPbIM YCTPONCTBO NPUHMMAET CUrHa1 06Hapy)XEHHON TOUYKM AOCTyna, ABM.

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dhmpa pagronHTepdelic ycTpolicTea 6y4eT OTK/IHOUEH, UTO

npnBeneT K HeBO3MOXHOCTU nepegadn AaHHbIX 40 Wi-Fi knneHnToB BO BpeMA CKaHNPOBaHUA.
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5.4.5 MoameHto «KypHan cobbITU»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B noameHo «)XKypHan co6bITUii» MOXHO NMPOCMOTPETL CMUCOK MHDOPMALMOHHBIX COOBLLEHWI B peasibHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

elrex

MOHMTOPHHT ~ Radio VAP

Wi-Fi KnMEHTBI

wWDS

CTaTMCTHKE N0 TPaduKy
CraHWpoBaHue aupa
HypHan coBeITui »
CeTeean UHDopmaLma

MHhopMaLKua o
pannouHTEpdeRcax

MHDOpMAaLKMa 00 YCTPORCTEE

WEP-30L

WDS CeTeBble HACTPORKM

Z ODHOBUTH @ OuMCTUTL

DaTta u BpeMs

May 13
08:06:30

May 13
08:06:30

May 13
08:06:04

May 13
08:06:04

May 13
074915

May 13
07:48:57

May 13
074855

Tun

daemon.info

daemon.info

daemon.info

daemeon.info

authpriv.info

auth.warn

authpriv.notice

BHELIHWE CEPBUCHI

Mpouecec

scanwlan[1712]

scanwlan[1712]

scanwlan[1712]

scanwlan[1712]

weblogin[1268]

weblogin[1261]

weblogin[1261]

Cuctema - (BblX0n)

CoobweHne

scan on interface 'wlan1' finished

scan on interface 'wianC’ finished

start scan on interface 'wlan1'

start scan on interface 'wlan0®

pam_unix{weblogin:session): session opened for user admin

pam_authenticate call failed: User not Known 1o the underlying authentication

module (10)

pam_unix(weblogin:auth): authentication failure

Jama u spemsi — pata n Bpems, Korga cobbiTve 6bls10 CreHeprpoBaHo;
Tun — KaTeropvs n ypoBeHb BaXKHOCTU COObLITUS;
lMpoyecc — vms npouecca, CreHepupoBaBLLEro COO6LLEHNE;
CoobujeHue — onmcaHue cobbITuS.

Tabnuua 7 — OnucaHve Kateropuii BaXKHOCTU CobbITUIA

YpoBeHb

0 UpesBblyaliHble (emergency)

Tun BAXXHOCTUN COOGLEHWNIA

1 CurHans! Tpesoru (alert)

N o o g b~ 0N

Kputnueckue (critical)
Own6ouHble (error)
MpeaynpexaeHus (warning)

YBepomneHnus (notice)

OTtnagouHble (debug)

NHdhopmaumoHHsle (informational)

OnucaHue

B cucteme npousoluna Kputmuyeckas OLUNGKa,
CcnctemMa Moxet pa60TaTb HenpaBW/1bHO

Heob6xoAMMo HeMeaNleHHOe BMEeLLaTeIbCTBO B
cuctemy

B cucteme npousoLnia KpUtuyeckas olimnéka

B cucTeme npousoLuna owmbka

MpeaynpexaeHne, HeaBapuiiHoe cooblieHne
YBeOM/EHNE CUCTEMbI, HEaBapuiiHoe coobLeHne
NHdpopMaLmoHHbIe COOBLLEHUSI CUCTEMBI
OTnagouHble coobLIEeHUs NPeoCTaBIA0T

nosib3oBaTesnto nHopMaLmio 4151 KOPPEKTHOA
HaCTPOIKN CUCTEMBI

[Nsi NoNTyYeHnst HOBbIX COOBLLEHNIA B XXypHasle COBbITUI HEOBXOANMO HaXaTb Ha KHOMKY «O6HOBUTL».

Mpu HeOBXOAMMOCTY BCE CTapble COOBLLEHUS 13 XXypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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5.4.6 lMogmeHto «CeTeBas MHGopMaLns»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B noameHo «CeTeBasA MHhopmaLusi» OCYLLECTB/ISETCA NPOCMOTP OCHOBHBIX CETEBbIX HACTPOEK YCTPOICTBA.

eLTeX

MeHuTopHHT Radio VAP

Wi-Fi knnerTsl

WDS

CTaTucTika No Tpaduxy
Cranwposanve acupa
HypHan cobermai
Cetesan uHbopmaLyA »

Whdpopraumn o
paguonHTepdericax

Mudopmauma of yctpolicTse
!

CocToAHue nopta
CropocTe
Hynnexc
ARP ~
Na IP-agpec
0 10.24.80.1

1 10248045

MapLpyTsl ~
Ne Wutepdeic
0 br0

1 brl

WDS CeTeekle HACTPONEM BHelwHne cepancel Cucrema
Craryc WAN
WuTepdeic brl
Mpotokon DHCP
IP-appec 10.24.80.41
MpunrATo 932.1 Koait (954 480 Gaitr)
Mepegaro 968.2 Koant (991 436 Gaitr)
Ethernet

Up
1000
Full
MAC-anpec
E0:D9E3-ES-E1:40
D&:5E:D3:60:AD:F2
Haznauenue Wnrea Macka
0.0.0.0 10.24.80.1 0.0.00
10.24.80.0 0.000 2552552550

Dnaru

uG

BbIX0M)

Cratyc WAN:

* MlHmepdpelic — nms bridge-nHtepdeiica;

+ Mpomoko/s1 — NPOTOKON, UCNO/b3yeMbIin ansa goctyna k cetn WAN;
+ IP-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CETY;

* [MpuHSIMO — KONNYecTBO NPUHATLIX Ha WAN 6GaiT;

+ [NepedaHo — KonmyecTBo nepegaHHbix ¢ WAN 6ailr.

Ethernet:

+ CocmosiHue nopma — cocTosiHve Ethernet-nopta;
+ CKopocmb — CKOpPOCTb MOAK/IUeHUS no nopty Ethernet;
« dynnekc — pexvum nepegayn faHHbIX:
* Full — nonHbIi aynnekxc;
+ Half — nonyaynnekc.

ARP:

B ARP-Tabnuue cogepxutca nHpopmaumsa o coorsetcteun IP- n MAC-agpecoB coceHNX CeTEBbIX YCTPONCTB:

* IP-adpec — IP-agpec ycTpoiicTBa;

+ MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyThbl:

* MIhmepdghetic — nms bridge-nHtepdeiica;

* HasHaueHue — |P-afpec xocTa unv noAceTy HazHaueHwsl, 40 KOTOPbIX YCTaHOB/IEH MapLUpPYT,;

* LUmo3 — IP-aApec L33, Yepes3 KOTOPbIi OCYLLIECTBSIETCS BbIXOA HA afpecara;

+ Macka — macka nogceTu;
* ®azu — onpefeneHHble XapaKTePUCTVKM JaHHOTO MapLLpyTa.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH ¥ AB/SAETCA NPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLUpyT nNposieraet Yepes BHeLWHW W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAKNIOYEHEM. Bce npoyre mapLupyTbl NPOXOASaT
yepes BHeLWHWe Wwo3bl. Pnarom G oTMeyaroTcs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C
NPAMbIM NOAK/THOYEHNEM.

R — ykasbIBaeT, UTO MapLLpyT, CKopee Bcero, bbl1 co34aH ANHAMUYECKUM MPOTOKO/IOM
MapLupyTM3aumm, paboTaroLmmM Ha NIOKasTbHOM cucTeme, nocpeacTBOM napameTpa reinstate.

D — ykasbIiBaeT, UTO MapLUpyT 6bls1 fO6aBNEH B pe3y/ibTaTe NoslyvyeHns coobLLeHNs
nepeHanpasneHus ICMP (ICMP Redirect Message). Koraa cuctema y3Haet o MapLipyTe 13
coobuweHnst ICMP Redirect, mapLipyT Bko4aeTcsa B Tabavuy MapLupyTm3aunn, YTobbl UCKIHOYNTL
nepeHanpasneHve a8 nocnefyowmnx NakeTos, NpegHasHauYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCs U3MEHEHMIO, BEPOSTHO, B pe3ysibTare paboThl
AVHaMNYeCKOro NpoToKo/1a MapLUpyTM3aLmm Ha IOKaslbHON cucTeMe 1 NpUMeHeHUs napamerpa
mod.

A — yKka3blBaeT Ha 6ydepun3oBaHHbIli MapLUpyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.
C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fABnseTcsa 6ydep mapLupyTusauum agpa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HayeHus MapLupyTa sBSeTcs OAuH U3 aapecoB AaHHOro
KomnbloTepa. Takue «10KasibHble MapLUpyThbi» CYLLECTBYIOT TO/IbKO B Bydiepe mMapLupyTUsaumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SBMSEeTCA LWMPOKOoBeLaTebHbll agpec. Takue
«LLUMpPOKOBeLLaTeNbHblE MapLLUPYTbI» CYLLECTBYIOT TONIbKO B Bydhepe MapLupyTM3auuun.

| — yKasbIBa€eT, UTO MapLUpyT cBA3aH ¢ KonbLeBbiM (loopback) nHtepdpelicom ¢ Lenbio MHOWA,
HeXxenn obpalleHne K KosbLEBOW CETU. Takne «BHYTPEHHME MapLUPYTbI» CYLECTBYHOT TO/IbKO B
6yhepe mapLupyTm3aLmn.

I — ykasbIBaeT, UTO AeTarpammbl, HanpasnsemMble Mo 3TOMy agpecy, 6yayT oTBeprarbes
CUCTEMOM.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.4.7 TMoameHo «MHGopmauusa o pagmonHTepgencax»

B nogmeHto «<MHpopmauusa o paguonHtepdeiicax» 0TO6paXKeHO Tekyllee COCTosIHMe paanonHTepdelicoB
WEP-30L.

=LTEX  WEP-30L

MoHHUTOPHHT Radio VAP WDS CeTeBble HacTpoiiku BHelHWe CapEMCEl Cucrema -~ BbIXO],

Wi nvenTs) Radio 2.4 Ty
WDS Craryc BrikniousHo
P I MAC-agpec 68:13E2:35:CT:10
CratucTika no Tpadmey
Pestona IEEE 802.11b/g/nfax
CraHvpoBaHue supa
Radio 5Ty
Hypran cobemai
Craryc BriknkuEHD
CeTezan uHbopMaLya
FopMEL MAC-anpec  68:13E235CT A2
WHcpoprayus o Pexaa  |EEE 802.11a/n/aclax
pagMouHTepdeiicax »

Mndopauma ob ycrpoiictae

PagunovHTepdielicbl TOUKM AOCTYNa MOMyT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IIOYEHO» 1 «BbIK/THOYEHOY.
Craryc Kaxaoro n3 paamovHTepeincos oTpaxaeTcs B O4HOMMEHHOM napameTpe «Craryc».

Crartyc Radio 3aBMCUT OT TOr0, €CTb JI1 Ha JaHHOM paguovHTepdelice BK/IHOYEHHbIE BUPTYasibHbIE TOUKM
poctyna (VAP). B cnyyae ecnu Ha paguouHTepdeiice nmeetcs xoTs 6bl ogHa akTueHast VAP, Radio 6yaet
Haxo4uTbCA B cTaTyce «BknoyeHo», Havye — «BbIKMHoYeHo».

B 3aBucmmocTu o1 ctatyca Radio Ans MOHUTOpPUHra 4OCTynHa crneayouas nHpopmaums:
«BbIKNHOYEHOY:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;
* MAC-adpec — MAC-agpec pagnonHtepdeiica;
* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11.

«BKAOYEHO»:

+ Cmamyc — COCTOsiHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexxunm paboTbl pagnonHTepdeiica cornacHo ctaHgaptam IEEE 802.11;

* KaHas1 — Homep 6ecrnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* LlupuHa KkaHa/1a — WMpUHa No0Ckl YacToT KaHas1a, Ha KOTOPOM paboTaeT paavonHTepdeiic.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.4.8 MoameHto «MHdopmaumsa 06 ycTpoincTee»

B nogmeHto «<MIHpopmauusa 06 ycTpoicTBe» 0TOOpaxeHbl OCHOBHbIe xapaktepuctukn WEP-30L.

=L TEX  WEP-30L

MOHUTOPHHT Radio VAP WDS CeTeBble HACTPOHKK BHewHue cepeuct| Cucrema - (sbixon

Wi-Fi knnenTsl Wzapenne WEP-30L
WDS AnnapatHan eepcnA w2
3aeonckon MAC-agpec 68:13:E2:35:CT:10
CramicTika no Tpadmky
CepuiHLIA HoMep WP52000401
CraHnpoeaHue atupa Bepeua 110
HypHan cobemai Pezepexan sepoua N0

BepcuR sarpyaumka
Certepan HpopmaLma peaR sarpy

CucTemHoe BpemMa 14.05.2024 04:57:20
WMHdpopuaLms o
pagnouHTepdeicax Epemna paboTte 0 awn, 21:12:37

Whdpopmauma o ycTpoicTee » Sarpyaea LMY 3%

Wcnonszyeman namaTe 459 113 MBaiit / 241 Moair

& O6HOBUTL

* MI130esiue — HaMMeHoBaHMe MOAENN YCTPOCTBA;

« AnnapammHxasi Bepcusi — Bepcus annaparHoro o6ecneyeHnst yCTpoicTBea;

+ 3asodckoli MAC-adpec — MAC-agpec WAN-nHTepcpeiica ycTpolicTBa, yCTaHOB/IEHHbIN 3aBOA0M-
N3roToBUTENEM,

+ CepuliHbili HOMEpP — CEPWIiHbIA HOMEp YCTPOICTBA, yCTAHOB/IEHHbIN 3aBOA0OM-U3rOTOBUTENEM,

* Bepcusi O — Bepcusi nporpamMHOro obecnevyeHnss yCTponcTBa;

* PesepsHas sepcus O — npefblaywias yctaHoB/ieHHasa sepcud MO;

* Bepcusi 3a2py3yuka — Bepcusi NporpammHoro obecneyeHuns 3arpysyvka ycTpoincTaa;

« CucmeMHoe BpeMsi — TeKyLLMe BPeMS 1 aata, yCTaHOB/IEHHbIE B CUCTEME;

* Bpewmsi pabombi — BpeMsi paboTbl C MOMEHTa NOCNEAHEr0 BK/IOUYEHMS NN Nepe3arpy3kn yCTPOnCTBea;

+ 3aepyska LIy — cpegHuii NpoLEeHT 3arpy3ku npoLeccopa 3a nocnegHue 5 cekyHz;

* Yicrnonb3yemasi naMmsimb — NPOLEHT UCNONb30BaHMs onepaTMBHON NaMsTh YCTPOICTBA.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.5 MeHw «Radio»

B meHto «Radio» npon3BoaMTCca HacCTpolika paguonHTepdelicoB yCTpolicTea.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'u» ocyLLeCTBAAOTCS HACTPOIKM OCHOBHbIX NapaMeTpoB paavonHTepdeiica
yCTpOIiCTBa, paboTatolLero B AnanasoHe 2.4 I,

~ILTEX  WEP-30L

MoHuTOpMHI Radio VAP WDS CeTeBkle HaCTPOikM BHelHWe cepencel Cucrema - (e=nxoa)

Radio 2.4 Ty > OBume
Radio 5 My Pestama IEEE 802.11b/g/n/ax v

JHononHuTtensHo ABTOMAaTUUECKWA BRIGOD
KaHana

O'paHmuu—: CNUCOK KaHanoe

LupuHa kaHana, My 20 v

MowHocTs curiana, abm 16 ~

Pexxum — pexvm paboTbl MHTepdpeiica cornacHo cneaywmm ctaHgapTam:
IEEE 802.11ax;
IEEE 802.11n/ax;
IEEE 802.11b/g;
IEEE 802.11b/g/n;
IEEE 802.11b/g/n/ax.
Asmomamuyeckull BbI60p KaHasia — Npu ycTaHOBNEHHOM dofiare Touka OyaeT aBTOMaTUYECKM
BblOMpaTb HAaMMeHee 3arpyXeHHblli paanokaHan ans pabotbl Wi-Fi-nHtepdieiica. Mpu cHATOM dhnare
OTKpbIBaAETCA A0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHana;
KaHasn — BbIGOp KaHana nepefayn gaHHbIX;
OepaHuy4yums CrucoK KaHas108 — Mpu yCTaHOB/IEHHOM dh/iare Touka goctyna byaeT ncnosib3oBatb
OrpaHWyYeHHbIN Nosib30BaTeIieM CrMCOK KaHas10B /15 paboTbl B aBTOMATtnM4yeckoM pexume Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNMCOK KAHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounini KaHan u3 BCeEX AOCTYMNHbIX KAHA/I0B AaHHOro
AnanasoHa 4YacTtoT. KaHasnbl gnanaszoHa 2.4 I'u; 1-13;
LlupuHa kaHana, MMy — wvprHa NoNockl YacToT KaHana, Ha KOTOPOM paboTaeT Touka A0CTyna,
npuHmMmaet 3HaveHnsa 20 n 40 Mlru;
OcCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MPOMYCKHOW CNOCOBHOCTN CTaTU4eCcKn
3a/1laHHOro KaHasna, pasHoin 40 MI'y. KaHan 40 MIM, MOXHO cuMTatb COCTOALLMM U3 ABYX KaHanoB no 20
Ml u, KOTOpble rpaHMyaT B HaCTOTHON o6nacTu. 3TK ABa kaHana
20 My, Ha3bIBaAKOT NEPBUYHBLIM U BTOPUYHBLIM KaHasiamu. MepBUYHbIA KaHast UCNOb3YeTCA KiIMeHTamu,
KOTOpble NoAAEePXMBAIOT TONIbKO NOJSI0CY NponyckaHmsa kaHana 20 MIy;

« Upper — nepBun4YHbIM KaHasloMm OyaeT BepxHuin kaHan 20 MMy, B nonoce 40 MIu;

« Lower — nepBNYHbIM KaHas/10M OyaeT HKHWUIA KaHan 20 MMy B nonoce 40 My,
MowHocmsb cueHasia, 0bm — perynmpoBka MOLLHOCTK curHana nepegaryuka Wi-Fi B gbm. MpuHumaet
3Ha4eHune ot 0 go 16 abm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPoM3BOANIIOCH HUKAKMX HAaCTPoek, No yMonyaHuio Ha Radio 2.4
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 1,6, 11.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

yMosnyaHuio «Lower»,
+ kaHas1 11 B cnucke «OrpaHnYmTb CMUCOK KaHaU10B» MEHSIET CBOW LIBET C CUHETO Ha Cepblii.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnynTb CNMCOK KaHasI0B», HEe NOAXOAAT nof onpegeneHme «OCHOBHOM KaHasn» = Lower.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

LOononHUTENBHO v

OBSS Coexistence
KaHansHas CKOpoCTe Nepenaqu Auto v
HOPOTKWIA 33LUMTHEIA MHTEpEan
STBC O
Nepuon oTNPasKK Cy#eGHbIX COOBIUEHHA, MC 100
Mopor dparMesTaLuu 2346
Mopor RTS 2347

Arperauua

a

a8

KopoTkan npeamdyna

LeAnep Broadcast/Multicast, nakic

Wi-Fi Multimedia (WM}

<]

Pesxum pabotel DHCP Snooping gnore v

BKMo4UTL QOS O

* OBSS Coexistence — pexvuM aBTOMaTUYECKOro yMeHbLUEHUS LUMPUHBI KaHasia Npw 3arpy>XeHHom
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNPOBOAHON nepeaayn AaHHbIX,
onpegensemas cneyngukaumamu ctaHgaptos IEEE 802.11;

+ Kopomkul 3awyumHbIl uHmMepsass — NoAAePXKKa YKOPOUYEHHOro 3alMTHOrO HTepBasia. Touka gocTyna
nepefaeT AaHHbIe, UICNO/b3ys 3alnTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LEHUN C
K/IMeHTaMu, KOTopble Takke NoAAepXMBatOT KOPOTKUIA 3alLMTHbIN NHTepBaUT,

+ STBC — meTof, NpOCTPaHCTBEHHO-BPEMEHHOMO 6/104HOI0 KOAMPOBaHUSA, HanNpPaB/IeHHbIM Ha NOBbILLEHNE
HaeXHOCTU nepesayn AaHHbIX. MNpu ycTaHOBNEHHOM dhyiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/IbKO aHTeHH. Ecnin donar He ycTaHOB/EH, yCTPOMCTBO He NepefaeT O4WH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;
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lMepuod omnpasku c/y»xebHbiX coobweHUl — Nnepuog nocbinku Beacon-gopeiimoB. ®pelimbl
nepegaroTcs O/ 06HapyXeHnsa ToUKM gocTtyna B acpupe. MNapameTp npuHumaet 3HadeHnsa 20—-2000 mc,
no ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHMMaeT 3HadeHus 256-2346, no
yMoO/4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4ynC/o GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMS MOXET Y/YULINTL PaboTy TOYKM fOCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOOHOCTL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aepezayusi — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepegayv LMpOKoBELWaTe/IbHOro/MynbTUKACTOBOro Tpadmka no 6ecnpoBoAHON ceTu. JIumMnt ans
LUMPOKOBELLLATE/IbHOTO TPadhmka MOXHO yKa3aTb B NOSBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkn WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukm o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNsS
Ana Bolbopa:
* ignore — obpaboTka onuuun 82 oTK/I0YeHa. 3HaYeHNe Mo YMO/TYaHWIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBASAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIbope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyoLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HavyeHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHusi napameTpa Ha uMs SSID, K KOTOPOMY NOAK/THOHEH K/TNEHT;
*+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbca B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHne no ymonyaduio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEeH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaueHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 CMMBO/IOB, KOTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHMe napameTpa He 3afaHo, Touka dyaet
n3meHATb RID Ha 3HayeHne no ymonyauuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
B CID n RID:
+ AA:BB:CC:DD:EE:FF — B KauecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4yeHue No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.
Bksroyums QoS — npu yCTaHOB/IEHHOM dh/iare AOCTyMHa HacTpolika yHKUMIA 06ecneyeHnst kKayectTsa
o6cnyxusanua (Quality of Service).

37



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

[N HaCTPOIikM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
Ouepeds AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) 7 15 . 1023 v 0

Data 2 (Best Effort) .

Data 1 (Buneo) 1 7 v

Data 0 (fonoc) 1

)
-
~
-

47

Station EDCA Parameters
Ouyepedk AIFS cwMin cwMax TXOP Limit

Data 3 (©oH) -

Data 2 (Best Effort)

&)
o
-
o
]
1)
-
o

Data 1 (Buneo) 2 7 v

Data 0 (fonoc) 2 3 v 7 v A7

« AP EDCA parameters — Tabnuua HacTpoek napaMeTpoB Touku AocTyna (Tpadvk nepeaaeTcs oT TOUKM
[0CTYNa K KNUEeHTY):

+ Ouepedb — nNpeponpeseneHHsblie ovepean 418 pasfiMyHoro poga Tpaduka:

« Data 3 (®oH) — HU3KOMPUOPUTETHASA OYepe/ib, BbiCOKasi NPOMyCkHasi CNOCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

« Data 2 (Best Effort) — cpefHenpropuTeTHas! o4epe/lb, CPeAHss NPoMnyckHas Croco6HOCTb U
3agepxka. B gaHHyt0 ovepeb oTrnpasnseTcs 60/bWMHCTBO TPaAMLMOHHbIX IP-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepepb, MUHMMasIbHbIE 3a4epXKn. B AaHHO
ouyepean aBTomaTnyeckn obpabarbiBalTCA BUAEOLAHHbIE, HYBCTBUTE/IbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, csb);

« Data 0 (lF'osoc) — BbICOKONPUOPUTETHASA oYepeib, MUHUMa/IbHbIE 3aePXKN. B faHHOl
ouepean aBTomaTMyeckn obpabarbiBalTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHW, TakMe Kak
VolIP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpegensiet Bpems oxugaHusi Kaapos (dppeliMoB)
AaHHbIX, U3MepseTcs B cnoTax, NPUHUMAaET 3HaveHns 1-255;

* cwMin — Hayas/IbHOE 3Ha4YeHne BpeMeHN oXngaHus nepes noBTOPHOM OTNpaBKoW Kaapa,
3afjaetcsa B MUIINCEKYHAAX, NpUHUMaeT 3HaveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3Ha4veHne cwMin He MOXeT NpeBbIWarsL 3HadeHne cwMax;

* cwMax — MakcMMasibHOe 3HavYeHne BpeMeHN OXngaHus nepes noBTOPHOW OTNPaBKo kaapa,
3afjaetca B MUIINCEKYHAAX, NpUHUMaeT 3HadveHlna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMax Ao/MKHO ObITb 60/bLUe 3HaYeHMs cwMin;

+ TXOP Limit — napameTp UCMosb3yeTcsa TONbKO A9 AaHHbIX, NepefaBaeMbIX OT CTaHUUM K/IMeHTa
[10 TOYKMN aocTyna. Bo3MOXHOCTb nepefayn — nHTepsasl BPEMEHM, B MUIIMCEKYHAAX, Korga
knneHtckasa WME-CcTaHUMs MMeeT npaBa MHMLMUMPOoBaTh Nepeaady AaHHbIX No 6ecnpoBogHOM
cpefe K To4ke A0CTyna, MakcMmasibHOe 3HaveHne 65535 munnncekyHa.

« Station EDCA parameters — Tabnmua HacTpOeK NapamMeTpoB CTaHLUMM KnneHTa (Tpadvk nepeaaercst ot
CTaHUMW KNMeHTa Ao Touku AocTtyna). OnucaHve noneli Tabnuibl NPUBEAEHO BbilLE.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamMsiTb
HaXXMUTE KHOMKY «MPUMeHNUTb». [119 OTMEHbI MU3MEHEHWUIA HAXKMUTE KHOMKY «OTMeHa.
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5.5.2 MoameHto «Radio 5 My

B nogmeHto «Radio 5 MMy» ocyLLecTBASATCA HACTPOMKU OCHOBHbIX NapaMeTpoB pajmouHTepgeinca
YCTPOWCTBa, paboTatoLlero B AgnanasoHe 5 Ty,

L TEX  WEP-30L

MoHUTOpHHT Radio VAP WDS CeTeBkle HaCTPOWHKM BHelUHWe cepeucel Cuctema - BLiX0g)

Radio 2.4 Ty OBume
Radio 51Ty > Pestaana |IEEE 802 11a/n/ac/ax w

MononHuTensHo ABTOMaTUJECKWI EbDOP
KaHana

O'paHHum—: CNUCOK KaHanoe

WnpuHa kaxana, My 20 v

MolpocTs curkana, b 19 v

* Pexum — pexum paboTbl MHTepdieiica cornacHo ctaHgapTam:
+ |IEEE 802.11ax;
+ |IEEE 802.11a/n/ac;
+ |EEE 802.11a/n/ac/ax.

+ Asmomamuuyeckull 8bI60p KaHasa — Npu yCTaHOBIEHHOM donare Touka byaet aBToMaTnyecku
BblOMpaTb HAMMeHee 3arpyXeHHblli pagnokaHan ans pabotel Wi-Fi nntepdeiica. Mpu cHsatom donare
OTKpbIBaETCH A0CTYN A1 YCTaHOBKM CTaTU4eckoro paboyero kaHana;

* KaHas1 — BbIOOp KaHana nepegayun faHHblXx;

+ O2paHuyums CrucoK KaHasio8 — Npu yCcTaHOBNIEHHOM chiiare Touka focTyna 6yaeT UCnosib30BaThb
OrpaHWyeHHbIN Nosib3oBaTeeM CMCOK KaHas10B /15 paboTbl B aBTOMAarn4yeckoM pexunme Bbibopa
kaHana. Ecnu donar HanpoTtue «OrpaHnYnTb CNUCOK KaHa/10B» HE YCTAHOB/EH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO TOUKa AocTyna 6yaeT Bbloupatb pabounii KaHan U3 BCeEX AOCTYNHbIX KAHA/I0B AaHHOro
AnanasoHa 4yacTtoT. KaHanbl gnanasoHa 5 'u; 36—64, 132-144, 149-165;

+ WupuHa kaHana, MMy — wmnpmnHa Noaockl 4YacToT KaHasla, Ha KOTOPOM paboTaeT ToUKa A0CTyna,
npuHumaet 3HadeHnsa 20, 40 n 80 MI'y;

+ OCHOBHOLU KaHa/1 — napameTp MOXET ObITb M3MEHEH TO/IbKO MPY MNPOMYCKHOW CNOCOBHOCTN CTaTU4eCKn
3aflaHHOro KaHana, pasHoi 40 MI'y. KaHan 40 MI', MOXHO cuMTaTb COCTOALLMM U3 ABYX KaHanoB no 20
Ml U, KOTOpble rpaHMyaT B YaCTOTHOIM o6nactu. 3Tn ABa kaHana 20 MU, Ha3bIBaOT NEPBUYHBIM U
BTOPWUYHbIM KaHasiaMu. MepBUYHbIA KaHat UCNOJb3YETCH KIIMeHTaMu, KOTOpble MOAAEPXMBAIOT TO/TbKO
nosiocy nponyckaHunsa kaHana 20 MIru;

« Upper — nepBu4YHbIM KaHasloM OyaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIu;
+ Lower — nepBNYHbIM KaHas10M ByaeT HKHWUI KaHan 20 MMy B nonoce 40 My,

* MowHocmsb cueHasia, 0bm — perynmpoBka MOLWHOCTM curHana nepegarymnka Wi-Fi B gbm. MpnHnumaet

3Ha4eHune ot 0 go 19 abm.
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© B cnyuae, ecriv B cnivcke «OrpaHnUnNTb CYCOK KAHAI0B» YKa3aH HeloCTYMHbIV 415 BbIGopa KaHau, TO

OH OyfeT OTMeYeH cepbiM LBETOM. [1118 TOro 4ToObl HOBasi KOHMUrypauus obls1a NnpUMeHeHa Ha ToUke
[ocTyna, B cnucke «OrpaHnynTb CNMCOK KaHa0B» AO/MKHbI ObITb YKa3aHbl TO/IbKO AOCTYMHbIE
(BblAeNeHHbIe CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke gocTyna elle He NPOoM3BOANIOCh HUKAKMX HACTpoek, No yMmonyaHuio Ha Radio 5
My yctaHoBneHa «LlWupnHa kaHana» 20 MI'y, a B cnncke «OrpaHnynTb CNUCOK KaHa/10B» yKasaHbl
KaHanbl: 36, 40, 44, 48.
Jonyctnm, Heo6XxoANMO YCTaHOBUTL napameTp «LUnprHa kaHanax, paBHbii 40 MIU,. Mpn M3MEHeHUN
paHHoro napametpa ¢ 20 My, Ha 40 MI'y npoucxoguT cneayroulee:

« ONS pefakTupoBaHnst OTKpbiBaeTcsl napameTtp «OCHOBHOM KaHa», NPUHUMAaOLLIMIA 3HAYeHne no

ymorndaHuto «Upper»,
+ KaHanbl 36 1 44 B cnncke «OrpaHNYmMTb CMUCOK KaHa/TI0B» MEHSIKOT CBOW LIBET C CMHETO Ha CEepblil.

Ecnun namenntb napametp «LnpuHa kaHana» Ha 40 MI'y, 1 He yaannTb cepble KaHaslbl U3 CNUCKa, TO
NPy HaXXaTun Ha KHONKy «MpuMeHuTb» B 6pay3epe nosasuTcs olunbka «BBefeHHble faHHble cogepxar
OLWKNOKKN. N3MEHeHNS He OblIv NpUMEHeHbI». COOTBETCTBEHHO, KOH(UIypauusa ToUkn gocTyna
N3MeHeHa He GyAeT. 3TO MPOUCXOAMT MO NPUYMHE TOro, YTO KaHasibl, Bbl4e/IEHHbIE CEPbIM LIBETOM B
cnucke «OrpaHnMYnTb CNMCOK KaHaI0B», He NOAXOAAT nofg onpegenexHme «OCHOBHOM kaHas» = Upper.

B pasgene «[ononHNTENbHO» OCYLECTBASETCA HACTPOKa AOMNO/THUTE/bHbLIX NapaMeTpoB paanovHTepdelica
YyCTpOWCTBA.

OononHUTEensHo

OBSS Coexistence

KaHanbHaA CKOpoCTh Nepefadqu Auto hd

Moanepxka DFS BKIMHOYEHO v
KopoTkMiA 3alWMTHBIA WHTEPBAN
STBC O
MepWoz, 0TNPasKkK CNYHESHLIX COOBLUERMIA, MC 100
Mopor MparMeHTaymum 2346
Mopor RTS 2347
Arperayua

KopoTkas npeamGyna
Weanep Broadcast/Multicast. nax/c (]
Wi-Fi Multimedia (WMM)

Pexum patoTel DHCP Snooping gnore v

BKMio4HTE QOS O

* OBSS Coexistence — pexum aBTOMaTUYECKOIO YMEHbLUEHWSA LWVPUHbI KaHana npu 3arpy>eHHom
pagnoachmpe. MNpun yctaHOBNEHHOM ¢h/iare peXxum BK/THOUEH,;

+ KaHa/lbHasi CKopocmb riepedaqu — (PUKCMpoBaHHas CKOPOCTb 6eCNpPOBOAHON nepeaayn AaHHbIX,
onpegensemas cneyndgukaumamu ctaHgaptos IEEE 802.11;

* [Moddeprxka DFS — mexaHn3M AMHaMnyeckoro Bblbopa YacToTbl. TpebyeT OT 6eCrnpoBOAHbIX YCTPOWCTB
CKaHupoBaTtb pagnoadunp 1 nsberartb UCMosIb30BaHNA KaHa10B, COBNaAatoLwWwmx ¢ KaHanamu, Ha KOTOPbIX
paboTatoT pagnonokKaunoHHble cuctemsl B 5 L, AnanasoHe:

* BbIK/Il04EHO — MeXaHn3M Bblk/toueH. DFS-kaHasibl He JOCTynHbI 415 BbIO6OPa;
* BK/1l04EHO — MexXaHn3M BK/HOYEH;
* puHydumesibHO — MexaHu3M BblK/toueH. DFS-kaHasbl AOCTYNHbI AN Bblbopa.
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Kopomkul 3awyumHbIli uHmMepsas1 — NOAAEPXKKA YKOPOYEHHOIo 3allMTHOIO MHTepBasia. Touka gocTyna
nepeaaeT AaHHble, UCNOsb3ys 3aluTHbI nHTepBas B 400 He (BMecTo 800 HC) Npu 06LWEHUN C
KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,
STBC — meToZ NpOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHNS, HanpaB/iEHHbIV HA MNOBbILEHE
HaeXHOCTM nepegayn AaHHbiX. MNpu ycTaHOBNEHHOM dhiare yCTPOMCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKO/bKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO He NepefaeT O4WH U TOT Xe NOTOK
[aHHbIX Yepe3 HECKO/IbKO aHTEHH;
lMepuod omnpasku c/yxebHbiXx coobweHUl — Nnepuog Nocbinkn Beacon-gopeiimoB. ®pelimbl
nepegaroTcs /18 o6HapyXeHnsa ToUKM gocTtyna B achupe, npuHumMaet 3HavyeHms 20—2000 mc, no
ymonyaHuo — 100 mc;
lNopoa chpaemeHmayuu — nopor parmeHTauun periva B 6antax. NpuHuMaeT 3HadeHus 256—2346, no
yMoO4aHuio — 2346;
lMopoe RTS — ykasblBaeT 4y1C/0 GaiiT, Yepes KOTOpPOe NocklnaeTcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAUYEHMA MOXET Y/YULINTL PaboTy TOYKM foCTyna Npu 60/1bWoM
KO/IMYeCTBE NOAK/THOYEHHBIX K/TMEHTOB, OAHAKO 3TO YMEeHbLUAeT 06LLYH MPONYCKHYK CMNOCOBHOCTbL
6ecnpoBogHoli ceTu. MNprHumaeT 3HavyeHns 0—2347, no ymonyaHuwo — 2347;
Aecpezayus — BK/todeHne nogaepxkn AMPDU/AMSDU;
Kopomkasi npeambysia — Ncnonb3oBaHWe KOPOTKON npeambysibl NakeTa,
Llledinep Broadcast/Multicast, nak/c — npu ycTaHOB/IEHHOM (hnare BbINOHAETCS OrpaHnyeHne
nepefayv LWMpOoKoBeLLaTeIbHOro/My/IsTUKacTOBOrO Tpadgnka no 6ecnpoBOAHON CETU. YKaxknTe NUMAUT
AN LULMPOKOBELLATENBHOTO Tpadgvka B NOsSIBUBLLEMCS OKHe (nak/c);
Wi-Fi Multimedia (WMM) — BkntoueHune nogaepxkun WMM (Wi-Fi Multimedia);
Pexxum pabomsi DHCP Snooping — BbI6op nonmTtukmi o6pa6otkm DHCP onuun 82. loCcTynHbIE 3HAYeHNs
Ana Bolbopa:
* ignore — obpaboTka onuuu 82 oTkNYeHa. 3HauyeHne Mo YMOHaHNIO;
* remove — To4YKa AOCTyna yaasiseT 3HavyeHue onuum 82;
* replace — Touka [ocTyna NOACTaBAAET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu Bbibope faHHOro
3HaYeHus AN pefakTpoBaHns OTKPbIBAKOTCA CnefyloLlne napameTpbl:
* Onyus 82 cpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThL 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3HadeHuns napametpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaveHne No yMoN4aHuio;
+ SSID — 3ameHa 3HavyeHus napameTtpa Ha umsa SSID, K KOTOPOMY NOAK/IOYEH K/TUEHT;
*+ custom — 3ameHa 3HauveHuns napametpa CID Ha 3HaueHune, ykazaHHOe B
napametpe «Onuus 82 yHunkasibHbIA CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
oyaet nepepasarbcs B CID. Ecniv 3HaueHne napameTtpa He 3a4aHo, Touka byaet
n3meHaTb CID Ha 3HaveHue no ymonyaxuio — APMAC-SSID;

* Onyus 82 gpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCcTpoicTBa.
3Ha4yeHue No ymosiyaHuio;

* APMAC — n3meHsaTb cogepxnmoe RID Ha MAC-agpec Touku JocTyna;

+ APdomain — n3meHsitb cogepxumoe RID Ha AOMEH, B KOTOPOM HaxoAMTCA TouKa
[oCTyna;

* custom — n3meHATbL cogepxmmoe RID Ha 3HaveHune, ykazaHHoe B napametpe «Onuums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cCMMBO/IOB, KoTopas
6yneT nepegasatbes B RID. Ecnun 3HavyeHue napamMeTpa He 3afaHo, Touka dyaet
n3meHsTb RID Ha 3HayeHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6Op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD.EE:FF — B KayecTBe pa3fenimtens BbICTynaeT 3HaK ABOETOUUS.
3Ha4veHune No ymosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pa3fenutesia BbICTYNaeT 3HakK TUpe.
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* Brksroyumb QoS — npv yCTaHOBNEHHOM donare A0oCTyrnHa HacTpoika doyHKUNMiA obecnevyeHunss kauecTsa
o6cnyxusaHua (Quality of Service).

[N HaCTPOIiKM o6ecneyveHnst KayecTsa 06CNYXMBaHUS AOCTYMHbI Cneayrowme yHKUNK:

AP EDCA Parameters
qupe,qh AIFS cwMin cwMax TXOP Limit

Data 3 (Q@oH) 7 15 . 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 1 5 .

Data 0 (Tonoc) 1

Station EDCA Parameters
Ouepens AIFS cwMin cwMax TXOP Limit

Data 3 (®oH) 7 15 v 1023 v 0

Data 2 (Best Effort)

Data 1 (Buaeo) 2 7 .

Data @ (Tonoc) 2 3 v 7 v 47

« AP EDCA parameters — Tabnmua HacTpoeK napaMeTpoB Touku gocTyna (Tpaduk nepenaeTcs OT TOUKU
[OCTYNa K KIINEHTY):

* Ouepedb — NpeponpeseneHHble ovepean 48 pas/iMyHoro poga Tpaduka:

« Data 3 (®oH) — HA3KOMPUOPUTETHASA OUepe/ib, BbiCOKasi NPOMYCKHasi CNOCOBHOCTb
(npuoputeTsl 802.1p: cs1, cs2);

+ Data 2 (Best Effort) — cpegHenpuoputeTHasi ouepespb, CPeaHss NPonyckHasi CMOCOGHOCTL U
3agepxka. B gaHHyto ovepeab oTnpaBnseTca 60/bLUMHCTBO TPAANLUMOHHbIX IP-gaHHbIX
(npuoputeTsl 802.1p: cs0, cs3);

+ Data 7 (Budeo) — BbICOKONPUOPUTETHAS OYEPEb, MUHUMASIbHbIE 3a4EPXKKN. B faHHO
ouyepeam aBTOMaTnyeckm o6pabatbiBaOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTsl 802.1p: cs4, cs5);

+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHUMa/TbHbIE 3aAePXK1. B aaHHO
ouyepean aBToMaTnyeckm o6pabartbiBaOTCA AaHHbIE, HYBCTBUTE/IbHbIE K BpEMEHW, Takmne Kak
VolP, notokoBoe Buaeo (npvoputetsl 802.1p: cs6, cs7).

* AIFS — Arbitration Inter-Frame Spacing, onpegensier Bpems oxugaHus kagpos (dpeliMos)
[JaHHbIX, U3MepPAETCS B C/I0Tax, MPUHUMAET 3HavyeHns 1-255.

+ cwMin — HavaNlbHOE 3HaYeHVe BpeMeHV OXUAaHusa nepes noBTOPHONM OTNPaBKol Kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauyeHne cwMin He MOXET npeBbilaTh 3HadYeHne cwMax;

* cwMax — MakCc/MasibHOe 3HavYeHne BpeMEHN OXNAaHUA nepes NoBTOPHO OTNPaBKoi kaapa,
3afiaeTcd B MUIIMCEKYHAAX, NPUHUMaET 3HadveHus 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaueHune cwMax Ao/MKHO ObITb 60/bLUE 3HAYeHMS cwMin;

* TXOP Limit — napameTp NCMNOJb3yeTCH TOMbKO A/19 AAaHHBIX, NepefaBaeMbiX OT CTaHUUN KITMeHTa
[10 TOYKM ocTyna. Bo3MOXHOCTbL nepefayn — MHTepBas BDEMEHM, B MUIIMCEKYHAAX, Koraa
knueHTckas WME-cTaHums numeeT npasa MHMLMNPOBATL Nepegady AaHHbIX N0 6ecnpoBOAHOM
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHue 65535 MunnncekyHa,

« Station EDCA parameters — Tabnmua HacTpoek napamMeTpoB CTaHUMKN KineHTa (Tpadvk nepegaercs ot
CTaHUMM KNVMEeHTa [0 TOYkM AocTyna). OnvcaHue nonei Tabnuubl NprBeAeHO Bbille.

[N BCTYNNeHns1 B CUy HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABVCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMeHUTb». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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5.5.3 MoameHto «onoNHUTENBHO»

B nogmeH1o «[LoNnosIHUTENIbHO» OCYLLIECTB/IAETCA HAaCTPOWKa AOMONHUTEbHbIX NapaMeTpoB
paavonHTepencos ycTpocTea.

eLTeX

MoHUTOpWHT Radio VAP

Radio 2.4 [Ty,

Radio 5Ty

WEP-30L

WDS CeTeBble HACTPOIikKM

LOnNonHUTENEHD

Crpana

HonenHuTensHo >

nobankHan W3cnALMA

BHeluHWe cepeuckl

Poccua

-

w

Cucrema

[J PasBnoxuposare

(Bbixoa)

+ [NpumeHuTs x OTmesa

+ CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOii paboTaeT Touka gocTyna. [Ans Bbibopa CTpaHbl HY)XHO
BbICTaBUTL chnar «Pa36rokMpoBaTb». B 3aBUCUMMOCTM OT yKa3aHHOTO 3HaYeHWs1 GyayT NPYMEHEHbI
OrpaHNuYeHNs K NOM0Ce YacToT M MOLLHOCTM NepeaaTyka, KoTopble AeiCTBYIOT B AaHHOl cTpaHe. OT
YCTaHOB/IEHHOI CTPaHbl 3aBUCUT CMUCOK JOCTYMHbIX YAaCTOTHbIX KAHa/I0B, YTO B/IMSIET HA
aBTOMaTUYecKuii BbIGOP kaHana B pexume Channel = Auto. Ecnin knmeHTckoe o60pyaoBaHe
JMLEH3MPOBAHO A5 UCNO/b30BaHUs B 1PYrOM PervoHe, BO3MOXHO, YCTaHOBUTL CBSA3b C TOUKOI AOCTyna
B TAKOM C/ly4yae He yjacTcs.

© Hactpoiika nokasbHbIX (pErMoHasibHbIX) OrpaHUUeHNii, BKIouas paboTy Ha paspeLleHHbIX
YACTOTHbIX KaHa/Iax 1 BbIXOAHOM MOLLHOCTU, AB/IIETCS OTBETCTBEHHOCTHI0 MHCTAN/IATOPOB.

° Bbl60p HEMPaBW/1IbHOIO pernoHa MOXET NMPuUBeCTU K npo6nemaM COBMECTUMOCTHU C Pa3HbIMUA
KTMEHTCKNMU yCTpOI7ICTB8.MI/I.

« [106anbHasi u3o/1sIyusi — NPV YCTAHOB/IEHHOM dolare BK/TUAETCA M30MALMS TpadmKa Mexay
KnneHTamu pasHbix VAP 1 pasHbIx paanovHTepdeiicos.

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHa».
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5.6 MeHo «VAP»

B meHi0 «VAP» BbINOSTHSIETCS HACTpOiika BUPTYyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMoameHto «CymmapHO»

B nogmeHto «CymmapHO» oTobpaxatoTcs HacTpolikn Bcex VAP Ha pagnonHTepdeiicax Radio 2.4 'y, 1 Radio
5 Ty. MOXHO NOCMOTPETb HACTPOWKM KaxkAoin BUPTyasibHOW ToUKM B pasgenax VAPO-VAPG.

L TEX  WEP-30L

Mowutopnar  Radio VAP /DS~ CeTeEbie HACTPOMKM  BHEIUMWE CEPBMCH  CMCTEMa - (bixon)

Cymmapro > 24My 5y

24TTy Peam
Pexum TpaHcnupoBaTL Band VLAN General HsonaAuma
5y VAP  BknwueHo §e3onacHOCTH VLAN ID SsID SSID Steer Trunk Mode General VLAN ID  aGoHenToB

VAPD [ Buinioueno WERSTL BOEE

VAR [ Binriueno WEP-30L_2 4GHz.

VAP2 [ Brimioueno WEP-30L_2 4GHz-2

VAPZ O Blinrsero WEP-30L_2.4GHz-"

b

TMokasaTs BCE

* VAPO-VAP6 — nopsifikoBbIi HOMeP BUPTYa/IbHOWN TOYUKM AOCTYNa;

* BK/1t04eHO — Mpu YCTaHOB/IEHHOM dofiare BUPTYyaUibHas TouKa AOCTyNa BK/IOYEHA, MHAaYe — BbIK/THOYEHE;

* Pexum 6e3onacHocmu — TN WNPOBaHNS AaHHbIX, UCMONb3yeMbIii Ha BUPTYa/IbHOW TOUKe A0CTyna;

* VLAN ID — Homep VLAN, c koToporo 6yaeT cHuMaTbes MeTka npu nepegadve tpaduka Wi-Fi knnenTtam,
NOAKMOYEHHBIM K faHHoin VAP. MNpu npoxoxaeHnn Tpadinka B 06paTHY0 CTOPOHY Ha HETETMPOBAaHHbI
Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID — umsA BUpTYyasibHON 6ecnpoBOAHON CeTY;

+ TpaHcnuposams SSID — npu yctaHoBMEHHOM chiare BKKOYEHO BellaHue B adonp SSID, nHave —
BbIK/TIOYEHO;

* Pexum Band Steer — npu ycTaHOB/IEHHOM ¢h1iare akTUBHO MPUOPUTETHOE NOAK/IOYEHMEe KnneHTa K 5 Ty,
cetn. Ans paboTbl PYyHKUUN HYXXHO co3gaTb VAP ¢ ognHakoBbiM SSID Ha kKaxaoM pagvonHTepderice n
aKTMBMpoBaTb Ha HUX napameTp «Pexum Band Steer»;

* VLAN Trunk — npu ycTaHOB/IEHHOM ¢hiare aboHEeHTY nepefaeTcs TermpoBaHHbIn Tpaduk;

+ General Mode — npu ycTaHOB/IEHHOM (hflare paspeLuaercs nepegadya HeTermpoBaHHoro Tpadgvka
COBMECTHO C TErMpPOBaHHbIM (AOCTYNHO Npu BKAtoueHHOM pexume VLAN Trunk);

*+ General VLAN ID — c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka u Tpadmk atoro VLAN nporiget Ha
KnveHTa 6e3 Tera. [pu npoxoxaeHun Tpadrka B 06paTHyt0 CTOPOHY Ha HETErMpoBaHHbI Tpaduk byaet
HaBewmBaTbcs meTka General VLAN ID;

* U3on1syus aboOHEHMOB — NPV YCTaHOB/IEHHOM (piare BK/THOUYeHa U30/14LuMa Tpadimka Mexany KnmeHTamu
B npefenax ogHoi VAP.

,ﬂ.ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.6.2 lMoameHto «VAP»
(TEX  WEP-30L

MoHHTOpHHT Radio VAP WDs CeTesnhie HacTponkK EBHELUHWE CepBEMCHI CucTema - (Bbixoa)

CynmmapHo VAPD VAP WAPZ VAP3 WVAP4 WAPS VAPG
24TTuy> OBLME HACTPORKM

5My BrnrdeHo

WVLAN ID
S5ID WEP-30L_2.4GHz

TpaHcnvpoeats SSI0
Pessum Band Steer
WLAM Trunk
General Mode
MzonAumMA aSoHeHToE
Mopgepsra 302,11k
Pennukaumua Mulficast

MpuopuTeT DSCP w

Pexm Minimal Signal

MaKCHManbHOe KoNMYeCTED [i]
KIMEHTOE

PestiinM Ge30nacHOCTH BhikniodeHn w
Mogaepsxa 802 11r

Pesn OWE Transition none hd

O6LLMe HAaCTPOKK:

* BK/1l04eHO — Mpu YCTaHOB/IEHHOM do/iare BUpPTyaUibHasi Touka JOCTyna BK/IOYEHa, MHayYe — BbIK/THOYEHE;

* VLAN ID — Homep VLAN, c koToporo 6yaet cHumaTbcsa MeTka npu nepepade tpadmka Wi-Fi knneHTtam,
NoAKNHYEHHbIM K gaHHol VAP. INpu npoxoxaeHnn Tpadmka B 06paTHYH0 CTOPOHY Ha HETETMPOBaHHbIA
Tpaduk oT KNneHToB 6yaeT HaBelumBaTbest MeTka VLAN ID (npu otkntoueHHom pexume VLAN Trunk);

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

+ TpaHcnuposames SSID — npun ycTaHOBNEHHOM doiare BK/IYeHO BelwlaHne B achmnp SSID, nHave —
BbIK/THOYEHO;

* Pexum Band Steer — npu ycTaHOBNEHHOM donare akTUBHO NPUOPUTETHOE NOAK/YEHMe KnneHTa Kk 5 Ty,
ceTun. na paboTbl hyHKUMN HYXXHO co3aatb VAP ¢ oanHakoBbiM SSID Ha Kaxaom paamovHTepdeince n
aKTMBMPOBaTb Ha HUX NapameTp «Pexum Band Steer,

« VLAN Trunk — npu yctaHoBneHHoM chniare aboHeHTy nepeaaeTcsa TermpoBaHHbIli Tpaduk;

+ General Mode — npu ycTaHoBNeHHOM chnare paspeluaetcs nepegada HeTErMpoBaHHOIO Tpadmka
COBMECTHO C TErMpoBaHHbIM (A0CTYNHO Npu BKItoueHHoM pexume VLAN Trunk);

« General VLAN ID — c yka3aHHoro VLAN ID 6yaet cHuMaTbcst MeTka, 1 Tpadmk atoro VLAN npoiget Ha
KNueHTa 6e3 Tera. NMpu npoxoxaeHun Tpadrka B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIN Tpadmk byaeT
HaBelwmBaTbca meTka General VLAN ID;

* U3on1syust aboOHEHMOoB — NPW yCTaHOBNEHHOM chiare BK/IKOYEHA N3018uuMa Tpadouka Mexay KnneHtamu
B npeaenax ogHon VAP,

*+ lModdepxka 802.17k/v — BKNOUNTb Noaaepxky ctaHaaptoB 802.11k/v Ha BUpTyasibHOWN TOUKe AOCTYNa;

« Pennukayusi Multicast — npu yctaHoBneHHom cpnare Multicast-Tpadpvk B CTOPOHY K/IMEeHTOB GyaeT
npeo6pasoBbiBaTbCs B Unicast 40 kax4oro kaveHTa, Npu OTK/II0YEHHOM — NPOXo4uTh 6e3
mMoandomkaumii;
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* [Mpuopumem — BbIGOP cnocoba npuopuTrsaunn. Onpepenser nosne, Ha OCHOBaHMM KOTOPOTO Tpaguk,
nepeparowmiica B paguonHtepdelic, byget pacnpegensatbcsa no ovepegam WMM:

+ DSCP — 6ypeT aHanuauposatbcs npuoputeT 13 nosns DSCP 3arosnoeka IP-naketa;

+ 802.1p — 6yaeTt aHanu3npoBaTbcsi npuopuTeT u3 nonsi CoS (Class of Service) TermpoBaHHbIX
MakeToB.

+ Pexum Minimal Signal — npy yctaHOBNeHHOM hniare doyHKUUSA OTKIo4eHns knnenTtckoro Wi-Fi
060pyaoBaHMA Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [nsi paboTbl oyHKUMOHaNa
HeobXx04MMO HaCTPOUTb CrieaytoLme napaMmeTpsbl:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHaUs1a B ABM, H/Xe KOTOPOro NPOUCXOoAunT
OTK/IHOYEHWE KIMEHTCKOro 060pyA0BaHUsA OT BUPTYaslbHON CeTu;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOUCXOANT NepektoyeHe K/IMEHTCKOro 060pyA0BaHNA Ha APYTYHO TOUKY AOCTyna.
MapameTp J0/MKeH ObITb Bbile, YeM «MUHUMa/IbHbIU ypoBeHb cu2Hasia». ecnu «MuHUMasibHbIl
YpOoBeHb cu2Hasia» paseH -75 abwm, To «[lopoe yposHs cugHasa npu poymMuHae» OOMKEH ObiTb
paBseH, Hanpuwvep, -70 gbm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTeYEHMN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUM KIIMEHTCKOro 060pyA0BaHMsA OT BUPTYasIbHON CeTu.

* Makcuma/ibHoe KO/lu4ecmso K/IUEHMOB — MaKCUMa/lbHO AOMYyCTMMOE YMC/0 NMOAK/THYaEMbIX K
BMPTYas1bHON CEeTU KIIMEHTOB;

* Pexum 6e3onacHocmu — pexum 6e3onacHoCcTy gocTyna K 6ecnpoBogHOl ceTu:

* BbIK/1104EHO — He UCNO/b30BaTh LWMIpOoBaHMe 415 nepegayn AaHHbIX. Todka AOCTynHa ANs
NOAKN0YEHMA NOOro KNneHTa. 1A cetell OTKPbITOro TMMNa MOXHO AOMOMHUTENIbHO HACTPOUTL
«Pexum OWE Transition'». B 3TOM nojie He06x0A1MO yKas3aTk MHTEPEEC C TUMOM WNGPOBaHMA
OWE, ¢ koTopbIM 6yAeT ycTaHOB/IEHA CBA3b;

« OWE (Opportunistic Wireless Encryption) — meTop, LUMPpOBaHKs, 06ecneyrBaroLLmii 6e30nacHOCTb
[laHHbIX, NepefaBaeMblX N0 He3alUMLLEHHOW CEeTH.

Mpwn aTOM OT nosb3oBaresnel He TpebyeTca KakMX-To AONOSTHUTENbHbIX AENCTBUIA U BBOAA Napons
[ANA NoAKNoYeHns K ceTu. MNpy BbIGope AaHHOro pexuma oTobpaxaeTcsa HepefakTpyemoe

none «Pexum OWE Transition'», yka3blsatoLiee nHTepelic ¢ OTKPbITLIM TUMOM LUNGIPOBAHNS, C
KOTOPbIM HAaCTPOeHa CBA3HOCTb B TEKYLLMIA MOMEHT;

© T«Pexum OWE transition» o6ecneunsaet obpatHyto coBmecTumocTb ¢ WiFi-knneHtamn,
HenoaaepXxmBarwLnMm ayteHTudmkaumo OWE. Mpu nonbITKE NOAKAOUYEHUS K OTKPbITOM CETH, rae
HacTpoeH «Pexxum OWE transition», knneHT, nogaepxusatowimii OWE, nogkniounTcs K uinddpoBaHHOM
CETU, HACTPOEHHOI Ha YKaszaHHOM MHTepdieiice, a KNMeHT, Henogaepxusatowmnin OWE, nogknoumnTcs K
TekyLlel OTKPbITOM CeTn 6e3 LWnpoBaHUs.

« WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl LundppoBaHus, npun Bel6ope 04HOro 13
cnoco6oB 6yaeT AOCTyMHa cneaytoLwas HacTponka:

* Koy WPA — kntoy/naposib, HE06X0AMMbIA 418 NOAKIYEHUSA K BUPTYaslbHOWN TOUKe
foctyna. [yivHa kntoya coctasnser ot 8 0 63 CMMBOJIOB.

+ WPA-Enterprise, WPA2-Enterprise, WPA/WPA2-Enterprise, WPA2/WPA3-Enterprise, WPA3-
Enterprise — pexum WMdpoBaHNSA kaHana 6ecnpoBOAHON CBA3N, NPU KOTOPOM KMEHT
aBTOPU3YyeTCA Ha LeHTpannsoBaHHoOM RADIUS-cepsepe. [1/19 HACTPOIKN fAaHHOIo pexnma
6e3onacHocTn TpebyeTca ykazaTb napameTpbl RADIUS-cepBepa. Takxke TpebyeTcs ykasaTb K/iou
ana RADIUS-cepsepa.

Mpw BbIGOpE onpeaeneHHoro pexrMa 6e3onacHocT 6yayT AOCTYMNHbI Cneayowme HacTPOKM:
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

Pexa GezonachocTi WPAZAWPA3-Enterprise v
MFP OnuuoHansHo -
PMKSA kswuposaiie
Mopaepska 802.11r
Bpyunyio
FT-over-DS O
Kniow moBunerore goctyna RO root
Kntow moBuneHoro goctyna R1

WnextudbmraTtop mobuneHoro 0
AomeHa

Berpesnsiin MAC-agpec

MAC- YnaneHHbIA Knwod YnaneHHbIA KoY RRB RRB
Ne appec mobuneHoro noctyna RO mobuneHoro aoctyna R1 knioy RO knioy R1
+ [loBagnTe CeepHyTs

« MFP — 3awuta management-kagpos (gocTynHo npu pexumme 6esonacHoct WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise n WPA3-Enterprise, npu Bbibope opyrnx pexrimos
6e3onacHocTn MFP nepesoautca B coctosiHue OmkJ/1io4eHo, Npuy Bbibope pexnma 6e30nacHocTu
WPA3, WPA3-Enterprise, MFP nepeBoauTcsi B COCTOSIHVE BK/IHOHYEHO):

* Omk/o4eHo — 3aWwmTa management-kaZpoB OTK/IHOYEH3;

+ OnyuoHa/ibHO — 3almTa paboTaeT, ecnun KNueHT nogaepxmsaet MFP. KnueHTbl 63 nognepxku
MFP moryT nogkniountbcs K gaHHon VAP;

* Bk/iro4eHO — 3almTa BK/IOYEHa, KNIMEHTbI, He nogaepxusatowe MFP, nogkounTbCS He MOryT.

* PMKSA kawuposaHue — thnar ynpas/isieT BK/IIOYEHNEM KILLVMPOBaHMA NHPOPMALMN O MOAK/THOYEHNN
Enterprise-knueHTa. Mpun BKNHOYEHUN JAHHON (DYHKLMM TOUKA AOCTYNa 3anoMUHaeT K/IMEHTCKOe
YCTPOICTBO NOC/e aBTopu3aumm Ha 12 yacoB 1 He TpebyeT NOBTOPHOI ayTeHTudunkaumm Ha RADIUS-
cepsepe npu NOAK/IYEHNN B TEYEHKEe 3TOro BpemMeHu. BkoueHre gaHHoN yHKLUMM coKpallaeT Bpems
POYMUHIa Npv BO3BpaLLeHUN KimeHTa Ha Touky B pexmume WPA Enterprise. HacTpoiika JOCTynHa TONbKO
npu pexumax 6e3zonacHocTtu Enterprise;

+ 802.17r — chyHKUMOHAN OBbICTPOro POyMUHra, paboTaeT TObKO C KIIMeHTaMK, KOTOpbIe NoAAEPXKUBAOT
ctaHgapt IEEE 802.11r. PoymuHr 802.11r Bo3MOXeH Tonbko Mexay VAP ¢ pexumom 6e30nacHOCTH
WPA2 1 Bblwwe:

+ [Moddeprxka 802.11r — BKNIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyasibHOW TOUYKe AOCTYNa;
* BpyyHyro — npv ycTaHOBIEHHOM (piare nosiB/ISIETCA BO3MOXHOCTb PYyYHOW HACTPOIKM
napameTpoB POYMUHIa;
* FT-over-DS — BktoueHue pexnma «Over the DS»;
*+ Koy MobusibHo20 docmyna RO — yHUKabHbI KoY Ana gaHHon VAP, Hanpyvep, cepuiiHbIi
HoMep;
* Kntoy mobusibHo2o docmyrna R1T — MAC-agpec VAP (MOXHO NOCMOTPETL B BbIBOAE KOMaHAbI
ifconfig);
* MldeHmucghukamop MobusiIbHO20 OOMeHa — HOMEp PyMbl, B paMkax KOTOPOI MOXET ObITb
coBepLleH poyMuHr. MpuHnmaet 3HadveHnsa ot 0 go 65535;
* BcmpeuHbiti MAC-adpec:
+ MAC-adpec — MAC-agpec VAP-nHTepdelica BCTpeUYHOM ToUkK gocTyna. MakcMmasibHoe
KonnyectBo — 256;
* YOasieHHbIU K104 Mo6U/IbHO20 docmyna RO — yHUKasbHBIN K104, O/HKEH coBnagath C
«Kntou mobunbHoro goctyna RO» Ha VAP BcTpeuHoi T/,
* YOasieHHbIU K104 Mobu/ibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeyHoi T/,
* RRB ko4 RO — cnyyaliHblli kntoy. He gomkeH coBnagath ¢ «RRB ktod R1», HO 06513aT€/1bHO
fomkeH coBnagatb ¢ «<RRB kntoy R1» BcTpeyuHoi TA. AnvHa knoda — 16 CUMBOSOB;
* RRB ko4 R1T — cnyyaliHblii kntoy. He gomkeH cosnagath ¢ «RRB kntod RO», HO 06513aTe/1bHO
fomxkeH conagatb ¢ «RRB kntou RO» BcTpeuHon TA,. AnvHa knova — 16 CMMBO/OB.
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RADIUS:

RADIUS

Homen root
IP-apgpec RADIUS cepeepa 192 168.0.1

Mopt RADIUS cepeepa 1812

®

Mapone RADIUS cepeepa
Mcnoneaoeate akkayHTUHr yepes RADIUS

Mcnons308ate gpyrde HacTpoikK 4nA
AKKAYHTUHE

IP-agpec RADIUS cepeepa gna 192.168.0.1
aKKayHTUHa

Mopt RADIUS cepeepa onA akkayHTUHME 1813

Mapons RADIUS cepeepa anA akkayHTHHra

®

I'Iepno,:l,nuecr{aﬂ OTNpaera arkayHTUHRa

WMHTepean oTNpaBky akkayHTUHMa 600

+ [JomeH — nomMeH nosib3oBarens;
+ IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
« MNopm RADIUS cepsepa — nopT RADIUS-cepBepa, KOTOPbIA MICNONb3YETCH ANA ayTeEHTU(UKALNN 1
asTopusauuu;
* Maposib RADIUS cepsepa — naponb ana RADIUS-cepBepa, Mcnonb3yemoro ans ayteHtudmkaumm u
asTopusauuu;
* Vlcnonb3oBamb akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM donare 6yayT oTnpaBnsiTbCs
coobleHns «Accounting» Ha RADIUS-cepBep;
* Vlcnonb3o8ams opyaue HacmpoUlku 0711 akkayHmuHaa:
+ IP-adpec RADIUS cepsepa 0s151 akkayHmuHzaa — agpec RADIUS-cepBepa, Ncnosib3yemoro ans
aKKayHTUHra,;
* [Maposib RADIUS cepsepa 07151 akkayHmuH2a — naponb ana RADIUS-cepsepa, ncnosnb3yemoro asisi
aKKayHTUHra;
« lNopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbIA ByAeT UCNoMb30BaH A1 coopa akKayHTUHra
Ha RADIUS-cepsepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/IIOUNTb NEPUOLAMYECKYIO OTNPaBKy COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep. 3agaTb MHTEpPBasT OTNPaBKM COOBLLIEHNIA MOXHO B nose «/HTepBan
OTMPaBKM akKayHTUHIa».
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

[NopTanbHaa aBTOpU3aLINA:

Mpun pexnmax 6esonacHocTn: BeikntoveHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP goctynHa
HacTpolika NopTasibHOM aBTOpPU3aLnN.

|_|D|:IITEJ'II:-H df aBTOpHU3aUKnA
BrmoquTe

HaseaHwe BMpTyansHoOr NopTana default

Afpec OnA NepeHanpPaEneHinA hitpui192.168.0.1:5080/eltex_portal/

* Bks1o4umb — Npu yCcTaHOBNEHHOM (hriare aBTopm3aumns nosb3oBaresiein B ceTn 6yaeT Npon3BoanTbLCA
nocpeacTBOM BUPTYasIbHOTO NnopTasna;

* HasgaHue supmyasibHO20 rnopmasia — UMs BUPTYasIbHOIo noprasa, Ha KoTopblii 6yAeT nepeHanpas/eH
nosb30BaTesb NPu NOAKIYEHUM K CETY;

+ Adpec 0719 nepeHarpas/ieHusi — apec BHELLHEro BUPTYasIbHOroO nopTasa, Ha KoTopblid byaeT
nepeHanpasfieH nosib3oBarteslb NPU NOAK/IYEHNN K CETU.

OrpaHnyeHve cCKopocTu:

CrpaHWHEHHA CHOPOCTH

BrmcusuTe

VAP Limit Down 0 KOUTIC
AP Limit Up 0 KOWTIC
STA Limit Down 0 KOUTIC
STA Limit Up 0 KOWTIC

* Br/1o4umb — aKTMBUPOBAaTh NOJIe HaCTpoek;

+ VAP Limit Down — orpaHu4eHue nNponyckKHom CnocoBHOCTM B HanpaBeHUN OT TOUKM AocTyna Ao
KMEHTOB (B CyMME), NOAK/THUYEHHbIX K AaHHoli VAP, K6nT/c;

+ VAP Limit Up — orpaHuyeHvie NponyckHOW CNoCOBHOCTM B HAnpaB/eHUN OT K/IMEHTOB (B CyMMe),
NoAKNHYEHHbIX K AaHHol VAP, 0o Toukn goctyna, Kout/c;

+ STA Limit Down — orpaHMyeHne NponyckHOM CnoCO6HOCTX B HaNpaB/ieHMU OT TOUKK AoCcTyna Ao
KTMEHTOB (KaXA0ro B OTAE/bHOCTM), NOAKNOUEHHbIX K AaHHON VAP, K6ut/c;

+ STA Limit Up — orpaHuyeHune nponyckHoi cnoco6HOCTM B HanpaBieHUN OT KIMEHTOB (Kaxaoro B
0TAENbHOCTM), NOAKNOYEHHbIX K AaHHOI VAP, 1o Toukn aoctyna, K6ut/c.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

KoHTponb goctyna no MAC

B gaHHOM noapasaene BbINosHSAEeTCst HacTpoiika cnuckoB MAC-apecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTY
OT BbIGPAHHOW NOMUTYKM AOCTYNa, pa3peLleHo UK 3anpeLLeHo NoakIUaTbes K gaHHol VAP.

KoHTpont goctyna no MAC

BrroueHo
Monumuea 3anpeTuts h

nucow MAC-adpecos nycm

+ [pymMeHUT: ® Otmexa

* Bk/oueHO — npu ycTaHOBNEHHOM donare 6yaet pabotaTb BblopaHHas NnonnTuka focTyna;
* lMosrumuka — nonuTnka Joctyna. Bo3moxHble 3HaYeHus:
+ 3anpemums — K gaHHoi VAP Gyaet 3anpeLeHo nogktovatbes knveHtam, MAC-agpeca KoTopbIx
cofepxarcs B cnucke. Bcem ocTasibHbIM JOCTYN ByAEeT paspeLlen;
* Paspewums — K gaHHoli VAP 6yaeT paspeleHo nogknoyarscs TobKo TeM kimeHTam, MAC-
aZipeca KOTOpbIX CoAepXarcs B Cnucke. Bcem octasibHbIM AOCTYN OGyAET 3anpeLleH.
* Cniucok MAC-adpecos — cnvcok MAC-afpecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1Uan 3anpeLleH 4oCTyn K
AaHHoin VAP. MoxeT cogepxaTb Ao 128 agpecos.

[lna Toro 4To6bl 106aBUTL aApPec B CNNCOK, HAXXMUTE KHOMKY n 1 B nosiBuBLUEMCS none BeeanTe MAC-
x

agpec. YUToObI yoasInTb agpec U3 Cncka, HAXXMUTE KHOMMKY B COOTBeTCTBy}OLLl,eVI CTpoOKe.

Ecnv Bo3HMKNA HE06X0AMMOCTb [06aBUTb B CNCOK MAC-afipec K/IMEHTA, KOTOPbIV B A@HHbIA MOMEHT

MOAK/HOUYEH K 6a30BOI CTAHLIMK, HOKMIUTE B KOHLIE CTPOKM KHOMKY 1 BbIGEPUTE HYXHbI aApec U3 Cnucka,
OH aBTOMAaTMueCcKn A06GaBUTCS B MoJe.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 19 TOro 4tobbl yBUAETH NOJHbIN CMIUCOK B Cyyae,
€Cnn oH coaepxnTt 6onee 10 agpecoB, HAXXMUTE KHOMKY «[loka3aTb BCEY.

10 E0:D9:E3:TA:BE:CO - x

MokasaTb BCE

[na BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEHUSs HaCTPOEK B AHEProHe3aBUCUMY0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 151 OTMEHbI U3BMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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5.7 MeHw «<WDS»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B meHto «WDS» BbINOMHAETCA HacTpolika 6ecnpoBogHbix MocToB Mexay WEP-30L.

© Mpu koHduryprposaHu WDS-coeuHeHNsi HeO6X0AMMO, YTOBbI Ha YCTPOMCTBAXx, KOTopble ByayT
coeanHATbCA No WDS, B HacTpoiikax pagnonHTepdeiica 6bi/1M BblopaHbl OAUHAKOBbIA KaHas 1

LIMpUHA KaHana.

5.7.1 MoameHto «WDS»

eELTEX

MoHuTOpUHI Radio VAP WDs

WDS »

WEP-30L

CeTeskie HACTPOMKY

BrniousHo 0
Pexuma GezonacHocm Belkniodel v

MAC-agpec 658:13:E2:35:CT:10

BHellHWe cepeucel Cuctema

(EblxoO)

paguouHTEpdeica
MHTepdencsl WDS

Wutepdpeiic

wian0-wds0

wian(-wds1

wilan(-wds2

wlan0-wds3

Becrpeuneni MAC-agpec

KanancHan cko POCTE Nepega4n

Auto v
Auto v
Auto v
Auto v

Bo Bknagkax «2.4 I'Tu» n «5 I'u» BbIGMpaeTcs pagnonHTepdgienc ycTponcTea, Ha KOTOPOM HEOBX0ANMO

NnocTpouUTb 6eCNpPOBOAHON MOCT.

* BK/104EHO — Npy YCTaHOBIEHHOM (hiare pexxvm 6ecnpoBOAHOM0 MOCTa BK/IHOUEH, MHAaYe — BbIK/IOYEH;
* Pexum 6e3ornacHocmu — pexum 6e3onacHocTy g4ocTtyna K 6ecnpoBogHOl ceTu:

* BbIk/1t04UMb — HE NCNONb30BaTh WN(POBaHNE AN nepeaayn AaHHbIX;

+ WPA2 — cnocob wucpoBaHus, npu BbIbope KOTOporo 6yAeT AOCTynHa criedytoLwas HacTpolika:

+ Koy WPA — kntou/naposb, He06Xo0auMbIl 419 NOAKIOYEHUS K BCTPEYHO TOUKe AocTyna.
[nvHa kntoya coctasnisieT oT 8 o 63 CMMBO/IOB.

+ MAC-adpec paduouHmepgpelica — MAC-agpec pagnonHTepdieinca gaHHOro yCTponcTea;
* MIHmepgpelic — BbI6OP 1 BKNtoveHne WDS-uHTepdpeiica, Ha KOTOpom GyaeT NOCTPOeH 6eCcrnpoBOAHONA

MOCT;

* BcmpeuHbili MAC-adpec — MAC-aapec paavonHTepdieica BCTPEUHOro yCTPOMCTBA, 40 KOTOPOro
HacTpanBaeTcsa 6ecnpoBOAHON MOCT;

+ KaHasibHasi ckopocmb repedaqu — OUKCUPOBaHHas CKOPOCTb 6eCNpOBOAHON Nepefayn AaHHbIX,
onpeaensiemas cneundukaunsamm ctaHgaptoB IEEE 802.11. ns kaxaoro nHTepdeiica BbibnpaeTcs

VHAVBUAYaSIbHO.

[Nsi BCTYN/IEHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHa».
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5.8 MeHio «Z-Wave»

5.8.1 MNMoameHto «Z-Wave»

© Tonbko ansa ycrpoiictea WEP-30L-Z.

ELTEX  WEP-30L-Z

MOHMTOPHHT Radio VAP WDS Z-\Wave CeTeBble HacTpoMKM BHELIHKWE CEPBUCD CucTema n - (BbIXO)

Z-Wave » BrAO4MTE

Apnpec nnatopMel smart.eltex-co.ru
ynpasnexus

TMopT NAATEOpMbI 8072
ynpasneHu1a

Be3onacHoe COEAMHEHHE

Cpoc KoHdmrypaumn % Copoc
moayna Z-Wave

* Bk/s1o4umb — Npun BbiCTaBNEHHOM hriare yHKUMS BkIoUeHa. Mo yMonyaHuio oyHKUNS BbIKTIOUYEHa;

+ Adpec nnamabopmbl yripasneHusi — none Beoga agpeca cepsepa «Eltex Smart Control (Eltex SC)».
3HauyeHve nNo ymonyaHuio: smart.eltex-co.ry;

« [Mopm nnamgopmbl yrpasseHusi — none Beoga nopra Ansa cBA3n ¢ naargpopmoin YmMHoro goma «Eltex
Smart Control». Mpw BbiKtOYEHHOM dhnare «besonacHoe coeanHeHne» 4omKeH 6bITb ykasaH nopt 8070.
3HauyeHve no ymonyanHuto: nopt 8072;

+ be3onacHoe coeduHeHue — Mpu BbICTaBNIEHHOM chnare Ucnosib3yeTcs NpoTokon wudposaHusa SSL. Mo
YMO/TYaHUIO (DYHKLMA BK/IHOYEHE;

+ Cbpoc KoHghuaypayuu modyss Z-Wave — nepesanyck Z-Wave Hub v yganeHne Bcex nogknto4eHHbIX Mo
npoTtokony Z-Wave ycTpoincTs.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpI/IMeHI/ITb». .U,I'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.9 MeHo «CeTeBble HACTPOWNKN»

5.9.1 MoameHo «CnucTemMHas KoHduUrypaums»

EILTEX  WEP-30L

MorrTopIHT Radio VAP WDS Cetesble HacTpoiikn BHelHWe cepBMcel Cucrema - (BbixOq

CucTemHanA KoHgwrypaLma » WA xocTa WEP-30L

Ooctyn zorpadmyeckui AomaH root

VLAN ynpaeneHua Terminating hd
VLAN ID
MpoTokon DHCP v

Mepenurei DNS

Bropuuren DNS

* VIMsi xocma — ceTeBOe 1MS YCTPOWCTBa, 3afaeTcs cTpoka 1-63 CMMBOOB: TaTUHCKUE 3ar/1aBHble U
CTPOYHble BYKBbI, LMPbI, 3HAK Aedurc «-» (Aedrc He MOXET ObiTb NOC/IEAHUM CYUMBOJIOM B UMEHN);

+ leocpachudeckuli 0oMeH — [OMEH y3Nna AepeBa yCTPONCTB cnucTemsl ynpasneHms EMS, B koTopom
pacnonaraeTcs Touka 4OCTyna;

* VLAN ynpasneHus:

* Bbik/mtoueHo — VLAN ynpasneHunss He Ucnosb3yeTcs;

+ Terminating — pexwum, npu koTopoM VLAN ynpaBneHuns TepMUHUPYETCS Ha Touke AocTyna (B 3ToM
c/y4yae y K/IMeHTOB, MOAK/THYEHHbIX Yepes3 paanonHTepdeinc, HeT goctyna Ao gaHHoro VLAN. Mpu
HacTpoeHHOM Ha Touke gocTtyna WDS aaHHbIli pexxum VLAN ynpaBneHus He AOCTyneH ans
BblGOpa);

* Forwarding — pexwuwm, npu kotopom VLAN ynpasneHus nepefaercs Takxe B paguonHTepdeinc
(npu cooTBeTcTBYtOLLEN HacTpoiike VAP).

* VLAN ID — vpeHTudmkatop VLAN, ncnonb3yemsblin o8 AOCTyna K yCTPOWCTBY, NPUHUMAET 3HaYeHUs
1-4094,

*+ [Mpomokos — BbIGOP NPOTOKONA, MO KOTOPOMY ByAeT ocyLlecTBAATLCA nogxntoveHne no Ethernet-
NHTepdpeicy yCTPOICTBa K CETU NpefocTaB/IeHns ycayr nposalijepa:

+ DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w03 no
YMOJTHaHWIO 1 apyrve napamMmeTpbl, Heobxoanmble a5 pabdoTbl B ceTn, OyayT nonyyeHsl ot DHCP-
cepBepa aBTOMaTUYeCKy;

+ Static — pexxum paboTbl, npu KoTopom IP-agpec n Bce HeobxoauMble napameTpbl HaA WAN-
nHTepdeic HazHavarTcs ctatmyecku. Mpu Belbope Tuna «Static» Ana pefakTMpoBaHus cTaHyT
[AOCTYMHbI CeAyoLme napameTpsbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepdoeiica ycTpoicTea B ceTu npoBaiigepa;
+ Cemesasi Macka — Macka BHeLLHel noAceTy;
* Lmo3 — afpec, Ha KOTOPbI OTNPaB/IsAeTCa NakeT, ec/v [/19 HEro He HalileH MapLupyT B
Tabnvue mapLpyTusaumm.
* lepsu4HbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He
HasHaualTca aBTomarmyecku no npotokony DHCP, 3aaaiite nx Bpy4Hyo.

[N BCTYNNEeHWs B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.9.2 TMoameHto «JocTyn»

B nogmeHto «LocTyn» NpoM3BOAMTCA HACTPOViKa AOCTyna K yCTPONCTBY NOCPeACcTBOM web-uHtepdeiica,
Telnet, SSH, NETCONF n SNMP.

« [nAa BkNoYeHUsa gocTyna K yCTpoicTBy Yepes web-uHtepderic no npotokony HTTP yctaHoBuTe chnar
HanpotmB «WEB». B nosiBuBLLEMCSI OKHE €CTb BO3MOXHOCTb nomMeHaTb HTTP-nopT (no ymonyaxuto —
80). [lmanasoH A0MNYyCTUMbIX 3HAYEHWIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMo/YaHuio, ¢ 1025 no
65535 BKNHOYNTENBHO;

+ [nAa BKNOYeHUA aocTyna K ycTpoicTBy vyepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
yMonyaHuio — 443). inanasoH JonyCTUMbIX 3HAYEHWUIA MOPTOB, MOMUMO YCTAHOB/IEHHOTO MO YMOJ/TYaHWIO,
¢ 1025 no 65535 BKNHOYNTESBHO;

© nMoptbl ans npotokonos HTTP 1 HTTPS He J0/KHbI UMETb O1HAKOBOE 3HAYEHMe.

+ [ina BKIOYEHMA focTyna K ycTpoicTy Yepes Telnet yctaHoBuTe dhnar Hanpotus «Telnety,
+ [lnsa BkNOYeHUs gocTyna K ycTpolicTBy yepes SSH yctaHoBuTe thnar HanpoTus «SSH»;
+ [nsa BkoveHns goctyna K yctpoiictey Yepe3 NETCONF yctaHosute dpnar Hanpotus «NETCONF».

ELTEX WEP-30L

MoHWUTOpWHT Radio VAP WDS CeTeskie HAacTpoiM BHeLIHWE CEpBMCEl Cucrema r - (ERIX0A)

CncTemHan kondmrypauma WEB m
Hoctyn> HTTP-nopt a0
WEB-HTTPS

HTTPS-nopt 443

Telnet

SSH

<]

NETCONF

[ I <

SNMP
Mapons Ha uTeHKe public
Mapone Ha 2anuce private

Anpec AnA NpUEMa Tpanos
vi
Agpec AnA npuéma Tpanos
v2

Agpec ons npuéma
cooflwenuit Inform

CuctemHos uma WEP-30L
YCTpOACTEa
KoHTaxTHaA uHhoprauma Contact
MPOMZE0ANTENA
MecTononoxexue Russia

YCTPOWCTER

Mapons e Tpanax frap

MporpammHoe obecneveHne WEP-30L no3BonSeT M3MEHATbL KOHGUIypauuio yCTPONCTBa, NPOBOANTb
MOHWUTOPUHI COCTOSIHWSI TOUYKM AO0CTyna 1 eé AaTyMKoB, a Takke ynpas/saTb YCTPOWCTBOM, UCNO/b3YS MPOTOKON
SNMP.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

[na nameHeHns Hactpoek SNMP yctaHoBuTe thnar Hanpotue «SNMP», nocne yero ansa pegaktmpoBaHms
CTaHyT JOCTYMHbI cnegyowme napametpbl SNMP-areHTa:

+ Maposib Ha YmeHue — Naposib Ha YTeHne napameTpoB (06LLENPUHSATLI: public);

* [Maposib Ha 3anuck — NapoJsib Ha 3anuchb NapameTpoB (06LLENPUHATBLIN: private);

+ Adpec 051 npuéma mparos vl — IP-agpec nnn goMeHHoe nMs NpuemHmnka coobuieHnin SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

+ Adpec 0719 npuéma mparios v2 — IP-agpec nnm fOMeHHoe Nms npuemMHuka coobuueHmnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

« Aodpec 0515 npuéma coobwjeHuli Inform — IP-agpec nnn AOMeHHOe MMS NMpUeMHMKa coobueHunii Inform B
thopmate HOST [COMMUNITY [PORT]];

« CucmemHoe umsi ycmpoticmsa — NMSl YCTPOWCTBa;

+ KoHmakmHasi uHghopmayusi npou3sooumesisi — KOHTakTHas nHopmMaumns NnponM3BoAMTENS YCTPOICTBE,

* MecmononoxeHue ycmpoticmsa — UHopMaLmsa 0 MeCTONO/IOXKEHNUN YCTPOICTBE;

+ lMaposib 8 mpanax — Naposb, CoaepXxallmiics B Tpanax (no ymonyaHuto — trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXMBAEMbIX A1 UTEHUSA U KOH(PUTYPMPOBaHWA NOCPeaCTBOM
npotokosa SNMP:

+ eltexLtd.1.127.1 — MOHUTOPWUHI NapamMeTPOB TOYKM AOCTYyNa M NOAKIOYEHHbIX KNIMEHTCKMX YCTPOICTB;
* eltexLtd.1.127.3 — ynpaBneHune TO4KO AOCTYNa;
+ eltexLtd.1.127.5 — koHUrypmpoBaHme To4Ykn AocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkarop npegnpusatnsa «NTTEKC».
Mogpo6Hoe onucaHune OID WEP-30L goctynHo no cneaytouleii ceoinke: Onvcadmne OID Ha WEP/WOP-xL.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

5.10 MeHto «BHelUHNe cepBUCHI»

5.10.1 TMogmeHto «[MopTasibHasd aBTopmu3ayms»

MoameHto «MopTanbHas aBTopusayus» NpeaHasHaueHo A/1s BKIOUEHUS U HACTPOiiku cepeuca APB Ha Touke
aocTyna.

Cepsuc APB ucnonb3ayetcs Ans o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX Iy TOYKaMm [0CTyna,
MOAK/HOUYEHHbIMU K CEPBUCY.

elTeX

MoHuTopmHr Radio VAP

lNopTansHas aETopusaLmMa »

AirTune

WEP-30L

WDS CeTeBkie HAaCTpOIKK

BirmiounTs

Anpec cepeuca APB

BHellHWE cepEMcsl Cuctema

ws://192.168.1.1:8090/apb/broadc:

(Bsrog)

* Bk/rouums — Npy yCTaHOBNEHHOM donare Touka byaet noaknodaTbes K cepsucy APB, agpec kotoporo
ykasaH B none «Agpec cepsuca APB», onsa obecrnevyeHns nopTasibHOro poOyMyHra K/IMeHTOB;

+ Adpec cepsuca APB — aapec cepsuca APB ans nogaepXxkm poymuHra B pexmme noptasibHoli
aBTopu3aumn. 3aaaetcs B oopmare: «ws://<host>:<port>/apb/broadcast».

[na BCTynneHms B CUy HOBOWM KOHGIUIypaumum 1 3aHeCEeHNss HaCTPOEK B AHEProHe3aBMUCUMYI0 NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXXMUTE KHOMKY «OTMEHa».
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.10.2 TMoameHo «AirTune»

©  AirTune 6710kvpyeT py4Hoe ynpaB/ieHne paauonapamMeTpamin Touku1 AoCTyna.

MogmeHio «AirTune» npegHasHauYeHo A9 BK/IUYEHNA 1 HACTPOViku cepBurca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnonbayercsa 48 onTuMmsaummn pagmopecypco (Radio Resource Management) u
aBTOMAaTUYECKOIN HACTPOIiKn 6eclioBHOro poymuHra 802.11 k/r.

WELTEX  WEP-30L

MoHuTopuHT Radio VAP WDS CeTeBble HACTpOWKM BHelHWe cepaMcl Cuctema - (Bbixon)

r'IpfﬁJ'lbﬁE.F BETOpMIaLNA BrniouuTe

Appec cepeuca AirTune ws/192.168.1.1:8099/apb/mrm

AirTune »

* Bk/s1o4umb — Npu yCTaHOBEHHOM donare Touka byaet noakatodarbes k cepucy AirTune, agpec
KOTOpPOro ykasaH B none «Agpec cepsuca AirTune», 4na obecneyeHms yHkumin Radio Resource
Management n/wnmn poymuira 802.11 k/r;

+ Adpec cepsuca AirTune — agpec cepsuca AirTune. 3agaetcs B popmare: «ws://<host>:<port>/apb/
rrmp.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHMI HAXXMUTE KHOMKY «OTMEHa».
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5.11 MeHto «Cucrtema»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B MeHi0 «CucTteMa» BbINOHAKTCS HACTPOVKM CUCTEMbI, BPEMEHM, OCTYNA K YCTPOWCTBY NO pas/INYHbIM
NpOTOKOMaM, MPOM3BOANTCS CMEHA Napoist U 0GHOB/IEHNE NPOrPaMMHOr0 06ecneyeHunst yCcTpoiicTaa.

5.11.1 MoameHo «O6HOBNEHNE MO ycTpoicTBar

MoameHto «O6HOBNeHUe MO ycTpoiicTBa» NpefHa3HauYeHo /151 06HOB/IEHNSI MTPOTPaMMHOI0 06ecneveHus

yCTpOWCTBa.

WEP-30L

WDS Ceres

elTeX

MOHUTOPKHT Radio VAP ble HACTPOMKKA

O6uoenenwe N0 ycTpoiicTea » Aktnenan sepcus M0

Peaepenan eepcua M0
Kondmrypauua P P
Mepezarpyaka
®ain obHoeneHuA N0

Maponk

HypHan

Nara n Bpema

BHellHWe cepencel

Cucrema - (Bbxog,

AxmyansHas sepcus 10 docmynna no adpecy: hitpieltex-co nu/support/downloads/

Buibepute daiin | Gaiin He eiBpan

« AkmusHas gepcusi 10 — Bepcusi NPorpaMMHOro o6ecneyeHus], yCTaHOB/IEHHOTO Ha YCTPOIACTBE,

pa6oTatoLias B AaHHbIA MOMEHT;

« PesepsHasi sepcusi 10O — Bepcusi NPOrpaMMHOro 06ecneveHus], yCTaHOBNIEHHOTO Ha YCTPOIACTBE, Ha
KOTOPYIO MOXHO NepekniounTbes 6e3 3arpyskiu daiina Mno.
« Cdenamb akmusHoUli — KHONMKa, NO3BONAIOLLAA CeNaTh pe3epBHyto Bepcuto MO akTUBHOIMA, ANs
aToro noTpebyeTcs nepesarpyska yCcTpoiicTBa. AKTMBHast Bepcusi MO B 3TOM c/lydae CTaHeT

pe3epBHO.

O6HoBNeHKE nporpaMmmMmHoro obecneyeHus

3arpysute haiin MO c caiTta http://eltex-co.ru/support/downloads/, Bbiopas WEP-30L B cnncke yCTPOMCTB U
CcOXpaHuTe ero Ha KomnbtoTepe. [locne 3Toro HaxXMnTe KHOMKy «BbibepuTe thaiin» B none dalis1 06Hos/1eHUsI
10 v ykaxunTte nyTb K painny MO B chopmare .tar.gz.

[ns 3anycka npouecca 06HOBMEHNST HEOOXOAMMO HaxKaTb KHOMKY «3anycTutb 06HOB/EHME. [Npouecc
06HOBNEHMs 3aliMET HECKO/IbKO MUHYT (0 ero TekylleM cTtatyce 6yAeT ykasaHo Ha CTpaHuLie), Noc/e Yero

YCTPOIACTBO aBTOMATMUYECKM Nepesarpy3nTcs.

© He otkniovaiite nuTaHMe yCTPOICTBA 1 He BLINOMHANTE ero nepesarpy3sky B npoLecce 06HOBNEHUS

Mno.
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5.11.2 NopgmeHto «KoHhurypaymns»

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

B noameHo «KoHurypauusa» BbINOMHAETCS COXPAHEHUE U OOHOB/IEHNE TEKYLLEW KOH(UrypaLumm.

ELTEX  WEP-30L
MonuTOpIHT Radio VAP WDS CeTeBkle HACTPOMIM BHewHwe cepeucel Cucrema - (BbxOA)
OGroenenue MO yerpoiictea MonyunTs apxie r* Crauate
HOHMIypaLmMn ©
Korcpurypauus > ycTpolicTea
MNepezarpyzka 3arpysuTe apxve Bribepute diaiin | ®aiin He ewibpaH
KOHDMIypauuu Ha
Mapons yCTpoRCTED
KypHan
Y Cfpoc Ha saBoncive CoxpannTs napameTpsl 4ocTyna
HacTpolikm
DNara u BpemA
[MonyyeHve kKoHdmrypaumm

UTO6bI COXPaHUTb TEKYLLYH KOH(UIypaLmio YCTPOACTBA Ha JIOKa/IbHBIV KOMMbIOTEP, HAXKMUTE KHOMKY

«CKavaTb».

O6HoBNEHME KOHUIYypauun

[lnsa 3arpy3ky COXpaHeHHOro Ha 10KasIbHOM KOMMbioTepe haina KoHurypaumm ncnosb3yeTcs MyHKT
«3azpy3umsb apxus KOHguaypayuu Ha ycmpolcmaso». Ans 06HOBNEHNSI KOH(IUIYpaLun YyCTPOMCTBA HAXMUTE
KHOMKy «BbliGepuTe thaiin», ykaxuTe caiin (B hopmarte .tar.gz)  HXMUTE KHOMKY «3arpy3uTb (oais».
3arpyxeHHast KoH(hurypaumns npuMmeHsieTcs aBTomaTtuyeckn 6e3 nepesarpyskv ycTpoincTaa.

C6poc ycTpoitcTBa Ha 3aBOACKME HACTPONKA

UTo6bl caenatb cOpoc BCeX HACTPOEK YCTPOMCTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HKMUTE KHOMKY
«C6poc». Ecnu aktuBmpoBaH tnar «CoxpaHuTb napaMeTpbl 40CTynay, TO 6yAyT COXpaHeHbl Te napameTpbl
KOHpUrypauumm, KoTopble 0OTBEYAtOT 3a A0CTYN K YCTPOCTBY (HacTpolika IP-agpeca, HacTpoiikv gocTyna no

Telnet/SSH/SNMP/NETCONF/Web).

5.11.3 TMogmeHto «[epe3arpyska»

[nsi nepesarpy3ku yCTpoiicTBa HAXMKTE Ha KHOMKY «[epesarpy3kar. [Mpolecc nepesanycka ycTpoiicTea

3aHMMAaET NPUMEPHO T MUHYTY.

WELTEX  WEP-30L

MoHuTOpMHT Radio VAP WDSs CeTeBble HACTPOIKK

ObHoenexne MO yetpolicTea Mepesarpys«a ycTporicTea
Kondwmrypauwa
Mepezarpyaka >

Mapone

Kyphan

DNara u epemA

BHeLLHWe cepEHCEl Cucrema I - (BEIXOA)

& Mepezarpyska
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.11.4 TogmeHto «Maposb»

Mpu Bxofe yepes web-nHTepdeiic agMmmHmcTpaTop (Naposib No yMosiyaHuto: password) MMeeT MosHbIA JoCTyn
K YCTPOWCTBY: UTEHME N 3anunChb JI06bIX HACTPOEK, NOJTHBIA MOHUTOPUHT COCTOAAHMSA YCTPOCTBA.

[ns cMeHbl naponsa BBeAUTe HOBbLIV Naposib cHavana B nose «Maponby, 3atem B nosne «foarsepxaeHve
napossi» N HaXXMUTE KHOMKY «[pUMEHUTbL» A1 COXPaHEHMS HOBOIO Naposisi.

LELTEX  WEP-30L

MoHuTopUHT Radio VAP WDS CeTeBkie HAaCTpOikK BHelluHWe cepeucs! Cuctenma - (EbXOO)

®

OBHoenewne MO yeTpolicTea Mapons

®

Kondmrypauua MogTeepxaeHWe napona
MNepezarpyaka
Mapone »

HypHan

DNara v BpemA

5.11.5 MoameHo ©OKypHas»

MoameHo «KypHan» npegHasHayeHo 419 HACTPOVKM BbiBOJa Pa3HOro pofa OT/1af04HbIX CO0BLLEeHNIA
CUCTEMbI B LIeNsAX 06HapyXeHus npuynH npobnem B paboTe yCTponcTaa.

LELTEX  WEP-30L

MoruTopuHT Radio VAP WDS CereBkle HacTpoiikn BreluHne cepancel Cucrema n - (BBom)

OBHoenenue MO ycTpoiicTza Peskum Cepeep u daiin M
Kondmrypauua Appec Syslog-cepeepa syslog.server
Mepezarpyska Mopt Syslog-cepeepa 514
Napones Pazamep dhaina, b 1000

HypHan »

DNara v epema

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKa/ibHbIl ¢halisn — iHopMauns XypHasa CoxpaHsaeTcs B /1oKanibHOM dpaiisie n AoCTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKknagke «MoHUTOPUHI/XKypHan cobbITuiiy;
+ Cepsep u ¢halin — nHopMaLms XypHana oTnpasiseTca Ha yaaneHHblli Syslog-cepsep n
COXpaHSIeTCS B /IOKa/IbHOM (haine.
+ Aodpec Syslog-cepsepa — IP-agpec nnun gomeHHoe nms Syslog-cepeepa;
« Mopm Syslog-cepsepa — nopT Ansi BXoAsWmx cooblueHnin Syslog-cepeepa (no ymonuanuo — 514,
[lonycTUMble 3HadeHust 1-65535);
* Pasmep ¢halina, kb — MakcuMasbHbIi pasmep goaiina xypHana (aonyctumMble 3HadeHust 1-1000 kB).

[nsa BCTynneHms B CUy HOBOWM KOHQIUIypaumum 1 3aHeCEHUSA HaCTPOEK B AHEProHEe3aBMUCUMYIO NaMATb
HaXKMUTE KHOMKY «[MpUMeHUTb». 1151 OTMEHbI UBMEHEHUIA HAXKMUTE KHOMKY «OTMEHa».
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.11.6 MogmeHto «[ata n Bpems»

B nogMeHto «ata u Bpems» MOXHO HAaCTPOUTb BPEMSI BPYUHYIO U/IN C MOMOLLbH NPOTOKO/1A CUHXPOHM3ALMM
BpemeHn (NTP).

5.11.6.1 BpyuHyro

ELTEX  WEP-30L

MoHuTOpUHT Radio VAP WDSs CeTeEkle HACTPOIKM BHelIHWE CapEHCEl Cucrema - (&ixon)

OBHoenenne MO ycTpoiictea Pexam @® Bpyunyio O NTP cepaep

[NaTta v Bpema ycTpoicTea 13.05.2024

KoHdmrypawp
oHpMrypaLna 10-30-35

# PenarTvposate

Mepesarpyaxa Yacosoi noRc Mockea, Poccua v

MNapons
BxniounTe Nepexo Ha
neTHee BpeMA
AypHan
Mepexoa Ha neTHee BpemA (e exifipaHo) (He exibpaHo) (He eciBpara) | B
DNara u Bpema »
Mepexon Ha 2UMHes BpemA (e exifipaHo) (He ewibparo) (ne enibpana) |B

COeur BpeMeHi (MHH.) 60

+ [Jama u spemsi ycmpolicmsa — fgarta u BpeMsi Ha yCTPONCTBE B AaHHbI MOMEHT. Ecnv TpebyeTcs
KOpPEKLUS, HOKMUTE KHOMKY «PefakTnpoBaTb».
+ [ama, spemsi — 3afiainTe TEKyLLYI0 AaTy U BPEMS U HAXXMUTE KHOMKY «TekyLlas gata u Bpems»
AN ycTaHOBKM BpemeHu MK Ha ycTpolicTBo.
+ Yacosol rosic — No3BONSET YCTAaHOBUTb YaCcOBOM NOAC B COOTBETCTBUM C 6MKaiLLMM ropogom B
BalLeM pervoHe 13 3aZlaHHOro Crmcka;
* Bk/iro4ums rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dhfiare nepexop Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
* [Nepexod Ha /iemHee BpeMsi — AeHb U BpeMs, Korga OyaeT BbINOMHATLCA Nepexos, Ha eTHee
Bpems;
+ [Mepexod Ha 3uMHee BpeMsi — LeHb U BpeMs, Korga OyaeT BbiNO/HATLCA Nepexos Ha 3uMHee
Bpems;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTth 3HavyeHune ot 0 o 720 MuH.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «I'IpumeHumb». ﬂ'ﬂﬂ OTMEHbI U3MEHEHUIA HAXMUTE KHOMKY «OmmeHanr.
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

5.11.6.2 NTP-cepsep

ELTEX  WEP-30L

MoHUTOpMHT Radio VAP WDS CeTeBkle HACTPOIKA BHelLHWE cepEucEl Cuctema - (esrom)

Ooroanenwe MO yeTpoiicTea Pewun O Bpyunyrw @ NTP cepeep

Korcburypawys [Nata v BpemA ycTpoiicTea 13.05.2024 10:31:15

NTP cepeep pool.ntp.org -
MNepesarpyaka
Mapons Hacogoli noAc Mockea, Poccun v
. BxntounTe nepexog Ha
Hypran pexo
: neTHEE BpEMA
[ata n spems > MNepexoa Ha NeTHES EPEMA (He exibparo) (He exibpano) (ne ewibparc) B
Mepexon Ha suMHee EpeMA (He exibparo) (ve euibpanro) (ne ecifpaqo) | B
Cpeur BpemaHy (MuH.) 60

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
* NTP cepsep — IP-agpec/[OMeHHOE MMA cepBepa CMHXPOoHM3auun BpeMmeHn. Bo3MOXHO 3agartb agpec
NN BblGpaTb U3 CYLLECTBYIOLENO CMNCKa,;
+ Yacosol nosic — no3BOMSET YCTAHOBUTb YaCOBOW MOSIC B COOTBETCTBUMN C GAMKAALLMM rOpOAOM B
BalLEM PervoHe u3 3aaHHoro Cnmcka;
* Bksiro4ums rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM dof1are nepexop Ha fieTHee/31MHee
BpeMsi OyAeT BbINO/HATLCS aBTOMAaTUYECKN B 3af,aHHbIV NepuoL BPEMEHN:
+ [Nepexod Ha nemHee BpeMsi — AeHb 1 BpeMs, koraa 6yaeT BbINOAHATLCSA Nepexo Ha fietHee
BpeEMS;
* [Nepexod Ha 3uMHee BpeMsi — [EHb U BPEMS, Korga OyAeT BbIMNO/HATLCS NEPEXOA, Ha 3MHee
BpeEMS;
+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumathb 3HadyeHme oT 0 4o 720 MuH.

Ansa BCTYMJ/ieHna B CUny HOBOW KOHqJI/IpraLl.I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «I'IpumeHumb». [na oTMeHbl N3MEHEHWUI HAXMUTE KHOMKY «OmmeHanr.
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6 YnpaBneHue yCcTPOMCTBOM C MOMOLLbIO KOMaHAHOW CTPOKK

© [ns 0TO6paKEHUS MEIOLLIMXCS HACTPOEK OMNpPeaeNeHHOTo pasAena KOH(UIypaumm BBeauTe KoMaHay
show-config.
[ns nonyyeHusa nogckaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLumm ycTpoiicTBa, HaxkMiTe codeTaHue knasui (B aHrnuiickoin packnagke) [Shift + ?].
[na nonyyeHns cnmcka napameTpoB, 4OCTYMHLIX A1 peAakTMpoBaHUA B JaHHOM pasferne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexoga B npeablayLunii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[na nepexosa B KOPHEBOI pasfen seeauTe KomaHay end.

6.1 TMoakyeHne K yCTponCcTBy

Mo ymonyanuto yctpoiicteBo WEP-30L/WEP-30L-Z HacTpoeHo Ha nony4yeHue agpeca no DHCP. Ecnu aToro He
MPOM30LLII0, NOAKIOUNTLCS K YCTPOMCTBY MOXHO MO 3aBoackomy IP-agpecy.

© 3asopckoii IP-agpec yctpolictea WEP-30L: 192.168.1.10, macka nogcetu: 255.255.255.0.
MoaxnYeHne K yCTPOICTBY ocyLlecTBAsieTcs ¢ nomoubio SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, Aanee BBOAUM Napo/ib

telnet <IP-agpec ycTpoiicTBa>, BBOAVM JIOTMH U Naposib
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6.2 HacTpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTM4ecKux ceTeBbIX MapamMeTpoB TOUKU AocTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont static-ip X.X.X.X (rge X.X.X.X — |P-agpec WEP-30L)
WEP-30L(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WEP-30L(config):/interface/br0/common# dns-server-1 X.X.X.X (rae X.X.X.X — IP-agpec dns-cepsepa Neol)
WEP-30L(config):/interface/br0/common# dns-server-2 X.X.X.X (rae X.X.X.X — I[P-agpec dns-cepsepa No2)
WEP-30L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvma paboTsl ¢ DHCP Ha Static-
IP)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yecKoro MapuipyTra.

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L(config):/route# add default (rae default — HassaHne mapLupyTa)

WEP-30L(config):/route# default

WEP-30L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec cetv uiv y3/fa HasHaqyeHus,
ons gedpontHoro mapupyta — 0.0.0.0)

WEP-30L(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetv HazHauyeHus, o158 AedonTHoro
mMapLpyTta — 0.0.0.0)

WEP-30L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Lwno3a)
WEP-30L(config):/route/default# save (coxpaHeHve HacTpoek)

:/interface/br0/commont exit
:/interface/brO# exit
:/interface# exit

:/# route

config
config
config
config

—_ e~ e~~~
—_— = o = ==

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commont# protocol dhcp
config):/interface/br0/common# save (coxpaHeHne HacTpoek)

—_ e~~~ —~
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HacTtpoiika napameTpoB gocTyna no npoTtokony IPv4

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# access-rules (nepexo/ B paszes HacTpoek A0CTyna rno npoToKosy
IPv4)

WEP-30L(config):/interface/br0/common/access-rules# telnet false (rze false — orpaHnyeHve gocrtyna no
npotokony TELNET K yCTpOICTBY No ero IPv4-agpecy. JaHHasa HacTpoiKa pacnpocTpaHseTcs TO/IbKO Ha
MOAKMHOYEHNE K YCTPOWCTBY NO IPv4, #OCTYN MO IPv6 OCTaHeTCcs, ec/iv He 6bl10 NPon3BeAeHO
COOTBETCTBYIOLLIEV HACTPOWKM MO 3anpeTy B pasgene s IPve. na cHATUA orpaHnYeHns BBeanTe true)
WEP-30L(config):/interface/br0/common/access-rules# save (coxpaHeHne HacTpoek)

© HauuHas ¢ Bepcum MO 2.2.0 ecTb BO3MOXHOCTb 3aaasate MTU uepes DHCP (option 26).
3HayeHve MTU, nonyyeHHoe no DHCP, nvmeet 60nbLunii NpUOpUTET, YeM napameTp, 3aZlaHHbIn B
KOHoUrypaumu.

© Pasvep MTU ans bridge fonmkeH 6biTb He 60/1bLIE, YeM HauMeHbLnl pasmep MTU Ha uHTepdelicax,
KOTOpble HaxoAATcsl B 3ToM bridge.

HacTtpoiika pasmepa MTU Ha uHTepdeiice

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/common# mtu X (rge X — pa3mvep MTU B 6aiiTax. Bo3aMoxHble 3Ha4eHns: 1-
2490)

WEP-30L(config):/interface/br0/commont# save (coxpaHeHve HacTpoek)

6.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YyTUINUTLI Set-management-vlan-mode

HeTernpoBaHHbIN gocTyn

MonyyeHne ceTeBbix HACTPOEK No DHCP:
WEP-30L(root):/# set-management-vlan-mode off protocol dhcp

Cratnyeckme HacTpOWiKK:

WEP-30L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z2.Z.Z.Z (rge X.X.X.X — cTatnyeckuii IP-agpec, Y.Y.Y.Y — Mmacka nogcetu, Z.Z.Z.Z — LuJ/03)
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Aoctyn yepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNONb3YEMbIA 47151 A0CTyMNa K YCTPOMUCTBY. BO3MOXHblE 3HAUeHUS: 1-4094)

Cratn4yeckue HaCTQOVIKM:

WEP-30L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yemblii 4515 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTartmnyeckuii IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — LuH3)

Aoctyn uepes VLAN ynpaBneHus B pexume Forwarding

MNonyyeHne ceTeBbIX HACTPOeK Mo DHCP:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCNOMb3yeMbIi NS AOCTYNA K YCTPOCTBY. BO3MOXHbIe 3HaueHus: 1-4094)

Cratnyeckme HacTpOWKK:

WEP-30L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (re X — VLAN ID, ncrnosib3yemblii A1 A0CTyna K YyCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noacetw; Z.Z.Z.Z — Lu103)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WEP-30L(root):/# save (coxpaHeH/e HacTpoek)

6.2.2 HacTpoiika ceTeBbIx NnapameTpoB IPv6

© Mo ymonuaHuio JOCTYN K YCTPOICTBY MO NPOTOKOY IPV6 Ha TOuKe A0CTyna OTK/IOUEH.

Bk/itoueHne AocTyna K yCTPOCTBY No NpoToKosy IPvé

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
DHCP)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bx/10ueHVIe 4OCTYNa K YCTPOUCTBY MO
npotokony IPv6. nsa oTkaoueHns seegute false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHVe HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—~ o~~~ —~ —
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HacTpoiika cTaTMuecKux ceTeBbIX NapameTpoB IPV6 TOUKU focTyna

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# br0

WEP-30L(config):/interface/br0# common

WEP-30L(config):/interface/br0/commont# ipv6

WEP-30L(config):/interface/br0/common/ipv6# address XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX (rae
XXXXXXXXXXXXXXXKXXXX XXX XXXXXXXX — cTaTuuecknia IPve-aapec ycTpoinctea WEP-30L)
WEP-30L(config):/interface/br0/common/ipv6# address-prefix-length X (rne X — npechuke cratnyeckoro IPv6-
agpeca. lNMpnHnmMaeT 3HadveHne o1 0 Ao 128. 1o ymon4aHuio: 64)
WEP-30L(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (yka3biBaercs |Pv6-
npedorkc, Hanpumep, 3211:0:0:1234::/64)

WEP-30L(config):/interface/br0/common/ipv6# dns-server-1 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXX:XXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa Nel ¢ npedimkcom)
WEP-30L(config):/interface/br0/common/ipv6# dns-server-2 XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX:XXXX/Y
(rge XXXX:XXXXXXXXXXXXKXXXXXXXXXXXX:XXXX/Y — IPv6-agpec DNS-cepBepa No2 ¢ npedikcom)
WEP-30L(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t04eHVIE NCMONL30BaHNSA CTATUYECKNX
ceTeBbIX IPv6 napameTpoB. [/15 noslydeHus ceTeBbix napaMeTpoB IPve no DHCP BeeauTe dhep)
WEP-30L(config):/interface/br0/common/ipv6# enabled true (Bk/10ueHVIe 10CTYNa K YCTPOUCTBY MO
npotokony IPv6. s Bbiko4eHUs BeeaunTe false)

WEP-30L(config):/interface/br0/common/ipv6# save (CoxpaHeHve HacTpoek)

—_ ===

HacTtpoiika napameTpoB AocTyna no npoTtokony IPvé

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

WEP-30L(config):/interface/br0/common# ipv6

WEP-30L(config):/interface/br0/common/ipv6# access-rules (nepexos B pasjes HacTpoek A0cTyna)
WEP-30L(config):/interface/br0/common/ipv6/access-rulest telnet false (rze false — orpatnyenve goctyna
no npotokony TELNET K ycTpoiAcTBY No ero IPv6-aapecy. laHHas HacTpolika pacnpoCcTpaHseTcs TONIbKO Ha
NOAK/IYEHME K YCTPOMCTBY No IPv6, 4OCTYN No IPv4 ocTaHeTcs, ecnn He Obl/1o NPOon3BeAEHO
COOTBETCTBYHOLLEN HACTPOIKK NO 3anpeTy B pasaene ans IPv4. AN CHATMA orpaHMyeHns BeBeauTe true)
WEP-30L(config):/interface/br0/common/ipv6/access-rules# save (coxpaHeHVie HaCcTPOeK)

—_ e~~~ —~

AHaNOrMYHO OrpaHNYEeHnIo A0CTyna K YCTPoUCTBY No npoTokony TELNET MOXHO orpaHnynMTb BO3MOXHOCTb
NOAK/YEHMS K YCTpolicTBY no ero IPvé-agpecy no npotokonam: SSH, SNMP, NETCONF, web, web-HTTPS.

66



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

6.3 HacTpolika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyet NOMHUTb, YTO Ha3BaHWe MHTepdpelicoB B AnanasoHe 2.4 Ty HaunHaeTcs ¢

wlan0, B gnanasoHe 5 'y — wlan1.

Tabnuua 8 — KomaHgp! 4N HACTPoikn pexmnma 6e3onacHoctn Ha VAP

Pexxum 6e3onacHocTun
Be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPA3-Enterprise
WPAS3-Enterprise

KomaHpga pns HacTpovikn pexuma 6e30nacHoCTu
mode off

mode WPA

mode WPA2

mode WPA_WPA2
mode WPA3

mode WPA2_WPA3
mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X
mode WPA2_WPA3_1X
mode WPA3_1X

Hwxe npeactasneHbl Npumepbl HAacTpoikn VAP ¢ pasnnyHbiMn pexnMamu 6esonacHocty anst Radio 51Ty,

(wlan1).

67



2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

6.3.1 HacTtpoliika VAP 6e3 wndposaHus

Co3spaHune VAP 6e3 wncpoBaHus ¢ Nepmoguyeckoinn oTrnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_open' (13vieHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHmns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===

68



2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

6.3.2 HacTtpoliika VAP c wndgposaHvem OWE

CospgaHue VAP c wuncpposaHuem OWE

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-30L_owe' (13vieHeHne nmenn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wndposaHns OWE —
LndhpoBaHHoe coeanHeHe 6e3 BBoAA Naponisi. B Takom pexnme cMOoryT NoaKkIHUUTLCS TONbKO KAUEHTbI
Wi-Fi 6)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBKM COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposis 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBK/
coobueHui «Accounting» Ha RADIUS-cepBep. No ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.3 HacTtpoliika VAP c wndposaHvem OWE n OWE Transition Mode

© K VAP c pexxumom 6e3onacHocTn OWE cMOryT NogxmiounTLCS TOMBKO KnneHTbl Wi-Fi 6. UToOb
OCTa/1bHbl€ K/IMEeHTbI MMe/IN BO3MOXHOCTb NOAKNHUNTLCA K Takomy VAP, Heobxoanmo HacTpouTs OWE
Transition Mode. B Takom pexume kneHTbl Wi-Fi 6 6yayT nogkitodeHsl B pexunme 6esonacHoctn OWE,
a BCe OCTaUIbHblE K/IMEHTbI B OTKPLITOM peXunme.

CospgaHue VAP c wunpposaHnem OWE 1 OWE Transition Mode

WEP-30L(root):/# configure
WEP-30L(config):/# interface
WEP-30L(config):/interface# wlan1-va0 (HacTpolika ckpbIToro VAP ¢ wndpposaHem OWE. K Hemy 6yayT
HEesABHO noaxntoyarbes KveHTbl Wi-Fi 6)
WEP-30L(config):/interface/wlan1-va0# vap
WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_owe' (13veHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# hidden true (ckpbiTh VAP)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode OWE (pexvimv wnposanns OWE —
LUMdOpoBaHHOE coeAMHeHMe 6e3 BBoAa Naposis. B Takom pexumme CMOryT NOAKAUUTLCSA TOIbKO K/TUEHTDI
Wi-Fi 6)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# owe-transition-interface wlani-val (ykazaHue
OTKpbITOro VAP, K KOTOpPOMY ByAeT npoucxoantb nogkatodeHve. Knventol Wi-Fi 6 6yayT HesiBHO paboTartb C
Tekywwmm VAP ¢ uncpposaHmem OWE, a npoyne KimeHTbl ByayT pabotaTb C OTKPbITbIM VAP)
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-va0/vap# exit
WEP-30L(config):/interface/wlanl-va0# common
WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common#exit
WEP-30L(config):/interface/wlan1-va0# exit
WEP-30L(config):/interface# wlanl-val (HacTporika VAP 6e3 lunigpoBaHuns)
WEP-30L(config):/interface/wlanl-val# vap
WEP-30L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-30L_open' (n3vieHeHve nmveHn SSID)
WEP-30L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTPOEK pexxnma 6e30nacHoCTI
Ha VAP)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum LwncposaHuns off — 6e3 napons)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlani-va0 (ykazaHune VAP ¢
pexnmom wndgpoBaHns OWE, K KOTOPOMY HEABHO ByAyT NOAK/IYEHbI KNneHTbl Wi-Fi 6, oCTa/lbHble
KNMeHTbI 6yayT NOAK/IoYeHb! K VAP 6e3 wudpoBaHus)
WEP-30L(config):/interface/wlanl-val/vap/ap-security# exit
WEP-30L(config):/interface/wlanl-val/vap# exit
WEP-30L(config):/interface/wlanl-val# common
WEP-30L(config):/interface/wlanl-val/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)

( )

( )

—_— -

WEP-30L(config):/interface/wlanl-val/common#exit
WEP-30L(config):/interface/wlanl-val# save (coxpaHeHvie HACTPOeK)
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6.3.4 HacTtpoiika VAP ¢ pexnmom 6e3onacHocTn WPA-Personal

Co3spaHue VAP ¢ pexumom 6e3onacHocTtu WPA-Personal c nepnoanyeckoii oTnpaBKOW akKKayHTUHra
Ha Radius-cepBep

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_Wpa2' (n3meHeHve nveHn SSID)
WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mode WPA_WPA2 (pexxum LwngposaHmns — WPA/
WPA2)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# key-wpa password123 (k/1t04/naposib, He0OXoANMbIN
0N NOAKNIYEHMS K BUPTYaslbHOM TOUKe AocTyna. AnnHa Knva Ao/MKHa COCTaBAsATb OT 8 10 63
CVMBO/0B)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNIPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===

71



2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

6.3.5 HacTtpoiika VAP c Enterprise-aBTopunsauueli

Co3spgaHune VAP c pexumom 6e3onacHoctu WPA2-Enterprise c nepMoguyeckoin oTrnpasKoii
aKKkayHTuHra Ha Radius-cepBep

WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

WEP-30L(config):/interface/wlan1-va0# vap

WEP-30L(config):/interface/wlanl-va0/vap# ssid 'SSID_WEP-30L_enterprise' (n3veHeHve nveHn SSID)
)
)

—_ e~ e~~~

WEP-30L(config):/interface/wlanl-va0/vap# ap-security
WEP-30L(config):/interface/wlanl-va0/vap/ap-security # mode WPA_WPA2_1X (pexwvm wudposaHns — WPA/
WPA2-Enterprise)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepsepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepsepa, KOoTopbIii
NCMosb3yeTcs A/is ayTeHTudmkaumm n aBtopmsaumn. Mo ymonyaxmio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposns a715 RADIUS-
cepBepa, UCnosiblyeMoro Ansa ayTeHTudmkaumm n asTopusanmnm)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 4715 RADIUS-
cepBepa, UCrosib3yeMoro A1 akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/10ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (BKk/1t04eHNE BUPTYa/IbHOW TOYKM A0OCTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
—_ ===
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6.3.6 HacTtpoliika VAP c nopTtanbHoil aBTopusaumeii

KomaHAb! ANA HACTPOIiKM NOPTasIbHOW aBTOpPM3aLMKn C OTNPaBKOi akkayHTUHra Ha RADIUS-cepBep

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-30L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazartb URL BUpTyasibHOro noprasna)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasarb nma noptana. Mo ymonyanuio: default)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit
( )
( )

~ N~ N~~~ o~~~ —
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WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# domain root (rge root — fJ0MeH rnosib3oBaresns)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1t04eHVE OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X. X.X.X — |P-agpec RADIUS-
cepBepa, UCMnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-password secret (/e secret — naposs 715 RADIUS-
cepBepa, UCrnosb3yeMoro 4/ akkayHTUHra)

WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bk/104ueHVIE NEPUOANYECKON OTNPaBKM
coobueHui «Accounting» Ha RADIUS-cepBep. o ymonyaHnuio: false)
WEP-30L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTEpBasT OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-30L(config):/interface/wlanl-va0/vap/radius# exit

WEP-30L(config):/interface/wlanl-va0/vap# exit

WEP-30L(config):/interface/wlanl-va0# common

WEP-30L(config):/interface/wlanl-va0/common# enabled true (Bk/1104eHne BUPTYa/IbLHOM TOYKM [0CTYNa)
WEP-30L(config):/interface/wlanl-va0/common# save (COxpaHeHne HacTpoek)

—_ e~~~
_ ===
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6.3.7 HacTtpoiika VAP ¢ BHelUHeli nopTasibHOM aBTopu3aunei

KomaHgb!l gns HaCTPOWKN BHELLHEV NOPTa/ibHOV aBTOpM3aLumn

WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

config):/interface/wlan1-va0/vap# vlan-id X (rae X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum wudposaHus off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlanl-va0/vap# ssid 'Portal_WEP-30L' (n3meHeHve nveHn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# scenarios
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>" (yka3aTb URL BHELLUHEIO BNPTYya/IbHOro noprasla B
COOTBETCTBUM C TAbNNLEN 9)
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# exit
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# enabled true
WEP-30L(config):/interface/wlanl-va0/vap/captive-portal# exit

WEP-30L(config):/interface/wlan1-va0/vap# radius

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopm3anunn)

WEP-30L(config):/interface/wlanl-va0/vap/radius# auth-password secret (/e secret — naposs a71s RADIUS-
cepBepa, UCNosib3yeMoro Ans aBTopusanunn)

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTpoek)

~ N~ N~~~ o~~~ —
—_— -
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© [na nonyyenns nHdopmalm 06 anroputMe B3aMMOAENCTBUSA C BHELHUM MOPTasIoM CM. CXENY.

Tabnuua 9 — HacTtpoliika URL wa6noHa ana BHELWHel nopTasibHOM aBTopu3aunm

MapameTtp OnucaHue

<NAS_ID> NAS ID, 3agaHHblIlii Ha VAP nnn B system. Ecnv He 3agaH HY OQUH
3 3TUX NapameTpoB, To B kadecTBe NAS ID B RADIUS- u HTTP(S)-
naketax 6yget ucnonb3osarbca MAC-agpec T/,

<SWITCH_URL> [OOMEHHOE NMSA, KOTOPOE MOKa3biBaeTCA KINEHTY Npu
nepeHanpasneHnu

<AP_MAC> MAC-agpec Toukn goctyna

<CLIENT_MAC> MAC-agpec knveHTa

<SSID> SSID

<ORIGINAL_URL> URL, KOoTOpbIii U3Ha4Ya/IbHO 3anpalunBast KIIMEHT

74


https://docs.eltex-co.ru/pages/viewpage.action?pageId=504365113

2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [aHHblii (PYHKUMOHAN JOCTYNEH TOMLKO A8 PeXuMa NopTasibHOl aBTopu3aLmu.

KomaHabl Ans HAaCTpOiiku AononHuTenbHoro RADIUS-cepBepa Ha VAP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlanl-vaO# vap

WEP-30L(config):/interface/wlanl-va0/vap# radius (HacTporika ocHoBHOro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius# backup (HacTtpoiika gononHutensHoro RADIUS-cepsepa)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutensHoro RADIUS-
cepBepa B KOHthurypauuu> (cosgaHve pasaena KoHdurypauum gononHutensHoro RADIUS-cepBepa.
MakcumasibHOe KONMMYECTBO: 4)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rae X.X.X.X — IP-agpec fOMN0O/HUTENIbHOTO
RADIUS-cepBepa B KOHurypauuu)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-
agpec RADIUS-cepBepa)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-
cepBepa, KOTOPbIV NUCMNONb3yeTcsa ANA ayTeHTUgMKaLumMm n asTopmusaumm. Mo ymonyaHumio: 1812)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (/e secret — naposb
Anst RADIUS-cepBepa, MCnonb3yemMoro As1s ayTeHTMdnKaumm 1 aBTopusaumm)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rze X.X.X.X — |IP-
aapec RADIUS-cepBepa, MCnoib3yeMoro A1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-port X (ra1e X — nopt RADIUS-cepBepa,
KOTOpPbIV MCnonb3yeTcs ANs akkayHTuUHra. Mo ymonyaHumto: 1813)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (1/e secret — naposib
Anst RADIUS-cepBepa, MCnonb3yeMoro As1s1 akkayHTUHra)
WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuoputet RADIUS-
cepBepa. Ecnn npnoputeT He 6biN yKaszaH IBHO, TO CUMTAETCS, YTO OH paBeH 0. B aTom cnyvae
o4yepeaHOCTb Bblbopa cepBepa OyaeT COOTBETCTBOBATL NOPSAAKY AobaBneHus RADIUS-cepBepa B
KOHQourypaumio)

WEP-30L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHve HacTpoek)

—_ e~~~ —~

6.3.9 [ononHutenbHble HacTpoiiku VAP

Ha3HaueHue VLAN-ID Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# vlan-id X (rae X — Homep VLAN-ID Ha VAP)

BknioueHue pexuma Band Steer

WEP-30L(config):/interface/wlanl-va0/vap# band-steer-mode true (BKk/it0ueHVe pexnma Band Steer. [1/15
oTKNtoveHns seeaute false)
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BkntoueHue VLAN trunk Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# vlan-trunk true (Bx/toueHvie VLAN Trunk Ha VAP. [ns
oTK/Io4YeHns Beeaute false)

BkntoueHue General VLAN Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-mode true (Bk/1toueHne General VLAN Ha SSID. [ns
oTK/o4eHns Beeaunte false)
WEP-30L(config):/interface/wlanl-va0/vap# general-vlan-id X (r1e X — Homep General VLAN)

Bbi6op cnocoba npuopuTusaymum

WEP-30L(config):/interface/wlanl-va0/vap# priority-by-dscp false (aHasi13 npuoputeta 13 nossa CoS (Class of
Service) TErMpOBaHHbIX NaKeToB. 3Ha4YeHVe No yMon4aHuto: true. B aTom criyyae aHanmsmpyercs
npuopuTeT 13 nons DSCP 3aronoBka IP-nakeTa)

BkntoueHue pexuma MFP (802.11W)

WEP-30L(config):/interface/wlanl-va0/vap/ap-security# mfp required (Bk/110unTL 3aLLMTY management-
kaapoB (opeiimoB). required — TpebyeTcsa nogaepxka MFP OT KfiMeHTa, KNMeHTbl 6e3 MFP He cMmoryT
noakaunTbes. capable — coBmMecTMMo ¢ MFP, KNMeHTbl 6e3 nogaepxkn MFP MoryT nogkatounTtbes. Ans
oTKNtoveHns seeanTe off)

BknioyeHue ncnosnb3oBaHua TLS npun aBTopusaumu

WEP-30L(config):/interface/wlanl-va0/vap/radius# tls-enable true (1cronb3oBars TLS npu asTopusaumn. 115
OTK/Io4YeHus BBeauTe false)

BknioueHue cKkpbiToro SSID

WEP-30L(config):/interface/wlanl-va0/vap# hidden true (Bx/itoueHne ckpbiToro SSID. 15 OTK/IYeHnA
BBeauTe false)

BK/lOU€HME U30NALUN KNTMEHTOB Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# station-isolation true (Bx/1t0ueHve n3ongummn Tpadrka mexay
KnneHTamu B npegenax ogHou VAP. nsa oTknoveHns seegute false)

OrpaHuuyeHne KonuyecTsa K/iMeHToB Ha VAP

WEP-30L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcumanbHO [0MyCTUMOe YMC0
NOAKNOYAEMbIX K BUPTYasIbHOW CETU K/TMEHTOB)
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Bk/loueHWe penivkauun MynbTukactoBoro Tpadgmka Ha VAP

WEP-30L(config):/interface/wlanl-va0/vap# wmf-bss-enable true (Bx/1t04eHVe pennnkaumm
MYNbTUKacToBOro Tpadnka Ha VAP. [1nsa oTkaoueHus seegute false)

BknroueHue Minimal Signal u Roaming Signal

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-enable true (Bk/110ueHVEe NCNO/IL30BAHNSA
doyHKumMoHana Minimal Signal. 18 oTkntoveHus Beegute false)
WEP-30L(config):/interface/wlanl-va0/vap# min-signal X (rze X — noporosoe 3HaveHune RSSI, npu
[OCTXXEHMN KOTOPOro Touka OyAeT oTk/IouaThb kaveHTa ot VAP. MapaMeTp MOXET NPUHMMATb 3Ha4YeHus
0T -100 A0 -1)

WEP-30L(config):/interface/wlanl-va0/vap# check-signal-timeout X (re X — nepuopg BpemeHu B cekyHaax,
MO UCTEYEHUN KOTOPOro NPUHUMAETCA peLleHne 06 OTK/IIUYEHNN KITMEHTCKOro 060pyAoBaHns OT
BUPTYasIbHOW CETN)

WEP-30L(config):/interface/wlanl-va0/vap# roaming-signal X (r1e X — noporosoe 3HaueHve RSSI, npn
[OCTVXXEHMN KOTOPOTro NPOUCXOANT NepekItodeHne KITIMEHTCKOro 060pyA0BaHNS Ha APYTYHO TOUKY
poctyna. NapameTp MOXeT NpUHMUMaTh 3HadeHus oT -100 Ao -1. MapameTp roaming-signal fo/MKeH ObiTb
BblLLle, YeM min-signal: ecnim min-signal =-75 gbM, TO roaming-signal JO/MKeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

BkitoueHve nepegaym aboHeHCKoro Tpaduka BHe GRE-TyHHe s

WEP-30L(config):/interface/wlanl-va0/vap# local-switching true (Bx/i10ueHne nepegaym aboHEHTCKOrO
Tpadomka BHe GRE-TyHHens. s oTknoveHust BeeanTe false. 10 yMO/IYaHUIO BbIK/THOUYEHO)
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

HacTtpoiika orpaHuYeHnsi CKOPOCTH

HaCTpOﬁKa Luel‘/'lnepa B HanpaB/1€HUU OT KJINEHTOB ‘KMAOFO B OTAEﬂbHOCTM[, NOoAKNHOYEHHbIX K
AaHHOﬁ VAP, A0 TOYKM gocTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# value X (rge X — makcumasnibHas cKopocTsb B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1t0ueHve weiinepa. Moxet
npuHUMaThb 3HadveHune: kbps — KOuT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

Hactpoiika weiinepa B HanpaB/eHUU OT TOYKU A0CTYNAa A0 KJINEHTOB (K Oro B OoTA€/1IbHOCTUN
NoAKNHOYEeHHbIX K IQa.HHOI‘III VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-sta-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# value X (rge X — MakcumasibHas CKOpoCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve welinepa. MoxeT
npuHMMaTh 3HaueHue: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-sta-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HaCTpOﬁKa Luel‘/'lnepa B HarnpaB/1€HUU OT KJINEHTOB (B cymme), NoAKNHOYEHHbIX K IQaHHOI‘/'I VAP, oo
TOYKHMN AocCcTyna:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-rx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# value X (rge X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# mode kbps (Bx/toueHve wernepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTtpoiika wWeilinepa B HanpaB/AeHUN OT TOUYKU AOCTyNa A0 KJIUEHTOB (B cyMMe), NOAKTHYEHHbIX K
[aHHOoA VAP:

WEP-30L(config):/interface/wlanl-va0/vap# shaper-per-vap-tx
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# value X (r4e X — mMakcumasibHasi CKOPOCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# mode kbps (Bx/itoueHne wennepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-per-vap-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

78



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

HacTpoiika orpaHnyeHns LWMPOKOBeELATEeIbHOIO Tpaduka

HacTpoliika wevinepa B HanpaBae€HUU OT K/INEHTa A0 TOYKM gocTyna:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-bcast-rx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (r4e X — makcumasibHasi CKOPoCTh B
KOUT/C U NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# mode kbps (Bk/itoueHmne weinepa. Moxet
npuHUMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTpoliika wevinepa B HanpaBae€HUU OT TOYKM AOCTyNa A0 KJNeHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-bcast-tx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHas cKkopocTh B
KOUT/C NN NakeTbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# mode kbps (Bk/1toueHne wennepa. Moxet
npuHMMaTh 3HaueHne: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHve HacTpoek)

HacTpolika orpaHu4yeHUst MHOroagpecHoro Tpadmka

Hactpoiika weiinepa B HanpaB/E€HUW OT K/IMEHTA A0 TOYKU AOoCcTyna:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-rx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# value X (r4e X — makcumasibHasi CKOpoCTh B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/itoueHmne weinepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

Hactpoiika weiinepa B HanpaBA€HUW OT TOYKU AOCTYNA A0 KJNEHTa:
WEP-30L(config):/interface/wlanl-va0/vap# shaper-mcast-tx

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (r1e X — makcymasibHas ckopocTb B
KOUT/C N nakeThbl/c)

WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bx/1toueHne wennepa. Moxet
npuHUMaThb 3HadeHune: kbps — K6UT/C, pps — nakeTbl/c, off — BbIK/HOUYEHO)
WEP-30L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit
WEP-30L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)
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HacTpolika KoHTpona goctyna no MAC

WEP-30L(config):/interface/wlan1-va0/vap# acl

WEP-30L(config):/interface/wlan1-va0/vap/acl# mac

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXOOCXXOEXKXX — MAC-
ajpec yCcTpoiicTBa, KOTOPOMY HEOBX0AMMO paspeLunTb/3anpeTuTb A0CTyN. ANsa yaaneHus agpeca us
crnucka ncnonb3yinte komaHay del)

WEP-30L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-30L(config):/interface/wlanl-va0/vap/acl# policy allow (Bbi60p nonmtvkn. Bo3MoxHbIE 3HAYEHNA:
allow — paspeluaTb NoAkIOHEHNE TONBKO TEM KneHTam, MAC-aapeca KOTOpbIX CoAepXaTcs B CMMCKE;
deny — 3anpellatb NoakueHme KnneHtTam, MAC-agpeca KOTOpbIX coAepXarcs B cnucke. 3HavyeHune no
yMO/14aHuto: deny)

WEP-30L(config):/interface/wlanl-va0/vap/acl# enable true (Bk/1t04eHne KoHTpoOns goctyna rno MAC. [ns
oTK/Io4YeHns Beeaute false)

HacTtpoiika 6nNOKMpoOBKU NOAK/IOHEHUSA NOMb3oBaTesnieil, nogmMmeHaoWmux MAC-agpec ycTpoiicTBa
NPOBOAHON ceTu

B cnyuae ecnm Heo6xoaMmo no TpeboBaHMaAM 6e30NacHOCTY peasin3oBaTb 3alMTy OT NOAKIOHEHWNIA
nonb3oBartenen gybnupyrowmx MAC-agpec NpoBOAHOro ycTpoincTaa (w3, MK 1 npoyee), TO HEO6X0ANMO
Bocnonb3oBatbcsa HacTpolikoit fdb-filtering, koTopas MeeT cnepyrowme pexmmMbl paboThbl:

on-connect — peXum 6/10KMpyeT BCe NONbITKA NOAKIIOYEHNS YCTPOCTB Yepes Wi-Fi, B ciydae ecniv MAC-
aZpec yxe nsyyeH Ha Ethernet-nopTy To4kn [OCTYNa;

by-eth-event — pexum oTk/l04aeT nogkIHYeHHoro knueHTa no Wi-Fi, B criydyae ecnu ero MAC-agpec crtan
n3y4yeH Ha Ethernet-nopTy TOUkM AoOCTyna (PeXrMM NOMOoraeT oumLaTb CTapyto 3anucb O K/IMEHTE Mpu
pPOyMUHre);

full — pexum coBmeLLaeT B cebe Bce npeablayLime, To eCTb 6/10KMpyeT NoAKNHYEeHNne HOBOrO
nonb3oBartesis no Wi-Fi, a Takke OTK/IloHaeT paHee NoAKII0YEHHOro B c/lydae coBnageHuns ero MAC-
ajzpeca c ycTpoiicTBom 3a Ethernet-uHtepcpericom.

© Npu BbicTaBneHnn pexumos full 1 on-connect PoyMUHT Wi-Fi KTMEHTOB MOXET YXYAWUTLCA. Tak B
xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NoNagatoT Ha OCTaslbHble TOYKM JOCTYNa CeTu U
ero MAC n3yvyaeTcs Ha BCex ToUkax 4OCTyna CeTu, Mo3ToMy Mpu POyMUHIE KSIMEeHTa, B Clyvae ecsu
ero MAC-agpec HaxoguTcs B cnucke Ha Ethernet-nopty, nepenoak/toueHne MOXeT NPOUCXOANTb
L/INTENbHOE BpeMS.

WEP-30L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-30L(config):/interface/wlan1-va0/vap/fdb-filtering # enabled true (skt0ueHne yHkunoHana. s
oTkNtoveHns seeaute false. 3HaueHne No ymonyaHuto: false)
WEP-30L(config):/interface/wlanl-va0/vap/fdb-filtering #mode full (8ci60p pexvima paboTkl. 3HauveHre no
ymosn4yaHuio: by-eth-event)
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HacTtpoliika 802.11r
[aHHbIin BUA poyMyHra AOCTYNEH TOMbKO ANS TEX KNIMEHTCKUX YCTPOICTB, KOTopble nogaepxmsatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocT WPA2 v Bbiwwe.
C nHcTpyKumen no HacTpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n apyrumm
MOXHO O3HaKOMUTLCS B pasgene Hactpoiika VAP ¢ pexvmom 6esonacHoctn WPA-Personal.

Kaxayto VAP Ha Toukax AOCTyna Hy)XXHO HacTpavBaTb MHAMBUAYanbHO, Hanpumep, TA1(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) - TA3(wlan1) n 1. 4.

Hwxe npeactasneH npumep HacTpoikm 802.11r Ha aByX Toukax goctyna: TA1 v TA2.

HacTtpoiika 802.11r Ha TA1

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 12345 (yHviKa/IbHbLIN KHOY /15 AHHOW
VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mobility-domain 100 (1omeH fo/mkeH coBnagars Ha
BCTpeYHbIX VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-aapec VAP
NHTepdhelica BCTPEUHON ToUkn goctyna — T/A2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHbIN
KN4 BCTpeyHoi VAP Toukn aoctyna TA2 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0
(MAC-agpec BcTpeyHoi VAP Ha T/.22)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIi knod. He gomkeH coBnagarthb ¢ rl-kh-key T[11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r1-kh-key
BCTpeyuHon TA2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIi kaod. He gomkeH coBnagarthb ¢ r0-kh-key T11, HO 0653aTeNbHO AO/MKEH coBnaaath ¢ r0-kh-key
BCTpeyuHon TA2)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
NpPoTOKO/y 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTtpoiika 802.11r Ha T2

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-azpec VAP.
MOXHO NMOCMOTPETL B BbiBOAE KOMaHAb! ifconfig)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# r0-key-holder-id 23456 (yHViKa/IbHBIN K1Y /15
AaHHoro VAP)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (fomeH fo/mkeH coBnagars Ha
BCTPEeYHbIX VAP)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTepdelica BCTPEYHOM Toukn goctyna — TA1)

WEP-30L(config):/interface/wlan1-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-id 12345 (yH/Ka IbHbIN
KN4y BCTpeyHoi VAP Toukn goctyna TA1 — r0-key-holder-id)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha T/[11)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIi knod. He gomkeH coBnagarthb c rl-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r1-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyainHbIi knod. He gomkeH coBnagarthb ¢ r0-kh-key T2, HO 0653aTeNbHO AO/MKEH coBnaaarth ¢ r0-kh-key
BCTpeyHon TA1)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config/mac# exit
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/1t0ueHVe pabOTLI TOUKM AOCTYNa no
npoTokosny 802.11r)

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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HacTpoliika 802.11k

PoyMuHr no npotokony 802.1Tk MOXET 6bITb OpraHn30BaH Mexay NtobbIMU ceTsamu (OTKpbITble/
LWNppoBaHHbIe). EC/in Ha Touke focTyna HacTpoeHa pabota no npotokosy 802.11k, To npu nogknoueHnn
K/IMeHTa Touka AocTyna nepefaeTt emMy Cr1COK «ApY>XeCTBEHHbIX» TOYEK AOCTYNa, Ha KOTOPbIe K/TIMEHT MOXET
nepeksIynTLCA B NpoLecce poymuHra. Cnucok cogepxut nHcpopmaumo o MAC-agpecax Touek focTyna u
KaHas1ax, Ha KOTOpbIX OHM paboTaroT.

Mcnonb3oBaHue 802.11k N03BONMSET COKPATUTL BPEMS HA MOWCK APYroli CETV NPU POYMUHIE, TaK Kak KIIMEHTY
He HY)XHO NPOM3BOAUTL CKAHMPOBAHME KaHaI0B, HA KOTOPbIX HET AOCTYMHbIX /18 NEPEKOYEHUS LiENEBbIX
Touek gocTyna.

[JaHHbIA BUA, pOyMUHIa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKUX YCTPOCTB, KOTopble nogaepxusatoT 802.11k.

Huxe npeactasneH npumep HacTpolikm 802.11k Ha Touke fOCTyna — COCTaB/IEHNE CMUCKA «APYXECTBEHHbIX»
Touek gocTyna.

HacTpoliika 802.11k

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled false
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (rze
E8:28:C1:FC:D6:90 — MAC-aApec «apy>KECTBEHHOW» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rae 132 —
KaHaJs1, Ha KOTOpOM paboTaeT Touvka gocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (rze
E8:28:C1:FC:D6:70 — MAC-apec «apYy>KECTBEHHOWN» TOUKM AOCTYyNa)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (rze 36 —
KaHaJs1, Ha KOTOpOM paboTaeT To4yka aocTtyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config/mac# exit
WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/toueHve paboThbl TOUKN
[0CTyna no NnpoTokosy 802.11Kk)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeHue HacTpoek)
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HacTtporika 802.11v

PoyMuHr no npotokony 802.11v MOXeT GbITb OpraHM3oBaH MexXay NoobIMu ceTsiMU (OTKPbITbIe/
LWNppoBaHHbIe). ECin Ha Touke focTyna HacTpoeHa pa6oTa no npotokosy 802.11v, To B npoLuecce CBoei
paboTbl YCTPOICTBO OTNPABNSAET cneymanbHblii naket (BSS Transition) no komaHae agMuHucTpaTopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C PEKOMEHAALMEN 06 OCYLLECTB/IEHUN KIIMEHTOM POYMUHTA.
MocnenyeT NN KIMEHTCKOE YCTPOMNCTBO COBETY TOUKM AOCTYNa WY HET, rapaHTMPOBaTb HEBO3MOXHO, Tak Kak B
KOHEYHOM CYETE peLUeHne 0 NepekItyYeHnn Ha APYryko TOUKY A0CTYyna NpUHUMAaET K/IMeHTCKas cTopoHa. B
COBOKyNHOCTK co cTtaHgapTom 802.11k, B cOObLLEHNM C pEKOMEHAALMEN O NEPEKNIOYEHUIN KTUEHTY TaKxe
nepefaeTcs CrMMCOK PEKOMEHYeMbIX /19 POYMUHIa TOYeK JOCTyna C yKka3aHueM, Ha KakoMm KaHase paboTtaet
Kavkaas Touka 1 no kakomy ctaHaapty (IEEE 802.11n/ac/ax). Mocne Yero KIMEeHT aHaIM3npyeT achmp 1
NPUHUMAET peLLeHne B 3aBUCUMOCTM OT YPOBHSA CUrHaNa, 3arpy)XeHHOCTU KaHauia, KOHpUrypawmm BCTPEUHOM
TOYKM fgocTyna.

[JlaHHbI BAA, pOyMUHTa AOCTYNEH TOMbKO AN1A TEX KIMEHTCKMUX YCTPOWCTB, KOTopble nogaepxusatot 802.11v.

HacTtpolika 802.11v

WEP-30L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (BktoueHve paboThbl TOUKN
[ocTyna rno npoTtokosy 802.11k/v)

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (CoxpaHeH/ne HacTpoek)

6.4 Hactpowka AirTune

© AirTune 610K1pyeT pyyHoe ynpas/ieHe paavonapameTpamm ToUKN JOCTyna.

HacTpolika AirTune

WEP-30L(config):/# airtune

WEP-30L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (rge 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM yCTaHOBMEH cepBuc AirTune)

WEP-30L(config):/airtune# dca true (BKNtoUeHne (pyHKLUMOHANA ANHAMUYECKOTO pacnpefesieHnsa KaHasloB.
Ans oTkntoueHnst sBeguTe false)

WEP-30L(config):/airtune# tpc true (Bk/1l04EHVE (DYHKLMOHA/IA aBTOMATUYECKOTO YrnpaB/ieHNsi MOLHOCTLIO.
Ans oTkntoueHnst sBeguTe false)

WEP-30L(config):/airtune# load-balance-80211v true (Bx/it0ueHne pyHKLMOHaNA BanaHCcpPoBKY KITMEHTOB.
Ans oTkntoueHnst sBeguTe false)

WEP-30L(config):/airtune# enabled true (Bk/1t0ueHNe B3anmogencTemsa ¢ cepeucom AirTune. [ns
oTKNo4eHns BeeguTe false)

WEP-30L(config):/airtune# save (CoxpaHeHne HacTpoek)

[na aBTomatmyeckoi HacTpoikm 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HeOOX0AMMO BKIKOUUTb
doyHKumoHan 802.11r, 4NA 3TOro BbINOAHUTE Crieayowme HacTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-30L(config):/interface/wlanl-va0/vap/ft-config# enabled true (Bk/10ueHVe pabOTLI TOUKM AOCTYNa Mo
NpPOTOKO/y 802.11r)
WEP-30L(config):/interface/wlanl-va0/vap/ft-config# save (coxpaHeHve HacTpoek)
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[nsa aBTomatmyeckoii HacTpoiikn 802.11k/v yepes cepBuc AirTune Ha TOYKe A40CTyna Heo6XoANMO BK/THOUUTb
dyHkumnoHan 802.11k/v Ha SSID, 417 3TOr0 BbINOHUTE CNEeAYOLE HACTPONKM:

HacTtpoiika 802.11k/v uepe3s AirTune

WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVIE NOALEPKKY
npoTokona 802.11k/v Ha BUPTyasibHOI TOUYKe A0CTyna)
WEP-30L(config):/interface/wlanl-va0/vap/w80211kv-config# save (COxpaHeHne HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B AOKYMeHTaLmn KoHTponnepa SoftWLC.

6.5 Hactpoliku Radio

Ha Radio no ymonuaHuo ncnosnb3yeTcsi aBToMaTUYeckuii BbIGop pabouyero kaHana. 1 Toro 4tobbl
YCTaHOBUTb KaHas BPYUHYIO UM CMEHUTbL MOLLIHOCTb, UCMNO/b3YiTe cneaytoLue KoMaHapi:

CMeHa pa6oyero KaHasia ¥ MOLHOCTU paguouHTepdelica

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0

WEP-30L(config):/interface/wlan0# wlan

WEP-30L(config):/interface/wlan0/wlan# radio

WEP-30L(config):/interface/wlan0/wlan/radio# channel X (rae X — Homep cTaTnyeckoro kaHasna, Ha KOTOPOM
OyneT paboTarb ToUKa)

WEP-30L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/t0ueHne asToBLIOOPa KaHana. [ns
BK/IOYEHMS BBeAUTE true)

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels false (oTk/10ueHVIE MCNONB30BAHMA
OrpaHMYeHHOro cnmncka kaHasnos. [N BKNOYEHUS BBeanTe true)
WEP-30L(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wmpnHa kaHana. lNapameTp MoxeT
npuHUMaTb 3HadyeHue: ansa Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-30L(config):/interface/wlan0/wlan/radio# tx-power X (rae X — ypoBeHb MOLLHOCTY B ABM. [apaveTp
MOXET NPUHUMAaTL 3HayYeHune: a8 Radio 1: 0-16 Abm; o9 Radio 2: 0-19 aAbm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-min X (r1e X — MUHVMa/IbHBIA YPOBEHBL MOLLIHOCTY B
ABM. MapameTp MoXeT npuHUMaTh 3HadeHue: ansa Radio 1: 0-16 gbm; ansa Radio 2: 0-19 gbm)
WEP-30L(config):/interface/wlan0/wlan/radio# tx-power-max X (r1e X — Maxkc/MasibHbIA YPOBEHL MOLLHOCTY
B AbM. NapamMeTp MOXeT NpUHUMaThb 3HadeHune: os1a Radio 1: 0-16 Abm; o9 Radio 2: 0-19 gbm)
WEP-30L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku fOCTYMNHLIX KAHAIOB
Ana Radio 2.4 [Ty ansa BbIGOpa AOCTYMHbI C/ieAYIOLWNe KaHaJbl:
* Npwv WwupuHe KaHana20Mru: 1,2,3,4,5,6,7,8,9,10,11,12,13.
* Npwv wupuHe kaHana 40 MIru;
- ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
+ ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ana Radio 5 Ty ansa BbiGopa AOCTYNHbI caeAylolne KaHabl:
* npu wnpuHe kadana 20 Mlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
* Npwv wupuHe kaHana 40 Mlru;
- ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
+ ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
* npu wrpuHe kaHana 80 MrI'y; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

6.5.1 [JononHutenbHble HacTpoiikn Radio

HaCTPOﬁKa OrpaHN4YeHHOro CnUcKa kaHanoB

WEP-30L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bx/1104eHVE NCNOIL30BaHNSA
OrpaHMYeHHOro cnmncka kaHasioB B paboTe aBTOBbIGOpa KaHanoB. 15 oTkAoueHns BeeauTe false)
WEP-30L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHasibl AvanasoHa, B
KOTOPOM MOXET paboTaTb HacTpanBaeMblil pagmMonHTepdeic)

N3meHeHne OCHOBHOIO KaHasna

WEP-30L(config):/interface/wlan0/wlan/radio# control-sideband lower (napavierp MOXeT NpuHYMaTh
3HayeHue: lower, upper. o ymonyaHuto: ansa Radio 1: lower; ansa Radio 2: upper)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WEP-30L(config):/interface/wlan0/wlan/radio# sgi true (Bk/104eHVe NCNOL30BaAHNSA YKOPOYEHHOIO
3allMTHOro NHTepBasia 4sis nepegavm gaHHbIX — 400 Hc, BMecTo 800 He. [Ansa oTkoveHust Beeaute false)

BknroueHue STBC

WEP-30L(config):/interface/wlan0/wlan/radio# stbhc true (Bk/1l0ueHVE MeTOAa NPOCTPAHCTBEHHO-BPEMEHHOTO
6104HOro KoanpoBaHusi (STBC), HaNpPaB/IEHHOIO Ha MOBbILIEHNE HAAEXHOCTY Nepeaayun AaHHbIX. s
oTKNtoveHus seeaute false)

Bk/itoueHue arperauum

WEP-30L(config):/interface/wlan0/wlan/radio# aggregation true (sx/1toueHne arperaumm Ha Radio —
noaaepxkn AMPDU/AMSDU. ina oTktodeHns seeguTe false)
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BkntoueHue MCnosb30BaHNA KOPOTKOM npeaMoy bl

WEP-30L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/110ueHVEe NCNONB30BAHNSA KOPOTKOM
npeamoybl naketa. [na oTkayeHnsa seeguTte false)

BkntoueHue Wi-Fi Multimedia (WMM)

WEP-30L(config):/interface/wlan0/wlan/radio# wmm true (Bk/1t0ueHvie nogaepkkn WMM (Wi-Fi Multimedia)
[na otknoueHus seeaute false)

HacTtpoiika mexaHuama DFS

HacTpoiika npon3BoanTca T0/bKO Ha Radio 5 Tl (wlan1l)

WEP-30L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexum pabotsl mexaHusma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3M BblktoYeH, DFS-KaHasbl He4OCTYMNHbI A1 BbiGopa)

BktoyeHue pexuma aBTOMAaTUUYECKOIA CMEHbI LWMPUHDbI KaHa1a

WEP-30L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/1l0ueHVIE peXXnMa aBTOMAaTUYECKON CMEeHbI
LWMPUHBI KaHana ¢ 40 MMy, Ha 20 MIMy, npy 3arpy>keHHoM pagnoadoupe. s oTknodeHns seegute false)

BknioueHue welinepa Broadcast/Multicast

WEP-30L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rge X — orpaHuyeHve nepegayqv
LLUMPOKOBELLLATENTbHOIO/MY/ILTUKACTOBOrO Tpadinka no 6ecnpoBOAHON CETH, yKasblBAETCA NMMMUT A/1S
LUMpOKOoBeLlaTeNbHOro Tpadmka B nak/c)
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BkntovyeHue QoS U usMeHeHne napaMmeTpos

WEP-30L(config):/interface/wlan0/wlan/radio# qos

WEP-30L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/10ueHVIE NCMONB30BAHUA PYHKLN,
obecneunBaroLLMx Ka4ecTBo 06¢cnyxmBaHus (Quality of Service). nst oTkntoueHns seeauTe false)
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4kM AOCTYra,
Tpaduk nepenaeTcs OT TOYKN AOCTYNa K KNIMEHTY)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTporika napametpos QoS A/
HU3KOMPUOPUTETHON ovepeamn C BbICOKOW MPOMYCKHOM CNOCOBHOCTLIO, NpUopuTeThl 802.1p: csl, cs2)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpems oxuaaHnsa kagpos
(dpeinmoB) AaHHbIX, U3mepsemoe B crioTax. [puHMMaeT 3HavyeHms 1-255)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Hayas/ibHOe 3Ha4YeHne BpemMeHn
oXugaHusi nepea NOBTOPHOW OTNPABKOWN Kaapa, 3afgaeTcs B MuUnancekyHaax. lMpuHumaet 3HadeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4eHne cwMin He MOXET NpeBbILLaTb 3Ha4YeHne cwMax)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — makcumasibHoe 3HavyeHne
BPEMEHM OXnaaHns nepea NOBTOPHOW OTNPABKOW Kaapa, 3agaeTcst B MunancekyHaax. MpuHuvaet
3HauveHus: 1, 3,7, 15, 31, 63, 127, 255,511, 1023. 3Ha4YeHMe cwMax A0/HKHO 6bITb 60/1bLUIE 3HAYEHUS cwMin)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsasn BpeMeHn B
MUNUCEKYHAAX, Koraa KnmeHTckas WME-CTaHuma MMeeT npasa UHULMMPOBATb Nepedady AaHHbIX No
6ecnpoBoAHON cpefe K ToUKe AocTyna. MakcumasibHoe 3HaYeHne 65535 MUNNCEKYHA)
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-30L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHL N KIneHTa:
Tpadhvk nepeaaeTcs OT CTaHLUMUM KIMeHTa A0 TOYKM A0CTyna)

MeToanka HacTpoiikm edca-sta aHanornyHa metoguke HacTpoiikn edca-ap.
HacTpoiika napameTpoB a5 oyepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ansi ouepean bk.
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6.6 Hactporika DHCP onuwun 82

© Hacrpoiika DHCP onuun 82 Nnpou3BoauTCs OTAENLHO A1 KaXKA0ro paguonHTepdeiica. B gaHHOM
pasgene NnpMBoAATCS NpUMepbl HAacTpoku onuun 82 ana Radio 2.4 'y, — wlanO.

Pexumbl pabotbl DHCP snooping:

+ ignore — 06paboTka onumu 82 oTk/YeHa. 3HaYeHVe No YMOTYaHUIo;
+ replace — Touka focTyna NOACTaBASET UM 3aMEHSIET 3HaYeHne onuun 82;
* remove — ToYka JOCTyna yaanseT 3HayeHue onuum 82.

M3MmeHeHMe pexuma pa6oTbl DHCP onuuu 82

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan0 (HacTpolika 6yaeTt nponssoanTbecs A5 Radio 2.4 I'Tu. Ecnn Heobxoaumo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeanTe wlanl)

WEP-30L(config):/interface/wlan0# common

WEP-30L(config):/interface/wlan0/common# dhcp-snooping
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (BLI60p paboTh!
DHCP snooping B peXume 3ameHbl Ui NoAcTaBNeHns onuun 82)

Ecnu Ha pagnounHTepdeiice HacTpoeHa nonnTuka obpaboTku onummn 82 replace, To ANA KOHUIYpUPOBaHUS
CTaHOBATCA AOCTYMNHbI CreaytoLlime napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1€ custom
— 3amMeHa cogepxxumoro CID Ha 3HavyeHune, ykazaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHuMaTh 3HadeHus: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-agpec
TOYKWM gocTyna>-<nums SSID>. SSID — 3ameHa cogepxunmoro CID Ha nmsa SSID, K KOTOpoMY NOAK/THOYEH
KNueHT. Mo ymonyaHuno: APMAC-SSID)

WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (1€ custom
— 3amMeHa cogepxumoro RID Ha 3HaveHune, ykasaHHoe B napametpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HavyeHus: ClientMAC — 3ameHa cogepXxnmoro RID Ha MAC-aapec
KNMEeHTCKoro yctporictBa. APMAC — 3aMeHa cogepxmmoro RID Ha MAC-agpec Touku goctyna. APdomain —
3amMeHa cogepXmmoro RID Ha IOMEH, B KOTOPOM HaxoAMUTCA Touka goctyna. Mo ymonyanuto: ClientMAC)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rz1e
longstring — 3HaueHne oT 1 40 52 CMMBOJIOB, KOTOpoe 6yaeT nepefasatbesi B CID. Ecniv 3HaueHne
napameTpa dhcp-option-82-custom-CID He 3aaH0, Touka 6yaeT n3MeHsaTb CID Ha 3HaYeHne no
yMo/14aHuto: <MAC-agpec To4kM goctyna>-<nums SSID>)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (r1e
longstring — 3HaueHne OT 1 A0 63 CMMBOJIOB, KOTOpPOe 6yaeT nepefasatbesi B RID. Ecniv 3HaueHne
napaveTpa dhcp-option-82-custom-RID He 3a1aH0, TOUKa ByaeT n3MeHATb RID Ha 3HavyeHue no
ymonyaHuo: MAC-agpec KIMEHTCKOro YCTPONCTBA)
WEP-30L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenuntenst oktetoB MAC-apeca, KoTopblii nepegaetcs B RID v CID. radius — B kKa4ecTBe pasfenntens

BbICTynaet 3HaK Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pa3fenntens BbICTYyNaeT 3HaK ABOETOUMUS:

AA:BB:CC:DD:EE:FF)
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6.7 HacTtpolika pennukauum DHCP

© HacTpoiika aKkTUBMPYET oyHKLIMOHAN npeobpa3oBaHus broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6eCrnpoBOAHOMY K/IUEHTY.
OT0 NO3BO/SAET NOBbLICUTL CTabU/ILHOCTL 06MeHa DHCP mexay k/iMeHTOM 1 cepBepoM B paguocpese.
HacTpolika rnobasnbHas, npumeHsietcs Ha Bce VAP pagnonHTepdeiica.

Huxe npeacTasneHa HacTpoiika pennvkauu DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlanl

WEP-30L(config):/interface/wlan1# common

WEP-30L(config):/interface/wlanl/common# dhcp-snooping
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# dhcp-replication-mode true (Bi/1l0ueHVE
pennukaumm DHCP. o yMO/4aHUIO BbIK/HOYEHO, false)
WEP-30L(config):/interface/wlanl/common/dhcp-snooping# save
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6.8 Hactpoiika WDS

© Mpu koHdurypuposaHu WDS-coeuHeHUs HEOBXO0AMMO, YUTOBbI Ha YCTPONCTBax, KOTopble byayT
coeanHATbCA No WDS, B HacTpoiikax paavonHTepdeiica 6bi1 BbiopaH 04NMHAKOBbIV KaHaul U lWuprHa
kaHana. bonee nogpobHy MHhoOPMAaLIMIO O HACTPOliKe pagnonHTepdieica Yepes KOMaHAHY CTPOKY
MOXHO y3HaTb B pasgene Hactpoiiky Radio.

Huxe npeactasneHa HacTpoiika WDS-coeauHeHust Ha nHtepgpeiice Radio 5 Ty (wlan).

HacTtpoiika WDS

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# wlan1-wds0 (BLI60p /iHka WDS. BO3MOXHbIe 3HaueHns 18 Radio 2.4 T
wlan0-wds0 - wlan0-wds3; ansa Radio 5 I'Tu: wlanl-wds0 - wlan1-wds3)
WEP-30L(config):/interface/wlan1-wds0# wds

WEP-30L(config):/interface/wlan1-wds0/wds# mac-addr XX:XX:XX:XX:XX:XX (MAC-agpec Radio-nHTepderica
BCTPEUHOI TOUKN AOCTYNA, KOTOPbIA MOXHO Y3HaTb, EC/IM BBECTU HA BCTPEYHOI TOUKE A0CTyna KoMaHay
monitoring radio-interface)

WEP-30L(config):/interface/wlan1-wds0/wds# exit

WEP-30L(config):/interface/wlan1-wds0# common

WEP-30L(config):/interface/wlan1l-wds0/common# enabled true (Bk/toueHve nuHka WDS. [1na OTK/AKYeHUA
BeeguTe false)

WEP-30L(config):/interface/wlan1l-wds0/commont# exit

WEP-30L(config):/interface/wlan1-wds0# exit

WEP-30L(config):/interface# wlanl (npu HacTpoiike WDS Ha Radio 2.4 [T, BBeanTe wlan0)
WEP-30L(config):/interface/wlan1# wlan

WEP-30L(config):/interface/wlan1/wlan# wds

WEP-30L(config):/interface/wlanl/wlan/wds# security-mode WPA2 (Bbi60op pexvma 6e3onacHocTy WPA2.
Bo3MoXHble 3HauYeHus: WPA2, off — 6e3 naposisi)

WEP-30L(config):/interface/wlanl/wlan/wds# key-wpa password123 («k/1t04/1aposib, He0OX0ANMBIN A/15
NOAK/IOYEHMS K BCTPEUYHOIN Touke AocTyna. [J/iMHa K/ioda Ao/MKHA COCTaBNATb OT 8 A0 63 CMMBOJIOB)
WEP-30L(config):/interface/wlanl/wlan/wds# enabled true (Bk/itoueHne WDS. [1n8 OTKIHOUEHUA BBEAUTE
false)

WEP-30L(config):/interface/wlanl/wlan/wds# save

HacTpoiika BCTPeUYHO TOYKU AoCTyna BbINOMHAETCA aHA/IOTMYHO.
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6.9 Hactpolika Z-Wave

© Tonbko ana yctpoiictea WEP-30L-Z.

HacTtpoiika Z-Wave

WEP-30L-Z(root):/# configure

WEP-30L-Z(config):/# z-wave

WEP-30L-Z(config):/z-wavei enabled true (rge true — Bk/It0ueHe yHKUMOHaa Z-Wave Hub. 3HaueHne no
ymo/4aHuto: false)

WEP-30L-Z(config):/z-wave# platform-address smart.eltex-co.ru (rze smart.eltex-co.ru — agpec nnarcopmesl
«Eltex Smart Control». 3HaueHne No ymonyaHuto: smart.eltex-co.ru)

WEP-30L-Z(config):/z-wave# platform-port 8072 (rge 8072 — nopT A/19 cBA3KM ¢ niaropmoin «Eltex Smart
Control». Mpwn BblkNtOYEHHOM hriare «be3onacHoe coeguHeHre» fomKeH ObITb ykasaH nopt 8070.
3Ha4yeHne No ymosiyaHuto: 8072)

WEP-30L-Z(config):/z-wavei secure true (rge true — Bk/t04eHe 6€30MacHOro pexuma. /15 oTK/Il4YeHns
BBeauTe false)

WEP-30L-Z(config):/z-wave# syslog true (rae true — BKto4YeHUe NormposaHns. 19 OTK/I04YeHUA BBeAUTe
false)

WEP-30L-Z(config):/z-wave# manage-config zway-reconfigure (npviveHeHve HacTpoek a5 Z-Wave Hub)
WEP-30L-Z(config):/z-wave# save (cOxpaHeHne HacTpoek)

C6poc Z-Wave Hub

WEP-30L-Z(root):/# manage-config zway-reset (cOpoc koHpurypaumm Z-Wave Hub v yaanexve
NOAK/THOYEHHbIX YCTPONCTB)
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6.10 CuctemHble HaCTPOWKM

6.10.1 O6HoBneHue MO ycTpoincTea

OG6HoBneHue MO Touku goctyna no tftp

WEP-30L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <Ha3sBaHue cpaitna MO> (nprvep:
firmware upload tftp 192.168.1.15 WEP-30L-2.6.2_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

OGHoBneHue MO Touku goctyna no http

WEP-30L(root):/# firmware upload http <URL agnsa ckaumBaHus cpaina NO> (npumvep: firmware upload http
http://192.168.1.100:8080/files/WEP-30L-2.6.2_build_X.tar.gz)
WEP-30L(root):/# firmware upgrade

MepeknioyeHne Ha pe3epBHYIO0 Bepcuio MO Toukn gocTtyna

WEP-30L(root):/# firmware switch

6.10.2 YnpaBneHue KoHGUrypaumei ycTpoicTaa

C6poc KoHurypauyum yctpoiictea B AeonTHoe cocTossHUe 6e3 CoXxpaHeHUs napaMmeTpoB
poctyna

WEP-30L(root):/# manage-config reset-to-default

C6poc KOHhurypauyum ycTpoiicTea B AepO/ITHOE COCTOSIHME C COXPaHEHUEM NapaMeTpoB AoCcTyna

WEP-30L(root):/# manage-config reset-to-default-without-management

CkauaTb KOH(hUrypauMoHHbIii haiin ycTpoiicTea Ha TFTP-cepBep

WEP-30L(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npuvep: manage-config
download tftp 192.168.1.15)

3arpy3ntb KOHhUrypaunoHHbIii aiin Ha ycTpouicTBo ¢ TFTP-cepBepa

WEP-30L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpaiina
KOHdurypauyumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-30L(root):/# manage-config apply (npruveHeHre KoHUrypaLmy Ha TOUKy A0CTyna)
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6.10.3 MNepe3arpy3ka ycTpoicTea

KomaHga ansa nepesarpysku ycTpoiicTea

WEP-30L(root):/# reboot

6.10.4 HacTpolika pexuma ayTeHTudnkaumm

YCTpONCTBO MMEET 3aBOACKYH YUYETHYHO 3anncb admin ¢ naponem password. YoannTb AaHHYH YYETHYIO
3anncb Henb3s. VI3MeHUTb Naposib MOXHO C MOMOLLbHO YKa3aHHbIX HUXE KOMaHA,

N3meHeHue napons Ansa yvyetHoii 3anucu admin

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password <HOBbIi1 Naponb ANA yyeTHoi 3anucu admin> (071 1
[0 64 CUMBOJI0B, BK/1HO4AA NTaTUHCKME BYKBbI U LNpbI)

WEP-30L(config):/authentication# save

B0O3MOXHO co3gaTb AONOMHUTENbHbIX NO/Ib30BaTesein 411 NOKaIbHOM ayTEHTU(IMKALMNY, a Takke
ayTeHTudgukauymm yepes RADIUS.

© HosbiM Nonb3oBaTENAM A0MKHA ObITh HA3HAYEHA OfHA U3 ABYX PONeil:
admin — nosnb3oBartesnb C TakoW ponblo 6yAeT MMETb NOMHbIN JOCTYN K KOHOUIYPUPOBaHUIO U
MOHWUTOPUHIY 6a30BOW CTaHLUW;
viewer — nosb3oBaresnb C Takol posibio byaeT MMeTb AOCTYN TObKO K MOHUTOPUHTY 6a30BOW CTaHLMW.

AOGaBHEHMe HOBbIX Nosib3oBarenei

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# user

WEP-30L(config):/authentication/user# add userX (rge userX — M HOBOI YYeTHOW 3anucu. 18 yaaneHns
ncnonb3ynte komaHay del)

WEP-30L(config):/authentication/user# userX

WEP-30L(config):/authentication/user/userX# login userX (rge userX — 1Ms HOBOW YYETHO 3armncu)
WEP-30L(config):/authentication/user/userX# password <Maponb Ansa yyeTHoI 3anucu userX> (0T 1 10 64
CVMIMBOJ10B, BK/1t0Yas NnaTtuHcKne BykBbl U LMIPbI)

WEP-30L(config):/authentication/user/userX# role admin (no/sib30BaTeNto BbIAAKTCA Npasa Ha
KOH(oUrypupoBaHue. Bo3MoXHOe 3HavyeHne viewer — y4eTHOM 3anncun 6yaeT AOCTYMNeH TO/IbKO
MOHWTOPWHT)

WEP-30L(config):/authentication/user/userX# save

[nsa ayteHTudonkaumm yepes RADIUS-cepBep He06Xx0AMMO HACTPOUTb NapaMeTpbl AOCTyna K Hemy.

94



2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-30L
WEP-30L

root):/# configure

config):/# authentication

WEP-30L(config):/authentication# radius

WEP-30L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |P-agpec RADIUS-cepBepa)
WEP-30L(config):/authentication/radius# auth-port X (rge X — nopt RADIUS-cepsepa, KOTOPbLIA NCMNO/b3YEeTCA
ANs ayTeHTudmkauumn n astopmsayun. Mo ymonyaxumio: 1812)

WEP-30L(config):/authentication/radius# auth-password secret (/e secret — ko4 ans RADIUS-cepsepa,
NCMosb3yeMOro ansa ayteHTudnkaumm n aBtopusawnmm)

WEP-30L(config):/authentication/radius# exit

WEP-30L(config):/authentication# radius-auth true (Bx/1t0ueHVe pexxnma ayTeHTudnkaumm yepes RADIUS-
cepsep. Ana oTkntodeHns seeguTte false)

WEP-30L(config):/authentication# save

—_ e~~~

© nNpu ayteHTudpmkaumm yepes RADIUS-cepBep HEO6XOAMMO 06A3aTe/bHO CO3/aTh JIOKA/IbHYIO YUETHYHO
3anuce, Kotopas byaeT aHasiormyHa yvyeTHol 3anncu Ha RADIUS-cepsepe.
Mpwn 3TOM B /IOK&/IbHOW YYETHOI 3anncu obs3atesibHO A0/MKHA O6bITb YKazaHa posb, onpegenstoLas
npasa goctyna (admin unm viewer).
B cnyuyae ecnn RADIUS-cepBep okaxXeTca HeAOoCTYNeH, ayTEHTUdINKaLMS NPOAAET NO SIOKasIbHOW
YUYETHOM 3anuncu.

6.10.5 HacTtpolika gatbl 1 BpEMEHU

KoMaHAbl ANA HACTPOIKM CUHXPOHU3aL MU BPEMEHU € cepBepoM NTP

WEP-30L
WEP-30L
WEP-30L
WEP-30L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/toueHVe pexurma paboTel ¢ NTP)

config):/date-time# ntp

WEP-30L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
WEP-30L(config):/date-time/ntp# alt-servers (ycTaHoBKa A0M0SHUTENLHBLIX NTP-cepBepos)
WEP-30L(config):/date-time/ntp/alt-servers# add <LlomeHHOe ums/IP-agpec NTP-cepBepa B
KOHdMrypauumn> (cosfaHne pasaena KoHgurypaumm aononHntTensHoro NTP-cepepa. MakcumanbHoe
KonunyecTBo: 8. N yaaneHnst ucnosnbayrite komaHay del)

WEP-30L(config):/date-time/ntp/alt-servers# exit

WEP-30L(config):/date-time/ntp#exit

WEP-30L(config):/date-time# common

WEP-30L(config):/date-time/commoni# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHoBKa BpemMeHHO
30Hbl)

WEP-30L(config):/date-time/common# save (coxpaHeHne HacTpoek)

—_ e~ e~~~
_ ===
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6.10.6 [ononHuTesbHble HACTPOWKN CUCTEMBI

BkntoueHue rno6asibHOW n3onaumm

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/systemi global-station-isolation true (Bx/it0ueHne r106a71bHO n30NALMN Tpadmnka
Mexay KnmeHTamu pasHbix VAP 1 pasHbIX paanonHTepdieincos. na oTkaoueHns seeauTte false)
WEP-30Lconfig):/system# save (coxpaHeHne HacTpoek)

M3meHeHMe nMeHU ycTpoiicTBa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# hostname WEP-30L_room2 (re WEP-30L_room2 — HOBOE VMs YCTPOMCTBA.
MapameTp MOXET coaepXaTb OT 1 A0 63 CUMBOJIOB: /TATMHCKME 3ar/iaBHble U CTPOYHbIE OYKBbI, LUAIPbI,
3HaK gednc «-» (aedpmnc He MOXET ObITb NOC/eAHNUM CUMBO/IOM B MeHM). Mo ymonyaHunio: WEP-30L)
WEP-30L(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpacmuueckoro gomeHa

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# ap-location ap.test.root (i ap.test.root — fomMeH y3na gepesa yCTPONCTB
cucTeMbl ynpasiieHus EMS, B KOTOPOM pacnonaraetcs Touka goctyna. Mo ymonyaHuio: root)
WEP-30L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue Radius NAS-ID

WEP-30L(root):/# configure

WEP-30L(config):/# system

WEP-30L(config):/system# nas-id Lenina_1.Novovsibirsk.root (r7e Lenina_1.Novovsibirsk.root —
ngeHTudukarop gaHHol TA. MapameTp npeaHasHayveH ansa ngeHtudmkaumm yctpoiictea Ha RADIUS-
cepBepe, B cnyyae ecnm RADIUS oxumaaeTt 3HaveHune, oTinyHoe ot MAC-agpeca. Mo ymonyaHmto: MAC-

appec TA)
WEP-30L(config):/system# save (CoxpaHeHVe HacTpoek)

HacTpoliika LLDP

WEP-30L(root):/# configure

WEP-30L(config):/# Wldp

WEP-30L(config):/lldp# enabled true (Bk/toueHve pyHkumoHana LLDP. nsa oTkntoveHns seegue false. Mo
yMO/I4YaHuto: true)

WEP-30L(config):/lldp# tx-interval 60 (M3MeHeHVe nepuoga oTnpasku LLDP-coobLeHunit. Mo ymonyaHuio: 30)
WEP-30L(config):/lldp# system-name WEP-30L_reserv (r1e WEP-30L_reserv — HOBOe nms ycTporicTaa. o
ymonyaHuo: WEP-30L)

WEP-30L(config):/lldp# save (coxpaHeHne HacTpoek)
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N3meHeHue napons

WEP-30L(root):/# configure

WEP-30L(config):/# authentication

WEP-30L(config):/authentication# admin-password newpassword (1 newpassword — HOBbIA Naposib 415
BX0fa B CUCTEMY TOYKM gocTyna. Mo ymonyaHuto: password)

WEP-30L(config):/authentication# save (coxpaHeHve HacTpoek)

6.11 HacTpolika napameTpoB NOpPTasibHOM aBTOpM3aLmm

HacTpolika napaMeTpoB NnopTa/bHOIi aBTOpU3aLun

WEP-30L(root):/# configure

WEP-30L(config):/# captive-portal

WEP-30L(config):/captive-portal# ap-ip-alias <[lomeHHOe UMSA> (OMEHHOE UM, Ha KOTOpoe ByaeT
coBepLUaTbCcA nepeHanpas/ieHne KIMEHTOB. Mo ymonyaHuto: redirect.loc)
WEP-30L(config):/captive-portal# tinyproxy-https true (Bx/1t04eHne nepeHanpasneHns KINEHTOB Mo
npotokony HTTPS. s nepeHanpasneHns no npotokony HTTP BeBeauTe false. Mo ymonyaHuto: false)

© DNS-3anpoc JOMEHHOTO UMEHW, YKa3aHHOro B ap-ip-alias, 6yaeT nepexsayeH TOUKOiA JocTyna. Ha sTot
3anpoc 6yAeT oTrnpas/ieH OTBET, U B OTBeTe byaeT IP-agpec Touku goctyna.

HacTpolika UMeH NnapaMeTpoB, NepegaBaeMbiX Be6-CcepBepoM aBTopusauum

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# web-redirector

WEP-30L(config):/captive-portal/web-redirector# param-names
WEP-30L(config):/captive-portal/web-redirector/param-names# redirect_url original_url (HacTpoiika nveHu
napameTpa, CoZiepXalllero UCXoAHbIi URL, 3anpoLUeHHbIi KNMEeHTOM. KnneHT 6yAeT nepeaapecoBaH Ha
NaHHbIA URL B clyyae ycnewHoi aBTopum3aLuin)
WEP-30L(config):/captive-portal/web-redirector/param-names# error_url err_url (HacTpoiika nveHm
napameTpa, cogepxaltlero URL, kyaa byaeT nepeagpecoBaH K/IMEeHT B C/lyyae oLnbKn aBTopusaLmm)
WEP-30L(config):/captive-portal/web-redirector/param-names# username login (HacTpoiika nveHu
napamMeTpa, CoZepXallero /I0rvH ANs KAneHTa)
WEP-30L(config):/captive-portal/web-redirector/param-names# password pass (HacTpoiika nmeHu
napameTpa, CoZiepXallero naposb A8 KNNeHTa)

—_ e~~~

© Hacrtpolika HyxHa, ecn MeHa napameTpos B oTeeTe http ¢ kogom 302 oTMyaoTCA OT JedONTHBIX
NMEH, NPUHNMAIOLLIMXCA TOYKOIN gocTyna.
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6.11.1 ¥YnpaBneHue noptasibHbIM CepTUIMKATOM

3arpyska cepTudukara gna pegupekta no HTTPS no tftp

WEP-30L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue caiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska ceptudpmkata ans pegupekta no HTTPS no http

WEP-30L(root):/# manage-certificates portal upload http <URL gnsa ckaumBaHusa caiina NoO>
(npumep: manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTupaHue ceptucpmkaTta

WEP-30L(root):/# manage-certificates portal erase

6.12 HacTpolika cepuca APB

Cepsuc APB ucnonbayetcs An1s o6ecneyeHnst NopTasibHOro poyMUHTa KNMEHTOB MeX/y TOYKaMm [0CTyna,
MOAK/THOUYEHHbIMU K CEPBUCY.

KomaHgb! Ans HacTpoiiku cepBuca APB

WEP-30L
WEP-30L

root):/# configure

config):/# captive-portal

WEP-30L(config):/captive-portal# apbd

WEP-30L(config):/captive-portal/apbd# roam_service_url <Aapec cepsuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-30L(config):/captive-portal/apbd# enabled true (BxitoueHne cepsrca APB. [In5 OTKII0O4EHNs BBEAUTE
false)

WEP-30L(config):captive-portal/apbd# save (coxpaHeHve HacTpoek)

—_— e~ o~ —
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6.13 HacTpolika yganeHHon 3annucu gamna Tpadmka

B pa3spgene remote-capture BbINOMHAETCA YAasIeHHAA 3an1cb gamna Tpadonka.
YcTtpoiicteo nogaepxusaet npotokon RPCAP, No3BoNsoWMiA NponM3BOAMTL 3annchb Aamna Tpaduka ¢
nHTepdeica ycTponcTea Ha yaaneHHON MallnHe B peXxnme OHNawH.

© [na ynanéHHoro 3axsara NakeToB C PaAnoMHTEP(ENCOB HEOBXOANMO MNOAHATL UHTEpPEiCHI
radio0 v radio1
WEP-30L(root):/# ifconfig radio0 up (radio0 — nHTepdpeiic cooTBeTcTBYET AnanasoHy 2.4 Iy (wlan0));
WEP-30L(root):/# ifconfig radio1 up (radio1 — nHTepdpeiic cooTBeTcTByeT AnanasoHy 5 Iy (wlant)).

© /s ycnewHoro yaanéHHoro saxsara NakeToB [0/MKHbI 6bITb BK/IOUEHbI M0 ogHOMY VAP B
COOTBETCTBYHOLWMX AnanasoHax 2.4 My un STy,

KomaHgb! AN HAaCTPOIiKu remote-capture

WEP-30L(root):/# configure

WEP-30L(config):/# remote-capture

WEP-30L(config):/remote-capture# enabled true (true — BrtoveHune. [ns otknoveHns seeavte false)
WEP-30L(config):/remote-capture# disable-authentication true (onuusa nossonser oTkOUNTEL TpeboBaHne
ayTeHTudukaumm npu gobaeBneHnn yaaneHHoro nHtepdieinca Ha yaaneHHom xocTe. o ymonyaHuio: false
— ayTeHTurKaLlmsa 3anpalliBaeTcs)

WEP-30L(config):/remote-capture# port 2002 (2002 — HOMep NoOpPTa, KOTOPbIN CAYXAT A1 NOLKNHOYEHNS
yOQIEHHON MalluHbI. MapaMeTp NpMHMMaeT 3HavyeHus oT 1025 A0 65530. Mo ymonyaHuio: 2002)
WEP-30L(config):/remote-capture# save (COxpaHeHne HacTpoek)

[ns ypanénHoro nogknioyeHus ncnons3osarb RPCAP-npoTokon, ykasatsk IP-agpec yctpoiictea n nopt. Ans
3TOro, HanNprUMep, MOXHO 1cnonb3oBaTb nporpammy Wireshark. 3atem He06XxoAMMO NOAYUYUTb CNUCOK
NHTepdencoB 418 CHUGIMHIA OT YCTPONCTBA, BblOpaTb OA4MH U3 HUX U 3anyCTUTb CHATME Aamna
yAanieHHoro nHTepdelica.

6.14 YnpasneHue nHgukauunemn

KomaHabl Ans ynpaBneHust UHAuKauuei

WEP-30L(root):/# configure

WEP-30L(config):/# led-manager

WEP-30L(config):/leg-manager# enable-led only-wlan (napaverp, oTBevaroLmnii 3a BKIKOYEHNE/OTK/IIOHEeHNE
nHamkaropa Power. MOXET NpMHUMaTh 3HaveHus: only-wlan — nHavkatop Power BbIK/THOUEH, MHANKATOPbI
wlan pa6oTatoT; all — Bce nHaMKaTopbl paboTatoT. 3Ha4YeHne No ymoadaHuto: all)
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6.15 MOHUTOPUHT

6.15.1 Wi-Fi knneHTsbl

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

WEP-30L(root):/# monitoring associated-clients

index | ©

interface | wlanl-va0@

state | ASSOC SLEEP AUTH_SUCCESS
hw-addr | 02:03:42:63:73:f5

ssid | Enterprise

ip-addr | 10.24.80.78

username | user

domain | enterprise.service.root
authorized | true

captive-portal-vap | false

enterprise-vap | true

rx-retry-count | 903

tx-fails | 2

tx-period-retry | 1887

tx-retry-count | 13063

rssi-1 | -28

rssi-2 | -44

rssi-3 | -28

rssi-4 | -25

snr-1 | 13

snr-2 | 12

snr-3 | 12

snr-4 | 15

tx-rate | VHT NSS2-MCS8 SGI 173.3
rx-rate | VHT NSS2-MCS8 NO SGI 156
rx—bw | 26M

rx-bw-all | 26M

tx-bw | 20M

uptime | 00:01:04
multicast-groups-count | 1

wireless-mode | ac

using-802.11v | yes

802.11v-timeout | 364

perftest-capable | false

link-capacity | 90

link-quality | 97

link-quality-common | 96

actual-tx-rate | 1736

actual-rx-rate | 1014

shaped-rx-rate | 70075

actual-tx-pps | 2625

actual-rx-pps | 89

shaped-rx-pps | 6020

name | ©

Rate Transmitted Received
Total Packets: | 174133 | 136050
TX success: | 99
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Total Bytes: | 211056771
Data Packets: | 174126
Data Bytes: | 211055846
Mgmt Packets: | 7

Mgmt Bytes: | 353

Rate Transmitted
ofdmé | 26

ofdm24 | ©
nss2-mcs4 | ©
nss2-mcs5 | ©
nss2-mcsé6 | ©
nss2-mcs8 | 174107

MAC IP

0%
0%
0%
0%
0%
99%

2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

113905486
2857
1689787
133193
112052138
Received
33
324
1
44
1205
134442
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6.15.2 WDS

2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

WEP-30L(root):/# monitoring wds-entries

index

hw-addr
interface

rfid

wid

band

state

ip-addr
dhcp-request-status
authorized
captive-portal-vap
enterprise-vap
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
rssi-1

rssi-2

rssi

snr-1

snr-2

snr

noise-1

noise-2

noise

tx-rate

rx-rate

rx—bw

rx-bw-all

tx—bw

uptime

mfp
wireless-mode
perftest-capable
link-quality
link-quality—-common
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
twt-support

name

Total Packets:
TX success:
Total Bytes:

Tra

327

0
68:13:€2:35:d6:48
wlanl

-1

-1

5

WIFI_WDS WIFI_WDS_RX_BEACON
100.109.1.207
not requested
false

false

false

(0]

(0]

(0]

134

-42

-26

-26

33

33

33

-9

7

7

HE NSS2 MCS9 SGI 229.4
HE NSS1 MCS4 SGI 51.6
20M

20M

20M

00:06:08

false

ax

false

97

97

2

(0]

(0]

14

(0]

(0]

1 (not changed)
(0]

none

(0]

nsmitted Received

521 778532
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Data
Data
Mgmt
Mgmt

Packets:
Bytes:
Packets:
Bytes:

Dropped Packets:
Dropped Bytes:

Lost

Packets:

nssl-
nssl-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-
nss2-

Multicast groups:

mcso0
mcs4
mcso0
mcsl
mcs2
mcs3
mcs4
mcs5
mcs6
mcs7
mcs8
mcs9
mcs10
mcsll

none

4964
322095
42
5426

0

0

0

Transmitted

278
2128
1967
141

2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

5

998
3407
777534
0

0

Received

ool ool ol oMoMoMoMoMON IO RG]
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

6.15.3 WNHopmaumsa 06 ycTpoincTee

WEP-30L(root):/# monitoring information

12:50:37 27.09.2023
00:04:25

WEP-30L

2.6.2 build X

2.6.2 build X

2.1.0 build X

system-time

uptime

hostname

software-version
secondary-software-version
boot-version

memory-usage 43
memory-free 137
memory-used 104
memory-total 241
cpu-load 9.5
cpu-average 6.70
is-default-config false
board-type WEP-30L
hw-platform WEP-30L

68:13:E2:35:C7:10
68:13:E2:35:C7:10

factory-wan-mac
factory-lan-mac

factory-serial-number WP52000345
hw-revision 1v2
session-password-initialized false

ott-mode false
last-reboot-reason firmware update
test-changes-mode false
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6.15.4 VHpopmaLmsa o cepTudamkarax

WEP-30L(root):/# monitoring certificate

ott:

status: present
url:

file 'cert.pem':

correctness: true

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

issuer: /CN=OTT Certification Root/O=Eltex Enterprise Ltd./OU=Wi-Fi/C=RU/
L=Novosibirsk

serial: 6813E201DO50DO5FC2D0332908COF9FF
subject: /CN=68:13:E2:01:D0:50/0=eltex

not-before: Jan 1 00:00:00 1999 GMT
not-after: Jan 1 00:00:00 2100 GMT

file 'key.pem':

wlc:

correctness: false

status: not present

web:

status: present
file 'host.pem':

portal:

correctness: true

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: CO10F45A63AC10E2

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:58 1999 GMT
not-after: Jan 18 00:00:58 2038 GMT

status: not present
redirector:

status: present

file 'redirector.pem':

correctness: true

issuer: /CN=x.*x/0=Eltex Ent

serial: B36922FCDE841612

subject: /CN=x.*/0=Eltex Ent
not-before: Jan 1 00:00:21 1999 GMT
not-after: Jan 1 00:00:21 2000 GMT
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2.6.2. PykoBogcTBO no akcnayartauu WEP-30L, WEP-30L-Z

6.15.5 CeteBas uHpopmaums

WEP-30L(root):/# monitoring wan-status

Common 1information:

interface | bro

mac | cc:9d:a2:€9:14:70
rx-bytes | 456875
rx-packets | 5835

tx-bytes | 24328
tx-packets | 241
IPv4 information:

protocol | dhcp
ip-address | 100.111.66.29
netmask | 255.255.255.0
gateway | 100.111.66.1
DNS-1 | 100.111.66.15
DNS-2 | 8.8.8.8

IPv6 information:

addresses | 2002::8/128 Global

| fe80::ce9d:a2ff:fee9:1470/64 Link
dns-servers | 2002::4144

| 2002::8844

| 2222::4144

WEP-30L(root):/# monitoring ethernet

link: up

speed: 2500
duplex: enabled
rx-bytes: 4872597
rx-packets: 13844
tx-bytes: 2477091
tx-packets: 20923

WEP-30L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

WEP-30L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-30L(root):/# monitoring lldp

Port Device ID Port ID System Name Capabilities TTL

6.15.6 becnpoBogHble NHTEpPhENCHI

WEP-30L(root):/# monitoring radio-interface

name | wlanoe
rfid | ©

status | on

band | 2.4 GHz
hwaddr | 68:13:E2:xx:xX:XX
tx-power | 16 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 11
frequency | 2462 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 31
thermalA | 31
thermalB | 30

name | wlani
rfid | 1

status | on

band | 5 GHz
hwaddr | 68:13:E2:xx:xX:XX
tx-power | 19 dBm
noise-1 | -100 dBm
noise-2 | -100 dBm
channel | 48
frequency | 5240 MHz
bandwidth | 20 MHz
utilization | 0%
thermal | 35
thermalA | 35
thermalB | 35
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

6.15.7 XXypHan cobbITuii

WEP-30L(root):/# monitoring events

Jan 23 00:00:07 WEP-30L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-30L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-30L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-30L daemon.info networkd[987]: DHCP-client: Interface br0O obtained
lease on 192.168.1.15.

Jan 23 07:17:14 WEP-30L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-30L_2.4GHz' int0

6.15.8 CkaHunpoBaHue acupa

© Bo Bpems OCYLLECTB/IEHNS CKAHMPOBaHWSA 3dmpa paaronHTepdeiic yCTpoicTBa 6yAeT OTK/IHOUEH, UTO
npvBeaEeT K HEBO3MOXHOCTM Nepeaaun gaHHbIx Ao Wi-Fi KNMeHToB BO BpEMSI CKaHUPOBaHNS.

WEP-30L(root):/# monitoring scan-wifi

SSID |Mode |Security]|MAC |Channel|RSSI, dBm|Bandwidth, MHz
——————————————————————— R o N A B N
ESRAP1_of30_smart |AP  |off |A8:F9:4B:B0:2C:C7 |6 |-65 |20
litv_hots_2 |AP  |off |EQ:D9:E3:8A:38:52 |1 |-65 |20
test_001 |AP  |off |EQ:D9:E3:4B:FB:30 |11 |-67 |20
2G-COVID_TOWER |AP  |off |E@:D9:E3:98:12:72 |11 |-71 |20
Tam2.4G |[AP |wpa |EQ:D9:E3:98:1F:7A |1 |-73 |20
litv_hots_1 |AP  |off |EQ:D9:E3:8A:38:51 |1 |-77 |20
WEP-30L_ZN_Personal |[AP |wpa |EQ:D9:E3:49:79:06 |44 |-16 |20
WEP-30L_ZN_Open |AP  |off |EQ:D9:E3:49:79:07 |44 |-17 |20
WEP-30L_ZN_OWE |[AP |owe |EQ:D9:E3:49:79:08 |44 |-17 |20
Eltex-Guest |AP  |off |CC:9D:A2:C7:D9:21 |36 |-38 |20
Eltex-Local | AP |wpa |CC:9D:A2:C7:D9:22 |36 |-38 |20
BRAS-Guest |AP  |off |CC:9D:A2:C7:D9:20 |36 |-38 |20
2L_301_nsk |AP  |off |E8:28:C1:DA:C8:16 |56 |-41 |20
chudo_waffly | AP |wpa |EO:D9:E3:70:94:00 |60 | -44 |20
Eltex VAP |AP  |off |A8:F9:4B:B0:40:70 |48 | -46 |20
VK_enterprise | AP |wpa |E8:28:C1:DA:C8:99 |56 | -47 |20
VK_portal |AP  |off |E8:28:C1:DA:C8:98 |56 | -49 |20
WOP-2ac |AP  |off |E8:28:C1:00:FC:Al |36 |-50 |80
Open_VK_switch | AP |off |E8:28:C1:DA:C8:96 |56 |-50 |20
testSSID10 |AP  |off |A8:F9:4B:B0:05:54 |40 |-51 |20
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

6.15.9 CnektpoaHanunsarop

CnekTpoaHanusarop npefocrasnser MHopMaLUUIo 0 3arpyXeHHOCTU KaHaoB B AnanasoHax 2.4 mn STy,
Pe3ynbTar BbIBOAUTCA B NPOLIEHTax.

© Bo Bpemst paboTbl CekTpoaHamsaTopa nPoMCXOANT OTK/IHUEHNE BCEX K/IMEHTOB OT TOUKM AOCTYynNa.
KnueHTbl nogxntouaTcst CHoBa TOJbKO TOrAa, Korga CnekTpoaHa/im3aTop 3akOHUUT CBOK paboTy.
Bpems aHanu3a Bcex paAviokaHaoB ABYX AMana3oHOoB COCTaB/ISET NPUMEPHO 5 MUHYT.

© CnektpoaHanusartop paboTaeT TOMLKO Ha Tex KaHasax, KoTopble ykasaHbl B napametpe limit-channels
B HacTpoikax pagnovnHTepdelicoB. Hanpumep, ecnu B limit-channels Ha wlan0 yka3aHbl kaHasnbl '1 6
11', a Ha wlan1 yka3aHbl kaHanbl '36 40 44 48', To aHanM3 cnekTpa 6yaeT nponsBeAeH TONbKO AN
kaHanoB 1, 6, 11, 36, 40, 44, 48.
[nsa Toro 4to6bI 6611 NPON3BEAEH aHA/IN3 BCEX KaHANOB AMana3oHa, Ha KOTOpPoM paboTaeT
paanovHTepdelic, 1aMeHnTe 3HavyeHne napamertpa use-limit-channels B HacTpolikax Kaxaoro
pagnounHTepcpeiica Ha false. Mocne nonyyeHns pesynbLTaTtoB paboTbl CNEKTpoaHaIn3aTopa BepHUTE
3Ha4yeHune use-limit-channels o6paTHO K UCXxoQHOMY 3HaYEHUO true.
C 6o0nee noapo6HOi MHdhopMaLmei 0 HacTpoike pagnonHTepderica yepes CLI MOXHO 03HaKOMUTLCS
B pasgene «Hactpolikn Radio».
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

WEP-30L(root):/# monitoring spectrum-analyzer

Channel| CCA

1] 81%

2| 40%

3| 14%

4] 10%

5| 36%

6] 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40| 12%
44| 10%
48| 18%
52| 3%
56| 5%
60| 8%
64| 6%
132] 0%
136] 0%
140| 0%
144 1%
149| 30%
153] 1%
157 3%
161] 2%
165 1%

6.15.10 MMony4yeHne OTNaAo4HON MHAOPMaLMK

KomaHga ans c6opa oTnagouHoii nHhopmauum

WEP-30L(root):/# get-troubleshooting-file

Mocne BbINONHEHUS KOMaHAbl 6yaeT co3gaH apxus troubleshooting.tar.gz, cogepxalnii 0Tna04uHble faHHbIe
N CBEAEHUS O COCTOSIHMM YCTPONCTBA.
Monyuntb apxus troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHO no npotokony TFTP Ha cepsep.

KomaHaa Ansi noslyyeHus oT1af0uHoN Hdhopmanum

WEP-30L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |*x*xxkkkkkkkkkkkkkkkkkkkkkkkkkxx*| 62755 0:00:00 ETA
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

7 BcnomoratenbHble YyTUANTBI

7.1 YTunuta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXoAWT NakeT, CKO/IbKO BPEMEHU 3aHMaeT
06paboTka nakeTa Ha KaaoMm ya3rne.

KomaHga 3anycka TpaccCupoBKu

WEP-30L(root):/# traceroute <recTUpyemblii XOCT>

Mpumep ncnonb3oBaHUA

WEP-30L(root):/# traceroute eltex-co.ru

traceroute to eltex-co.ru (62.109.1.166), 30 hops max, 38 byte packets

1 100.109.0.1 (100.109.0.1) 0.346 ms 0.233 ms 0.184 ms

2 % 192.168.48.1 (192.168.48.1) 0.651 ms x

3 95.167.221.129 (95.167.221.129) 0.576 ms 0.486 ms 0.410 ms

4 b-internet.92.125.152.57.snt.ru (92.125.152.57) 1.427 ms 2.621 ms 1.604 ms

7.2 Ytnnuta tcpdump
YTunuta tcpdump no3eosseT 3axBaTbiBaTb NakeTbl HA yKa3aHHOM UHTepdelice.

MonyunTb NOACKa3Ky No paboTe C YTUIUTON MOXHO KOMaHoi:

WEP-30L(config):/# tcpdump --help

7.2.1 3axsart Tpachmka c /11060ro akTMBHOro nHTepderica

Hanpumep, Moxem BKIHOUMTL 3axBaT naketoB Ethernet-uHtepdeiica.

Mpumep KOMaHAbI

WEP-30L(root):/# tcpdump -i eth0
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

7.2.2 CHudpep adupa

© Ha T gomxeH 6bITh BKIOYEH 110601 VAP B TOM guana3oHe, 0TKyAa cobupaemMcs 3axBaTbiBaTb
Tpadvk.

Heob6xoAnmo BK/IUNTL CneunanbHbli MHTepdeiic, KOTopbI yiaBnnBaeT Bce NakeTbl U3 adimpa, Ha paboyem
KaHase TA.

KomaHAbI

WEP-30L(root):/# configure

WEP-30L(config):/# interface

WEP-30L(config):/interface# radioX (o115 agnanazoHa 2.4 [Ty, — radio0, 115 5 T, — radiol)
WEP-30L(config):/interface/radioX# common

WEP-30L(config):/interface/radioX/common# enabled true

Mpumep KoMaHAbI

WEP-30L(root):/# tcpdump -i radiol

7.3 Ytunuta iperf

[aHHas yTunmTa Ucnonb3yetcs A/s 3anycka notoka Tpaduka ¢ 04HOro yCTpoiicTBa Ha Apyroe.
OTnpasnsiioLas CTOpoHa Ha3biBAETCSA K/TIMEHTOM, MPUHUMAOLLLAS — CePBEPOM.

MonyunTb NOACKa3Ky No paboTe C YTUANTON MOXHO KOMaHAOM:
WEP-30L(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBep:
HacTtpoiika cepBepa Ha npuém Tpadumka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WEP-30L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepsepa)
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2.6.2. PykoBOACTBO M0 aKcnnyaTaumy WEP-30L, WEP-30L-Z

7.4 HacTtpolika pexuma Radar

OYHKLUMOHaA NpefHa3HadeH An1s cbopa MHopMaLum 0 KNIMEHTCKMX YCTPOMCTBaxX B 30He AENCTBUSA TOUKM
JocTyna u nepefayn faHHbIX Ha CEPBEP-KOIEKTOP.

7.4.1 HacTpoiika pagapa c oTnpaBKol AaHHbIX No npotokony HTTP

KomaHpb! Ansa HacTpoiiku cpyHkymnoHana Radar (HTTP/HTTPS)

WEP-30L(root):/# configure

WEP-30L(config):/#radar

WEP-30L(config):/radar# enabled true (BkntoueHne yHkumoHana radar. ns otknoyeHns seeguTe false)
WEP-30L(config):/radar# url http://host:port/service (ykassiBaeTca URL-cCbi/ika Ha cepBuC, KOTOPLIA ByaeT
NpYHMMaTb AaHHble OT To4kM goctyna B JSON-cpopmare. MNepegadva Bo3aMoXxHa no HTTP/HTTPS)
WEP-30L(config):/radar# scan-interface all (nHTepdelic, Ha KoTopom ByaeT paboTarb CkaHMpoBaHMe.
Bo3moxHble 3HaYeHuA: wlan0 — nHtepdeiic 2.4 I'u, wlanl — nHtepdpeic 5 I'u, all — oAHOBPEMEHHO
24TTuns5ITw)

WEP-30L(config):/radar# send-interval 1 (MHTepBa OTNPaBKM AAaHHbLIX HA& KOIEKTOP. 3HaYeHne no
YMO/IHaHWuIo: 5 CeKyHA)

WEP-30L(config):/radar# mac-source "probe data" (8-160p Tvina gaHHbIX cobupaemsix B adhmpe.
Bo3MoXxHble 3HaueHus: probe — TO/IbKO probe request, assoc — TOLKO Assoc, data — TonbKo data, all — Bce
TUMbI NAKETOB)

WEP-30L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BbiE/IEHHOE Ha CKaHMpPOBaHNe OHOro
KaHana. 3Ha4yeHune no ymonyaHuto: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 47159 CKaHMPOBaHNA B AvanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYMHbIE KaHasbl)

WEP-30L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHas [/19 CKaHVPOBaHWA B AnanasoHe 5
Tu. MycToe 3HaYyeHne — CKaHUPYTCA BCe AOCTYMHblEe KaHasbl)

WEP-30L(config):/radar# save (CoxpaHeHne HacTpoek)
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7.4.2 HacTtpoiika pafapa c OTnpaBKoi AaHHbIX Mo npotokony MQTT

KomaHab! AnAa HacTpoiiku pyHKuMoHana Radar (MQTT)

WEP-30L(root):/# configure

WEP-30L(config):/# radar

WEP-30L(config):/radar# url mqtt://host:port/service (ykassiBaeTca URL-ccbl/ika Ha cepBuc, KOTOPLIA OyaeT
npUHMMaThb AaHHble OT TOYKM AOCTyna no npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-30L(config):/radar# mqtt-username eltex (Vs nosiL30BaTENSA: HEOOXOAVMO /15 aBTOPM3aLUN Ha
cepBuce-KosekTope)

WEP-30L(config):/radar# mqtt-password Password (naposib: HeoOxoanm /15 aBTopu3aLmnmn Ha cepsuce-
KoniekTope)

WEP-30L(config):/radar# mqtt-topic input_mgqtt_topic (y«ka3sbiBaetcs URL-ugeHTudmnkaTop CyLHOCTEN B
obmeHe mexay T/, 1 KoniektopomM no MQTT-NpoToKoy)

WEP-30L(config):/radar# scan-mode passive (pexxum pabotsl pagapa, rae active — 1o4ka [0CTyna To/1bKo
CKaHupyeT ahmp 1 He NpefocTaB/IeT CEPBUC KNIMEHTaM; passive — TOUKa JoCTyna npegocrasniser
CepBuC KNneHTam, aoup He CKaHupyeT, nepesaeT faHHbIe MO NOAKNHYEHHbIM K/IMeHTam)
WEP-30L(config):/radar# scan-interface all (nHTepdelic, Ha kKoTopom ByaeT paboTark ckaHupoBaHve.
Bo3moXxHble 3HaveHus: wlan0 — nHtepdelic 2.4 ', wlanl — nHtepdoeic 5 INu, all — ogAHOBPEMEHHO
24TTyn5ITw)

WEP-30L(config):/radar# send-interval 1 (MHTepBan OTNpPaBKM faHHbIX Ha KOEKTOP. 3Ha4YeHne no
YMOJ/IHaHWIO: 5 CEKYHA)

WEP-30L(config):/radar# mac-source "probe data" (B160p Tvna gaHHbIX, cOOMpaemsIx B aghmpe.
Bo3MoXHble 3HaueHus: probe — To/1bKO probe request, assoc — T0O/1bKO Assoc, data — To/bKO data, all — Bce
TUMbI NAKETOB)

WEP-30L(config):/radar# scan-channel-timeout 1000 (Bpenvs, BbIE/IEHHOE Ha CKaHMpoBaHne 0HOro
KaHana. 3Ha4yeHue no ymonyaHuto: 200 Mc)

WEP-30L(config):/radar# scan-limit-channels-2g "1 6 11" (kaHas1 /159 CKaHMpPOBaHNA B AvanasoHe 2.4 [T,
MycToe 3HaYeHne — CKaHUPYHTCH BCe AOCTYIMHbIE KaHasbl)

WEP-30L(config):/radar# scan-limit-channels-5g 36 40 44 48" (kaHa/1 [/15 CKaH/POBaHUs B AnanasoHe 5
Ty, MycToe 3Ha4YeHne — CKaHNPYTCA BCe AO0CTYMNHbIE KaHaslbl)

WEP-30L(config):/radar# scan-min-signal -80 (nopor ypoBHA curHana. Ecnm Touka AocTyna BUANT KVeHTa ¢
YPOBHEM HWXe ykaszaHHOro, MAC-apec K/iMeHTa He nepefaeTcs Ha KOIeKTop, U KIIMEHT He CcUMTaeTCs
0GHapyXeHHbIM. Mo ymonyaHuio: 0, PYHKLMOHAN OTK/IHOYEH)

WEP-30L(config):/radar# enabled true (BkntoueHne yHkumoHana radar. Ans otknoyeHns seeguTe false)
WEP-30L(config):/radar# save (coxpaHeHne HacTpoek)
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8 Cnncok nameHeHun

Bepcusa gokymeHTa

Bepcua 1.5

JAata
Bbinycka

12.2024

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

CopepXaHue N3MEeHEeHW

CuHxpoHusauus ¢ Bepcumeit M0 2.6.2

[o6aBneHo:

6.7 HacTpoiika pennvkaumm DHCP

6.14 YnpaBneHve nHankaumeri

6.15.10 MNonyyeHne oTnago4Ho MHhopMauun

7.4 HacTtpoiika pexuma Radar

7.4.1 HacTpoiika pagapa ¢ oTnpaBKoii gaHHbIX No npotokony HTTP

7.4.2 HacTpoiika pagapa c oTnpaBKoli gaHHbIX no npotokony MQTT

i3meHeHo:

5.6.2 MogmeHio «VAP»

6.3.9 JlononHutesnbHble HacTpoiikn VAP
6.4 HacTpoiika AirTune

6.13 HacTpoiika yganeHHon 3anncu gamna Tpadinka
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Bepcus gokymeHTa

Bepcusa 1.4

Aara
BbiMyckKa

06.2024

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ Bepcueii MO 2.5.2

[ob6asneHo:

5.4.2 NogmeHto «WDS»

5.7 MeHto «<WDS»

5.7.1 MogmeHto «WDS»

5.8 MeHio «Z-Wave»

5.8.1 NoameHto «Z-Wave»

6.3.7 HacTpoiika VAP c BHeluHeli nopTasibHOW aBTopu3aLmei
6.6 HacTtpoiika WDS

6.7 HacTtpoiika Z-Wave

6.9 HacTpoiika napaMeTpoB NopTaslbHON aBTOpU3aLnm
6.9.1 Ynpas/ieHne noptasibHbIM cepTumkaTom

6.11 HacTpoiika cHudhgepa

6.12.2 WDS

7 BcnomorartesibHble YyTUANTI

7.1 YTnnura traceroute

7.2 Ytnnuta tepdump

7.2.1 3axsaT Tpadmka c /11060ro akTMBHOIO MHTepdielica
7.2.2 CHudpchep achupa

7.3 Ytnnurta iperf

3meHeHo:

2.2 XapakTepucTuK1 yCcTpoiicTBa

2.4 narpaMmbl HanpaeieHHOCTU

6.3.8 [lononHnTenbHble HAacTpPokn VAP
6.4 HacTpoiikn Radio

6.8.5 HacTpoiika gatbl 1 BpemMeHn
6.12.4 NIHchbopmauums o cepTudprkaTax
6.12.6 becnpoBogHble NHTEPAIENCHI

6.12.9 CnekTpoaHanusarop
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2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

Bepcus gokymeHTa Aara CopaepxaHne nsmeHeHui
BbIMycCKa
Bepcusa 1.3 01.2024 CuHxpoHusaums ¢ Bepcueii MO 2.3.1
[ob6asneHo:

2. MNogaepxaHo HoBoe ycTpolicteo WEP-30L-Z
5.7 MeHto «Z-Wave»
5.7.1 NMogmeHto «Z-Wave»

6.6 HacTpoiika Z-Wave

3meHeHo:
2.1 HasHaueHue
2.2 XapakTepuCTMKN yCTpoicTBa

2.3 TexHunyeckne napameTpbl yCTpoicTBa
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Bepcus gokymeHTa

Bepcusa 1.2

Aara
BbiMyckKa

12.2023

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ sepcueli MO 2.3.0

[ob6asneHo:

6.3.2 Hactpoiika VAP c wudposaHnem OWE

6.3.3 Hactpoiika VAP c wudposaHmem OWE n OWE Transition Mode

6.8.3 VMHhbopmaums o cepTudmkaTax

3meHeHo:

2.2 XapakTepucTuKn yCcTpoiicTea

2.3 TexHU4eckne napameTpbl ycTpolicTBa

5.4.7 NogmeHto «NHbopmauns 06 ycTpoiicTBe»

5.5.1 NoameHto «Radio 2.4 [y

5.6.2 NMogmeHio «VAP»

6.3 HacTpoiika BupTyasibHbIx Touek gocTtyna Wi-Fi (VAP)
6.3.1 HacTpoiika VAP 6e3 wimdgpoBaHus

6.3.4 HacTpoiika VAP c pexumom 6e3zonacHocTtn WPA-Personal
6.3.5 Hactpoiika VAP c Enterprise-aBTopusayuei

6.3.6 HacTpoiika VAP c noptasibHOi aBTOpM3aumeri
6.3.7 [JononHuTenbHble HacTpoikn VAP

6.8.2 NHhbopmauust 06 ycTpoiicTee
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Bepcus gokymeHTa Aara
BblMycKa

Bepcusa 1.1 09.2023

Bepcusa 1.0 05.2023

Bepcus nporpammHoro obecneyexus 2.6.2

2.6.2. PykoBoacTBo no akcnnayatauum WEP-30L, WEP-30L-Z

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ sepcueli MO 2.2.0
[ob6asneHo:
5.8.2 NMogmeHio «AirTune»

6.6.4 HacTpoiika pexuma ayTeHTudukaumm

i3meHeHo:

2.3 TexHnyeckne napameTpbl yCTpoiicTBa

5.4.2 MogmeHrto «CtartucTmka no Tpadanky»

5.5 MeHto «Radio»

5.6.2 NMoameHto «VAP»

6.2 HacTpoiika ceTeBbIX NapaMeTpoB

6.3 HacTpoiika BUpTYyasbHbIX Touek goctyna Wi-Fi (VAP)
6.3.5 [lononHnTenbHble HAacTpoikn VAP

6.6.6 [1oNoNHUTE/bHbIE HACTPOMKN CUCTEMBI

6.8.1 Wi-Fi knneHTbl

6.8.3 CeTteBas UHpopmauus

MepBas ny6nvkauus
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TEXHNYECKAA NMOAAEP>XKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHW1, OCTaBUTb UHTEPAKTUBHYIO 3aABKY UM MPOKOHCY/LTUPOBATLCA Y HXeHepoB CepBUCHOIO
LeHTpa Ha TeXHN4eckom chopyme:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/

TexHunueckuin chopym: hitps://eltex-co.ru/forum

Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpysok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://eltex-co.ru/forum
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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