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PykoBogacTBo no akcnayatauum WOP-12ac-LR

1 BBeaeHue

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTUS CBA3M AVKTYHOT oneparopam Heo6xoAMMOCTb Noucka Hambonee
ONTYMasIbHbIX TEXHOMOTUIA, NO3BONSAOLLMX YAOBNETBOPUTL CTPEMUTE/NBHO BO3pacTatoLLme NnoTpebHOCTH
abOHEHTOB, COXPaHssi NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCThL Pa3BUTHSA U COKPALLEHME
3aTpart Ha nNpefocTaB/ieHre pas/INyHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMOMMK BCe 60/bLUE HAbUparoT
060pOTbI M K AAHHOMY MOMEHTY B KOPOTKOE BPEMSI MPOLL/IN OFPOMHBI/ NMyTb OT HECTABWBHBLIX
HWU3KOCKOPOCTHbIX CETe CBS3M Masioro paguyca o ceteid LM/, conocTaBiMbIX MO CKOPOCTM C MPOBOAHBIMU
CETSIMU C BbICOKMMM KPUTEPUAMU K KQUECTBY NPefOCTaB/IEHUS YCAYT.

Yctpoiicteo WOP-12ac-LR saBnsetcs Toukoin goctyna Wi-Fi Enterprise knacca. KOHCTpyKUnst ycTpolicTBa UMeeT
repMeTUYHbIA KOpryc, KOTOPbIA NO3BOIUT UCMO/b30BaTh TOUKY AOCTyNa BHE MOMELLEeHUA B pas/nyHbIX
KnumMatumyeckux ycriosusax, npu Temnepatypax ot -40 go +60 rpagycos.

B HacTosLWEeM pyKOBOACTBE MO 3KCN/yaTaunm U3noxeHbl Ha3HayeHne, OCHOBHbIE TEXHUYECKUe
XapakTepuCTUKN, KOHCTPYKTUBHOE UCMONHEHWE, NOPAA0K YCTaHOBKM, Mpasu/ia 6e30nacHoii akcniyaTaumm
YCTPOWCTBA U pekoMeHaaLmm no yctaHoBke 6ecnpoBogHol Toukn goctyna WOP-12ac-LR.

1.2 YcnoBHble 0603HaYeHUs

© Mpumeyanns cogepxaT BaxkHyH MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

€ Mpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHeCTH Bpe[,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe yCTPoiCTBa UK NOTEPE AAHHbIX.




PykoBogacTBo no akcnayatauum WOP-12ac-LR

2 OnucaHne nsgenuvs

2.1 Ha3HaueHue

[na BO3MOXHOCTW NpefocTas/ieHns AoCTyna nosib3oBartenieil K BbICOKOCKOPOCTHOM 6e30nacHo
6ecnpoBoAHOI ceTn paspaboTaHa 6ecnpoBofHas Touka goctyna WOP-12ac-LR (aanee «ycTpoicTeo»).
YcTpoincTBO 0b6ecneumBaeT BbICOKOCKOPOCTHYHO 1 6e3onacHyto 6ecnpoBOAHYH0 CETb, KOTOpas coveTaeT B cebe
MHOXECTBO BO3MOXHOCTE U CEPBMCOB, HEOOXOAVMbIX A5 KOMOPTHOro AOCTyna nonb3oBaTeneii K ycnyram
onepartopa.

Yctpoiicteo WOP-12ac-LR o6ecneunsaet nogxntoveHne o 90 nonb3oBarteneil. YCTpoONCTBO UCMoNb3yeTcs Ans
opraHu3auuy 6ecrnpoBOHON CETU B Pa3NUHbIX KIMMATUYECKUX YCIOBUAX — B LUMPOKOM AnanasoHe paboumnx
TemnepaTyp U BbICOKOW BNaXHOCTU (NapKw, 3aBoAbl, CTAAVOHbI, T.4.), & TaKKe SBNSETCA naeasibHOM
nnaTopMoii /18 OpraHn3aummn CBA3N B KOTTEMKHbIX NOCENKaxX U yAaNeHHbIX HaCeNeHHbIX MyHKTax.

MuTaHne ToYKN JOCTyNa OCYLLEeCTBASETCA No TexHonnorum PoE+. Takke NnpefyCMOTPEH afibTepHATUBHbIN
WCTOYHWK NuTaHuA 48 B.

2.2 XapakTepuCTUKM YCTPONCTBa
ViHmepabelichbi:

+ 2 noprta Ethernet 10/100/1000BASE-T (RJ-45), 13 koTopbIx 1 NOpT 451 nuTaHnsa no PoE+;

* 1 nopt 100/1000BASE-X (onu1oHanbHo);

+ Console (RS-232);

+ 6 pazbeMoB N - type (female), Anst noakItOYEHNA BHELLHMX aHTeHH (BCeHanpaB/ieHHbIE, CEKTOPHbIE,
y3KOHanpaB/ieHHble). BbIGOp MOAENN 3aBUCUT OT UCMO/Ib30BaHMS TOUKM A0CTYNa — AN Aa/IbHOGOMHbIX
6ecnpoBOAHbIX MOCTOB HEO6XOAMMO BblOGMPaTh Y3KOHANPaB/IeHHbIE, a A1 6a30BbIX CTAHLMIA
NCMOSIb3YHTCS CEKTOPHbIE MO0 BCEHANPAB/IEHHbIE AHTEHHbI

« Wi-Fi 5Ty IEEE 802.11a/n/ac.

DyHKYUU:
BosmoxHocmu WLAN:

* nopaepxka ctaHaaptos IEEE 802.11a/n/ac;

* TPW HEe3aBUCUMbIX pagnonHTepdeiica;

* npuoputnsauna Tpadurka Ha ocHose WMM,;

+ 0BHapyXeHne CTOPOHHMX TOYEK [OCTYNa;

* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* nogaepxka ckpoitoro SSID;

* 24 BupTyasibHble TOYKM OOCTYNa,;

* nogaepxka APSD;

* ynpas/ieHVe MOLLHOCTbIO TPaHC/IMPYeEMOro CUrHana,;
+ nogaepxka MIMO 2x2 Ha kaxaom ns 3 pagmonHTepdencos;
* nogaepxka WDS;

* nogaepxka MESH,;

+ nopgaepxka Work Group Bridge.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTK, AYN/IEKCHOTO pexumMa 1 NepekiiovyeHns Mexay pexnmamm
MDI n MDI-X;

* nogaepxka VLAN;

* nogaepxka 802.11r;

* DHCP-knueHT;

* nogaepxka IPve6;

* nopaepxka LLDP;
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* nogpepxka ACL,;
+ nopaepxka GRE.

®yHkyuu QoS:

* MPUOPUTET N N1AHMPOBaHNE NaKeTOB Ha OCHOBE Npodinnei;

* OrpaHu4YeHne NPonyckHo cnocobHocTn ans kaxagoro SSID;

* n3MmeHeHue napametpoB WMM ansi Kaxgoro paamo nHtepgeica;

* noggepxka npuoputusaymm no CoS n DSCP;

* BO3MOXHOCTb YCTaHOBKM npuopuTeTa Ha ocHose IP, Ethertype, TCP/UDP-nopTta 1 gpyroe.

Ee3onacHocms:

+ E-mail nHdpopmupoBaHme 0 CUCTEMHbIX COObITUSX;

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (WPA Enterprise);
* WwundbpoBaHue gaHHbIXx WPA/WPA2;

+ nogaepxka Captive Portal.
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2.3 TexHuyeckue napameTpbl yCTPOCTBa

Tabnuua 1 — OCHOBHble TEXHUYECKME NapaMeTpbl YCTPOCTBa

MapameTpbl WAN-uHTepdelica
KonuuecTtBo nopToB

Pa3zbem

2 (3 pnst WOP-12ac-LR rev.D SFP/GPON)

SFP (pnst WOP-12ac-LR rev.D SFP/GPON), RJ-45, 10/100/1000,
aBToonpegenexHune, BASE-T

MapameTpbl 6ecnpoBogHOro NHTepdeiica

CraHpapTbl
YacTOoTHbIN Anana3oH
Moaynsauusa

Paboune kaHasbl

CkopocTb nepefayn gaHHbix, MéuT/c

MakcrmasibHasi CKOpOCTb Nnepeaaun

YyBCTBUTE/ILHOCTbL NPUEMHUKA

Be3onacHocTb

802.11a/n/ac
5150-5350 MI'y, 5470-5850 MI'y
BPSK, QPSK, 16QAM, 64QAM, 256QAM

802.11a/ac: 36-64 (5170-5330 M)
100-144 (5490-5730 MI'y,
149-165 (5735-5835 MI'y,

6,9, 12, 18, 24, 36, 48, 54, MCS0-MCS15, MCS0-9 NSS1, MCS0-9 NSS2
802.11n: 300 M6uTt/c
802.11ac: 867 Mout/c

bo 27 pbm
00 -94 nbm

LieHTpanM3oBaHHas aBTopusauus Yepes RADIUS-cepeep (802.1X WPA/WPA2
Enterprise);

64/128/152-6utHoe WEP-wundposaHue gaHHbix, WPA/WPA2;

nogaepxka Captive Portal;

e-mail-mHhopMupoBaHMe 0 CUCTEMHbBIX COBLITUSIX

Bbl60p Moaenn aHTeHH 3aBUCUT OT NCNOJ/Ib30BaHNA TOYKM AOCTyNa

Mopaepxka 2x2 MIMO
MapameTpbl UHTepdpelica Console
Tun

CKopocTb 06MeHa

dopmart gaHHbIX

YnpaBneHue

YpaneHHoe ynpas/ieHne

OrpaHnyeHue gocrtyna
O6wue napameTpbl
NAND

RAM

RS-232
115200 6op,

8 6uT, 6e3 NnapnTeTa, OAUH CTOMOBLIN, 6€3 ynpaB/ieHns MOTOKOM

web-nHTepgelic, Telnet, SSH, SNMP, cuctema ynpasnenuss EMS
O6HosneHve MO n KoHtUurypuposaHue nocpencrsom DHCP Autoprovisioning

no naponto, no IP-agpecy, ayteHtudukaums yepes RADIUS-cepsep

128 MB NAND Flash
256 MBb DDR3 RAM



MutaHue

Knacc 3awmrtsbl IP
dnekTpoMarHMTHas COBMEeCTUMOCTb
MoTpebnsemas MOLHOCTb

Pa6ounin gnanasoH TemnepaTyp

OTHOCUTENbHAA BIAXXHOCTb NpuU
Temnepatype 25 °C

MrabapuThbl (LW x B x )

Macca

PykoBogacTBo no akcnayatauum WOP-12ac-LR

+ PoE+ 48 B/54 B (IEEE 802.3at-2009)
- DC48B

BroK nuTaHns o6nagaeT PyHKUMENR 3alUTbl OT CKAYKOB NepeMeHHOoro
HaNpPsHKEHUS B 3/1EKTPOCETU C NMPUMEHEHNEM CINAXNBAIOLLNX (PUBTPOB.

PekomeHayemblin PoE-nHxektop — GP-C500-120G, 50V, 1.2A unun aHanornyHbii

Mo NapameTpam BbIXOAHO MOLLHOCTU
IP65

CE

He 6onee 40 BT

o1 -40 go +60 °C

oT 5 go 90 %, 6e3 06pa3oBaHUA KOHAEHCaTa

247 x 241 x 97 mm

He 6onee 2,3 kr
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctporicteo WOP-12ac-LR nimeet kopryc B NpOMbILLIEHHOM UCMOSTHEHWW, BbINOTHEHO B META/I/TINYECKOM
Kopnyce. BHelHWI B, 60KOBbIX NaHenei ycTponcTea npuBefeH Ha pucyHke 1.

L

6 7

PucyHok 1 — BHeluHuWiA Bua 60koBbix naHenein WOP-12ac-LR
Ha naHensx ycTpoiicTBa pacnosioxeHbl creayowme pasbembl U opraHbl ynpaBneHus, Tabnuua 2.

Ta6nuua 2 — OnucaHne NOpPTOB 1 OPraHoB yNpaB/eHuUs

AnemeHT naHenu OnucaHue

* 6 Pa3bLEMOB A/15 NMOAK/IOUEHNS BHELLHWUX aHTEHH

1 pasbeM NOAK/HUEHMUSI MUTaHKS

2 Port 0 (PoE) nopt 10/100/1000BASE-T (RJ-45 ¢ nogaepxkoin PoE+)
3 Port 1 nopt 10/100/1000BASE-T (pasbem RJ-45)

11



AnemMeHT naHenn

4 SFP

5 Console
o ®

7 F

2.5 CTpyKTypHasi cxema usgenus

OnucaHue

PykoBogacTBo no akcnayatauum WOP-12ac-LR

ontuyeckunin pasbem SC/UPC Tonbko ans WOP-12ac-LR
rev.D SFP nnu SC/APC Tonbko ans WOP-12ac-LR rev.D

GPON

pasbeM A5 NOAKNI0YEHUSA KOHCO/IbHOTO Kabens (pasbeM

RJ-45

3a3eM/ieHne ycTpoiicTea

beHKLI.I/IOHaI'IbHaH KHOMKa, 3aKpblTa repMeTn4yHbIM BUHTOM

Ha pucyHke 2 npusegeHa cTpyktypHas cxema WOP-12ac-LR.

° 99607

Radio 1

Radio 2

1

Radio 3

|

CPU Power supply
unit
100/1000Base-X

i :
! PHY !
| l
: 1

I
| | SFP | !
| |
| |
‘e __ p

Port 0 Power
Console Port 1 (PoE) connector

PucyHok 2 — CTpykTypHasa cxema WOP-12ac-LR

+ AT-A6 — pazbembl ANA NOAKMYEHNSA aHTEHH;
* Radio 1, Radio 2, Radio 3 — pagnonHTepdeiichl, BbINOMHSALWME NPUEM U Nepeaady AaHHbIX B

6ecnpoBOAHbIX CETSX;

+ CPU - KOHTpo//ep, OCyLLEeCTB/ISAOLLMI yNpaBieHne yCTPOCTBOM, MOHUTOPUHT, a Takke nepegavy

[laHHbIX NO NPOBOAHOI CEeTY;

+ Power Supply Unit — 6nok NuTaHUs yCTPOIACTBA;

« Port 0 (PoE) — pasbem Gigabit Ethernet ¢ TexHonorueit PoE, no3BonsieT nogBoanTb K TOUKe AocTyna
anekTponuTaHue n obecneunBaeT CKOPOCTb AocTyna ao 1 remnt/c;

+ Port 1 — pa3beM Gigabit Ethernet, o6ecneunBaeTt ckopocTb AocTyna ao 1 rent/c;

* PHY — KoHTpOAnep, oCywecTBAAILWMIA nepegayy AaHHbIX N0 NPOBOAHONM CETH;

12
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+ SFP — onTnyeckunin pasbem, obecneyrBaeT CKOpoCTb gocTyna fo 1 revt/c;

+ Console — pazbeM RJ-45 ansa noakNHOYEHUSA KOHCO/bHOIO Kabens;

* Power Connector — pa3beM A1 NOAK/IOYEHNS NMUTaHUA B CNyYdasix, Korga HefoCTyNHO UCMo/ib30BaHne
PoE.

2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca ycTpoicTBa K 3aBOACKMM HACTPOiKaM Heo6X0AMMO B 3arpy>KeHHOM COCTOSAHUM HavKaTb U
yaepxusaTtb KHOMKY «F» B TedeHune 15 cekyH,. Npoun3oiiger aBTomarmyeckas nepesarpyska ycrpoicrsa. MNpu
3aBO/CKMX ycTaHOBKax 6yaeT 3anyuieH DHCP-knveHT. B cnyyae ecnv agpec He 6yaet nonydeH no DHCP, Toy
ycTpoicTBa 6yaet agpec — 192.168.1.10, macka nogacetn — 255.255.255.0; User Name/Password gna gocryna
yepes web-nHTepdelic: admin/password.

2.7 KomnnekT nocTaBKu
B KOMNNEKT NOCTaBKN BXOAAT:

+ becnpoBogHas Touka goctyna WOP-12ac-LR;

+ 3 repMeTunyHbIX pasbéma RJ-45 ansa kabens;

* 1 repMeTUYHBIN pa3bEm BBOAA NMUTAHUS;

+ KomMnnekr kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-gucke (onyMoHasnbHo);
+ CepTtudhmkar COOTBETCTBUS;

* MamATka o fokymeHTauuy,

* Macnopr.

13
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3 Mopsanok ycTtaHOBKN

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1.

2.

10.

He BckpbiBaliTe KOpryc yCTPONCTBa. BHYTpW yCTPOWCTBA HET 3/IEMEHTOB, NpeHa3HauYeHHbIX AN
06CNyX1MBaHUS NOSIb30BaTE/EM.

He3aaeicTBOBaHHbIE @aHTEHHbIE pa3beMbl TPEOYEeTCS 3aKpbITh 3aLUUTHOM KPbILIKOM, KOTOpasi BXOANUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

He npoussoauTe yCTaHOBKY JAHHOIO YCTPOMCTBa BO BpeMs rpo3bl. MOXeT cyLLecTBOBaTb PUCK yaapa
MOJTHUEN.

Heobxoanmo cobnoaarb TpeboBaHmsA No HANPSHKEHWUIO, TOKY M 4acToTe, yKa3aHHble B AaHHO
NHCTPYKUNN.

Mepes NoAKNHYEHEM K YCTPONCTBY U3MEPUTE/bHbLIX MPMOOPOB 1 KOMMbIOTEPA, UX HEOBX0AMMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
N3MepUTENbHbIX MPUOPOB He A0/KHA npesbiwaTtb 1 B.

Mepep BKIOYEHMEM YCTPOICTBA y6eanTbCsA B LLe/IOCTHOCTU Kabenei n nx HageXxHoM KpenaeHun K
pasbemam.

He ycTaHaBnmBaiiTe yCTPOMNCTBO PALOM C MCTOYHUKAMU TeEN/a, Temrneparypa okpyxaroLlein cpeabl
AomkHa 6bI1Tb B Npegenax ot -40 °C go 60 °C.

Bo BpemMs MOHTaXa yCTPOMCTBA Ha BbICOTHBLIX KOHCTPYKLUMAX CriefyeT BbINO/HATb YCTaHOB/NEHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

Akcnnyarauns ycTpocTBa A0/MKHA NPOU3BOAUTHLCA UHXEHEPHO-TEXHUYECKMM NEPCOHAIoM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

MoaknovaTb K YCTPONCTBY TO/IbKO FOAHOE K MPUMEHEHUNIO BCNOMOrartesibHoe 060pyaoBaHue.

3.2 PekomeHpaumu rno ycTaHOBKe

1.
2

PekomeHayemMoe ycTaHaB/IMBaeMoe MosioKeHue: KpenjeHne Ha Tpy60oCTOoNKY/CTONG UNn CTEHY.
Mepepn ycTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOAMMO NPOBEPUTL YCTPOMCTBO Ha Haslnune
BUAVMbIX MEXAHUYECKMX NOBPeXAeHUA. B cnyyae Hamumns noBpexaeHnin cnegyeT npekparuTb
yCTaHOBKY YCTPOWNCTBA, COCTaBUTb COOTBETCTBYHOLLMIA aKT N 06PaTUTLCA K NOCTaBLUNKY.
Mpun pasmeLLeHnn yCcTponcTea 418 obecneyeHns 30Hbl NoKpbITUs cetn Wi-Fi ¢ Hannyudwmmm
XapakTepucTvkamMu yuntbiBaTe cneayolme npasuna:
a. YctaHaBnuBaiTe yCTPOICTBO B LEHTPE 6GECNPOBOAHON CETY;
b. He yctaHaBnuBaiite ycTpoiicTBO B6NM3N (Nopsiaka 2 M) a/1eKTPUYECKUX, PAAN0 YCTPOIACTB;
c. He pekomeHayeTcsa ncnosb3oBatb paguotenedoHsl 1 agpyroe o6opyaoBaHue, paborarouee Ha
yacToTte 5 I'Tu, B pagnyce aelicteust 6ecnpoBogHoii cetn Wi-Fi;
d. MNpenaTcTBUS B BUAE CTEKNSAHHbIX/METAIIMYECKNX KOHCTPYKLMIA, KUPNNYHBLIX/GETOHHBIX CTEH, a
TakKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauuMTe/IbHO YMeHbLUNTb paguyc gerictena Wi-Fi ceTtn.
Mpun pasmeLLeHNN HECKO/TbKMX TOYEK, paaunyC COTbl LJO/HKEH NepecekaTbCs C CoceHel COTON Ha YpOBHe
-65 +-70 gbm. lonyckaeTcs ymMeHbLUEeHWEe YPOBHA cUrHana ao -75 gbm Ha rpaHuuax coT, ec/in He
npegnonaraercs ucnosib3osaHve VolP, N0TOKOBOro BUAeoBeLLaHs U APYroro YyBCTBUTE/TbHOIO K
notepsam Tpadmka B 6ecrnpoBOAHON CETH.
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3.3 YacToTHble nosockl 1 KaHasbl B guanasoHe 5 'y ana Wi-Fi

Mepenaya gaHHbIX B AgManasoHe S Ty ucnonbiyetca ana ctaHgaptos IEEE 802.11a/n/ac. Konnuectso
NCnosib3yeMblX KaHas10B BapbUpyeTcHa B 3aBUCMMOCTU OT CTpaHbl. Ha pucyHke 3 npuBefeHo pacnpegeneHve
4aCTOTHbIX KaHa/10B B AvanasoHe 5 'y ¢ wupwuHoii 20 MIry, 40 Miru, 80 MIu.

[Nsi BbIUMCNEHUS LEHTPasbHOM YacToTbl kaHana Wi-Fi f, MMy, ucnonb3yertcst hopmyna:

f = 5000 + (5%N),

rae N — Homep kaHana Wi-Fi.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
IEEE Channel # | S S I B8 3 SCcSCcCcEEEER 2 = et e o
20MHz f VYV VYV VY VVVVYVVYVYVV VY VY
aoviz [\ NN NN
80 MHz !/ \/ \ Y \/ V - \
160 MHz Y \

_ Exampls o (I —
VHTa0+80 MH, [ I
[,

setup

PucyHok 3 — PacnpegeneHve kaHasnoB B AnanasoHe 5 [Ty, npu wnpunHe kaHana 20, 40, 80 MI'y,
Mpu pabote c yctporictBom WOP-12ac-LR cnepgyet yunTbiBaTth:

1. MNpwu paboTe c ogHUM pagnonHTepdhelicom BbibupaeTcsa N060IN N3 AOCTYMNHbLIX KAHA10B.

2. Mpu paboTe ¢ aByms paguonHtepdericamu: Radio1 — kaHasbl ¢ 36 no 64; Radio2 — kaHanbl ¢ 100 no
144 nn6o c 149 no 165.

3. Mpu paboTe ¢ Tpema pagnonHTepgericamn: Radio1 — kaHasbl ¢ 36 no 64; Radio2 — kaHasnbl ¢ 100 no
144; Radio3 — kaHanbl ¢ 149 no 165.
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3.4 YcTaHoBKa yCcTpouncTBa

YCTPOWCTBO KPenuTcs Ha Tpy6OoCTONKY/CTONG UK CTEHY, CObnoaas NHCTPYKLMM N0 TEXHUKE 6e30NacHOCTU U
pekoMeHAaL N, NpUBEAEHHbIE BbilLe.

B KOMMIEKT NOCTaBKM YCTPOMCTBA BXOAUT HEOOXOAMMbI KOMMEKT Kpenexa yCTponcTea Ha TPy6OoCTOMNKy/
CTONG U CTEHY.

MopsApoK ycTaHOBKM yCTpoOiicTBa:

1. KpenneHune KpOHLUTENHOB K YCTPONCTBY;

2. KpenneHuve ycTpoicTBa Ha TPy6OCTOMKY/CTONG NN CTEHY;
3. 3asemneHvie yCTpOICTBa,;

4. MopgknoyeHve Kabenel K pa3bemam yCTPONCTBa,;

5. YcTaHOoBKa aHTEeHH.

3.4.1 TlopsAaokK KpenneHnsi KPOHLLITEHOB K YCTPOCTBY

Mepen Hauya/IOM MOHTaXa YCTPOCTBa Ha TPY6OCTOIKY/CTONG UM CTEHY HYXXHO NPUKPENUTb KPOHLITENHbI
(BXOAAT B KOMNIEKT NOCTaBKM) K YCTPOIACTBY.

€ Mpu MoHTaxe ycTpolicTBa Ha pa3beMbl aHTEHH 06513aTeNbHO A0/KHbI GbITh YCTAHOBEHDI
MblNe3alnTHble (repMEeTUYHbIE) KO/TNaYKK1, KOTOPbIE BXOAAT B KOMMN/IEKT NOCTaBKM YCTPOCTBA.
CHMMaTb Nble3alyTHbIE KOMMauKy HY)XXHO HENOCPeACTBEHHO Nepes NoAKMOUEHNEM K aHTEHHbIM
pasbemMam.

PucyHok 4 — Kpen/ieHvne KpOHLITENHOB K YCTPONCTBY

a. PacnonoxeHvie KpOHLWTENHOB NOKa3aHO Ha PUCYHKe 4.
b. CoBmecTuTe YeTbipe OTBEPCTUS AJ151 BUHTOB HA KPOHLUTENHAX C TaKMMM XXe OTBEPCTUSMU Ha
ycTpoiicTee. C NOMOLLbI0 OTBEPTKM NPUKPENUTE KPOHLUTEHBI BUHTaMW K YCTPOWCTBY.
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3.4.2 TMopsaok KpenseHnsa yCcTpoicTBa Ha Tpy6oCToliKy/cToNn6

1. CobepuTe KPOHLWITENH 415 KPenieHns Ha TpyO6OCTOMKY:

e

N

A N XA

M)
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PrcyHoK 5 — KpoHLWITENH ANs KpenneHusa Ha Tpyb0oCTonKy

a. CoeanHUTE KPOHLUTENH, KOTOPbIA ByAeT KpennuTbCa Ha TPYOOCTONKY, C KPOHLUTENHOM, KOTOPbIN
Oy[eT KPeENUTLCA K YCTPOICTBY, Kak MoKa3aHO Ha pUcyHke 5.
b. CoBmecTuTe ABa 0TBEPCTUS A1 BUHTOB HA 060MX KPOHLWITERHaX. C NOMOLLbIO OTBEPTKU

NPVKPENUTE KPOHLITEVHBI APYT K APYTY.

2. 3akpenute KPOHLUTEVH Ha TPy6OCTOKe:

DY

PucyHok 6 — KpenneHue KpoHLLTeiHa Ha TPy6OCTONKY

a. Mpy noMoLLM XOMYTOB 3aKpenUTe KPOHLUTENH Ha TPYbOCTOliKY, pPUCYHOK 6.
b. B BepxHue oTBepcTusl yctaHoBute BUHTbI DIN7985 M6. BUHTbI HE HY)XHO 3aKpyunBaTh A0 KOHLI,

ocTaBbTe 3a30p MUHUMYM 3 MM, PUCYHOK 6.
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3. 3akpenuTe yCTPOICTBO Ha TPY6OCTOIKE:

NS

PucyHok 7 — KpenneHwue ycTpolicTBa Ha TpybocTolike

a. YcTaHOBMWTE YCTPOMCTBO Ha He3aKpyyYeHHble BEPXHNE BUHTbI KPDOHLUTENHA, KOTOPbIV NPUKPENIeH K
Tpy60CTOliKEe, PUCYHOK 7.

b. B HWXHME OTBEPCTUA KpensieHUss yCTaHOBUTE BUHTbI, PUCYHOK 7.

c. C NoOMOLLbLO OTBEPTKM 3aTAHUTE BEPXHUE U HUKHME BUHTbI.

3.4.3 Tlopsaaok KpenneHnst yCTPOMCTBa Ha CTEHY

1. 3akpenuTte KPOHLWTEH (BXOAUT B KOMM/IEKT NOCTABKMN) HA CTEHE:

DIN 968 4,2x38

PrcyHok 8 — KpenneHune KpoHLITenHa Ha CTeHe

18
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90Mm

I
| 1
60 mm

P © (

] @ [

PucyHok 9 — PaccTosiHUs Mexay 0TBepCTUSIMU KpenieHust

a. PacnonoxeHune KpOHLUTeVIHa Ha CTeHe NnokasaHo Ha PUCYHKe 8, paccTtoAaHmne Mmexay orBepCTnamMn

MokasaHo Ha pucyHke 9.
b. CoBMecCTWTe YeTbipe OTBEPCTUS A/ BUHTOB Ha KPOHLUTEMHE C TAKUMM Xe OTBEPCTUSIMU Ha

noBepxHOCTU. C NOMOLLbIO OTBEPTKN NPUKPENUTE KPOHLUTEMH BUHTAMMN K NOBEPXHOCTM.
c. B BepxHue oTBepcTUA yctaHoBuTE BUHTLI DIN7985 M6. BMHTbI HE HY)XXHO 3aKpyuuBaThb A0 KOHLA,

OCTaBbTE 3a30P MUHUMYM 3 MM, PUCYHOK 8.

2. 3aKkpenuTe yCTPOIACTBO Ha CTEHe

PucyHok 10 — KpenneHue ycTpoicTBa Ha CTEHe

a. YcTaHOBMWTE YCTPONCTBO Ha HE3aKPYYEHHbIE BEPXHME BUHTbLI KPOHLUTEHA, KOTOPbI NPUKPENneH K
cTeHe, pucyHok 10.

b. B HWXHNE OTBEPCTUA KPENIEHUSA YCTAHOBUTE BUHTbI, PUCYHOK 10.

c. C noMOLLbIO OTBEPTKM 3aTAHUTE BEPXHUE U HUXKHUE BUHTBI.
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3.4.4 Tlogknto4yeHne CeTEBOro Kabens

@ Vcnonb3oBaTh NNACTMKOBYIO OTBETHYHO YACTh C META/IINYECKUM Pa3beMOoM Henb3sil 3To MoXeT
NPVYBECTY K HAPYLUEHNIO rePMETUYHOCTM ycTpolicTBa!

,U,flﬂ 3allThbl OT KOPPO31K B KOMIMNJIEKT NMOCTaBKN yCTpOﬁCTBa BXOAUT OTBETHaA YaCTb repMeTn4yHOro pasbemMa
RJ-45.

£ Port 0 (PoE)
10/100/10008ASET

PrcyHok 11 — MepmeTuyHbIil pasbem RJ-45 Ha ycTpoiicTBe 1 OTBETHAsA YacTb B pa3obpaHHOM Buae

PucyHok 12 — OTBeTHas 4YacTb repMeTUYHOro pasbema

€ YcraHoBKy OTBeTHOI YacTu pasbema Ha kabenb crnefyeT NPOBOAUTL [0 0GKUMKM Kabens.
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MowaroBana ycTtaHOBKa:

1. BcTaBbTe Kabesnb B KOPNyC Yepe3 BHELUHIO (OUKCUPYIOLLLYIO raliky, Kak nokasaHo Ha pucyHke 13. Ans
dovkcauum kopryca Ha kabesne 3aTAHUTE BHELLHIOW (OUKCUPYIOLLYIO raliky.

“

PucyHok 13 — KpenneHve oTBETHOI YacTu Ha Kkabene
2. BeinonHuTe 06X1MKy Kabesis npy NnoMoLLM CTaHAapTHOro KoHHekTopa RJ45.

Mpy coeavHEHUN NCNONb3YETCS CXeMa, NPeAcTaB/IeHHast Ha PUCYHKE HUXE.
1
g

—

6e10-0paHXeBblii;
OpaHXeBblif;
6€e/10-3e/1EHblIi;
CUHUIA;
6€en10-CUHWA;
3€e/1EHbIi;
6€e/10-KOpNYHEBBIN;
KOPUYHEBBIA.

PucyHok 14 - Pasbem RJ45

3. Mocne 06XKMKM ocnabbTe BHELLHIOK (OUKCUPYIOLLLYIO Taliky, 1 BCTaBbTe [0 ynopa KOHHEKTOP B nas
OTBETHOW YacTu pasbeMa. Mpn 3TOM «A3bI4OK» KOHHEKTOPA A0/HKEH ObITb NpMXaT. 3aTAHUTE BHELLIHIOK
ChMKCHPYIOLLYIO Faiiky AN HaAeXHOoN donkcaumum pasbema n repMeTuyYHOCTY.
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PucyHok 15 — Bug 3akpensieHHoii Ha kabene OTBETHOI YacTu

4. BCcTaBbTe OTBETHYIO YacTb B pasbeM M XOPOLLIO 3aTaHUTE ra|7||<y KpenseHnsa. OT 3TOoro 3aBUCUT
HaOeXXHOCTb KOHTaKTa 1 repMeTNYHOCTb pasbemMa.

PucyHok 16 — Bug nofx/itoU4eHHOro kabens kK CeTeBoMy MHTepdieiicy ycTpoiicTea
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3.4.5 WHCTpyKLMSA NO repmMmeTnsaunm aHTEHHbIX pa3beMoB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabensi.

1. MNepep, nogknoveHnem Kkabens Kk pasbemy TpebyeTcss OCMOTpUTE ONETKY Kabess Ha Hasmuune
NOBPEXAEHWI, a Takke NpoBepbTe Ha/IMUMe YNIOTHUTENBHOTO KO/bLA B railke pasbema, pacnosioXeHune
nokasaHo Ha pucyHke 17 (a, 6).

-

v

PucyHok 17a PucyHok 176

2. MopaxnounTe Kabenb K pasbeMy YCTPOCTBa (aHTEHHBI) 1 3aTSIHWTE raiiky, kak NokasaHo Ha pucyHke 18
(a, 6).

PucyHok 18a PucyHok 186

3. OTpexbTe Pe3MHOBYH rePMETU3NPYHOLLYIO SIEHTY COOTBETCTBYHOLLEN AJIMHBI: HA FrePMETU3aLMI0 O4HOM0
pasbema SMA(pucyHok 18a) Tpebyetcsi 0,15 M ruapounsonupytoLeli neHTsbl, ans pasbema N-type (pucyHok
186) Tpebyetcs 0,3 M rMApPOM30NMPYIOLLLEN NTEHTbI, Kak NokasaHo Ha pucyHke 19 (a,6).

PucyHok 196

PucyHok 19a

4. YpanuTte ¢ pe3nHOBOIA NEHTbI 3aLLUTHBI C/OiA, Kak NokasaHo Ha pucyHke 20.
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o Y |

PucyHok 20

5. HauHnTe 06MOTKY CO CTOPOHbI Kabess, npeaBapuTeibHoO OTCTYNMB OT 0OXMMHOM YacTy Ha 10-15 mm.
3admKcupyinTe KOHUMK NEeHTbI Ha onseTke kabensa nog yrnom 15..25 rpagycos k ocu Kabens, u, cnerka
pacTsarmBas IeHTY, Ha4HUTE obMaTbiBaTh Kabesib 1 pasbeM, NPOABUrasiCb B CTOPOHY Kopnyca yCTponcTsa.
Butkn yknagbiBaTb ApYr Ha Apyra ¢ Hax/1ecToMm, CKNagky Ha BUTKax He gonyckarotcsa. O6mMoTka kabens
nokasaHa Ha pucyHke 21 (a, 6).

PucyHok 21a PucyHok 216

6. [LOCTUrHYB KOprnyca yCcTpoicTBa (AHTEHHbI) KpaeM /IeHTbl, CAenainTe 060poT BOKPYr pasbema,
MaKCMMaUlbHO NPWKMMas Kpaii TeHTbI K KOpnycy, Aasiee NPoAO/IKUTE HAMOTKY JIEHTbI MOA APYTVIM YI/IOM,
yaansisicb oT koprnyca. HeobxoayMo pacTarmBaTh /IEHTY W NI0THO NPWXUMATh ee K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKE NTEHTbI PaCTsHKKY YMEHbLUUTL 1 NJIOTHO NPUXaTb ee K BUTKaM, Pacro/iIoKEeHHbIM Ha
onsieTke ka6esisi, Kak nokasaHo Ha pucyHke 22 (a, 6).

>

P.VlcyHOK 22a PucyHok 226
7. OTpexbTe MBX NeHTy (M30N1EeHTY) COOTBETCTBYIOLLEN ANMHbI: HA rePMEeTU3aLIMIo 0AHOro pasbemMa SMA

Tpebyetcs 0,28 m n3oneHTsl, 419 pasbema N-type Tpebyetcs 0,6 M n3oneHTbl. 3oneHTta Tpebyetca ans
3alLMTbl PE3MHOBOW NTEHTbI OT Y/ILTPadMONETOBLIX Ny4yeii. MI3oneHTa nokaszaHa Ha pucyHke 23.
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PucyHok 23

8. HaunHuTe 06MOTKY C OnneTkn kabens, npeaBapuTesisHO OTCTYNMB OT NEPBOrO BUTKA PE3NHOBOM NIEHTHI
Ha 5-10mMM. 3admKecmpyiiTe KOHYMK N30NEHTBLI HA ONeTke kabens nog yrnom 15..25 rpaaycoB K ocu
kabens, n, cnerka pactarnsas /IeHTy, HauHUTe obmaTbiBaTb Kabesib 1 pasbeMm, NPOABUTasiCb B CTOPOHY

Kopryca ycTpoiicTBa. BUTK HEO6X0AMMO YKNabiBaTh APYr Ha Apyra C Hax/IeCTOM, CKNafKN Ha BUTKAX He
fonyckatotcsl. O6MOoTKa Kabens nokasaHa Ha pucyHke 24.

PucyHok 24

9. [loCTUrHYB Kopryca KpaeMm NieHThbl, caenalite 060poT BOKPYT pasbemMa, MakCMmasibHO Npukumast Kpait
30MEHTbI K KOPMYCY YCTPOICTBA, Aanee NpoAo/HKUTe HAMOTKY NIEHTbI Mo, APYTMM YI/IOM, yAaNsAsiCh OT
kopnyca. Mpu HamaTbIBaHKUM NIOTHO HaKablBaiiTe BUTKN NIEHTbI, He [onycKasi CKnagok. Ha nocneaHunx

BUTKAX U30/1EHTbI PACTSKKY YMEHbLINTb A0 HYNS U NOCNEAHUI BUTOK YIOKUTL 6€3 pacTarMBaHus, Kak
nokasaHo Ha pucyHke 25 (a, 6).

PucyHok 25a PrcyHok 256

10. MpoBepbTe 3arepMeTU3NPOBaHHbIN pa3beM Ha OTCYTCTBUE BUAMMbIX Y4AaCTKOB PE3MHOBOM IEHTBI.
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3.4.6 Cxema 3a3em/ieHns ycTporicTea

Mocne ycTaHOBKUN YCTPONCTBA HY>XHO BbINOSHUTL 3a3eM/IeHre YCTPOCTBa, UCNosb3ysa kabens MB3 2,5 kB.MM.
Ha pucyHke 26 nokasaHa cxema 3a3eM/ieHus yCTpOncTBa.

3asemneHue

oy,

PucyHok 26 — Cxema 3a3eM/ieHns yCTpoicTBa

3.4.7 Pacnalika pasbema nutaHus

\ J/
PucyHok 27 — Pacnaiika nutaHus 48V pasbema Kopnyca

3.4.8 TMopgxntoyeHne aHTEHH K YCTPONCTBY

Mocne ycTaHOBKM YCTPOICTBa Ha Tpy6OOCTOlKY 1 ero 3a3emneHuns, TpebyeTcsa NOAKMIOYNTL aHTEHHbI. B
KayecTBe npumepa Ha pucyHke 28 nokasaHa cxema NoAk/ItUYeHNst CEKTOPHOM aHTEHHbI C ABOIHON
nonsipusaumen.

MopsAnoK NOAKHOUEHNSA:

a) MOoHTaX aHTEHHbI Ha TPY6OCTONKY;

b) MopgkntoyeHre aHTEHHbI C NOMOLLbIO Kabeneit kK pasbemam ycTpolicTea:
Pagno 1 — Pasbemsbl A1, A2;

Paguno 2 — Pasbemsbl A3, A4;

Paguno 3 — Paszbemsbl A5, A6.

© B cnyyae noaknoueHne HECKOMbKNX aHTEHH, HEO6X0AMMO Pa3HECTU aHTEHHbI Ha Tpy6oCTolike No
BbICOTE, MUHUMYM TM.
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PucyHok 28 — Cxema NoAK/THUYEHUS] aHTEHHbI K YCTPONCTBY
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4 YnpaB/ieHne yCTPOMCTBOM Yepe3 web-nHtepdeiic

4.1 Hauyano pa6oThl

[ns Hayana paboTbl HYXXHO MOAK/YNTLCA K YCTPOMCTBY No MHTepdielicy GE uepes web-6pay3ep:
1. Otkpoirte web-6pay3ep, Hanpumep, Firefox, Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3epa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec ycTpoiicTea: 192.168.1.10, Macka noacett: 255.255.255.0.
Mo yMOn4aHu1Io YCTPOIMCTBO MOXET nony4unTb agpec no DHCP. o 3Toro OHO AOCTYMHO No
3aBsogckomy IP-agpecy.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTCcsl CTpaHuLa ¢ 3anpocoM UMEHN

nonb3oBartena n napons.
SHELTEX

User Name
Password

| Logon |

3. Beeaute nms nonb3osartesnia B cTpoke «User Name» 1 naposb B cTpoke «Password».

o 3aBogackue yctaHoBku: User Name — admin, Password — password.

4. HaxmuTe KHOMNKy «Logon». B okHe 6pay3epa 0TKpOeTCs HavasibHasi cTpaHmua web-nHtepdeiica
yCTpOWCTBa.
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4.2 OcHOBHble 3neMeHTbl web-uHtepdeiica

Ha pucyHke Hmxe npeacTaB/eHbl 3/1IeMeHTbl HaBurauum web-nHtepdeliica.

z¥ elLTeX Eltex Outdoor Wireless Access Point =
| Provide basic settings y | W

minimal ==t of
carfiguration
» Review Description of this Access Point ... information needed to
==l Lp the sccess
Thesz fizlds shaw information seecific to this azoess point. pint and start
wirzlmss r=twsrking 2=

Interfac=x

Wirele: t Formardi 1P Address: 192 166.15.47 m;b;‘n':t:; e
MAC Address: AS:FH:4B:64:20:E0 this cage.
Firmwars Version: {Terywan sepena Moy
Rt Ustime: 1 dmys, 3 hours, 26 minutes Caution:
Rogue AP Detection CPU Usags: 12.40% IF you do not have &

DHCP server on the

TSPEC Status and Statistics M=mary Usags: 133ME/24BMS (53%) netwerk and do not

ﬂ-l to us= cna, the

first thing you must ds
after brirging up the
acz=sz zaict is changs.
the Connection Type
#om DHCP to Static
1P

TSPEC AP Stati=tics
Radio Statistics

Email Alert Status
b Device Information

Product Id=ntifier:  WLAN-EAP

Hberm 3 To change the
Etfiernet Setting= Herdwars Version: 2v3 e
Serizl Humber :  WPLTOO0D21 tz the Etnernet

IPvi Tunnel Devios= Namae: Eltmx-a7 [Wired} Sattings tab.

Scheduber

Scheduler Assodiation

Devios Description: WOP-12ac-LR:rev.B DC

b Provide Network Settings ...

These settings agsly to this access paint.

More ...

==
5%
E
)
4
i
&
3
B

I S—

Fax s Transition

Wircless Multicast Forwarding

MAC #uthentication b Serial Settings ...
[Erp—

Saud Rate 115200 ¥
Authentication

Management ACL

—— b System Settings ...

Bonjour System Name |WBP-12=|:—LR_r=w_B_DC |

OKHO No/1b30BaTe/IbCKOTO UHTEpdIerica MOXHO YC/TOBHO pa3fae/inTb Ha 3 YacTu:

1. Pa3genbl MeHI0 HaCTpOeK YCTPONCTBa.
2. OCHOBHOE OKHO HacCTpOekK BblOpaHHOro pasgena.
3. CnpaBoyHas nHgopmMauus no BbIGpaHHOMY pasfesny MeHH.
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4.3 MeHto «Basic Settings»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

B meHto «Basic Settings» oTob6paxaeTcs ocHoBHas MHopmMaLmsa 06 ycTpoicTee. Mimetowmecs B JaHHOM
MEHI0 paszenbl NPefoCTaB/IAT BO3MOXHOCTb CMEHUTb Naposb AOCTYNa K YCTPONCTBY M HACTPOMTL CKOPOCTb
nopta Console.

IP Address:

MAC Address:
Firmware Version:
Uptime:

CPU Usage:

Memory Usage:

Refresh

b Review Description of this Access Point ...

These fields show information specific to this access point.

192.168.15.134
AB:FD:4B:B4:AE: B0
{Terxywana sepcna MO}

0 days, 0 hours, 1 minutes
7.60%

150MB/248MB (60%)

Product Identifier:
Hardware Version:
Serial Number :

Device Name:

Device Description:

b Device Information

WLAN-EAP

2w

WF18000022
Eltex-AP
WOP-1Zac-LR:rev.D

Review Description of this Access Point — B gaHHOM pa3gene npuBoagnTca nHopMaLmsa 0 CETEBbIX
HacTpolikax ycTpoiictea n Bepcum MO.

IP Address — IP-agpec ycTponcTBa;
MAC Address — MAC-aapec yCTpoIiCcTBa;

Firmware Version — Bepcusi NporpaMMHOro 06ecneveHuss;

Uptime — Bpems paboTbl;

CPU Usage — cpegHuii NpoLEHT 3arpy3ku npoueccopa 3a nocnegxue 10 cekyHa;
Memory Usage — NpoLeHT NCNo/b30BaHNsA (OU3NYECKON NaMAaTV YCTPONCTBA.

Device Information — ocHoBHasi MHpopmauumsi 06 yCTpPOICTBE.

* Product Identifier — naeHTUdMKaTOp YCTPOICTBA;
Hardware Version — Bepcusi annaparHoro obecneyeHus;
Serial Number — cepuiiHblii HOMep YCTPOICTBa;

Device Name — cucteMHoe MMs YCTPOICTBa;

Device Description — onucaHue yCcTpolicTBa.
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b Provide Network Settings ...

These settings apply to this access point.

MNew Password

Confirm new password

b Serial Settings ...

Baud Rate 115200 -

B System Settings ...

Systermn Name WOP-12ac-LR_rev_D
System Contact admin@example.com

System Location Default

Click "Update™ to save the new settings.

Update

Provide Network Settings — B gaHHOM pa3aene BbINOMHAETCS CMeHa napons ans aoctyna k web/CLI-
KOHpurypartopy ycTpoiicTaa.

* New Password — HOBbIIi Naporb;
« Confirm new password — noaTBepXAeHne HOBOro Naporssi.

Serial Settings — HacTpolikn nHtepdeiica Console.

+ Baud Rate — ckopoCTb nepefaun AaHHbIX No nHTepdeiicy Console, 6uT/c. Mo ymonyaHuio napameTtp
paeeH 115200. MoxeT npuHMmaTh 3HaveHna: 9600; 19200; 38400; 57600; 115200.

System Settings — B pa3gene MOXHO U3MEHUTb CUCTEMHbIE HACTPOWKMN YCTPONCTBA.

+ System Name — cucTeMHOe UMS YCTPONCTBa,;
+ System Contact — KOHTaKTHaa MHpopmauma Ansa CBA3M ¢ agMUHUCTPATOPOM,
+ System Location — nHcopmaymsa o om3n4eckoM MeCcTOrnoNoXeHUN YCTPOCTBA.

[ns BCTyNneHust B cuy HOBOI KOHUIypauum 1 3aHECEeHNs1 HACTPOEK B S3HEPTOHE3aBUCUMYH NaMsATb
HaxkmuTe KHomnky «Update».

4.4 MeHio «Status»

B meHIo «Status» oTpaxaeTcsl TeKylLee COCTOsSIHNE CUCTEMbI, TPUBOAMTCSH UHCPOPMALS O COCTOSIHWN
NHTepdelicoB YCTPOCTBA, PETMCTPUPYEMbIX Ha YCTPOACTBE COOLITUSIX, MOAKMOUEHHBIX K/TMEHTAX,
PaAVOOKPYXEHUN 1 PaAMOCTaTUCTMKE YCTPOIACTBA.

4.4.1 Mopmento «Interfaces»

B noameHto «Interfaces» npeacrtaBneHa nHopmaums o TEKyLLEM COCTOSIHUM NPOBOAHbIX NMHTEPGENCOB U
HacTpolikax 6ecrnpoBOAHOI ceTw.

[nsa 6bICTpOro nepexoaa B MEHHO HACTPOEK NPoBoAHOro uHTepgoeinca «Wired Settings» nnn 6ecnpoBogHOro
nHtepdpeica «Wireless Settings» HaxxmuTe Ha ccblniky «Edit» B cOOTBETCTBYIOLLEM pa3gene.
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View settings for network interfaces

Click "Refresh™ button to refresh the page.

Refresh
Wired Settings ( Edit )
Internal Interface
MAC Address AB:F9:4B:16:67:60
VLAN ID 1
IF Address 192.168.15.25

Subnet Mask 255.255.255.0
IPvE Address i

IPvE Address Status

IPvE Autoconfigured Global Addresses

IPv6 Link Local Address

IPvE-DNS-1

IPvE-DNS-2 i

DNS-1 172.16.0.250
DNS-2 172.16.0.100
Default Gateway 192.168.15.1

Show interfaces table

Wired Settings — npuBogutcsa nHgopmaums o TekyLlem COCTOSHUM NPOBOAHONO MHTepdeica:

* MAC Address — MAC-agpec ycTtpoiictBa Ha Ethernet-uHtepdeiice;

* VLAN ID — Homep VLAN ans ynpaBneHus ycTponicTBOM,;

* IP Address — IP-agpec ynpaBneHus yCTpONCTBa;

« Subnet Mask — macka IPv4-ceTn ynpaBneHus;

* IPv6 Address — IPv6-agpec ynpaBneHus yCTPOMCTBa;

* IPv6 Autoconfigured Global Addresses — cnMcok CKOHhMryprMpoBaHHbIX aBTomMaTnyeckn IPvb-aapecos;
* IPv6 Link Local Address — aBTOMaTM4YeCKN CKOHQIUIYPUPOBaHHbI NokanbHbIA IPv6-aapec;
* IPv6-DNS-1 — agpec nepsoro DNS-cepsepa B IPv6-ceTy;

* IPv6-DNS-2 — agpec BToporo DNS-cepsepa B IPv6-ceTy;

* DNS-1 — agpec nepsoro DNS-cepsepa B IPv4-ceTy;

* DNS-2 - agpec BToporo DNS-cepsepa B IPv4-ceTy;

+ Default Gateway — wnt3 no ymon4yanuto B IPv4-ceTn.

Wireless Settings (_Edit )

AeroScout™ Engine Communications Status down

Radio One

Status Off

MAC Address AB:F9:4B:16:67:60
Mode IEEE 802.11a/n/ac

Show interfaces table

Radio Two

Status

MAC Address

Mode

Show interfaces table

Radio Three

Status

MAC Address

Mode

Show interfaces tahle

Off
AB:F9:4B:15:57:68
IEEE 802.11a/n/ac

Off
AB:F9:4B:15:57:70
IEEE 802.11a/n/ac

SFP Settings
Link Status
SFP-module Status
Speed

up
on
1000M

Wireless Settings — npmBoanTcs MHpopMaums o TEKyLLEM COCTOSSHUN 6eCNPOBOAHBLIX MHTEPXENCOoB:
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« AeroScout™ Engine Communications Status — cTaTyc nogaepXku npotokona AeroScout;

* Radio One — cocTosiHMe paboTbl NEPBOro paanonHTepdeinca,;

* Radio Two — cocTosiHue paboTbl BTOPOro paanonHTepdeiica;

* Radio Three — cocTosiHMe paboTbl TPETLEIO pagnonHTepderica;

* MAC Address — MAC-agpec paanonHTepdelica;

* Mode — pexum paboTbl pagnonHTepdieiica cornacHo ctaHgaptam IEEE 802.11;

« Channel - Homep 6ecnpoBoAHoro kaHana cornacHo 802.11, Ha KOTOpom paboTaeT pagnoNHTEPAIENAC;

* Operational bandwidth — wmpnHa NoNoCkI YacToT KaHasla, Ha KOTOPOM paboTaeT paguonHTepdeiic, My,
+ Transmit Power Output — thakTnyeckasn nsnydyaemas MOLLHOCTb nepeaaryvka, obm.

SFP Settings onuuoHansbHo Tonbko ansa WOP-12ac-LR rev.D SFP n WOP-12ac-LR rev.D GPON — npuBogunTcs
NHbopMaLmsa 0 TeKyLemM COCTOAHUM ONTUYECKOro HTepdelica:

* Link Status — cocTosiHMe paboTbl ONTUYECKOr0 UHTepheica;

+ SFP-module Status — otobpaxaeT Hannyme/oTcytcTene SFP-moayns;
+ Temperature — Tekylwiasa Temneparypa SFP-moayns;

+ Transceiver Supply Voltage — HanpsixeHne nutaHns SFP-moayns;

+ Laser Bias Current — TOK cMeLLleHnA nasepa SFP-moayns;

* Transmit Power — MOWHOCTb N3y4YEHUS;

* Receive Power — MOLLHOCTb Ha BXOA4e NPUEMHUKA,;

+ Speed — ckOpOCTb Nepefayn faHHbIX.

Wireless Settings {_Edit )
AeroScout™ Engine Communications Status down

Radio One

Status Off

MAC Address AB:F9:4B:B5:32:00

Mode
Show interfaces table

Radie Two

Status

MAC Address

Maode

Show interfaces table

Radioc Three

Status

MAC Address

Mode

Channel

Operational Bandwidth, MHz
Transmit Power Output, dBm
Hide interfaces table

Interface Status MAC Address

IEEE 802.11a/n/ac

Off
AB:F9:4B:B5:32:08
IEEE 802.11a/n/ac

on
AB:F9:4B:B5:32:10
1IEEE BD2.11a/n/ac
100 (5500 MHz)

B0

256.00

VLAN ID Name (SSID)

wlan2:vapld up A8:F9:4B:B5:32:10 11

wlan2:vapl down AB:F9:4B:B5:32:11 \irtual Access Point 1
wlan2:vap2 down AB:F9:4B:B5:32:12 Virtual Access Point 2
wlan2:vap3 down AB:F9:4B:B5:32:13 Virtual Access Point 3
wlan2:vapd down A8:F2:4B:B5:32:14 Virtual Access Paoint 4
wlan2:vaps down AB:F9:4B:B5:32:15 Virtual Access Point 5

wlan2:vapé down A8:F9:4B:B5:32:16 Virtual Access Point 6

S S Y

wlan2:vap? down AB:F9:4B:B5:32:17 Virtual Access Point 7
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«Show interfaces table»«Wired Settings»WirelessSettings»

* Interface — Ha3BaHWe MHTepheiica TOUKN AOCTYNa;

+ Status — cTatyc uHTepgeiica;

* MAC Address — MAC-agpec nHtepdeiica;

* VLAN ID - ngeHTtudpmkatop VLAN, ncnosnb3yemsbiii Ha nHTepdelice;
« Name (SSID) — nmsi 6ecnpoBoaHOI CeTu.

[nsa Toro, 4To6bI CKPbITb TabnuUy HaxkmuTe Ha cebliky «Hide interfaces table».

[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».

4.4.2 TlogmeHto «Events»

B nogmeHto «<Events» MOXHO MPOCMOTPETb CNNCOK COOLITUI, NPONCXOLALLMX C YCTPONCTBOM, & Takke
HACTPOMTb NepeHanpasneHne cobbITUiA Ha cTopoHHUIA SYSLOG-cepBep.

View events generated by this access point

Options Relay Options
Persistence Enabled '®' Disabled Relay Log Enabled "®' Disabled
) - Relay Host | XML IOOE XK HHOO RN XK XK T KAKH KKK T HHHK X KRKS
Severity 7 ¥ Hostname max 253 Characters)
Depth  |512 |(Range:1-512) | Relay Port |514 (Range: 1 - 65535, Default: 514)

Click "Update™ to save the new settings.| Click "Update" to save the new settings.
Update Update

Events

Click "Refresh® button to refresh the page.
Refresh

Time Settings (NTP) Type Service Description

Apr 20 2021 08:28:00 debug hostapd[21316] Station f2:2b:5a:02:68:5e associated, time = 0.001250

Apr 20 2021 08:28:00 debug hostapd[21316] station: f2:2b:5a:02:68:5e associated rssi -57(-57)

Apr 20 2021 0B:28:00 info hostapd[21316] 5TA f2:2b:5a:02:68:5e associated with BSSID eB:28:c1:c1:27:60

Apr 20 2021 08:28:00 info hostapd[21316] Assoc request from f2:2b:5a:02:68:5e BSSID eB:28:c1:¢c1:27:60 S5ID Eltex VAP
Apr 20 2021 0B:27:20 info  dman[1233] The AP startup configuration was updated successfully.

Apr 20 2021 08:27:20 debug clusterd[1951] dman sent notification that config has changed

Click "Clear All* to erase all events.
Clear All

Options — B pa3aesie BbINOMHAETCA HACTPOIKa NapaMeTpoB XypHasia COOOLLEHWNIA: ypOBEHb BaXKHOCTU U
KO/IM4EeCTBO COOBLLEHNI, COXpaHAeMbIX B 3HEProHe3aBUCUMO NamMATH YCTPOCTBA.

* Persistence — BbI6op cnoco6a coxpaHeHst UHPOPMALMOHHbIX COOBLLIEHWIA:
*+ Enabled — npun yctaHoBKe AaHHOro (hriara cobbITUA XypHasia 6yayT COXpaHATLCS B
9HEpProHe3aBNCUMO NaMSATY;
+ Disabled — npu yctaHoBKe gaHHoro dpiara cobbiTns 6yayT COXpPaHATbLCA B 3HEPro3aBnCUMON
namsATn. CoobLeHNs1 B 9HEPro3aBMCUMOl NamMsATh 6yayT yaasieHbl Npy nepesarpy3ke CUCTEMBI.
+ Severity — ypoBEHb BXXHOCTN COOBLLEHNS, KOTOPOE HYXXHO COXPaHWUTb B 3HEPrOHE3aBNCUMO NaMSTU.
OnvcaHve CcyLLeCcTBYOLWUX YPOBHE BXKHOCTU NPUBEAEHO B Tab/MLE HUXKE.
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Tabnuua 3 — OnucaHne KaTeropuii B&XXHOCTU COObITUI

YpoBeHb Tun BaXXHOCTU cooGLwweHuin OnucaHune
0 Upe3BbluaiiHble (emergency) B cucTeme npousolnia Kputnyeckas olmnbka, cuctema MoxXeT paboTtatb
HenpaBu/bHO.
1 CurHansl Tpesoru (alert) Heo6xoayMo HeMep/ieHHOe BMELLIATENLCTBO B CUCTEMY.
2 KpuTuueckue (critical) B cucteme npousoLuna KpUtuyeckas oLmoka.
3 Owwn6ouHble (error) B cucteme npowusoLusia owmnéka.
4 Mpeaynpexaenus (warning) MpeaynpexaeHue, HeaBapuitHoe coobLeHNe.
5 YeepomneHus (notice) YBegomsieHne cucTeMsl, HeaBapuiiHoe coobLieHne.
6 NHdopMauyoHHble NHhopMaLOoHHbIE COOBLLEHUSI CUCTEMBI.
(informational)
7 OTtnapgouHble (debug) OTnafouHble COOOLLEHMSI NPELOCTAB/SIOT NO/Ib30BATES0

MHhOPMaLMIO /151 KOPPEKTHOW HACTPOWKM CUCTEMBI.

+ Depth — makcManbHOe KO/IM4YeCcTBO COOBLLEHNIA, KOTOPOE MOXET ObiTb COXPaHEHO B 3HEPro3aBUCUMON
namsaTu. MNMpu NpeBbILLEeHNN AAaHHOIO Nopora NPoOUCXo4UT nepesanncb CO0OLLEHNS, KOTOPOE XPaHUTCA B
cucTeMe [0/blue BCeX, HOBbIM. MapamMeTp npuHMUMaeT 3HavyeHus B guanasoHe ot 1 go 512. Mo
ymonyaHmo — 512.

[Nsi BCTYN/IEHUSI B Uy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaxkMuTe KHonky «Update».

Relay Options — B faHHOM pasfene BbINOMHATCSA HACTPOIKM OTNPaBKN MHPOPMAaLMOHHbLIX COOOLLLEHWIA
YCTPOWCTBa Ha CTOPOHHWIA cepBep.

* Relay Log — BKIOYEHNE/BbIK/IOYEHNE OTMNPAaBKN MHPOPMALMOHHbIX COOOLLIEHNIA YCTPONCTBA Ha
CTOPOHHWIA cepBep:
+ Enabled — npu yctaHOoBNEHHOM thriare oTrnpaBKa BKIHOUYEH;
* Disabled — npu yctaHOBNEHHOM chnare oTnpasBka OTK/I0UYEHA.
* Relay Host — agpec cepBepa, Ha KOTOpbI NepeHanpasisoTca coobweHns. MoxeT 6biTb 3agaH IPv4-
agpec, IPvé-agpec nnm fomMeHHoe Ums yaaneHHoro cepsepa;
* Relay Port — Homep nopTa (layer 4), Ha KOTOpbI/i NepeHanpaBnsaTCs Coo6LLEHUS. [TPUHUMAET 3HAUYEHUS
B AManasoHe o1 1 o 65535. Mo ymonyaHuio — 514.

[Nsi BCTYN/IEHUSI B CU/TY HOBOM KOHQOUIypaLumn 1 3aHECEHNS1 HACTPOEK B 9HEPTOHE3aBNCUMYIO NaMSTh
HaxkmuTe KHonky «Update».

Events — B JaHHOM pas3fenie MOXHO NMPOCMOTPETb CNUCOK MHGOPMALIMOHHbIX COO6LLEHWI B peaslbHOM
BPEMEHW, CoflepXallinii cneayoLLyo MHopMaLio:

+ Time Setting (NTP) — BpeMms, Koraa co6bITve 6bI/10 CreHepUMPOBaHO;
+ Type — ypoBeHb BaXXHOCTUN CO6bITUS, Tabnuua 3;

+ Service — VMg npouecca, CreHepupoBasLLEero coobLLeHue;

+ Description — onncaHue cobbITus.

[Ansi 06HOBNEeHMs nHhopmaLmm B pasaene «Events» HaxXMuUTe KHorky «Refresh».

[nsa ynaneHns Bcex coobLLeHnin HaxxmuTe KHonky «Clear All».

4.4.3 MopgMmeHto «Transmit/Receive»

B nogmeHto «Transmit/Receive» oTo6paxatoTcs rpadiukm CKOpocTy npuemMa/nepegaymn tpaduka sa
nocnegHve 10 MUHYT, a Takxe MHopMaLMs O KoIMYecTBe nepeaaHHoro/nofy4eHHoro Tpadrka ¢ MOMeHTa
BK/THOYEHMS TOUKM AOCTyna.
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Click "Refresh™ button to refresh the page.
Refresh
LAN Tx/Rx
L]

2300kbps-
2070kbps+
1840kbps-
1610kbps-
1380kbps-
1150kbps-

920kbps+

690kbps

460kbps

230kbps-

Okbps+———F—F———F—AF————T——T——T—T— 1
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00
WVWLAN Tx/Rax
[

2500kbpsq
2250kbps
2000kbps-
1750kbps-
1500kbps-
1250kbps-
1000kbps

750kbps

500kbps-

250kbps 1

Dkbps —r—rT— 7T
9:00 8:00 7:00 6:00 5:00 4:00 3:00 2:00 1:00 0:00

OnucaHue rpadukoB «Transmit/Receive»:

pacmk LAN Tx/Rx — nokasblBaeT CKOPOCTb NepeaaHHoro/nony4yeHHoro Tpaduka yepes Ethernet-nHrepdelic
TOYKM gocTyna 3a nocnegHue 10 MuHyT. Mpaduk aBTomaTmyeckn o6HoBAsieTca kaxable 30 cekyHa,

Mpadmk WLAN Tx/Rx — noka3biBaeT CKOPOCTb nepefaHHoro/nosyyeHHoro Tpadmka yepes Radio-uHrepdpeiicel
TO4KM gocTyna 3a nocnegHme 10 MuHyT. Mpaduk aBTomaTmyeckn o6HoBAsieTca kaxable 30 cekyHa,
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Transmit
Interface

LAN
isatapl
wlanl:vap0
wland:vapl
wlan(:vap2
wlanl:vap3
wlan(:vapd
wlanl:vaps
wlan(:vapé
wlanl:vap?
wlanl:vapd
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vap5s
wlanl:vapt
wlanl:vap?
wlan2:vapl
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vapd
wlan2:vaps
wlan2:vapé
wlan2:vap?
wlanOwds0
wianOwds1
wlanOwds2

wianOwds3

Total packets Total bytes Total Drop Packets Total Drop Bytes Errors

88186403
0
o
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

9381031

o o o o o o o oo o

27175579935 0

0 1}
0 i}
0 0
0 i}
0 i}
0 i}
0 0
0 i}
0 0
0 Q
0 0
0 Q
0 0
0 Q
0 1}
0 Q
0 0
1739369114 0
0 i}
0 i}
0 i}
0 i}
0 0
0 i}
0 0
0 Q
0 0
0 Q
0 0

0

[= T T R Y e Y Y o TR Y o Y e Y o Y e Y o Y o Y = O TR N Y e N Y e Y o Y e TR o Y o Y e R T e T =

0

o o o oo oo o000 oo0o0o0o0o0o0oo0oo0oo0ooo

OnucaHue Tabnuupl «Transmit»:

* Interface — nms uHTepdeiica;

+ Total packets — KONNMYECTBO YCNELLIHO OTNPAaB/IEHHbIX NAKETOB;
+ Total bytes — KONMYECTBO YCMNELIHO OTNPaBNEHHbIX 6aT;

+ Total Drop Packets — konn4ecTBO NakeToB, OTOPOLUEHHbIX MPU OTNPAaBKE;

+ Total Drop Bytes — Konn4ecTBO 6aiT, OTOPOLLEHHbIX NMPU OTNPABKE;

* Errors — Konn4yecTBO OLUMNOOK.

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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Receive
Interface
LAN
isatapl
wlan0:vapl
wland:vapl
wlan0:vap2
wlan0:vap3
wlanl:vapd
wlan0:vap5
wlan0:vapé
wlan:vap?
wlanl:vapd
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vapt
wlanl:vap?
wlan2:vapl
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vapd
wlan2:vaps
wlan2:vapt
wlan2:vap?
wlanOwds0
wlanOwds1
wlanOwds2

wlanOwds3

Total packets Total bytes Total Drop Packets Total Drop Bytes Errors
12030174712 45808672

158689821
0
0
0
0
0
0
0
0
0
0
o
0
0
o
0
0
o

254448

oo o o o o o o o o O

o o o O o o o0 O Q0 O OO0 oo Qo o9

65996943

o o o O o o o o o o o

(=]

o o o o o o o o o o o o o0 o oo oo o oo oo ooooo

0

o o o o o o o o oo o oo oo o oo o oo o oo o oo oo

i}

o o o o o o o o o oo o o0 oo o oo o000 oooo0

Onucanne Tabnuubl «Receive:

[nsi 06HOBNEHMS UHDOPMALIM HA CTPAHULLE HAXMUTE KHOMKY «Refreshy.

Interface — nms nHTepdeiica;

Total packets — KONMMUYECTBO YCMELIHO NPUHATBLIX NAKETOB;

Total bytes — KONMYeCTBO YCMNELIHO NPUHATLIX GaiiT;

Total Drop Packets — Kon4ecTBO NAKETOB, OTOPOLLIEHHbIX NPU NOMYUYEHNY;
Total Drop Bytes — KO/IMYECTBO 6aiiT, OTOPOLLIEHHBIX NPU NOMYUYEHUN;

Errors — KONNM4ecTBO OLLINGOK.

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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4.4.4 TMopmeHto «Wireless Multicast Forwarding Statistic»

B nogmeHto «Wireless Multicast Forwarding Statistic» oTo6paxaetca ctatuctuka no paéore Wireless
Multicast Forwarding.

View WMF transmit and receive statistics for this access point

Click "Refresh™ button to refresh the page.
Refresh

Transmit/Receive Statistics
Interface Mcast-Data-Frames Mcast-Data-Fwd Mcast-Data-Flooded Mcast-Data-Sentup Mcast-Data-Dropped
wlan0:vap0
wlanD:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlanD:vap5
wlanl:vap6
wlanl:vap?
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vap5
wlanl:vapt
wlanl:vap?
wlan2:vap0
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vapd
wlan2:vaps
wlan2:vapb

wlan2:vap?

OnucaHue Tabnuupl «Transmit/Receive Statistics»:

* Interface — nms uHTepdpeiica.

* Mcast-Data-Frames — konuyecTBo multicast-kaapoB, N0NyYeHHbIX TOUYKON AOCTYNa;
* Mcast-Data-Fwd — konnyecTBo multicast-kagpoBs, NPUHATLIX KNNEHTaMu;

* Mcast-Data-Flooded — konuuecTBo multicast-kagpoB, OTNpaBAEHHbIX Ha BCe NOPThI;
+ Mcast-Data-Sentup — konu4ecTBO oTnpasneHHbIX multicast-kagpos;

* Mcast-Data-Dropped — KonmyecTBO 0T6pOoLIEHHbIX multicast-kagpos.
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IGMP Statistics
Interface Igmp-Frames Igmp-Frames-Fwd Igmp-Frames-Sentup Mfdb-Cache-Hits Mfdb-Cache-Misses
wlanl:vapl
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vapb
wlanl:vap?
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vapd
wlanl:vaps
wlanl:vapb
wlanl:vap?
wlan2:vapl
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vapd
wlan2:vaps
wlan2:vapt

wlan2:vap?

Multicast-Group
Interface Multicast-Group Stations Packets

Onucanune Tabnuubl «IGMP Statictics»:

Interface — nms nHTepdeiica;

Igmp-Frames — konnyectBo IGMP-kaapoB, NoNy4YeHHbIX TOYKOIM A0CTYNa;
Igmp-Frames-Fwd — konuyectBo IGMP-kaapoB, NPUHATbLIX KNNEHTaMK;
Igmp-Frames-Sentup — konnyectBo IGMP-kagpoB, 0OTnpaB/ieHHbIX Ha BCe NOPTbI;
Mfdb-Cache-Hits — KonM4ecTBO NakeToB, OTNPaB/EHHbIX HA N3BECTHbI multicast-aapec;

Mfdb-Cache-Misses — konn4ecTBO NakeToB, OTNPaB/NEHHbIX HA HEU3BECTHbI multicast-aapec.

OnucaHue Tabnuupl «Multicast-Group»:

Interface — nms nHTepdeiica;

Multicast-Group — IP-agpec multicast-rpynnbi;

Stations — MAC-aapec knveHTa multicast-rpynnbi;

Packets — konnyecTBO NPUHATLIX NAKETOB KIMEeHTOB multicast-rpynnsi.
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4.4.5 MopameHto «Client Associations»

B nogmeHto «Client Associations» oTo6paxkaeTcs MHpopMaumsi 0 NOAK/IYEHHbIX K TOUKe AOCTyNa KNneHTax u
cTaTucTvKa nepefaHHoro/nosy4eHHoro Tpaguka no Kaxaomy KneHTy.

View list of currently associated client stations

Click "Refresh™ button to refresh the page.

Refresh

Total Number of Associated Clients 4

Eltex-Local (wlanlvapl) 90:18:7c:21:c2:e8 192.168.40.229 android-9ae1d3a8fdc8753d 00:00:09 -54 dBm 38 dB -92 dBm 100% 100% 100% Yes
Eltex-Local (wlanivapl) 94:53:30:05:6c:d5 192.168.40.127 LAPTOP-UDGFM1AS 00:02:12 -65 dBm 27 dB -92 dBm 73% 15% 65% Yes
Eltex-Guest (wlanlvap2) d0:17:c2:0d:ch:e@ 192.168.41.105 00:00:03 -65 dBm 27 dB -92 dBm 100% 100% 90% Yes

Eltex-Guest (wlanlvap2) 1c:b7:2c:43:9b:d3 192.168.41.130 android-6355bfb78ebd944b 00:00:17 -66 dBm 26 dB -92 dBm 100% 100% Mot supported Yes

Station IP Address Hostname Uptime RSSI SNR Noise Link Quality Rate Quality Link Capacity Status
Authorized

SSID — nms 6ecnpoBOAHOro MHTepeica n UMsi BUPTYasibHOM TOUKN AOCTYNa Ha MHTepdelice, K KOTOPOW
noAKNtoYeH KNMeHT. Hanpumep, 3anuck wlanOvap2 o3HauvaeT, 4To K/IMEHT cBsidaH ¢ Radio 1 BupTyanbHoi
Toukoi gocTtyna VAP2; 3anucb wlan1 o3HauaerT, uTo knmeHT cBsidaH ¢ VAPO Ha Radio2;

Station — MAC-agpec KNneHTa;

IP Address — IP-agpec KNneHTa;

Hostname — ceTeBoe NMS YCTPOWCTBa;

Uptime — NpoAo/MKUTENBHOCTb CECCUN KITMEHTE;

RSSI — ypoBeHb NpMHUMaeMOro curHana, obm;

SNR — ypoBeHb OTHOLWIEHUS CUrHan/wym, ob;

Noise — ypoBeHb Wyma, obwm;

Link Quality — napameTp, KOTOpbIiA 0TOGpaXkaeT COCTOSIHNE JIMHKA A0 K/IMEeHTa, PaCCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTpaHCMUTOB NakeToB, OTNPAaB/IEHHbIX KIMEHTY. MakcMMasibHoe 3HadyeHve —
100% (Bce nepeaaHHble NakeTbl OTNPaBUANCH C NEPBOI NONbLITKN), MUHUMasIbHOE 3HauYeHne — 0% (Hu
OfIMH NakKeT A0 KNMeHTa He 6blN YCNeLIHO OTnpaB/eH);

Rate Quality — napameTp, KOTOpbIi 0TOGpaXKaeT COCTOSHME /IMHKA A0 KIMEHTa, paCCUMTaHHbIN Ha
OCHOBaHMKN KO/IMYecTBa PeTpaHCMUTOB NakeToB, OTNPaBNEHHbIX KITMEHTY, 419 MOAYNAUMN, KoTopas
NCNOMb3YeTCs B laHHblii MOMEHT. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble nakeTbl Ha
[laHHOI MoAYNALMN OTNPABUINCHL C NEPBOIA NOMbITKKN), MUHUMasIbHOE 3HadeHue — 0% (HY oAuH NakeT Ha
[laHHOI MoAYNAUMKN 10 KNNEeHTa He Gbln YCNeLwwHOo OTNpaBneH);

Link Capacity — napameTp, KOTOpbIii 0To6paxaeT a¢pPeEKTUBHOCTb UCMNO/Ib30BaHUS TOUKOM AOCTyna
MOAY/IAUMN Ha nepeady. PaccunTbiBaeTcs UCXOAA N3 KONMMYECTBa NakeToB, NepefaHHbIX Ha Kavkaoi
MOAYNALMMN [0 KTMEHTA, U NOHUXKAOLLMX KO3hMLUMeHTOB. MakcumaribHoe 3HadyeHne — 100% (o3Hauaer,
4TO BCE MakeTbl NepefarnTcs A0 KIMeHTa Ha MakCMMasibHOW MoAyNAaunn AN MakCUMasibHOro Tvna nss,
noaepXX1MBaemMoro kKfimeHToM). MuHuManbHoe 3HaueHue — 2% (B cyyae, Koraa nakeTbl nepeaatoTcst Ha
moaynaumm nssTmes0 ans knaveHTa ¢ nogaepxkoii MIMO 3x3). N5t KIMEHTOB, NOAK/MOYEHHbIX 6e3
ncnonb3oBaHna AMPDU, napameTp He nNoagepXmnBaeTcs;

Status Authorized — cTatyc aBTOopM3auuun.

Mpu HaxaTun Ha MAC-aapec knMeHTa packpbiBaeTcsl NnoApo6Has MHopmaLyst o ero paboTe 1 cTaTUCTUKa
nepeaaHHoro/nosly4YeHHoro Tpaduka no JAaHHOMY KUEHTY.

41



PykoBogacTBo no akcnayatauum WOP-12ac-LR

Refresh

SSID

Eltex-Local (wland)

Station

70:70:0d:d9:b0:2b  192.168.40.169

Click "Refresh” button to refresh the page.

Total Number of Associated Clients 13

IP Address

View list of currently associated client stations

Hostname

iPhoneViktoriaz

Uptime RSSI SNR Noise

00:00:

00 -77 15dB -92 dBm

Link Quality Rate Quality Link Capasity Status

100%

Not supported Mot supported

Authorized

Eltex-Local (wlan0) _M)'-\C: 70:70:0d:d9:b0:2b ConnEFtlon time: 00:00:00 - j'gJNUt supported Yes
AID: 8 Bandwidth: 20MHz
Eltex-Local (wland) ss1oe Eltex-Local BS Mode: on H Mot supported Yes
Eltex-Local (wland) HMode: 802.11ac Auth Mode: WRAZ H Mot supported Yes
Eltex-Local (wlan0) ERSSI; 77 Encryption: AES-CCMP H Mot supported Yes
WVLAN: 143 Listen Interval: 20
Eltex-Local (wlanQ) 31y actual rate: 1 P actual rate: 0 H Mot supported Yes
Eltex-Local (wland) 4 H Mot supported Yes
Eltex-Local (wlani) _T)de Packets: 203/176 H Mot supported Yes
Tx/Rx Drop Packets: 0/0
Eltex-Local (wlan1) :TURx Bytes: 83211/17792 H MNot supported Yes
Eltex-Local (wlani) dTx/Rx Drop Bytes: o/0 H Mot supported Yes
Eltex-Local (wlani) gT)de Rate: 130/86.7 Mbps H Mot supported Yes
Eltex-Local (wlan1) dr/Rx Statistics: H Mot supported Yes
Bitex-Guest (wlanivapl) ucs I Rx Pkts  Tx Pkts  Tx Succ Pkts  Tx Retries Tx Pericd Retries i Mot supported Yes
1mbps | a a a 0.0% 0.0%
Zmbps | a a o 0.0% 0.0%
Smbpss | a a 0 0.0% 0.0%
Embps | a a a] 0.0% 0.0%
.......... P
Smbps | a a o 0.0% 0.0%
11mhna 1 n n ! 0 0& 0 0 b

+ MAC - MAC-agpec KnMeHTa;

+ AID — yHMKanbHbIA nAeHTUGUKATOP NOAKIYEHNS;

+ SSID — M8 ceTu, K KOTOPOI NOAKNHOYEH KITUEHT;

* Mode - ctaHgapt IEEE 802.11, B KOTOPpOM paboTaeT K/IMEHT;

* RSSI — ypoBeHb curHasna oT KNueHTa, Abm;

* VLAN — Homep VLAN BMpTyasibHOM TOYKM AOCTYNa;

+ Tx actual rate — TekyLLas CKOPOCTb Nepegayn AaHHbIX B CTOPOHY K/IMEHTa, B KOUT/C;

+ Tx/Rx Packets — KONnM4ecTBO NepefaHHbIX U NPUHATLIX NaKETOB OT K/INEHT],

* Tx/Rx Drop Packets — KonM4yecTBO OTOPOLUEHHbIX NAKETOB B ABYX HanpaB/ieHusix (Ha nepegady u npuem
COOTBETCTBEHHO);

* Tx/Rx Bytes — KOnM4ecTBO NepeAaHHO 1 NPUHATON MHGPOPMaLuK oT KnneHTa (B 6alitax);

* Tx/Rx Drop Bytes — KOnM4yecTBO OTOPOLLEHHOWN MH(POPMaLMK B ABYX HanpaBieHusix (Ha nepeaady v
npuem COOTBETCTBEHHO, B 6aliTax);

+ Tx/Rx Rate — KaHaNbHasA CKOPOCTb B ABYX HanpasneHusx, B MouT/c;

+ Connection time — NPoOAOMKUTENBHOCTbL CECCUN;

* Bandwidth — wunpuHa nonocel, B KOTOPOW paboTaeT KNneHT, MIy;

* PS Mode - pexum "cHa": off — KNMeHT akTUBEH, ON — KAMEHT HAXo0AMUTCS B "cnAweM" pexume;

« Auth Mode — Tun 6e3onacHoCTY;

+ Encryption — Tun wndpoBaHns;

+ Listen Interval — konuyecTtBo beacon frame cnycTsa KOTOpbIe KNNEHT AO/HKEH NPOBEPUTL HauTMYMe ans
Hero Tpadvka Tpaddpuka(B cnyyae cHa);

* Rx actual rate — Tekywjasi CKOPOCTb Nepefayn faHHbIX B CTOPOHY TOUKM AOCTYNa, B KOUT/C;

OnucaHune Tabnuupl «Tx/Rx Statistics»:

+ MCS - mopynsuus;

* Rx Pkts — KOnM4eCTBO NPUHATBLIX OT K/IMEHTA MAaKeTOB Ha KaxAol Mogynsaumm;

+ Tx Pkts — KOnnM4ecTBO nepefaHHbIX KIMEHTY NakeToB Ha KaXKaon MOAynauny;

+ Tx Succ Pkts — KONM4ecTBO YCNeLHO nepefaHHbIX KNMEHTY NakeTos.;

*+ TX Retries — npoueHT Ay6/MPOBaHHbIX NAKETOB B CTOPOHY K/TMEHTA;

* Tx Period Retries — NpoLeHT NOBTOPHO OTNPAaB/IEHHbIX NAaKeTOB 3a nocneaHuii nepuog, (10 cekyHa).

[nsi 06HOBNEHMS UHCOPMALM HA CTPAHNLE HaXXMUTE KHOMKY «Refreshy.
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4.4.6 MopameHto «TSPEC Client Associations»

B nogmeHto «TSPEC Client Associations» oTo6paxaetcs nHdhopmaums 0 KNIMEHTCKMX AaHHbIX Tspec,
nepeaaHHbIX U NOTYYEHHbIX C MOMOLLIbIO 3TOIM TOYKM AocTyna.

View TSPEC Client Association Status and Statistics

Click "Refresh™ button to refresh the page.
Refresh

Status
Network Station TS Identifier Access Category Direction User Priority Medium Time Excess Usage Events VAP MAC Address S5ID

Statistics
Network Station TS Identifier Access Category Direction From Station To Station
Packets Bytes Packets Bytes

+ Network — nmsi 6ecnpoBoAHOro nHTepdenca n nmMs BUPTyasibHOM TOUYKM A0CTyna Ha uHTepdeiice, K
KOTOPOW noaxn4eH KnneHT. Hanpumep, 3annck wlanOvap2 o3HavaeT, YTo KIMEHT cBs3aH ¢ Radio 1
BUPTyasibHOM Toukoi aocTtyna VAP2; 3anuck wlan1 o3HauaeT, 4To knmeHT cBsidaH ¢ VAPO Ha Radio2;

+ Station — MAC-agpec KnMeHTa;

« TS Identifier — TSPEC naeHTudmkaTop notoka Tpadmka. MoxeTt npuHumartb 3HadeHve ot 0 oo 7;

+ Access Category — kateropusi goctyna (Voice nnu Video);

« Direction — HanpasneHue Tpaduka (Uplink/Downlink/Bidirectional);

* User Priority — npyuopuTeT nonb3oBaress;

* Medium Time — cpeaHee BpeMs, KOTOpOe NOTOK Tpadimka 3aHMMaeT cpealy nepeaayu;

+ Excess Usage Events — KoNnn4ecTBO BpEMEHMU, KOTAa K/IMEHT NPEBbLICU CPeaHUIA CPOK nepegayv;

+ VAP - HOMep BMPTYasibHON TOUKM A0CTYNa;

* MAC Address — MAC-agpec ToYkM OOCTyna;

+ SSID - nmsa 6ecnpoBOAHON CETY;

+ From Station — nHpopmaums 0 Tpaduke, KOTOPbIN NepeaaeTcsl 0T 6eCNPOBOAHONO K/IMEHTA K TOUKE
[0CTyng,;

+ To Station — nHchopmauus o Tpadurke, KOTOpbIA NepegaeTcs OT TOUKM AOCTYNa K K/TMEHTY:

+ Packets — kKoNn4ecTBO NepeAaHHbIX NaKeToB;
* Bytes — konn4ecTBO nepefaHHbIX 6anT.

[na 06HOBNEHUSt MHhOpPMaLMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refreshy.
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4.47 NMopmeHo «Rogue AP Detection»

B nogmeHto «Rogue AP Detection» oTo6paxaetcs nHdpopmaums 060 Bcex 6eCnpoBOAHbIX TOUKaxX A0OCTYyna,
KOTOpbIe YCTPOCTBO AETEKTUPYET BOKPYT Cebs.

View Rogue AP Detection

Click "Refresh” button to refresh the page.
Refresh

AP Detection for Radio 1 ®) Enabled ) Disabled
AP Detection for Radio 2 ®) Enabled ) Disabled
AP Detection for Radio 3 ®) Enabled ) Disabled

Click "Update” to save the new settings.
Update

Detected Rogue AP List
Click "Delete Old” to delete old entries from Detected Rogue AP List
Delete Old
Dangerous AP List
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel [BandWidth] Channel Blocks Signal Beacons Last Beacon Rates

Unknown AP List

Action MAC Radio BeaconInt. Type SSID Privacy WPA Band Channel [BandWidth]  Channel Blocks  Signal Beacons Last Beacon Rates
Grant e0:d9:e3:49:99:70  wlan2 100 AP (Non Broadcasting) off of 5 100 [80] 100-112 gl 3 Thu Apr 29 15:19:09 2021 6,9,12,18,24,36,48,54
Grant eB:28:c1:00:fc:9l  wlan2 100 AP DOS5 On on 5 100 [80] 100-112 i 1 Thu Apr 22 16:56:04 2021 6,9,12,18,24,36,48,54
Grant e0:d9:e3:49:99:74  wlan2 100 AP 6S6test autotest off of 5 100 [80] 100-112 gl 4 Thu Apr 29 15:19:09 2021 6,9,12,18,24,36,48,54
Grant a8:f9:4b:b0:22:60  wlan2 100 AP OPTOKON Users on on 5 116 [80] 116-128 4] 1 Thu Apr29 15:19:02 2021 6,9,12,18,24,36,48,54
Grant a8:f9:4bib0:22:b1  wlan2 100 AP OPTOKON Visitors off off 5 116 [80] 116-128  ail 1 Thu Apr29 15:19:02 2021 6,9,12,18,24,36,48,54
Grant eB:28iclifcid6i8l  wlan2 100 AP HOT_SSID off of 5 132 [20] 132 all 1 Thu Apr29 15:19:03 2021 6,9,12,18,24,36,48,54
Grant e8:28:cl:fid6:82 wlan2 100 AP 3ax_Karandashev_Enterprise on on 5 132 [20] 132 al 1 Thu Apr 29 15:19:03 2021 6,9,12,18,24,36,48,54
Grant aB:f9:4b:b1:00:00  wlan2 100 AP guest off of 5 1321 [40] 132-136 il 1 Thu Apr 29 15:19:03 2021 6,9,12,18,24,36,48,54
Grant e8:28:clifid6:83 wlan2 100 AP Karandasev_portals off off 5 132 [20] 132 all 1 ThuApr29 15:19:03 2021 6,9,12,18,24,36,48,54
Grant eB:28iclifcidEi84 wlan2 100 AP open for mac off of 5 132 [20] 132 all 1 Thu Apr29 15:19:03 2021 6,9,12,18,24,36,48,54
Grant eB:28:clifcd6:8S wlan2 100 AP Load_test off of 5 132 [20] 132 all 1 Thu Apr 29 15:19:03 2021 6,9,12,18,24,36,48,54

[na 06HOBNEHNUSt MHChOPMALIMKN Ha CTPaHWLE HaXKMUTe KHOMKY «Refreshy.

+ AP Detection for Radio 1/ AP Detection for Radio 2 — BkNtoUeHME AETEKTUPOBAHUSA CTOPOHHUX TOUEK
poctyna B dpoHe anst Radio1 n Radio2.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaxkmuTe KHonky «Update».

Detected Rogue AP List — B pasgene npuBoanTcst MHpopmMaLmsi 060 Bcex 6eCcnpoBOHbIX TOUKaxX A0CTYNa,
KOTOpbIE YCTPONCTBO AETEKTMPYET BOKPYT CEOS.

KHonka «Delete Old» ncnonb3yetcs ans yaaneHus 3anuceii 0 HeakTUBHbIX YCTPOMCTBaX B PAANOOKPYXEHUN.

+ Action — ecnv To4Ka fOCTyna HaXoAMUTCS B CMIUCKE OOHAPYXXEHHbIX, TO HaXXaTne KHOoMNku «Grant»
nepeHeceT ee B CMUCOK I0BEPEHHbIX Todek gocTyna «Known AP List».
+ MAC - MAC-aapec To4kn 0ocTyna;
* Radio — pagnounHTepdelic, KOTOpbIM Gbla 06HapyXeHa CTOPOHHSIA ToUKa A0CTyna;
+ Beacon Int. — nHTepBan nocbinkn Beacon-nakera TOUKOWM AOCTYNa;
+ Type — Tun 06HapyXeHHOro YCTPOICTBa:
+ AP — Touka gocTyna;
« Ad hoc — peueHTpanM3oBaHHOE K/IMEHTCKOe YCTPOMCTBO.
+ SSID — nva 6ecnpoBOaHON CeTu;
* Privacy — ctaTyc pa6oTbl pexuma 6e30nacHOCTV TOYKM foCTyna:
* On — pexxum 6e30MacHOCTU BbIK/THOYEH,;
« Off — pexxum 6e30NacHOCTU BK/THOYEH.
+ WPA - cocTtosiHne wndpposarms WPA: Off — BbikntoueHo, On — BKNHOYEHO;
* Band - 4acTOTHbIA cnekTp paboTkl Toukn goctyna: 5 Mru;
« Channel [BandWidth] — ncnonb3yemblii YaCTOTHbIN KaHa ¥ LUMPUHA NOMOCHI,
« Channel Blocks — ouana3oH kaHasioB, KOTOpPble 3aHMMAaeT TouKa [10CTyna;
+ Signal — ypoBeHb cuUrHasna, npuHMMaeMblii OT TOYKM AocTyna, ABM. MNpun HaBegeHMM ykasaTens Ha
rpadomyeckoe n3obpaxkeHne curHana AeMOHCTPUPYHOTCS YUAC/IEHHbIE NOKa3aTeIn 3TOro CUrHang;
* Beacons — o6uiee uncno Beacon-nakeTos, NPUHATLIX OT TOUYKM AOCTyNa C MOMEHTa ee 06HapYyXXeHWS;
+ Last Beacon — garta v Bpemsi npuema nocrnegHero Beacon-nakeTta oT TOYKM AOCTYNa,;
* Rates — CnMCOK KaHa/lbHbIX CKOPOCTEN, MOAAEPXKNBAEMbIX AAHHOI TOYKOI AoCTyna.
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Known AP List
Action MAC Radio Beacon Int. Type SSID Privacy WPA Band Channel [BandWidth] Channel Blocks Signal Beacons Last Beacon Rates
Delste e0:d%:e3:8a:38:40  wlan2 100 AP Belyak_GPB_Free off 5 64 [20] 64 all 2 ThuApr 29 15:19:17 2021 6,9,12,18,24,36 48,54

Save Known AP List to a file
Save
Import Known AP List from a file

® Replace Merge
Browse.. Mo file selected. Import

UTo6bl yoanutb TOUKY AOCTyNa U3 SAHHOIO Crncka Haxmmnte Ha KHonky «Deleter, nocne yganeHus ns cnucka
«Known AP List» Touka nonaget B CNMCOK 0GHaPYXXEeHHbIX TOYEK AOCTyna.

Save Known AP List to a file — B gaHHOM pa3gene BbINosHAETCA coxpaHeHme cnucka «Known AP List» B dpaiin.
[na coxpaHeHnsa HaXXmMuTe KHOMKY «Save».

Import Known AP List from a file — B gaHHOM pa3sgene BbinonHAeTcs 3arpy3ka cnmcka «<Known AP List» 13
harina.

* Replace — npu nmnopTe cnmcka fOBEPEHHbIX TOUEK AOCTYNa MMNOPTUPYEMBI/ CMMCOK MOTHOCTHHO
3aMEeHUT TeKyLLUIA CMUCOK AOBEPEHHbIX TOUEK AOCTYNa;

+ Merge — npu nMnopTe Cn1cka AOBEPEHHbIX TOUEK AOCTYNa AOBEPEHHbIE TOUYKM AOCTyna 13
MMNOPTMPYEMOTO crcka byayT fobaBneHbl K To4Kam A0CTyna, HaXoAALWMMCS B MMNOPTUPYEMOM CNCKe
B [aHHbI/i MOMEHT BPEMEHW.

[na 3arpy3kn thainna HaxmuTe KHonKy «O630p», yKaxxuTe haiin, KOTOPbIA HYXXHO 3arpy3nTb U HOKMUTE KHOMKY
«Import».
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4.4.8 MopameHo «TSPEC Status and Statistics»

B nogmeHto «TSPEC Status and Statistics» oto6paxaetcsa nHcpopmarmsa o Tspec ceccusax Ha

pagnoviHTepdelicax.
View TSPEC Status and Statistics
Click "Refresh™ button to refresh the page.
Refresh

AP Status

Interface Access Category Status Active TS TS Clients Med. Time Admitted Med. Time Unallecated

wlan0 Best Effort down 0 0 Q 0

wlan0 Background down 0 ] 0 0

wlan0 Vioice down 0 0 Q 0

wilan0 Video down 0 0 0 0

wlanl Best Effort down 0 0 0 0

wlanl Background down 0 ] 0 0

wlanl Voice down 0 0 0 0

wianl Video down 0 0 0 0

wlan2 Best Effort down 0 ] a Q

wlan2 Background down 0 ] 0 U

wlan2 Voice down 0 ] a Q

wlan2 Video down 0 0 0 0

VAP Status

wlan0:vap0 Best Effort down 0 0 0 0
Background down LU ] a Q
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vapl Best Effort down 0 0 0 0
Background down LU 0 L] L]
Voice down 0 0 0 0
Video down 0 0 0 0

wlan0:vap2 Best Effort down 0 ] 0 0
Background down LU ] a LY
Voice down 0 0 0 0
Video down 0 o a Q

Onucaxne Tabnuu «AP Status» n «<VAP Status»:

* Interface — nms nHTepdelica;

* Access Category — kateropust goctyna (Voice, Video, Best Effort, Background);
+ Status — cocTosiHue ceccuy;

+ Active TS — KOIM4eCTBO TEKYLLUX aKTUBHbIX NOTOKOB Tpaguka,;

« TS Clients — KOnM4eCTBO K/IMEHTOB;

* Medium Time Admitted — cpegHee BpeMmsi, KOTOpOe MOTOK Tpadhvka 3aHMMaeT cpefy nepejaqv;
* Medium Time Unallocated — cpeaHee BpeMsi NPOCTOS NOMOCbI B J@aHHOI KaTeropuun.
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Transmit
Radio Access Category Total Packets Total Bytes
wiand Best Effort
wlan Background
wiand Voice
wlan0 Video
wlanl Best Effort
wlanl Background
wlanl Voice

wlanl Video
wlan2 Best Effort
wlan2 Background

oo o oo oooo oo

wlan Woice
wlan2 Video 0
Interface Total Voice Packets Total Voice Bytes
0

otal Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
wlan0:vap0 ] [} 0 a o
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vapd
wlan0:vap5
wlan0:vaps
wlan0:vap7
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vap4
wlanl:vap5
wlanl:vap6
wlanl:vap7
wlan2:vap0
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vap4
wlan2:vap5

wlan2:vapé

I I - I I R R - N I - R R )

0 0 0o 000 o0 o0 20000 oo oC oo ooe o
O 0o 0o o000 o000 oo o000 oo o oo o oo
R R - TR T R T R R
0 000 S0 00000 00000000 0c Qoo
o o 2 0 o 00 000 o0 00000000600
- R R R - - - - - - - G - - G
D 0 o0 o0 92 00 o000 0000000000 o o0

wlan2:vap7?

Onucanune Tabnuy, «Transmit»:

* Radio — ums pagnonHTepdelica;

* Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

+ Total Packets — 06LLee KONM4yecTBO NaKeToOB JaHHON KaTteropuy AocTyna, OTnpaBieHHbIX
paavouHtepdencom;

+ Total Bytes — obLiee KoNM4ecTBO H6alT AAaHHOWN KaTeropum AOCTyNa, OTNPaB/IEHHbIX pagnonHTepdeicom,

* Interface — HOMep BUPTYasibHON TOYKN AOCTYNa;

+ Total Voice Packets — obuiee KonmyecTBo nakeToB kateropum Voice, oTnpaBneHHbIX ¢ gaHHon VAP,

+ Total Voice Bytes — obLuee Konn4yecTBo 6aiiT kateropum Voice, oTnpaBneHHbIX ¢ gaHHoW VAP;

+ Total Video Packets — oblLiee Konn4ecTBo naketoB kaTeropun Video, oTnpaBneHHbIX ¢ gaHHon VAP,

+ Total Video Bytes — obuiee konmyecTBo 6anT kateropun Video, oTnpas/ieHHbIX ¢ gaHHol VAP;

+ Total Best Effort Packets — obLiee KonM4ecTBO NakeToB Kkateropun Best Effort, otnpaBneHHbIX ¢ gaHHOM
VAP;

+ Total Best Effort Bytes — o6Llee konuyecTBo 6aiiT kateropumn Best Effort, otnpaBneHHbix ¢ gaHHol VAP;

+ Total Background Packets — obuiee KonM4ecTBO NakeToB Kateropun Background, oTnpaBneHHbIX €
AaHHon VAP;

+ Total Background Bytes — o6Liee konuyecTBo 6aiiT kateropun Background, oTnpaBneHHbIX C AaHHOW
VAP.
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Receive
Radio Access Category Total Packets Total Bytes

wlan0 Best Effort
wlan0 Background
wlan0 Vioice
wlan0 Video
wlanl Best Effort
wlanl Background
wlanl Voice

wlanl Video
wlan2 Best Effort
wlan2 Background

o 200 oo o0 o0 o oo

wlan2 Voice
wlan2 Video o
Interface Total Voice Packets Total Voice Bytes Total Video Packets Total Video Bytes Total Best Effort Packets Total Best Effort Bytes Total Background Packets Total Background Bytes
o o ] 0 1] 0

0D 0 o0 o000 oo0o0oo0

wlan0:vap0
wlan0:vapl
wlan0:vap2
wlan0:vap3
wlan0:vap4
wlan0:vap5
wlan0:vap6
wlan0:vap?
wlanl:vap0
wlanl:vapl
wlanl:vap2
wlanl:vap3
wlanl:vap4
wlanl:vap5
wlanl:vapé
wlanl:vap?
wlan2:vap0
wlan2:vapl
wlan2:vap2
wlan2:vap3
wlan2:vap4
wlanZ:vap5
wlan2:vapb

o o0 00 o0 0 0000000000000 o0 0
o 00 00 000 000 o0 o000 o0o oo oo
0090 00 020 00000000000 00000
e R = R R R - I = = = R = = R = T = = = R =R = =)
o 00 00 08 000000000 oo oo0o oo
000 00 02 00000000000 Q0000
o o0 o0 o0 o0 o000 o0 oo o0 oo o oo oo
o0 o0 00 oS0 o0 o000 oo o0 o0 oo o ooo o

wlan2:vap7

Onucanne Tabnuu, «Receiver:

Radio — nms pagnovHTepdeiica;

Access Category — kateropusi goctyna (Voice, Video, Best Effort, Background);

Total Packets — o6Llee KoNM4ecTBO NakeToB AaHHON KaTteropmm AocTyna, NPUHATLIX
pagnovHTepdercom;

Total Bytes — obLyee KOIMYeCTBO 6allT AaHHOWN KaTteropum AOCTyna, NPUHATLIX pagnovHTepdeiicom,
Interface — HoMep BUPTyasibHON TOUKM [OCTYNa;

Total Voice Packets — obLyee KOM4ecTBO nakeToB Kateropun Voice, NPUHATBLIX Ha AaHHo VAP;

Total Voice Bytes — o6Liee konnyecto 6aiT kateropum Voice, NPUHATLIX HA AaHHOo VAP;

Total Video Packets — obLiee KonnyecTBo naketos kateropun Video, npuHATLIX Ha AaHHon VAP,

Total Video Bytes — obuwee konmyecTBo 6aiT kateropun Video, npuHATLIX Ha AaHHoin VAP,

Total Best Effort Packets — o6Luee KonmyecTBo NakeTos kateropun Best Effort, npuHATLIX Ha gaHHO
VAP;

Total Best Effort Bytes — o6Lee konnyecTBo 6aiiT kateropum Best Effort, npuHaTbix Ha gaHHoi VAP;
Total Background Packets — o6Liee KonMyecTBO NakeToB kateropun Background, NpuHATBLIX Ha AaHHOM
VAP;

Total Background Bytes — o6uiee konuyecTBo 6aiT kateropum Background, npnHaTbIX Ha gaHHoin VAP.

[na 06HOBNEHNA MH(DOPMALMK Ha CTpaHULLEe HaxkKMUTe KHOMKy «Refreshy.

LR
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4.4.9 ToameHto «TSPEC AP Statistics»

B pasgene «TSPEC AP Statistics» oTobpaxaeTcsa ctatucTvka no KosimyecTy nepefaHHoro/nosy4eHHoro
notokoB Tpadmka (Voice, Video, BE, BK).

View TSPEC AP Statistics

Click "Refresh™ button to refresh the page.

Refrezh
TSPEC Statistics Summary for Voice ACM
Total Woice TS Accepted 0
Total Woice TS Rejected 0

TSPEC Statistics Summary for Video ACM

Total Video TS Accepted 0
Total Video TS Rejecte 0
TSPEC Statistics Summary for Best Effort ACM
Total Best Effort TS Accepted 0
Total Best Effort TS Rejected 0
TSPEC Statistics Summary for Background ACM

C
Total Background TS Accepted 0

ackground TS Rejected 0

* TSPEC Statistics Summary for Voice ACM — obLiee konmuecTBo NpuHSATbIX (Accepted) 1 OTKNOHEHHbIX
(Rejected) notokoB Tpadhvka kateropum Voice;

* TSPEC Statistics Summary for Video ACM — o6Liee konn4yecTBo NpuHATLIX (Accepted) 1 OTK/TOHEHHbIX
(Rejected) notokoB Tpadhmka kateropum Video;

+ TSPEC Statistics Summary for Best Effort ACM - o6Liee konnyecTBo NpuHATLIX (Accepted)
OTKMOHeHHbIX (Rejected) noTokoB Tpadhmka kateropuu Best Effort;

+ TSPEC Statistics Summary for Background ACM — o6Lyee KonmyecTBo NpuHATLIX (Accepted) un
OTK/10HeHHbIX (Rejected) noTokoB Tpadhmka kateropumn Background.

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refreshy.
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4.4.10 MopgmeHto «Radio Statistics»

B nogmeHio «Radio Statistics» oTo6paxaeTca nogpobHasa nHgopmauus 0 naketax u 6arvitax, nepefaHHbIx/
NosTy4YeHHbIX MO 6ecnpoBOgHOMY MHTephelicy.

View Radio Statistics

Click *Refresh™ button to refresh the page.
Refresh

Radio 1 Radic 2 '®' Radio 3

WLAN Packets Received: 254448 WLAN Bytes Received: 565996943
WLAN Packets Transmitted: 9381031 WLAN Bytes Transmitted: 17393650114
WLAM Packets Receive Dropped: 0 WLAMN Bytes Receive Dropped: 0

WLAM Packets Transmit Dropped: 0 WLAN Bytes Transmit Dropped: 0
Fragments Received: 246121 Fragments Transmitted: 78E037
Multicast Frames Received: 12851 Multicast Frames Transmitted: 83517599
Duplicate Frame Count: 7594 Failed Transmit Count: 21165
Transmit Retry Count: 164443 Multiple Retry Count: 71725

RTS Success Count: 321275 ETS Failure Count: 351187
ACK Failure Count: 384336 FCS Error Count: 191140444
Transmitted Frame Count: 104584850 WEP Undecryptable Count: 0

BbicTaBuTe chnar y HaumeHoBaHus paguonHtepdpeiica Radio 1, Radio 2 nnm Radio 3, no kotopomy
Heob6Xx04MMO BbIBECTU NMOAPOGHYO UHhOpMaLMIO:

WLAN Packets Received — obuiee KOIMYeCTBO NAaKETOB NO/YYEHHbIX TOUKOM AOCTYyNa Yepe3 AaHHbIl
pagnonHTepgelic;

WLAN Bytes Received — obLLee Konn4yecTBo 6ainT Nosy4YeHHbIX TOYKOM AOCTYyNa Yepes AaHHbIN
pagnonHTepgelic;

WLAN Packets Transmitted — o6Liee KonM4ecTBO NakeToB NepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbll

pagnonHTepgelic;

WLAN Bytes Transmitted — obuee KOM4ecTBO 6aT nepeaaHHbIX TOUKOM A0CTyna Yepes AaHHbli
pagnounHTepgelic;

WLAN Packets Receive Dropped — Konn4yecTBo NakeToB, NOIyYEHHbIX TOYKOW A0CTyna Yepes AaHHbIl
pagnovHTepdelic, KoTopble 6bi/I OTOPOLLEHBI;

WLAN Bytes Receive Dropped — KONM4eCcTBO 6aiT, NoNyYeHHbIX TOYKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/I OTOPOLLEHbI;

WLAN Packets Transmit Dropped — KONM4YeCTBO NaKeTOB, NepefaHHbIX TOUKOM AOCTyNa Yepes AaHHbIi
pagnovHTepdelic, KoTopble 6bi/I OTOPOLLEHbI;

WLAN Bytes Transmit Dropped — Konn4yecTBO 6aiT, nepeAaHHbIX TOYKOM A0CTyna Yepes AaHHbll
pagnovHTepdelic, KoTopble 6bi/Iv OTOPOLLEHbI;

Fragments Received — Konn4ecTBO NONYyYEHHbIX )parMeHTOB NaKeTOB.;

Fragments Transmitted — konu4yecTBO NepefaHHbIX oparMeHTOB NaKeToB;

Multicast Frames Received — KOIM4YeCTBO NO/yYEHHbIX KaApOB MY/IbTUKACT;

Multicast Frames Transmitted — KonM4ecTBO NepeaaHHbIX KagpoB My/bTUKACT;

Duplicate Frame Count — konnmyecTBO Ay6nmpyroLWmnx Kagpos;

Failed Transmit Count — KONMY4ECTBO HE NepefaHHbIX NaKeTOB 13-3a OLLUNOKMY;

Transmit Retry Count — KONM4eCTBO NOBTOPHO OTMNPAB/IEHHbIX MNAKETOB;

Multiple Retry Count — koNM4eCcTBO NakeTOB NepeoTnpaBnseMbIX HECKO/IbKO pas;

RTS Success Count — KOIMYECTBO NAKETOB NOATBEPXAEHNSA O TOTOBHOCTU NpUHUMaTh Tpadmk(CTS);
RTS Failure Count — KONIM4ECTBO NAKETOB HA KOTOPbIE HE MPULLAN NOATBEPKAEHMSA O TOTOBHOCTU Ha
npnem(CTS);
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ACK Failure Count — KONIM4ECTBO NAKETOB Ha KOTOPbIE HE MPULLAN MOATBEPXKAEHMSA O YCNELLUHOM
npueme(ACK);

* FCS Error Count — Konn4ecTBO KaapOB He NMpoLueALnx NpoBEPKY KOHTPOIbHON CyMMbI;

+ Transmitted Frame Count — KO/IM4ECTBO YCMEeLHO NepeaaHHbIX Kaapos;

« WEP Undecryptable Count — konn4ecTBO NakeToB, KOTOpble He yaanocb pacwmdgposatb (WEP).

[N 06HOBNEHMA MHPOPMALMK Ha CTpaHULEe HaxkMUTe KHOMKy «Refresh».

4.411 MopmeHto «<Email Alert Status»

B nogmeHto «kEmail Alert Status» npusogutca nHgopmaumnsa 06 oTnpasneHHbIX N0 3/1IEKTPOHHON noyTe
COO0OLEHUSIX, CreHePUPOBaHHbIX HA OCHOBE XYypHasia COObITUIA.

HacTpouTb oTnpaBky coobLeHnii MOXHO B nogmeHto «Email Alert», pacnonoXeHHOM B MeHH0 «Services».

Email Alert Operational Status.

Click "Refresh" button to refresh the page.
Refresh

Ernail Alert Status : up
Number of Email Sent : 249
Number of Email Failed i |

Time Since Last Email Sent @ Tue Apr 20 10:53:42 2021

+ Email Alert Status — cTaTyc pab0Tbl ONOBELLEHMS N0 3/1eKTPOHHO NoYTe 0 paboTe yCcTpolicTBa:
+ Up - onoBeLlyeHne BK/TOYEHO;
+ Down - onoBeLlLeH1e BbIK/HOYEHO.
Number of Email Sent — 06LLee Ko/IM4ecTBO COOBLLEHWIA, OTNPAB/IEHHbIX HA AaHHbIA MOMEHT;
Number of Email Failed — obliiee Konn4ecTBo COOOLLEHWNIA, KOTOPblE Obl NOTEPSIHbI, HA AAHHbI
MOMEHT;

« Time Since Last Email Sent — pata 1 Bpemsl 0TNpaBku1 NOCAeAHEro CoobLLEHMS.

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULLE HAXXMUTE KHOMKY «Refreshy.
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4.5 MeHo «Manage»

4.5.1 MopameHto «Ethernet Settings»

B nogmeHto «Ethernet Settings» BbINONHAOTCA ceTeBble HACTPOWKM YCTPOIACTBA.

Modify Ethernet (Wired) settings

Hostname WOP-12ac-LR_DC | (Range : 1 - 63 characters)
Internal Interface Settings

MAC Address AZ:F3:4B:B0:F7:60

Management VLAN ID 1 (Range: 1 - 40394, Default: 1)
Untagged WLAN * Enabled Disabled

Untagged VLAN ID i (Range: 1 - 4034, Default: 1)
Connection Type DHCP T

Static IP Address 192 | . [168|. [103 |. |3

Subnet Mask 255 |.|255 | . [255 | . |0

Default Gataway 192 |.|168 | . (102 |. |1

ONS Mameservers ® Dynamic Manual

192 |.|168 | . (38 - 2

Click "Update™ to save the new settings.
Updats

+ Hostname — ceTeBoe nms yctpolictBa. MoxeTt cogepxatb 0T 1 40 63 CUMBOJ/IOB 1 COCTOSATb U3:
NaTVHCKMX 3arnaBHbIX 1 CTPOYHbIX BYKB, Lndp, 3HaKa aedmc «-» (0bpaTuTe BHUMaHWE, YTo Aedmc He
MOXET 6bITb NOCNEAHNM CYMBOJIOM B CETEBOM MIMEHM YCTPOiicTBa!);

* MAC Address — MAC-agpec Ethernet-nHtepdeliica ycTpoiicTBa;

+ Management VLAN ID — naeHtudoukatop VLAN, ncnosnb3yemsbliii Ans goctyna K ycTpoicTay. MpuHumaeT
3Ha4eHus ot 1 go 4094. Mo ymonyaxuo — 1;

+ Untagged VLAN — nepeBectu LAN-nopTbl B access-pexum, B koTopoM aobasnsietca VLAN-Ter ans
BXOASILLIErO HETEMMPOBAHHOIO Tpaduka N CHUMaeTCs ycTaHOBMEHHbIN VLAN-Ter ¢ ucxoasuero:

+ Enabled - BkntounTb access-pexum LAN-nopToB;

* Disabled - BbIkntounTb access-pexum LAN-nopTtos.

« Untagged VLAN ID — naeHTudpmkatop VLAN, KOTOopbIit 6yAeT Ha3HauyeH HeETermMpoBaHHOMY TpaduKy,
NnocTynarLleMy Ha YCTPOWCTBO, U CHAT C ucxoasulero Tpaduka. NpuHumMaeT 3HavyeHms ot 1 go 4094. Mo
ymMo/si4aHuo — 1;

+ Connection Type — BbI6op crnocoba yctaHoBKM IP-agpeca Ha ynpasnstoLwem nHtepdeice, no KOTOpoMy
6yaeT ocyulecTBnsaTbea nogkntoueHne WAN-nHTepdoeiica ycTpoicTea K CeTn NnpeaocTaBieHns yenyr
nposaligepa:

+ DHCP - pexxum paboThl, Nnpy KoTopoM IP-agpec, macka nogcetn, agpec DNS-cepsepa, Lt03 no
YMO/UYaHMo 1 Apyrue napameTpbl, HE06XoanMble A5 paboTkl B ceTw, ByayT nonydeHsl ot DHCP-
cepBepa aBToMaTn4eckuy;

+ Static IP — pexum paboTsbl, npn KOTopom IP-agpec n Bce He06XoAMMbIe CETEBbIE NapamMeTpbl Ha
WAN-uHTepdeiic HazHavaroTca ctatudecku. Mpu Bolbope Tuna «Static IP» ans pegaktnposaHus
CTaHyT AOCTYMHbI Cneayrowme napameTpbl:

« Static IP Address — IP-agpec ycTpolicTBa B CeT! npoBaiiaepa;
+ Subnet Mask — macka BHellHeli noaceTy;
+ Default Gateway — IP-agpec, Ha KOTOpbIil OTNPaBASETCA NAKET, €CV 415 HETO He HaligeH
MapLpyT B Tabnumue mapLupytmsauum,
« DNS Nameservers — afipeca cepBepoB AOMEHHbIX UMEH (MCMo/b3yloTCs A/1s onpeaeneHuns
IP-agpeca ycTpoiicTBa No ero JOMEHHOMY UMEHM):
+ Dynamic — 6ygyT ncnonb3oBaHbl DNS-cepsepa, nonyyeHHble no DHCP;
+ Manual — Heobxoammo yka3aTb DNS-cepBepa Bpy4Hyto.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.2 MopgmeHo «Management IPv6»

B nogmeHto «kManagement IPv6» BbINoO/HAETCA HAcCTpoiika KoHdurypauum IPve-agpeca s gocrtyna K
ynpasneHnto YyCTPOCTBOM.

Modify Management IPv6
Management IPv6
IPv6 Connection Type DHCPvE v
IPv6 Admin Mode Enabled ® Disabled
IPvE Auto Config Admin Mode Enabled ® Disabled
Static IPv6 Address o (000 10000 OO0 HOOC 00K X000 XK XXX )
Static IPvE Address Prefix Length 0 (Range: 0 - 128, Default: 0)

Static IPvE Address Status
IPv6 Autoconfigured Global Addresses
IPv6 Link Local Address

Default IPv6 Gateway i (00K 2X00CK E X00C KHOETRRXN IO XHKK I XHNKK)
IPv6 DNS Nameservers ® Dynamic Manual
(000K 00K X00E KOO KRHNK OO0 XKKK I XXKK )

(000 200 KOO0 HKOOC X0 IO XXHX )

Click "Update™ to save the new settings.
Update

« IPv6 Connection Type — BbI6Op UCNOMb30BaHUsSi cTaTuueckoro IPv6-aapeca ycTpoiicta (Static IPv6) nnu
AnHamuyeckoro (DHCPv6);
+ IPv6 Admin Mode — gocTyn K yCTpOICTBY No npotokony IPv6:
« Enable — pocTyn paspelleH;
* Disable — pocTyn 3anpeLleH.
* IPv6 Auto Config Admin Mode — pexum aBToKOH(MrypupoBaHus IPvée-aapeca:
+ Enable — ncnonb3syetcs;
+ Disable — He ncnonb3yeTcs.

Mpwn yctaHoBke Tuna «Static IPv6» B napametpe« IPv6 Connection Type» ona penakTmpoBaHus CTaHOBATCSA
[OCTYNHbIMW CeaytoLme napameTpsbl:

« Static IPv6 Address — ctatuyeckuiin IPvb-agpec yctpoiicTBa. Touka AoCcTyna MOXeT UMEeTb CTaTuyecKuii
IPv6-agpec, naxe ecnv agpeca yxe Obln HACTPOeHbl aBTomaTnyeckn yepes «Auto Config;
« Static IPv6 Address Prefix Length — npedmkc ctatudeckoro IPv6-aapeca. MpuHumaet 3HaveHune ot 0 Ao
128. Mo ymonuaHuio — 0;
« Static IPv6 Address Status — npocmoTp paboyero cratyca ctaTu4yeckn ckoHdurypmpoBaHHoro IPvé-
azpeca, NpMHUMAaET 3Ha4YeHUs:
 Operational — TeKyL1ii AeACTBYOLLNIA;
+ Tentative — pe3epBHblIil.
+ IPv6 Autoconfigured global Addresses — cnucok aencTsytoumx IPv6-aapecoB Ha yCTPONCTBE;
* IPv6 Link Local Address — nokanbHblin IPv6-agpec, ycTaHoBNeHHbIn Ha LAN-uHTepdeiice. [laHHbIn aapec
He KOHUryprpyeTcs 1 Ha3HaYaeTcs aBToMaTUyYecku;
+ Default IPv6 Gateway — w03 No ymonyaxuio gns IPve;
 IPV6 DNS Nameservers — aipeca cepBepoB AOMEHHbIX UMEH (MCnonb3ytoTcs Ansi onpeaenexns IP-
ajpeca ycTpoiicTBa no ero OMeHHOMY UMEHN):
+ Dynamic — 6ygyT ncnonb3oBaHbl DNS-cepsepa, nonyyeHHble no DHCP;
+ Manual — Heobxoammo yka3aTb DNS-cepBepa Bpy4Hyto.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYHO NaMsiTb
HaxkmuTe KHonky «Update».
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4.5.3 MoameHto «IPv6 Tunnel»

B nogmeHto «IPv6 Tunnel» BbiNO/IHAETCS HAcTpoiika TyHHenMpoBaHus IPv6 BHyTpu IPv4. Vicnonb3yeTcs
npoTokon ISATAP (Intra-Site Automatic Tunnel Addressing Protocol — npoTokon BHyTpucaiiToBoI agpecauui
TyHHenel4). Mo npoTokony ISATAP BbinonHseTcst uHkancynsums IPvé-naketos B IPv4-nakeTbl Ans nepegayn no
¢ IPv4-cetu. Mopaepxka faHHOro oyHKLMOHaNa Nno3BoseT YCTPOUCTBY yCTaHaBMBaTh CBA3b C yAa/IeHHbIMU
IPv6-xocTtamu.

Modify IPv6 Tunnel Settings

IPv6 Tunnel

ISATAP Status Enabled ® Disabled

ISATAP Capable Host isatap (000000000000 / Hostname max 253 characters, Default: isatap)
ISATAP Query Interval 120 sec. (Range: 120-3600, Default: 120)

ISATAP Solicitation Interval 120 sec. (Range: 120-3600, Default: 120)

&
ISATAP IPwE Link Local Address
ISATAP IPvE Global Address

Click "Update”™ to save the new settings.

Update

ISATAP Status — pexum paboTbl npoTokona ISATAP:
+ Enabled - pa3pelueHa pabota no npotokony ISATAP;
+ Disabled - 3anpelleHa pa6oTta no npotokony ISATAP.
+ ISATAP Capable Host — IP-agpec nnn DNS-ums mapuipytunsatopa ISATAP. 3HaueHre No yMoNYaHuo —
isatap;
* ISATAP Query Interval — nutepBan BpemeHun mexay DNS-3anpocamu. MprHumaeT 3HaveHne ot 120 go
3600 cekyHa. Mo ymonuaHuio — 120 cekyH,
« ISATAP Solicitation Interval — nHTepBan BpeMeHn mexay CoobLeHNs MK onpoca MapLupyTmu3aropa
ISATAP. MpuHnmaet 3Ha4veHns ot 120 go 3600 cekyHA. INo ymonyanuio — 120 cekyHp;
« ISATAP IPv6 Link Local Address — nokanbHblii IPv6-afpec yCTpoCTBa;
« ISATAP IPv6 Global Address — rnobanbHbliit IPv6-agpec ycTpoiicTsa.

[na BCTyNneHns B cUly HOBOW KOHOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».
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B nogmeHio «Wireless Settings» BbinosiHAwTCA HacTpolikn 6ecnposogHoi Wi-Fi ceTu. YcTpolicTBo nmeert 3
He3aBUCUMbIX (PU3NYECKMX pagnonHTepderica, Kaxabli U3 KOTOPbIX CNOCO6eH paboTaTb B CBOEM pexuMe.

Bce paguouHTepdericel WOP-12ac-LR pabortatoT B

AnanasoHe 51Ty,

B npefcTaBneHHOM pasfene MeH NpUBOAUTCS pasfe/ibHas HacTpolika A1st KaxAoro pagnonHTepdelica.

Country

Transmit Power Control
TSPEC Wiolation Interval

Global Isolation

Radio Interface

MAC Address
Mode

Channel
Alrtime Falrness
FEWA

Extended Channels

Radio Interface 2
MAC Address
Mode

Channel
Alrtime Falrness

FBWA

Extended Channeals

Radio Interface 3

MAC Address
Mode

Channel

Alrtime Falrness
FEWA

Extended Channels

AeroScout™ Engine Protoool Support

Click "Update™ to save the new settings.

Update

Modify wireless settings

Russla

|-"V|

(Sec, Range: O - 200, 0 Disables)

| 300

an % af

AB:F9:4B1BS:32:00
| =€ 80211800/ W |

(36 (5170 - s2sa mhiz)_v )

an
ABIF9:4B:B5:32:08

| 1e2E B02.1138/nf3c W |

(36 (5170 - 5250 MHz) v

ABIFR:4B:B5:32:10
1IEEE 802.11a/nfac

100 (5490 - 5570 MHz)

an off

an off

an off

Cisabled w

+ Country — Ha3BaHWe CTpaHbl, B KOTOPOI paboTaeT Touka AocTyna. B 3aBMCMMOCTUN OT yka3aHHOIo
3HauyeHus ByayT NPMMEHEHbI OrpaHMyYeHns K Nosioce 4acToT U MOLLHOCTY Nnepejarynka, Kotopble
[eNCTBYIOT B faHHON cTpaHe. OT yCTaHOB/IEHHOM CTpaHbl 3aBUCUT CMUCOK AOCTYMHbIX YACTOTHbIX
KaHa0B, YTO BNUSIET HA aBTOMAaTUYeCKMil BbIGOp KaHasia B pexxume Channel = Auto. Ecnn knneHTckoe
o6opyaoBaHMe NIMLEH3MPOBAHO AJ18 UCMOMb30BaHWA B APYroM pernoHe, BO3MOXHO, yCTaHOBUTb CBA3b C

TOUKOIA AOCTYNa B TaKOM C/lyyae He yAacTcs.

KNNEeHTCKNMN yCTpOI7ICTB&MI/I.

BbI60p HENPaBU/ILHOMO PEFMOHA MOXET NPUBECTY K Npo61eMam COBMECTUMOCTU C Pa3HbIMM
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Transmit Power Control — HacTpoiika pexnmMa orpaHnyeHus napametpa Transmit Power Limit:

* On — makcumanbHoe 3HadyeHne SVINM orpaHuymBaeTca B COOTBETCTBUN C 3aKOHOA4ATE/IbCTBOM
P® 1 He npeBbiwaeT 100 MBT (19 gBM n3nyyaemoii nepegaTynkom MowHocTy — ana 5 ru).

+ Off — makcumasibHoe 3HaueHne 3VINM orpaHmumBaeTcs PU3NYECKMMUN XapakTepUcTMKamm
nepepatumka. Ans scex yctpoicte WOP-12ac LR makcumanbHoe 3HavyeHne AUVIM ans o6ounx
AvanasoHoB — 27a6m.

TSPEC Violation Interval - nHTepBan BpeMeHM B CEKyHAAX, 3a KOTOPbI/ ToYKa AocTyna Ao/HKHA
COO06LLMTL Yepes XypHan cobbiTuiA uin nocpegctsom SNMP-trap 0 npycoegUHEHHbIX KNMEHTax,
KoTOpble He NnogaepXmBatoT oba3artefibHble npoueaypb! gonycka. NMpuHmumaet 3HaveHne ot 0 go 900
cekyHg. Mo ymonuaxuio — 300 cekyHz,
Global Isolation — npy ycTaHOBNEHHOM (piare BK/IOUYEHA U301AUMSA Tpaduka Mexay KNneHTamu pasHbIxX
VAP n pa3HbIX pagnonHTepdeincos;
Radio Interface — cocTosiHne pagvnouHTepdeiica:

+ On — Npu yCcTaHOB/IEHHOM chniare pagnmovHTepdeic akT1BEH;

+ Off — npn ycTaHOBNEHHOM (hriare paavovHTepenc BbIK/HOUEH.
MAC Address — MAC-agpec pagnonHtepdeiica;
Mode — BbI6Op pexunma paboTbl 6eCNPOBOAHOI0 MHTEpPGIEeca cornacHo ctaHaaptam IEEE 802.11;
Channel — Homep kaHana ansa pabotbl 6ecnpoBoaHoi ceTu. Mpu Bbibope 3HaYeHNsT «<autox»
aBTOMaTUYeCKN ONnpefensAeTca KaHasl C MEHbLUVM YPOBHEM MOMEX;
Airtime Fairness — dpyHKUMS1 3OMPHOI paanofoCTyMHOCTK:

* On — npu ycTaHOB/IEHHOM doniare PyHKLMA akTMBHA. DOMPHOE BpeMs paBHOMEPHO
pacnpegenserca Mexay nonb3osarensamu;

+ Off — oyHKUMA BbIK/IOYEHA.

FBWA - nponpueTtapHas TEXHOMO0r1s, No3BosALWLasn Bblouparb 419 npyemMa n nepefadv AaHHbIX
LEHTpaU/IbHYI0 4YacToTy, a He YCTaHOB/EHHbI kaHas no ctaHaapTam IEEE 802.11. Mo ctaHgaptam IEEE
802.11 management 1 data Tpadmk MOXeT 1CNONb30BaTb Pa3Hyo LEHTPasIbHY0 YacToTy (aKTyasibHO
TONBbKO NPU MCMOMIb30BaHUM WNPUHBLI KaHana 40/80 MIw):

* On — TEXHONOIMNSA BK/IIOYEHS,

+ Off — TEXHONOrNs BbIK/IOYEHA.

Extended Channels — npv BK/lOYEHUN AAHHOTO NapameTpa, CTAaHOBATCA AOCTYMHbI A5 BbIOOpa 4acToThbl
¢ warom B 10 MI'y, ecnv B HacTpolikax paanonHTepdeica BoICTaBNeHO 3Ha4YeHe LWMPUHbI KaHana
(Channel Bandwidth) 20 MTI'w;

* On — BKJ/THOYEHO;

+ Off — BbIK/IOYEHO.
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© cCnucku [OCTYMHbIX KAHA/TI0B/4YacTOT NPU pas/INYHbIX 3Ha4YeHUsx napametpos FBWA u Extended
Channels

Ecnun FBWA = off n Extended Channels = off:_
* npu wrpuHe kaHana 20 Mly; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132,136, 140, 144,149, 153, 157, 161, 165.
* Npwv wupuHe kaHana 40 MIru;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 100, 108, 116, 124, 132, 140, 149, 157.
+ ecnu "n-primary-channel" = upper: 40, 48, 56, 64, 104, 112, 120, 128, 136, 144,153, 161.
* npu wrpuHe kaHana 80 MrI'u; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132,136, 140, 144,149, 153, 157, 161.

Ecnun FBWA = off n Extended Channels = on:
* npu wrpuHe kaHana 20 Mly;: 36, 38, 40, 42, 44, 46, 48, 50, 52, 54, 56, 58, 60, 62, 64, 100, 102, 104,
106,108,110,112,114, 116,118, 120, 122, 124, 126, 128, 130, 132, 134, 136, 138, 140, 142, 144,
149, 151, 153, 155,157, 159, 161, 163, 165.
* Npwv wupuHe kaHana 40 MIru;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 100, 108, 116, 124, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 104, 112, 120, 128, 136, 144,153, 161.
* npu wrpuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132,136, 140, 144,149, 153, 157, 161.

Ecnn FBWA = on n Extended Channels = off:

* npwv wupuHe kaHana 20 Mrru: 5180 Mlfu, 5200 MITu, 5220 MTI'y, 5240 Mlry, 5260 MI'u, 5280 MI'y,
5300 Mrlu, 5320 My, 5500 Mry, 5520 My, 5540 MTl'y, 5560 MI"y, 5580 My, 5600 My, 5620
My, 5640 Ml'y, 5660 MI'y, 5680 MI'y, 5700 My, 5720 MI'y, 5745 Ml'y, 5765 MI'y, 5785 My,
5805 Mrlu, 5825 Mr'y,

* npwv wupuHe kaHana 40 MIru: 5190 Mlfu, 5230 MITu, 5270 MI'y, 5310 Mlry, 5510 MITu, 5550 MTy,
5590 Mrl'y, 5630 Mrl'y, 5670 MI'y, 5710 MI'y, 5755 Ml'y, 5795 Mru,

* npwv wupuHe kaHana 80 MIry: 5210 MIfu, 5290 MI'u, 5530 MT'y, 5610 MI"u, 5690 MI'u, 5775 MI'u,.

Ecnn FBWA = on n Extended Channels = on:

* npwv wupuHe kaHana 20 Mrru: 5180 Mlfy, 5190 MITu, 5200 My, 5210 Mlry, 5220 MITu, 5230 MI'y,
5240 Mrl'y, 5260 My, 5270 Mrl'y, 5280 MI'y, 5290 Mrl'y, 5300 MI'y, 5310 My, 5320 My, 5500
My, 5510 Ml'y, 5520 MI'y, 5530 My, 5540 MIy, 5550 My, 5560 MTI'y, 5570 MIry, 5580 Mry,
5590 Mrl'u, 5600 My, 5610 Mr'y, 5620 MI'y, 5630 MTI'y, 5640 MI'y, 5650 MI'y, 5660 MI'y, 5670
My, 5680 MI'y, 5690 MI'y, 5700 Ml'y, 5710 My, 5720 MI'y, 5745 Mrl'y, 5755 MI'y, 5765 My,
5775 Mrlu, 5785 Mrl'y, 5795 Mrl'uy, 5805 MrI'y, 5815 MIy, 5825 Mru,

* npwv wupuHe kaHana 40 MIry: 5190 Mlfu, 5230 MITu, 5270 MI'y, 5310 Mlry, 5510 MITu, 5550 MIy,
5590 Mrl'y, 5630 Mrl'y, 5670 MI'y, 5710 MI'y, 5755 Ml'y, 5795 Mru,

* npwv wupuHe kaHana 80 MIry: 5210 MIfu, 5290 MI'u, 5530 MT'y, 5610 MI"u, 5690 MI'u, 5775 MI'u,.

+ AeroScout™ Engine Protocol Support — nogaepxka npotokona AeroScout™ Engine:
+ Disabled — npoTokon nogaepxvnBaeTcs;
+ Enabled — npoTokon He NogaepXmBaeTcs.

[ns BCTynneHuss B Culy HOBOW KOHUIypauun 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBnCUMyH0 NamMaTb
HaxxmuTe kHonky «Update»
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4.5.5 MopmeHto «Radio»

B nogmeHto «Radio» BbINOMHATCA paclumMpeHHble HacTpoliku 6ecnposogHoit Wi-Fi cetn ans kaxgoro
pagnovHTepdelica.

Modify radio settings
Radio 1w
Status (e gp Off
Mode |IEEE 802 11ain/ac v
Channel 36 (5170 - 5250 MHz) ~
Limit Channels
Channel| 36 | 40 ( 44 | 48 | 52 | 56 | 60 | 64 | 100 104 (108|112 |116|120|124 128|132 136|140 144|149 | 153 | 157|161 Al
Use
Channel Bandwidth 80 MHz -~
Primary Channel Lower v
Transmit Power Limit 27 (dBm, Range: 11- 27)
Transmit Chain v a1 M oAz
WLAN List Add Remove Selected
(Range: 1-4094, 20 vian-ids max)
1 445 560
Advanced Settings
TSPEC Sttings
Click “Update” to save the new settings.
Update

* Radio — Bbl6op 6ecnposogHoro Wi-Fi nutepdelica;
+ Status — coctosiHue koHdurypupyemoro Wi-Fi nitepdpelica:
+ On - npu yctaHoBsieHHoOM tpnare Wi-Fi nHTepcheic BktoYeH,;
+ Off — npn yctaHoBneHHom chnare Wi-Fi uHTepdheinc BbIK/OYEH.
* Mode - BbIGOp pexrma paboTbl 6ecnpoBOfHOr0 MHTepdeica cornacHo ctaHgaptam IEEE 802.11:
* |EEE 802.17a — 4acTOTHbI gnanasoH 5 'Tu, MakcumasnibHas cKopocTb nepegayn 54 MouTt/c;
+ IEEE 802.11a/n/ac — 4acTOTHbI ananasoH 5 Ny, MakcumMasibHast CkopocTb nepegayn 1300 Mout/
C
* |EEE 802.71n/ac — 4yacTOTHbI gnanasoH 5 Ny, MmakcumanbHasa ckopocTb nepegayn 1300 M6uT/c.
BO3MOXHO NOAK/IOYEHME KITMEHTOB TOMILKO C nogaepxkoin ctaHaapta IEEE 802.11n/ac.
+ Channel - BbI6op pagnokaHana ans pabotbl Wi-Fi nHtepdpelica. Mpu Bbibope 3HaYeHns «Auto»
aBTOMAaTMYECKM ONpesensieTcs 1 BbICTABNSAETCS HaMEHee 3allyM/IEHHBI KaHau (C y4eTOM 3aaHHOT0
permoHa), Ha KOTOPOM paboTaeT HaMMeHbLLIee KOIMYECTBO TOUEK JOCTYNa;

© KnueHtckme Wi-Fi ycTpoiicTBa MOTYT He NogAepX1BaTh HEKOTOPbIE YACTOTHbIE KaHaslbl.
PekomeHAyeTca Ha3HavyaTb YacTOTHble kKaHaslbl 36-48 /19 AnanasoHa S [Ty, ecnn HET MHGhopMauun o
KaHanax, NnoanepXxnBaemMbix KNIMeHTaMm.

© 1pu ycTaHoBKe yacToTHOrO kaHana u3 DFS-ananasoHa 52-144 BkntoyeHne uHTepdelica Wi-Fi
NpouCXoanT Yyepes T MUHYTY.
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* Channel Update Period — neprog, BpEMEHM, Yepes KOTopbIil ByAeT NPONCXOANTL aBTOBLIGOP
ONTUM&JIbHOTO KaHana;

+ Limit Channels — cnncok kaHas10B, N3 KOTOPbIX TOYKa AOCTYNa MOXET BblopaTb ONTUMaUIbHbIA AN
paboTbl KaHaUu1 B pexnme «Autoy;

* Channel Bandwidth — wmpwvHa nonockl NnponyckaHus (Tonibko anst ctaHgaptos 802.11n/ac):

+ Cneundpmkauma 802.11n no3BONAET UCMOb30BaTh WNPUHY KaHana 40 MMy, AOMOMHUTESTbHO K
NCNONb3yeMOoi B APYruX pexmnmax wuprHe kaHana 20 Mrru. Micnonb3oBaHme KaHa0B C LUMPUHOL
40 MI'y, NO3BONAET YBE/IMUNTL CKOPOCTb Nepefayn AaHHbIX, HO COKpaLlaeT KomM4yecTBo
[OCTYMHbIX KAHa0B;

+ Cneuudpmkauma 802.171ac no3BoSET UCMOMb30BaThL WNMPUHY kKaHanna 80 MI'L, 4ONOHUTENBHO K
BO3MOXHbIM 3Ha4yeHuam 20 MI'y, n 40 My,

* Primary Channel — yctaHoBKa kaHana A1a aboHeHTOoB, nogaepxvsatowmx 20 My, nonocy B 40 My
cetun. NapameTp MOXET 6bITb U3MEHEH TOJILKO NPW NPOMNYCKHON CNOCOBHOCTN CTaTUYECKM 3a4aHHOr0
kaHana 40 MIru. KaHan 40 MI'y, MOXHO cuMTaTb COCTOALWMM M3 ABYX KaHanoB no 20 My, Kotopble
rpaHuyart B 4acTOTHOM obnactu. 911 ABa KaHasia 20 MI'y, Ha3bIiBatoT NePBUYHbLIM Y BTOPUYHLIM
KaHanamu. MepBuYHbIA KaHaN UCNO/b3yeTCA K/IMEHTaMK, KOTOPbIe NOAAEPXKMBAIOT TONIbLKO MOM0Cy
nponyckaHusa kaHasia 20 MIy:

* Upper — nepBUYHbIM KaHasiom 6yaeT BepxHuii kaHan 20 MMy B nonoce 40 My

+ Lower — nepBMYHbIM KaHa/10M byaeT HMmxHUIA KaHan 20 MITy, B nonoce 40 MIu.

+ Transmit Power Limit — perynupoBka MoLHOCTK curHana nepegaryunka Wi-Fi B gbm:

+ [pwn BKIOYEHHOM pexumeTransmit Power Control napameTp npyHMMaeT 3HadeHue: ot 11 go 19

Abwm;
* [pwu oTkItO4YEeHHOM pexxume Transmit Power Control napameTp npuHMMaeT 3HadeHus: ot 11 go 27
AbMm.
« Transmit Chain — chnarn akTMBHOCTW aHTeHH. [Mpn ycTaHOBNEHHOM (hniare COOTBETCTBYOLLAA aHTEHHA
BK/IIOYEH3,;

*+ VLAN list — cnucok VLAN, pa3peLleHHbIX 4518 nepegayv B 3omp (MCnosb3yeTcsi COBMECTHO C PEXMMOM
VlanTrunk Ha VAP). HacTpoiika VLAN List ncnonb3yetcsi B TOM c/iyyae, ecn B CTOPOHY K/TMEHTCKOTO
YCTPOMCTBa HY>KHO nepegatb He oanH VLAN, a HecKkosbko. HacTpoiika akTyasibHa AN pexuma paboThbl
VAP - VlanTrunk. MakcumansHoe konnyectso VLAN, koTopoe MOXHO yka3aTb B cnucke — 20.

UTo6bl NepeinTn K pacluMpeHHOMY CMMCKY NapaMeTPoB, HXKMUTE KHOMKY C N306paKeHneM CMMBOSA «+»
HanpoTtus «Advanced settings»:

DBSS Comxisiance L

OFS Suppart (= ™

Mulsicom.ain Requisiary Mode Enatie

Short Guard merval Supporied Mo w

STEC Mode BaRa W

Proteciian Aapn

Beacan manresl 100 [Mz=c, Ranga: 20 - 2000)

+ OBSS Coexistence — pexum aBTOMaTU4€CKON CMEHbI LUMPUHBI KaHana ¢ 40 MMy Ha 20 MIMy, npu

3arpy>XeHHOM pagunoadmpe:
+ On — Npu yCTaHOB/IEHHOM dh/1are PeXxunm BK/OYEH;
+ Off — npy ycTaHOBNEHHOM (hriare peXxxvM BbIK/THOYEH.

+ DFS Support — mexaHu3m guHaMnyeckoro Bblbopa 4actoTbl. TpebyeT OoT 6ecnpoBOAHbIX YCTPOCTB
CKaHVMpoBaTb paanMoadnp n nsberaTb UCNOIbL30BaHUS KaHa/10B, COBNAaZAloLLMX C KaHasiaMu, Ha KOTOPbIX
paboTalT pagmnonokaumoHHble cuctemsl B 5 L AnanasoHe. MNapamMeTp MOXET NPUHUMATb 3HAYEHWUS:

+ On — Npu yCTaHOB/IEHHOM dhnlare NoA4epPXKKa MEXaH3Ma BK/IOUEH];
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 Off — npn ycTaHOBNEHHOM chriare MnoAAepXka MexaHn3ma BbIK/loUeHa.
Multidomain Regulatory Mode - pexum nepegayv yCTpoicTBOM MHGOPMALMKN O BbICTAB/IEHHOM
pernoHe B cnyxe6HbIx coobLieHnsx Beacon frame:

+ Enable — pexum BK/HOYEH,;

* Disable — peXum BbIK/THOYEH.
Short Guard Interval Supported — noaaepXka yKOpoO4YEHHOro 3alMTHOIO MHTepPBasia. YMEHbLUEHVEe
3aLUMTHOro MHTepBas1a yBesiMymMBaeT NPornyCcKHY CNOCOBHOCTL. [onie 4OCTYNHO A/19 pefaKkTMpoBaHus,
NP YC/I0BUK, YTO BblOpaHHbIA pexnm paboTbl paamonHTepdeica BkoyaeT B cebs ctaHaapT IEEE
802.11n. MapameTp MOXET NPUHUMATb 3HAYEHNUS:

+ Yes - Touka goctyna nepegaeT AaHHble, ncnonb3ys 400 HC 3alMTHBIA MHTepBasT NPy 06LLEHUN C

KNIMeHTaMu, KOTopble Takke NoAAePXKMBatOT KOPOTKMUIA 3alLMTHBIN NHTepBaUT,

+ No - Touka goctyna nepegaet gaHHble, ncnonb3ys 800 HC 3aWMTHbI MHTEpPBaI.
STBC Mode — meTog, NpoCTPpaHCTBEHHO-BPEMEHHOIO 6/104HOT0 KOAMPOBAHMS, HanpaB/IeHHbIM Ha
NOBbILIEHNE HAAEXHOCTU Nepefayun faHHbIX. [1one gocTynHO 418 pefakTMpoBaHus, Npy YCI0BUK, YTO
BblOpaHHbIN pexum paboTbl pagnonHTepdelica BktovaeT B cebsa ctaHaapT IEEE 802.11n. MapameTtp
MOXEeT NPUHMMaTb 3HaYEeHUS:

+ Yes - Touka gocTyna nepegaeT OAuH NOTOK AaHHbIX Yepe3 HECKOSIbKO aHTEHH,;

+ No - Touka gocTyna He nepefaet OAUH U TOT e NOTOK AaHHbIX Yepe3 HECKO/TbKO aHTEHH.
Protection — pexum paboTbl NpeoTBpaLLeHNA MEXCTaHLMOHHON UHTepepeHLmn:

* Auto — pexuM BK/IHOYEH;

+ Off — peXvM BbIK/THOYEH.
Beacon Interval — nepnog NocbIsIK1n MasiukoBbIX (hpeimoB. PpeiiMbl NnepesatoTcsa Ans 06HapyXeHus
TOUKM focTyna B achmpe. MapameTp npuHumaet 3HadeHne ot 20 go 2000 mc. Mo ymonyaHuo — 100 mc;

DTIM Period |2 | (Range: 1-255)

Fragmentation Threshold |E| {Range: 256-2346, Even Numbers)
RTS Threshold |£| (Range: 0-65535)

Maximum Stations |£| {Range: 0-200)

Fixed Multicast Rate Auto v |Mbps

Frame-burst Support Off » | [Boosts Downstream Throughput]

DTIM Period — nHTepBas1 BpEMEHW Nepes OTNpaBKoi curHasia 6ecnpoBO4HOMY KNIMEHTY, HAXOAALLEMYCS
B CNSALLEM pexume, 4715 COOOLLEeHNS 0 TOM, YTO NakeT AaHHbIX OXuaaeT focTasku. MapameTp npuHuMaeT
3Ha4veHus oT 1 ot 255 mc. Mo ymonyaHuo — 2 Mc;

Fragmentation Threshold — nopor doparmeHTaLmmn dperima B 6antax. MapameTp NPUHUMAET 3HAYEHNS
0T 256 0T 2346. Mo ymonuaHuio — 2346;

RTS Threshold - yka3biBaeT uyncno 6aiiT, 4epes KoTopoe nocbiiaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE JAHHOTO 3HAYEHVS MOXET Y/yULMTb PaGoTy TOUKM AOCTyNa npv 60/1bLIOM
KO/IM4ecTBe NOAKNHOYEHHbIX K/IMEHTOB, O4HAKO 3TO YMEeHbLUaeT 06LLYH NPOMYCKHYH CNOCOBHOCTb
6ecnpoBogHol ceTu. MapameTp NnpuHUMaeT 3HadeHus ot 0 go 2347. Mo ymonyaHuo — 2347,

Maximum Stations — MakCMMaJsibHO A0MYCTUMOE YMC/I0 NOAKI0HAEMbIX K pagMoNHTEPIENCY KITMEHTOB.
MapameTp npuHmumaeT 3HaveHus ot 0 go 200, rae 0 — orpaHu4yeHne BbIKNOYeHO. Mo ymonyaHuio — 0;
Fixed Multicast Rate — BbIGOP PMKCUPOBAHHOM CKOPOCTU Nepegayn My/bTUKacToBOro Tpadmka. Mpu
Bbl6Ope 3HauyeHnss «Auto» BbIGOP CKOPOCTM BbINOSIHAETCSH aBTOMATUYECKN,

Frame-burst Support — pexvm, N03BONAOLLMNIA YBENUUYNTL MPOMYCKHYH CNOCOBHOCTL /19 HUCXOAALLErO
MOTOKa;
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DHCP Replication Off w
ARP Suppression Off »
DHCP Snooping Mode

WHT NSS2 MCS0-MCS9 (65 - 866.7 Mbps)
WHT NSS2 MCS0-MCS8 (65 - 780 Mbps)
VHT NS52 MCS0-MCS7 (65 - 650 Mbps)
VHT NS51 MCS0-MCS9 (32.5 - 433.3 Mbps)
VHT NSS51 MCS0-MCS8 (32.5 - 390 Mbps)
VHT NSS51 MCS0-MCS7 (32.5 - 325 Mbps)

MCS Rate Set

Legacy Rate Sets
Rate (Mbps)
Supported

[<]}8
[<]F3
ogals
[< ] < ]ES

s
e
SISO

08

Basic

rate Limit 50 (packets

)

] Broadecast/Multicast Rate Limiting
Rate Limit Burst | 75 (packets

WHT Features |

TSPEC Settings

+ DHCP Replication — pennukauns DHCP-nakeToB B CTOPOHY KMeHTa npu «on» — unicast, npu «off» —
broadcast;
+ ARP Suppression — mexaH13M KoHBepTupoBaHus ARP-3anpocos 13 Broadcast B Unicast;
+ DHCP Snooping Mode — ynpasiieHvne nosMTnkoin obpaboTtkun onuuu 82:
+ Ignore — Ha TOUKe gocTyna oTk/AYeHa 06paboTka onuun 82. 3HaveHne No yMOTHaHWIo;
* Remove - Touka gocTyna yaanset 3HadyeHue onuum 82;
* Replace — Touka gocTyna noAcTaBNsAeT Un 3aMeHsieT 3HavyeHue onumm 82. Mpu yctaHoBKe
[aHHOTO 3HaYeHUs CTaHOBATCA AOCTYMHbLIMU A/19 PEAAKTUPOBaHUA CneyroLme napameTpbl:
+ DHCP Option 82 CID Format:
+ String — Touka goctyna meHsieT cogepxumoe Circuit-ID Ha 3HavyeHue, KoTopoe
HacTpamBaeTca Bpy4Hyto B none «DHCP Option 82 CID String»;
+ APMAC-SSID - Touka goctyna meHsieT cogepxumoe Circuit-ID Ha 3anuck Buga <MAC-
agpec Toukn goctyna>;<numsa SSID, K KOTOPOMY NOAK/IOUEH KNNEHT>. 3HaUYeHne no
YMOTYaHUIO;
+ SSID - Touka goctyna meHset cogepxumoe Circuit-ID Ha nma SSID, k kKoTopomy
MOAK/THOUEH K/TNEHT.
* DHCP Option 82 CID String — 3Ha4eHune oT 1 40 52 cMMBO/I0B, KOTOpPOe ByAeT nepefaBatbCcs
B Circuit-ID B cniyvae, ecnu B napametpe «DHCP Option 82 CID Format» yka3aHo «String».
JlonyckatoTcsa TONbKO NaTUHCKME BYKBbI U LINIPBbI, 3HAKN «.», «-», «_»,

© Ecrwms napametpe «<DHCP Option 82 CID Format» ycTaHOBNEHO 3HauYeHue «String» n
npu atom none «DHCP Option 82 CID String» octasiock NycTbIM, TO TOYKA JOCTyna
oynet MmeHATb cogepxmmoe Circuit-ID Ha 3HaveHue no ymonyaHuio: «kAPMAC-SSID».

+ DHCP Option 82 RID Format:

+ String — Touka gocTtyna MeHseT cogepxumoe Remote-ID Ha 3HauyeHne, KOTopoe
HacTpamBaeTca Bpy4Hyto B nosie «kDHCP Option 82 RID String;

+ ClientMAC - Touka goctyna MeHsieT cogepxmmoe Remote-ID Ha MAC-agpec
K/IMEHTCKOro YCTPONCTBA. 3HAYEHME MO YMONYAHWIO;

« APMAC - Touka goctyna meHsieT cogepxxmumoe Remote-ID Ha cBoii MAC-agpec;

+ APdomain — Touka goctyna MeHsieT cogepxmnmoe Remote-ID Ha nmsi nocnegHero no
[epeBy fOMeHa, ykaszaHHOro B napametpe AP-Location, nponucaHHOro B HacTpokax
YCTPOICTBa;

+ DHCP Option 82 RID String — 3Ha4yeHue oT 1 0o 63 CMMBOJI0B, KOTOPOE ByAeT nepefaBaTbCs
B Remote-ID B cnyuae, ecnu B napametpe «DHCP Option 82 RID Format» ykazaHo
«String». [lonyckaloTCs TO/IbKO /TAaTUHCKME OYKBbI N LINAPPbI, 3HAKN «.», «-», «_».
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© Ecrus napametpe «<DHCP Option 82 RID Format» ycTaHOB/NEHO 3Ha4YeHune «String» u
npu atom none «DHCP Option 82 RID String» octanocb NycTbiM, TO TOYKa AocTyna
byneT MeHATb cogepxumoe Remote-ID Ha 3HayeHne no ymonyaHuto: «ClientMAC».

+ DHCP Option 82 MAC Format — napameTp onpegensiet oopMart Mak-afipecoB, KOTopble

cKopocTel;

nepegatorcsa B CID n RID. MoXeT NpuHUMaTh 3Ha4eHus:

+ default - MAC-agpec nepegaetcsi B 06bI4HOM chopmarte, TakoM Xe, Kak B OnLuiu
"Client-Ethernet-Address" DHCP-naketa. B atom cnydyae MAC-aapec, kak npasuso,

NMEET HUXHWIA perncTp 6yKB, a B KayecCTBe pasaenntensa BbICTynaeT

", Hanpumep

"aa:bb:cc:dd:ee:ff". B nakete oH 6yaeT nepepgasartbcs B ASClI-kogupoBke. 3HaueHne

Nno yMmo/i4aHuio,

* radius — MAC-agpec nepenaetcs B RADIUS-chopmarte. B aTom cnyyae Bce GyKBbl
NepeBoAsATCA B BEPXHUIA PErNCTP, B KAYECTBE pasaenutens Boictynaet "-". MNpumep
"AA-BB-CC-DD-EE-FF". B nakeTte oH 6yaeT nepeaaBatbcs B ASCIlI-kogmpoBke.

* MCS Rate Set — BbIOOp NogAepXMBaeMbIX KaHa/IbHbIX CKOPOCTe 6eCrnpoBOAHON Nnepeayn AaHHbIX,
onpegensiembix cneundukaunamm ctaHgaptos IEEE 802.11n/ac;

+ Legacy Rate Sets — nogaepxvBaemMble 1 TpaHCIMPYeEMble TOUKON A0CTyna Habopbl KaHa TbHbIX

* Broadcast/Multicast Rate Limit — npn ycTaHOBNEHHOM chnare BbINOMIHAETCS OrpaHuYeHne nepegaqn
LUMpOKOBeLLaTeIbHOro/My/ITUKACTOBOrO Tpadmka no 6ecnposogHol ceTu. Mpu yctaHoBKe dhnara ans
pefakTUpoBaHUA CTaHOBATCA AOCTYMHbIMU CriefytoLwme noss:

* Rate Limit — nopor ckopocTu nepegayn gaHHolx, nak/c. No ymonyaumo — 50 nak/c.;
* Rate Limit Burst — MakCMMasibHOE 3Ha4YeHue Benaecka Tpadmka, nak/c.
Mo ymonuaHuo — 75 nak/c.

* VHT Features — chyHKUMA BKNHOYEHNS/BbIKNIOYeHNSA nogaepxkn VHT ckopocTeir. @yHkumnsa VHT BkntovaeT
nogaepxky 256QAM. Mogaepxueaetca ana ctaHgapta IEEE 802.11ac.

TSPEC Settings
TSPEC Mode

TSPEC Voice ACM Mode
TSPEC Voice ACM Limit
TSPEC Fbt Voice ACM Limit
TSPEC Video ACM Mode
TSPEC Video ACM Limit
TSPEC Fbt Video ACM Limit
TSPEC BE ACM Mode

TSPEC BE ACM Limit

TSPEC BK ACM Mode

TSPEC BK ACM Limit

TSPEC AP Inactivity Timeout
TSPEC Station Inactivity Timeout

TSPEC Legacy WMM Queus Map Mode

Click "Update™ to save the new settings.

Update

=
Off w

Off »

|2-3 |(Percem, Range:

|G |(Percem, Range:

Off w

| 15 | (Percent, Range:

|G |(Percem, Range:

Off

Off »

0 | (Percent, Range:

o

o

o

[=1

- 90)

- 90)

-90)

- 90)

-90)

|U |(Percem, Range: 0 - 90)

[30 [(Sec, Range: 0 - 120, 0 Disables)

[30 [(Sec, Range: 0 - 120, 0 Disables)

Off »

[nsa nepexoga k HacTpoiike napameTpoB TSPEC HaXmuTe KHOMKY C N306paKeHNnemM CMMBO/A «+» HanpoTMB
«TSPEC Settings»:

« TSPEC Mode - 8bI60p pexxuma pabomsl TSPEC. Mo ymonyaHuto off (BbikitoueH). MoXeT npuHMmath

3Ha4YeHu4:

+ On — Touka goctyna obpabartbiBaeT Tspec-3anpochbl OT KNIMEHTOB. CNo/b3yiiTe 3Ty HACTPONKY,
€C/1 Touka gocTyna obpabatbiBaeT Tpadmk oT QOS-COBMECTUMbIX YCTPOMCTB, TaKMX Kak
ceptupmumpoBaHHble TenedoHsl Wi-Fi;
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« Off — Touka gocTyna UrHopupyeT Tspec-3anpochl OT K/IMEHTOB. Vcnonb3yiiTe 3Ty HACTPOIiKy, ec/n
Bbl HE XOTUTE MUCNOob30BaTh Tspec A/19 QOS-COBMECTUMbIX YCTPOWCTB.

+ TSPEC Voice ACM Mode - pernameHTMpyeT 06si3aTenbHblii KOHTPOb gonycka (ACM) ans kateropum
ronocooro Tpadguka (Voice). Mo ymonyanuto — off. MoXeT npuHMMaTh 3HaYeHuUs:

+ On — KNMeHTy TpebyeTca OTNpaBUTb 3anpoc K TOUKe AOCTyna nepes OTnpaBKoi Uav NosyYyeHuem
MoToKa ronocoBsoro Tpaduka Voice;

* Off — KIMEHT MOXET OTNPaBNSATbL U MOJlyYaTb ros10CoBO Tpadmk Voice, He Tpebyst fonycKkaeMoi
Tspec; Touka gocTtyna urHopupyert 3anpocsl Voice Tspec OT K/IMEHTOB.

+ TSPEC Voice ACM Limit — onpegensaeT npegen o6bema Voice Tpaduka. NMapameTp npUHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHuo — 20%;

+ TSPEC FBT Voice ACM Limit — onpegensieT BepxHuii npesen obbema Voice Tpaduka Ans KIMeHToB B
POYMUVHIe Ha AaHHOW TOoUKe AoCcTyna ¢ MOMOLLbI0 BbICTporo nepexoga BSS. MapameTp npuHumaet
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;

+ TSPEC Video ACM Mode — pernaMeHTUpyeT 06s3aTe/bHbIi KOHTPOb gonycka (ACM) ans kateropum
Video-Tpadhmka. Mo ymonuaHuto — off. MoxeT npuHMMaTh 3Ha4YeHNS:

+ On — KIMEeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AOCTyna nepes oTnpasBKov Un nonyyYyeHnem
notoka Video-Tpaduka;
« Off — KNNEHT MOXET OTNpaBnATbL U Nony4yaTb Video-Tpadmk 6e3 HE06X0AMMOCTK 3anpoca.

« TSPEC Video ACM Limit — onpegensieT BepxHuin npegen obbema Video-tpadumka. NMapametp npuHUMaeT
3HadeHns ot 0 0o 90%. Mo ymonyaHumo — 15%;

+ TSPEC FBT Video ACM Limit — onpefensieT BepxHuin npegen oobema Video-Tpaduka ans KIMeHToB B
POYMUVHIe Ha 3TOI Touke A0CTyna C NOMOLLbI0 6bICTporo nepexoga BSS. MapameTp npuHumaeT
3HadeHns ot 0 go 90%. Mo ymonyaHuio — 0%;

« TSPEC BE ACM Mode — pernameHTUpyeT 06513aTe/bHblii KOHTPO/b Aonycka Ans kateropun Best Effort
Tpadmka. Mo ymonuyaHuio — off. MoXeT npvHNUMaTh 3HaYEHUS:

+ On — KMeHTy TpebyeTcsa OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin NonyyeHnem
notoka Tpadmka kareropum Best Effort;

+ Off — KNNEHT MOXET OTNPaBNATbL U NonyyaTb Tpaduk kateropun Best Effort, 6e3 Heob6xoaMMocTu
3anpoca.

« TSPEC BE ACM Limit — onpefensieT BepxHuii npegen obbema Tpacuka kateropun Best Effort gna
KNMEHTOB B POYMMWHIe Ha 3TOIN TOUKe AOCTyna Cc NOMOLLbIO 6bICTporo nepexoga BSS. Mapavetp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyaxumio — 0%,

+ TSPEC BK ACM Mode — pernameHTUpyeT 06513aTe/bHbIii KOHTPONb AOMyCKa ANs KaTeropum
Background-tpacuka. Mo ymonyanuio — off. MoXeT npuHMMaTh 3Ha4YEHS:

+ On — KMeHTy TpebyeTcs OTNpaBuTb 3anpoc K TOYKe AoCTyna nepes oTnpasBKov Uin nonyyeHnem
noToka Tpadvka kateropum Background;

« Off — KNMMEHT MOXET OTNPaBNATL U NosyyaTb Tpadmk kateropum Background 6e3 Heo6xoanMocCTH
3anpoca.

+ TSPEC BK ACM Limit — onpenenseT BepxHuii npegen obbema Tpadumka kateropmm Background ans
KNMEHTOB B POYMMHIe Ha 3TOIN TOUKe AOCTyna C NOMOLLbO 6bICTpOoro nepexoga BSS. Mapametp
npuHumaeT 3HaveHus ot 0 o 90%. Mo ymonyaxumio — 0%,

* TSPEC AP Inactivity Timeout — BpeMs, N0 UCTEYEHNIO KOTOPOro, ByAyT yAANATLCA HEAKTUBHbIE K/INEHTbI
c Toukn pgoctyna (nposepsieTca notok downlink). MapameTp npuHMMaeT 3HadeHns ot 0 go 120 cekyHa.
Mo ymonuanuio — 30 cekyHz,

+ TSPEC Station Inactivity Timeout — BpeMs, N0 UCTEUYEHNIO KOTOPOro, byayT yAanATbCsA HeakTUBHbIE
K/IMEHTbI € ToukM gocTyna (npoBepsieTcst noTok uplink). MapameTp npuHumaeT 3HadeHus ot 0 go 120
cekyHpg. Mo ymonuanumto — 30 cekyHp,

« TSPEC Legacy WMM Queue Map Mode - BbiGepute On, 4To6bI NoNyYaTb TpadnK pasnnyHbIxX
KaTeropuii Ha ouepeasix, pabotatomx B AKM.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.6 MopmeHto «Scheduler»

B nogmeHio «Scheduler» BbinonHaeTca HacTpoiika nnaHMpoBLLvKa paboTbl Touek Aoctyna. C noMOLLbO

HaCTpPOeK JaHHOTO MEHID MOXHO CKOH(DUIyprpoBaTb BpeMsi paboTbl ONpeseneHHOro paamonHTepdieiica nnm

BUPTYaJsIbHOI TOYKM focTyna.

Scheduler Configuration

Global Scheduler Mode: *) Enable Disable

Scheduler Operational Status

Status: up
Reason:| IsActive
Scheduler Profile | |(Ranges1-32 o
chars)
Rule Configuration
Select Profile test W Remove
Set Schedule Daily
S Weekday

Weekend
On | Sunday b
Start Time | 08 % | : | 00 % [End Time | 20 % |: | 00 %

Add Rule
Profile Name Rule ID Day of the Week Start Time End Time

test--7--weekday--08:00--20:00

Modify Rule Remove Rule

* Global Scheduler Mode — Bk/to4eHME/BbIKTHOYEHME NNIAHNPOBLLMKA:
+ Enable — npu ycTaHoBeHHOM dhiare NaaHMPOBLLMK BK/OYEH;
+ Disable — npu yctaHoB/€HHOM oiare NJaHNPOBLLVIK BbIK/HOUEH.

Scheduler Operational Status — B pazgene npusoanTca MHGOPMALMA O COCTOSHUM PA6OTbI NIAHMPOBLLMKA:

« Status — cTatyc paboTbl NaHMpoBLMKa. MNapameTp npuHUMaeT 3HaveHust Up (BkntoueH) nnm Down
(BbikntoueH). Mo ymonuyaxuto — Down;
* Reason - pononHutensHasa MHhopmauusi 0 COCTOSIHUM PaboTbl NIaHMPOBLUMKA:
+ IsActive — B paboyemM COCTOSAHUY;
+ ConfigDown — NNaHUPOBLLYK BbIK/IKOYEH, OTCYTCTBYHOT I1106a/1bHblE HACTPOIAKY;
+ TimeNotSet — NnaHMPOBLLMK BbIK/THOYEH, HA YCTPOINCTBE HE YCTAHOB/IEHO CUCTEMHOE BPEMS;
+ ManagedMode — nnaHMpPOBLUUK BbIK/TOYEH, YCTPOCTBO HAXOAWUTCS B peXMUME yrpaB/ieHUs.
+ Scheduler Profile — nms co3gaBaeMoro npodunsa nnaHmMpoBLmka. MoxeT cogepxaTb oT 1 go 32
CMMBOJIOB.

[nsa no6aeneHns npocumnsa B cuctemy ykaxute nms B none «Scheduler Profile» n Haxmute kHonky «Add».
Rule Configuration — B pasgene BbINo/HAETCS HACTPOlika NapameTpoB NPOnIA NIaHMPOBLUMKA:

+ Select Profile — nms co3gaHHOro paHee Npogns, AN KOTOPOro 6yeT BbINOHATLCA HACTPOiKa
napameTpoB;
+ Set Schedule — peHb Hegeny paboTbl NIAHUPOBLUMKA. MNapaMeTp MOXET NPUHUMATb 3HAYEHME:
* Daily — exxefHEBHO;
+ Weekday — pabouve gHu;
+ Weekend — BbIXxoaHble OHY;
« On — onpefeneHHbIii ieHb Heaenu, BbiI6op OCYLLIECTBNAETCS 13 BbiNaaatoLLero cnucka. Moxet
npuHMMaTh 3HadeHmne: Sunday, Monday, Tuesday, Wednesday, Thursday, Friday, Saturday;

64



PykoBogacTBo no akcnayatauum WOP-12ac-LR

« Start Time — BpeMs BKIYeHWs pagnonHTepderica nnm VAP. 3agaetcs B BUAE Yacbl:MUHYTbI;
+ End Time — Bpems BbIKIOYeHUA paavonHtepdeica nam VAP. 3agaeTcs B BUAE YaCbl:MUHYTHI.

[N coxpaHeHus HOBOTO npasw/ia NPoguas HaxxmmTe KHonky «Add Rule».
[nsA yaaneHus npaeuna BbIGEPUTE NPaBUIIO B CNUCKE N HAXXMUTE KHOMKY «Remove Rule».
[ONsi n3MeHeHWs1 HacTpPOeK NpaBua BbibepuTe NpaBuio U HaxmmTe kHonky «Modify Rule».

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

4.5.7 NMopameHto «Scheduler Association»

B nogmeHio «Scheduler Association» BbINo/HAETCS NpMBA3Ka Co34aHHbIX B nogmeHto «Scheduler» npasun
nnavvposLmka K VAP nnn pagnonHtepdericam.

Scheduler Association Settings

Radio Scheduler Profile Operational Status

1 b dawn
2 b dawn
3 W up

Radio 1w

VAP Scheduler Profile Operational Status

0 test v down
1 hd down
2 hd down
3 hd down
4 L down
5 hd down
B hd down
7 hd down

Click "Update” to save the new settings.

Update

B cton6ue «Scheduler Profile» Hanpote Homepa Radio nnn VAP, K KOTOpOMY HEO6X0AMMO NPUMEHUTL
CO3/laHHOE paHee NPaBW/I0 N/IAHMPOBLLMKA, YCTaHOBUTE MMS NPOGUIA NSTaHWPOBLLMKA.

3HaueHus B cTonbue «Operational Status» HOCAT MHOPMALMOHHBIV XapaKTep 1 yKasbiBatoT Ha CTaTyc, B
KoTopom HaxoauTtcst VAP nnn pagnonHTepdenc Toukn aoctyna: up — BKtoueH, down — BbIK/IHOYEH.

[na BCTyNneHns B cUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamMsiTb
HaxkmuTe KHonky «Update».
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4.5.8 MopgmeHo «VAP»

B nogmeHto «VAP» BbINO/HAETCS HACTPOKa BUPTYasibHbIX ToUek goctyna Ha Wi-Fi nitepdpeiicax, a Takxke
HacTpolika napameTpoB RADIUS-cepBepa. Ha kaxxgom pagmonHTepgience ToUKM 4OCTyNa MOXET ObITb
CKOH(OMIyprpoBaHo A0 24 BUPTYasibHbIX TOYEK AOCTYnNa.

Modify Virtual Access Point settings

Global RADIUS Server Settings
RADIUS Doman:
RADIUS 1P Address Type: @ 1pya () 1pve
RADIUS 1P Address: 192.168.1.1

RADIUS 1P Address-1:
RADIUS 1P Address-2:
RADIUS IP Address-3:
RADIUS Key:  |esesswen
RADIUS Key-1:
RADIUS Key-2:
RADIUS Key-3:
Enable RADIUS Accounting

Radio

0 & | [ 0 0 o o L]

WPA Versions: [ wpa-TKIP WPA2-AES

[ Enable Pre-authentication
MFP Not Required [ capable
[l Use Global RADIUS Server Settings
RADIUS Domain:
RADIUS IP Address Type: @ 1pya O 1Pvs
RADIUS IP Address:
RDIUS IP Address-1: | |
RADIUS IP Address-22 | |

RADIUS IP Address3: [ |

RADIUS Key-3: [

[ Enable RADIUS Accounting

Active Server:

Broadcast Key Refresh Rate (Range:0-86400)

Session Key Refresh Rate (Range:30-86400, 0 Disables)

i B @ Virtual Access Point 1 1 ]

VAP Enabled VLAN ID SSID Broadcast SSID Station Isolation Band Steer 802.11k  DSCP Priority VLAN Trunk General Mode General VLAN ID Maximum Stations VLAN Priority Security MAC Auth Type

(=]

Global RADIUS Server Settings — B pa3gesie BbINOMHATCA rNMobasibHble HACTPOVikn asTopusauun no RADIUS-

MPOTOKOJY:

* RADIUS Domain — foMeH nonb3osarens;

* RADIUS IP Address Type — Bbibop npoTokona IPv4 nnn IPv6 ans goctyna Ha cepsep RADIUS;

* RADIUS IP Address — agpec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHOCTN ocHoBHOro RADIUS-
cepBepa, 3anpockl dyayT OTNPaBNATLCA Ha pe3epBHble cepBepa ykasaHHble B nonsax RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. Mpu HEAOCTYNHOCTN OCHOBHOIO
RADIUS-cepBepa 3anpocbl 6yayT oTNpaBfisaTbCA HA Pe3epBHbIE;

* RADIUS Key — naponb ans astopusauny Ha ocHoBHoM RADIUS-cepsepe;

* RADIUS Key-1, 2, 3 — naponu ans astopusaunm Ha pesepBHbix RADIUS-cepsepax;

+ Enable RADIUS Accounting — npu ycTaHOBNEHHOM chnare 6yayT oTnpasiAaTbcsa coobueHns «Accounting»

Ha RADIUS-cepsep.
HacTpolika BUpTya/ibHbIX TOUEK AocTyna:

* Radio - BbI6Op pagnovHTepdelica, Ha KOTOPOM HeobxoaMmo HacTpouTb VAP.

* VAP — NopsiAKOBbIA HOMEP BUPTYasIbHOWN TOUKM AOCTyna Ha paguonHTepdeiice;

+ Enabled — npv yctaHOBNEHHOM (hriare BUpTyasibHasA TOUYKa AOCTyna BK/HOYEHA, HAYe — BbIK/IOYeHa:
* VLAN ID - Homep VLAN, c KoToporo 6yaet cHumartbca meTka npu nepegade tpaduka Wi-Fi knueHTtam,

NOAKMOYEHHBIM K AaHHOW VAP. Mpy npoxoxaeHnn Tpadmka B 06paTHYH CTOPOHY Ha HETEMMPOBAaHHbI

Tpaduk oT kNneHToB ByaeT HaBelwmBaTbes MeTka VLAN ID (npu otkntoueHHoM pexume VLAN Trunk);

+ SSID - nvs 6ecnpoBOgHOl ceTy;

*+ Broadcast SSID — npv ycTaHOBNEHHOM hriare BK/IlOYEHO BellaHune B achup umenun SSID, nHave —
BbIK/1HOYEHO;

+ Station Isolation — npn ycTaHOBNEHHOM chnare BKIKOUYEHa N301AUMs Tpadinka Mexay KnMeHTamum B
npeaenax ogHoin VAP;
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802.11k — BknounTb nogaepxky ctaHgapta 802.11k Ha VAP. ina pa6oTbl poymuHra 802.11k
Heobxo4MMa noagepxka crtaHgapra co CTOPOHbI KIMEHTOB. Vcnosib3oBaHre (oyHKLMOHa1a BO3MOXHO
TO/IbKO MPY UCMOob30BaHuu cepsuca Airtune;
DSCP Priority — npu ycTaHoB/1IeHHOM (pnare 6yaeT aHanimsnpoBaTbCa npuopuTeT us nona DSCP
3arosioBka |P-naketa, npu cHATOM chnare 6yaeT aHanusmposaTbes npuoputeT 13 nonst CoS (Class of
Service) TerMpoBaHHbIX NAKETOB;
VLAN Trunk — npu ycTaHOB/IEHHOM (hiare 6ecnpoBOAHOMY K/IMEHTY NepefaeTcsa TermpoBaHHbIi Tpaduk;
General Mode — npu ycTaHOB/IEHHOM (hnare paspellaercs nepegadya 6ecnpoBogHOMY KITMEHTY
HEeTErMpoBaHHOro Tpaduka COBMECTHO C TETMPOBaHHbLIM (JOCTYMNHO NPW BK/IOYEHHOM pexume VLAN
Trunk);
General VLAN ID - c ykazaHHoro VLAN ID 6ygeT cHumaTbea meTka, fanee Tpaduk atoro VLAN 6yaet
nepefaH kKnueHTy 6e3 Tera. Mpu npoxoxaeHun Tpadmka B 06paTHY0 CTOPOHY Ha HETETMPOBaHHbIi
Tpadomk 6yaeT HaBewmBaTbcs MeTka General VLAN ID;
Maximum Stations — MakCcMMaJsibHO JOMYCTUMOE YMC/I0 KNTMEHTOB, nogknovaembix K SSID. MapameTp
npuHuMaet 3HaveHunsa ot 0 go 200, rae 0 — orpaHnyeHue BoikOYeHo. Mo ymonyaHuio — 0;
VLAN Priority = npuopuTteT 3-r0 YPOBHS, KOTOPbI ByAeT HazHavaTbCA Ha NakeTbl, NpuxoasLine ot
KNMeHTa NnoAk/IdeHHoro Kk gaHHomy VAP, n nepefasaemMble fanee B NPOBOAHYHO CETh;
Security — pexum 6e30nacHoOCTM AOCTyna K 6eCnpoBOAHON CETU:

* None - He ncnonb3oBaTh WWU(POBaHUE A1A Nepefayn faHHbIX. Touka AoCTynHa Ans

MOAK/TIOYEHMA NHOOOTO K/TNEHTS,;
* WPA Personal — wudpposaHne WPA n WPA2. Mpun BbIGOpe faHHOIO pexrnmMa AOCTYMNHbI
cnepyloLme HacTPonKu:

WEA Versions: WPA-TKIP |1"'1 WPAZ-AES

e | |

Broadcast Key Refresh Rate |-:I | {Range:0-86400)
MFF v Mot Required Capable Required

WPA Versions — Bepcusa wudposaHusa: WPA-TKIP, WPA2-AES;
+ Key — WPA-kntou. nivHa kritoda coctasnset ot 8 Ao 63 cMBOOB.
*+ Broadcast Key Refresh Rate — nHTepBan 06HOB/IEHUS LUMPOKOBELLATE/IBHOIO K/toua.
MpuHumaeT 3HadeHns ot 0 go 86400. No ymonyaHuio — 0.

* MFP - HacTpoiika pexvmMa 3aLmTbl KIIMEHTCKMX (DPeriMOB:
* Not Required — He nCcNoMb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3almTy NPy HIMUYNU BO3MOXHOCTW,
* Required — ncnonb30Bath 3almTy 06513aTesIbHO, BCe K/IMEHTbI AO/MKHbI NOAAEPXNBATb

CCXA.

+ WPA Enterprise — pexum WngpoBaHusa kaHasia 6ecnpoBOHON CBA3M, MPU KOTOPOM K/IUEHT
aBTOPU3YyeTCA Ha LeHTpanusoBaHHOM RADIUS-cepsepe. /15 HACTPOWKM AAaHHOTo pexmnma
6e3onacHocTy TpebyeTcs ykasaTtb napameTpbl RADIUS-cepBepa (BO3MOXHO Mcnosib3oBaHne 1o 4
RADIUS-cepBepoB 0AHOBPEMEHHO, HO C YKa3aHWEM OfHOTO aKTVBHOIO Ha AaHHbIA MOMEHT). Takxe
TpebyeTcs yka3arb JOMEH, BEPCUN MPOTOKO/IOB peXxrmMa 6e30MacHOCTM U K/H0UU 418 KaXK40ro
RADIUS-cepsepa. Mpu BbIGOpe faHHOTo pexvmMa 6yaeT AOCTYyNnHa cneayowas HacTporka:
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WPA Versions: || wpa-TkIp (¥ weaz-as
Enable Pre-authentication
MFP v Not Required Capable

Use Global RADIUS Server Setfings

RADIUS Domain: | |
RADIUS IP Address Type: (®) 1pygq IPvE
RADIUS IP Address: | 192.168.1.1

RADIUS IP Address-1: |

RADIUS IP Address-2: |

RADIUS IP Address-3: |

RADIUS Key:

AEEEEEEE

RADIUS Key-1:

|
RADIUS Key-2: |
RADIUS Key-3: |

Enable RADIUS Accounting

Active Server: RADIUS IP Address W
Broadcast Key Refresh Rate | [i] | [Range:0-86400)
Session Key Refresh Rate |0 | (Range:30-86400, 0 Disables)

WPA Versions — Bepcus wndgpposaHust: WPA-TKIP, WPA2-AES;

Enable Pre-authentication — npu yctaHOBNeHHOM chnare Ucnosib3yeTcs npoueaypa npeasapuTenbHoin
NpoBepKM NOASIMHHOCTY ANns 6ecnpoBofHbIX knneHTtoB WPA2. MNpeaBaputesnbHas ayTeHTudmkaumns
No3BO/ISIET MOOUIBHOMY K/IMEHTY ayTeHTUPULMPOBATLCA Ha A PYroit, pacnonoXeHHOW N06/IM30CTU TOUKe
[0CTyna, OCcTaBasACh "NpMBs3aHHbIM" K CBOE NepBMYHOI TOUKe A0CTyna. B aTom cny4vae cokpaulaercs
BPEMS, B TEYEHNEe KOTOPOro CBA3b A1 K/IMEHTA, BbIMOTHAOLLEIO POYMUHT, HE AOCTYNHA NpU OXugaHum
nposepku nognnHHoctn RADIUS B npouecce nepeagpecaunu;

MFP — HacTpolika pexunma 3alnTbl KAMEHTCKUX (PPENMOB:

* Not Required — He ncnonb30BaTh 3aLUTY;

+ Capable — ncnonb3oBarb 3almTy NPy HAIMHYNY BO3MOXKHOCTW,

Use Global RADIUS Server Settings — npu ycTaHoBKe donara 6yayT ncnonb3oBaTbcs HacTpoiikm Global
RADIUS Server Settings, ykazaHHble B BEPXHEN YacTu CTpaHULbl. YTo6bl MCNO/1b30BaTb OTAE/bHbIN
RADIUS-cepsep anis VAP, cHumute dpnakok n Beegute IP-agpec, napons RADIUS-cepsepa n gpyrue
[laHHble B criefytouime nons:

* RADIUS Domain — gomeH nosnb3oBarens;

* RADIUS IP Address Type — Bbi6op npotokona IPv4 nnu IPv6 gna goctyna Ha cepsep RADIUS;

* RADIUS IP Address — aapec ocHoBHoro RADIUS-cepBepa. Mpu HegocTynHoCTN ocHoBHoro RADIUS-
cepBepa, 3anpockl byayT OTNPaBAATLCS HAa pe3epBHbIe cepBepa ykasaHHble B nonsix RADIUS IP
Address-1, RADIUS IP Address-2, RADIUS IP Address-3;

* RADIUS IP Address-1, 2, 3 — pe3epBHble agpeca RADIUS-cepsepa. Mpu HeAOCTYNHOCTN OCHOBHOIO
RADIUS-cepBepa 3anpocbl 6yayT OTNpaBisiTbCs HAa PE3EPBHbIE;

* RADIUS Key - naponb ania asTopu3saumm Ha ocHoBHom RADIUS-cepBepe;

* RADIUS Key-1, 2, 3 — naponv ansa astopusaumm Ha pe3epBHbix RADIUS-cepsepax;

« Enable RADIUS Accounting — npu ycTaHOBNEHHOM doniare 6yayT OTNpaBAsiTbCSA COO6LLEHUS
«Accounting» Ha RADIUS-cepsep.

Active Server — BblbepuTe, K KakoMy 13 YeTbipex RADIUS-cepBepoB AomkeH o6patutbesa VAP ans
ayTeHTUdmkaumm 6ecrnpoBOfHbIX KIIMEHTOB.

Broadcast Key Refresh Rate — nHTepBan 06HOBNEHUS LUMPOKOBELLLaTeNIbHOrO (rPYnNnoBoro) kKntoya Ans
KnueHToB gaHHoro VAP. MapameTp npuHumMaeT 3HadveHus ot 0 go 86400 cekyHg. Mo ymonyaHuio — 0.
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3HaueHuve 0 ykasblBaeT Ha TO, YTO LUMPOKOBeLaTesbHbIi Koy He 06HoBAsieTcs. LLnpokoBeLaTenbHbll
K/to4 He 06HOoBNsIETCS, Koraa Ha VAP BktoueH Fast Transition (IEEE 802.11r).

+ Session Key Refresh Rate — nHTepBas1 06HOB/IEHNS CECCUOHHBIX KKOUE ANst KaXKA0ro K/IMeHTa AaHHOoro
VAP. MapameTp npmHumaeT 3HavyeHus oT 30 go 86400 cekyHpg. Mo ymonuaHuio — 0. 3HaveHmne 0
yKasblBaeT Ha TO, YTO CECCUOHbIW K/H0Y HEe 0GHOBNSETCS.

* MAC Auth Type — pexvum ayTeHTudumkauns knnentos no MAC-agpecy:

+ Disabled — He ncnonb3oBaTb ayTeHTUMKaumo kKnneHToB no MAC-agpecy;

* RADIUS - ncnonb3osatb ayTeHTUdukauuio knmeHTos no MAC-agpecy ¢ nomousto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTMdINKaLMIO KMeHToB No MAC-agpecy ¢ NOMOLLbHO /I0Ka/TbHOro
cnuncka agpecos, CHOPMUPOBAHHOTO Ha AaHHOM ToUKe AocTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

4.5.9 MopgmeHto «VAP Minimal Signal»

B nogmeHto «VAP Minimal Signal» BbinonHsaeTca HacTpolika PyHKLMK oTKAoUYeHus knneHTckoro Wi-Fi
060py0BaHNsA NMPU HU3KOM YPOBHE CUrHasa, NPUHMAaeMOM OT Hero. MNprMeHsieTcsa ANna onTuMU3aLnum
6eCLUOBHOCTV POYMUHIa Ha CETW.

Modify Virtual Access Point minimal signal settings

Radio 1 =

VAP Minimal signal Enable Minimal signal (dBm, Range: -100 - -1) Check =signal timeout (Sec, Range: 1 - 300)

o -100 10
1 -100 10
2 -100 10
3 -100 10
4 -100 10
5 -100 10

@

-~

Click "Update” to save the new settings.
| update |

* Radio — BbIGOp HAcCTpanBaemoro pagmonHTepgeinca;

+ VAP - HOMep BUPTYa/ibHOW TOYKM AOCTYNa;

* Minimal signal Enabled — npun yctaHoBneHHoM chnare BknoveHa pyHkuyma Minimal Signal;

* Minimal signal, dBm — ypoBeHb curHana B AbMm, HKe KOTOpOro NPONCXOAUT OTK/IHOYEHME K/TUEHTCKOTO
obopyaoBaHus. NMpruHMMaeT 3HavyeHune oT -100 go -1;

*+ Check signal timeout, s — nepnog BpeMeHu, No NCTe4eHnn KOTOPOro NPUHMMaeTcsa pelleHne 06
OTK/THOYEHUM KNMEHTCKOro o6opyaosaHus. MpuHumaet 3HaveHms ot 1 go 300 cekyHa. Mo ymonyaHuio —
10 cekyHA.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHNs1 HACTPOEK B S3HEPTOHE3aBNCUMYIO NaMsTh
HaxkmuTe KHonky «Update».
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4.5.10 NMopameHto «Fast Bss Transition»

B nogmeHio «Fast Bss Transition» nponssogunTca HacTporika poymunHra 802.11r mexay 6a30BbIMU CTaHLMAMM.

Modify Fast Bss Transition settings

Fast Bss Transition Parameters

Fast Transition Mode off ¥

FT over DS off ¥

Mobility Domain 0 (0 - 65535)

RO ey Holder (1 - 48 characters)
R1 Key Holder (200 3 20260 000 200 X )
Reassociation Deadline  |1000 (1000 - 4394257295)

Click "Update™ to save the new settings.

Update

MapameTpbl Fast Bss Transition:

* Radio — BblGOp paanonHTepdelica, Ha KOTOpoM 6yaeT HacTpoeH FBT;

+ VAP - HOMep BMPTYasibHOI TOUKM A0CTYNa, Ha KOTOpPOoW 6yaeT HacTpoeH FBT;

* Fast Transition Mode — akTuBaums pyHKLMM ObICTPOI Nepeaayn 6a3oBoro Habopa cnyxo ans
YCKOpPEeHUs npouecca ayTeHTudmKauum Ha Touke gocTyna:

* On — PyHKUMSA BKIOYEHS;
+ Off — pyHKLMA BbIKNHOYEHA.

* FT over DS — BkNUeHMe MexaHn3ma ooMeHa mMmexay 6a30oBbIMU CTaHLUMSIMWN Yepe3 NPOBOAHY CETb.
KnnMeHT npu Heo6XxoAMMOCTN COBEPLUNTL POYMUHT OTMPABASET Ha TEKYLLYH Touky aocTtyna FT Action
Request Frame ¢ Heo6xoanMbIMN aBTOPU3aLMOHHBIMY AaHHbIMK. TekyLlas Touka gocTtyna
NHKancynmpyeT aHHbIN peliMm 1 nepeHanpasiseT Ha LeneByo TOUKy A0CTyna Yyepes NpoBOAHYHO CETb.
LleneBas Touka gocTyna noATBepXaaeT BO3MOXHOCTb ObICTPOIN ayTEHTU(UKALMMN NHKANCYMPOBaHHbIM
coobLeHnem Tekyllen Touke goctyna FT Action Response Frame. Tekyllasa Touka AOCTyna nepecbiiaer
3TO CcO0bOLeHMEe KIMeHTY. MNocie OKOHYaHUS npouecca KIMEHT OTCbIIaeT Ha LiesieByt0 TOUKY AoCTyna
3anpoc Reassociation. MNpu oTkntoveHHo doyHKUmK FT over DS pa6otaet FT over AIR, B Takom criyyae
aBToOpMU3aLMs KNMeHTa Ha LenieBoil ToUke A0CTyna NPoOUCXo4MT C UCNOIb30BaHNEM CTaHAAPTHbIX
opeiimoB ayTeHTMdmKaLmK:

* On — PyHKUMSA BKIOYEHS;
+ Off — PyHKLMA BbIKNHOYEHA.

+ Mobility Domain — HOMep rpynnbl, B paMmkax KOTOPOIi MOXET ObiTb COBEPLLUEH POYMUHT. MpuHUMaeT
3HadeHuns ot 0 go 65535. Mo ymonyanuo — 0;

* RO Key Holder — kntou PMK-R0. MoxeT cogepxaTtb oT 1 g0 48 cumBonoB. [LoONOAHWUTENbHO UCMO/b3YeTCs
B kauecTBe naeHtndgmkaropa NAS, KoTopsblii ByaeT oTnpaBnATbes B coobuleHnn Radius Access Request;

* R1 Key Holder — kntou PMK-R1 B popmaTte MAC-agpeca XX:XX:XX:XX:XX:XX;

+ Reassociation Deadline — makcumanbHoe paspelleHHoe BpeMsi oxXuaaHus 3anpoca "Reassociation” ot
ctaHumu. MNpuHmumaet 3HadeHns oT 1000 go 4294967295 mc. Mo ymonyanuio — 1000 mc.

[na BCTynneHns B cUly HOBOW KOHCOUIypaLumn 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCHMMYH0 NamMsiTb
Haxkmute KHonky «Update».

Mocne ykasaHusi OCHOBHbIX NMapaMeTpoB HE06X0AMMO HAaCTPOMTb B3aMMoencTBne ¢ Toukamu A0CTyna, Mexay
KOTOpbIMU BYAET OCYLLECTBNATLCA POYMUHT, 3a4aB MAC-agpeca ToYek AoCTyna v K/un.
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RRB Key

R1 Key Holder RRB Key
(1 - 48 characters) (16 characters)

(MAC Address) (18 characters)
Add Add
Remote RO Key Holder Data Remote R1 Key Holder Data

MAC Address MAC Address

Remove Remove

Click "Updste” to save the new settings. Click "Update™ to save the new settings.
Update Update

* MAC Address — MAC-azpec TOYKU 0CTYynNa, y4acTBYOLLEl B POYMUHTE;

* NAS ID - ngentncomkatop NAS, npuHumaeT 3HadeHue, ykasaHHoe B RO Key Holder;
* R1 Key Holder — kntou PMK-R1 B chopmate MAC-agpeca XX:XX:XX:XX:XX:XX;

* RRB Key - ko4 ans wndpposarHms RRM-coobLueHwnii 4ivHoi 16 cMMBOOB.

[na po6asneHns 3anucu B Tabnuuy Haxxmmute KHomnky «Add».
[ns ypaneHus 3anncy 13 Tabnuubl BblAENTE CTPOKY Y HOKMUTE KHOMKY «Remove».

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHeCEHNsi HACTPOEK B SHEProHe3aBMCMMYH0 NamMsATb
Haxkmute KHomnky «Update».

4.5.11 TopgmeHto «Passpoint»

Passpoint — 3T0 doyHKLMA, NO3BONAOLWANA NO/b30oBaTeNsAM 6ecLloBHO nepexoanTb ¢ 3G/4G-ceTein Ha Wi-Fi
cetu.

Passpoint nogaepxnBaeT cnefyroLiye TUnbl ayTeHTUPUKALUN:

+ EAP-TLS (naeHTudmKauma Ha ocHoBe cepTudimnkara),

+ EAP-SIM (naeHTudmKauma Ha ocHoBe AaHHbIXx GSM SIM-kapTbl),

+ EAP-AKA (naeHTudpmKauma Ha ocHoBe AaHHbIx UMTS USIM),

« EAP-TTLS ¢ MS-CHAPV2 (3anpoc umeHu nosib3oBatessi U Naposns, ceptudoukar ans cepeepa).

Modify Passpoint settings

Radio |1 »

VAP | PPVAPOD w

Passpoint Parameters :

802.11u Status Off

Internet Access Off v

ASRA Off w

Network Access Type Private Network W
Interworking HESSID 00:23:45:67:89:ab (30000 X000 )
P2P IE Status Off w

P2P Cross Status Off

IP Address Type Availability Information

IPvd Mot Available v

IPv6 Not Available v

Bbibepute pagnonHTepdeiic n BUpTyanbHYyH TOYKY AOCTYNa, Ha KOTOpOW byaeTt pabotaTb Passpoint n
3anonHuTe nons Huxe (Mo Heo6xoANMOCTH).

* Radio — pagnounHTepdeiic, Ha KOTOPOM HEOBXOAUMO aKTUBUPOBaTL PYHKLMIO Passpoint;
+ VAP - BupTyasibHasi Touka goctyna (SSID), Ha KoTopoii HE06X0AMMO aKTUBMPOBATb (PYHKLMIO
Passpoint.
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MexceTeBble napameTpbl 802.11u (Passpoint parameters):

+ 802.7117u Status — BKNIOUNTL/BbIKMOUNTE OYHKLMIO Passpoint;
* Internet Access — BK/TOUNTL/BbIK/TIOUNTL AOCTYN K VIHTEPHETY;,
+ ASRA (Additional Step Required for Access) — 006aBuTb/y6paTh [ONOMHUTENbHBIN LIar aBTopr3auum
npw NOsIy4eHUn OOCTyna;
* Network Access Type — TN B3aMMOAEINCTBUSA C CETbIO AOCTyna:
* Private Network — yacTHas ceTb;
* Private Network with Guest Access — yacTHas CETb C FOCTEBbIM AOCTYMNOM;
+ Chargable Public Network — Tapuduumpyemas nybvyHas ceTb;
* Free Public Network — 6ecnnaTtHasi ny6nnyHas ceTb;
+ Emergency Services Only Network — ceTb o1 aBapuitHbIX C/1yX6 1 cy6 CKOpPO NOMOLLK;
* Personal Device Network — nuyHas ceTb YCTPOWCTBa;
+ Test or Experimental — TectoBas CeTb;
+ Wildcard - Bzaumopgeliicteue yepes Bayyepsl (wildcard-ceptudomkar);
* Interworking HESSID — MAC-agpec, eauHbIil ANsi BCEX TOYEK AOCTyna Of4HOW CEeTW.

NHdopmauus o Tune goctyna (IP Address Type Availability Information):

*+ IPv4 — HacTpolika gocTyna ucnonb3ys npotokon IPv4;
+ IPv6 — HacTpolika gocTyna ucnonb3ys npoTokon IPvé.

Network Authentication Type List

Auth Type Redirect URL
Not Configured ~ | (URL}

Not Configured v | (URL}

Not Configured ~ | £ |(URL}
Not Configured v | o |(URL}
Venue Group Unspecified W

enue Type Unspecified v
Venue Name List
Venue Name Language Code

Not Configured
ENG v

Not Configured

ENG w

Tunbl ayteHTucpukauum B cetn (Network Authentication Type List):

+ Auth Type — BblbepuTe B none Tun ayTeHTuduKauum:
« Not Configured — Tnn ayTeHTUdMKaLUN HE YCTAHOB/EH;
+ Acceptance of Term and Conditions — ayTeHTUdMKALNS C NPUHATUEM NONb30BATENbCKOIO
cornaweHus;
* Online Enrollment — pernctpaunsi OHNaH,;
« HTTP/HTTPS Redirection — nepeaapecaunsi no HTTP/HTTPS;
« DNS Redirection — nepeagpecaums no DNS.
* Redirect URL — none ans BBoga URL-aapeca, Ha KOTopbIii ByaeT BbiNosHeHa nepeagpecauus. JoctynHa
npu TMnax ayteHTudunkaumm: Acceptance of Term and Conditions, HTTP/HTTPS Redirection, DNS
Redirection.

NHcpopmauusa o mecte yctaHoBKU (Venue Details):

* Venue Group — kateropus mecrta ycTaHOBKW, onpegeneHHasa ctaHgaptom IEEE 802.11u:
+ Unspecified — He BbIGpaHo;
+ Assembly — mecTa 60/1bLLIOr0 ckonsieHusi noaeli (CTaanoHbl, TeaTpbl, PECTOpaHbl, BOK3asbl,
asponopThbl 1 T.1.).
* Business — 6aHKM, 0UCbI, HAYUHblE LIEHTPbI 1 T.N.
+ Educational — y4ebHble LEHTPbI
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* Factory and Industrial — npoMbILLUNEHHbIE 34aHUS;
* Institutional — rocyfapCcTBeHHbIE YUpexaeHus;
* Mercantile — komMepyeckne (TOpProBble) opraHM3auuy;
* Residential — Xunble KOMMN/EKCbI;
+ Storage — xpaHunuwa/cknagsbl,
+ Utility and Miscellaneous — KOMMyHaJlbHbI€ C/TyXObl 1 T.1.;
+ Vehicular — TpaHcnopr,
+ Outdoor — pa3melyeHne Ha ynuue (ropoackue napku, 30HbI OTAbIXA, OCTAHOBKM, KMOCKM)
* Reserved — yacTHble TeppUTOPUN.
+ Venue Type — TN MeCTononoxeHus. JOCTyrnHble BapuaHTbl 3aBUCAT OT BblIOPaHHO BbILLE KaTeropum
pacnonoXeHus.

Cnucok mecTonosioxeHuii Touek gocrtyna (Venue Name List):

+ Venue Name - HaMeHOBaHWsi MecTa yCTaHOBKM TOYKU AOCTYNa;
+ Language Code — fA3blK.

Roaming Consortium List
OUI Name Is Beacon

| Mot Configured | No w

| Not Configured | No w

3GPP Cellular Network Information List
Country Code Network Code

| Mot Configured |Not Configured

| Mot Configured |Not Configured

| Not Configured |Not Configured

| Mot Configured

| Not Configured | |Not Configured |
| |Not Configured |

| Mot Configured |Not Configured
Domain List

l.| Not Configured | 2| Not Configured |

3| Not Configured | 4| Not Configured |

Cnucok opraHusauuii (Roaming Consortium List):

+ OUI Name — yHuKanbHbIii naeHTudmkatop opranmsauum (OUI);
+ Is Beacon — no6aButb OUI B beacon (yes), He go6aenatb OUI B beacon (No).

MHopmauus o 3GPP ceTtsx cotoBoii cBsA3n (3GPP Cellular Network Information List):

+ Country Code — kopf, CTpaHbl;
* Network Code — ko ceTu.

Cnucok pomeHoB (Domain List):

Bnvwmnte AomMeHbl B CBO60[I,HbIe nosns.
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Realm List:
Realm Name Encoding EAP and Auth Information
Not Configured RFC4282 ¥ | Mot Configured Modify | | Reset
Not Configured RFC4282 ¥ | Mot Configured Modify | | Reset
Not Configured RFC4282 ¥ | (Mot Configured Modify | | Reset
Not Configured RFC4282 ¥ | Mot Configured Modify | | Reset
Mot Configured RFC4282 ¥ | Mot Configured Medify | | Reset
Not Configured RFC4282 ¥ | Mot Configured Modify | | Reset

Cnucok o6nacrteii (Realm list):

Realm Name — Ha3BaHue 0bnacTty;

Encoding - kognpoBka (RFC4282, UTF8);

EAP and Auth Information — nHdopmauusi 0 NnpoTokone 1 ayteHTudmkaymm.
Modify — HacTpouTb TN 1 NapameTpbl ayTeHTUUKaLmm;

Reset — c6poCUTb HACTPOMKN.

Passpoint ANQP Parameters Configurations :

Passpoint ANQP Parameters

Fasspoint Status Disabled ¥

Passpoint Capability Relegse 1 ¥

DGAF Disabled Status Disabled ¥

ANQP 4 frame Disabled ¥

Gas Come Back Delay 0

Froxy ARP Status Disabled ¥

Operating Class Indicator Operating Class 81 v

Ancnymous MAI

L2 Traffic Inspecticn

ICMPv4 Echo

Operator Friendly Mame List
Operator Name

Not Configured

Not Configured

QoS Map ID

NAI Home Realm Query List
Home Realm

Mot Configured
Not Configured

Mot Configured
Enabled ¥

Enabled ¥

Language Code
ENG ¥

ENG ¥
ar

Encoding
RFC4282 ¥

RFC4282 ¥

HacTpoiika napametpoB pa6oTbl ANQP npotokona (Passpoint ANQP Parameters Configurations):

Passpoint Status — BkntounTb (enable) / oTkntounTs (disable) dyHkumio Passpoint;

Passpoint Capability — onpeaenvtb nogaepXxmsaeT NN yCTPONCTBO oyHKUMIO Passpoint;

DGAF Disabled Status — BkntounTb (enable) / BbikntounTs (disable) nepeagpecaumto HUCXoaALMX
rpynnoBbIX afpeCcHbIX KaapoB (A41s MynbTMkacTa). Korga Touka foctyna nepegaet Kagpbl, cogepxatimye
anemMeHT nHaukaummn HS2.0, B kotopom 3HaveHre DGAF Disable yctaHoBeHo pasHbiM disable,
MOGU/IbHOE YCTPOICTBO A0/HKHO OTOPOCUTL BCE NMPUHATLIE KOHUKACT IP-NakeTbl, KOTopble 6bln
pacLuMgpoBaHbl C MOMOLLbIO K/to4a rpynnbi;

ANQP 4 frame — BkntounTh (enable) / BbikntounTs (disable) o6meH 4 GAS-thpelimamu;

Gas Come Back Delay — 3apepxka Bo3Bpata GAS (GAS Comeback Delay) B TU 3aBucuT oT
HacTpoiikn ANQP 4 frame;

Proxy ARP Status — aktuBupoBarth (enable) / peaktuBuposars (disable) ARP-npokcu (Proxy ARP);
Anonymous NAI — yctaHoBUTb aHOHUMHBIN ID goctyna k cetn (NAI — Network Access ldentifier);
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« L2 Traffic Inspection — BkntounTb (enable) / BbikntounTb (disable) koHTponb 1 ounsTpaumio L2-Tpadmka
(mocTynHO AN Touek AOCTYNa, KOTOPbIE MMEKT BCTPOEHHYO (PYHKLMIO KOHTPONA 1 chuabTpaumm
Tpaduka);

* ICMPv4 Echo — cyHkuma counstpauyum ans ICMPv4 Echo 3anpocos.

OnepaTopbl, KOTOPbIM AOCTYMNHO NoaknoueHne Passpoint Ha gaHHoI Touke gocTtyna (Operator Friendly
Name List):

*+ Operator Name — nms oneparopa;
+ Language Code — 53blK;
* QoS Map ID — npeHtudonkarop QoS Map.

Cnucok gomawHux oénacteit (NAl Home Realm Query List):

* Home Realm — gomalluHsisi 06nacTb;
+ Encoding - koguposka (RFC4282 nnun UTFS8).

Connection Capability List :

Protocol Port Status

Select ¥ Select hd

Select v b b
Select b b Sele b
Select v hd Select hd

Cnucok Bo3MOXHbIX nogkntoueHuii (Connection Capability List):

* Protocol — npoToKo/1, N0 KOTOPOMY BO3MOXHO MOAK/THOUEHNE:
+ ICMP (0x1) — ICMP npoTokon;
« TCP (0x6) — TCP npoTokon;
« UDP (0x11) — UDP npotokon;
+ ESP (0x32) - npotokon ESP.
* Port — nopT, Mo KOTOPOMY BO3MOXHO MOAK/OUYEHWE;
+ Status — cTaTyc NoAKItoUYeHus:
* Closed - nogkntoyeHne No AaHHbIM NapaMeTpam 3aKpbITo;
+ Open — NOAK/OYEHME MO AaHHLIM NapaMeTpam 4OCTYMHO;
* Unknown — cTaTyc Noak/Ito4eHnsi HEM3BECTEH.

0OSU Provider List:

0SU SSID : | 05U
05U Friendly Name 05U Desc 035U Language Code 05U Server URI 035U NAI 035U Method 05U lcon
#1 SP Red Test Only'eng Free service for te| https:/fosu-serve SOAP-XML ¥ |(7
1-1 Select v
1-2 Select r
1-3 Select v
#2 Net Configured Mot Configured OMA-DM ¥ |[0
2-1 Select v
2-2 Select v
2-3 Select v
#3 MNet Configured Mot Configured OMA-DM ¥ ||0
3-1 Select v
3-2 Select v
3-3 Select v

Cnucok npoBaiifgepoB, KOTOPbIM AOCTYNHa OHNaliH-perucTpayms (OSU Provider List):

+ OSU SSID — naeHTndumkatop cetn Ans oHNamH-perncTpauuu;
* OSU Friendly Name — umsl "HTEpPHET NpoBaligepa;

+ OSU Desc — onvcaHue cepeepa OHMaiH-pernctTpaumu;

+ OSU Language Code — ko si3blka OHNaliH-perncrpaumy;

+ OSU Server URI — URL cepBepa oHNaiH-pernctpaumm;

+ OSU NAI - ID goctyna K cetv ofis OHNaliH-perncrTpaunu;

* OSU Method — meToga oHNnaiH-perncTpauumy;
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* OSU Icon — norotun nposaigepa.

WAN Metrics Information :

Link Status Symmetric Link At Capacity Down Link Speed Up Link Speed Down Link Load Up Link Load Lmd

L] v Y= = = = -

MHopmauus o metpuke WAN (WAN Metrics Information):

* Link Status — cOCTOS\HNE COeANHEHUS:
* Link up — coeguHeHne aKkTUBHO;
* Link Down — coegnHeHne HeakTUBHO;
* Link Test — coeguHeHne paboTaeT B TECTOBOM pPeXnMe.
« Symmetric Link — coeguHeHne cummeTpuryHo (Symetric Link) nnm He cummeTpuuHo (Not Symmetric
Link);
+ At Capacity — nponyckHasi CnocoO6HOCTb;
« Down Link speed — cKkOpOCTb HUCXOASLLIEro NOTOKA,;
* Up Link speed — cKOpOCTb BOCXOASLLErO NOTOKA;
« Down Link Load — Harpy3ka Ha H1UCcXogsLmiA NOTOK;
* Up Link Load — Harpy3ka Ha BOCXOASLL WA NOTOK,;
« Lmd - gnnTenbHOCTb n3mepeHus Harpysku (Load Measurement Duration).

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaxkMuTe KHonky «Update».

4.512 MopmeHto «Wireless Multicast Forwarding»

B nogmeHio «Wireless Multicast Forwarding» BbinonHsAeTca HacTpolika nepeHanpasneHns multicast-naketos.

Modify Wireless Multicast Forwarding settings

Radic |1 T

WAP Enabled WMF-Enable
0 v
1

F
& & & & & & &

Ld

Click "Update™ to =ave the new settings.
Update

* Radio — BbIGOp pagnonHTepdelica,;

* VAP — HOMep BMPTYas1bHOM TOYKM OOCTYNa;

+ Enabled — npu yctaHoBNeHHOM dhriare BUpTyasibHasA Touka AocTyna 6yeT akTVBHa, MHavye — He aKT/BHa,;

+ WMF-Enable — npun ycTaHOB/IEHHOM hnare 6yAeT akTuBHa (PyHKLMA nepeHanpasneHns multicast-
NakeToB Ha BUPTYasIbHOIN TOUKe A0CTYNa, MHavye — He akTMBHaA.

[na BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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4.5.13 MNopgmeHo «WDS»

B nogmeHto «WDS» BbINO/THAETCA HACTPOKa CBA3M MeXAy Toukamm AocTyna no 6ecrnpoBOAHON ceTu.

€ WDS He MoxeT 6bITb HaCTpOeEH, ec/n Ha Touke HacTpoeH WGB.

€ /s koppekTHOIi pa6oTbl WDS Heo6X0AMMO, YTO6bI Ha Toukax JocTyna 6blia ycTaHoBIeHa
O4MHaKoBasi Bepcusi NPOrpaMmMHOro obecneyeHus.

Configure WDS bridges to other access points

Click "Refresh™ button to refresh remote APs signal strength.

| Refresh |

Tunneling |off  w|

Spanning Tree Made Enabled '® Disabled
Interface wlanOwds0 Interface wlanDwds4
Radio [t v] Radio [1v]
local Address |E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | Mone (Plain-text) | Encryption | None (Plain-text) v |
Interface wianOwds1 Interface wlanOwds5
Radio [1v] Radio [1v]
local Address |E8:28:C1:C1:27:60 | Local Address | EB:28:C1:CLea7:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Interface wlanOwds2 Interface wlanDwdsé
Radio [EN! Radio [1v]
local Address  |EB:zBiCLiCLi27i60 | Local Address  |EB:2B:CLiCL27:60 |
Remote Address | | - Remote Address | | -
Connection Status |down | Connection Status |down |
Encryptien | None (Plain-text) w | Encryption | None (Plain-text) w |
Interface wianOwds3 Interface wlanOwds?
Radio BN Radio 1 v
local Address | EB:28:CLiC1:27:60 | Local Address | EB:28:C1:CL:27:60 |
Remote Address | | - Remote Address | | -
Connection Status | down | Cennection Status | down |
Encryption | None (Plain-text) w | Encryption | Nene (Plain-text) v |
Click "Update™ to save the new settings.

| Update |

+ Tunneling — onuus AOCTYNHa TONLKO NpY Mcnosb3oBaHun GRE:
+ Off — GRE He ucnonbayeTtcs, onumsa Tunneling BbikoUeHa;
+ Master — Touka nogknoyaeTcs B ceTb Yepes Ethernet-uHtepdelic;
+ Slave — Touka nogxnovaeTcs K Master no paguovHTepdelicy;
+ Spanning Tree Mode — pexum paboTbl npoTtokona STP an1a npefoTBpaLleHns netesb B CETU:
*+ Enabled — npwv yctaHoBneHHOM hriare npotokon STP paspelueH 415 NCnoNb30BaHuS.
PekomeHayeTcsa BKNHOUNTL Npu ncnonb3osaHum WDS;
* Disable — npu yctaHoBneHHoM chnare npotokon STP 3anpelueH;
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*+ Radio - BbIGOp pagnonHTepdelica.

+ Local Address — npocmoTp MAC-agpeca TekyLiero pagnovHTepdeiica;

* Remote Address — MAC-agpec pagnovHTepdelica To4kn AoCTyna, C KOTOPOW npeaycMaTpuBaeTcs
coBmecTHas paboTta. MAC-agpec pagnonHtepderica MOXXHO NOCMOTPETb Ha BKNagke
«Status»/«Interfaces»;

+ Connection Status — cTaTyc COeiMHeHus;

+ Signal — ypoBeHb cuUrHasia, C KOTOpbIM TekyLliaa Tovka A0CTyna BUAMT BCTPEUHYIO TOUYKa A0CTyna, ¢
koTopow noctpoeH WDS, abwm;

* Encryption — BbI6Op pexuma LwndpoBaHns:

+ None — He ucnonb3oBaTh WMGpPOBaHNUE,
* WPA (PSK) - wundgposaHne WPA n WPA2, npu BbiGope AaHHOro cnocoba 6yayT A0CTYMNHbI
cnepyloLme HacTponKu:
+ SSID — vima Wi-Fi cetu;
+ Key — WPA-kntou. IniMHa kioya coctas/iset oT 8 4o 63 CUMBO/OB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

[ns 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.5.14 NMopameHto «<MAC Authentication»

B nogmeHio «kMAC Authentication» BbinonHseTca HacTpoiika 6esbix/YepHblx cnuckoB MAC-afpecoB KIMEHTOB,
KOTOPbIM pa3peLleHo/3anpeLLeHo NoakIYaTbCsa K JaHHO Touke AocTyna.

Configure MAC Authentication of client stations
Global palicy Allow only stations in list
®/ Block all stations in list

Access List W

Radio | 1%

VAP S5ID ACL Policy Mode
0 |E|tex VAP | default ¥ | | Global v
1 |Uirtual Access Point 1 | default ™ | | Global v
2 | Virtual Access Point 2 | default v | | Global v
3 | Virtual Access Point 3 | default ¥ | | Global v
4 | \Virtual Access Point 4 | default ¥ | | Global v
5 | Virtual Access Point 5 | default v | | Global v
& | Virtual Access Point & | default ¥ | | Global v
7 | Virtual Access Point 7 | default ¥ | | Global ¥
Click "“Update” to save the new settings.

Update

+ Global policy — Bbl6op cnucka thmunstpaunn MAC-agpecoB npu ayTeHTUdMKauum,
« Allow only stations in list — npyn yctaHoBNeHHOM conare 6yaet hopMmpoBaTbCs 6eblil CNNCOK
MAC-agpecos;
* Block all stations in list — npn yctaHoBneHHOM dhnare 6yaeT (OpPMUPOBATLCS YEPHbIA CANCOK
MAC-agpecos.
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Access List Create W

New acl name {1 - 32 characters)

Click "Update™ to save the new settings.
Update

+ Access List — BbIOOp cyLlecTByOLLMX cnuckoB MAC-aapecoB nnmn co3gaHvue HOBOro Cnmucka:
+ Create — co3gaHve HOBOIO Cnucka:
+ New acl name — BBeanTe nmMs HoBoro cnucka MAC-agpecoB 1 HaxxmuTe kKHonky «Update»
AN ero co3faHus.

Access List Test_List v

Delete Access List

Stations List E8:28:C1:DA:CB:80
E8:28:F1:DA:CB:B0
AB:28:C1:DA:CB:BO

Remove

| || Add

« default — ctaHgapTHbI nycToli cnucok MAC-aapecoB. MNpy BbIGOPE AaHHOro cnvcka unm nboro
[pyroro paHee co3gaHHOro 6yayT AOCTYMHbI ANS pefakTUpOBaHWUs Nos:
+ Delete Access List — npu ycTaHoBKe hbnara u nocsegyrolieM Hakatum Ha kHornky «Update»,
BblOpaHHbIii Access List 6yaeT yaaneH. Cnucok default yganutb Henbas;
+ Stations List — cnucok MAC-apecoB K/IMEHTOB, KOTOPbIM pa3peLleH/3anpeLyeH AOCTyn.

[nsa po6asneHns MAC-agpeca B cnvucok ounsTpauun, B napameTpe «Access List» Bbi6epuTe HyXHbIi CNCOK
n Beeante MAC-agpec, KOTOpbI HyXXHO A06aBUTb. Janee Haxmute kHonky «Add». MAC-agpec nosisButcs B
pasgene «Station List».

[Ona ynanenna MAC-agpeca 13 crnvcka B pasgerse «Station List» BbibepuTe 3anncb U HXXMUTE Ha KHOMKY
«Remove».

* Radio — BbI6Op paamo nHTepdeiica Toukn AOCTyna,;
* VAP — HOMep BUPTYa/IbHOM TOYKN AOCTYNa;
+ SSID — nmA BUPTYaU1bHON TOYKN AOCTYNa;
+ ACL - BbI6op cnncka MAC-agpecoB 4191 NpyBA3KKU ero K BblopaHHomy SSID;
*+ Policy Mode — HacTpoiika 6enbix/4yepHbix cnnckoB MAC-agpecos:
* Global — ans Tekyuiero SSID Bbl6paHHbI cnncok MAC-agpecos 6yaeT COOTBETCTBOBATb
rnobasibHoMy cpnary;
+ Allow — ans Tekywero SSID BbIGpaHHbIii CNCOK ByaeT SBNATLCA 6enbiM (YCTpoiicTBam M3 cnvcka
paspeLleH JocTyn);
* Block — pns Tekyuiero SSID BbIGpaHHbI CNUCOK ByAeT SABNATLCS YePHbIM (YCTPOICTBaM 13 cnncka
3anpeLyeH gocTyn).

[ns BCTynneHus B Cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.5.15 MNopmeHto «Load Balancing»

B noameHto «Load Balancing» BbINo/IHSIETCS HACTPOIiKa OrpaHUYeHUsi BO3MOXHOCTY NOAK/HOUYEHNS KNIMEHTOB K
TOYKe AOCTyNna B 3aBUCUMOCTY OT YTUAM3ALMN KaHana.

Modify load balancing settings

Load Balancing Enzbled ® Disablad
Utilization for No Mew Assocations 0 (Percent, 0 disables)

Click "Update™ to save the new settings.
Update

Load Balancing — 6anaHC1poBKa Harpy3ku:

+ Enabled — 6anaHcMpoBKa Harpy3ku BKIHOYEHS,

+ Disabled — 6anaHcnpoBKa Harpy3km BbIK/IlOYEHA.
Utilization for No New Associations — ypOBeHb yTUIM3aLumn NosioCkl NPONyCKaHns TOYKM JOCTYnNa, Npw
MpeBbILLEHNM KOTOPOW NPOUCXOAUT 3anpeT Ha MOAK/IHYEHNE HOBbIX KNIMEHTOB, 3agaeTcs B %. o
ymosnyaHuio — 0.

[na BCTynneHns B culy HOBOW KOHMIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCMMYH0 NaMsATb
HaxxmuTe KHornky «Update».

4.5.16 MopgmeHto «Authentication»

B noameHto «Authentication» npon3BoanTCs HACTPOIKa TOUKM AOCTYNa B PEXUME K/IMEHTA NO NPOTOKOY
802.1X ansa npoxoxaeHus npoueaypbl ayTeHTUNKALUKN Ha BbILLECTOSLLEM 060pYA0BaHNN.

Modlify 802.1X Supplicant Authentication settings

Click "Refresh™ button to refresh the page.
Refresh

Supplicant Configuration ...

202.1X Supplicant Enabled ® Disabled

EAP Method D5 ¥

Username (Range: 1 - 64 characters)
Password (Range: 1 - 64 characters)

Click #Update® to save the new settings.
Update

Certificate File Status ...

Certificate File Present no
Certificate Expiration Date| Mot Present

Certificate File Upload ...

Brovse to the location where your certificate file is stored and click the "Upload" button.

To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.
Upload Method ® H1TR TFTE

Filename BufepuTe thaiin | Bain He enfpan

Upload

Supplicant Configuration — B pasgene BbINOMHAETCA HACTpPOika NapaMeTPOB ayTEHTU(IMKALN:

802.1X Supplicant — BKIOUNTL/BbIK/IOUNTL Pab0Ty TOUKM AOCTYNa B PeXMMe KIMeHTa No NpoTOKOsy
802.1X:

* Enabled — BkNOUUTB;
* Disabled — BbIKNOUYUTD.

EAP Method — anropuTm LWKpOBaHUS NPU ayTEHTUMKALMI NONb30BaTes. BO3MOXHblE 3HAYEHUS:
MDS5, PEAP, TLS;

Username — nmsa nosnb3osarens. MapameTp MoXeT cogepxatb oT 1 10 64 CMMBO/IOB;
Password — naponb. MNapameTp MOXeT cogepxaTb 0T 1 40 64 CMMBO/OB.
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

Certificate File Status — B pasgene MoxHo npocmMoTpeTb nHdopMauutio o coctosiHum HTTP SSL cepTtudimkara:

« Certificate File Present — yka3blBaeT, npucyTcTBYeT v dpaiin ceptudmkata HTTP SSL. Bo3aMoXHble
3HauyeHus: yes, no. 1o ymonuyaHuio ceptudmkar OTCyTCTBYET — NO;

« Certificate Expiration Date — gaTa, ykasbiBaroLas Ha To, KOrga ncteyeT CpokK AeicTeus haiina
ceptudomkata HTTP SSL. Ecnn ceptudomkaT oTcyTCTBYET 0TO6paxaeTcs coobuleHne — «Not Present».

Certificate File Upload — B pa3sgene BbinonHsetcs 3arpyska ¢aiina HTTP SSL Certificate.

+ Upload Method — meTtog 3arpy3ku dpainna HTTP SSL cepTudnkara:
* HTTP - 3arpyska ceptucpukara yepes HTTP. Mpu BbiGope aToro cnocoba HaXXMmTe KHOMKY
«BbibepuTe thaiiny», ykaxute haiin, KoTopbllii HY>XHO 3arpy3uTb B YCTPONCTBO;
* TFTP - 3arpy3ka ceptudpmkara yepes TFTP. MNpu ykazaHum aToro cnocoba Hy)XXHO 3anosiHUTb
cnegytoiime nons:
*+ Filename — nms haiina ceptudpmkara;
+ Server IP — IP-agpec cepsepa.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[N 06HOBNEHMA MH(DOPMALMK Ha CTpaHULEe HaxkMuTe KHOMKy «Refresh».

4.5.17 NopmeHo «Management ACL»

B noameHto «kManagement ACL» BbINOMHSAETCS HACTPOIKa CNMCKOB A0CTYyMNa ynpasneHus yCTPOCTBOM Yepes
Web, Telnet, SSH, SNMP.

Configure Management Access Control Parameters

Management ACL Made Enabled ™ pDisabled
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Click "Update” to save the new settings.
Update

+ Management ACL Mode — ncnonb3oBaHune CNUCKOB A0CTyNa K ynpas/ieHNI0 YCTPONCTBOM:
+ Enabled — npu yctaHoBneHHOM chnare oyHKLMOHaN BK/IOYEH;
* Disabled — npu yctaHoBneHHOM chnare OyHKLMOHa OTK/THOYEH;
« IP Address 1...5 — cnucok xocToB IPv4, KoTopble MMEOT AOCTYN K yNpaBfieHN0 YCTPONCTBOM;
+ IPv6 Address 1...5 — cnucok xocToB IPv6, KoTopble MMEKT AOCTYN K yNpaBneHnto YyCTPOCTBOM.

[Nsi BCTYN/IeHUSI B /Ty HOBOI KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBICUMYIO NaMsITh
HaxkmuTe KHonky «Update».
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4.5.18 MopgmeHto «OTT Settings»

B nogmeHto «OTT Settings» BbinonHseTcs HacTpoiika napametpoB OTT(Over the Top) ans noctpoeHus IPsec,
nn6o GRE-TyHHenel BHyTpu IPSec coegnHeHns OT TOYKKU AocTyna.

OTT Settings
Service Activator URL (https:// <o oo oo [ Domain names:<Port=)
IPzec Remote Gateway 172.16.0.1 (a0xae.3000.000,00¢ /. Domain name)

IPsec Operational Status

¥AUTH User user (Range: 4-16 chars)
¥AUTH Password password (Range: 8-48 chars)
Advanced Settings =

« Service Activator URL — agpec cepBuc-akT1BaTopa, 3agaetcs B goopmate https://<xXX.XXX.XXX.XXX /
Domain name>:<Port>;

*+ IPsec Remote Gateway — w03 ans IPsec, 3agaetca B popmare IP-agpeca nim OMEHHOTO UMEHU;

+ IPsec Operation Status — ycTaHOBUTE (DNaXOK A7151 BKIKOUEHUST KOHGUTypupyemoro IPsec coeuHeHus;

« XAUTH User — nms nonb3oBatens Ass pacliMpeHHon agTopmsaumm, Heo6XoAMMo A1s paboThl
mexaHu3ama mode config. MNapameTp go/mKeH cogepxatb oT 4 40 16 CUMBO/OB;

+ XAUTH Password — naposnb nosnb3oBaTens Ans pacliMpeHHoli aBTopusaumm, Heob6xoammo ans paboTbl
mexaHn3ama mode config. MapameTp go/mkeH cogepxatb OT 8 40 48 CMMBOOB.
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YTo6bl NepeinTn K pacluMpeHHOMY CMUCKY NapaMeTPOB, HXKMUTE KHOMKY C N306PaXEHNEM CUMBOA «+»

HanpoTtuB «Advanced Settings»:

Advanced Settings =

IKE Proposal

IKE Authentication Algorithm md5
IKE DH Group 1w

IKE Encryption Algorithm

IKE Policy

Use ISAKMP Mode Config * on Off

IKE Lifetime 86400 |(Sec, Range: 180-86400)
Use NAT-T W

IPsec NAT Keepalive 180 (Sec, Range: 1-300)

IPsec Password (Range: 8-48 chars)

~ Use XAUTH Password
IPsec Proposal

IPsec Authentication Algorithm mds
IPsec DH Group 0~
IPsec Encryption Algorithm ags v
IPsec Policy

IPsec DPFD Delay 180

(Sec, Range: 5-600)
IPsec Chaild SA Lifetime 3600 | (Sec, Range: 180-86400)

IPsec VPN

Force Establish Tunnel 7
GRE Over IPsec
Use GRE Mode * on Off

GRE Over IPsec Mgmt 192.168.3.2 (366020000 X200, X))

GRE Ower IPsec Data 192.168.3.3 26002000 000 00K

GRE MTU Offset 148 (Range: 0-220)

GRE Ping Counter 3 (Range; 3-60)

Click “Update” to save the new settings.
Update

IKE Proposal:

IKE Authentication Algorithm — BbiGop anroputMa xawmpoaHus IKE, npegHasHayeH Ansi npoBepku
LLe/TOCTHOCTN AAaHHbIX;

IKE DH Group - Bbl6op anroputma Auddomn-XennamaHa, MCnonb3yeTcsl YUTOObl yCTAHOBUTL OOLLIMIA CEKPET
B He3alMLIEHHON CeTy;

IKE Encryption Algorithm — Bbi6op anropuTma wndposaHns gnsa 1 dasbl nogxnodeHuns IPsec.

IKE Policy:

Use ISAKMP Mode Config — akTUBMpyeM pexum aBTOMaTUYeCKOro NonyyeHns BUpTyasibHOro ajpeca,
yAanéHHon nogcetn, agpecos ans nogHsatua GRE-TyHHenen ot ESR, kK KoTopoMy nogkstoyaemcs no
IPSec;

IKE Lifetime — Bpemsi xu3Hu IKE (dpasa 1), 4o/mkeH 6biTb UaeHTUYEH no o6e cTopoHsbl IKE/IPsec-
coeguHeHusa. NMapameTp npuHumaeT 3HadeHus oT 180 go 86400 cekyHa. Mo ymonuaHuio — 86400
CeKyHz,

Use NAT-T — HeobxoaMmo BKNKOYUTL donar, ecrim Touka AocTtyna Haxoamtces 3a NAT;

IPsec NAT Keepalive — nepnoan4HocTb oTnpaBku naketoB keepalive npu pa6ote uepe3 NAT, uto6bl NAT-
TpaHCIAUUA CoXpaHsiach Ha BbILLECTOALMX poyTepax npu 4/iMTesIbHOn He akTUBHOCTU CO CTOPOHbI
KnueHTta. MNapameTp npuHumaeT 3HadeHnsa oT 0 go 300 cekyHA. INo ymonyaHuio — 180 cekyHp;

IPsec Password — naponb ans IKE/ISPEC-coeguHeHnus. NMapameTp A0/MKEH cogepxarb oT 8 ao 48
CVIMBO/I0B;

Use XAUTH Password — npu yctaHoBneHHoM onare ans IKE/ISPEC-coegmHeHmns 6yaet ncnonb30BaTbCs
3afaHHbI paHee XAUTH Password. Ecnu donar He ycTaHOBNEH ByaeT NCNo/b30BaTbCs Naposib,
yKasaHHbIli B none IPsec Password. Mone poctynHo ecnu Use ISAKMP Mode Config BK/toueH.
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IKE Gateway — paszen v Bce ero napameTpbl AOCTYMNHbI A58 peAakTpoBaHus Npy yCoBun, 4To napameTp Use
ISAKMP Mode Config HaxoguTtcsa B cocTostHUn off:

* IPsec Local Address — aapec KnvMeHTa, KOTOpbIA NCNosb3yeT B kadecTBe IKE nokasibHyo CeTb C MacKow
nogceTn 255.255.255.255 (/32);

*+ IPsec Remote Network — ypanernHas IKE nogcets;

+ IPsec Remote Mask — macka yganeHHoin nogcetn IKE.

IPsec Proposal:

* IPsec Authentication Algorithm — BbIGOp anropnTma xawnposaHus IPsec, npegHasHavyeH ans NpoBepku
LEe/IOCTHOCTU AaHHBbIX;

* IPsec DH Group - Bbl6op anroputma Anddun-XennmaHa, MCnonb3yeTcs YTo6bl yCTaHOBUTL 06LLMIA
CEKPET B He3aLLMLLEHHOW CETY;

* IPsec Encryption Algorithm — BbIGop anroputma wmdposaHnsa ans 1 dasbl nogkaoveHns IPsec.

IPsec Policy:

* IPsec DPD Delay — nHTepBan OTnpaBk1 NakeToB 06HapyXXeHns paspbiBa coeguHeHus. Mpu oTcyTCcTBMM C
NPOTUBONONOXHON CTOPOHbI IPsec VPN oTBeTOB Ha 5 nakeToB noapsg, Touka goctyna coutet VPN
passasimBLLMMCA 1 Npou3BeneTt nepesanyck IPsec VPN co cBoeit CTopoHbl. MapameTp npuHuMaet
3HadeHns ot 5 go 600 cekyHg. Mo ymonuanuio — 180 cekyHz;

+ IPsec Chaild SA Lifetime — Bpems xu3Hu IPsec VPN SA (chaza 2), Lo/KeH ObITb OAMHAKOBLIM C 06eUnX
cTopoH TyHHens IKE/IPsec. JomxeH 6biTb Hke, yeMm IKE Lifetime. MapameTp npyHUMaeT 3HavyeHus oT
180 o 86400 cekyHa. Mo ymonuaHuo — 3600 cekyHA,

IPsec VPN:

* Force Establish Tunnel — BkNtounTb, YUTOGbI yCTaHOBUTL coeamnHeHne IPsec VPN HemeaneHHo. MHave,
VPN-coegmHeHune IPsec 6ygeT yctaHOBNEHO MO 3anpocy.

GRE Over IPsec:

+ Use GRE Mode - BktounTb unn otknounTtb GRE yepes IPsec . Bo BKNHOYEHHOM COCTOSIHUM ANS
pefakTMpoBaHUA AOCTYMHbI NapameTpbl:

* GRE Over IPsec Mgmt — IP-agpec GRE gna TyHHens ynpasneHus;

* GRE Over IPsec Data — IP-agpec GRE ans TyHHens ynpasneHus faHHbIMY,

* GRE MTU Offset — onpegensieT ymeHbluenne MTU gnsa GRE-TyHHeneli. GRE-TyHHensim 6yaeT
HasHayeHo MTU ucxoas n3 pacyeta 1500 — GRE MTU Offset. MapameTp NPUHUMAET 3HAYEHMSA OT
0 po 220;

* GRE Ping Counter — 4yTo6bl NpoBepuTb, 4TO TyHHesIb GRE BCe elle xuB, otnpasnseTtcsd ping Ha GRE
IP-management kaxgple 10 cekyHA. DTO 3HaYeHne onpeensier, CKOMbKO NakeToB NMUHra MOXeT
6bITb NOTEPSAHO, 40 TOrO, Kak ToUKa A40CTyna nepesanycTut coeguHeHune IPsec.

MapameTp npMHMMaeT 3HadeHus ot 3 go 60.

[ns BCTynneHus B cuy HOBOM KOHUIypauum 1 3aHeCceHnss HaCTPOeK B 3HEProHe3aBUCUMY0 NaMsaTb
HaxxmuTe kHonky «Update».
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4.5.19 MopgmeHto «<Mesh»*

B nogmeHto «Mesh» BbINONHAETCA HACTPOIiKa CBA3M Mexay ToukaMy AocTyna no 6ecnposogHoit Mesh-ceTu.

© *Moamerio [IOCTYMHO, eC/IN Ha To4Ke AgocTyna yctaHosneHo MO ¢ nogaepxkoit Mesh (Hanpumep,

WOP-12ac-LR-1.14.0.X-MESH.tar.gz n 6onee nosaHue Bepcum)

Configure Mesh access point

Mesh General Settings

Autopeer Status | Off ™ |
Spanning Tree Mode On ¥
Tunneling Off hd

Mesh General Settings — B jaHHOM pasgesne BbINo/IHAETCS HacTpoiika o06wmux Mesh napameTtpos.

+ Autopeer Status — cTaTyc aBTOKOH(IUIYpPUpPOBaHMS ToYek AocTyna. [o/mkeH ObITb OTK/THOYEH Ha
npoBoAHoii Touke (Root) 1 BKOUEH HAa GECNPOBO/HBIX.
+ Spanning Tree Mode — pexum paboTbl npotokona STP gna npegoTepalleHns netenb B CETH;
+ Tunneling — onums A4OCTyNHA TObKO Npu ucnonb3osaHum GRE:
+ Off — GRE He ncnonbayetcs, onums Tunneling BbIK/IHOYEHS;
+ Master — Touka nogknovaetcs B cetb Yepes Ethernet-nHrepdelic;
+ Slave — Touka nogknoyaeTca K Master-Touke no paguonHtepdericy.

Mesh Interface Settings

Radio 1w

Interface wlanOmesh

Status Up hd

Mesh 1D ‘Mesh ‘
Mesh Encryption Off »

Mesh Root Oon v

Mesh Root Address ‘ AB:F9:4B:B5:52:9 ‘

Mesh Interface Settings — B naHHOM pa3zene BbINOMHSAETCA HACTPOlika napamMeTpoB MHTepdelica ans

Mesh Interface Address

opraHu3auun Mesh. Pasagen gocTyneH TonbKo Ha Root-Touke, T.e. Mpu HaxoxaeHun napameTtpa Autopeer

Status B 3HaueHun off.

* Radio — BblGOp paanonHTepdeiica ans opraHusauun Mesh;

* Interface — nHTepdelic, ncnonb3yemsblii Anst opraHm3auun Mesh;
+ Status — cocTtosiHue koHdurypupyemoro Mesh-nHtepdelica;

* Mesh ID — uma Mesh-ceTu;

 Mesh Encryption — ucnonb3oBaHve Mesh-ceTu ¢ wndgpoBaHnem (on — BKIHOUNTb, Off — BbIK/IOUNTD);
+ Mesh Root — HasHauNTb TOUKY AOCTyna KoHTponnepom B Mesh cetn (gomkHa 6bITb TOUKoIi BBOAA/

NPOBOAHON);

* Root Address — MAC-aapec nHTepdpeiica Touku A0CTyNa, ABNSOWENCS KOHTPOIEPOM (3ano/HSeTCs

aBTOMAaTUN4ecKm);
+ Mesh Interface Address — MAC-aapec Mesh-uHtepdeiica KoHUrypupyemom Toukn gocTyna.
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Mesh Mac Authentication

Peer's list

t4b:b5:52:8f ag:f9:4b:bB:3a:1f
‘4b:b5:4d:af
c4b:bd:cd:2f
'4b:b5:52:9°f
4b:bB:26:1F
1e3:73:86:ef
(4b:b¥:8b:icf
dbibdicd:3f

1]
=5
+

H

ad:
ag:
ad:
ad:
ed:
ad:
ag:

[F=QT- QT - T -]

ho=h G =h =h =h

Jelete From Access List || Delete From Block List || Access || Block |

[w)

Add mac | Access || Block |

Click "Update™ to save the new settings.

| Update |

Mesh Mac Authentication — B pa3nene BbINOMHAETCA Ao6GaBneHne/yaaneHne yyactHmkos Mesh-cetu.

+ Allowed - Toukam goctyna aob6asneHHbIM B cnncok «Allowed» paspelieH aoctyn B Mesh-cetb:
+ Delete From Access List — ynanuTb BblaeneHHblin MAC-azpec 13 cnucka paspeLleHHbIX.

* Blocked — Toukam goctyna aob6aeneHHbIM B cnncok «Blocked» 3anpeulen goctyn B Mesh-ceTb:
+ Delete From Block List — ynanuTb BblaeneHHbln MAC-agpec 13 cnucka 3anpeLueHHbIX.

+ Access Request — cnncok Toyek AocTyna npucnasBLInX 3anpoc Ha noakntoyeHne B Mesh-ceTs:
+ Access — fo6aBneHne ToUKy A0CTyna B «6enblii» CNMcok (0CTyn paspeLleH);
* Block — no6aBneHne TOUKM JOCTyNa B «4epHbIi» CNINCOK (AOCTYN 3anpeLleH).

[ns Toro, uTo6bl A06aBUTL TOUKY AocTyna B cnucok Allowed/ Blocked spyyHyto, Heobxodumo ssecmu MAC-
adpec moyku 8 nosie «<Add mac» u Haxxambe COOMBEMCMBYHOUYIO KHOIMKY:

+ Access — fo6aBfieHne TOUKM A0CTyna B «6enblli» CAUCOK;
* Block — no6aBneHne TOUKM A0CTyNa B «4€PHbIi» CMINCOK.

[na BCTyNneHns B cUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBNCHMMYH0 NamsiTb
HaxkmuTe KHonky «Update».
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4.5.20 MopmeHto «Mesh Monitoring»*

B nogmeHto « Mesh Monitoring» oTo6paxaeTcsa ctaTucTvka 1 coctosiHue coevHeHuii B Mesh-cetn.

© *nNoamenio [LOCTYMHO, eC/ Ha ToUKe AocTyna yctaHosseHo MO ¢ nogaepxkoii Mesh (Hanpumep,
WOP-12ac-LR.X-MESH.tar.gz n 6onee nosaHue Bepcumn)

Mesh Monitoring

Mesh Neighbor Nodes | Stats Update Auto Update

MAC Address Link State RSSI Uptime Tx Total Rx Total Tx Retry Count Rx Retried Count Tx Actual Rate Rx Actual Rate

ad:fedbb7.cc:Bf ESTAE  -46 0L:1%:58 268274 75360 B3085 (31.0%4) 6723 (B.9%0) 1 Kbits/sec 0 Kbits/sec
ab:f9:4b:b0:5fdf ESTAB  -48 01:1%:55 634302 161236 B5244 (13.4%) 17804 (8.0%) 0 Kbits/sec 0 Kbits/sec
aB:f9dbbd 53:7f  ESTAE  -44 14:13:42 622430 151367 B2495 (13.3%) 14367 (9.5%) 0 Kbits/sec 0 Kbits/sec

Mesh Network | Update Graph Auto Update

MAC Address Device Name IP Address Firmware Version Last Update(secs ago)
a8:f9:4b:16:ef.bf WEP-12acrev.C(ROOT) 192.168.56.116 1.14.0.88-mesh_test-741906c-MESH 0
a8:f9:4b:b0:5fdf WEP-12ac 192.168.56.115 1.14.0.88-mesh_test-741906c-MESH 1
a8:f9:4b:ba:53:7f WEP-12ac 192.168.56.112 1.14.0.88-mesh_test-741906c-MESH 2
a8:f9:4b.b7 cc:Bf 192.168.56.114 1.14.0.88-mesh_test-741906c-MESH 5

Mesh Neighbor Nodes — B pa3gene otobpaxaetcsa Tabnmua co CTaTUCTUKON COeAMHEHNIA C COCeAHUMM
TOuYKamu gocTyna.

Stats Update — npu HaxxaTuv Ha KHOMNKY Npon30AN4eT 0GHOBEHME CTaTUCTUKN B Tabnuue;
Auto Update — aBTomMaTnyeckoe 06HOBMEHME Tabnuupl (4aHHble 0GHOB/IATCA pa3 B CEKYHAY);

* MAC Address — MAC-agpec Mesh-nHTepdheiica cocegHel ToUkM AOCTYNa,;

+ Link State — cocTosiHMe COeAUHEHUS];

* RSSI - ypoBeHb CUrHasna oT cocefHen TOUKM JOCTyna,;

+ Uptime — npogo/mKUTENIbHOCTL COeAMHEHNST C TOYKOIN [OCTYNa;

+ Tx Total — KONNMYECTBO YCMNELLUHO OTNPaB/IEHHbIX NAKETOB;

* Rx Total — KonM4eCcTBO YCMNELIHO NPUHATLIX NaKeToB.;

* Tx Retry Count — KONnM4eCTBO MOBTOPHO OTNpPaB/IEHHbIX NAKETOB;

* Rx Retried Count — KONNMYeCTBO NPUHATLIX NAKETOB, OTNPAB/IEHHbIX NOBTOPHO;
+ Tx Actual Rate — TekyLlas CKOpOCTb Nepesayn AaHHbIX, B KOUT/C;

* Rx Actual Rate — TekyLLas CKOPOCTb NpremMa faHHbIX, B KOUT/C.

Mesh Network — B pa3gene otobpaxaeTcsa Tabnuuya ¢ MHpopmaumeli 06 yyacTHnkax Mesh-cetn.

o OTo6paxaeTcst TO/IbKO Ha YCTPOIACTBE, ABNAOLMMCS KOHTposiiepom Mesh-cetu (Root AP).

Update Graph — npv HaxkaTum Ha KHOMKY NPoU30iiAeT 06HOBNEHVE MHopMaLun B Tabnuue 1 rpade;
Auto update — aBTOMaTYeckoe 06HOBMEHWE TabnuLpl 1 rpada (AaHHble 06HOBNSOTCA Kaxable 10 cekyHa);

* MAC Address — MAC-agpec Mesh-nHTtepceiica yyacTHuKa cetu;
+ Device Name — cncTeMHOe MMS1 YCTPOICTBa;

« IP Address — IP-agpec ycTpoiicTBa;

 Firmware Version — Bepcusi NporpaMMHOro obecneyeHus;

+ Last Update — Bpemsi nocnegHein CMHXPOHN3aLuK € YCTPONCTBOM.
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B pasgene MoOHMTOpUHIa pacnonaraeTcs rpad ¢ NoCTpoeHHol cxemoii Mesh-ceTu. Ha ocHoBaHuy Tabnumubl 1
rpadya MOXXHO NMPOV3BECTU aHaIN3 CETU. STO NO3BOJIUT OLIEHUTb NPaBU/IbHOCTL PACMO/IOXKEHMS TOUeK AocTyna
Mo TEPPUTOPUM MOKPLITUS U YKaXKET Ha NPO6/IEMHbIE MECTA, & TakKe NMOMOXET NPOoV3BOANTbL MOHUTOPUHT CETU
B peXVMe peasibHOro BpeMEHM.

Link status:

e
EsTae

/

WEP-12ac:rew.C(ROOT)

'WEP-12ac

4.6 MeHo «Services»

B MeHIo «Services» BbIMO/THAETCS HACTPOIiKa BCTPOEHHbIX CMYX6 TOUKM A0CTyna.

4.6.1 TlogmeHto «Bonjour»

B nogmeHto «Bonjour» BbINOMHAETCSH HAaCTpoiika ycnyru Bonjour, koTopasi no3BosisieT 6ecnpoBOAHbIM TOYKaM

JlOCTyna 1 Ux cepBrcam 06HapyXunBaTb Apyr Apyra BHYTPU NI0Ka/IbHOI CeTu, Ucnosb3ys 3anucy B multicast
Domain Name System (mDNS).

Set Bonjour Status

Bonjour Status * Enabled Cisabled

Click "Update” to save the new =settings.
Update

Bonjour Status — cocTtosiHue ycnyru Bonjour:
* Enabled — npu yctaHOB/IEHHOM dhnare ycnyra akTuBHa;
+ Disabled — npu yctaHOB/NEHHOM dhniare ycsyra BbIK/I04eHa.

[ns BCTynneHus B culy HOBOW KOHOMUIypauun 1 3aHeceHnss HaCTPOeK B 3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».
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4.6.2 MoameHto «<Web Server»

B nogmeHto «Web Server» BbINOMHAKTCA HACTPOWKKM AOCTYNa K Touke gocTtyna yepe3 WEB-nHTepdpeiic.

Configure Web Server Settings

HTTFS Server Status * Enahled Dizabled

HTTF Server Status * Enahled Dizabled

HTTF Port 30 (Range: 1025-65535, Default: 80)
HTTFS Fort 443 (Range: 1025-65535, Default: 443)
Maximum Sessions 5 (Range: 1 - 10, Default: 5)

Session Timecut (Minutes) 1440 (Range: 1 - 1440 minutes, Default: 5)

Click "Update” to save the new settings.
Update

* HTTPS Server Status — coctosiHue cepeepa HTTPS:
+ Enabled — npun yctaHOoBeHHOM dhniare nogkatdeHne Kk web-nHtepdelicy yctpoiictea 6yaert no
3auymiieHHomy npotokony HTTP (HTTPS);
+ Disabled — npu yctaHoBNeHHOM dhnare nogktveHne K web-nHtepdeiicy yctpoictea He
AOCTYMHO no npotokony HTTPS.
* HTTP Server Status — coctosHne cepBepa HTTP, aTOT napamMeTp He 3aBUCUT OT COCTOSAHUA HACTPOEK
napametpa «HTTPS Server Status»:
* Enabled — npun yctaHOoB/eHHOM dhnare nogkadeHne Kk web-nHrepdelicy yctpoiictea byaet
paspelueHo no npotokony HTTP;
+ Disabled — npu yctaHoBNeHHOM dhnare nogktoveHne K web-nHtepdeiicy yctpoinctea He
[OCTYNHO no npotokosy HTTP.
* HTTP Port — Homep nopTa gns nepegayun HTTP-Tpachumka. MapameTp npuHMmaet 3HadeHns ot 1025 go
65535. Mo ymonuaHuio — 80;
* HTTPS Port — Homep nopta ansa nepegaydn HTTPS-Tpaduka. MapameTp npuHMMaeT 3HavyeHus ot 1025
[0 65535. To ymonyaHuio — 443;
* Maximum Sessions — konnyecTtBo web-ceccuii, Bktouas HTTP n HTTPs, koTopble MOryT 6bITb
OAHOBPEMEHHO 3anyLleHHbl. MapameTp npuHUMaeT 3HadeHms ot 1 go 10 ceccuid. Mo ymonyaxuio — 5;
+ Session Timeout (minutes) — nepvog, BpEMEHM, N0 UCTEYEHNN KOTOPOTO CMCTEMA aBTOMATUYECKM
BbINOTHAT BbIXO4, U3 Web-nHTepdeiica, ecnim nonb3oBaTeslb He Obl1 akTUBEH. MapameTp npuHUMaeT
3HayeHus ot 1 o 1440 muHyT. Mo ymonyaHuio — 60 MUHYT.

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

Generate HTTP SSL Certificate ...

Click "Update” to generate a new HTTP S5L Certificate.

Update

HTTP SSL Certificate File Status ...

Certificate File Present: VES
Certficate Expiration Date: Dec 26 09:00:03 2019 GMT
Certificate Izssuer Commaon Name: CN=192.168.1.10
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Generate HTTP SSL Certificate — B gaHHOM pa3gene npy Haxatum Ha kHonky «Update» BbinonHseTca
reHepauus HoBoro HTTP SSL ceptudhmkata gns 6esonacHoro goctyna k web-cepsepy. [lJaHHoe gelicteue
HY>XHO BbINO/THUTL NpUW NosyyveHun IP-agpeca, 4Tobbl MMs cepTudmkaTa cosnagano ¢ IP-agpecom ycTpolicTea.
Mpu co3gaHnm HOBOTO cepTudmkara byaeT 3anyuieH web-cepsep 6e3onacHOCTU. 3allmLLeHHOe coegnHeHne
He ByaeT (PyHKUMOHMPOBATb, NOKa HOBbIM cepTudmkar He ByaeT npyMeHeH B 6pay3epe.

HTTP SSL Certificate File Status — B saHHom pasaene npusoautcst uHdopmaums o HTTP SSL cepTtudimnkare:

« Certificate File Present — yka3blBa€eT, npucyTCTByeT /in ceptudpmkat SSL HTTP;
« Certificate Expiration Date — gaTa, O KOTOpOW cepTndnKaT AeACTBUTENEH;
« Certificate Issuer Common Name — umsi cepTudomnkara.

To Get the Current HTTP SSL Certificate ...

Click the "Download” button to save the current HTTF S5L Certificate as a backup file to your FC.
To save the Certificate to an external TFTF server, click the TFTF radioc button and enter the TFTP server information.

Download Method ® HTTP TFTP

Download

To upload a HTTP SSL Certificate from a PC or a TFTP Server ...

Browse to the location where your certificate file is stored and click the "Upload” buttan.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Method ® HTTP TFTP
HTTF S5L Certificate File BriGepute dain | ®afn He spibpad

Upload

To Get the Current HTTP SSL Certificate — B faHHOM pa3gene BbINOMHAETCA coxpaHeHne Tekywero HTTP SSL
cepTudnkata, KOTOpbIA B Aa/ibHEWLLEM MOXET ObITb UCMOML30BaH kak backup-chaiin:

Download Method — meToa coxpaHeHma HTTP SSL ceptudmkara:
« HTTP - cpaiin 6yaet coxpaHeH no HTTP Ha komnbtoTep;
* TFTP - ceptuchukaTt byaet coxpaHeH Ha TFTP-cepBepe, npu ykazaHum 3TOro crnocoba HyxHO
3anosiHUTbL cneyroLme nons:
« HTTP SSL Certificate File — nmsi dpaiina ceptudmkaTta, 3aaeTcs cTpoka Ao 256 CMMBO/IOB;
« Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTLCA ANS
3arpysku goan.

HaxmunTte Ha kHonky «Download» gns coxpaHeHus danna HTTP SSL ceptudmkara.

To upload a HTTP SSL Certificate from a PC or a TFTP Server — B pa3zaene BbINOMHAETCA 3arpy3ka daiina
HTTP SSL Certificate:

Upload Method — meTop 3arpy3ku thaitna HTTP SSL ceptudmkara:
* HTTP - no HTTP, npu ykazaHun aToro cnocoba HaxmuTe KHOMKy «Bblbepute daiiny, ykaxuTe
dhalin, KOTOpbI HYXXHO 3arpy3nTb Ha YCTPOICTBO;
* TFTP - yepe3 TFTP-cepBep, Npu ykazaHuy 3TOro cnocoba HyXHO 3anosiHUTb cregytoLue nons:
« HTTP SSL Certificate File — umsi dpaiina ceptudmkaTta, 3aaeTcs cTpoka Ao 256 CMMBO/IOB;
+ Server IP — IPv4- unn IPv6-agpec TFTP-cepBepa, KOTOpbIin 6yAeT MCNONb30BaTLCA ANSA
3arpysku goan.

HaxmunTte Ha kHonKy «Upload» ana 3arpysku ¢paiina Ha yCTpOicTBO.
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4.6.3 MNopgmMeH «SSH»

B nogmeHto «SSH» BbINOMHAETCA HACTPOKiKa AOCTyna K yCTPONCTBY MO NpoTokKony SSH.

SSH - 6e3onacHbIin NPOTOKO/ YAA/IEHHOTO yrpasneHus yctpoincteamu. B otimume ot Telnet npotokon SSH

PykoBogacTBo no akcnayatauum WOP-12ac-LR

LWwnppyeT Becb Tpaduk, BkNOYas nepegaBaemble naposu.

SSH Configuration
SSH Status @ Enabled (O Disabled

SSH Port (Range: 1025-65535, Default: 22)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.
| Update |

SSH Status — cocTosiHue gocTyna K yCTPOMCTBY No NpoTokosy SSH:

+ Enabled — npun yctaHoBNeHHOM dhniare fOCTYnN paspeLleH;
* Disabled — npu yctaHOBNEeHHOM hriare fOCTYN 3anpeLyeH.

SSH Port — Homep nopTta gocTtyna K ycTpoincTsy no npotokony SSH. inanasoH 3HaveHunin 1025-65535, nopt no

yMoOlyaHmo: 22.

[N BCTYNNEeHWs1 B CUY HOBO KOHCOUIypaLmmn 1 3aHECEHUST HACTPOEK B SHEPTOHE3ABMNCUMYIO NaMsiTh

HaxkmuTe KHomnky «Update».

4.6.4 TMoameHto «Telnet»

«Telnet»

Telnet Configuration
Telnet Status @ Enabled O Disabled

Telnet Port {(Range: 1025-65535, Default: 23)

Tip: Turn off port validation to make use of 1-65535 port range

Click "Update™ to save the new settings.

| Update |

Telnet Status — cocTosiHMe oOCTyna K yCTPOMCTBY No npotokony Telnet:

* Enabled — npu yctaHoBNEeHHOM dhnare AOCTYN paspeLleH;
+ Disabled — npu yctaHOoBNeHHOM dhnare AOCTYN 3anpeLyeH.

Telnet Port — Homep nopTa gocTyna K yCTpoicTBYy no npoTtokony Telnet. Anana3oH 3HaveHunin 1025-65535, nopt

no ymosnyaHuio: 23.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaxxmuTe KHornky «Update».
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4.6.5 TMoameHto «QoS»

«QoS»

QoS ncnosnb3yeTca gns obecnevyeHnss MUHUMaUTbHbIX 3ajepxXek B nepegavye AaHHbIX TakKnX CEPBUCOB, Kak
nepegaua ronoca o IP (VolP), Buaeo B pexume peasibHOr0 BpeMeH U pyriiX CEPBICOB, YyBCTBUTESbHBIX KO
BpeMeHU nepeaayun JaHHbIX.

Modify QoS queue parameters

Radio |1 ¥
EDCA Template Custom hi
CQueue AIFS  cwMin cwMax Max. Burst
Data O ¥ | = v -
(\Voice) L E . L5
Cata 1 - - - v
AP EDCA parameters (Video) L . 15 3.0

Data 2

v = v
(Best Effart) 3 15 0

EE?atzI-cEg‘jrnund) U L= Y023 ¥ 0

Wi-Fi Multimedia (WMM) * Enabled Disabled
Queue AIFS  cwMin cwMax THOP Limit
) ORIl

Station EDCA parameters E\?itdaei-) 2 7 Y]lis b 34
EE:::tzEffnrt) 3 3 vias vl p
EE?atzI-cEg‘jrnund) U L= Y023 ¥ 0

Mo Acknowledgement on '® off

APSD * 0On off

Click "Update” to save the new settings.
Update

Radio — pagnouHTepdeiic, Ans Kotoporo 6yayT BbINO/HATLCA HACTPOViKM NapameTpoB QoS;

+ EDCA Template — wabnoH ¢ npegonpeneneHHbiMn napametpamu EDCA:

+ Default — HaCTPOIKM MO YMOYAHWIO;

*+ Optimized for Voice — onTMasbHble HaCTPOWKN ANs1 Nepeaayn ronoca;

+ Custom — nonb3oBaTe/IbCKNe HaCTPONKN.

* AP EDCA Parameters — Tabnmua HaCcTpOeK napameTpoB TOUKM focTyna (Tpaduk nepeaaeTcsi oT TOUKM
A0CTYNa K KNMEHTY):

* Queue - npeponpeneneHHble oyepean AN pasIMYHoro poga Tpaduka:

+ Data 0 (Voice) — BbICOKONPUOPUTETHANA OYepeb, MUHUMaIbHbIE 3aAEPXKN. B faHHON ouepean
aBToMaTnyeckn obpabaTbiBatoTCH AaHHbIe, YyBCTBUTE/bHbIE K BpeMeHU, Takune kak: VolP,
NMOTOKOBOE BUAEO;

« Data 1 (Video) — BbiICOKONpUoOpUTETHASI ouepeab, MUHUMa/IbHbIE 3a[lepXKn. B AaHHOI ouepeam
aBToMaTnyeckn obpabaTbiBatoTCA BUAEOAAHHbIE, YYBCTBUTE/bHbIE K BDEMEHU;

+ Data 2 (best effort) — cpegHenpuopuTeETHasi o4epeab, CPELHSIA NPONYCKHAst CMOCOBHOCTbL U
3a/epxka. B gaHHylo ovepefb oTnpaBnseTca 60/1bWMHCTBO TPaAULMOHHbIX |P-gaHHbIX;

« Data 3 (Background) — H/3KONPUOPUTETHAA OYepe/b, BbiCOKasi NPOMYyCKHast CNOCO6HOCTb.
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* AIFS (Arbitration Inter-Frame Spacing) — onpegensieT BpeMsi oxuaaHns kaapos (hpeiimoB)
[laHHbIX, U3MepseTCs B caoTax, NpuHUMaeT 3HaveHus (1-15);

* cwMin - Haya/lbHOE 3HaYeHne BpeMEHN OXMAaHUS nepes NOBTOPHOIM OTNPaBKoM Kaapa, 3ajaeTcs
B MUAMceKyHaax, npuHumaet 3HadeHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023. 3HavyeHne cwMin
He MOXET npesblwaTb 3HavyeHne cwMax;

* cwMax — MakCcMMasibHOe 3HaYeHVe BpeMeHM OXugaHusa nepes noBTOPHOW OTNpPaBKoW Kaapa,
3afaeTcs B MUINIMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLle 3HaYeHns cwMin;

* Max. Burst — napamMeTp UCMosib3yeTca TOMbKO A1 AaHHbIX, NepefaBaeMblX OT TOUKM AOCTyna A0
CTaHuuMK KMeHTa. MakcumasibHas AJiMHa nakerta, paspeLleHHas Ans ovepeneil B 6ecnpoBogHO
ceTn, npuHnmaeT 3HadveHns 0-999.

* Wi-Fi MultiMedia (WMM) — cocTosiHne pa6oTbl coyHkuum WiFi Multimedia, koTopasi no3Bonsiet
ONTMMU3NPOBaTL Nepegady MynbTMMeaunHOro Tpaduka no 6ecnpoBoAHON cpeje:

+ Enable — tpyHKUMA BKOYEHS;

* Disable — (pyHKUMA BbIK/IOYEHA.

« Station EDCA Parameters — Tabnvua HaCTPOEK NapameTpoB CTaHUuM KineHTa (Tpadvk nepegaercsa ot
CTaHUMW KNIMeHTa A0 TOYKM AOCTYNa):

+ OnucaHue napametpoB Queue, AIFS, cwMin, cwMax npuBefeHO BbILLE,;

* TXOP Limit — napamMeTp MUCMNo/ib3yeTCA TOMIbKO AN AaHHbIX, epefaBaeMbiX OT CTaHUMM KNneHTa
[0 TOYKMN AocTyna. Bo3MOXHOCTb Nepefayn — MHTepBasl BpeEMEHU, B MUIJINCEKYHAAX, Koraa
knueHTckas WME-cTaHums umeeT npaBa UHMLMUPOBATL Nepegady AaHHbIX N0 6eCnpoBOAHON
cpefe K Touke A0CTyna, MakcumMasibHoe 3HavyeHne 65535 MunnncekyHa,

+ No Acknowledgement — npu yctaHOB/IeHHOM ¢hnare «On» Touka AOCTyna He Jo/MKHa Npu3HaBaTtb Kajpbl
QosNoAck kak 3HauyeHuVe knacca 06CyXnBaHus;

* APSD - npwu yctaHoBneHHoMm donare «On» 6yAeT BKNHOUEH PEXUM 3KOHOMUN 3Heprun goctasku APSD,
KOTOPbI ABISIETCA METOAOM YynpaBneHus nutaHus. JaHHbli pexumM pekomeHayetcs, ecnv ans VolP-
TenegoHOB AOCTYN K CETU NPefoCTaB/ISEeTCA Yepes TOUKy AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCeHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

93



4.6.6 lMoagmeHto «<Email Alert»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

B nogmeHto «kEmail Alert» BbiNnonHAETCA HACTPOMKaA OTCbINIKM CEPBUCHON MHhopMaL MM No 3NEKTPOHHO noyTe

(Email).

Email Alert Configuration

Email Alert Global Cenfiguration

Admin Mode : |up hd
From Address H |a|:l@mai|.'u
Log Duraticn : | 30

Urgent Message Severity : | Alert hd
MNon Urgent Sewverity : | Warning hd

Email Alert Mail Server Configuration

Mail Server Address LI
Characters)

Mail Server Security : | TLSvl v

Mail Server Port H |465

Username H |a|:l@mai|.'u

Password H | I YT YT T T Y

Email Alert Message Configuration

To Address 1 H |admin@mail_ru

To Address 2 H |

To Address 3 H |

|{Range: 1 - 255 characters)

|minutes {Range: 30 - 1440, Default: 30)

| {0000k xxx/Hostname max 255

|{Range
|{Range

|{Range

|{Range
|{Range

|{Range

: 0 - 65535, Default:25)
1 1 - 64 characters)

1 1 - 64 characters)

1 0 - 255 characters)
: 0 - 255 characters)

: 0 - 255 characters)

Log message from AP
Email Subject H | 9 9

(Range: 1 - 255

characters)

Update Test Mail

B pasgene «Email Alert Global Configuration» 3aaatTcs rno6asbHble HACTPOVKKN ANst PYHKLUN OTMPaBKU

Email-coobuwieHwnii.

+ Admin Mode — cocTosiHne oyHKLMKN oTnpaskn Email-coobueHnii Ha Touke goctyna:

* Up — QoyHKUVMS BK/THOYEHS,;
* Down — (pyHKLMA OTK/IIOYEHA.

* From Address — no4yTtoBbIii agpec oTnpaBuTens. 3agaeTcsa CTpoka 4o 255 cMMBONOB.;

* Log Duration — nHTepBasibl BDEMEHW OTNPAaBKM HEKPUTUYHBIX COOBLLEeHNIA. MapameTp NnpuHUMaeT
3HaveHns ot 30 go 1440. No ymonyaHuio — 30;

+ Urgent Message Severity — ypoBEHb BaXXHOCTU COOBLLEHWIA, KOTOPbIE ByAyT OTNpaB/ieHbl HEMEAIEHHO;

* Non Urgent Severity — ypoBeHb BaXXHOCTW COOOLLIEHWIA, KOTOpbIE ByAyT onpaB/eHbl B MHTEpPBasiax «Log

Duration».

B pasgene «Email Alert Mail Server Configuration» BbInonHAETCA HAaCcTpolika NapamMeTPOB NOYTOBOrO CepBepa

N KNnneHTa.

* Mail Server Address — agpec No4TOBOro cepBepa, 3agaetcs cTpoka Bmga XXX XXX XXX.XXX;
* Mail Server Security — npoToKon ayTeHTUpmKaumm Ha no4ToBoM cepsepe: Open, TLSv1. Mo ymonyaHuio

- Open;

* Mail Server Port — Homep nopTa No4YTOBOro cepsepa. MNapameTp npuHMMaeT 3HadeHns ot 0 go 65535. Mo
ymonyaHuo — 25;

+ Username — nMs NOYTOBOIO KNIMEHTA, 3a4aeTcs CTpoka A0 64 CUMBOJIOB;

+ Password — naponb NOYTOBOrO K/IMEHTa, 3afaeTcs CTpoka Ao 64 CMMBOJIOB.
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B pasagene «Email Alert Message Configuration» BbinonHsieTcst HACTPOiKa NnapaMeTpoB aBapuUnHOro
COOO6LLEHNS:

+ To Address 1 — agpec nepBoro nosay4varens CoobLeHniA;
+ To Address 2 — agpec BTOPOro nosay4varenst CoobLweHniA
+ To Address 3 — agpec TpeTbero nosyyaresnisa COo6LEHWIA;
+ Email Subject — TekcT B Teme nucbma.

[ns oTnpaBky TECTOBOro COOBLLEHMSA HAXXMUTE KHOMNKY «Test Mail».

[ns BCTynneHus B cuy HOBOW KOHOUIypauum 1 3aHeCeHnss HaCTPOeK B 3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

4.6.7 MNMopgmeHo «LLDP»

B nogmeHto «LLDP» BbINonHsieTca HacTpoiika pa6oTbl npoTtokona LLDP (Link Layer Discovery Protocol).

LLDP Configuration

LLDF Mode  ® Enabled Disabled
T¥ Interval |30 (Range: 5 - 32768 =ec, Default: 30 =ec)

POE Priority | Unknown ¥

Click "Update” to sawve the new settings.
Update

* LLDP Mode — cocTosiHne paboTbl npoTtokona LLDP:
*+ Enabled — npu yctaHoBneHHoM donare LLDP akTuBeH;
+ Disabled — npu yctaHoBneHHoM dpniare LLDP BbIk/tOUEH.
* TX Interval — nHTepBan nocbisikn LLDP-coobweHnin. MapameTp npMHMMaeT 3HavyeHus ot 5 go 32768
cekyHg. Mo ymonuanuto — 30 cekyHp,;
* POE Priority — npuoputeT, nepecbinaemblii B none «Extended Power Information».

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBHCMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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4.6.8 MogmeHo «SNMP»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

B nogmeHto « SNMP» BbINO/HAETCA HACTpoika ynpasneHns yctpoiictBom no SNMP.

SNMP Configuration

SNMP @ Enabled O Disabled

SMMP versions to use

Read-only Community Name (for Permitted SNMP Get Operations)

Port number the SNMP agent will listen to

Allow SNMP set requests

Read-write Community Name (for Permitted SNMP Set Operations)

Restrict the source of SNMP requests to only the designated hosts or subnets

Hostname, Address, or Subnet of Metwork Management System

IPv6 Hostname, Address, or Subnet of Network Management System

(Default: All)

|(Range: 1 - 256 characters)

[1861

|(Range: 1025 - 65535, Default: 151)

® Enabled O Disabled

|(Range: 1 - 256 characters)

O Enabled @ pisabled

(0o k. xxx/Hostname max 255 Characters)

(330030 000 00K OO 00K 000 D000 o0s/ Hostname max 255 Characters)

Trap Destinations

Enabled Host Type SNMP version

Community Name
(Range: 1 - 256 characters)

Hostname or IP or IPv6 Address
{30003 3000, K00 3000 JI00N 2 00 2 30000 S H000 100K 3000¢ 10000 000 Hostname max 255 Characters)

[1Pv4 v] [snmpv2 v ] [public | [172.16.0.22

+ SNMP - Bk/ito4eHMe/BbIK/I0YEHWE YripaBieHns ycTpoincteomM no SNMP:
* Enabled — npu yctaHoBneHHom chnare SNMP akTuBeH;
* Disabled — npu yctaHoBneHHom donare SNMP BbIk/HOY€EH.
+ SNMP versions to use — ncnonb3lyemasn sepcusd SNMP:
+ All - ncnonb3oBanune sepcuin SNMPv1, SNMPv2, SNMPv3;
+ SNMPv2 - ncnonb3oBaHue sepcuit SNMPv1, SNMPv2;
+ SNMPv3 - ncnonb3oBaHune sepcun SNMPv3.

* Read-only community name — naponb gns read-only 3anpocos, 3agaeTtcs cTpoka oT 1 o 256 cMMBO/OB;

* Port number the SNMP agent will listen to — Homep nopta npuema/otnpaBku SNMP-coo6LeHWiA.
MapameTp npuHUMaeT 3HadyeHns ot 1025 go 65535. INo ymonyanumio — 161;

+ Allow SNMP set requests — pa3peLlunTb/3anpeTuTb KOHUrypuposaHme yctpoiictea no SNMP:

* Enabled - pa3pelunTb KOHUryprpoBaHue yctpoiictea no SNMP:
* Read-write community name — naposnb ans read-write 3anpocos, 3a4aeTcs cTpoka ot 1 4o
256 CMMBOJIOB.
* Disabled — 3anpeTuTb kOHUryprpoBaHue yctpoiictea no SNMP.

* Restrict the source of SNMP requests to only the designated hosts or subnets — npuHumats SNMP
3anpockl TO/IbKO € yKa3aHHbIX aapecos, 3agaetcs IP-agpec B Buge XXX XXX XXX. XXX nnun nma xocra.
Ecnu BkIOYEHO, HEOBX0AMMO 3aMno/THUTL NapamMeTpbl:

« Hostname, Address, or Subnet of Network Management System — ums, agpec nnv nogcetb IPv4, 3
KOTOpoi pa3pelueHo npuHnmate SNMP-3anpochi;

+ IPv6 hostname, address, or subnet of Network Management System — nms, agpec Uin noaceTb
IPv6, 13 koTopoit paspeLleHo npuHumMaTb SNMP-3anpocsi.

Trap Destinations — HacTpoiika oTnpaBku SNMP-TpanoB Ha yaaneHHbIli cepBep:

« Enabled — BkntoueHne oTnNpaBkn Tpanos;

* Host Type — ykaxuTe, ABNAETCA /1N BK/IOYEHHbIN y3en y3nom IPv4 nnn yznom IPv6.

+ SNMP version — Bbl6op Bepcumn npotokona SNMP;

+ Community Name — BBeauTe nMsa co06LeCTBa, 3a4aeTca cTpoka oT 1 4o 256 cMMBONOB;

« Hostname or IP or IPv6 Address — Beeante DNS-ums nnu IP-agpec cepsepa, Ha KOTopbIli Touka gocTyna
6yneTt otnpaenaTe SNMP-Tpansl.

96



PykoBogacTBo no akcnayatauum WOP-12ac-LR

B nogpasnene « Debug Settings» BbiNonHseTCA HACTpoiika OTNPABKM OTNAA04HbIX COOBLLEHNIA.

Debugaing output tokens

Debug Settings

dotll_traps (Range: 0 - 256 characters, empty string for 'no debug’, "ALL", or
‘traps,zend’ - any tokens without spaces)

Dump sent and received SNMP packets Enzbled ® Disabled

Logs to Don't log v

Logs to specified files Jfvar/log/snmpd.log (Range: 1 - 256 characters, Default: /var/log/snmpd.log)
Logs priority leve Emergency ¥ | (for Standart output, Standart error and File logs output)

Logs priority range From | Emergency ¥ |to | Emergency ¥ | (only for Syslog output)

Transport upp Ll upes # tcr Ll TCPS

Click "Update” to save the new settings.
Update

Debugging Output Tokens — naeHTMdUKATOP rpynnbl OTNAa[404HbIX COOBLLEHWIA;
Dump Sent and Received SNMP Packets — BbIBOZ, B /10T COAEPXMMOI0O NPUHUMaEMbIX U NepesaBaembixX
SNMP-coo6LeHwii;
Logs to — ykasaHve mecTa BbiBOAa fora:
+ Don't Log — He BbIBOAUTb 10T,
+ Standart Error, Standart Output — BbIBOA B KOHCO/b;
+ File - BbIBOA B haiin;
+ Syslog — Syslog-BbiBOA,
Logs to Specified Files — yka3aHue chaiina gns BbiBoga /10ra;
Logs Priority Level — BbI6GOp ypPOBHS BbIBOAUMbIX /IOFOB, yKa3blBAETCS NPU BbIBOAE fl0ra B KOHCO/b UK
hanin,
Logs Priority Range — ykaszaHue gnana3oHa ypoBHei noros g/1a Syslog-BbiBOAa;
Transport — TpaHCNOPTHbIN NPOTOKO/I, UCNosb3yemblin ansa nepegaqn SNMP-coo6LeHMIA.

[na BCTynneHns B culy HOBOW KOHUIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBNCUMMYH0 NaMsiTb
HaxxmuTe kHonky «Update».
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4.6.9 MopgmeHto «Time Settings (NTP)»
B nogmeHto «Time Settings (NTP)» BbINO/IHSAETCS HACTPOIiKa /TOKa/IbHOTO BPEMEHU YCTPOICTBA.

Modify how the access point discovers the time

System Time (24 HR) Mon Jul 3 2023 12:50:05 RFT
Set System Time @ Using Metwork Time Protocal (NTP)
) Manually
NTP Server IPv4/IPvE Address/Name [172.16.0.1 | fﬂ’;’;ﬁ:ﬂffmxa’;’”z’g‘;ﬁ;’::ﬂ’g::} e

| | (0003000000000 X000 0000 X000 0000000 KOOO{I000

NTP Alternative Server IPv4/IPvE Address/Name JHostname max 253 Characters)

(0003000000000 X000 0000 X000 0000000 KOOO{I000

NTP Alternative Server 2 |Pv4/IPvE Address/Name | | {Hostname max 253 Characters)
NTP Update Interval | 3600 | (Range: 1 - 86400 sec, Default: 3600)
Time Zone | Russian Fed. Zone & (Movosibirsk, Krasnoyarsk) V|

Adjust Time for Daylight Savings

Click "Update” to save the new settings.

| Update |

+ System Time (24 HR) — Tekyllee CUCTEMHOE BpeMS;

+ Set System Time — BbIGOP crocoba yCTaHOBKM BPEMEHMU:
+ Using Network Time Protocol (NTP) — aBTomMaTnyeckasi ycTaHoBKa ¢ nomouibio NTP-npoTtokona;
* Manually — py4yHas ycTaHOBKa BPEMEHM.

ABTOMaTU4eckas yctaHoBka ¢ nomolubto NTP-npoTtokona (Bbi6paHo Using Network Time Protocol (NTP)):

« NTP Server IPv4/IPv6 Address/Name — IPv4-agpec, IPv6-agpec unu nvs xocta NTP-cepsepa.
Ecnu He yka3aTb cepBep — 6yAeT Ucnosb3oBaTbCA MMs cepBepa nonyyeHHoro B onuuv DHCP;

+ NTP Alternative Server IPv4/IPv6 Address/Name n NTP Alternative Server 2 IPv4/IPv6 Address/
Name — ykaxute |IPv4-agpeca, IPvb-agpeca uim nmeHa xocTtoB gonosHutensHolx NTP-cepBeposB.
Ecnu He ykasaTb cepBep — 6yAeT Ucnosb3oBaTbCs MMs cepBepa nonyyeHHoro B onuuv DHCP;

« NTP Update Interval — napameTp ynpaBneHns nepuoaom CUHXPOHMU3aL K.

PyuHasi ycTaHoBKa BpemMeHu (BbibpaHo Manually):

+ System Date — ycTtaHOBKa AaTbl;
+ System Time (24 HR) — ycTaHOBKa BpeEMEHMN cUCTEMbI B 24-4acoBOM chopmare.
+ Time Zone — BpeMeHHas 30Ha, No yMon4aHuto yctaHoBeHo — Russia(Moscow);
+ Adjust Time for Daylight Savings — npu ycTaHOBNEeHHOM chrare BbINO/HAETCS aBTOMaTUYECKUl nepexon,
Ha netHee BpeMs (DST). Mpu BbicTaBNEHHOM hnare, 6yayT AOCTYNHbI CeaytoLLme Nons:
« DST Start (24 HR) — ycTaHOBUTbL BPEMS NEPEXOa Ha 3UMHEE BPEMS;
« DST End (24 HR) - ycTaHOBWTb BpeMsi Nepexoja Ha JIETHee BpeMms;
 DST Offset (minutes) — ycTaHOBWTb pasHULly BO BPeMeHU (B MUHYTax).

[Nsi BCTYN/IeHUSI B CW/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B S3HEPTOHE3aBICUMYIO NaMsTh
HaxkMuTe KHonky «Update».
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4.7 MeHto «SNMPv3»

B meHto «SNMPv3» BbinonHsetcsa HacTpoiika SNMP npoTtokona 3 sepcuu.

4.7.1 NopmeHo «SNMPv3 Views»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

B nogmeHto «SNMPv3 Views» chopmupyeTtcs onucaHune gepesa nnv nogaepesa OID, a Takke BKIOYEHUE Nnn

NCK/IloUYEeHVE noaaepeBa U3 o63opa.

SNMPv3 Views Configuration.

oip
{max 256 characters)

Mask
[{max 47 characters)

View Name

i1 - 32 characters) Type

included v Add

SMMPv3 VIEWS [yiew-all----included----.1----

view-nene---—-excluded----.1----

Click "Update” to save the new settings.
Update

View Name — nms gepesa nnu nogaepesa MIB, 3agaetcs cTpoka go
Type — BKOUYUTb UK UCKOUMTL nogaepeso MIB n3 o63opa:

* included — BkOUUTL;

+ excluded — ucknounTb.

CTpoOKa Ao 256 cMMBONOB;

32 cMMBOOB;

OID - ctpoka OID, onucbiBatowan noanepeso, BKovaemMmoe uiv Ucknrvaemoe 13 063opa, 3agaercs

Mask — macka, 3agaetcsi B popmare Xx.XX.xx....(.) pasamepom He 6onee 47 CMMBOOB, UCNO/b3YyeTCs A

hopMMpoOBaHUA HeobxoauMOro nogaepesa B pamkax ykaszaHHoro OID;

SNMPv3 Views — CNCOK CYLLLECTBYHOLIUX NPasusl.

[ns no6asneHns npasuna HaxxMmTe KHonky «Add».

[nsa ypanexnns npasuna B none «<SNMPv3Views» BbibepuTe 3anmMcb U HOKMUTE KHOMKY «Removey.

[N BCTYNNeHWs1 B CUNy HOBOI KOHCOUIypaLummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh

HaxxmuTe kHonky «Update».
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4.7.2 MNoameHo «SNMPv3 Groups»

B nogmeHto «SNMPv3 Groups» BbINOMHAETCA (hopMMpoBaHme rpynn ¢ pas/imyHbiMy YPOBHSMY 6€30MacHOCTMH,
NPUMEHeHHbIMY K NpasBuiam 0630pa ilepeBbes 1 NoAAEPEBLEB.

SNMPv3 Groups Configuration.

Hame

. ] e _— _—
(1 - 32 characters) Security Level Wite Views Read Views
nofuthentication-noPrivacy T || view-all T || view-all ¥ || Add

SNMPv3 GROUPS [RO--authPriv--view-nona--view-all
RW--authPriv--view-all--view-all

Click "Update™ to save the new settings.
Update

+ Name — vms rpynnsbl, 3agaeTcsa cTpoka Ao 32 CMMBOJIOB;
+ Security Level — ypoBeHb 6e30MacHOCTM ANs rPyNnbl:

* noAuthentication-noPrivacy — He ucnonb3yeTcsi ayTeHTUuKaumsa 1 WngpoBaHme AaHHbIX;

+ Authentication-noPrivacy — ncnonb3yeTcs ayTeHTUmKaums, Ho He NCNosb3yeTcs WndpoBaHue
AaHHbIX. MNpu otnpaBke SNMP-coobLeHuii ansa ayTeHTUudukaummn ncnonb3yetcs MDS ko n
naporsib;

+ Authentication-Privacy — ncnonb3yetcs ayTeHTudunkaumsa 1 lmgposaHme gaHHblX. Mpu oTnpaBke
SNMP-coo6uleHnin ans ayteHTudunkaumm ncnonbdyercsa MDS kntoy/napons, Ans wndpoBaHus
AaHHbIX ncnosnbdyetca DES kou/napons.

+ Write Views — Bbl6op fgepesa/nogaepesa OID, 4OCTyNHOro 418 3anucu:

+ view-all — rpynna MoXeT co3aaBaTb, U3MeHATb U yaanaTb 6a3bl MIB;

* view-none — rpynne He pa3peLleHo co3faBarb, USMeHATb 1 yaanaTe 6a3bl MIB.
* Read Views — Bblbop gepeBa/nogaepea OID, 4OCTYNHOMO A/19 YTEHUS:

+ view-all — rpynne pa3peLueH NpocMoTp n YteHne Bcex MIB dpaiinos;

* view-none — rpynne He pa3peLleH NpocMoTp 1 uTeHne MIB dhaitnos
* SNMPv3 GROUPS — cnncokK CyLLEeCTBYHOLLNX Tpynmn.

[ns po6asneHns rpynnbl HOXMUTE KHOMKY «Add».
[nsa yaanenns rpynnsl B nosne «<SNMPv3 GROUPS» Bbi6epuTe 3anUcb U HAXXMUTE KHOMKY «Remove».

[Nsi BCTYN/IeHUSI B /Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaxkMuTe KHonky «Update».
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4.7.3 MoameHto «<SNMPv3 Users»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

B nogmeHto «SNMPv3 Users» nponcxoguT cosgaHve nosb3oBatesnieli U napaMmeTpoB UX A0CTyNa, paboTarowmx

C yCTpoicTBOM No npoTtokony SNMPv3.

SNMPv3 User Configuration.

Name Authentication Key

L Encryption Key
(1 - 32 characters) Group Authentication type (8 - 32 characters)

Encryption Type & - 32 characters)

RO ¥ || MD5 r CES b Add

SNMPw3 USERS

Click "Update” to save the new settings.
Update

Name — nms nonb3oBarens, 3a4aeTcs cTpoka 4o 32 CMMBOJIOB;
Group - rpynna, co3gaHHas B nogmeHto «$SNMPv3 Groupsy;
Authentication type — Tun ayTeHTudmKaumm ans ncnonb3osaHns SNMP-3anpocos:
+ MD5 - TpeboBaTtb NPOBEPKY NOANNHHOCTM no anroputMmy MD5 ans SNMPv3-3anpocos
nosb3oBartesis;
+ None — npu nepegayn SNMPv3-3anpocoB OT AaHHOro Nofb30BaTtesisi He TpebyeTcs
ayTeHTUduKaums.
Authentication Key — kntou ayTeHTUbmkaumm, 3agaetca cTpoka ot 8 o 32 cumBosoB. Micnonb3yercs,
ecnu B none «Authentication type» Bbibpatb 3HaueHne «MD5»,
Encryption Type — Tyn wmncpoBaHus:
+ DES - ncnonb3oBatb anroputm wndgposanns DES ana SNMPv3-3anpocoB nonb3oBaresns;
* None — npu nepegayn SNMPv3-3anpocoB OT AaHHOro nosib3oBartens wndposaHmne He TpebyeTcs.
Encryption Key — ko4 lWingppoBaHns, 3agaeTca cTpoka oT 8 4o 32 cMMBOOB. VIcNosb3yeTcs, ecnv B
none «Encryption Type» Bbi6paTtb 3Ha4YeHne «DES».

[nsi no6aBNeHVs N0Mb30BaTENS HAXXMUTE KHOMKY «Add».

[nsa ynaneHns nonb3oartens B none «SNMPv3 USERS» BbiGepuTe 3anncb N HOXMUTE KHOMKY «Removey.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B 9HEPTOHE3aBCUMYIO NaMSITh

HaxkMuTe KHonky «Update».
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4.7.4 NMopmeHo «SNMPv3 Targets»

B nogmeHtio «SNMPv3 Targets» BbINO/IHAETCS HACTPOKa OTNpaBKM TpanoB OT YCTPONCTBA Ha onpefeneHHbIi
IP-agpec, nopt UDP 1 nonb3oBarens.

SNMPv3 Targets Configuration.

IPY4/IPvE Address [ s, o, X

Port (1 - 65535) Users
AR MO MK M K MK K MK )

SNMPv3 TARGETS

Click "Update” to =ave the new =ettings.
Update

* IPv4/IPv6 Address — appec IPv4 nnn IPv6, Ha KoTopbIin 6yayT oTnpasieHbl Tpanbi;

+ Port — nopt UDP, Ha KOTOpbIn 6yayT oTnpasfeHbl Tpanbl. MapamMeTp NnpUHMMAaeT 3Ha4yeHns oT 1 ao
65535;

+ Users — nms nonb3oBaresisi, KOTOPOMY 6yayT OTrnpaB/ieHbl Tpanbl.
[na no6aeneHusi npaBuna OTNPaBKK TpanoB HAXMUTE KHOMKY «Add».

[na yaanenns npaeuna otnpasky Tpanos B nose «SNMPv3 TARGETS» Bbibepute 3anmucb 1 HOXXMUTE KHOIMKY
«Removen».

[na BCTynneHns B cUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaxkmuTe KHomnky «Update».

4.8 MeHo «Maintenance»

MeHto «Maintenance» npegHasHaueHo A/1s 06LIEro ynpae/ieHusi yCTPONCTBOM: BbIrpy3Ka, 3arpy3ka, ycTaHoBKa
KOHpUrypaumm no ymonyaHuio, o6HoeneHne MO, nepesarpy3ka yCTpoicTBa, a Takke A/1s onepauuii oTnaaku:

CHUdpchuHra Tpadonka, NPOXoAsLLEero Yepes ToUKy AoCTyna 1 Bbirpy3ka AMarHocTuyeckol nHdopmaummn no
YCTPOICTBY.

4.8.1 MopgmeHto «Configuration»

B nogmeHto «Configuration» nponssoauTcs 3arpy3ka 1 Bbirpyska KoHUrypauum ycTpoicTBa, a Takke copoc
yCTpolicTBa K KOHhMrypaLum no ymonyaHuo 1 nepesarpyska ycTpoicTea.
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Manage this Access Point's Configuration

To Restore the Factory Default Configuration ...

Click "Reset” to load the factory defaults in place of the current configuration for this AP

| Reset | Save access settings

To Save the Current Configuration to a Backup File ...

Click the "Download” button to save the current configuration as a backup file to your PC.
To save the configuration to an external TFTP server, click the TFTP radio button and enter the TFTP server information.

Download Method @ y1TP O TFTP

| Download |

To Restore the Configuration from a Previously Saved File ...

Browse to the location where your saved configuration file is stored and click the "Restore” button.
To restore from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Upload Methad @® urre O TETP

Configuration File | BriSepure dain |Oal71.l1 HE BEIDpaH

| Restore |

To Restore the Factory Default Configuration — c6poc ycTpolicTBa k 3aBOACKMM HacTpOiKam.

UTo6bI cAenaTb C6pOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAXXMUTE KHOMKY
«C6poc». Mocne copoca yCTPoiCTBO aBTOMATUYECKN Nepe3arpy3nTcs. Becb npoLecc 3aliMeT HeCKo/IbKO
MUHYT.

Ecnu aktmBupoBaH thnar Save access settings, To 6yayT coxpaHeHbl Te napameTpbl KOHUrypawmm, KotTopble
OTBEYalT 3a A0CTYN K yCTpoiicTBy (HacTpolika IP-agpeca, HacTpoiiku goctyna no Telnet/SSH/SNMP/Netconf/
Web). Mocne c6poca ycTpoNCcTBO aBTOMaTUYECKN Nepe3arpyxeHo He Gyaer.

€ C6poc k 3aBoACKMM HacTpolikaM NPUBEAET K yAasieHno Bcell KOHUrypaLmmn ycTpoiicTea, B TOM unce
n IP-agpeca ans goctyna K ycTpoiicTsy. [ocne BbINO/IHEHNA AAHHOW onepaymn BO3MOXHa NoTepst
CBS131 C YCTPOWCTBOM.

To Save the Current Configuration to a Backup File — Bbirpy3ka tekyuiei koHdurypaumm B backup chaiin c
nocneayrLmnmM ckaumsaHnem dpaina Ha yaaneHHblli cepBep. Boirpyska anna KoHurypauum ¢ ycTpoicTea
MOXXET OCYLLECTB/IATLCA NocpeAcTBoM nNpotokonos: HTTP n TFTP.

* Bbirpyska uepes3 HTTP. YctaHoBuTe donar «Download Method» B 3HaueHne «HTTP». Haxmnte kHonky
«Download», B gnanoroBom okHe Bbibepute nNyTb 418 coxpaHeHus thainna Ha MK;

* Bbirpyska uepes TFTP. YctaHosute gonar «<Download Method» B 3HaueHne «TFTP». B none
«Configuration File» ykaxxuTte nvs daiina, B KOTOpoM 6yAeT coxpaHeHa KoHUrypaumsa ycTponcTea. Mivis
chanina ob6a3arenbHO A0/MKHO coaepxaTtb paclumpenune .xml. B none «Server IP» ykaxuTte IP-aapec TFTP-
cepBepa, Ha KOTopom byaeTt coxpaHeH backup-thaiin. Haxxmute kHonky «Download» ans Havana
BbIrpy3KM oaiina.

To Restore the Configuration from a Previously Saved File — 3arpy3ka paHee coxpaHeHHOro chaiina
KOHhMrypaumm Ha TouKy AocTyna. 3arpy3ka KoH(Urypawumm Ha yCTPOCTBO MOXET OCYLLECTBNSATLCA
nocpegctsom npotokonos: HTTP u TFTP.

€ npu 3arpyske backup-thaiina KoHGUrypaLmm B ycTpoiicTBe NpoM3oiiAeT NprMeHeHne Bcex
napameTpoB 13 aiina, Bkntodass Management VLAN u IP. B cnyuvae, ecnu 6yaet 3arpyxeH daiin
KOHdpurypauum agpyroro ycTpomcTsa, To BCieAcTBme npumeHeHns vyxoro IP nnn Management VLAN
MOXET NPonacTb CBA3b C YCTPONCTBOM.
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+ 3arpyska uepe3 HTTP. YctaHoBuTe onar «Upload Method» B 3HaueHne HTTP. Haxmute «Bbibepute
dhalin» n B 4nanoroBom OkHe BblbepuTe NyTb K cOXpaHeHHOMY dhaiiny backup Ha MK. HaxmuTe kHomnky
«Restore» ansa Hauyana 3arpy3ku oaina KoHgurypauum B yCTPOIACTBO.

+ 3arpyska uepes TFTP. YctaHosute donar «Upload Method» B 3HaueHne TFTP. B none «Filename»
yKaxxuTe ums hainna, Kotopblin 6yaeTt 3arpyXXeH Ha ycTpoincTBo. Vims dhalina obasaresibHO LO/HKHO
cogepxaTtb pacwmpenue .xml. B none «Server IP» ykaxute IP-agpec TFTP-cepBepa, Ha KOTOPOM

coxpaHeH backup-thaiin. Haxmute kHonky «Restore» ans Havana 3arpysku daina.

To Save the Startup Configuration to a Backup File or to Mirror file ...

To Save the Startup Configuration to a Backup File or to Mirror file

® Startup Configuration
Source File Name: Backup Configuration
Mirror Configuration
Startup Configuration

Destination File Name:
*' Backup Configuration

Click "Update” to save the new settings.
Update

To Reboot the Access Point ...

Click the "Reboot" button.

Reboot

To Save the Startup Configuration to a Backup File or to Mirror file — Bbirpy3ka Tekyuieii KoHcpurypauum B

backup-thaiin B aHeproHe3zaB/CMMYHO NamMsATb YCTPOCTBA 1 3arpy3ka COXpaHeHHOWN KoHdurypauum 13
3HEeproHe3aBMCUMOl NamMsTW YCTPOCTBA.

+ Source File Name — umsi chaiina nctouHmka koHdurypaumm (Startup nnm Backup);
+ Destination File Name — nvs daiina, B KOTOpbIin OyaeT 3anucaHa BblbpaHHasa KOHurypaums.

[ns BCTynneHus B Culy HOBOW KOHOUIypauum U 3aHeCceHnss HaCTPOEeK B 3HEProHe3aBUCUMYI0 NaMAaTb
HaxxmuTe kHonky «Update».

Rebooting the Access Point — nporpammvHasi nepesarpyska ycTpoiicTea.

[N nepe3arpysku ycTpoiicTBa HXXMUTE Ha KHoMKy «Reboot»

4.8.2 MopmeHto «Upgrade»

B nogmeHio «Upgrade» BbINO/HAETCS 06HOB/IEHME U CMeHa nporpammHoro o6ecneuvexus (MO) ycTpoiicTaa.

B dom3myeckoin namaTy ycTpoincTBa OLHOBPEMEHHO coAepXuTca ABa obpasa MO. Ecnv ognH 13 o6pasos

YCTPOWCTBA BbiLIEs U3 CTPOS, TO 3arpy3ka 6yAeT BbiNosHeHa ¢ Apyroro obpasa MO. Og4HOBPEMEHHO B
YCTPOMCTBE MOXET ObITb aKTUBEH TO/ILKO OAMH 06pas.

Manage firmware

Modal Elbax WOP-12ac-LR rraw.D
Firmwaras Varsion
Primary Image: {TeKyWan Bepona Mo}
Secondary Image: {Bepona MO pesepeHoro odpasa)l

| Switch |
Uplead Method @ yTTR TFTR
New Firmware [mage | Dﬁmg... | ®EnA HE EbiSpEH.
Upgrade |

* Model — mogenb yCTponcTBa,;
* Firmware Version — Bepcus MO ycTpolicTea:
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* Primary Image — Bepcusi MO akTMBHOro obpasa (Tekywas sepcus Mo);
+ Secondary Image — Bepcus MO pe3epBHOro o6pasa (He UCNosb3yeTCs B AaHHbIi MOMEHT).
+ Switch — 3arpy3uTb NO ycTpoiicTBa ¢ pe3epBHOro obpasa. [Mpu BbINO/HEHNN AAHHOI onepaLmm
aKTVBHbI 06pa3 nepenaer B pe3epBHOE COCTOSIHNE, a PE3EPBHbI — B aKTUBHOE. YCTPOCTBO
aBTOMaTUYeCKN Nepesarpy3nTcs U yCTaHOBMT B Ka4ecTBe akTMBHOro pesepsHoe MO.

O6HoBneHue MO yctpoiicTBa. Mpu o6HoBeHWUM O ycTpoicTBa haiin NPOLUMBKM 3arpyxaeTcs Ha
YCTPOICTBO 1 CTaHOBUTCSt akTMBHbIM (Primary Image). Mpu 3ToM TekyLmii 06pa3 nepeMeLLaeTcs Ha No3nLMLo
«Secondary Image». ABTOMarnyecku NpoMCXo4unT nepesarpyska yCTpoincTea 1 Touka AOCTyna 3arpyxaeTcs ¢
MO, KOTOpoe COOTBETCTBYET 3arpy>xeHHoOMy 06pasy.

3arpyska paiina NO Ha yCcTPONCTBO MOXET nponsBognTbes yepe3 HTTP unu TFTP-npoTokon.

3arpyska uepe3 HTTP. YctaHosuTe chnar «Upload Method» B 3HaueHne HTTP. HaxxmuTe kHonky «O630p...». B
OTKpbIBLUEMCS ANaNIOroBOM OKHE BblbepuTe nyThb K doainy MO Ha MNMK. HaxmuTte kHonky «Upgrade» gns Havana
3arpysku BblbpaHHoro goaina MO B yCTPOICTBO.

3arpyska uepes TFTP. YctaHosuTe dpnar «Upload Method» B 3HaueHne TFTP. B none «Image Filename»
yKaxxuTe ums panna Mo, koTopbli ByAET 3arpyeH B yCTPOCTBO. NMA chaitna 06583aTeNibHO AO/TKHO
cofepxatb paclumpeHue .tar. B none «Server IP» ykaxute |IP-agpec TFTP-cepeepa, Ha KOTOPOM COXpaHeH
dhaiin MO. HaxmuTe kHonky «Upgrade» on1a Havana 3arpysku daiina.

© B npouecce 06HoBNeHMs MO ycTpoiicTBa He OTK/IoYaliTe NUTaHNe YCTPOICTBA, a Takke He
06HOBNSANTE N HE MeHSITe TeKyLLyt web-CTpaHuuy ¢ nporpecc-6apom 0OHOB/IEHNUS.

4.8.3 lMopmeHto «Packet Capture»

B noameHto «Packet Capture» peasiizoBaHa BO3MOXHOCTb (DOPMUPOBAHNSA 1 BbIFPY3KM Aamna Tpadgmka ¢
0flHOTO U3 UHTepdelicoB ycTpolicTBa B haiin ¢ hopmatom .pcap. Mocne Bbibopa NnapaMeTpoB 3anmcu gamna
Tpadhuka, cTapTa 3anucy, OCTaHOBKM 3anncy 1 BbIrpy3ku dpaiina, 4amn MOXHO NpoaHan3npoBaThb
cneumanbHbIMK NporpaMmmamu, Hanpumep, Wireshark.

Packet Capture Configuration and Settings

Click "Refresh” button to refresh the page.
Refrash

Packet Capture Status ...
Current Capture Status Mot started

Packet Capture Time 00:00:00
Packet Capture File Size 0 KB

Stop Capture

Packet Capture Configuration ...
Enabled Disabled

Capture Beacons )

Promiscuous Capture )

Client Filter Enable o

Client Filter MAC Address WLAN client MAC
10:2A:83:C5:D4:EB address filtering applies

only to radio interfaces.

Click "Updata™ to save the new settings.
Updata

[nsi 06HOBNEHMS UHDOPMALIMM HA CTPAHULE HAXXMUTE KHOMKY «Refreshy.

Packet Capture Status — B pa3gesne BbINO/HSETCA NPOCMOTP MHpOpMaLMK O CTaTyce 3anucy Aamna Tpaduka
1 BO3MOXHOCTb OCTaHOBKM NpoLiecca.

« Current Capture Status — TeKyLiuii cTatyc 3anucu gamna Tpaduka (3anuch 3anylieHa/ocTaHoBMNEeHA);
+ Packet Capture Time — BpemMsi 3anncu gamna Tpadiuka;
+ Packet Capture File Size — pa3mep 3anucaHHoro gamna tpagwuka.

[Nsi oCTaHOBKM 3anuncyK Jamna Tpadgvka HaxxMUTe KHorky «Stop Capture».
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Packet Capture Configuration — B pa3saene BbINOMHSAETCA HACTPOWKa NapamMeTpoB 3anvcy gamna Tpaduka:

+ Capture Beacons — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anuceiBath B gamn Beacon-
nakeTbl, eC/IM yCTaHOB/EH chnar B nonoxeHue «Disabled» — He 3anucbiBaTh;

* Promiscuous Capture — ecnu yctaHoBneH cnar B nonoxeHue «Enabled» — 3anucbiBaTb B gamn Bce
NPUHUMaeMble pagnovHTEPdECOM NakeTbl, BKNOYAs NakeTbl, He NpeAHa3HauyeHHble A1 AaHHOW TOUKM
[ocTyna;

+ Client Filter Enable — ecnv yctaHoBneH donar B famn 6yayT 3anucbiBaTbCsA TOMIbKO Te NakeTbl, KOTopble
NPUXOAAT OT onpefesieHHOro nonb3osartens. MNpu BKAKYEHUN AaHHOW (YHKLUN HEOOX0AUMO 3an0/THUTh
cnepytollee none:

+ Client Filter MAC Address — MAC-agpec k1vMeHTa, Tpadvik KOTOPOro Ao/HKeH OT(IUILTPOBLIBATLCA
B Aamn.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMATb
HaxxmuTe kHonky «Update».

Packet File Capture ...
Capture Interface radiol T
Capture Duration 3600 Seconds (range 10 to 3600)

Mazx Capture File Size 4024 KB (range &4 to 403€)

Click "Update" to save the new settings.
Updata
Start File Capture

Remote Packet Capture ...

Remate Capture Part 2002 (Range:1025-65530, Default: 2002)

Click "Updat=" to save the new sattings.
Updata

Start Remote Capture

Packet Capture File Download ...

#| Us= TETP to Download the Capture File

TFTF Server Filename apcapture.pcap

Server IP 0.0.0.0

Download

Packet File Capture — B pa3zgene BbINOMHAETCA HACTPOIika NnapaMeTpoB 3anncu gamna Tpaguka:

« Capture Interface — nmsa nHTepdeca ycTpoicTBa, C KOTOPOro 6yaeT Npon3BOANTLCS 3amnycb Aamna
Tpacuka (ethO — GE1, wlanOvap1 — BupTyasibHas ceTb 1 Ha 6ecnpoBogHOM nHTepdelice 0);

+ Capture Duration — piMTeNnbLHOCTL 3anucy gamna. MapameTp npuHumaet 3HadeHns ot 10 go 3600
cekyHA. Mo ymonyaHuio — 60 cekyHp;

+ Max Capture File Size — makcMasibHbI pa3mep gamna. MapameTp npuHMMaeT 3HadeHus oT 64 o 4096
KB. o ymonuaHuio — 1024 KB.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

[nsa Hayana 3anucu gamna Tpaduka B dpaiia ¢ yCTaHOB/IEHHbIMW NapamMeTpaMy HaxXMUTe Ha KHonky «Start File
Capture».

Remote Packet Capture — B paszesne BbINO/HAETCS yAasieHHas 3anicb gamna Tpadmka:

YcTpoiicTBo nogaepxusaet npotokon RPCAP, no3sonstoLwmii Npom3soamnTb 3annck gamna Tpadmka ¢
NHTepdpeica ycTpoincTea Ha yaanieHHON MallnHe B peXnme OHNawH.

* Remote Capture Port — Homep NopTa, KOTOPbIA CAYXUT AN NOAKNIOYEHNS YAA/TEHHON MaLLVHbI.
MapameTp npuHMmMmaeT 3HadeHus ot 1025 go 65530. Mo ymonuaHuio — 2002.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYI0 NaMaTb
HaxxmuTe kHonky «Update».

[nsa ctapta RPCAP-cepBepa Ha yCTPOMCTBE HaXKMUTE Ha KHorKy «Start Remote Capture».
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Mocne ctapta RPCAP-cepBepa Ha yCTpoiCcTBe, HE0OXOAMMO Ha yAaNIEHHOM MaluMHe NOAKIHOUNTHLCS K TOUKE
foctyna. A yoaneHHoro nogkatodeHns ncnonb3osats RPCAP-npoTokon, ykasartb IP-agpec ycTpolictsa 1
NOpT, YCTaHOB/EHHbIV B Nosie Remote Capture Port. Hanprmep, 3T0 MOXHO BbINO/THUTb C MOMOLLbHO
nporpammbl Wireshark. 3atem, He06X04MMO NOMYUYUTb CNUCOK NHTEPENCOB A1 CHUGD(MHIA OT YCTPOINCTBA,
BblIOpaTb OAMH U3 HUX 1 3anyCTUTb CHATUE Aamna C yAasIeHHOro nHrepdeiica.

Packet Capture File Download — B pa3gene BbINosHAETCA BbIrpy3ka 3anMcaHHoro gaina ¢ gamnom tpaduika.
Bbirpyska gamna mMoxet nponssogutbes yepe3 HTTP nnu TFTP-npoTokon:

* Bbiepyska yepe3 HTTP. ®nar «Use TFTP to Download the Capture File» ponxeH 6bITb CHAT. Haxkmute
kHonkKy «Download» 1 B AnanoroBom OkHe BblibepuTe NyTb A5 coxpaHeHus gamna Ha [MK;

* Bbiepyska yepes TFTP. ®naz «Use TFTP to Download the Capture File» nomkeH 6bITb yCTaHOB/EH. B
none «TFTP Server Filename» ykaxuTe nmsa paiina, B KOTOPOM 6yaeT coxpaHeH gamn Tpadvka Ha TFTP-
cepsepe. Vims dalina oba3arenibHO LO/MKHO coaepXaTb paclumpeHmne .pcap. B none «Server IP» ykaxuTe
IP-agpec TFTP-cepBepa, Ha KOTOpbI ByaeT oTnpasneH gamn Tpadgurka. Haxmure kHornky «Download»
ANS Havaua BbIrpy3kn gamna.

4.8.4 TMoameHto «Support Information»

B noameHto «Support Information» BbinoNHseTCSA BbIrpy3Kka TekyLlen nHgopmarmm oo

yCTpoiicTBe (KONMM4ecTBO NamsiTH, 3anyLLeHHbIe NPOLECCHI, KOHUIypaLwus) B BUAe TEKCTOBOTO chaiina. JaHHas
NHGOPMAaLMA MOXET UCNO/b30BaTLCA /1 aHa/IM3a COCTOAHUA YCTPONCTBA, ANarHOCTUKY, BbISIBNIEHUSA
npo6nem.

Support Information

To download the diagnostic information for support, click "Download™ button.
Download

« Download - BbIrpy3ka TekctoBoro oaina B RTF-cobopmate 13 ycTpoiictea no npotokony HTTP Ha
KoMnbloTep. MNocne HaxaTus faHHOW KHOMKM NOSIBNSAETCA AUanioroBoe OKHO, B KOTOPOM TpebyeTcsa
yKasaTb NyTb Ha JIOKa/IbHOM KOMIMbIOTEPE A/19 coXpaHeHus danna.

4.9 MeHto «Captive Portal»

B meHIo «Captive portal» BbINnonHsIeTCS HAaCTPOiKa NopTana, Ha KOTOpblii NepeHanpaB/soTCs KNeHTbI A71s
MPOXOX/AEHMSI aBTOPM3aLMKN NPU NOAKOUEHNMN K CETU VIHTEPHET.

Takvum 06pa3oM MOXHo, Hanpumep, nepeeecTn Wi-Fi ceTb B OTKPbITbIV peXnM, CHSB LUMpoBaHme, Ho
OrpaHnumnB JOCTYN K CETEBbLIM pecypcam. MoaxoueHne K CeTeBbIM pecypcam byaeT peanv3oBaHo yepes web-
aBTOpU3aALNIO.

4.9.1 NMogmeHto «Global Configuration»

B nogmeHio «Global Configuration» BbinonHsAeTcs HacTpoiika 06LuUx napaMeTpoB nopTasia i MOHUTOPUHT
TeKyLLEero Kosimyectsa Co34aHHbIX 0ObEKTOB.

Global Configuration Settings

Captive Portal Mode Enzbled ™ Dizshled

Authentication Timeout 200 (60 - 600 sec, 300 = Default)

Roaming service URL (3 - 2048 characters)
Roaming no action timeout 720 (0 - B6400 min, 720 = Default)

Instamce Count: ]

Click " Update” to save the new s=ttings.
Update
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+ Captive Portal Mode — cocTosiHue paboTbl noptana:
* Enabled — npun yctaHOB/IEHHOM dh/iare nopTan UCnosb3yeTcs;
+ Disabled — npu yctaHOBNEHHOM hriare nopTasl He UCMNOJ/b3YeTCs.

+ Authentication Timeout — nepvog BpeMeHU B CEKYHAAX, B TEYEHNE KOTOPOro K/IMEHT MOXET BBECTU
aBTOpM3aUMOHHbIE AaHHble Ha CTpaHuLe nopTana 418 NonyyYeHus goctyna Kk cetu. Ecnv nHtepsan
npeBbILLeH, He06X0AMMO 06HOBUTL CTPAHMLY SIMG0 NOBTOPHO MOAKOYUTLCA K ceTw. MapameTp
npuH1UMaeT 3HaveHusa ot 60 go 600 cekyHa. Mo ymonyaHuio — 300 cekyHp;

* Roaming Service URL - agpec cepsuca APB ansi noaaepxkm poymuHra B pexume hotspot. 3agaercs B
dhopmarte: "ws://host:port/path”

* Roaming No Action Timeout — Bpems, Yepe3 KOTopoe To4ka AOoCTyna yaanT ycTapeBLluve/HeakTnBHble
3an1cu O K/IMeHTax B poyMuHre. NapameTtp npuHumaeT 3HaveHus ot 0 o 86400 MuHyT. [0 yMonuyaHuo
= 720 MUHYT;

* Instance Count — Ko/1u4eCmMB0 3K3eMMNIAPOB NOPTasIa, HACTPOEHHbIX HA TOYKe AOCTyna.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMY0 NaMaTb
HaxxmuTe kHonky «Update».

4.9.2 MopgmeHto «Instance Configuration»

B nogmeHio «Instance Configuration» co3aatoTcst nopTasibl ¥ HACTpaMBaKTCA NapaMeTpbl NOPTa/IoB.

Instance Configuration Settings

Captive Portal Instances | Create T

Captive Portal Instance Parameters

Instance Name (1 - 32 characters)

Click "Update” to save the new settings.
Update

[na cosgaHma Hosoro noptana B nose «Captive Portal Instances» Heo6xovmo BbiGpaTb NyHKT «Create» n B
none «Instance Name» ykasatb MMs HOBOIO noprasia. Vima noptana Moxet cogepxarb oT 1 0o 32 cMMBO/IOB.
[na co3gaHma noptana Haxarb kHonky «Update».

108



PykoBogacTBo no akcnayatauum WOP-12ac-LR

[ns nepexofa K paboTte ¢ NopTasioM HeobxoAMMO BbiGpaTth ero nmvs B nosne «Captive Portal Instances»:

Instance Configuration Settings

Capove Portal Instances | wlanObssyapd ¥

Captive Portal Instance Parameters

Instanca 1D 1

Adman Mode * Erabled Disabled
Virtual Portal Name

Glabal Radius ® on OFf

Radius Accounting On off

Raduis Domain

Radius IP Network b
Radius IF

Radius Backup [P 1

Radius Backup IP 2
Radius Backup IF 3
Radius Key

Radius Backup Kev 1
Radius Backup Key 2

Radius Backup Kay 3

External LRL {0 - 256 charactsrs)
Away Timea &0 (0 - 1440 rrin, 60 = Default

Session Timeout 0 (0 - 1440 rmin, 0 = Dafault)

Max Bandwidth Upstream [ (0- 1331200 Kbps = Default)

Max Bandwidth Downstresm o {0 - 1331200 Ebps, 0 = Default)

Uzer mability dorriaar {0 - 256 characters)

Dalete Instance

Click "Update” o save the new sethings.

Updabe

+ Instance ID — Homep nopTana;
+ Admin Mode — pexum paboTbl noptana:
« Enable — BknoueH;
* Disabled — BbIK/OYEH.
« Verification —meTog NPOBEPKM NOAIMHHOCTY NO/Ib30BATENS:
+ Cportal — meTOof, NpN KOTOPOM NPOBEPKY NOAJSIMHHOCTM Nonb3oBaTtens Ha Radius-cepsepe
BbINnosiHAEeT Captive Portal;
* RADIUS - ans aBTOpU3auuy nonb3oBaresb AO/MKEH ObITb NponucaH Ha Radius-cepsepe.
* Virtual Portal Name — nmsi BUpTya/lbHOro noptana;
* Global Radius — rno6asnbHble HacTpoiikn asTopusavmu no RADIUS-npoTokony:
+ Off — BbIK/TIOYEH;
+ On — BKNtOYEH. BbI6op AaHHOro BapraHTa OTKPbIBAET BO3MOXHOCTb pefakTMpPOBaHUsA CrieyoLmx
nonei:
* Radius Accounting — npv BK/IOYEHHOM PYHKUMM ByayT OTNPaBNATLCA COOOLLEeHNS
«Accounting» Ha RADIUS-cepBep:
* On — BKJ/THOYEH;
* Off — BbIK/IHOYEH.
* Raduis Domain — noMeH Nosb30BaTesns;
* Radius IP Network — Bbl6op npotokona IPv4 nnn IPvé ans goctyna Ha cepsep RADIUS;
* Radius IP — agpec ocHoBHoro RADIUS-cepsepa. Npn HegocTynHOCTM ocHoBHOro RADIUS-
cepsepa, 3anpock! ByayT oTnpasnsaTbLCcA Ha pe3epBHble RADIUS-cepsepa;
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* Radius Backup IP 1, 2, 3 — agpec pe3epBHoro RADIUS-cepsepa;

* Radius Key — naponb ans astopusaunm Ha ocHoBHoMm RADIUS-cepBepe;

* Radius Backup Key 1, 2, 3 - naponb An1a aBTopusaummn Ha pesepsHom RADIUS-cepsepe 1, 2,
3.

+ External URL - agpec BHewwHero Captive Portal, Ha koTopblIii 6yaeT nepeHanpasiieH Nonb3oBartesb Npu
noaktyeHmm K hotspot cety;

« Away Time — BpeMsi, B TeYEHME KOTOPOro AeCTBMTE/bHA 3anMCb ayTEHTMAINKALMM NONb30BaTENS Ha
TOYKe JOocTyna rnocsie ero guccoumaumun. Ecim B TedeHme 3T0ro BpeMeHU K/IMEHT He npoingeT
ayTeHT1MKaumo NOBTOPHO, 3anuck ByaeT yaaneHa. MNapametp npuHumaeT 3HaveHus ot 0 go 1440
MUHYT. o ymonyaHuio — 60 MUHyT,

+ Session Timeout — TaliMayT XWU3HU ceccun. MNMonb3oBaTelb aBTOMATUYECKN BbIXOAUT U3 NopTasa yepes
yKasaHHbIli NPOMEXyTOK BpeMeHN. MNapameTp npuHmuMaet 3HaveHmns ot 0 go 1440 muHyT. Mo
ymonyaHuto 0 — TaiimayT He NPUMEHSIETCS;

+ Max Bandwidth Upstream — makcmasnibHasi CKOpOCTb nepegayn Tpadumka ot aboHeHTa. Mapamertp
npuHumaet 3HaveHnsa ot 0 go 1331200 k6uTt/c. No ymonyanuio 0 — 6e3 orpaHn4eHus;

* Max Bandwidth Downstream — makcMMasibHasi CKOPOCTb nepeaayun Tpadmka Kk aboHeHTy. MNapameTp
npuH1uMaeT 3HaveHusa ot 0 go 1331200k6uT/c. Mo ymonyaHuio 0 — 6e3 orpaHuyeHus;

* Delete Instance — ansa yaaneHus gaHHOro noprana yctaHoBuTe donar n HaxmuTe kHornky «Update».
[JedonTHble nopTasibl yAaUTb HEBO3MOXHO.

[ns BCTynneHus B cuy HOBOW KOHMUIypauum 1 3aHeCceHnss HaCTPOEeK B S3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.9.3 MopgmeHto «VAP Configuration»

B noameHto «VAP Configuration» BbinonHseTca npues3ka noptana k BupTyasibHbiM Wi-Fi ceTam VAP.

VAP Configuration Settings

Radic |1 ¥

WAP Instance Mame

0 v
1 L
2 T
3 v
4 T
5 v
5 ¥

Click "Update™ to save the new sattings.
Updsate

* Radio — Homep Wi-Fi nHTepdpeiica, o151 KOTOPOro NponM3BOANTCS HACTPOKa.
B Tabnuue ansa kaxgor BUpTYyasibHON CETUM Ha3HavYaeTcsa nopTasl no ero MMeHMW.

[lna BCTynneHns B culy HOBOW KOHUIypaLumn 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCMMYHO NaMsiTb
HaxxmuTe kHonky «Update».
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4.9.4 NMopameHto «Authenticated Clients»

B nogmeHio «Authenticated Clients» oTo6paxaeTca CNMCOK KMEHTOB, KOTOPbIE YCNELIHO MPOLL/In
ayTeHTuguKaumo Ha noprane.

Authenticated Client List

Click "Refrash™ button to refresh the pags.
Refresh

Total Mumber of Authenticated Clients 2

MAC Address 1P Address User Mame Protocol Mode Verify Mode VAP ID Radio ID' Captive Portal ID Session Time out Away Time out Rx Packets Tx Packets Rx Bytes Tx Bytes
F0:70:0d:92:c3:e0 79232566602 http cportlad 2 1 3 o 88376 = o o o o
T4:df:bfie2:56:45 79139152546 http cportlad i 2 bk} o o o o o o

[ns 06HOBNEHMA MH(POPMALMK Ha CTpaHULE HaxkMuTe KHOMKy «Refresh».

+ Total Number of Authenticated Clients — KONM4YeCTBO yCMELIHO aBTOPM30BaHHbIX K/IMEHTOB Ha AaHHbIA
MOMEHT BPEMEHY;

* MAC Address — MAC-agpec KNneHTa,

* IP Address — IP-agpec KnneHTa;

+ User Name — nmsa nosnb3oBaTtess, C KOTOPbIM KNIMEHT MPOLLEN ayTEHTUGIUKALMIO Ha NopTaUle;

* Protocol Mode — npoTokon, ncnonb3dyemblii ansa coegnHennsa HTTP / HTTPS;

+ Verify Mode — meToa aBTOpM3aLuy Ha nopTane;

* VAP ID — HOMep BUPTYyasibHOI ceTu;

* Radio ID — Homep pagnonHTepdelica;

+ Captive Portal ID — HOMep nopTasna, C KOTOPbIM acCOLMMPOBaH K/INEHT;

+ Session Timeout — ocTaBLUeeCsA BPeMS XU3HU Ceccuu;

+ Away Timeout — ocTaBLLeeCcs BPEMS XU3HW 3anucu ayTeHTUIUKaLUN KITMEHTa;

* Rx Packets — konn4yecTBO MPUHATLIX NAKETOB OT K/INEHTE;

+ Tx Packets — KOM4eCTBO NepefaHHbIX KIMEHTY NaKeTOB.;

* Rx Bytes — konn4ecTBO NoslyyeHHbIx 6ainT UAP OT nonb3oBartesns;

+ Tx Bytes — konmyecTBO nepegaHHbIx 6ainT UAP nonb3osatenem.

4.9.5 MopameHto «Failed Authentication Clients»

B nogmeHto «Failed Authentication Clients» npuBeaeH cnncok KIMEeHTOB C OLLIMOKOI aBTOpMU3aLIMM Ha nopTane.

Failed Authentication Client List

Click "Refresh” button to refresh the page.
Refresh

Total Number of Fail Authenticated Clients 0

MAC Address IP Address User Name Verify Mode WAP ID Radio ID Captive Portal ID Failure Time

[ns 06HOBNEHMA MH(POPMALMK Ha CTpaHULE HaxkMuTe KHOMKY «Refreshy.

+ MAC Address — MAC-agpec KNneHTa,

* IP Address — IP-agpec KnneHTa;

+ User Name — nmsa nosnb3oBaTesns, C KOTOPbIM K/IMEHT MPOLLEN ayTEHTUGIUKALMIO Ha NnopTaUle;
+ Verify Mode — meToa aBTOpM3aLuy Ha nopTane;

* VAP ID — HOMep BUPTYasIbHOI ceTu;

* Radio ID — Homep pagnonHTepdelica;

+ Captive Portal ID — HOMep nopTasna, C KOTOPbIM acCOLMMPOBaH K/INEHT;

* Failure Time — Bpems, korga npoun3soLusia owmnobka.
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410 MeHio «Client QoS»

MeHto «Client QoS» npegHasHauyeHo a1 6051ee TOHKOM HacTponkn QoS KNMeHTCKUX NOToKoB Tpaduka. Client
QoS no3BOSET HACTPOMTL MPUOPUTM3ALMIO OTAE/bHbLIX MOTOKOB Tpadmka, OrpaHNYnTb LWNPUHY NOOCHI AN1S
KaXX[0ro K/imeHTa.

4.10.1 NMopgmeHto «VAP QoS Parameters»

MoameHto «VAP QoS Parameters» no3BonsieT rnobasbHO BKIHOYMTL NCNOMb30BaHMe Bcex HacTpoek Client QoS
(Class MAP, Policy MAP, Bandwidth Limit), HasHaunTb paHHee chopMMpPOBaHHbIE NpaBMIa NPUOPUTUIALLUN
Tpadmka.

Configure Client QoS VAP Settings

Client QoS Global Admin Mode Enabled '®' Disabled

VAP QoS Default Parameters

Radio | 1w

VAP | VAPD W

Client QoS Mode */ Enabled Disabled

Bandwidth Limit Down |0 | (0 - 866700 Kbps)
Bandwidth Limit Up |0 | (0 - 866700 Kbps)
DiffServ Policy Down v

DiffServ Policy Up hd

VAP Limit Down o | (0 - 866700 Kbps)
VAP Limit Up lo | (0 - 866700 Kbps)

Click "Update™ to save the new settings.

Update

+ Client QoS Global Admin Mode - ucnonb3osaHue Client QoS Ha Bceli Touke focTyna rnobasbHo:
« Enable — BKMOUUTS;
+ Disabled — BbIKNOUNTB.

* Radio — BbIGOp pagnonHTepgerica, Ha KOTOpom ByaeT npon3BoanTbCA HacTpolika Client QoS;

+ VAP — BbIGOp BUPTYyasIbHOW TOUKM AOCTYNa, HA KOTOPOW ByaeT npou3BoanTbes HacTpolika Client QoS;

+ Client QoS Mode — ncnonb3osaHue Client QoS Ha BbIGpaHHo VAP:

« Enable — BKMOUYUTS;
+ Disabled — BbIKNOUNTB.

+ Bandwidth Limit Down — orpaHuyeHue LW1puHbI NOSIOCHI MPOMNYCKaHUA OT TOUKM AOCTyna K KakaAoMy
KNMeHTy, Kbut/C. MapameTp npuHumaeT 3HavyeHus ot 0 go 866700 k6ut/c. Ecnu HasHadeH O, To
orpaHuyeHvie Nosiockl NPonyckaHns He NpumeHsieTcs. Jlloboe HeHy/leBoe 3HaYeHne oKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOI 64 K6UT/C;

+ Bandwidth Limit Up — orpaHuyeHve LMpUHbI NOSIOChI MPOMYCKaHUS OT KaXKA0ro KMeHTa [0 TOUKU
Joctyna, Kéut/c. MapameTp npuHumaeT 3HavyeHuns ot 0 go 866700 k6ut/c. Ecnu HasHaveH 0, To
orpaHuyeHvie Nosiockl NPonyckaHns He NpumeHsieTcs. Jlloboe HeHy/leBoe 3HaYeHne oKpyrnseTcs 4o
BE/IMYVMHbI, KpaTHOI 64 K6UT/C;

« DiffServ Policy Down — ums npocpuns Policy, KOTopbIii AO/MKEH ObITb MPUMEHEH K Tpadivky,
nepefaBaeMoOMy B HanpasfeHUM OT TOUYKM JOCTYNA K K/IUEHTY;,
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« DiffServ Policy Up — umsi npocpuns Policy, KOTopbIil Ao/mMKEH ObITb MPUMEHEH K TpadhvKy, nepesaBaeMomy
B Hanpas/IeHUN OT K/IMEHTA K TOYKe AOoCTyna.

+ VAP Limit Down — orpaHM4eHu1e LIMPWHBI NOSIOCHI MPOMNYCKaHUS OT TOYKM JOCTyna K KNneHTam (B cymme),
nogknoveHHbIM K gaHHomy VAP, kéut/c. MapameTtp npuHumaet 3HadeHns ot 0 go 866700 kéut/c. Ecnu
Ha3HaueH 0, To orpaHnyeHve He npumMmeHseTcs. JTloboe HeHyneBoe 3HaYeHe OKPYINSAETCA 40 BEINYMHDI,
KpaTHoW 64 K6uT/C;

+ VAP Limit Up — orpaHuyeHne LMpVHbI MOSI0ChI NPONYCKaHWs OT K/IMEHTOB (B CYMME) A0 TOUKM A0CTYNa,
6uT/C. MapameTp NnpuHUMaeT 3Ha4veHuns ot 0 go 866700 K6UT/c. Ecnun HasHayeH 0, TO orpaHMyeHne He
npumeHsieTcs. Jllo6oe HeHyneBoe 3HaYeHne OKPYI/ISeTCA A0 BE/IMYMHbI, KpaTHON 64 KbuT/C.

[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B S3HEProHe3aBUCUMYH0 NaMsaTb
HaxxmuTe kHonky «Update».

4.10.2 MopmeHto «Class Map»

B nogmeHto «Class Map» BbINO/HAETCS HACTPoOKa knaccudrkaummn Tpaduka. Ha oCHoBe YHUKasIbHbIX
0CO6eHHOCTEel NakeToB ONpeesieHHOro noToka Tpadvka opmupyeTcs Knacc npuHag/1eXHOCTN NakeToB K
[laHHOMY MOTOKy. B fanbHeiwem aT1oT kinacc 6yaeT UCnosb30BaH 419 onepaLuvin npuopuTnsanumn pasnnyHbixX
NMOTOKOB, 06 bEAVHEHHbIX M0 06LLEeMY NPU3HAKY.

Configure Client QoS DiffServ Class Map Settings

Class Map Configuration

Clasz Map Name (1 - 31 characters)

Match Layer 3 Protocol IPyd ¥

Add Class Map

Class Map Configuration — B pa3gesnie BbINosHSAETCA co3gaHne npodhnsisa knaccudgukaumm Tpaduka.

+ Class Map Name — nmsa npoduns;

+ Match Layer 3 Protocol — npoTokor, No KoTopomy 6yaeT npoucxoantb knaccudgukaums (IPv4 nnm IPve6).
B 3aBMCMMOCTM OT BbiGOpa NpoTOKONa BYAET NPEeANOXKEH pa3NNYHbIA Habop Nonel, No KOTopbIM ByaeT
BbINOHATLCA Knaccudurkaymsa Tpaduka.

[na co3gaHus HoBOro knacca Tpadmka ykaxkuTe B none «Class Map Name» umsi knacca n HaxkMuTe KHOMKY
«Add Class Map».
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Match Criteria Configuration

Class Map Name Sloype - ipvd b
Match Ewvery
Protocol Select From List | ip b Match to Value (0 - 253)
Source IP Address (W) Source IP Mask (.0
Destination IP Address (¥.2..%) Destination IP Mask (ML)
Source Port Select From List v Match to Port (D - 65533)
Destination Port Select From List v Match to Port |2440 (D - 65535)
EtherType Select From List v Match to valus (0800 - FFFF)
Claszs Of Service (0-7
Source MAC Address Source MAC Mask (e a0 200 3000 )
Destination MAC Address Destination MAC Mask (3000300 £ 3000 130030030 )
VLAN ID (0 - 4095)

Service Type

IP DSCP Select From List r Match to Value (0-63)
IF Precedence (0-7
IP TOS Bits (00 - FF) IP TOS Mask (00 - FF)

Delete Class Map

Click "Update” to save the new settings.
Update

Match Criteria Configuration — B pa3gene BbinosHs€TCA HACTPOKa KputepreB A/15 knacca Tpadvka.

Class Map Name — BbI6op knacca Tpaduka, 418 KOTOporo 6yaeT NponcxoanTb KOHGUIypupoBaHmne
NpPM3HaKOB NPUHAAEXHOCTM K Knaccy;,

Match Every — npu yctaHoBneHHOM donare Tpadmk 6yaeT OTHECEH K JaHHOMY Knlaccy He3aBUCUMO OT
cofepxaHus nonei B ero 3aronoske. Ecnu cpnar He ycTaHOB/EH, TO TpebyeTcA yka3aTb 3HaYeHus
Heobxo4MMbIX Nnonei Tpaduka, KOTopble AO/MKHbI ObITb COOTHECEHbI C AaHHLIM K/1aCCoM;

Protocol — 3Ha4eHune nons Protocol B IPv4-nakeTe;

Source IP Address — 3HauyeHne IP-agpeca oTnpaBuTens nakeTa;

Source IP Mask — macka, yka3sblBaroLLaa Ha 3HauMMoCTb 61TOB B IP-afpece, Ha 0OCHOBaHUM KOTOPbIX
KnaccuunumnpyeTca naker,

Source IPv6 Prefix Len — pnnHa npedvkca IPv6-agpeca otnpaBuTens;

Destination IP Address — 3HauyeHwue IP-agpeca nonyyarens naketa;

Destination IP Mask — macka, yka3biBatoLast Ha 3Ha4MmMocTb 6UTOB B IP-afpece, Ha OCHOBaHUN KOTOPbIX
KnaccuunumnpyeTca naker,

Destination IPv6 Prefix Len — pnnHa npedmkca IPv6-agpeca nonyyatens;

Source Port — nopt otnpasutens (Layer 4);

Destination Port — nopT nony4arens (Layer 4);

EtherType — 3HauyeHune nons EtherType, ykasbiBatowero Tmn npoTokona, UCNosib3yemMoro B NakeTe;
Class Of Service — 3HaueHune nons CoS, yka3bIBaOLEro Ha NPMOPUTET NakeTa Ha Layer 2 nakeTa;
Source MAC Address — 3HaueHne MAC-agpeca oTnpaBuTens nakera;

Destination MAC Address — 3HadyeHne MAC-agpeca nonyyarens naketa;

VLAN ID - 3HaueHve nong VLAN B nakete;

IP DSCP - 3HaueHwne nons DSCP B IP-3aronoske nakera,;

IP Precedence - 3Ha4yeHue nons Precedence B IP-3aronoske nakeTta;

IP TOS Bits — 3Ha4yeHue nonsa TOS B IP-3arosioBke naketa;

IP TOS Mask — macka, ykasblBaroLiasi Ha 3Ha4MmMocTb 6MToB B nose TOS, Ha OCHOBaHMM KOTOPbIX
Knaccuuuupyetcsa nakert;

IPv6 Flow Label — 3HauyeHune nons Flow Label.

[ns ypaneHus knacca yctaHosute dpnar HanpoTtus «Delete Class Map» 1 HaxkmuTe kHornky «Update».
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[ns BCTynneHus B cuy HOBOW KOHUIypauum 1 3aHeCceHnss HaCTPOeK B I3HEProHe3aBUCUMYH0 NaMaTb
HaxxmuTe kHonky «Update».

4.10.3 MopgmeHto «Policy Map»

MoameHto «Policy Map» npefiHa3HavyeHo 4715 HACTPONKM LWMPKHBI MONOCHI NPONYyCKaHUa oS
KnaccuuumMpoBaHHOro Mo obLLemMy Npu3Haky notoka Tpaduka, MapkmpoBaHusa nNpuopuTeTa AaHHOro kiacca
Tpadhvka Ha ypoBHe Layer 2 n Layer 3 (CoS, DSCP, Precedence), a Takxe A/1si NPUHATKSA peLLeHnsl 0 Nponycke
[laHHOro Tpaduka namv o ero 6710KMpPoBKe.

B nogmeHto dpopmumpyetca npodunb «Policy Map», 4na koToporo nocnegoBatesibHO Ha3Ha4YatoTCs paHee
co3gaHHble kKnaccudgmkatopbl Tpadmka «Class Map». N kax4oro knaccugukaropa ykasbliBaloTcs onepauuu,
KOTOpble Heo6x04MMO NPOU3BECTM C AAaHHbIM TUMNOM Tpadvka.

Configure Client QoS DiffServ Policy Map Settings

Policy Map Configuration

Policy Map Name (1 - 31 characters)

Add Policy Map

Policy Class Definition

Policy Map Name Skype ¥

Class Map Name Sloype A

Folice Simple Committed Rate (1-1000000 kbps) Committed Burst (1 - 204800000 bytes)
Send

Crop

Mark Class Of Service (0-7)

Mark IF Dscp Select From List | ef v

Mark IF Precedence (0-7)

Disassociate Class Map

Skype, Skype src
Member Classes

Delete Policy Map

Click "Update” to zave the new settings.
Update

Policy Map Configuration — B pa3zaene BbINonHseTCA co3gaHne HoBoro npodgunns Policy Map.
* Policy Map Name — nvs npodguns Policy Map.

Ansa pno6asneHns HoBoro Npodnnsa BBeauTe MMs Npodnns B nosne «Police Map Name» 1 HaxmuTe Ha KHOMKY
«Add Policy Map».

Policy Class Definition — B pasgene BbinonHAETCA HACTpoOlika KnaccugukaTtopos Tpaduka.

+ Policy Map Name — nvsi npogunns «Policy Map», B koTopom 6yaeT npon3BoAnTLCA AasibHelwasn
HacTpolika onepauunii Ansa knaccudmkatopos Tpaduka;
+ Class Map Name — knaccudmkatop Tpaduka, paHee co3gaHHblli B nogmeHto «Class Map».

Onepauum, KoTopble HE06XOANMO NPOU3BECTM C JaHHLIM TUMOM TpadvKa:

Police Simple — ynpolieHHas HacTpoiika, Npu KOTOPOii 3aAatTcs ABa napaMmeTpa:
« Committed Rate — rapaHTMpOBaHHAs CKOPOCTb Nepeaayun Ansi AaHHOTo Buaa Tpaduka;
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« Committed Burst — orpaHnyeHne ckaykoB Tpadmka.
Send — npw ycTaHOBNEHHOM chniare BCe NakeTbl COOTBETCTBYIOLLErO NOTOKa Tpadnka 6yayT nepesaHsbi,
ecnn kputepun Class Map BbINOHAKOTCS;
Drop — npu ycTaHOB/IEHHOM (hniare Bce NakeTbl COOTBETCTBYIOLLENO NOTOKa Tpadvka 6yayT OTOpPOLLEHbI,
ecnn kputepun Class Map BbINOMHAKOTCS;
Mark Class Of Service — npu ycTaHOB/NIEHHOM chiare BCe NakeTbl COOTBETCTBYHOLLIETO NOTOKA Tpadmka
6yayT MapkMpoBaTbCs 3aZaHHbIM 3HadyeHnem CoS. MapameTp npuH1UMaeT 3HadveHve ot 0 go 7;
Mark IP Dscp — npu ycTaHOB/IEHHOM dp/iare BCe NakeTbl COOTBETCTBYHLLENO NoToka Tpaduka oyayt
MapKMpoBaTbCA 3aAaHHbIM 3HaveHeM IP-DSCP. 3HaueHne MOXHO BbIGpaThb U3 CN1CKa UK yKasarb;
Mark IP Precedence — npu ycTaHOB/IEHHOM dp/iare BCe NakeTbl COOTBETCTBYHLLENO NoTOKa Tpadinka
6yayT MapkMpoBaTbCs 3aZlaHHbIM 3HadyeHneMm IP Precedence. MapameTp npuHumMaeT 3HadeHue ot 0 oo 7;
Disassociate Class Map — yctaHoBuTe chnar n HaxxmuTe kHonky «Update», UTobbl yaanuTb NpUBA3KY
AaHHoro Class Map v Policy Map;
Member Classes — cnucok Bcex Class Map, koTopble cBA3aHbl ¢ BbiopaHHoi Policy Map. Ecnn knacc He
CBSi3aH C NOINTUKOM, 3TO Nosie NycToe;
Delete Policy Map - yctaHoBuTe thnar n Haxmute kHonky «Update», ytobbl yganuts Policy Map,
ykasaHHyto B Policy Map Name.

[ns BCTynneHus B cuy HOBOM KOHUIypauum 1 3aHeCceHnss HaCTPOEeK B I3HEProHe3aBUCUMYI0 NaMsaTb
HaxxmuTe kHonky «Update».

4.10.4 MopmeHto «Client Configuration»

B noameHto «Client Configuration» MOXHO NPOCMOTPETL TEKYLLY KoHdMrypauuo QoS, AelicTBytoLLyo As
KOHKPETHOrO KNIMEeHTa, NOAK/TIOYEHHOIO K ToUKe AoCTyna.

QOS Configuration Status for associated clients
Station | a8:f3:4b:b2:02:36 ¥

Glebal QoS Mode down
Clignt QoS Mode Disabled
Bandwidth Limit Up i}
Bandwidth Limit Down |0

ACL Type Up Mone
AL Mame Up
ACL Type Down MNone

ACL Mame Down
CiffSery Palicy Up
CiffSery Palicy Down

Station — BbIGOP KNMEHTA, MOAKAHYEHHOIO K TOUKE A0CTYNa,;
Global QoS Mode — ucnonb3oBaHue Client QoS Ha Bceli Touke gocTyna rnobasibHo:

* Up — BK/IOYEHO;

* Down — BbIK/TOUYEHO.
Client QoS Mode - ncnonb3oBaHue Client QoS Ha Bbl6paHHo VAP:

» Enable — BK/OYEHO;

+ Disabled — BbIKNHO4EHO.
Bandwidth Limit Up — orpaHmyeHune WMPWHbI NOM0Chl Tpadmka OT KaXA0ro KAMeHTa A0 TOYKM A0CTyna,
ouT/c;
Bandwidth Limit Down — orpaHnu4yeHue LMPUHbI NON0CkI TpadinKa OT TOUKM A0CTYNA K KaXKA0OMY K/TUEHTY,
ouT/c;
ACL Type Up — Tnn Tpadouka OT K/IMeHTa K ToYke [OCTyna, 419 KOTOporo 6yayT NpUMeEHATLCA npasuia
ACL;
ACL Name Up — nmsa npodpunsa ACL, KoTopbIli A0/MKEH ObITb NPUMEHEH K TpadiuKy, nayuemy oT KNneHTa
K TOYKe [OoCTyna;
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ACL;
AOCTyNa K KNNEHTY;
KNMeHTa K Touke focTyna;

TOYKM AOCTYyNa K K/INEHTY.

Mento «Workgroup Bridge»

.1 MoameHto «Workgroup Bridge»

PykoBogacTBo no akcnayatauum WOP-12ac-LR

DiffServ Policy Up — nmsi npochuns Policy, koTopblii fO/MKEH ObITb NPUMEHEH K Tpadhuky, nayLiemy ot

ACL Type Down — Tvn Tpadhmka OT TOUKM JOCTYNa K KIMEHTY, ANst KOTOPOro 6yayT NPUMEHSTbCS npasuia

ACL Name Down — nms npodunns ACL, KOTOpbIA A0/DKEH ObiTb NPUMEHEH K TpadurKy, NAyLLEMY OT TOUKM

DiffServ Policy Down — umsi npochuns Policy, KOTopbIil AO/MKEH 6bITb MPUMEHEH K TpadivKy, nayLiemy ot

MoameHto «Workgroup Bridge» npegHasHaueHo Ans HACTPOIiKM YCTPOICTBA B PeXMM 6ECNPOBOAHOIO K/TMEHTA
C 1CMNO0/Ib30BaHNEM OAHOIO M3 6ECNPOBO/HbLIX MHTEPEnCcoB.

0 WGB He MOXET 6bITb HACTPOEH, eC/N Ha ToUke HacTpoeH WDS.

OAnHaKoBas Bepcusa nporpamMmmHoro obecneyeHus.

€ [ns koppekTHoit pa6oTbl WGB Heo6xoaMMo, 4To6bI Ha Toukax AoCTyna 6blia ycTaHoBeHa

Werkgroup Bridge Mode ) up @ pown
Radio

WGB ARP-Timeout 5

Upstream Interface

VLAN ID 1

S5ID Upstream SSID

Roam Threshold -75

Security

Connection Status |Di5connected

Downstream Interface

Status Up Diown
WLAN ID 1
S5ID Downstream SSID

Broadcast 551D
Security
MAC Auth Type

| Update | | Refresh |

Modify AP Workgroup Bridge Settings

{1 - 1440 min, Default: 5)

-

(-99 - -1) dBm

Click "Update™ to save the new settings. Click "Refresh™ button to refresh the page.

« Workgroup Bridge Mode — BkntoueHMe/BbIK/MIOUEHNE PEXMMA KIMEHTA HA UHTepdelice:

* Up — dhyHKUMOHAN BK/HOYEH;
+ Down — pyHKLMOHA/ BbIK/TOUEH.

* Radio - BbI6op 6€CnNpOBOAHOI0 UHTEpPhenca, Ha KOTOPOM BK/IHOHAETCS PEXUM K/TUEHTA;
+ WGB ARP-Timeout — BpeMs Xu3Hu 3anncu B ARP-Tabnuue B pexnmve WGB. MapameTp npuHMmaeT

3HayeHue oT 1 40 1440 MUHYT. M0 yMONYaHUIO — 5 MUHYT.
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Upstream Interface — HacTpolika uHTepdelica, KOTopblii ByAeT ABNSATLCA 6eCcnpoBOAHbLIM K/TMEHTOM U
NOAKN0YATLCA K CTOPOHHEN TOUKe A0CTyna;

* VLAN ID - Homep VLAN, ncnonb3yemblii Ha ToOUKe J4OCTyna;
+ SSID — nMs TOYKM [OCTYNA, K KOTOPOW NPOUCXOAMNT NOAK/IOUEHUE,;
* Roam Threshold — MMHUMaNbHbLIV YPOBEHb CUTHas1a OT TOYKM AOCTYNa, NPy KOTOPOM NPOUCXOAUT
MOAK/TIOYEHME K TOUKE;
+ Security — pexum 6e30n1acHOCTW, HACTPOEHHbIN Ha VAP Toukn gocTyna, K KOTOpoi nponucxogut
NMOAK/THOYEHVE:
* None - He ncnonb30BaTh WKU(POBaHUE AN1A Nepefayn faHHbIX. Touka OTKpbITa A1 AocTyna
JII0O0ro K/INEeHT];
« WPA Personal — pexum nogkto4eHnst K TOUKe A40CTyna C UCNo/b30BaHNEM MexaHn3Ma
6e3onacHocTn WPA-TKIP nnv WPA2-AES. Npwu BbIGope AaHHOTO pexuMa 415 peakTMpoBaHuA
6yayT AOCTYMHbI CneayroLme HacTPONKu:

Security WPA Personal v | (&)

WPA Versions: WPA-TKIP (¥ wWPA2-AES
MFP Not Required v

Key: | |

« WPA Versions — Bepcusi ucnosibayemoro npotokona 6esonacHoctv (WPA-TKIP nnn WPA2-AES);
* MFP — HacTpoiika pexuma 3aluTbl KITIMEHTCKUX hpeliMoB:
* Not Required — He ncnonb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYUM BO3MOXHOCTMK;
* Required — ncnonb3oBaTb 3alMTy 0683aTeNbHO, BCE KNIMEHTbI A0/MKHbI nogaepxmearb CCXS.
+ Key — k/104/naposib, He06XoAUMbIA A1 aBTopM3auun Ha Tovke JOCTyna;
+ WPA Enterprise — pexum Noak/It04eHNs K TOUKe AOCTyrna C UCMOo/Ib30BaHWEM aBTopu3aunm u
ayTeHTMdmkaumm Ha BblwecTtosiwem RADIUS-cepBepe. Mpu BbibOpe AaHHOIo pexuma ans
pefakTupoBaHusa 6yayT AOCTYNHbI Cleayowme HaCTPONKK:

Security WPA Enterprise v =
WPA Versions: WPA-TKIP (¥ WPA2-AES
MFP Mot Required v
EAP Method ®) peap tls
Username | |
Password | |

+ WPA Versions — Bepcusi Ucrnonb3yemoro npotokosna 6esonacHoctn: WPA-TKIP, WPA2-AES;
* MFP — HacTpolika pexunma 3awmTbl KITMEHTCKUX (hpeiiMoB:
* Not Required — He NCNOMb30BaTh 3aALLMUTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HAIMYNUU BO3MOXHOCTMY;
* Required — ncnonb3oBaTth 3almTy 0683aTeNnibHO, BCE KIIMEHTbI AO/MKHbI nogaepxmearb CCXS.
+ EAP Method — BbIGOp NpoTOKONa ayTeHTudmKaLuum (peap unu tls);
+ Username — nms nonb3oBarens, ucnosb3yemoe npu astopusauun Ha RADIUS-cepsepe;
+ Password — naponb nonb3oBaTens, UCnosb3yemblii npu asTopmnsaumm Ha RADIUS-cepBepe;
+ Connection Status — cTaTyC NOAK/MHOYEHNS K TOUKE AOCTyna.
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Downstream Interface — HacTpolika MHTepgielica, BbICTYNaroLLEro B KauecTse TOUKM AocTyna.

Status — Bk/lo4eHUe/BbIkIOYeHNe downstream-uHTepgelica:
* Up — nHTepdelic BKIOYEH;
+ Down — uHTepenc BbIK/IOYEH.
VLAN ID - Homep VLAN, B KoTOpOM ByaeT nepefasatbCsA CeTeBOV Tpaduk 415 JaHHON TOYKM A0CTyna;
+ SSID — nms 6ecnpoBOAHON ceTw;
* Broadcast SSID — BKNOUMTL/BbIKNOUNTL BELL@aHME 6GECNPOBOAHON CETU:
+ On — BellaHune BK/IOYEHO;
+ Off — BeLaHne BbIK/THOUEHO.
+ Security — pexvm 6e30nacHOCTV co3gaBaemoii 6ecnpoBOAHO CeTu:
* None - He ncnonb3oBaTh WWNpoOBaHME 411 Nepefayun AaHHbIX. Touka OTKpbITa 418 focTtyna
JTI0O0r0 K/INEeHTa;
* WPA Personal — pexum NoaxtoyeHns K ToUke AOCTyna ¢ UCNo/Ib30BaHMEM MeXxaHu3ma
6e3onacHocTn WPA nnn WPA2. Mpun BbiGOpe faHHOTo pexnma K pefakTMpoBaHuIo AOCTYIMHbI
crefytoLme nyHKTbI:

Security WPA Personal v | &
WPA Versions: WPA-TKIP (4 weaz-aEs
Key: | |
Broadcast Key Refresh Rate | 0 | (Range:0-86400)
MFP ¥ Not Required Capable Required

MAC Auth Type Disabled v

+ WPA Versions — Bepcus ucnosb3yemoro npotokona 6esonacHoctv (WPA-TKIP nnn WPA2-AES).
Ecnwu Bbi6paH WPA-TKIP, To Ans HacTpoikn 6yayT AOCTYNHbI NOMSA:

+ Key — kno4/naposb, He06XoAUMbIA AN aBTOpM3auun Ha Tovke [OCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/tova. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.

Ecnwn Bbi6paH WPA2-AES, To gna HAacTporikn 6yayT [OCTYMHbI MNONS:

+ Key — kno4/naposb, He06XoAUMbIA ANA aBTOpM3auun Ha Tovke [OCTyna;
* Broadcast Key Refresh Rate — nHTepBan BpeMeHM 06HOB/IEHMS TPYNMOBOro K/itova. MapameTtp
npuHuMaet 3HaveHmns ot 0 go 86400.
* MFP - HacTpoiika pexvmMa 3aLmTbl KIIMEHTCKMX (DPeriMOB:
* Not Required — He ncnonb30BaTh 3aLMTY;
+ Capable — ncnonb3oBarb 3awmTy NPy HA MUY BO3MOXHOCTMY;
* Required — ncnonb30Barh 3almTy 06513aTesIbHO, BCe K/IMEHTbI AO/MKHbI NOAAEPXNBATb
CCX5.

MAC Auth Type — pexum ayTeHTUdMKauum nonb3osareneli ¢ yyetom nx MAC-agpeca:

+ Disabled — He ncnonb3oBaTtb ayTeHTUrKalmio nonsb3osartesnein no MAC-agpecy;

* RADIUS - ucnonb3osaTb ayTeHTuhmkauunio nonb3osarenein no MAC-agpecy ¢ nomoubto RADIUS-
cepsepa;

+ Local — ncnonb3oBatb ayTeHTMdIMKaLMo nonb3osarteneii no MAC-agpecy ¢ NOMOLLbIO TOKa/IbHOIO
crnucka agpecos, CChopMMPOBAHHOIO Ha AaHHOW ToYke AocTyna.

[na BCTynneHns B cuy HOBOW KOHMIypaLum 1 3aHECEHNSI HACTPOEK B SHEProHe3aBMCUMMYH0 NamMsATb
HaxxmuTe KHonky «Update».
[na o6HOBNEHNs NHOPMALIMKN HA CTPaHWLE HaxkMuTe KHOMKY «Refresh».
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4.11.2 NMopmento «Workgroup Bridge Transmit/Receive»

B nogmeHto «Workgroup Bridge Transmit/Receive» npefcraBsneHa cratuctuka no nepegaHHomy/npuHATOMY
Tpadmky Ha uHTepgeicax, cqoopmmupoBaHHbix B pexume Work Group Bridge.

View transmit and receive statistics for this access point
Click "Refresh” button to refresh the page.

Refresh
Interface Status VLAN ID Name (SSID)
wlanOupstrmn Associated to AP a8:M:4b:b7:8b:c0 1 Test_AP
wlanOdwstrm up 1 Test_Clients
Transmit
Interface Total packets Total bytes
wlanQupstrm 275 323893
wlanOdwstrm 0 0
Receive
Interface Total packets Total bytes
wlanQupstrm 351 36370
wlan0Ddwstrm 0 0

[na 06HOBNEHUSt MHChOPMALIMKN Ha CTPaHWLE HaXXKMUTe KHOMKY «Refreshy.

* Interface — nms nHTepdelica;

+ Status — ctaryc paboTbl nHTEpdheiica;

* VLAN ID — Homep VLAN, Ha3Ha4YeHHOro Ha UHTepEIic;

« Name (SSID) — nmsi 6ecnpoBO/IHOI CETM, CKOHPUTYPUPOBAHHON AN MHTepdelica.

B pa3gene «Transmit» BbINOMHAETCA NPOCMOTP CTAaTUCTUKMX MO NepeaaHHOMY Tpaduky.
B pa3pgene «Receive» BbINOMHAETCS NPOCMOTP CTATUCTUKMN MO NPUHATOMY Tpaduky.

* Interface — nms nHTepdelica;
+ Total packets — o6lLee KoNM4YecTBO NepeaaHHbIX/NPUHATbLIX NAKETOB;
+ Total bytes — obuiee KONNYECTBO NepPeAaHHbIX/MPUHATLIX GaiT.

Mpu HaXxaTMn Ha CCbINKY B pasgenax u « CTaHOBUTCA JOCTYMNHOM Tabnuua nHTepeincos, cogepxallas
crefyoLLyo MHopMaumio:B nogMeHto BbINOHAETCA HACTPOIiKa AOCTyna K yCTPOMCTBY no npoTtokony Telnet.
Telnet — npoTokon, NnpegHasHauyeHHbI 418 opraHv3almmn ynpasneHus no cetu. No3sonseT yganieHHo
NOAKMOUNTLCA K LLU/IHO3Y C KOMNbOTEPA A1 HACTPOMKM 1 ynpaBneHus.B nogMeH0 HacTpamBatTCsa (yHKL N
obecneyeHus kadectBa o6cnyxmusaHus (Quality of Service). Hactpoiika napametpos QoS BbINo/HSIETCS AN
KaXKaoro paamoviHtepdeiica.
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5 YnpaBneHue ycTponcTBOM C NOMOLLbK KOMaHAHOW CTPOKU

B gaHHOM pasgene onucaHbl pas/iyHble crocobbl NOAKIYEHNS K MHTepdielicy komaHaHol cTpoku (CLI)
TOYKM AOCTYNa, a TakKe OCHOBHbIE KOMaH/bl yNpaB/ieHns yCTpoicTBoM nocpeactsom CLI.

15 NoAKYeHUs K TOUKe AOCTYNa UCMob3yeTcst TPy cnocoba:

+ Serial port: nocnegosartenbHbIin nopT nnn COM-nopT;
+ Telnet, He6e3onacHoe NOAK/OYEHNE,;
+ SSH, 6e3onacHoe nogknoveHue.

5.1 NopakntoyeHune k CLI yepesz COM-nopt

[ns ncnonb30BaHUA 3TOrO TuNa NOAKIH0YEHUSA NePCOHa/TbHbIA KOMMNbIOTEP MO0 A0/MKEH UMETL BCTPOEHHbI
COM-nopt, NM60 [0/MKEH KOMMIeKToBaTbCs Kabenem-nepexogHmkom USB-to-COM. Ha komnbloTepe Takxe
[O/MKHAa 6bITb YCTAHOB/IEHA TEPMUHa/IbHAA Nporpamma, Hanpumep, Hyperterminal, PuTTY, SecureCRT.

Touka goctyna (nopt «Console») HaNpPsIMy0 COEANHSAETCSI C KOMMNBKTEPOM C NMOMOLLbH0 KOHCOIBHOTO Kabensi.
[nsa poctyna K KOMaHAol KOHCOMM YCTPOCTBA UCMOMb3YeTCs TEpMUHa/IbHAsA Nporpamma.

[na noakntoueHus K Touke goctyna yepe3 COM-nopt Bam noHaao06muTcst KOHCOMbHbIV kabenb RJ45-DB9 (He
BXOAWT B KOMMNJ/IEKT NOCTaBKN YCTPOICTBA).

Pacnaiika KOHcosibHOro kabena RJ45-DB9

Serial Port (RJ-45 Connector) Pin Adapter (DB-9) Pin

3 (TXD) 2 (RXD)

4 (Signaling Ground) 5 (Signaling Ground)
5 (Signaling Ground) 5 (Signaling Ground)
6 (RXD) 3 (TXD)

Mpumep UCNONMHEHNUS NPUBEAEH HA PUCYHKE HUXKE:

123 456TE

RJ-45 DB-9

LWar 1. Mpwu nomoLm KoHconbHoro kabens coeanHute nopt CONSOLE Toukn goctyna ¢ COM-noptom
KomMmnbloTepa. 19 paboTbl KOHCONBLHOTO Kabens MoryT noTpeboBaTbCcsa ApaiBepa B 3aBUCUMOCTY OT
onepaumvoHHOM CUCTEMbI KOMMNbIOTEPA.

LWar 2. 3anyctuTe TepMUHa/IbHYIO NPOrpaMMy 1 co3gainite HOBOe NOAK/MIYEHVe. B Bbinagatowem cnucke
«MogkntoyaTbes Yepes» BblibepuTe HyxHbli COM-nopT. COM-nopT (HoMep nopta) onpeaensierca
AVCNeTYepoM yCTPOICTB, Hanpumep, COM4. 3agaiiTe napameTpbl nopTa cornacHo tTabnuue 4. Haxmute
KHOMKy OK.

121



PykoBogacTBo no akcnayatauum WOP-12ac-LR

Tabnuua 4 — MapameTtpbl COM-nopTa

MapameTpbl 3HaueHune
CkopocTb COM-nopta (Baud rate) 115200
BuTbl AaHHbIX (Data bits) 8

YeTHocTb (Parity) HeT
CTonoBble 6uTbl (Stop bits) 1
YnpaeneHue notokom (Flow control) oTCyTCTBYET

LWar 3. Haxmute kHonky «CoepuHeHune». Nponsseante Bxog B CLI ycTpoiicTsa.
[aHHble ona Bxoga no yMonyaHuio:

+ User name: admin
+ Password: password

Mocne ycneLiHoit aBTopusauuy Ha aKkpaHe 6yaeT oTobpaxatbes (MMs moyku docmyna)#, Hanpumep,
WOP-12ac-LR# wnw Eltex WLAN AP# - 3TO 03HA4YaeT, UTO BK/IIOUEH PEXMM KOHDUIYPUPOBaHWS HACTPOEK TOUKM
focTyna.

© 1o ymonuanmio ckopocTb COM-nopTa Touku aocTyna pasHa 115200 6ut/c. C nomoLLsto web-
nHTepdeiica B pasaene «Serial Settings» Bknaaku «Status» MOXHO U3MEHUTb CKOPOCTb Ha 9600,
19200, 38400 1 57600 6uT/C.
B nHTepdelice CLI ans nameHeHnst CKOPOCTU UCNONb3yeTcs KomaHaa: set serial baud-rate <RATE>
(Hanpumep, set serial baud-rate 115200). Nocne NPUMEHEHUs1 AaHHOIN KOMaH/bl , HE0O6X0AMMO
N3MEHNTb CKOPOCTb B HACTPOMKaxX NOAK/UYEHNA TEPMUHANBHOWM NporpamMmmbl Bawero IMK.

5.2 TMopgkntoyeHne no npotokony Telnet

MoakntoueHne no npotokony Telnet sBnsieTcst 60o1ee yHnBepcasibHbIM N0 CPaBHEHWUIO C NOAK/IHYEHNEM Yepes
COM-nopT. HepgocTaTtok Takoro NoAkIYeHus, No CpaBHEHNUIO ¢ nogxsitodeHnem yepes COM-nopT, 3ak/oyvaeTcs
B OTCYTCTBUM COOOLLEHNI NHULMaM3aLmmn Toukm goctyna. MogknoveHune K CLI MOXHO BbINO/THUTL Kak
HernocpeACcTBEHHO B MeCTe YCTaHOBKM YCTPOWUCTBA, Tak 1 C yaaneHHoro paboyero mecta yepes IP-ceTb.

[nA nogknioveHns K Touke AoCTyna nepcoHaslbHbIA KOMMNbIOTEP AO/HKEH UMETb CETEBYHO KapTy.
[lononHutensHo noTpebyeTcsi ceTeBoit kabenb (Patching Cord RJ-45) Heo6xoaMMoit AnnHbI (He BXOAWT B
KOMM/IEKT NOCTABKWN YCTPOICTBA).

[ns nogknioveHns no Telnet MOXHO MCNOb30BaThb Takme nporpammbl, kak PUTTY, HyperTerminal, SecureCRT.

LWar 1. MoakntounTe ceTeBoi kabenb oT PoE-nopTa nHxektopa k Ethernet-nopty Toukn gocTyna, a ceTeBoii
kabenb oT Data-nopta MHXeKTopa — K CETEBOI KapTe KOMMbIoTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 10 B KaduecTse
npumepa ykasaH 192.168.10.10.

+ IP-agpec To4kn gocTyna, No ymon4aHuio yctaHosneH — 192.168.1.10;
+ TlopT, No ymonyaHuio — 23;
* Tun coeanHeHns — Telnet.

HaxmunTe KHOMKy «CoeauHUTLCSA».
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HacTpoikn PuTTY @]
Pasnenw:
= CeaHc CcHoBHBIE HACTPOMKK ceaHca PuTTY
-~ Kyprian VikaxnTe agpec, K KOTOpoMy X0THTE NoAKNoYMTECA
- KorMmeHTapui
T Mrma xocTa (unm |IP-agpec) Mopt
—|- TepruHan
. KnaswaTypa 152.168.10.10| 23
- ¥EENoMNEHWA Tin coegMHEHUA:
- DcoBeHHoCT @ Telnet S5H Raw Rlagin Serial Cygterm
—I- OkHo
¥YnpaeneHwe ceaHcamm
- BHEWHWA BUg
. thon

+- [oeeneHWe

- Komposka Default Settings JarpysuTs
- Belgenerve CoxparmTs (d)

- peToBan cxema

- [nepoceinKm Ypanus

- 3HAUKM
- CoegiHeHWe Hoeana nanka

- [aHHbIE
- [poKcK
- Telnet
HJu:-gin
+- 55H

- Serial

- Cygtem

2EKPLIEATE OKHO NpW BRNDAE:
Boerna Hwkor na @ Tonbko BOYYHYH

| O Mporpamme | [ CoemaHWTECA ” B HoBoM oKHe || CmaeHa

PucyHok 29 — Telnet-nogkntoueHne B nporpamme PuTTY

LWar 3. MNpousseanTe BxoA B CLI ycTpoiicTBa.
[aHHble Ans BXxoga no yMonYaHmio:

* login: admin
+ password: password

Mocne ycnewHom aBTopm3auun Ha akpaHe 6yaeT otobpaxartbes (MM moyku docmyna)#,
Hanpumep, WOP-12ac-LR# nnwn Eltex WLAN AP# - 3TO O3HA4aeT, YTO BK/IKOYEH PEXMM KOHUTypnpoBaHus
HaCTpOEeK TOUYKM AocTyna.

5.3 MopgkntoueHne no npokony Secure Shell

MopaxntoueHne no npotokony Secure Shell (SSH) cxoxe No yHKLMOHANBHOCTY C NOAKNOUYEHMEM MO NMPOTOKONY
Telnet. B otnnune ot Telnet, Secure Shell windpyert Becb Tpadmk, BKovasa naponu. Takum ob6pa3om
o6ecneunBaeTcsi BO3MOXHOCTb 6€30MacHOro yAasieHHOro NoAKIYEHNs No Ny6/nYHbIM IP-ceTam.

[na nogknioveHus K y3ny AocTyna nepcoHaslbHbI KOMMNbIOTEP AO/HKEH UMETh CETEBYHO KapTy. Ha koMmnbloTepe
[0/MKHA ObITb yCcTaHoB/eHa nporpamma SSH-knneHT, Hanpumep, PUTTY, HyperTerminal, SecureCRT.
JlononHutensHo notpebyeTcsi ceTeBoii kabenb (Patch Cord RJ-45) Heo6xoavMoli afivHbl (He BXOAUT B
KOMM/IEKT NOCTABKWN YCTPOICTBA).

LWar 1. MoakntounTe ceTeBoi kabenb oT PoE-nopTa nHxektopa k Ethernet-nopty Toukn gocTyna, a ceTeBoii
kabenb oT Data-nopTta MHXeKTopa — K CETEBOI KapTe KOMMbIOTepa.

LWar 2. 3anycTtute, Hanpumep, nporpammy PUuTTY. YkaxuTe IP-agpec y3na goctyna. Ha pucyHke 11 B KadecTse
npumepa ykasaH 192.168.10.10.
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+ IP-agpec Toukn goctyna, no ymosdaHuo yctaHoeneH — 192.168.1.10;

* MopT, No ymonyaHuio — 22;
* Tun coegnHeHns — SSH.

Haxmute kHonky «COeaUHUTLCA».

B Hacrpoiikn PuTTY

Pasneng:

- AypHan

- KommeHTapui
- Tepmuran Wraa xocTa (wmm IP-appec)

- CeaHc COcHoBHBIE HACTPOMKKA ceanca PuTTY

YicawuTe dipec, K KOTODOMY XOTATE NOOKNHYATECA

Mopt

.. KnaguaTypa 152.162.10.10]

- ¥EEOOMNEHWA Tin coeoMHEHWA:

- DcoBeHHocTH () Telnet @) SSH
= Okro

- BHEWHWA BUD
. PoH

‘:l'rI'IFIEE]'IE-‘HHE-' CegaHCaMKA

) Raw

2

(") Rlogin - (7) Seral () Cygterm

[+ MoBensHe

- KoaMpoBKa

- BelgeneHne
- LseToBaRA cxema
- [MNepcceInKA
- BHEUKI

[=- CoemMHeHWE

- [aHHbIE

- [pokcK

- Telnet

- Rlogin

Default Settings

JarpysuTe
CoxpaHiaTe (d)

Y¥oanuTe

il

Hosan nanka

[+~ 55H
- Seral
- Cygterm

3aKpLIBETE OKHO MPW BLIOLE:
i) Beerna () Hukorpa

@ Tonbko Bpy4YHyD

[ O Mporpamme CoegaHWTECA ] [ B HoBoM oKHE ] [ CimaeHa

PucyHok 30 — 3anyck SSH-knneHTa

War 3. MNMpounssegute Bxoga B CLI Toukn goctyna.
[aHHble ona Bxoga no yMon4aHuio:

* login: admin
+ password: password

Mocne ycnewHom aBTopm3auun Ha akpaHe byaeT otobpaxaTbes (MMsi moyku docmyra)#, Hanpumep,

WOP-12ac-LR# unu Eltex WLAN AP# - 3TO O3Ha4aeT, UTO BK/THOUEH PEXMM KOH(IMIYPUPOBAHUSI HACTPOEK TOUKM

goctyna.
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5.4 Hauano pa6otbl B CLI Toukn goctyna

CLI saBnsieTcs gononHutenbHbIM K web-koHdmrypatopy cnoco6om B3aMMoOAeincTBus cneymanmcra ¢
YCTPOMCTBOM. B 3TOM pasgene paccmarpmBaroTcs obwme npasuna pabotsl B CLI.

KoHdpurypauus Toukn focTtyna npeactaBnieHa HabopoMm kiaccoB (MPoAo/mHKeHNe KOMaH/bl) 1 06EKTOB
(Hayano KoMaHgbl).

KoHconb ToukM focTyna npefocTas/iseT fOCTYN K UCMOMb30BaHNI0 TakuX 06 bEKTOB:

. get
. set
+ add
* remove

@ nNpu vcnonbsosaHu Komang set, add 1 remove n3MeHsieTCs TekyLuas KOHUrypauus TouKM 4ocTyna, a
He 3arpy3oyHas. [1ns coxpaHeHusi TekyLLein KOH(UrypaLmmn B 3arpy304HYH0 HY)XXHO MCNO/b30BaTb
KOMaHZy save-running.

5.4.1 TMpasuna Nosb30BaHNSA KOMaHAHOW CTPOKOA

[ns ynpoweHnsa ncnonb3oBaHns KOMaHAHOM CTPOKN MHTepdIeic noaaepxmBaet OYHKLMI0 aBTOMaTUYECKOro
[I0NO/THEHNA KOMaHA,. dTa PyHKLUNSI aKTMBM3UPYETCS NPW HEMOSTHO HABPaHHOW KOMaHAE U HaXaTun KNaBuLwn
<Tab>.

Apyras doyHKUMS, NoMoratoLLas nosib30BaTbCsi KOMaHAHOW CTPOKO — KOHTEKCTHasi noAckaska. Ha nro6om
aTane BBOAA KOMaH/bl MOXHO MOy4nTb NOACKA3Ky O CMeAyoLmMX 3/ieMeHTax KoMaHabl nyTeM ABONHOro
HaxxaTusi knaeuwm <Tab>.

[nsa yno6cTBa UCNo/Ib30BaHNs KOMaHAHOM CTPOKM peasin3oBaHa NoAaepxKa ropsumnx knasuil. Cnmncok
ropsiunx KnaBuvLL NpPeAcTaB/eH B Tabnuue 5.

Tabnuua 5 — OnucaHve ropsynx Knaesuw kKoMaHgHon ctpokm CLI

CoueTaHue KiaBuLL DelictBue B CLI

CTRL+a MepemelleHne Kypcopa B Ha4asio CTPOKK
CTRL+e MepemelLeHne Kypcopa B KOHeL, CTPOKU
CTRL+b MepemelleHue Kypcopa BleBO

CTRL+f MepemelleHne Kypcopa Bnpaso

CTRL+c [pepbiBaeT BbINO/IHEHNE KOMaHAbI
CTRL+h Ynansiet oamH cumeosn cnesa (backspace)
CTRL+w Ypanaet c/noBo cneBa OT Kypcopa
CTRL+k Ypaansert Bce nocse Kypcopa

CTRL+u Ypanset Bce nepep Kypcopom

CTRL+p lNoka3bliBaeT npeaplayLLyo KoMmaHay
CTRL+n [Moka3biBaeT cnepyloLyo KoMaHay

CTRL+d Bbixog 13 CLI (exit)
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5.4.2 YcnoBHble 0603Ha4YeHNss MHTepdencos
B naHHOM paszene onucaHo MMeHOBaHne UHTePdENCcoB, NCNOoIb3yeMoe NPu KOHUIYPUPOBaHM YCTPONCTBA.

[ns nonyyexusa onucannsa B CLI MmoxHO BbinonHWUTL komaHay get interface all description. ns nonyyeHus
60nee noapobHo nHhopMaLumn 060 Bcex MHTepdheiicax ncnonbayiite komaHay get interface all. B tabnuvue 6
npuBeAEeHO onvcaHne nHTepdencos.

Tabnuua 6 — O603Ha4YeHns nHTepelico
UHTtepdpeiic  OnucaHune
brtrunk Bridge — Trunk

brtrunk-user  Bridge — Trunk

eth0 Ethernet

lo Loopback

isatap0 ISATAP Tunnel

wlan0 Wireless — Virtual Access Point 0

wlan1 Wireless — Virtual Access Point 0 — Radio 2

wlanOvapX Wireless — Virtual Access Point X
wlan1vapX Wireless — Virtual Access Point X — Radio 2
wlanObssvapX Virtual Access Point X

wlan1bssvapX Virtual Access Point X — Radio 2

wlanOwdsX  Wireless Distribution System — Link X

5.4.3 CoxpaHeHne N3MeHeHui B KoHdurypaumum
B cucteme cyuwiectByeT HECKO/IbKO 3K3eMMISIPOB KOHpUrypaumii:

— 3asodckasi KoHepuzypayusi. KoHhurypaumsa BkIo4aeT HacTPOK1 Mo yMoYaHuio. BepHyTbCA K 3aBOACKOM
KOHdpurypaumm MoXxHo komaHgoi factory-reset nnv npyu nomoum pyHKUMOHaNBHOW KHOMKK «F» Ha kopnyce
yCTpoiicTBa. [1Ns 3TOro yaepXxmBanTe KHOMKy «F» , MOKa He HAauHET MuraTb nHaukarop «Power,

— 3agpy304yHasi KoHu2ypayus. B 3arpy304HO KOHpUrypauum XpaHsaTcst HaCTPOWKKM, KOTopble ByayT
CNoMb30BaHbl NPV cieaytoLlen 3arpy3ke Touku gocTyna (Hanpumep, nocne nepesarpyskiu). 15 coxpaHeHus
N3MeHEHMWI, BbINO/THEHHbIX B CLI, B 3arpy304Hyto KOHMrypauu Heo6xoamMmo BbINOSHUTL KOMaHdy save-
running unu set config startup running — Tekyuiasa koHUrypaumsa 6yaeT CKonMpoBaHa B 3arpy304Hy!to;

- Tekywasi KoH¢hu2ypayusi. KoHdurypauma To4kM gocTyna, KoTopasi NpUMMeHeHa Ha AaHHbIii MOMeHT. Mpu
ncnosb3oBaHUM kKomaHz get, set, add, remove npovcxoanuT NPOCMOTP M U3MEHEHWE 3HAYEHMIA TONbKO TeKyLel
KOHdUrypaumm. Ecnu faHHble U3MEeHeHUsi He COXPaHeHbI, TO Noc/ie nepe3arpy3ku TOUKU A0CTyna oHu 6yayT
noTepsiHbl.
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5.5 OnucanHune komaHpg CLI

5.5.1 KomaHpa get

KomaHza get no3BosisieT NpocMaTprBaTh YCTaHOB/IEHHbIE 3HAUEHWS MONEi B Kaccax. Knaccol pasaensiorcs
Ha knaccbl 6e3 nmeHun (unnamed-class) n ¢ nmeHem (named-class).

CuHTakcuc

get unnamed-class <3HAYEHWE> |detail
get named-class [<MOAKNACC> |all| [<BHAUYEHWE > ... | ums | detail]]

Mpumep

1. Mprmep ncnonb3oBaHUs KOMaHabl «get» B knacce 6e3 MeHV ¢ 04HUM HabopPOM 3HAYEHWIA:
get log

Touka [foCcTyna MeET ToNbKO OAMH Habop napameTpoB Ans log-chaiinos, AaHHas KOMaHaa BbIBOAUT
MHhopMaLmio o napameTpax log-chaiinos.

2. Mpumep ncnonb3oBaHWA KOMaHapl «get» B knacce 6e3 UMEHN C MHOXECTBOM 3HAYEHUIA:
get log-entry

B chaiine xpaHutcsa nocnegoBatenibHOCTb /1I0r0B 6€3 pa3bneHns Ha daii/ibl, KoMaHAa BbIBOAWUT BCHO
nocnenoBaTesibHOCTb AaHHbIX, KOTopas HaxoauTcs B log-thaiine.

3. Mpumep ncnonb3oBaHNUs KOMaH4pbl «get» B Knacce ¢ UMeHeM C MHOXECTBOM 3HAUYEHMWIA:
get bss wlanlbssvap3

CyuiecTtByeT Habop 3HaueHwu knacca bss, KoTopble HabupatoTcs B aHHON komaHAe. [laHHaa komaHaa
BbIBOANT MHpopMaumio o Habope 6a30BbIX YCyr, HadbiBaemMoM Wlan1bssvap3.

4. MpyMep UCNonb30BaHNA KOMaHbl «get» B knacce ¢ UMEHeM /151 MOSTyYeHUs BCEX 3HAYEHMWIA:

get interface all mac
get interface all
get radio all detail

-LR
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5.5.2 KomaHpga set
KomaHga set yctaHaBnuBaeT 3Ha4eHUA Nosiei B kaccax.

CuHTakcuc

set unnamed-class [<[MOAKMNACC> <3HAUEHWE> ...] <SBHAUEHNE> ...
set named-class <[TOAK/MTACC> | all |[<NMOAKNACC> <3HAUYEHWNE> ...] <SHAYEHVE> ...

Mpumep

Mpumep HacTpolikn SSID, napameTpoB Radio-nHTepdeiica 1 yctaHOBKM cTaTtuyeckoro IP-agpeca:

set interface wlan0 ssid "Eltex"

set vap vap2 with radio wlan0 to vlan-id 123
set radio all beacon-interval 200

set tx-queue wlan0 with queue data0 to aifs 3
set management static-ip 192.168.10.10

set management static-mask 255.255.255.0
set management dhcp-status down

5.5.3 KomaHgb! add

KomaHga add no6aBnsieT HoBbIi NOAKIacc UKW rpynny NOAKIACCOB, CoAepXallmx onpeaeseHHbli Habop
3HAYeHWiA, AN yNpoLLeHUst KOHdUrypawumm o6opyaoBaHus.

CuHTaKkcuc

add unique-named-class <[MOAK/NACC> [<BHAUEHUE> ...]
add group-named-class <[MTOAKNACC> [<3HAYEHNE> ...]
add anonymous-named-class <[MOAK/TACC> [<BHAUEHUE> ...]

Mpumep

Mpumep HacTpoiikn 6a30BOI KaHa/IbHOW CKOpPOCTY Ha Radio-nHTepdelice:

add basic-rate wlanl rate 1

5.5.4 KomaHpa remove
KomaHga remove yaansieT co3gaHHble NoAKIacchl.

CuHTakcuc

add unnamed-class [<BHAUEHUE> ...]
add named-class <MMOAK/NACC> | all [<BHAYEHWE> ...]

Mpumep

Mpumep yaaneHns HacTPOK 6a30BOI KaHa/IbHOW CKOpoCTK Ha Radio-uHTepdeiice:

remove basic-rate wlanl rate 1
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5.5.5 [ononHuTtenbHble KOMaH/ bl

NHTepdoelic KOMaHAHOW CTPOKM TOYKM AOCTyNa Takke BK/IKYaeT credytowme KoMaHabl, Tabnuua 7.

Ta6nuua 7 — JononHUTENbHbIE KOMaHAbI

KomaHpga

config

copy

delete

dot1x-cert
factory-reset
factory-reset-partial
firmware-switch
firmware-upgrade
packet-capture
reboot
save-running
show

wgbridge-cert

OnucaHue

3arpyska/BbIrpy3ska KOHUrypawumm To4kn gocTyna
3arpyska/BbIrpy3ka/coxpaHeHne KoHurypaumm To4ku gocTyna
YnaneHwve chainnos koHgMrypaumm

Boirpyska DOT1X-cepTuchmkata nogKno4eHns K Touke focTyna
C6poc ycTpoiicTBa K 3aBOACKOW KOHMrypauum n nepesarpyska
C6poc ycTpoiicTBa K 3aBOACKOM KOHMIypaLmm ¢ COXpaHeHNEM NapaMeTpPoB AocTyna
CwmeHa o6pasa MO: Tekyuein Bepcun MO Ha anbTepHATUBHYHO
OG6HOBNEHME MPOLUNBKA

dopmupoBaHve 1 Bbirpyska fgamna Tpadmka ¢ uHTepgelica
[Nepe3arpyska To4kM gocryna

CoxpaHeHue TekyLeli KoHhurypauum B 3arpy304Hyto
OTob6paxeHne cnuncka alinos KoHurypaumm

Bobirpyska WGB-cepTudmkaTa nogknoveHns K Touke focTyna
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5.6 HacTtpoiika Toukn goctyna yepes CLI

B gaHHOM pasgene npusefeH npuMmep HacTpoikm Toukmn goctyna WOP-12ac-LR ¢ ncnonb3oBaHnem
NHTEepdeica KOMaHAHOM CTPOKN.

Mocne noaknYeHns K Touke gocTyna (onvcaHue NpUBEAEHO B pasgene YrpasieHne yCTpoiicTBOM ¢
MOMOLLbH KOMaH/HO CTPOKM) He06X0AMMO HAaCTPOUTbL CETEBbIE NapaMeTpPbl, €C/IN OHW He GblN HACTPOEHI
paHee.

5.6.1 HacTpoiika ceTeBbIXx NnapaMeTpoB

HaCTpOVIKa CTaTn4eCKux ceteBbiX napameTpoB TOYKU OOCTYyMNAa

WOP-12ac-LR# set management dhcp-status down (down - BbIK/HOUMTb NOSyYEHNE CETEBLIX NapaMeTpoB
no DHCP, ncnonb3oBaTb CETEBbLIE NapaMeTPbl HACTPOEHHbIE CTaTUUYECKN. up — BK/IHOUYUTL NOyYeHue
ceTeBbIX NapameTpoB rno DHCP)

WOP-12ac-LR# set management static-ip 192.168.1.15 (rae 192.168.1.15 - ctatnyeckuii IP-agpec
YCTPOWCTBA)

WOP-12ac-LR# set management static-mask 255.255.255.0 (rge 255.255.255.0 - Macka nogcetm)
WOP-12ac-LR# set static-ip-route gateway 192.168.1.1 (rge 192.168.1.1 - IP-agpec wnt3a No yMo4aHuio)

HacTtpoiika VLAN gnsa ynpaBfieHUA TOUKOW gocTtyna

WOP-12ac-LR# set management vlan-id 1510 (rge 1510 - Homep VLAN ans ynpasneHus TOUKOM AocTyna)

HacTpoiika cTaTuueckux ip-agpecos DNS

WOP-12ac-LR# set host dns-via-dhcp down (down - ncnonb3oBats DNS-cepBepa yCTaHOB/IEHHbIE
cTaTtn4ecku. up - ncnonb3oBatb DNS-cepBepa, nosyyeHHble no DHCP)

WOP-12ac-LR# set host static-dns-1 8.8.8.8 (rae 8.8.8.8 - IP-agpec DNS-cepBepa 1)
WOP-12ac-LR# set host static-dns-2 192.168.1.253 (rge 192.168.1.253 - IP-aapec DNS-cepsepa 2)
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5.6.2 HacTtpolika 6ecnpoBogHbIX NHTepPdelicoB

[ns TOro, 4To6bI YCTAHOBUTL KaHasT BPYUHYH WM CMEHUTb MOLLHOCTb, UCMNOJb3YITe cneayoLme KOMaHbl:

HacTpoiika pagrokaHana, LWMpPUHbI NOI0Cbl U MOLHOCTU paguouHTepdeiica

Hactpoiika ana Radio 1:

WOP-12ac-LR# set radio wlan0 status up (up - BK/toueHNe pagnonHTepdeinca Radio 1, down - BK/toUEHME
pagnonHTepdeica Radio 1)

WOP-12ac-LR# set radio wlan0 mode a (a - ycTaHOBKa pexuma paboTbl pagnonHTepdeica Radio 1. Ans
Radio 1 AOCTYMHbI cnegyoume pexmmbl paboTsbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WOP-12ac-LR# set radio wlan0 channel-policy static (static - BbIk/1l0ueHNE PYHKLMOHANA aBTOMATUYECKOro
Bbl6bopa kaHaus1a. best - BK/1lo4YeHMe aBTOMaTMYECKOro Bbibopa paboyero KkaHana)

WOP-12ac-LR# set radio wlan0 static-channel 36 (36 - HOMep cTaTM4Yeckoro KaHana, Ha Kotopom 6yaet
pa6oTarb To4Yka AocTyna)

WOP-12ac-LR# set radio wlan0 n-bandwidth 20 (20 - luMpnHa kaHana. [Ansa Radio 2 4OCTYNHbLI cneayouime
3HaAYEHNS LUMPKWHbI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MITw)

WOP-12ac-LR# set radio wlan0 tx-power-dbm 11 (19 - 3Ha4eHMe MOLLHOCTM NepeaaTynka onia nHTepdeinca
Radio 1. locTynHble 3Ha4YeHns Ans Radio 1: oT 11 Ao 27 Abm)

Hactpoiika ana Radio 2:

WOP-12ac-LR# set radio wlan1l status up (up - BK/loueHNEe pagnonHTepdeiica Radio 2, down - BK/toUeHME
pagmonHTepdeica Radio 2)

WOP-12ac-LR# set radio wlanl mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagmonHTepdieica Radio
2. Onsa Radio 2 4OCTYNHbI criegytoLime pexmnmbl padoTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/
ac)

WOP-12ac-LR# set radio wlanl channel-policy static (static - BbIk/1l0ueHNE PYHKLMOHANA aBTOMATUYECKOro
Bbl6bopa kaHas1a. best - BK/1lo4YeHNe aBTOMaTMYECKOro Bbibopa paboyero KkaHana)

WOP-12ac-LR# set radio wlan1 static-channel 36 (64 - HOMep cTaTM4Yeckoro KaHana, Ha Kotopom 6yaet
pa6oTarb To4Yka AocTyna)

WOP-12ac-LR# set radio wlanl n-bandwidth 40 (40 - luMprHa kaHana. [nsa Radio 2 4OCTYNHbI cneayouime
3HaAYEHNS LUMPKWHBI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MIMw)

WOP-12ac-LR# set radio wlanl tx-power-dbm 27 (19 - 3Ha4eHMe MOLLHOCTM NepeaaTynka anis nHTepdeinca
Radio 2. [locTynHble 3Ha4YeHns Ans Radio 2: oT 11 A0 27 Abm)

Hactpoiika ana Radio 3:

WOP-12ac-LR# set radio wlan2 status up (up - BK/toueHNEe pagnonHTepdeinca Radio 3, down - BK/toUeHME
pagmonHTepdeica Radio 3)

WOP-12ac-LR# set radio wlan2 mode n-ac (n-ac - ycTaHOBKa pexuma paboTbl pagnonHtTepdelica Radio 3.
[nsa Radio 3 4OCTYNHbI crieaytoLme pexnmbl paboTbl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/ac)
WOP-12ac-LR# set radio wlan2 channel-policy static (static - BbIk/1l0ueHNE PYHKLMOHANA aBTOMATUYECKOro
Bbl6bopa kaHas1a. best - BK/1lo4YeHNe aBTOMaTMYECKOro Bbibopa paboyero KkaHana)

WOP-12ac-LR# set radio wlan2 static-channel 157 (157 - HOMep CTaTUYECKOro KaHasa, Ha KOTOpoM byaeT
pa6oTarb To4Yka AocTyna)

WOP-12ac-LR# set radio wlan2 n-bandwidth 80 (80 - LuMprHa kaHana. [nsa Radio 2 4OCTYNHbI cneayouime
3HaAYEHNS LUMPKWHBI KaHana: 20 - 20 MITu, 40 - 40 MI'y, 80 - 80 MIMw)

WOP-12ac-LR# set radio wlan2 tx-power-dbm 19 (19 - 3Ha4eHMe MOLLHOCTM NepeaaTynka anis nHTepdeinca
Radio 3. [locTynHble 3Ha4YeHus Ans Radio 3: oT 11 A0 27 Abm)
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© cCnucku [OCTYMHbIX KAHA/I0B NPU pasIMYHbIX 3HaueHnAX napamveTpoB FBWA n Extended
Channels

Ecnn "fbwa-mode" = off n "extended-channels" = off:_
+ npu "n-bandwidth" = 20 Ml'u; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132,136, 140, 144, 149, 153, 157, 161, 165.
* npu "n-bandwidth" = 40 MI'u;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 100, 108, 116, 124, 132, 140, 149, 157.
+ ecnu "n-primary-channel" = upper: 40, 48, 56, 64, 104, 112, 120, 128, 136, 144,153, 161.
+ npu "n-bandwidth" = 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132,136, 140, 144, 149, 153, 157, 161.

Ecnn "fbwa-mode" = off n "extended-channels"= on:
« npu "n-bandwidth" = 20 Ml'u; 36, 38, 40, 42, 44, 46, 48, 52, 54, 56, 58, 60, 62, 64, 100, 102, 104,
106, 108,110,112, 114,116,118, 120, 122, 124, 126, 128, 130, 132, 134, 136, 138, 140, 142, 144,
149, 151, 153, 155, 157,159, 161, 163, 165.
* npu "n-bandwidth" = 40 MI'u;
+ ecnu "n-primary-channel" = lower: 36, 44, 52, 60, 100, 108, 116, 124, 132, 140, 149, 157.
+ ecnm "n-primary-channel" = upper: 40, 48, 56, 64, 104, 112, 120, 128, 136, 144,153, 161.
+ npu "n-bandwidth" = 80 MI'u; 36, 40, 44, 48, 52, 56, 60, 64, 100, 104, 108, 112, 116, 120, 124, 128,
132, 136, 140, 144, 149, 153, 157, 161.

Ecnu "fbwa-mode" = on n "extended-channels" = off:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'w), 40 (5200 Mru), 44 (5220 MI'u), 48 (5240 Mrw), 52
(5260 Mru), 56 (5280 Mrw), 60 (5300 MI'y), 64 (5320 MI'u), 100 (5500 MI'u), 104 (5520 Mrw),
108 (5540 Mru), 112 (5560 MI'u), 116 (5580 Mr'u), 120 (5600 Mrw), 124 (5620 MI'u), 128 (5640
Mry), 132 (5660 MI'u), 136 (5680 MI'u), 140 (5700 Mru), 144 (5720 MI'u), 149 (5745 Mru), 153
(5765 Mrl'u), 157 (5785 Mru), 161 (5805 Mrw), 165 (5825 MI'w).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'w), 44 (5230 Mry), 52 (5270 Ml'u), 60 (5310 Mrw), 100
(5510 Mrl'u), 108 (5550 Mru), 116 (5590 MrI'u), 124 (5630 MI'u), 132 (5670 Mry), 140 (5710
Mry), 149 (5755 Mru), 157 (5795 Mrw).

* npu "n-bandwidth" = 80 MI'y; 36 (5210 MI'u), 52 (5290 Mru), 100 (5530 MI'u), 116 (5610 MIL),
132 (5690 Mru), 149 (5775 MI'w).

Ecnu "fbwa-mode" = on u "extended-channels" = on:

* npu "n-bandwidth" = 20 MI'y; 36 (5180 MI'u), 38 (5190 Mrw), 40 (5200 MI'u), 42 (5210 Ml'w), 44
(5220 Mru), 46 (5230 Mr'w), 48 (5240 Mru), 52 (5260 MI'u), 54 (5270 Mrw), 56 (5280 Mry), 58
(5290 Mru), 60 (5300 Mrw), 62 (5310 MI'y), 64 (5320 MI'w), 100 (5500 MIu), 102 (5510 Mrw),
104 (5520 Mru), 106 (5530 MI'u), 108 (5540 Mr'u), 110 (5550 Mry), 112 (5560 MI'u), 114 (5570
Mry), 116 (5580 MI'u), 118 (5590 MrI'u), 120 (5600 Mrw), 122 (5610 MI'u), 124 (5620 MI'u), 126
(5630 Mrl'u), 128 (5640 Mru), 130 (5650 MI'w), 132 (5660 MI'w), 134 (5670 Mr'y), 136 (5680
Mry), 138 (5690 MrI'u), 140 (5700 Mru), 142 (5710 M), 144 (5720 Ml'u), 149 (5745 Mru), 151
(5755 Mru), 153 (5765 Mru), 155 (5775 MIru), 157 (5785 Mru), 159 (5795 Mru), 161 (5805
Mry), 163 (5815 MrI'u), 165 (5825 MrIL).

* npu "n-bandwidth" = 40 MI'y; 36 (5190 MI'w), 44 (5230 Mry), 52 (5270 Ml'u), 60 (5310 Mrw), 100
(5510 Mrl'u), 108 (5550 Mru), 116 (5590 MI'u), 124 (5630 MI'u), 132 (5670 Mry), 140 (5710
M), 149 (5755 Mru), 157 (5795 Mrw).

* npu "n-bandwidth" = 80 MI'y; 36 (5210 MI'w), 52 (5290 Mru), 100 (5530 MI'u), 116 (5610 MIw),
132 (5690 Mru), 149 (5775 MI'w).
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5.6.2.1 [onosHumesibHble Hacmpolku 6ecrpoBOOHbIX UHMepghelicos

MN3meHeHue pexxuma paboTbl paguouHtepdeiica

WOP-12ac-LR# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexxuma paboTbl pagmnonHTepdieica Radio
2. Onsa Radio 2 4OCTYNHbI criegytoLime pexnmsl paboTsl: a - 802.11a, a-n-ac - 802.11a/n/ac, n-ac - 802.11n/
ac)

BknroueHue FBWA

WOP-12ac-LR# set radio wlan0 fbwa-mode on ([NapameTp npuHUMaeT 3Ha4eHus: on, off)

BkntoueHue Extended Channels

WOP-12ac-LR# set radio wlan0 extended-channels on (lMapameTp npuHumMaeT 3Ha4yeHus: on, off)

HaCTpOﬁKa OorpaHN4eHHoro crmmcka KaHasjioBs

WOP-12ac-LR# set radio wlan0 limit-channels '36 40 44 48' (36 40 44 48- HOMepa KaHa/10B, KOTOpble 6yayT
NCnosib30BaTbCA NPy aBTOBbIGOPE paboyero kaHana Ha Touke focTyna. ABTOBbIGOp KaHana paboTaeT
TonbKo npu "fbwa-mode" = off)

N3meHeHUe OCHOBHOIO KaHana

WOP-12ac-LR# set radio wlan0 n-primary-channel upper (lMapameTp MOXET NPMHMMATb 3HAYEHWS: upper,
lower)

N3meHeHune cnucka VLAN

WOP-12ac-LR# set radio wlanO vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumMasibHOe BO3MOXHOE
KonmyecTtBo VLAN B cnincke: 20)

BknioyeHue ncnosib3oBaHUA KOPOTKOro 3alWMTHOro UHTepBania

WOP-12ac-LR# set radio wlan0 short-guard-interval-supported yes (lMapameTp MOXeT npuHUMaTb
3Ha4yeHus: yes, no)

BknroueHue STBC

WOP-12ac-LR# set radio wlan0 stbc-mode auto (MapameTp MOXeT NpUHUMaTb 3HaYeHus: auto, on, off. o
ymo/i4aHuto: auto)
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BknioyeHne mexaHnsma DFS

WOP-12ac-LR# set radio wlan0 dot1l1h on ([MapameTp MOXeT NpuHMMaThL 3Ha4YeHus: on, off. 1o ymonyaHuio:
on)

BknroyeHue pexuma aBTOMATUUYECKOW CMEHbI LWNPUHDbI KaHana

WOP-12ac-LR# set radio wlan0 coex-mode on ([MapameTp MOXeT NpMHMMaThL 3Ha4YeHus: on, off. o
YMO/THaHMI0: on)

OrpaHuyeHne KONMyYecTBa KJIMEHTOB, O4HOBPEMEHHO NOAK/IIOUEHHbIX K pagnouHTepdeiicy

WOP-12ac-LR# set radio wlan0 max-stations 150 (150 - orpaH14eHVe Mo KONMYECTBY K/IMEHTOB. MNapamMeTp
MOXET MPVHMMAaTb 3Ha4YeHust: oT 0 4o 200, rae 0 - orpaHuyeHune BbIK/IUeHo. Mo yMoyaHuio - 0)
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HacTpolika nonnTuku o6paboTku onyum 82

© /1 ogHOBpEMeHHOI HACTPOIKM NOUTUKM 06PaBOTKM ONLMK 82 Ha BCEX paanonHTepdelicax
TOYkM gocTyna nocne cnosa radio BBeauTe all. EC/in HE06X0AMMO NPOM3BECTN HACTPOIIKY A1
Kaxzoro paguoviHtepdelica B otaensHocTn, BMmecTo all BBeguTe nmsa pagmonHtepdeica: wlano -
Radio 1, wlanl - Radio 2, wlan2 - Radio 3. Bce paanounHTepdeicsl paboTatoT B gnanasoHe 5 M.

WOP-12ac-LR# set radio all dhcp-snooping replace (replace - Touka foCTyna NoACTaBNAET UM 3aMeHSAET
3HayeHue onuun 82. NapameTp MOXET NPUHUMATL 3HAaYEHWS: ignore - 06paboTka onuun 82 OTK/IIOYEHA;
remove - TOUKa AOCTyna yoasseT 3HavyeHue onuum 82. Mo ymonyaHuio: ignore)

Ecnu Ha pagnonHTepdelice HaCTpoeHa NnonnTuka o6paboTkm onumn 82 replace, To A1
KOH(pMIypupoBaHusl CTaHOBATCA AOCTYMHbI CNeayowme napameTpbl:

WOP-12ac-LR# set radio all dhcp-option-82-CID-format string (string - MmeHATb cogepxunmoe CID Ha
3HauyeHue, ykazaHHoe B dhcp-option-82-string. [lapameTp MOXeT npuH1UMaTb 3HadeHns: APMAC-SSID -
MeHATb cogepxmmoe CID Ha <MAC-afpec TO4kn aocTtyna>;<numsa SSID>. SSID - MeHATL cogepxmmoe CID Ha
nM4A SSID, K KOTOPOMY MOAKNHYEH KIUEHT. Mo ymonyaHunio: APMAC-SSID)

WOP-12ac-LR# set radio all dhcp-option-82-string longstring (longstring - 3HauyeHue oT 1 40 52 CUMBOJIOB,
KoTopoe 6yzeT nepegasatbcs B CID. [lonyckalTcs TOMbKO TaTUHCKME BYKBbI U LUAIPbI, 3HAKU «.», «-», «_»,
«#», «S», «%». [lonycTuMble Nsancxonaepbl B goopmare wildcard npueaeHsl B Tabnuue 8. Ecnv 3HaueHne
napameTpa dhcp-option-82-string He 3aaH0, Touka byaeT MeHATb CID Ha 3Ha4YeHue No ymondaHumio: <MAC-
afipec To4YKM gocTtyna>;<umsa SSID>)

WOP-12ac-LR# set radio all dhcp-option-82-RID-format string2 (string2 - meHATb cogepxmmoe RID Ha
3HauyeHue, ykazaHHoe B dhcp-option-82-string2. MapameTp MoxeT npuHumaTs 3HadeHus: ClientMAC -
MEeHATb cogepxumoe RID Ha MAC-agpec KIIMEHTCKOro yCTpoicTBa; APMAC - MeHSITb cogepxunmoe RID Ha
MAC-agpec Touku goctyna; APdomain - MeHATb cogepxxumoe RID Ha UMs NocnegHero no Aepesy AOMeHa
13 napametpa "AP location". Mo ymonyaHuto: ClientMAC)

WOP-12ac-LR# set radio all dhcp-option-82-string2 longstring (longstring - 3Ha4eHue oOT 1 40 63 CMMBOJIOB,
KoTopoe 6yzeT nepegasaTbcs B RID. [JonyckalTcs TOMbKO STaTUHCKME BYKBbI U LUMIPbI, 3HAKU «.», «-», «_»,
«#», «S», «%». [lonycTuMble Nnsncxonaepbl B goopmarte wildcard npueaeHsl B Tabnuue 8. Ecnv 3HaueHne
napameTpa dhcp-option-82-string2 He 3a7aH0, To4ka 6yaeT MeHATb RID Ha 3HaYeHue No ymonyaHuo: MAC-
aZipec KNIMEHTCKOro YCTPOIiCcTBa)

WOP-12ac-LR# set radio all dhcp-option-82-MAC-format radius (radius - MAC-agpec nepegaetcsa B RADIUS-
doopmare; default - MAC-aapec nepegaetcsi B 06bIYHOM popmaTe, TakoM Xe, Kak B onuun "Client-Ethernet-
Address" DHCP-nakeTa)

© B cnyuae Ucnonb3oBaHWA CMMBONA «%» B longstring TpebyeTcsa 3KpaHNpPOBaHNE CYMBO/1A 3HAKOM
«\», NMM60 3KpaHnpoBaHue longstring 3Hakamu «'» ¢ 060Mx CTOPOH: set radio all dhcp-option-82-
string Sap-mac$-\%ssid\%, /160 set radio all dhcp-option-82-string 'Sap-macS$-%ssid%'.
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Tabnuua 8 — Hactpolika wabnoHa nogonuuini DHCP Option 82

Mopgonuuns

CID

RID

MapameTp
%ap-mac%
%ssid%
%ap-hostname%
%vlan-id%
%interface%
$ap-mac$
Svlan-id$
%ap-mac%
%ssid%
%ap-location%
%client-mac%
Sap-mac$

Sclient-mac$

OnucaHue

MAC-azpec Toukn goctyna B dpopmare ASCII
SSID B hopmarte ASCII

Hostname Toukun goctyna B coopmare ASCII
VLAN ID B dpopmate ASCII

Vmvs nHtepdpeiica B goopmate ASCII
MAC-agpec Touku goctyna B hex

VLAN ID B hex

MAC-azpec Toukn goctyna B popmate ASCII
SSID B hopmarte ASCII

JomeH Toukn pgoctyna B chopmate ASCII
MAC-aapec knueHTa B oopmate ASCII
MAC-agpec Touku goctyna B hex

MAC-agpec knveHTa B hex
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5.6.3 HacTpoiika BupTyanbHbix Touek goctyna Wi-Fi (VAP)

5.6.3.1 Hacmpolika VAP 6e3 wughposaHusi

CospgaHue VAP 6e3 wncposaHusa

Hactpoviika VAPO Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvapO status up (up - BkntoueHune VAPO, down - Bbik/toveHue VAPO)
WOP-12ac-LR# set interface wlan0 ssid Test_open_vap0 (Test_open_vap0 - HazBaH/e 6ecnpoBOAHON CETK)
WOP-12ac-LR# set interface wlan0 security plain-text (plain-text - pexxum LWndpoBaHns - 6e3 napons)

Hactpolika VAP1 Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvap1 status up (up - BkntoueHue VAPO, down - BbikatoveHme VAPO)
WOP-12ac-LR# set interface wlanOvap1 ssid Test_open_vap1l (Test_open_vap1l - Ha3BaH1e 6eCnpoBOAHON
cetn)

WOP-12ac-LR# set interface wlanOvap1 security plain-text (plain-text - pexum WwndpoBaHns - 6e3 Nnapons)

HacTpovika VAPO Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapO status up (up - BkntoueHue VAPO, down - BbikatoveHne VAPO)
WOP-12ac-LR# set interface wlanl ssid Test_open_vapO0 (Test_open_vap0 - HazBaH/e 6ecnpoBOAHON CETK)
WOP-12ac-LR# set interface wlanl security plain-text (plain-text - pexxum LwndpoBaHns - 6e3 naposns)

Hactpolika VAP1 Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapl status up (up - BkntoueHue VAPO, down - Bbik/toveHue VAPO)
WOP-12ac-LR# set interface wlanlvapl ssid Test_open_vapl (Test_open_vap1l - Ha3BaH1e 6eCnpoBOAHON
cetn)

WOP-12ac-LR# set interface wlanlvapl security plain-text (plain-text - pexum WwndpoBaHns - 6e3 Nnapons)

HacTpovrika VAPO Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvap0 status up (up - BkntoueHue VAPO, down - Bbik/toveHue VAPO)
WOP-12ac-LR# set interface wlan2 ssid Test_open_vap0 (Test_open_vap0 - HazBaHne 6ecnpoBOAHON CETK)
WOP-12ac-LR# set interface wlan2 security plain-text (plain-text - pexxum LwndpoBaHns - 6e3 naposns)

Hactpoliika VAP1 Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvap1 status up (up - BkntoueHue VAPO, down - BbiktoveHne VAPO)
WOP-12ac-LR# set interface wlan2vap1 ssid Test_open_vap1l (Test_open_vap1l - Ha3BaH1e 6eCnpoBOAHON
cetn)

WOP-12ac-LR# set interface wlan2vap1 security plain-text (plain-text - pexum WwndpoBaHns - 6e3 Nnapons)
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5.6.3.2 Hacmpotika VAP ¢ pexumom 6e3onacHocmu WPA-Personal

Co3spgaHune VAP ¢ pexumom 6e3onacHocTtu WPA-Personal

Hactpoiika VAPO Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanO ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaHue
6ecrnpoBoAHOIN ceTn)

WOP-12ac-LR# set interface wlan0 security wpa-personal (wpa-personal - pexxum LindpoBaHus)
WOP-12ac-LR# set interface wlan0 wpa-personal-key 12345678 (123456789 - naponb A/151 NOAKTHUYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAP1 Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvap1 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanOvap1l ssid Test_personal_vap1l (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-12ac-LR# set interface wlanOvap1l security wpa-personal (wpa-personal - pexum LiMgopoBaHns)
WOP-12ac-LR# set interface wlanOvapl wpa-personal-key 12345678 (123456789 - naposib A/
NnoAKN4YeHns K 6ecnpoBogHon ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAPO Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanl ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-12ac-LR# set interface wlanl security wpa-personal (wpa-personal - pexxum LUMdpoBaHus )
WOP-12ac-LR# set interface wlanl wpa-personal-key 12345678 (123456789 - naponb A/151 NOAK/THUYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAP1 Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapl status up (up - BkntoueHune VAPO, down - Bbik/toueHue VAPO)
WOP-12ac-LR# set interface wlanlvapl ssid Test_personal_vap1l (Test_personal_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WOP-12ac-LR# set interface wlanlvapl security wpa-personal (wpa-personal - pexum LindpoBaHns )
WOP-12ac-LR# set interface wlanlvapl wpa-personal-key 12345678 (123456789 - naposib A/
NnoAKNI4YeHns K 6ecnpoBogHoin ceTu. JomkeH cogepxatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAPO Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlan2 ssid Test_personal_vapO0 (Test_personal_vap0 - Ha3BaHue
6ecnpoBoAHOIN ceTn)

WOP-12ac-LR# set interface wlan2 security wpa-personal (wpa-personal - pexxum LUMdpoBaHus )
WOP-12ac-LR# set interface wlan2 wpa-personal-key 12345678 (123456789 - naponb A/151 NOAK/THUYEHNS K
6ecnpoBogHoi ceTu. JomkeH cogepatb OT 8 40 64 CUMBO/IOB)

Hactpoiika VAP1 Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvap1 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlan2vap1l ssid Test_personal_vap1l (Test_personal_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-12ac-LR# set interface wlan2vap1l security wpa-personal (wpa-personal - pexum LindpoBaHns )
WOP-12ac-LR# set interface wlan2vapl wpa-personal-key 12345678 (123456789 - naposib A/15
NnoAKNI4YeHns K 6ecnpoBogHoin ceTu. JomkeH cogepXatb OT 8 40 64 CUMBO/I0OB)

138



PykoBogacTBo no akcnayatauum WOP-12ac-LR

5.6.3.3 Hacmpolika VAP c Enterprise-asmopu3ayuel

CospgaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise

Hactpoiika VAPO Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanO ssid Test_enterprise_vap0 (Test_enterprise_vap0 - Ha3BaHue
6ecrnpoBoAHOIN ceTn)

WOP-12ac-LR# set interface wlan0 security wpa-enterprise (wpa-enterprise - pexum wn1dpoBaHus)
WOP-12ac-LR# set bss wlanObssvap0 global-radius on (on - ncnonb3oBaHue rnob6asnbHbIX HAaCTPoek RADIUS-
cepsepa. MNapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 1:

WOP-12ac-LR# set bss wlanObssvap1 status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanOvap1 ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-12ac-LR# set interface wlanOvap1l security wpa-enterprise (wpa-enterprise - peXxum LngpoBaHus)
WOP-12ac-LR# set bss wlanObssvap1 global-radius on (on - ncnonb3oBaHue rno6asnbHbIX HacCTPoek RADIUS-
cepBepa. MNapameTp MOXeT NpUHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAPO Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlanl ssid Test_enterprise_vap0 (Test_enterprise_vap0 - Ha3BaHue
6ecnpoBoAHO ceTn)

WOP-12ac-LR# set interface wlanl security wpa-enterprise (wpa-enterprise- pexum wndpoBaHus )
WOP-12ac-LR# set bss wlan1bssvap0 global-radius on (on - ncnonb3oBaHue rnob6asnbHbIX HacCTPoek RADIUS-
cepBepa. NapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 2:

WOP-12ac-LR# set bss wlanlbssvapl status up (up - BkntoueHune VAPO, down - Bbik/toueHue VAPO)
WOP-12ac-LR# set interface wlanlvapl ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecrnpoBoAHON ceTn)

WOP-12ac-LR# set interface wlanlvapl security wpa-enterprise (wpa-enterprise - pexxum LUMPOBaHUS )
WOP-12ac-LR# set bss wlanlbssvap1 global-radius on (on - ncnonb3oBaHue rno6asnbHbIX HaCTPoek RADIUS-
cepBepa. MNapameTp MOXeT NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAPO Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvapO status up (up - BkntoueHune VAPO, down - Bbik/toueHne VAPO)
WOP-12ac-LR# set interface wlan2 ssid Test_enterprise_vap0 (Test_enterprise_vap0 - Ha3BaHue
6ecrnpoBoAHON ceTn)

WOP-12ac-LR# set interface wlan2 security wpa-enterprise (wpa-enterprise- pexvm wndpoBaHus )
WOP-12ac-LR# set bss wlan2bssvap0 global-radius on (on - ncnonb3oBaHue rno6asnbHbIX HacTPoek RADIUS-
cepBepa. NapameTp MOXEeT NpUHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)

Hactpoiika VAP1 Ha Radio 3:

WOP-12ac-LR# set bss wlan2bssvap1 status up (up - BkntoueHune VAPO, down - Bbik/toueHue VAPO)
WOP-12ac-LR# set interface wlan2vap1l ssid Test_enterprise_vapl (Test_enterprise_vapl - Ha3BaHue
6ecnpoBoAHOI ceTn)

WOP-12ac-LR# set interface wlan2vap1l security wpa-enterprise (wpa-enterprise - pexxum LUNPOBaHUS )
WOP-12ac-LR# set bss wlan2bssvap1 global-radius on (on - ncnonb3oBaHue rno6asnbHbIX HACTPoek RADIUS-
cepBepa. NapameTp MOXET NpuHUMaThb 3HadeHus: on, off. [0 ymon4yaHuio: on)
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5.6.3.3.1 Hacrtpoiika napameTpoB Global RADIUS

HacTtpolika napameTpoB Global RADIUS

WOP-12ac-LR# set bss wlanObssvapO0 global-radius on (on - ncrnosnb3oBaHue rnobasnbHbIx HacTpoek RADIUS-
cepBepa Ha VAPO Radiol. MapameTp MOXET NpuHUMaTh 3Ha4eHus: on, off. Mo ymosiyaHuto — on)
WOP-12ac-LR# set global-radius-server radius-domain enterprise.service.root (enterprise.service.root -
[OMeH nosib3oBaTens)

WOP-12ac-LR# set global-radius-server radius-ip 192.168.1.100 (192.168.1.100 - IP-aipec OCHOBHOIO
RADIUS-cepBepa)

WOP-12ac-LR# set global-radius-server radius-key eltex (eltex - k/1t04 419 NOAKIOUEHUSA K

ocHoBHOMY RADIUS-cepBsepy)

WOP-12ac-LR# set global-radius-server radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpbIii
NCNonb3yeTca ANA ayTeHTudumkaumm n astopusaumu. No ymonyaHuio - 1812)

WOP-12ac-LR# set global-radius-server radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa,
KOTOPbIA UCNO/b3yeTcs ANS yYeTa akkayHTuHra nono3osaresneii. Mo ymonyaHuio - 1813)

WOP-12ac-LR# set global-radius-server radius-acct-periodic on(on - Bk/ll0UeHNE NEPUONYECKON OTMPaBKN
coob6LLeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio - off)

WOP-12ac-LR# set global-radius-server radius-acct-period 60 (60 - HTEpPBaUT NEPUOANYECKOIN OTNPABKM
coobueHuii «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WOP-12ac-LR# set global-radius-server radius-accounting on (on - Bk/ll04eHVE OTMNPaBKM COOOLLEHNIA
"Accounting" Ha RADIUS-cepsep. o ymonyaHuio - off)

HaCTpOﬁKa oraenbHoro RADIUS-cepBepa ANA aKKayHTUHIa:

WOP-12ac-LR# set global-radius-server radius-separate-auth-acct on (on - ucrnosis3oBaHve OT4eNbHOM0
RADIUS-cepBepa A1 akkayHTUHra. NMapamMeTp MOXeT npvHMMaTh 3HavyeHus: on, off. Mo ymonyaHuio - off)
WOP-12ac-LR# set global-radius-server radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-
cepsepa A1 aKKayHTUHra)

WOP-12ac-LR# set global-radius-server radius-acct-key secret (secret - k104 nogknoveHmsa K RADIUS-
CepBepy A1 aKKayHTUHra)

HacTpolika pe3epBHbix RADIUS-cepBepoB:

WOP-12ac-LR# set global-radius-server radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-aapec
pe3epBHoro RADIUS-cepBepa-1)

WOP-12ac-LR# set global-radius-server radius-backupone-key eltex1 (eltex1 - k104 4719 NOAK/THOHEHNSA K
pe3epBHOMY RADIUS-cepsepy-1)

WOP-12ac-LR# set global-radius-server radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-agpec
pe3epBHoro RADIUS-cepBepa-1 4nsa akkayHTUHra)

WOP-12ac-LR# set global-radius-server radius-backupone-acct-key secretl (secretl - K104 MOAK/IOYEHUSA
K pe3epBHOMY RADIUS-cepBepy-1 419 akkayHTUHra)

WOP-12ac-LR# set global-radius-server radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-apec
pe3epBHoro RADIUS-cepBepa-2)

WOP-12ac-LR# set global-radius-server radius-backuptwo-key eltex2 (eltex2 - k/itou 4519 NogKNIOUEHUS K
pe3epBHOMY RADIUS-cepBepy-2)

WOP-12ac-LR# set global-radius-server radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - IP-agpec
pe3epBHoro RADIUS-cepBepa-2 AN akkayHTUHra)

WOP-12ac-LR# set global-radius-server radius-backuptwo-acct-key secret2 (secret2 - k/1t04 NOAKMIOUEHNS
K pe3epBHOMY RADIUS-cepBepy-2 19 akkayHTUHra)
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WOP-12ac-LR# set global-radius-server radius-backupthree-ip 192.168.1.103 (192.168.1.103 - |IP-agpec
pe3epsBHOro RADIUS-cepBepa-3)

WOP-12ac-LR# set global-radius-server radius-backupthree-key eltex3 (eltex3 - k104 47159 NOAK/THOUEHNSA K
pe3epsHOMY RADIUS-cepsepy-3)

WOP-12ac-LR# set global-radius-server radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - IP-
agpec pesepBHoro RADIUS-cepBepa-3 4/19 akkayHTUHra)

WOP-12ac-LR# set global-radius-server radius-backupthree-acct-key secret3 (secret3 - ko4
NOAK/IYEHMA K pe3epBHOMY RADIUS-cepBepy-3 A1 akkayHTUHra)

5.6.3.3.2 Hactpoiika napametpoB RADIUS-cepsepa anst koHkpeTHoro VAP

[nsa npumepa paccMoTpum HacTpoiiky napametpoB RADIUS-cepsepa ana VAPO Radio1.

HacTtpoiika napameTpos RADIUS-cepBepa ans VAPO Ha Radiol

WOP-12ac-LR# set bss wlanObssvapO0 global-radius on (on - ncrnonb3oBaHue rno6asnbHbIX HacTPoek RADIUS-
cepsepa Ha VAPO Radiol. NMapameTp MOXeT NpUHUMaThb 3HadyeHus: on, off. Mo ymonyaHuio - on)
WOP-12ac-LR# set bss wlanObssvapO0 radius-domain enterprise.service.root (enterprise.service.root -
[OOMEH nosib3oBarens)

WOP-12ac-LR# set bss wlanObssvap0 radius-ip 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOro RADIUS-
cepsepa)

WOP-12ac-LR# set bss wlanObssvap0 radius-key eltex (eltex - k/1t04 /151 NOAKHOUEHNS K

OocHOBHOMY RADIUS-cepBepy)

WOP-12ac-LR# set bss wlanObssvapO0 radius-port 1812 (1812 - nopT RADIUS-cepBepa, KOTOpblii
ncnosnb3yeTca ANng ayTeHTudmkaumm 1 astopusaunn. No ymonyaHuio - 1812)

WOP-12ac-LR# set bss wlanObssvapO radius-current primary (primary - ncnonb3oBaHne oCHoBHOro RADIUS-
cepBepa. MNapameTp MOXET NpUHUMaThL 3HauyeHus: primary, backuptwo, backupone, backupthree. o
YMO/THaHMIo - primary)

WOP-12ac-LR# set bss wlanObssvapO0 radius-accounting-port 1813 (1813 - nopT RADIUS-cepBepa, KOTOpbIii
NCNONb3yeTca A1 yyeTa akkayHTUHra nosib3osateneil. Mo ymonyaHuto - 1813)

WOP-12ac-LR# set bss wlanObssvapO0 radius-acct-periodic on (on - BK/lto4EHME NEPUOANYECKOI OTNPABKN
coo6LLeHnl «Accounting» Ha RADIUS-cepBep. 10 ymMmon4aHuto - on)

WOP-12ac-LR# set bss wlanObssvapO0 radius-acct-period 60 (60 - HTEpBas1 NEPMOANYECKOI OTNPAaBKM
coob6LLeHnii «Accounting» Ha RADIUS-cepsep. Mo ymonyaxuio - 30)

WOP-12ac-LR# set bss wlanObssvapO0 radius-accounting on (on - BK/1l0ueHME OTMPaBKM COOOLLEHNIA
"Accounting" Ha RADIUS-cepsep. No ymonuyaHuio - off)

HaCTpOﬁKa orgenbHoro RADIUS-cepBepa ANA akKayHTUHra:

WOP-12ac-LR# set bss wlanObssvapO0 radius-separate-auth-acct on (on - cnonb3oBaHue OTAENLHOIO
RADIUS-cepBepa a1 akkayHTUHra. NMapamMeTp MOXeT npuHMMaTh 3HavyeHus: on, off. Mo ymonyaHuio - off)
WOP-12ac-LR# set bss wlanObssvap0 radius-acct-ip 192.168.1.200 (192.168.1.200 - IP-agpec RADIUS-
cepBepa A5 akKayHTUHra)

WOP-12ac-LR# set bss wlanObssvapO0 radius-acct-key secret (secret - kntoy nogkstoueHnsa k RADIUS-cepeepy
ONA aKKayHTUHra)
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HacTpolika pe3epBHbix RADIUS-cepBepoB:

WOP-12ac-LR# set bss wlanObssvap0 radius-backupone-ip 192.168.1.101 (192.168.1.101 - IP-afpec
pe3epsBHOro RADIUS-cepBepa-1)

WOP-12ac-LR# set bss wlanObssvap0 radius-backupone-key eltex1 (eltex1 - knto4 4719 NOAKNHOYEHUS K
pesepsHOMY RADIUS-cepsepy-1)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backupone-acct-ip 192.168.1.201 (192.168.1.201 - IP-agpec
pe3epsBHOro RADIUS-cepBepa-1 AN akkayHTUHra)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backupone-acct-key secretl (secretl - k/1t04 MOAK/THOHEHUS K
pe3epBHOMY RADIUS-cepBepy-1 A/15 akkayHTUHIa)

WOP-12ac-LR# set bss wlanObssvap0 radius-backuptwo-ip 192.168.1.102 (192.168.1.102 - IP-agpec
pe3epBHOro RADIUS-cepBepa-2)

WOP-12ac-LR# set bss wlanObssvap0 radius-backuptwo-key eltex2 (eltex2 - knto4u 4na NOAKIOYEHNA K
pe3epsHOMY RADIUS-cepBepy-2)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backuptwo-acct-ip 192.168.1.202 (192.168.1.202 - |IP-agpec
pe3epBHOro RADIUS-cepBepa-2 A1 akkayHTUHra)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backuptwo-acct-key secret2 (secret2 - kK/1t04 NOAKNHOUEHNSA K
pe3epBHOMY RADIUS-cepBepy-2 A/151 aKKayHTUHIa)

WOP-12ac-LR# set bss wlanObssvap0 radius-backupthree-ip 192.168.1.103 (192.168.1.103 - IP-aapec
pe3epBHOro RADIUS-cepBepa-3)

WOP-12ac-LR# set bss wlanObssvap0 radius-backupthree-key eltex3 (eltex3 - k1104 4519 nogxNOYEHNS K
pe3epsHOMY RADIUS-cepsepy-3)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backupthree-acct-ip 192.168.1.203 (192.168.1.203 - IP-agpec
pe3epBHOro RADIUS-cepBepa-3 418 akkayHTUHra)

WOP-12ac-LR# set bss wlanObssvapO0 radius-backupthree-acct-key secret3 (radius-key eltex - k/itou
NOAK/IYEHMA K pe3epBHOMY RADIUS-cepBepy-3 A1 akKayHTUHra)

5.6.3.4 Hacmpolika VAP ¢ nopmasibHol asmopu3ayuel
[ns Toro, 4To6bI HacTpouTb VAP € nopTanbHON aBTopmnsaumneli, Heo6xoaMmo:

1. Cosgatb VAP 6e3 wndpoaHus (kak aTo caenatb noapo6bHo onucaHo B 6/1oke Hactpoiika VAP 6e3
WwrcpoBaHuA).

2. HacTtpouTb noptasl Ha Touke gocTyna.

3. HazHauuTb nopTas Ha HaCTPOEHHbIN paHee VAP.
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5.6.3.4.1 HacrTpolika noptana

[ns Hactpoiikm Captive Portal Ha VAPO Ha Radio 1 He06Xx04MMO BHOCUTb M3MEHEHWSA B paHee CO3aHHbIi
wabnoH noptana — cp-instance wlanObssvap0. Ecnu TpebyeTcs HacTpouTb nopTan, Hanpumep, 418 VAPS Ha
Radio 2, To pegakTtupoBartb Heo6xoAnMo WabnoH noptana nog umeHem — wlan1bssvap5.

B npumepe paccmoTpum HacTpoiiky noptana ans VAPO Ha Radio 1.

Mpumep HacTpoiiku noptana wlanObssvap0

WOP-12ac-LR# set captive-portal mode up (up - Bk/itoueHue Captive Portal. lMapameTp MOXET NpUHUMATh
3HayeHus: down, up. Mo ymonyaHuio - down)

WOP-12ac-LR# set cp-instance wlanObssvapO0 global-radius off (off - BbiktOUeHMe UCNo/b30BaHNSA
HacTpoek Global RADIUS gns gaHHoro noptana. lNMapameTp MOXeT npuHMMaTth 3HavyeHus: off, on. o
ymonyaHuio - off)

WOP-12ac-LR# set cp-instance wlanObssvapO0 radius-ip 192.168.1.100 (192.168.1.100 - IP-aapec OCHOBHOrO
RADIUS-cepBepa)

WOP-12ac-LR# set cp-instance wlanObssvapO0 radius-key eltex (eltex - k104 A/151 NOAKNHOUEHNA K
ocHoBHOMY RADIUS-cepBsepy)

WOP-12ac-LR# set cp-instance wlanObssvapO0 radius-domain portal.service.root (enterprise.service.root -
[OMeH nosib3oBaTens)

WOP-12ac-LR# set cp-instance wlanObssvapO0 radius-accounting on (on - BK/1l0O4Y€HME OTNPaBKN COOBLLEHWI
"Accounting" Ha RADIUS-cepBep. NapaMeTp MOXET NpuHUMaThb 3HavyeHus: off, on. Mo ymosiyaHuto — on)
WOP-12ac-LR# set cp-instance wlanObssvap0 radius-acct-periodic on (on - Bk/1l04EHVE NEPUOAMNYECKON
oTnpaBky cO06LLEHNI «Accounting» Ha RADIUS-cepsep. MNapameTp MOXeT npuHumathb 3HadeHus: off, on. o
YMOJT4aHNIO - on)

WOP-12ac-LR# set cp-instance wlanObssvapO0 radius-acct-period 60 (60 - HTEpBas1 NEPUOANYECKON
OTNpaBKM co0bLeHNI «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuio - 30)

WOP-12ac-LR# set cp-instance wlanObssvap0 external up (up - Bk/ltoueHMe nepeHanpasieHns
No/b30BaTes 1A Ha BHELLHWI BUPTYaUibHbIM nopTas. MapaMeTp MOXeT NpuHMMaThb 3HavyeHus: up, down. Mo
YMOJTHaHWIO — up)

WOP-12ac-LR# set cp-instance wlanObssvap0 external-url http://192.168.1.100:8080/eltex_portal/ (URL
BMPTYaUIbHOIo nopTasia, Ha KoTopblii ByaeT nepeHanpas/ieH NoNb30BaTelb NPU NOAKMHYEHUN K
6ecnpoBogHOl ceTn)

WOP-12ac-LR# set cp-instance wlanObssvap0 admin-mode up (up - BKto4eHne paboTbl BUPTYasIbHOIO
noprtasna. NMapameTp MOXET NPUHMMATbL 3Ha4YeHUs: up, down. o ymonyaHuio - down)

5.6.3.4.2 Tpusaska noptasnia k VAP

Mo ymon4yaHuio noptasn ¢ MMeHeM KOHKpeTHoro VAP npuesasaH Kk gaHHoMy VAP, HO MOXHO npuBsa3aTb nopran K
Heckonbknum VAP. Hke npeactaBneH npumep npuessku noptana ¢ umeHem wlanObssvap0 k VAP3 Ha Radio 2.

WOP-12ac-LR# set cp-vap vap3 with radio wlan1 cp-instance-name wlan0ObssvapO0 (npvBsa3ka noprtasia c
nMmeHeM wlanObssvap0 K VAP3 Ha Radio 2)

Takxe MOXHO NpuBsi3aTb NOPTasT OAHOBPEMEHHO K ABYM OHOMMEHHbIM VAP, pacnonoXeHHbIM Ha BCeX
pagnovHTepdelicax Touku gocTyna.

WOP-12ac-LR# set cp-vap vap1l cp-instance-name wlanObssvap0 (0gHOBpeMeHHas nNpuBA3Ka noprtasna c
nMmeHeM wlanObssvap0 K VAP1 Ha Radio 1 n VAP1 Ha Radio 2, n Ha VAP0 Radio3)
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5.6.3.5 [fononHumerbHble Hacmpoliku VAP

Ha3HaueHue VLAN ID Ha VAP

WOP-12ac-LR# set vap vap0 with radio wlan0 vlan-id 15 (15 - Homep VLAN, HazHa4yeHHbIn Ha VAPO Radiol)

WOP-12ac-LR# set vap vapO0 vlan-id 15 (15 - Homep VLAN, HasHa4yeHHbIi 0gHOBpEMEHHO Ha VAPO Radiol 1 Ha
VAPO Radio2, n Ha VAP0 Radio3)

OrpaHuyeHne KOMM4ecTBa KJIMeHTOB, OHOBPEMEHHO NOAK/MIOYEHHbIX K VAP

WOP-12ac-LR# set bss wlanObssvap0 max-stations 150 (150 - orpaHuyeHue no Kosnm4ecTBy
KNMEeHTOoB. MNapameTp MOXEeT NPUHUMAaTh 3HaYeHNs: oT 0 40 200, rae 0 - orpaHnYeHne BbIKoYeHo. Mo
ymMosiyaHuio - 0)

BkntroueHue Minimal Signal u Roaming Signal

WOP-12ac-LR# set bss wlanObssvap0 min-signal-enable on (on - BkntoueHne dpyHkumoHana minimal signal.
[na BoiknoveHus seegute off. Mo ymonyaHuto: off)

WOP-12ac-LR# set bss wlanObssvap0 min-signal -75 (-75 - moporosoe 3HaueHue RSSI, npy AOCTUXEHUN
KOTOPOro Toyka foctyna byaeTt oTk/o4vaTb kaveHTa ot VAP. MapameTp npuHMMaeT 3HayeHus ot -100 o -1
ABMm)

WOP-12ac-LR# set bss wlanObssvap0 check-signal-timeout 10 (10 - nepvog BpeMeHu B CeKyHAax, no
NCTEYEeHNN KOTOPOro NPUHUMAaETCs peLleHre 06 OTK/TIYEHUN KITMEHTCKOro 0b6opyaoBaHus ot
BUPTYyaUibHOW ceTu. Mo ymonyaHuio: 10)

WOP-12ac-LR# set bss wlanObssvap0 roaming-signal-limit -70 (-70 - noporosoe 3HayeHue RSSI, npu
[LOCTMDKEHMM KOTOPOro NPOUCXOAUT NepeksitoveHne KNMEeHTCKOro 060pyA0BaHns Ha OPYryt TOUKY
poctyna. NapameTp NpyHMMAaET 3Ha4YeHUs oT -100 Ao -1 Abm)

MapameTp roaming-signal-limit go/mkeH 6bITb HWXKe, YeM min-signal: ecnn min-signal = -75 abwm, TO
roaming-signal-limit fo/keH 6bITb paseH, Hanpumep, -70 4bm)

BkntoueHue VLAN Trunk Ha VAP

WOP-12ac-LR# set bss wlanObssvap0 tagged-sta-mode on (on - BkntoveHue VLAN Trunk Ha VAPO Radio 1.
[na otknioveHusa seegute - off)

[ns Toro, 4To6bI TErMPOBaHHbIN Tpaduk NnepegaBasiCs B CTOPOHY K/IMeHTa He06X0AUMO Ha
pagnovHTepdelice 0603Ha4UnTL HoMepa VLAN, KOTopblie MOryT NPOXOAUTb Yepes paanonHTepdeiic.
Homepa VLAN HyXHO yka3aTtb B napametpe vlan-list.

Mpumep HacTpoiiky vlan-list Ha Radio 1:

WOP-12ac-LR# set radio wlan0 vlan-list '10;4033' (10 1 4033 - Homepa VLAN. MakcumMasibHoe BO3MOXHOe
KonnyecTsBo VLAN B crimcke: 20)
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BkntoueHune General VLAN Ha VAP

WOP-12ac-LR# set bss wlanObssvap0 general-vlan-mode on (on - BkntoueHue General VLAN Ha VAPQ Radio 1.
Ons otknoveHnsa eeeante - off)
WOP-12ac-LR# set bss wlanObssvap0 general-vlan-id 12 (12 - Homep General VLAN)

BkitoueHne CKpbIToro SSID

WOP-12ac-LR# set bss wlanObssvapO0 ignore-broadcast-ssid on (on - BktoueHne ckpbiToro SSID Ha VAPO
Radio 1. 1nAa oTkNtoueHus seegute - off)

BknroyeHue nsonsaymm KnmeHTos Ha VAP

WOP-12ac-LR# set bss wlanObssvap0 station-isolation on (on - BktoUeHMe U30M1ALMM KTUEHTOB Ha VAPO
Radio 1. 1na oTk/toueHnsa seeguTte - off)

HacTtpoiika VLAN Priority Ha VAP

WOP-12ac-LR# set vap vap0 with radio wlan0 vlan-prio 6 (6 - npnoputeT DSCP, KOTOpbI 6yaeT
npuceamBaTbCs TpaduKy, NOsTly4EHHOMY OT KNIMEHTA, NOAK/IYEHHOro K VAPO Radio 1. Mo ymonyaHuio: 0)

WOP-12ac-LR# set vap vapO0 vlan-prio 6 (6 - npnoputeT DSCP, KOTOPbI ByAeT NpucBanBaTbCa Tpaduky,
nosly4eHHOMY OT K/iMeHTa, nogktoueHHoro K VAPO Radio 1 nnn kK VAPO Radio 2, nnv k VAPO Radio 3. o
yMon4aHuio: 0)

HacTpolika DSCP Priority Ha VAP

WOP-12ac-LR# set bss wlanObssvap0 dscp-prio 0 (0 - aHanM3 npuopuTeTa 13 nons CoS (MpoTokon 802.1p)
TernpoBaHHbIX NakeToB Ha VAPO Radiol. Ans aHanu3a npuoputeta 13 nons DSCP 3aronoska |P-naketa
BBeauTe - 1)

HacTtpoiika TalimayTa HeakTUBHOCTM STA Ha VAP

WOP-12ac-LR# set bss wlanObssvap0 sch-timeout 30 (30 - nepnog, BpemMmeHn B cekyHAaax, o NcteveHunm
KOTOPOro NpUHUMaeTcs pelleHne 06 OTK/IIYEHUN KNTMEHTCKOro 06opyaoBaHns ot VAP. 0 - He
ncnonb3oBatb TamayT Ha VAP. o ymonyaHuio - 0)
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5.6.4 Hactporika WDS
Mpumep HacTpolikn WDS Ha Radio 1.

Mepepn HenocpeacTBEHHOM HacTpoikoit WDS Ha Toukax AocTyna Heo6XxoAMmo: HaCTPOUTb paanonHTepdelic n
VAP.

MpepBapuTenbHas HacCTpPoOMKa

WOP-12ac-LR# set bss wlan0 bssvapO0 status up (up - BkntoueHue VAPO Ha Radio 1)

WOP-12ac-LR# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexuma paboTbl pagmnonHTepdeiica,
NnocpeACcTBOM KOTOPOro YCTPOMCTBO OYAET NOAKIYATLCA K TOUKE AOCTyNa B peXxume KnneHTta. Pexmm
paboTbl JO/MKEH COBNagaTb C PeXMMOM paboTbl Ha TOUKe JOCTyna)

WOP-12ac-LR# set radio wlan0 channel-policy static (static - BbIk/1l04EHNE YHKLUMOHANA
aBTOMaTN4ecKoro Bbibopa KaHana)

WOP-12ac-LR# set radio wlan0 static-channel 144 (144 - HOMep CTaTU4YECKOro KaHasa, Ha KOTOPOM
paboTaeT TouKa [OCTyna, K KOTOPOo ByAeT NOAKIYATLCA AaHHOe YCTPOMCTBO B peXxnme KneHTa)
WOP-12ac-LR# set radio wlan0 n-bandwidth 20 (20 - luprHa kaHana, Ha KOTOpPoOM paboTaeT TouKa
[ocCTyna, K KOTOpoil 6yAeT NoAkIYaTbCcs AaHHOe YCTPOMCTBO B peXnme K/MeHTa)

WOP-12ac-LR# set interface wlan0 ssid WDS (WDS - Ha3BaHMe 6ecnpoBofHo ceTh Ha VAPO Radio 1)
WOP-12ac-LR# set interface wlan0 security wpa-personal (wpa-personal - pexxum LUMdpoBaHus)
WOP-12ac-LR# set interface wlan0 wpa-personal-key 12345678 (123456789 - napo/sib 6€CnNpoBOAHON CETU.
[omkeH cogepxarb OT 8 10 64 CMMBOJ10B)

Bcero Ha Touke MoXHO HacTpouTb 8 WDS-coeanHeHunin. WDS-nHTepdelicbl Ha TOUKE UMEHYHOTCS C/eAyHLWmUm
o6paszom: wlanOwdsX, rae X — uncno ot 0 go 7.

Hwxke npeactaBneHbl npuMep HacTpoiikn WDS 6e3 wmndpoBaHusi n ¢ TMNOM WNpoBaHust wpa-personal Ha
nHtepdeice wlanOwds0.

HacTtpoiika WDS 6e3 wuncpoBaHusa

WOP-12ac-LR# set interface wlanOwds0 radio wlan0 (wlan0 - BbI6oOp MHTepdoeiica yCTponcTBa, KOTOPbIl
6yfeT ncnonb3oBarbca 415 noctpoeHnsa WDS. MNapameTp npyHuMaeT 3HavyeHus: wlan0, wlanl, wlan2)
WOP-12ac-LR# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:CO (A8:F9:4B:B7:8B:C0 - MAC-agpec
paavouHTepdpeica Toukn 4OCTyna, C KOTOPOW NpeAycmaTrpmuBaeTcs coBMecTHas pabota. MAC-agpec
paavouHTepdpeiica ykasaH B BbIBOAE KOMaHbl get interface wlanX, rae X - Homep 6ecnpoBO4HOro
nHTepdeiica: 0 - Radio 1; 1 - Radio 2; 2 - Radio 3)

WOP-12ac-LR# set interface wlanOwdsO0 status up (up -Bk/itoueHne WDS Ha Touke goctyna. 41
BbIK/TlOYEHUNS BBeAuTe — down)
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HacTtpovika WDS ¢ wpa-personal

WOP-12ac-LR# set interface wlanOwds0 radio wlan0 (wlan0 - BbI60Op nHTepdieiica yCTponcTBa, KOTOPbI
6yaeT ucnonb3oBaTbca AN noctpoeHns WDS. MNMapameTp npuHUMaeT 3HayveHus: wlan0, wlanl, wlan2)
WOP-12ac-LR# set interface wlanOwds0 remote-mac A8:F9:4B:B7:8B:CO0 (A8:F9:4B:B7:8B:C0 - MAC-anpec
pagnovHTepderica Toukn [OCTyna, C KOTOPOW NpegycMarpuBaeTca coBMecTHas pabota. MAC-agpec
paavouHTepdpeiica ykasaH B BbIBOAE KOMaHbl get interface wlanX, rae X - Homep 6ecnpoBOAHOro
nHtepdeica:0 - Radio 1; 1 - Radio 2; 2 - Radio 3)

WOP-12ac-LR# set interface wlanOwds0 wds-ssid WDS (WDS - nms SSID An18 NOCTPOEHUS LWNOPOBaHHOIO
WDS)

WOP-12ac-LR# set interface wlanOwds0 wds-security-policy wpa-personal (wpa-personal - pexum
LWdIpOBaHNSA)

WOP-12ac-LR# set interface wlanOwds0 wds-wpa-psk-key 12345678 (12345678 - WPA-ko4. [InmHa knova
COCTaB/ISIET OT 8 [10 63 CUMBOJ10B)

WOP-12ac-LR# set interface wlanOwdsO0 status up (up -Bk/itoueHne WDS Ha Touke goctyna. 4
BbIK/IIOYEHNS BBEAMTE — down)

5.6.5 Hactpoliika WGB
Mpumep HacTpolikn WGB Ha Radio 1.

Mepen HenocpeAcTBEHHOI HacTpoiikoii WGB Ha Touke AocTyna Heo6xoAuMOo: HaCTPOUTbL pagnonHTepdeiic
Toukm n VAP.

MNpeaBapuTenbHasA HacTPoiika

WOP-12ac-LR# set bss wlanObssvap0 status up (up - BkntoueHune VAPO Ha Radiol)

WOP-12ac-LR# set radio wlan0 mode a-n-ac (a-n-ac - ycTaHOBKa pexvma paboTbl pagmonHTepgeiica,
nocpeacTBOM KOTOPOro YCTPOMCTBO OyAET NOAKAHATLCA K TOUKE AOCTyNa B peXxume KnneHTta. Pexmm
paboTbl AO/MKEH COBMNagaTh C PEXMMOM paboThl HA TOYKE A0CTYNa)

WOP-12ac-LR# set radio wlan0 channel-policy static (static - Bbik/1l04eHNEe pyHKUMOHaNa
aBTOMaTN4eCcKoro Bblibopa kaHana)

WOP-12ac-LR# set radio wlan0 static-channel 144 (144 - HOMep CTaTU4eCKOro KaHasia, Ha KOTOPOM
paboTaeT Touka AOCTyna, K KOTOpPOoi ByAeT NoAKAYATbLCA AaHHOE YCTPOMCTBO B PEXUME K/IMEHTA)
WOP-12ac-LR# set radio wlan0 n-bandwidth 20 (20 - WwnprHa kaHana, Ha KOTopom paboTaeT Touka
[0CTyna, K KOTOpoi 6yAeT NoAKIYaTbCA AaHHOe YCTPOMNCTBO B PEXMME K/IMEHTA)

WOP-12ac-LR# set interface wlan0 ssid WGB (WGB - Ha3BaHue 6ecnpoBoaHol ceTn Ha VAPO Radio 1)
WOP-12ac-LR# set interface wlan0 security wpa-personal (wpa-personal - pexxum LwndypoBaHus)
WOP-12ac-LR# set interface wlan0 wpa-personal-key 12345678 (123456789 - naposib 6€CnNpOBOAHOI CETH.
[omkeH cogepxaTb OT 8 0 64 CMMBOJ10B)

Mocne npoBefeHVsa NpeaBapuTeNbHOM HACTPOKM HEOBXOAMMO HaCcCTpouTbL NapameTpsl "Upstream Interface” —

nHTepdeinc ANs NOAKIYEHMS K TOUKE [OCTYNa B peXxvMe KaveHTa. Huke paccMoTpeHbl npumepsbl
HacTpoiikm "Upstream Interface” WGB ¢ pasnuuHbiMmn Tunamu wWndpoBaHus.
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5.6.5.1 Hacmpolka Upstream Interface

HacTtpoiika WGB 6e3 wudpoBaHus

WOP-12ac-LR# set wgbridge radio wlan0 (wlan0 - BbiI6Op nHTEpdhelica yCTpoCTBa, KOTOPbI 6yaeT
NCnosib30BaTbCA OJ/15 NOAK/YEHNS K TOUKe gocTyna. MNapameTp npuHumaet 3HadeHns: wlan0, wlanl,
wlan2)

WOP-12ac-LR# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - Ms1 6ecnpoBOAHOI CETU, K KOTOPOIA
Heo6Xx04MMO NOAKIUYNTLCA YCTPOMNCTBOM B peXUME KINEHTA)

WOP-12ac-LR# set wgbridge wgbridge-mode up (up -BkntoueHne pexrma WGB Ha Touke goctyna. Ans
BbIK/IIOYEHNS BBEAMTE — down)

WOP-12ac-LR# set wg-bridge-upstrm security plain-text (plain-text - pexum wndpoBaHus. NMapameTp
NPUHUMAaET 3HAYEHUA: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac-LR# set wg-bridge-upstrm roam-threshold -85 (-85 - MVHMMa/IbHbI YPOBEHb CUTHasIA OT TOUKN
AocTyna, Npu KOTOPOM MPOUCXOAUT NOAK/IHOYEHME K TOUKE)

WOP-12ac-LR# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosnb3yemblit Ha Touke gocTtyna. o
yMon4aHuio: 1)

HacTtpoiika WGB ¢ wpa-personal

WOP-12ac-LR# set wgbridge radio wlan0 (wlan0 - BbI6Op MHTephelica yCTpOoCTBa, KOTOPbIN 6yaeT
NCnosib30BaTbCA OJ/15 NOAK/HYEHNS K TOUKe gocTyna. MapameTp npuHumaet 3HadeHus: wlan0, wlanl,
wlan2)

WOP-12ac-LR# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nms 6ecrnpoBOAHOI ceTn, K KOTOPOW
Heo6X04MMO NOAKIUYNTLCA YCTPONCTBOM B PEXUME KIMEHTA)

WOP-12ac-LR# set wgbridge wgbridge-mode up (up -BkntoueHne pexuma WGB Ha Touke goctyna. Ans
BbIK/IIOYEHNS BBEAMTE — down)

WOP-12ac-LR# set wg-bridge-upstrm wpa-personal-key 12345678 (12345678 - Napo/ib, HEOGXOANMbIV ANs
aBTOpM3aLMn Ha ToUke aocTtyna.. [lo/mkeH cogepxarb OT 8 10 64 CMBOJI10B)

WOP-12ac-LR# set wg-bridge-upstrm security wpa-personal (wpa-personal - pexvm wnposaHus.
MapameTp NpUHUMAET 3Ha4YeHKs: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac-LR# set wg-bridge-upstrm roam-threshold -85 (-85 - MYHUMa/IbHbIV YPOBEHb CUTHasIa OT TOYKM
AocTyna, Npu KOTOPOM NPOUCXOAUT NOAK/OYEHME K TOUKE)

WOP-12ac-LR# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosb3yemblil Ha Touke goctyna. o
yMO4aHuio: 1)
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HacTtpoiika WGB ¢ wpa-enterprise

WOP-12ac-LR# set wgbridge radio wlan0 (wlan0 - BbI6GOp MHTepchelica yCTpolicTBa, KOTOpbIn 6yaeT
NCNob30BaTbCA A5 NOAKIOYEHNS K TOUKe gocTyna. MapameTp npuHuMaet 3HaveHus: wlan0, wlanl,
wlan2)

WOP-12ac-LR# set wg-bridge-upstrm ssid AP-ssid (AP-ssid - nms 6ecrnpoBOAHO CceTn, K KOTOPOW
Heo6Xx04MMO NOAKIUNTLCA YCTPONCTBOM B PEXUME KIMEHTA)

WOP-12ac-LR# set wgbridge wgbridge-mode up (up -BkntoueHne pexuma WGB Ha Touke goctyna. Ans
BbIK/IIOYEHNS BBEAMTE — down)

WOP-12ac-LR# set wg-bridge-upstrm security wpa-enterprise (wpa-enterprise - pexum LM POBaHUS.
MapameTp NpMHMMAaET 3HaYeHVs: wpa-personal, wpa-enterprise, plain-text)

WOP-12ac-LR# set wg-bridge-upstrm eap-user client (client - nmA nonb3oBarensa, nCNonbL3yemMoe npu
asTopu3auuu Ha RADIUS-cepsepe)

WOP-12ac-LR# set wg-bridge-upstrm eap-password clientspassword (clientspassword - naposnb
nosb30BaTesis, UCNo/b3yeMblli NpU aBTopm3aummn Ha RADIUS-cepepe)

WOP-12ac-LR# set wg-bridge-upstrm roam-threshold -85 (-85 - MYHUMa/IbHbIV YPOBEHb CUTHasIA OT TOUKM
[0CTyna, Nnpu KOTOPOM NPOUCXOAUT NOAK/OYEHME K TOUKE)

WOP-12ac-LR# set wg-bridge-upstrm eap-method peap (peap - BbIGOP NpOTOKONA ayTEHTUIMKAL NN,
MapameTp NpUHMUMAET 3HAYEHNS: peap, tls)

WOP-12ac-LR# set wg-bridge-upstrm vlan-id 15 (15 - Homep VLAN, ncnosb3yemblil Ha Touke goctyna. o
yMO/TYaHmto: 1)

Mpn HEO6XOAMMOCTM MOXHO NPOM3BECTUN HACTPOIiKY MHTepdeiica "Downstream Interface", BbicTynatoLero B
KauecTBe TOYKM A0CTyna A/1s NOAKNHUYEHUS] KIIMEHTCKMUX YCTPOCTB.

5.6.5.2 Hacmpolka Downstream Interface

HacTpolika "Downstream Interface" c wpa-personal

WOP-12ac-LR# set wg-bridge-dwstrm ssid Client-ssid (Client-ssid - umsa 6ecnpoBofHO ceTu, K KOTOPOA
Heo6X0AMMO NOAKNIOUNTLCSA YCTPONCTBOM B pEXUME KIIMEHTA)

WOP-12ac-LR# set wg-bridge-dwstrm wpa-personal-key 12345678(12345678- naposb 4J/19 NOAKNHOUEHUS K
6ecnpoBoAHOl CeTH)

WOP-12ac-LR# set wg-bridge-dwstrm security wpa-personal (wpa-personal - pexxum wndposaHus. Ans
co3pgaHus SSID 6e3 pexnma wndposaHmsa BeeanTe - plain-text. NapameTp NnpuHUMaeT 3HaYeHUsA: wpa-
personal, plain-text)

WOP-12ac-LR# set wg-bridge-dwstrm ignore-broadcast-ssid off (off - Bbik/10ueHne pexvima ckpbiToro SSID.
[na BKNIOYEHUA pexrmMa BBeguTe - on)

WOP-12ac-LR# set wg-bridge-dwstrm vlan-id 15 (15 - Homep VLAN, B KOTOPOM OyAEeT nepegasarbca
ceTeBol TpaduK A48 AaHHOW ToUkM gocTyna. Mo ymonyaHumio: 1)

WOP-12ac-LR# set wg-bridge-dwstrm status up (up - BkntoueHne Downstream Interface. 15 BbIKtOYEHMSA
BBeauTe - down)

5.6.5.3 Hacmpotiika WGB-ARP-Timeout

HacTpoiika WGB-ARP-Timeout

WOP-12ac-LR# set wgbridge wgh-arp-timeout 5 (5 - BpeMs Xu13HK 3anucu B ARP-Tabnuue pexnma WGB.
MapameTp NpYHMMAET 3Ha4yeHne oT 1 40 1440 MUHYT. [10 yMOMYaHUIO — 5 MUHYT)
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5.6.6 Hactpolika Radar

Radar o6ecneunBaet c6op MAC-aapecoB Bcex Nosib3oBaTe/IbCKMX YCTPONCTB, Nonajatowmx B 30Hy AeCTBUA
TOYKKM JOCTyna, paboTatoLlein B pexmme Radar.

Mpwn BKIOYEHUN pexxnma active Touka JocTyna He MOXeT npefoctasnaTe yenyry Wi-Fi. B gaHHOM pexume
TOYKa [0CTyna BeCb pecypc BpeMeH! 3aHMaeT CKaHMPOBaHUEM Ha BCEX AOCTYMNHbIX KaHasiax.

Mpwn BKIOUEHUN pexxnma passive cepsuc Wi-Fi goctyneH. B faHHOM pexunme CKkaHMpoBaHue Nponucxoant
TO/IbKO Ha pabouunx kaHanax, Kotopble HacTpoeHbl Ha Radio1/2, nepekoueHns Ha Apyrue kaHasbl He
NMPOUCXOANT.

HacTpolika Radar

WOP-12ac-LR# set radar radar-service up (up - ctaryc pexuma Radar. o ymonyaHuto - down)
WOP-12ac-LR# set radar radar-service-url http://<host>:<port>/ (http://<host>:<port>/ - URL Konnektopa
cbopa MAC-agpecoB. MOXeT ObITb 3a4aH Yepe3 NPoTokos MQTT - mqtt://<host>:<port>/)

WOP-12ac-LR# set radar mqtt-username username (username - M Mosnib3oBarens. 1o ymonyaHuto -
username)

WOP-12ac-LR# set radar mqtt-password password (password - naposb. 1o ymonyaHuio - password)
WOP-12ac-LR# set radar mqtt-topic eltex-radar (eltex-radar - kKaHan oTApaBKU U NOYYEHUSA COOOLLEHWIA
mMexay yctponcteamu. Mo ymonyaHuto - eltex-radar)

WOP-12ac-LR# set radar radar-mode passive (passive - pexxum naccmBHoro c6opa MAC-agpecos. Mo
yMon4aHuto - active)

WOP-12ac-LR# set radar scan-interface wlan_2g (wlan_2g - nepeueHb MHTepPdENCOB, HA KOTOPbIX 3anyLleH
pexum Radar. MNapameTp npuHumaet 3HaveHus: wlan_2g/wlan_5g/all. Mo ymonyaHuto - all)

WOP-12ac-LR# set radar send-interval 1 (1 - HTEpBan OTNPaBKN AaHHbIX Ha KonekTop. Mapamertp
NnpvHUMaeT 3HavyeHune oT 1 0 3600. 10 yMoNn4aHuio - 5)

WOP-12ac-LR# set radar list-size 255 (255 - pa3mep 6ydepa ang HakonneHus 3anuceii o MAC-agpecax
KNMeHToB. MNapameTp NpuHUMaeT 3HayeHue oT 255 A0 65535. 10 ymondaHuio - 1000)

WOP-12ac-LR# set radar mgmt-probe on (on - nony4yeHne nHgopmMaummn oT NakeToB probe request. Mo
YMOJIYAHUIO — on)

WOP-12ac-LR# set radar mgmt-assoc off (off - nonyuyeHne nHopmaymm oT nakeTos assoc/disassoc, auth/
deauth. No ymonuaHuio - off)

WOP-12ac-LR# set radar data off (off - nonyuyeHme nHgopmaunmn n3 Nosb30BaTENLCKOrO Tpaduka B
adoupe. Mo ymonuaxuio - off)

WOP-12ac-LR# set radar scan-channel-timeout 100 (100 - BpeMS Ha CKaHMpPOBaHMEe OAHOr0 KaHasa.
MapameTp NpuHMUMAaEeT 3HaYeHne oT 100 40 60000. Mo ymonyaHuio - 200)

WOP-12ac-LR# set radar scan-channel-2g 1 (1 - kKaHan 4119 CKaHMpPOBaHUA B AnanasoHe 2.4 'y, ecnn 0, TO
CKaHUPYHTCS BCe QOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WOP-12ac-LR# set radar scan-channel-5g 36 (36 - KaHaN A/15 CKaHNUPOBaHWs B AnanasoHe 5Ty, ecnn 0, To
CKaHUPYHTCS BCe JOCTYMHble KaHasbl. [10 ymonyaHuio - 0)

WOP-12ac-LR# set radar scan-channel-list-2g "1 2 3" ("1 2 3" - cnNNCOK KaHa/10B A1 CKAHNUPOBaHWs B
AvnanasoHe 2.4 Ty, MapameTp npMHUMaeT 3HavyeHue ot 1 4o 13. 115 paboTbl cnucka Heo6xo4MMo, YTOObI
napameTp scan-channel-2g 66111 paBeH 0)

WOP-12ac-LR# set radar scan-channel-list-5g ""36 40 44" ("36 40 44" - CNCOK KaHa/10B A/151 CKaHMPOBaHUSA
B AvanasoHe 5 Ty, MapameTp npuHUMaeT 3HavyeHne ot 36 A0 165. /15 paboTbl cnucka Heobxo4Mmo,
yTo6bI NapameTp scan-channel-5g 6bi/1 paBeH 0)

WOP-12ac-LR# set radar scan-min-signal -65 (-65 - MMHUMa/1bHbI NOPOr ypPoBHSA RSSI. Mo ymonyaHuto - 0)
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5.6.7 CucTemHble HaCTPOWKM

5.6.7.1 O6HosneHue NO ycmpolicmsa

€ He oTknouaiitTe nUTaHue YCTpOWiCTBa 1 He BbIMOMHSANTE Nnepe3arpy3ky yCTPocTBa B npouecce
o6HoBeHusa MNo!

[nsa o6HoBneHns MO no npotokony TFTP 3arpy3ute Ha TFTP-cepsep thaiin npowwvskn WOP-12ac-
LR-1.22.X.X.tar.gz v BbINO/IHATE KOMaHAy:

O6HoBneHue MO Toukn goctyna no TFTP

WOP-12ac-LR# firmware-upgrade tftp://<IP-agpec tftp-cepBepa>/<HazBaHue cainna MNO=> (npumep:
firmware-upgrade tftp://192.168.1.100/WOP-12ac-LR-1.22 X.X.tar.gz

[nsa o6HoBneHns MO no npotokony HTTP 3arpy3nte Ha HTTP-cepsep ain npowmnskn WOP-12ac-
LR-1.22.X.X.tar.gz v BbINO/IHATE KOMaHAbI:

O6GHoBneHue MO Toukn goctyna no HTTP

WOP-12ac-LR# set firmware-upgrade upgrade-url http://<IP-agpec http-cepBepa>:[nopTt]/<HazBaHue
chaiina NO> (npumep: set firmware-upgrade upgrade-url http://192.168.1.100:8080/WOP-12ac-
LR-1.22.X.X.tar.gz)

WOP-12ac-LR# set firmware-upgrade start yes (komaHga ansa Hadana o6HosneHus Mo)

MNepekntoueHne Ha pe3epBHY0 Bepcuto MO Touku gocTyna

WOP-12ac-LR# firmware-switch

5.6.7.2 YnpasneHue KoHpuzypayuel ycmpolicmsa

C6poc KoHdmrypauum yctpoiictea B aethonTHoe cCOCTossHNE

WOP-12ac-LR# factory-reset

Ckayatb KOHhUrypaumoHHblii cpaiin yctpoiictea Ha TFTP-cepBep

WOP-12ac-LR# config download tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpaiina>.xml (npumep: config
download tftp://192.168.1.100/WOP-12ac-LR.xml)

3arpy3uTtb KOH(pUrypaumoHHblii thpaiin Ha ycTpoiicTBo ¢ TFTP-cepBepa

WOP-12ac-LR# config upload tftp://<IP-agpec tftp-cepBepa>/<HasBaHue cpaina>.xml (npumep: config
upload tftp://192.168.1.100/WOP-12ac-LR.xml)
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5.6.7.3 [epesazpy3ka ycmpolicmsa

KomaHga ansa nepesarpysku ycTpoiicTea

WOP-12ac-LR# reboot

5.6.7.4 Hacmpolika pexxuma aymeHmugukayuu

HacTpoiika ayTeHTucukayum yepes RADIUS

WOP-12ac-LR# set authentication radius-auth-status on (on - BK/iloueHne ayteHTuprkaumm yepes RADIUS.
MapameTp NpUHUMAET 3Ha4veHus: on, off. 1o ymonyaHuio: off)

WOP-12ac-LR# set authentication radius-auth-address <IP-agpec RADIUS-cepBepa> (npumep: set
authentication radius-auth-address 192.168.1.1)

WOP-12ac-LR# set authentication radius-auth-port <nopt RADIUS-cepBepa> (npumep: set authentication
radius-auth-port 1234. o ymonyaHuio: 1812)

WOP-12ac-LR# set authentication radius-auth-password <ksitou gnsi RADIUS-cepBepa> (npumep: set
authentication radius-auth-password secret. Mo ymonuaHuto: password)

o AyTeHTUMLMPOBATL MOXHO TO/LKO NOJIb30BAaTE/IA C UMEHEM, 384aHHbIM B get system username
(no ymonuanuio: admin).
B cnyuae, ecnn RADIUS-cepBep OKaXXeTCsl HeAOCTYNEH, ayTeHTUMKaLUMA NPOAAET NO /IOKa/IbHOM
YUETHOI 3anuncu.

5.6.7.5 Hacmpolika 0ambi U BpEMEHU

KomaHAbl ANs HACTPOIKM CUXPOHU3aLUN BpeMeHu ¢ cepBepom NTP

WOP-12ac-LR# set ntp status up (up - BK/ll04EHME CMHXPOHU3aunn BpemeHn ¢ NTP-cepsepoM. MNapameTp
npuHMMaeT 3HavyeHuns: down, up. 10 yMon4aHuio: up)

WOP-12ac-LR# set ntp server 192.168.1.100 (192.168.1.100 - IP-agpec 0CHOBHOro NTP-cepBepa)
WOP-12ac-LR# set ntp alternative-server ntpl.stratum2.ru (ntpl.stratumz2.ru - JOMEHHOE UMSsI pe3ePBHOr0
NTP-cepBepa-1)

WOP-12ac-LR# set ntp alternative-server2 192.168.1.102 (192.168.1.102 - IP-aapec pe3epBHOro NTP-
cepBepa-2)

WOP-12ac-LR# set ntp interval 3600 (3600 - 3HaueH1e nNapamMeTpa yrnpasieHua NepuoLOoM CUHXPOHU3aUNN
B CekyHAax. NMapameTp npuH1MaeT 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3600)

WOP-12ac-LR# set system time-zone 'Russian Fed. Zone 6 (Novosibirsk; Krasnoyarsk)' (Russian Fed. Zone 6
(Novosibirsk; Krasnoyarsk) - ycTaHOBKa TaliM-30Hbl. 10 ymonyaHuio: 'Russia (Moscow)')
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5.6.7.6 Hacmpotika omnpasku SNMP-mparos

HacTtpoiika otnpaBku SNMP-TpanoB

WOP-12ac-LR# set snmp source-status up (up - BKtoueHne npuHATUS SNMP-3anpocoB TO/IbKO C yKa3aHHbIX
B MapameTpe snmp source aZpecoB. [NapaMeTp NpuHMMaeT 3HavyeHuns: down, up. Mo ymonyaHuio: down)
WOP-12ac-LR# set snmp source 192.168.1.100 (192.168.1.100 - |IP-aipec xocTa, 0T KOTOPOro paspeLleHo
npuHMMaTb SNMP-3anpochl)

WOP-12ac-LR# add traphost host 192.168.1.100 community public host-type ipv4 trap_version snhmpV2
(HacTpolika oTrnpaskn SNMP-TpanoB Bepcun snmpV2, Ha XOCT ipv4 C ip-agpecom 192.168.1.100, 4/15
rpynno! public)

5.6.7.7 Hacmpolka Ping-Watchdog

KomaHabl anAa HacTpoiiku Ping-Watchdog

WOP-12ac-LR# set ping-watchdog status on (on - Bk/toueHne pyHkumoHana Ping-Watchdog. MNapameTp
npuHMmaet 3HadeHus: off, on. Mo ymonyaHuio: off)

WOP-12ac-LR# set ping-watchdog host 192.168.1.1 (192.168.1.1 - IP-aZjpec X0cTa, Ha KOTopbIii 6yayT
oTnpasnAaTbca ICMP-3anpochl)

WOP-12ac-LR# set ping-watchdog ping-interval 300 (300 - MHTepBas1 B CEKyHAAaX MeX/ay oTrnpaBieHnemM
ICMP-3anpocos. NMNapameTp npuHMMaeT 3HadyeHus: 60-86400. [0 ymonyaHuio: 300)

WOP-12ac-LR# set ping-watchdog ping-timeout 1 (1 - nHTEpBaN oXnaaHua oreeta Ha ICMP-3anpoc B
cekyHzax. Ecnv B TeyeHne ykaszaHHOro BpeMeHM Ha oTnpas/ieHHbI ICMP-3anpoc He noslyyYeH OTBeT,
3anpoc cunMTaeTcs HeycrnelHbIM. NMprHuMaeT 3HadyeHus: 1-10. Mo ymonyaHuio: 10)

WOP-12ac-LR# set ping-watchdog startup-delay 300 (300 - HTepBa/1 BpEMEHW B CEKYHZaX, Yepes KOToPbIN
doyHKUMOHan Ping-Watchdog HaunMHaeT paboTy nocse BbINO/IHEHUS CNeAYOLWNX YC/I0BUIA: YCTPOCTBO
Ob1/10 NepesarpyXeHo, 6bl1a n3MeHeHa KoHgurypaums oyHkumoHana Ping-Watchdog, 661710 BbINO/THEHO
OelicTBme, ykazaHHoe B napametpe action. MNpuH1MaeT 3HaYeHns: 60-86400. 3Ha4YeHVE N0 YMONYAHUIO:
300)

WOP-12ac-LR# set ping-watchdog max-retry 3 (3 - KonM4yecTBO HeycneLHbIX ICMP-3anpocos, npu
OOCTVKEHMM KOTOPOTO BbIMNOTHAETCA AeNCTBME, yka3aHHOe B napamMeTpe action. MpuHUMaET 3HaYeHNS:
1-86400. [0 ymonyaHuio: 3)

WOP-12ac-LR# set ping-watchdog action device-restart (device-restart - geiictsue, KoTopoe 6yaet
COBepLUEHHO, KorAa KonmyecTso HeycnellHbix ICMP-3anpocoB AOCTUTHET 3HAYEHWS, YKa3aHHOro B
napameTpe max-retry. MpuHUMaeT 3Ha4eHus: device-restart - nepesarpyska ycTpoincTtsa, ethernet-restart
- nepevHuymanmsauus Ethernet-nHtepdelica, wireless-restart - nepevHuunanusauns pagmonHtTepgeinca.
Mo ymonuyaHuio: device-restart)
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5.6.8 Hactpolika cepsuca APB

KomaHAbl Ans HacTpoiiku cepuca APB

WOP-12ac-LR# set captive-portal mode up (up - akTBMpOBaTh NOAK/IOYEHME K cepBucy APB. MapameTtp
NpYHMMaET 3HavyeHus: up, down. 10 yMon4aHuio: up)

WOP-12ac-LR# set captive-portal roaming-service-url ws://<Agpec cepBuca APB>:8090/apb/broadcast
(Npumep: set captive-portal roaming-service-url ws://192.168.1.100:8090/apb/broadcast)

WOP-12ac-LR# get captive-portal apb-operation-status (komaHaa ons BbiBoga ctaryca cepsuca APB:
connected, not_connected nnu not_running)
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5.6.9 MOHUTOPUHT

5.6.9.1 Wi-Fi knueHmbli

WOP-12ac-LR# get association detail

Property

interface
station
authenticated
associated
authorized
ip-address
hostname
fw-version
board-type
rx-packets
tx-packets
rx-bytes
tx-bytes
tx-rate

rx-rate
tx-actual-rate
rx-actual-rate
tx-modulation
rx-modulation
listen-interval
last-rssi
last-snr

noise
tx-link-quality
tx-rate-quality
tx-link-capacity
tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
client-gos-enabled
bw-Timit-up
bw-T1imit-down
acl-type-up
acl-up
acl-type-down
acl-down
policy-up
policy-down

ts-violate-rx-packets
ts-violate-tx-packets

uptime

identity

domain
supported-channels
using-802.11r

wlanlvapl
62:3b:f9:4d:ac:27
Yes

Yes

Yes

10.24.80.74

HUAWEI_P40_Pro-8lafe9c34a

318
293
64360
158746
156
156

0

0

VHT LDPC MCS8 NSS2 20MHz
VHT LDPC MCS8 NSS2 20MHz

10

-48

44 dB
-92 dBm
100%
100%
100% (not changed)
0

0

0

0
Disabled
0

0

None

None

00:00:00
tutu

enterprise.service.root
36-64,132-140,149-165

No

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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using-802.11k

mode

aid

ps—-mode

vlan-id

auth-mode
encryption
eltex-serial-number
assoc-duration
auth-duration
dhcp-start-duration
dhcp-end-duration
count-dhcp-dis
count-dhcp-off
count-dhcp-req
count-dhcp-ack

No
802.11ac
1

0

10

WPA2
AES-CCMP

0.001337
2.525727
0.000000
0.019971
0

<)
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5.6.9.2 VHgpopmayusi 06 ycmpolcmse

WOP-12ac-LR# get system detail

Property Value

username admin

model Eltex WOP-12ac-LR:rev.B DC
version 1.22.X.X

altversion 1.22.X.X

build-year 2020

build-date 2020.11.04 13:51 +07
loader-version 1.22.X.

platform bcm953012er

uptime 37 days, 20 hours, 40 minutes
system-time Fri Apr 30 2021 11:42:11 MST
time-zone Russia (Moscow)

enable-dst off

dst-start March.Second.Sunday/02:00
dst-end November.First.Sunday/02:00
dst-offset 60

country RU

country-mode off

full-isolation off

tunneling-over-wds off

force-allow-eth off

power—-source

nmode-supported Y
forty-mhz-supported-g Y
forty-mhz-supported-a Y
eighty-mhz-supported-a Y

base-mac a8:f9:4b:b5:32:00
base-mac-status on
serial-number WP17000032
country-code-is-configurable on
system—-name

system-contact admineexample.com
system-location Default
band-plan

lastboot success
wpa-personal-key-min-complexity-support off
wpa-personal-key-min-character-class 3
wpa-personal-key-min-length 8
wpa-personal-key-max-length 63
wpa-personal-key-different-from-current no
password-min-complexity-support off
password-min-character-class 3
password-min-length 8
password-max-length 64
password-aging-support off
password-aging-time 180
password-different-from-current yes
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5.6.9.3 Cemesasi uHhopmayusi

WOP-12ac-LR# get management detail

Property Value

vlan-id 1

mtu 1500
interface brtrunk
tunnel-ip

static-ip 192.168.1.10
static-mask 255.255.255.0
ip 100.110.0.242
mask 255.255.254.0
mac E8:28:C1:C1:27:60
ap-location eltex.root

dhcp-status up
static-ipv6 N
static-ipv6-mask

ipv6e

ipve-mask

sw-ratelimit-enable up
sw-ratelimit-timer 100
ucast-prom-ratelimit 150000
ucast-sw-ratelimit-mode auto
ucast-sw-ratelimit 120000
ucast-sw-gre-ratelimit 10500
mcast-sw-ratelimit 10000
bcast-sw-ratelimit 1000
arp-req-sw-ratelimit 500
vlan-lock up
ipve-status down

ipv6-autoconfig-status down
static-ipv6 N
static-ipv6e-prefix-length 0
static-ipv6-addr-status
dhcp6-status up
autoconfig-link-local
autoconfig-ipv6-global-all

WOP-12ac-LR# get ip-route

Property Value

destination 0.0.0.0

mask 0.0.0.0
gateway 100.110.0.1
table 254

WOP-12ac-LR# get ntp detail

Property Value
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status

server
alternative-server
alternative-server2
dhcp_server
dhcp_alt_server
dhcp_alt_server2
manual-daily-drift-secs
interval

up

100.110.1.253
100.110.0.22
O.ru.pool.ntp.org
100.110.1.252

3600
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5.6.9.4 becrposBodHble uHMepghelichbl

WOP-12ac-LR# get radio wlanO0 detail

Property Value
status up
description IEEE 802.11a
static-mac

channel-policy best
channel-update 0

mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 44
tx-power-dbm 27
tx-power-dbm-max 27
tx-power-dbm-min 11
tx-power-output 27.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression off
ap-detection off
limit-channels 36 40 44 48
operational-bandwidth 80
n-bandwidth 80
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported vyes
stbc-mode off
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

fbwa-mode off
extended-channels off
coex-mode off
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 6
num-stations 0
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wds-status down
fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 60
scheduler-profile-name

operational-mode up
scheduler-operational-mode

vht-mode on
vht-features of f
rsdb-mode

frame-burst of f
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready
odap-ack-timeout 0
odap-slot-time 0

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel no

WOP-12ac-LR# get radio wlan1 detail

Property Value
status up
description IEEE 802.11la
static-mac

channel-policy best
channel-update 0

mode a-n-ac
tpc off
scb-timeout 120
atf on
ampdu_atf_us 4000
ampdu_atf_min_us 1000
dotllh off
dotlld up
static-channel 36
channel 100
tx-power-dbm 27
tx-power-dbm-max 27
tx-power-dbm-min 11
tx-power-output 26.00
tx-chain 3
beacon-interval 100
rts-threshold 2347
fragmentation-threshold 2346
arp-suppression off
ap-detection off
limit-channels 36 40 44 48 52 56 60 64 100 104 108 112 116 120 124 128
operational-bandwidth 80
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n-bandwidth 80
n-primary-channel lower
protection auto
edca-template custom
short-guard-interval-supported vyes
stbc-mode off
ldpc-mode auto
dhcp-snooping-mode ignore
dhcp-option-82-string

fbwa-mode off
extended-channels on
coex-mode off
vlan-Tlist

wme on
wme-noack off
wme-apsd on
rate-limit-enable off
rate-limit 50
rate-limit-burst 75
stp-block-enable on
wlan-util 3
num-stations 0
wds-status down
fixed-multicast-rate auto
fixed-tx-modulation auto
max-stations 200
dtim-period 2
reinit-period 60
scheduler-profile-name
operational-mode up
scheduler-operational-mode

vht-mode on
vht-features off
rsdb-mode

frame-burst off
spectrum-analyser-start
spectrum-analyser-status Not ready
spectrum-analyser-results Not ready
odap-ack-timeout 0
odap-slot-time 0

rrm-block-tpc
rrm-block-dca

ampdu up
amsdu up
olpc-cal-period 300
olpc-channel no

WOP-12ac-LR# get radio wlan2 detail

Property Value

status up
description IEEE 802.11la
static-mac

channel-policy best
channel-update 0
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mode

tpc

scb-timeout

atf

ampdu_atf_us
ampdu_atf_min_us
dotllh

dotlld

static-channel
channel

tx-power-dbm
tx-power-dbm-max
tx-power-dbm-min
tx-power-output
tx-chain
beacon-interval
rts-threshold
fragmentation-threshold
arp-suppression
ap-detection
limit-channels
operational-bandwidth
n-bandwidth
n-primary-channel
protection
edca-template
short-guard-interval-supported
stbc-mode

ldpc-mode
dhcp-snooping-mode
dhcp-option-82-string
fbwa-mode
extended-channels
coex-mode

vlan-Tlist

wme

wme-noack

wme-apsd
rate-limit-enable
rate-limit
rate-limit-burst
stp-block-enable
wlan-util
num-stations
wds-status
fixed-multicast-rate
fixed-tx-modulation
max-stations
dtim-period
reinit-period
scheduler-profile-name
operational-mode
scheduler-operational-mode
vht-mode

vht-features
rsdb-mode

frame-burst
spectrum-analyser-start

a-n-ac
off
120

on
4000
1000
off

up

36

52

27

27

11
27.00
3

100
2347
2346
off

on

36 44 52 60 132 140 149 157
40

40
lower
auto
custom
yes
off
auto
ignore

off
on
off

on
off
on
off
50
75
on
16

down
auto
auto
200
60

up

on
off

off
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spectrum-analyser-status
spectrum-analyser-results
odap-ack-timeout
odap-slot-time
rrm-block-tpc
rrm-block-dca

ampdu

amsdu

olpc-cal-period
olpc-channel

Not ready
Not ready
0
0

up
up
300
no
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5.6.9.5 WDS

WOP-12ac-LR# get interface wlanOwds0 detail

Property Value

type wds

status up

description Wireless Distribution System - Link 1
mac E8:28:C1:C1:27:60
ip

mask

static-ip

static-mask

rx-bytes 8235818
rx-packets 38800

rx-errors 0

tx-bytes 172159433
tx-packets 263429

tx-errors

tx-drop-bytes
rx-drop-bytes
tx-drop-packets
rx-drop-packets
ts-vo-rx-packets
ts-vo-tx-packets
ts-vo-rx-bytes
ts-vo-tx-bytes
ts-vi-rx-packets
ts-vi-tx-packets
ts-vi-rx-bytes
ts-vi-tx-bytes
ts-be-rx-packets
ts-be-tx-packets
ts-be-rx-bytes
ts-be-tx-bytes
ts-bk-rx-packets
ts-bk-tx-packets
ts-bk-rx-bytes
ts-bk-tx-bytes
priority 128
port-isolation
auto-negotiation

speed

duplex

link-status

link-uptime

intf-speed

duplex-mode
green-ethernet-mode

[ol ool ol oMol oloMololoMolololMoloMoMoMoMoMNO]

ssid

bss

security

wep-key-ascii no
wep-key-length 104
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wep-default-key
wep-key-mapping-length
vlan-interface

vlan-id

radio wlan®

remote-mac A8:F9:4B:B7:8B:C0O
remote-rssi -16

wep-key

operational-status up
wds-link-uptime 00:00:46

wds-ssid wDS
wds-security-policy wpa-personal
wds-wpa-psk-key 12345678
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5.6.9.6 WGB

WOP-12ac-LR# get wgbridge detail

wgbridge-mode up
radio wlan0
debug

WOP-12ac-LR# get wg-bridge-upstrm detail

Property Value

ssid AP-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wpa-allowed off
wpa2-allowed on
upstream-bssid

vlan-id 1
connection-status Associated to AP a8:f9:4b:b7:8b:c0
rx-bytes 8337952
rx-packets 50212
rx-errors 0

tx-bytes 306207
tx-packets 913
tx-errors 0

iface wlanQupstrm
eap-user

eap-method peap

debug

cert-present no
cert-exp-date Not Present
mfp mfp-not-reqd
roam-threshold -75
roam-delta 10

WOP-12ac-LR# get wg-bridge-dwstrm detail

Property Value

ssid Client-ssid
security wpa-personal
wep-key-ascii no
wep-key-length 104
wep-default-key 1
wep-key-mapping-length

status up
ignore-broadcast-ssid of f
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open-system-authentication on
shared-key-authentication off

wpa-cipher-tkip on
wpa-cipher-ccmp on
wpa-allowed on
wpa2-allowed on
broadcast-key-refresh-rate 0

vlan-id 1

rx-bytes 6522
rx-packets 40
rx-errors (0]

tx-bytes 8439
tx-packets 34
tx-errors (0]

iface wlan@dwstrm
mfp mfp-not-reqd

5.6.9.7 XKypHan cobbimuli

WOP-12ac-LR# get log-entry

Property Value

number 1
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Station 62:3b:f9:4d:ac:27 associated, time = 0.001337

Property Value

number 2
priority debug
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message station: 62:3b:f9:4d:ac:27 associated rssi -49(-49)

Property Value

number 3
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message STA 62:3b:f9:4d:ac:27 associated with BSSID e8:28:cl:cl:27:61

Property Value

number 4
priority info
time Apr 27 2021 05:32:50

daemon hostapd[17753]
message Assoc request from 62:3b:f9:4d:ac:27 BSSID e8:28:cl:cl:27:61 SSID Test_Enterprise
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5.6.9.8 CkaHuposaHue aghupa

CkaHupoBaHue achupa npegocTaBnseT MHPopMaLuo 060 Bcex 6ecnpoBOAHbIX TOUKaxX JOCTYNa, KOTopble

YCTPOMCTBO AETEKTUPYET BOKPYr cebs.

WOP-12ac-LR# get detected-ap

privacy

On
off
off
On
On
On
On
off
off
off
off
On
On
off
off

EM_TEST_NET

i-289

i-287

i-10-print

i-10-ent

ent

ent2

sssidl
Shangyr_hotspot_hotwifi
Shangyr_hotspot
Shangyr_hotspot_hotwifi
Shangyr_Enterprise
Shangyr_Enterprise_TLS
PPINGW_TEST!!!
Shangyr_cloud
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channel

signal

=75
=70
=70
=70
=70
-85
-84
-83
-69
-69
-69
-69
-69
-68
-69
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5.6.9.9 CnekmpoaHasiuzamop

CnekTpoaHanusarop npefocrasnser MHopMauuio 0 3arpyXeHHOCTN KaHaoB B AnanasoHe 5 M.
CnekTpoaHanM3aTop CKaHupyeT KaHaslbl yka3aHHble B napametpe limit-channels B HacTpoiikax
paavouHTepdeica. Pe3ynsrar BbIBOAUTCA B MPOLLEHTAX.

© nMocne 3anycka ckaHMpoBaHUs 415 NONYYEHNs Pe3yNbTaToB HEOBXOAMMO MOAOXAATL HECKOSbKO
MUHYT. Ha BpemMsi CKaHMpOBaHWUSA y NOAK/MHOYEHHbIX KIMEHTOB ByaeT Habnogartbca npepbiBaHne
paboTbl CEPBUCOB.
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WOP-12ac-LR# set radio all spectrum-analyser-start yes (3anyck cnekTtpoaHasim3aTopa Ha BCex
paavouHTepdeicax ogHOBpeMeHHO. [N 3anycka cnekTpoaHannsaTopa Ha KOHKPETHOM
pagnovHTepdelice BmecTo all BBeanTe HasBaHue nHTepdelica: wlan0 - Radiol, wlanl - Radio2, wlan2 -
Radio3)

WOP-12ac-LR# get radio all spectrum-analyser-results (BbIBOA pe3y/ibTata paboThl CNEKTpoaHaMsaropa)

Property Value
name wlano
spectrum-analyser-results

36: 3] x

40: 3 ]

44 3 ]

48: 4 | *

Optimal 20MHz channel: 36
Optimal 40MHz channel: 361
Optimal 80MHz channel: 36/80

Property Value

name wlanl

spectrum-analyser-results
36: 3] x
40: *
44
48:
52:
56:
60:
64:
100:
104:
108:
112:
116:
120:
124:
128: 3] x

Optimal 20MHz channel: 104

Optimal 40MHz channel: 1161

Optimal 80MHz channel: 104/80

*
* %

O WWNRDMNADEANW-SNINID

Property Value
name wlan2
spectrum-analyser-results

36: 19 | *xk%

44 17 | *xx*

52: 9 | *x

60: 9 | xx

132: T K

140: 6 | **

149: T K
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157: 3 | *
Optimal 20MHz channel: 157
Optimal 40MHz channel: 1321
Optimal 80MHz channel: 132/80

172



PykoBogacTBo no akcnayatauum WOP-12ac-LR

6 MpunoxeHne. CNNCOK OCHOBHbIX K/TACCOB W NO/K/IAcCOB KOMaH/

Knacc

debug

OTtnagoyH
ble
KOMaHzbl

system

HacTpoiiku
CUCTEMbI

Mopgknacc

level

timestamp

klevel

password

model

version

platform

encrypted-

password

DYHKLUNA

YpoBeHb
0TNafo4Hoi
WHpopmauum

Jo6aBuTb
MeTKY
BPEMEHM K
0oTNafo4Hoi
MHpopmauum

YpoBeHb
0TNafo4HoiMn
WHhopmauum
aapa

Maponb
fJocTyna K
nonb3oBaren
bCkoMy web-
nHTEpgelicy
n CLI

Mogensb
ycTpoincTsa

Bepcua Mo

AnnapartHasd
nnarcopma

3awmdgposa
HHbIA Naposb

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

set

get

get

get

get, set

CuHTakcuc

get debug

level

set debug
level

<value>

get debug

timestamp

set debug
timestamp

<value>

get debug
klevel

set debug
klevel

<value>

set system
password

<value>

get system

model

get system

version

get system
platform

get system
encrypted-

password

set system
encrypted-
password

<value>

Mpumepsbl

WOP-12ac-LR#

0

WOP-12ac-LR#

WOP-12ac-LR#
WOP-12ac-LR#

1

WOP-12ac-LR#

WOP-12ac-LR#

get

get

set

get

set

get

Eltex WOP-12ac

WOP-12ac-LR#

1.14.0.89

WOP-12ac-LR#

bcm953012er

get

get

debug level

debug timestamp

debug klevel 1

debug klevel

system password password

system model

system version

system platform

WOP-12ac-LR# set system encrypted-password

"$1$G6G6G6G6SDh39pxWqjp3nBRrBPBL701"

WOP-12ac-LR#

WOP-12ac-LR# get system encrypted-

passwords$1$G6G6G6G6$Dh39pxWqjp3nBRrBPBL701
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Knacc

Nogknacc

uptime

system—

time

time-zone

enable-dst

summer-—

time

dst-start

dst-end

dst-offset

DPyHKUUA

Bpewms
paboThbl
CUCTEMbI C
MOMEHTa
3arpysku

Tekywee
BpeMs
cucTemsl

YacoBoii
nosic

Bkntountb
nepexoj Ha
JNIETHee
Bpewms

Bpems
nepexofa Ha
neTHee
Bpems

Bpewms
nepexofa Ha
3UMHee
Bpems

BO3MOXXH
ble
KOMaHAbl

get

get

get, set

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get system

uptime

get system

system-time

get system

time-zone

set system
time-zone

<value>

get system
enable-dst

set system
enable-dst

<value>

get system

summer-time

set system
summer-time

<value>

get system
dst-start

set system
dst-start

<value>

get system
dst-end

set system
dst-end

<value>

get system
dst-offset

set system
dst-offset

<value>
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Mpumepsbl

WOP-12ac-LR# get system uptime

6 days, 17 hours, 25 minutes

WOP-12ac-LR# get system system-time

Thu May 31 2018 06:59:46 MST

WOP-12ac-LR# set system time-zone "Russia

(Moscow) "
WOP-12ac-LR# get system time-zone
Russia (Moscow)

WOP-12ac-LR#

WOP-12ac-LR# set system enable-dst on
WOP-12ac-LR# get system enable-dst

on

WOP-12ac-LR# set system summer-time
enabled

WOP-12ac-LR# get system summer-time

enabled

WOP-12ac-LR# set system dst-start
"March.Second.Sunday/02:00"

WOP-12ac-LR# get system dst-start

March.Second.Sunday/02:00

WOP-12ac-LR# set system dst-start
"November.First.Sunday/02:00"

WOP-12ac-LR# get system dst-end

November.First.Sunday/02:00

WOP-12ac-LR# set system dst-offset 60
WOP-12ac-LR# get system dst-offset

60
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Knacc

Nogknacc

reboot

country

country-

mode

full-

isolation

nmode-

supported

forty-mhz-
supported

base-mac

DPyHKUUA
ble

KOMaHAbl

Mepesarpy3n set
Tb TOUKY
JocTtyna

CtpaHa

Bo3MmoXHble
3Ha4YeHus:
on, off

MNMonHasa
n301aumsi.
Bo3MOXHble
3Ha4YeHus: on
= dhyHKUMA
aKTuBHa, off
— oyHKUMA
HeakTuBHa

Mopnepxka get
cTaHpapTa

IEEE

802.11n.
Bo3MOXHble
3HaueHusa: Y
nogaepxusa
eT,N — He
noanepxusa

eT

Mopnepxka get
nosochl
nponyckaHus
LwmpviHoii 40

My B STy,
AvanasoHe

get, set

BO3MOXXH

get, set

get, set

get, set

CuHTakcuc

set system

reboot

get system

country

set system
country

<value>

get system

country-mode

set system
country-mode

<value>

get system
full-

isolation

set system
full-
isolation

<value>

get system
nmode-

supported

get system
forty-mhz-
supported

get system

base-mac

set system
base-mac

<value>
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Mpumepsbl

WOP-12ac-LR#

WOP-12ac-LR#

WOP-12ac-LR#
RU

WOP-12ac-LR#

WOP-12ac-LR#
off

WOP-12ac-LR#

WOP-12ac-LR#
off

set

set

get

set

get

set

get

system

system

system

system

system

system

system

reboot

country RU

country

country-mode off

country-mode

full-isolation off

full-isolation

WOP-12ac-LR# get system nmode-supported

Y

WOP-12ac-LR# set system base-mac
"a8:f9:4b:b0:21:60"

WOP-12ac-LR# get system base-mac

a8:f9:4b:b0:21:60
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Knacc Mopgknacc

serial-

number

country-
code-is-
configurabl

€

system-

name

system-

contact

system-

location

host id

HacTtpoliku
xocTa

dns-1

DPyHKUUA

CepuiiHbiii
Homep
nsgenus

HacTtpolika
Kofa CTpaHbl.
Bo3MOXxHble
3HayeHus: on
— dhoyHKUMA
aKTuBHa, off
= doyHKUMSA
HeakTUBHa.

Nms
CUCTEMBbI

KoHTaKThbl
CUCTEMBbI

MecTononox
eHune
CUCTEMBbI

ID xocTa

IP-agpec

DNS-cepsepa
M

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

get, set

get

CuHTakcuc

get system

base-mac

set system
base-mac

<value>

get system
country-
code-is-

configurable

set system
country-
code-is-
configurable

<value>

get system

system—name

set system
system—name

<value>

get system
system-

contact

set system
system-
contact

<value>

get system
system—

location

set system
system—
location

<value>

get host id

set host 1id

<value>

get host
dns-1
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Mpumepsbl

WOP-12ac-LR# set
WP01000167

system

WOP-12ac-LR# get
WP01000167

system

WOP-12ac-LR# set system

configurable on

WOP-12ac-LR# get system

configurable

on

WOP-12ac-LR# set system
"WOP-12ac-LR-Moscow"

WOP-12ac-LR# get system

WOP-12ac-LR-Moscow

WOP-12ac-LR# get system
Default

WOP-12ac-LR# set host -1id
WOP-12ac-LR# get host id

WOP-12ac-LR-123

WOP-12ac-LR# get host dn
172.16.0.250

serial-number

serial-number

country-code-is-

country-code-is-

system—name

system—-name

system-location

"WOP-12ac-LR-12

s-1

3"
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Knacc

config

HacTpoiiku

KoHGourypa
unu

Nogknacc

dns-2

domain

static-
dns-1

static-
dns-2

static-

domain

dns-via-
dhcp

startup

version

DPyHKUUA

IP-agpec
DNS-cepBepa
)

Vima gomeHa

DNS-cepsep
(1), koTOpbI
oynet
MCMoMb30BaH
, €C/n agpec
He nony4yex
no DHCP

DNS-cepsep
(2), koTOpbIl
oynet
MCMosb30BaH
, ecnu agpec
He nosyyeH
no DHCP

Vims gjomeHa,
Mcnosb3yemo
ro, ecnu He
nosly4yeHo
UMs gomeHa
no DHCP

Monyyatb
napametpbl
DNS-cepBepa
no DHCP.
Bo3MOXHbIE
3Ha4eHus: up
— nonyvatb
no DHCP,
down —
ncnonb3oBart
b
cTaTtnyeckme
napameTpbl

HacTpoiika
BO Bpemsi
3arpysku

Bepcus
thainna
KOHGpurypawm
"

BO3MOXXH

ble

KOMaHAbl

get

get

get, set

get, set

get, set

get, set

set

get

CuHTakcuc

get host
dns-2

get host

domain

get host

static-dns-1

set host
static-dns-1

<value>

get host

static-dns-2

set host
static-dns-2

<value>

get host
static-

domain

set host
static-
domain

<value>

get host

dns-via-dhcp

set host
dns-via-dhcp

<value>

set config
startup

<value>

get config

version

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get host dns-2
172.16.0.100

WOP-12ac-LR# get host domain

eltex.loc

WOP-12ac-LR# get host static-dns-1

WOP-12ac-LR# get host static-dns-1

WOP-12ac-LR# set host static-domain
"example.com"
WOP-12ac-LR# get host static-domain

example.com

WOP-12ac-LR# set host dns-via-dhcp up
WOP-12ac-LR# get host dns-via-dhcp
up

WOP-12ac-LR# get config version
1.02
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Knacc

interface

HacTpoiiku
CEeTeBOro
uHTepdeiic
a

Nogknacc

backup-

file-format

type

status

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

dopmar get, set
hanna

KoHdhurypawm

"

Bo3mMoxHble
3HAYEHMS:
plain —
Hesalwundgpos
aHHbIN,
encrypted -
3awmcpoBaH
HbIIA.

Tun ceteBoro add, get
uHTepdelica

CocTtosiHme  add, get,
nHTepdoeiica set

CuHTakcuc

get config
backup-file-

format

set config
backup-file-
format

<value>

add
interface
<interface_n
ame> type

<value>

get
interface
<interface_n

ame> type

add
interface
<interface_n
ame> status

<value>

get
interface
<interface_n

ame> status

set
interface
<interface_n
ame> status

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set config backup-file-format
plain

WOP-12ac-LR# get config backup-file-format
plain

WOP-12ac-LR# add 1interface wlanlvapl type

service-set

WOP-12ac-LR# get interface wlanlvapl type

service-set

WOP-12ac-LR# add 1interface wlanlvapl

status up

WOP-12ac-LR# set interface wlanlvapl

status up

WOP-12ac-LR# get 1interface wlanlvapl

status

up
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Moaknacc  PyHKUUA Bo3moXxH CuHTakKkcuc Mpumepsbl
ble
KOMaHAbl
descriptio Onuncanne get, set get WOP-12ac-LR# get interface wlanlvapl
UHTepdelica . — R 5
n interface description "Wireless - Virtual Access

<interface_n Point 1 - Radio 2"
ame> .
WOP-12ac-LR# get interface wlanlvapl
description ..
description
set Wireless - Virtual Access Point 1 - Radio
interface 2
<interface_n
ame>
description

<value>

ip IP-agpec add, get add WOP-12ac-LR# get interface wlanlvapl 1ip
MHTepgeiica -
interface
<interface_n
ame> 1ip

<value>

get
interface
<interface_n

ame> 1ip

mask Macka cetn add, get, 544 WOP-12ac-LR# get interface wlanlvapl mask
set interface
<interface_n
ame> mask

<value>

get
interface
<interface_n

ame> mask

set
interface
<interface_n
ame> mask

<value>
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbl
static-ip CTatnyeckuii add, get,  54q WOP-12ac-LR# get interface wlanlvapl
IP-agpec, set - —
1Cnonb3yem interface static-1p
bIif, KOrAa <interface_n
DHCP- _
CepBep He ame> static-
aKTvBeH ip
get

interface
<interface_n
ame> static-
ip

set
interface
<interface_n
ame> static-

ip <value>

static- Macka cetr, add, get,  4q WOP-12ac-LR# get interface wlanlvapl
ucrnonblyema set - -
mask A, Korga interface static-mask
DHCP- <interface_n
cepBep He -
aKTuBeH ame> static-
mask
get
interface

<interface_n
ame> static-

mask

set
interface
<interface_n
ame> static-

mask <value>

rx-bytes Konnyectso  get get WOP-12ac-LR# get interface wlanlvapl rx-
NOJTYYEHHbIX .
6aliToB interface bytes

<interface_n 0
ame> rx-

bytes

rx-packets Konndyectso get get WOP-12ac-LR# get interface wlanlvapl rx-
NOJTYYEHHbIX .
nakeToB interface packets
<interface_n 0
ame> rx-

packets
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Nogknacc

rx—-errors

rx-drop

rx—-fifo

rx-frame

rx-—

compressed

rx—

multicast

tx-bytes

tx-packets

DPyHKUUA

KonnyectBo
NoJsTyYeHHbIX
NakeToB C
oLmbKammn

Konunuectso
NONYYEHHbIX
NnakeTos,
KoTopble
66111
0oT6pOLIEHb

KonnuectBo
MakeTos,
nony4yeHHoe
npu
nepenosiHeH
un bydepa

KonnyectBo
MakeToB,
NosTy4YeHHbIX
C oLLUMBKOoW

Kagpa

KonnyectBo
NosTy4YEeHHbIX
cXKartbIX
nakeToB

KonnyectBo
NosTy4YeHHbIX
nakeToB
multicast

KonnuectBo
OTNpaBNeHH
bIX GanT

KonnyectBo
OTnpaBfieHH
bIX MAKETOB

BO3MOXXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

CuHTakcuc

get
interface
<interface_n
ame> rx-

errors

get
interface
<interface_n

ame> rx-drop

get
interface
<interface_n

ame> rx-fifo

get
interface
<interface_n
ame> rx-

frame

get
interface
<interface_n
ame> rx-

compressed

get
interface
<interface_n
ame> rx-

multicast

get
interface
<interface_n
ame> tx-

bytes

get
interface
<interface_n
ame> tx-

packets

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get interface wlanlvapl rx-

errors
0

WOP-12ac-LR#
f4fo
0

WOP-12ac-LR#
frame

0

WOP-12ac-LR#
compressed

0

WOP-12ac-LR#
multicast
0]

WOP-12ac-LR#
bytes
0]

WOP-12ac-LR#
packets
0]

get

get

get

get

get

get

interface

interface

interface

interface

interface

interface

wlanlvapl rx-

wlanlvapl rx-

wlanlvapl rx-

wlanlvapl rx-

wlanlvapl tx-—

wlanlvapl tx-
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Knacc

Nogknacc

tx-errors

tx-fifo

tx-colls

tx-carrier

tx-

compressed

tx-drop-
bytes

rx-drop-

bytes

tx-drop-

packets

DPyHKUUA

KonnyectBo
OTnpaB/ieHH

bIX NaKeToOB C

oLmbKammn

KonnuectBo
MakeTos,
OoTnpaBneHH
bIX Mpun
nepenosiHeH

umn bydepa

KonnuectBo
OTnpasfieHH

bIX MNaKeToB C

KONTN3NAMU

KonnyectBo
OTnpasfieHH

bIX NaKeToB C

oLmoKammn
HecyLe

KonnyectBo
OTnpaB/ieHH
bIX CXaTbIX
nakeToB

KonnyectBo

OTOPOLLEHHBI

X Tx-6aliTt

KonnuectBo

OTOPOLLEHHBI

X Rx-6aint

KonnuectBo

OTOPOLLEHHBI

X Tx-nakeToB

BO3MOXXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

CuHTakcuc

get
interface
<interface_n
ame> tx-

errors

get
interface
<interface_n

ame> tx-fifo

get
interface
<interface_n
ame> tx-

colls

get
interface
<interface_n
ame> tx-

carrier

get
interface
<interface_n
ame> tx-

compressed

get
interface
<interface_n
ame> tx-

drop-bytes

get
interface
<interface_n
ame> rx-

drop-bytes

get
interface
<interface_n
ame> tx-

drop-packets

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR#
errors
0]

WOP-12ac-LR#
fifo
(0]

WOP-12ac-LR#

colls

WOP-12ac-LR#

carrier

WOP-12ac-LR#

compressed

WOP-12ac-LR#
drop-bytes

WOP-12ac-LR#
drop-bytes

WOP-12ac-LR#
drop-packets

get

get

get

get

get

get

get

get

interface

interface

interface

interface

interface

interface

interface

interface

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

wlanlvapl

TR=

tx-

tx-

tx-

tx-

tx-

rxX-

tx-
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Knacc

Nogknacc

rx-drop-

packets

stp

fd

DPyHKUUA

KonnyectBo

OTOPOLLEHHBI

X Rx-nakeTtoB

Spanning

BO3MOXXH
ble
KOMaHAbl

get

add, get,

Tree Protocol set

3anepxka
OTNpaBKK

add, get,
set

CuHTakcuc

get
interface
<interface_n
ame> rx-

drop-packets

add
interface
<interface_n
ame> stp

<value>

get
interface
<interface_n

ame> stp

set
interface
<interface_n
ame> stp

<value>

add
interface
<interface_n
ame> fd

<value>

get
interface
<interface_n

ame> fd

set
interface
<interface_n
ame> fd

<value>

Mpumepsbl

PykoBogacTBo no akcnayatauum WOP-12ac-LR

WOP-12ac-LR# get interface wlanlvapl rx-

drop-packets
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbI
hello WHTepean  add, get, 544
hello set

interface
<interface_n
ame> hello

<value>

get
interface
<interface_n

ame> hello

set
interface
<interface_n
ame> hello

<value>

priority MpuoputeT  add, get, 44
MOCTa set .
interface
<interface_n
ame>
priority

<value>

get
interface
<interface_n
ame>

priority

set
interface
<interface_n
ame>
priority

<value>

184



Knacc

Nogknacc

port-

isolation

ssid

DPyHKUUA

M3onaumsa
6ecnpoBojH
bIX MOPTOB
Apyr ot
apyra

Nwmsa cetun

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add

interface

<interface_n

ame> port-
isolation

<value>

get

interface

<interface_n

ame> port-

isolation

set

interface

<interface_n

ame> port-
isolation

<value>

add

interface

<interface_n

ame> ssid

<value>

get

interface

<interface_n

ame> ssid

set

interface

<interface_n

ame> ssid

<value>

Mpumepsbl

PykoBogacTBo no akcnayatauum WOP-12ac-LR

WOP-12ac-LR# get 1interface wlanOvapl ssid
___wepl2_15-105
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbl
bss BSS, k add, get, 444 WOP-12ac-LR# get interface wlanlvapl bss
KOTOpOMY set )
npuHaaNexm interface wlanlbssvapl
T UHTepdpeiic <interface_n
ame> bss
<value>
get

interface
<interface_n

ame> bss

set
interface

<interface_n

ame> bss
<value>
security Pexnm add, get, add WOP-12ac-LR# get interface wlanlvapl
6e3onacHocT set - -
" interface security

<interface_n plain-text
ame>
security

<value>

get
interface
<interface_n
ame>

security

set
interface
<interface_n
ame>
security

<value>
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Knacc

Nogknacc

wpa-
personal-

key

wep-key-

ascii

DPyHKUUA

MepcoHasibH
bl K/THOY
WPA
(coBmecTHoe
MCMO/b30BaH
ne)

dopmar
WEP-kntoua:
ascii nm
hex.

BO3MOXXH
ble
KOMaHAbl

add, set

add, get,
set

CuHTakcuc

add
interface
<interface_n
ame> wpa-
personal-key

<value>

get
interface
<interface_n
ame> wpa-

personal-key

set
interface
<interface_n
ame> wpa-
personal-key

<value>

add
interface
<interface_n
ame> wep-
key-ascii

<value>

get
interface
<interface_n
ame> wep-

key-ascii

set
interface
<interface_n
ame> wep-
key-ascii

<value>

Mpumepsbl

PykoBogacTBo no akcnayatauum WOP-12ac-LR

WOP-12ac-LR# get 1interface wlanlvapl wep-

key-ascii

no
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Knacc

Nogknacc

wep-key-
length

wep-

DPyHKUUA

OnnHa WEP-
Knoya

WEP-kntou,
ncnonb3yem

default-key bI ans

nepegaqu

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add

interface

<interface_n

ame> wep-—
key-length

<value>

get

interface

<interface_n

ame> wep-

key-length

set

interface

<interface_n

ame> wep-—
key-length

<value>

add

interface

<interface_n

ame> wep-
key-length

<value>

get

interface

<interface_n

ame> wep-

key-length

set

interface

<interface_n

ame> wep-—
key-length

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get 1interface wlanlvapl wep-

key-length
104

WOP-12ac-LR# get 1interface wlanlvapl wep-

default-key
1
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbI

wep-key-1 }/;I;EP-Kmoq add, set add
interface
<interface_n
ame> wep-—
key-1

<value>

get
interface
<interface_n
ame> wep-

key-1

set
interface
<interface_n
ame> wep-
key-1

<value>

wep-key-2 ~WEP-kntou  add, get, 544
2 set )
interface
<interface_n
ame> wep-
key-2

<value>

get
interface
<interface_n
ame> wep-

key-2

set
interface
<interface_n
ame> wep-
key-2

<value>
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbI

wep-key-3 ~ WEP-kmioy  add, get, 544
3) set )
interface
<interface_n
ame> wep-—
key-3

<value>

get
interface
<interface_n
ame> wep-

key-3

set
interface
<interface_n
ame> wep-
key-3

<value>

wep-key-4 WEP-kntou  add, get, 544
(4) set -
interface
<interface_n
ame> wep-
key-4

<value>

get
interface
<interface_n
ame> wep-

key-4

set
interface
<interface_n
ame> wep-
key-4

<value>

wep-key- get get WOP-12ac-LR# get interface wlanlvapl wep-
mapping- interface key-mapping-length
length <interface_n 400

ame> wep-

key-mapping-

length
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Knacc Moaknacc  PyHKUUA Bo3MOXH
ble
KOMaHAbl

multicast- Ko/imuectso get
) NOMYyYEHHbIX

received- KagpoB

frame-count Multicast

vlan-id ID, add, get
1cnonb3yem
blli B Terax

e PagvovHTep add, get,
teic ans set
WDS

CuHTakcuc

get
interface
<interface_n
ame>
multicast-
received-

frame-count

add
interface
<interface_n
ame> vlan-id

<value>

get
interface
<interface_n

ame> vlan-id

add
interface
<interface_n
ame> radio

<value>

get
interface
<interface_n

ame> radio

set
interface
<interface_n
ame> radio

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get 1interface wlanlvapl

multicast-received-frame-count

WOP-12ac-LR# get 1interface wlanlvapl vlan-
id

WOP-12ac-LR# get 1interface wlanlvapl radio
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Knacc

Nogknacc

remote-mac

wep-key

DPyHKUUA

MAC-agpec
KOHEeYHOM
TOUKMU
coeiHeHus
WDS

WEP-kntou
ans
coeguHeHus
WDS

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add
interface
<interface_n
ame> remote-

mac <value>

get
interface
<interface_n
ame> remote-

mac

set
interface
<interface_n
ame> remote-

mac <value>

add
interface
<interface_n
ame> wep-key

<value>

get
interface
<interface_n

ame> wep-key

set
interface
<interface_n
ame> wep-key

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get 1interface wlanlvapl

remote-mac

WOP-12ac-LR# get 1interface wlanlvapl wep-

key
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Knacc

Nogknacc

wds-ssid

wds-
security-

policy

DPyHKUUA
ble

KOMaHAbl

SSID WDS- add, get,
coeanHeHus  set

Monutnka add, get,
be3onacHocT set

n gna WDS-
coeuHeHus

Bo3moXXH CwuHTakcuc

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

add WOP-12ac-LR# get 1interface wlanlvapl wds-

interface ssid
<interface_n
ame> wds-—

ssid <value>

get
interface
<interface_n
ame> wds-—

ssid

set
interface
<interface_n
ame> wds-—

ssid <value>

add WOP-12ac-LR# get 1interface wlanlvapl wds-

interface security-policy
<interface_n

ame> wds-

security-

policy

<value>

get
interface
<interface_n
ame> wds-
security-

policy

set
interface
<interface_n
ame> wds-—
security-
policy

<value>
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Knacc

Nogknacc

wds-wpa-

psk-key

interface

static-1ip

static-

mask

ip

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

WPA PSK- add, get,

Koy Ans set

WDS

CcoefuHeHnA

WHTepdoelic  get
yrnpaB/ieHus

Cratuuecknii get, set
IP-agpec
nHTepdeiica
ynpas/sieHus

Cratnyeckasa get, set
Macka

nHTepdeiica
ynpasneHus

IP-agpec get
NHTepdelica
ynpasfeHns

CuHTakcuc

add

interface

<interface_n

ame> wds-
wpa-psk-key

<value>

get

interface

<interface_n

ame> wds-—

wpa-psk-key

set

interface

<interface_n

ame> wds-—
wpa-psk-key

<value>

get
management

interface

get
management

static-1ip

set
management
static-1ip

<value>

get
management

static-mask

set
management
static-mask

<value>

get
management

ip

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get interface wlanlvapl wds-

wpa-psk-key

WOP-12ac-LR# get
brtrunk

WOP-12ac-LR# set
"192.168.1.10"

WOP-12ac-LR# get

192.168.1.10

WOP-12ac-LR# set
"255.255.255.0"

WOP-12ac-LR# get
255.255.255.0

WOP-12ac-LR# get
192.168.15.105

management

management

management

management

management

management

interface

static-1ip

static-1ip

static-mask

static-mask

ip
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Knacc Mopgknacc
mask
mac
dhcp-
status

vap radio

HacTpoiika

BUPTYasibH

bIX TOYEK

joctyna
status
vlan-id
global-
radius

DPyHKUUA

Macka IP-
agpeca
uHTepdelica
ynpasneHus

MAC-agpec
NHTepdelica
ynpasneHns

BkntoyueH nu
DHCP Ha

uHTepdeiice
yrnpaB/ieHns

PagnouHTep
theiic
BMPTYa/lbHOW
TOYKYM
Joctyna

Cratyc

VLAN ID

BO3MOXXH
ble
KOMaHAbl

get

get

get

get, set

get, set

add, get,
set

VMcnonb3oBaH get, set

ne
rnodasibHbIX
HacTpoek
RADIUS

CuHTakcuc

get
management

mask

get
management

mac

get
management

dhcp-status

get vap

<vap> radio

set vap
<vap> radio

<value>

get vap

<vap> status

set vap
<vap> status

<value>

add vap
<vap> vlan-

id <value>

get vap
<vap> vlan-
id

set vap
<vap> vlan-

id <value>

get vap
<vap> global

radius

set vap
<vap> global
radius

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get management mask
255.255.255.0

WOP-12ac-LR# get management mac
A8:F9:4B:B0:21:60

WOP-12ac-LR# get management dhcp-status
up

WOP-12ac-LR# get vap vapl radio

radio

WOP-12ac-LR# get vap vapl status

status

WOP-12ac-LR# get vap vapl vlan-id
vlan-id
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Knacc

Nogknacc

descriptio

n

gos-mode

def-bwmax-

up

def-bwmax-

down

def-
acltype-up

DPyHKUUA

OnucaHve
BUPTYas1bHOA
TOYKN
poctyna

Pexunm
aAMUHNCTPU
poBaHusa QoS

MakcumasibH
as
nponyckHas
CNOCOBHOCTb
B
HarnpaBs/ieHN
1 upstream
no
YMO/THaHUIO

(0-42949672
95)

MakcumasibH
as
nponyckHas
CNOCOBHOCTb
B
HanpaB/ieHN
"
downstream
no
YMOYaHWIO

(0-42949672
95)

Tun ACL gnsa
ncxoaawmx
COeIHEHWIA
no
YMO/TYaHUIO

(none/ipv4,
Currently
Unsupported:
ipv6/mac)

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get vap
<vap>

description

set vap
<vap>
description

<value>

get vap
<vap> qos-

mode

set vap
<vap> qos-

mode <value>

get vap
<vap> def-

bwmax-up

set vap
<vap> def-
bwmax-up

<value>

get vap
<vap> def-

bwmax-down

set vap
<vap> def-
bwmax-down

<value>

get vap
<vap> def-

acltype-up

set vap
<vap> def-
acltype-up

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get vap vapl description
description
Virtual Access Point 1

Virtual Access Point 1 - Radio 2

WOP-12ac-LR# get vap vapl qos-mode
gos-mode

up

up

WOP-12ac-LR# get vap vapl def-bwmax-up

def-bwmax-up

WOP-12ac-LR# get vap vapl def-bwmax-down

def-bwmax-down

196



Knacc

Nogknacc

def-
acltype-

down

def-acl-up

def-acl-

down

def-
policy-up

def-

policy-down

DPyHKUUA

Tun ACL gnsa
BXOAALLNX
COeNHEHW
no
YMOJTHaHUIO
(none/ipv4,
Currently

Unsupported:

ipv6/mac)

ACL pgns
ncxoaaLmx
COeIHEHWIA
no
YMO/THaHUIO

ACL pns
BXOOSALLMX
COoeNHEHW
no
YMOMYaHWIo

Default
Policy Up

Default
Policy Down

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set

CuHTakcuc

get vap
<vap> def-

acltype-down

set vap
<vap> def-
acltype-down

<value>

get vap
<vap> def-

acl-up

set vap
<vap> def-
acl-up

<value>

get vap
<vap> def-

acl-down

set vap
<vap> def-
acl-down

<value>

get vap
<vap> def-

policy-up

set vap
<vap> def-
policy-up

<value>

get vap
<vap> def-

policy-down

set vap
<vap> def-
policy-down

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

WOP-12ac-LR# get vap vapl def-acltype-up
def-acltype-up

197



Knacc Mopgknacc

global-

radius-

radius-
accounting

server

Fnob6asibHbI
e
HacTpoliku
RADUIS
cepsepa

radius-ip

radius—-ip-

network

radius-key

DPyHKUUA

AkTnBaLmA
RADIUS
Accounting

IP-agpec
RADIUS-
cepsepa

IP-ceTb
RADIUS-
cepsepa

Knou
NOAK/THOHEHN
1 kK RADIUS-

cepsepy

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

set

CuHTakcuc

get global-
radius-
server
radius-

accounting

set global-
radius-
server
radius-
accounting

<value>

get global-
radius-
server

radius-ip

set global-
radius-
server
radius-ip

<value>

get global-
radius-
server
radius—-ip-

network

set global-
radius-
server
radius—-ip-
network

<value>

get global-
radius-
server

radius-key

set global-
radius-
server
radius—-key

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set global-radius-server

radius-accounting off

WOP-12ac-LR# get global-radius-server
radius-accounting
of f

WOP-12ac-LR# set global-radius-server
radius-ip "192.168.1.1"

WOP-12ac-LR# get global-radius-server
radius-ip

192.168.1.1

WOP-12ac-LR# set global-radius-server

radius-ip-network ipv4

WOP-12ac-LR# get global-radius-server
radius-ip-network

ipv4
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Knacc Mopgknacc
radius-
nas-—
identifier
descriptio
n

dotll status

Mopnepxka

cTaHfgapTo

B IEEE

802.11

radio status

HacTpoiiku

paguounHTe

pdhelicos

descriptio

n

DPyHKUUA

OnuyoHas bH
bl
noeHTuduka
Top NAS ans
RADIUS
KnueHTa

OnucaHne

Craryc

Craryc

OnucaHne

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get

CuHTakcuc

get global-
radius-
server
radius—-nas-

identifier

set global-
radius-
server
radius—-nas-
identifier

<value>

get global-
radius-
server

description

set global-
radius-
server
description

<value>

get dotll

status

set dotll
status

<value>

get radio
<radio_inter
face_name>

status

set radio
<radio_inter
face_name>
status

<value>

get radio
<radio_inter
face_name>

description

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set global-radius-server

description "Global radius server

settings"

WOP-12ac-LR# get global-radius-server

description

Global radius server settings

WOP-12ac-LR# set dotll

WOP-12ac-LR# get dotll
up

WOP-12ac-LR# set radio

WOP-12ac-LR# get radio
up

WOP-12ac-LR# get radio wlan® description

IEEE 802.11g

status up

status

wlan@ status up

wlan@ status
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Knacc

Nogknacc

mac

static-mac

max-bss

channel-

policy

mode

dotllh

DPyHKUUA

MAC-agpec
paguouHTep
oelica
(HaYabHBIN)

Cratnyeckuii
MAC-agpec
pagmonHTep
Qoelica
(HaYabHBIN)

MakcumasibH
oe
KO/IMYEeCTBO
BSS/MAC-

afpecoB

Monutuka
BblGoOpa
KaHana

Pexunm

6ecnpoBoHO

ro
UHTepdeiica

Mopaepxka
cTaHgapTa
IEEE 802.11h

BO3MOXXH
ble
KOMaHAbl

get

get

get

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>

mac

get radio
<radio_inter
face_name>

static-mac

get radio
<radio_inter
face_name>

max-bss

get radio
<radio_inter
face_name>
channel-

policy

set radio
<radio_inter
face_name>
channel-
policy

<value>

get radio
<radio_inter
face_name>

mode

set radio
<radio_inter
face_name>

mode <value>

get radio
<radio_inter
face_name>

dotllh

set radio
<radio_1inter
face_name>
dotllh

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get radio

A8:F9:4B:B0:21:70

WOP-12ac-LR#

WOP-12ac-LR#

WOP-12ac-LR#
16

WOP-12ac-LR#
policy best

WOP-12ac-LR#
policy
best

WOP-12ac-LR# set radio wlanl mode

get

set

get

set

get

radio

radio

radio

radio

radio

wlanl

wlan®

wlan®

wlan®

wlan®

wlan®

mac

static-mac

max-bss 16

max-bss

channel-

channel-

WOP-12ac-LR# get radio wlanl mode

a-n-ac

WOP-12ac-LR# set radio wlan® dotllh off

WOP-12ac-LR# get radio wlan® dotllh

off

"a-n-ac"
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Nogknacc

dotlld

block-time

quiet-

duration

quiet-

period

DPyHKUUA

Mopnepxka
cTtaHgapTa
IEEE 802.11d

Bpewms, B
TeyeHue KoTo
poro KaHan
oynet
3ab6510knpoBa
H nocne
0o6HapyxeHu
s radar om

JnntenbHocTt
b quiet-
VHTepBasia B
TU

Beacon-
NHTEepBan
Mexay
perynsipHbiM
M quiet-
WHTepBasaM
"

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>

dotlld

set radio
<radio_inter
face_name>
dotlid

<value>

get radio
<radio_inter
face_name>
block-time

set radio
<radio_inter
face_name>
block-time

<value>

get radio
<radio_1inter
face_name>
quiet-

duration

set radio
<radio_1inter
face_name>
quiet-
duration

<value>

get radio
<radio_inter
face_name>

quiet-period

set radio
<radio_1inter
face_name>
quiet-period

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan® dotlld off

WOP-12ac-LR# get radio wlan® dotlld
of f

WOP-12ac-LR# set radio wlanl block-time 31

WOP-12ac-LR# get radio wlanl block-time
31

WOP-12ac-LR# set radio wlan® quiet-

duration 0

WOP-12ac-LR# get radio wlan® quiet-
duration

0

WOP-12ac-LR# set radio wlanl quiet-period

0

WOP-12ac-LR# get radio wlanl quiet-period

0
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Nogknacc

tx-

mitigation

static-

channel

channel

tx-power-
dbm

tx-power-

dbm-max

DPyHKUUA
ble

KOMaHAbl

CHuxaTtb
MOLLHOCTb
nepegauu
ANs cTaHuniA

get, set

(Transmit
Power
mitigation for
stations)

KaHnan,
KOTOPbINA
oynet
ncnonb3oBar
bCA Npu
cTaTnyeckoit
NonnTuKe
KaHas1oB
(channel

policy)

get, set

Vcnonb3yem get
bIli KaHau

MoLHoCTb
nepegaun

get, set

MakcumanbH get
asl MOLLHOCTb
nepegayn

Bo3moXXH CwuHTakcuc

get radio
<radio_1inter
face_name>
t>x-

mitigation

set radio
<radio_inter
face_name>
tx-
mitigation

<value>

get radio
<radio_inter
face_name>
static-
channel

set radio
<radio_inter
face_name>
static-
channel

<value>

get radio
<radio_inter
face_name>

channel

get radio
<radio_inter
face_name>

tx-power-dbm

set radio
<radio_inter
face_name>
tx-power-dbm

<value>

get radio
<radio_inter
face_name>
tx-power-

dbm-max

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan® tx-mitigation
3

WOP-12ac-LR# get radio wlan® tx-mitigation
3

WOP-12ac-LR# set radio wlan@ static-

channel 1

WOP-12ac-LR# get radio wlan® static-
channel

1

WOP-12ac-LR# get radio wlan® channel

11

WOP-12ac-LR# set radio wlan® tx—-power-dbm
5

WOP-12ac-LR# get radio wlan® tx—power-dbm
5

WOP-12ac-LR# get radio wlan® tx-power-dbm-
max

19
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Knacc Mopgknacc

tx-power-

output

tpc

atf

ampdu_atf_

us

ampdu_atf_

min_us

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

MocnegHsas  get

yCTaHOBJ/IEHH

asd MOLWHOCTb

(Last est.
power from
wl_curpower)

IEEE 802.11h get, set
TPC

Airtime
Fairness

get, set

ampdu_atf_u get, set
S

ampdu_atf_
min_us

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>
tx-power-

output

get radio
<radio_1inter
face_name>

tpc

set radio
<radio_inter
face_name>

tpc <value>

get radio
<radio_inter
face_name>

atf

set radio
<radio_inter
face_name>

atf <value>

get radio
<radio_1inter
face_name>

ampdu_atf_us

set radio
<radio_inter
face_name>
ampdu_atf_us

<value>

get radio
<radio_inter
face_name>
ampdu_atf_mi

n_us

set radio
<radio_inter
face_name>
ampdu_atf_mi

n_us <value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get radio wlan® tx-power-
output
5.00

WOP-12ac-LR# set radio wlan® tpc off

WOP-12ac-LR# get radio wlan® tpc
off

WOP-12ac-LR# set radio wlanl atf on

WOP-12ac-LR# get radio wlanl atf

on

WOP-12ac-LR# set radio wlanl ampdu_atf_us

4000

WOP-12ac-LR# get radio wlanl ampdu_atf_us

4000

WOP-12ac-LR# set radio wlanl
ampdu_atf_min_us 1000

WOP-12ac-LR# get radio wlanl
ampdu_atf_min_us

1000
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Knacc Mopgknacc

tx-chain

antenna

tTX-rx-

status

beacon-

interval

BO3MOXXH
ble
KOMaHAbl

DPyHKUUA

KoHdpurypal, get, set
WSl aHTEHHbI

Wcnonb3oBar get, set
b @HTEHHY

Cratyc
npuema u
nepegayv Ha

paguouHTep
goelice

get, set

Beacon-
VHTEpBa

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>

tx-chain

set radio
<radio_inter
face_name>
tx-chain

<value>

get radio
<radio_inter
face_name>

antenna

set radio
<radio_inter
face_name>
antenna

<value>

get radio
<radio_1inter
face_name>

tx-rx-status

set radio
<radio_inter
face_name>
tx-rx-status

<value>

get radio
<radio_inter
face_name>
beacon-

interval

set radio
<radio_inter
face_name>
beacon-
interval

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlanl tx-chain 7

WOP-12ac-LR# get radio wlanl tx-chain

7

WOP-12ac-LR# set radio wlan® tx-rx-status

up

WOP-12ac-LR# get radio wlan® tx-rx-status

up

WOP-12ac-LR# set radio wlan® beacon-
interval 100

WOP-12ac-LR# get radio wlan® beacon-
interval

100
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Nogknacc

rts-
threshold

fragmentat
jon-

threshold

load-
balance-no-
association
-utilizatio

n

DPyHKUUA

MuHManbH
bl pazmep
naketa, npu
KOTOPOM
oynet
Mcnonb3oBaH
Request-To-
Send

MuHManbH
bl pazmep
nakera, npu
KOTOpOM
oynet
ncnonb3osaH
a
oparmeHTay,
ns

Utilization
required to
prevent new
associations

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>
rts-
threshold

set radio
<radio_inter
face_name>
rts-
threshold

<value>

get radio
<radio_inter
face_name>
fragmentatio

n-threshold

set radio
<radio_inter
face_name>
fragmentatio
n-threshold

<value>

get radio
<radio_inter
face_name>
load-
balance-no-
association-

utilization

set radio
<radio_inter
face_name>
load-
balance-no-
association-
utilization

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan® rts-threshold
2347

WOP-12ac-LR# get radio wlan® rts-threshold
2347

WOP-12ac-LR# set radio wlan0®
fragmentation-threshold 2346

WOP-12ac-LR# get radio wlan®
fragmentation-threshold

2346

WOP-12ac-LR# set radio wlan® load-balance-

no-association-utilization 0

WOP-12ac-LR# get radio wlan® load-balance-
no-association-utilization

0
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Knacc Mopgknacc  ®yHKUuA BO3MOXH
ble
KOMaHAbl
ap- BkntoyeHne  get, set
. AeTekTopa
detection Toyek
poctyna
sentry- BknwoueHne  get, set
pexnva
mode sentry
dedicated- BwIOueHne get, set
pexuma
spectrum-  Dedicated
mode Spectrum
channel- MepekntoueH get, set
. 1ne KaHas0B
hopping

CuHTakcuc

get radio
<radio_1inter
face_name>

ap-detection

set radio
<radio_inter
face_name>
ap-detection

<value>

get radio
<radio_inter
face_name>

sentry-mode

set radio
<radio_inter
face_name>
sentry-mode

<value>

get radio
<radio_1inter
face_name>
dedicated-
spectrum-

mode

set radio
<radio_inter
face_name>
dedicated-
spectrum-

mode <value>

get radio
<radio_inter
face_name>
channel-

hopping

set radio
<radio_inter
face_name>
channel-
hopping
<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan®@ ap-detection

on

WOP-12ac-LR# get radio wlan® ap-detection

on

WOP-12ac-LR# set radio wlan® sentry-mode
of f

WOP-12ac-LR# get radio wlan® sentry-mode
off

WOP-12ac-LR# set radio wlan® channel-

hopping on

WOP-12ac-LR# get radio wlan® channel-

hopping
on
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Nogknacc

passive-

scan-mode

scan-—

leave-time

scan-—

duration

BO3MOXXH
ble
KOMaHAbl

DPyHKUUA

CkaHupoBaH
ne B OfHOIA
nonoce wunu
B 06enx
nosiocax B
pexume
sentry

get, set

WHTepBsasibl
Mexay
CKaHMpoBaHu
AMM

get, set

AnuTtensHocT get, set
b

CKaHMpoBaHu

P

pagvodacToT

B KaHasle, B

MC

CuHTakcuc

get radio
<radio_1inter
face_name>
passive-

scan-mode

set radio
<radio_inter
face_name>
passive-
scan-mode

<value>

get radio
<radio_inter
face_name>
scan-leave-

time

set radio
<radio_inter
face_name>
scan-leave-

time <value>

get radio
<radio_1inter
face_name>
scan-

duration

set radio
<radio_inter
face_name>
scan-
duration

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get radio wlan® passive-scan-

mode

WOP-12ac-LR# get radio wlan® scan-leave-

time

WOP-12ac-LR# get radio wlan® scan-duration
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Timit-
channel-

selection

data-

snooping

n-
bandwidth

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

OrpaHnyeHu get, set

€ KaHas10B

802.11a

AkTnBmpoBar get, set
b snooping

MponyckHaa get, set
CMocoOHOCTb
KaHasoB

802.11n

(20/40)

CuHTakcuc

get radio
<radio_1inter
face_name>
Timit-
channel-

selection

set radio
<radio_inter
face_name>
Timit-
channel-
selection

<value>

get radio
<radio_inter
face_name>
data-

snooping

set radio
<radio_inter
face_name>
data-
snooping

<value>

get radio
<radio_inter
face_name>
n-bandwidth

set radio
<radio_inter
face_name>
n-bandwidth

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get radio wlan® Llimit-

channel-selection

WOP-12ac-LR# set radio wlan® data-snooping

off

WOP-12ac-LR# get radio wlan® data-snooping

off

WOP-12ac-LR# set radio wlan® n-bandwidth
20

WOP-12ac-LR# get radio wlan® n-bandwidth
20
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Knacc

Nogknacc

n-primary-

channel

protection

frequency

wme

DPyHKUUA
ble

KOMaHAbl

PacnonoxeH
ne
OCHOBHOIO
KaHana
802.11n
(lower/

upper)

get, set

Pexum
3almThl 4ns
802.11gwm
802.11n
(auto/off)

get, set

Wcnonbsyem get
as yactora B
Ml

Bkntountb
WME

get, set

BO3MOXXH

CuHTakcuc

get radio
<radio_1inter
face_name>
n-primary-

channel

set radio
<radio_inter
face_name>
n-primary-
channel

<value>

get radio
<radio_inter
face_name>

protection

set radio
<radio_1inter
face_name>
protection

<value>

get radio
<radio_inter
face_name>

frequency

get radio
<radio_1inter
face_name>

wme

set radio
<radio_inter
face_name>

wme <value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan® n-primary-

channel lower

WOP-12ac-LR# get radio wlan® n-primary-
channel

lower

WOP-12ac-LR# set radio wlan® protection

auto

WOP-12ac-LR# get radio wlan® protection

auto

WOP-12ac-LR# get radio wlan® frequency
2462

WOP-12ac-LR# set radio wlan® wme on

WOP-12ac-LR# get radio wlan® wme

on
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wme-noack

wme-apsd

rate-
Timit-

enable

rate-limit

DPyHKUUA
ble

KOMaHAbl

Bknountb
WME "No
Acknowledge
ment"

get, set

Bkntountb
WME APSD

get, set

Bknountb
orpaHmyeHune
CKOpoCTU
broadcast/
multicast
Tpadmka

get, set

OrpaHunyeHn get, set
€ CKopocTK
broadcast/

multicast-

Tpadmka

(nakeToB B

cekyHay)

Bo3moXXH CwuHTakcuc

get radio
<radio_1inter
face_name>

wme-noack

set radio
<radio_inter
face_name>
wme-noack

<value>

get radio
<radio_inter
face_name>

wme-apsd

set radio
<radio_inter
face_name>
wme-apsd

<value>

get radio
<radio_1inter
face_name>
rate-limit-

enable

set radio
<radio_1inter
face_name>
rate-limit-
enable

<value>

get radio
<radio_inter
face_name>

rate-limit

set radio
<radio_1inter
face_name>
rate-limit

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set radio wlan® wme-noack off

WOP-12ac-LR# get radio wlan® wme-noack
of f

WOP-12ac-LR# set radio wlan® wme-apsd on

WOP-12ac-LR# get radio wlan® wme-apsd

on

WOP-12ac-LR# set radio wlan@ rate-limit-
enable off

WOP-12ac-LR# get radio wlan0® rate-limit-
enable
off

WOP-12ac-LR# set radio wlan0® rate-limit 50

WOP-12ac-LR# get radio wlan0® rate-limit
50
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rate-
Timit-burst

stp-block-

enable

wlan-util

fixed-
multicast-

rate

DPyHKUUA

3HayeHune
burst ans
broadcast/
multicast-

Tpadumka

(naketbl B
cekyHay)

Bnokuposartb
Bce STP-
nakeTbl Ha

paanonHTep
theiice

Mcnosnb3oBaH
me
6ecnpoBogHO
i LAN

®ukcnposaH
Hasi CKOpOCTb
ansa
Multicast-
Tpadmka ans
nonocsl

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get

get, set

CuHTakcuc

get radio
<radio_1inter
face_name>
rate-limit-

burst

set radio
<radio_inter
face_name>
rate-limit-
burst

<value>

get radio
<radio_inter
face_name>
stp-block-

enable

set radio
<radio_inter
face_name>
stp-block-
enable

<value>

get radio
<radio_inter
face_name>

wlan-util

get radio
<radio_inter
face_name>
fixed-
multicast-

rate

set radio
<radio_inter
face_name>
fixed-
multicast-

rate <value>

PykoBogacTBo no akcniyatauum WOP-12ac

Mpumepsbl

WOP-12ac-LR# set radio wlan® rate-limit-
burst 75

WOP-12ac-LR# get radio wlan0® rate-limit-
burst
75

WOP-12ac-LR# set radio wlan® stp-block-

enable on

WOP-12ac-LR# get radio wlan® stp-block-
enable

on

WOP-12ac-LR# get radio wlan® wlan-util
74

WOP-12ac-LR# set radio wlan® fixed-

multicast-rate auto

WOP-12ac-LR# get radio wlan0® fixed-
multicast-rate

auto

-LR
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbl
fixed-tx- PWKcuMpoBaH get, set get radio WOP-12ac-LR# set radio wlan® fixed-tx-
HadA
modulation  mopynauus <radio_inter modulation auto
A717 NONoChI face_name> , ,
WOP-12ac-LR# get radio wlan0® fixed-tx-
fixed-tx- .
modulation
modulation
auto

set radio
<radio_inter
face_name>
fixed-tx-
modulation

<value>

antenna- Pa3HeceHune get, set get radio

. X AHTEeHH . X
diversity <radio_inter

face_name>
antenna-

diversity

set radio
<radio_inter
face_name>
antenna-
diversity

<value>

antenna- Homep get, set get radio
. Cnosb3yemo o
selection i aHTEHHBbI <radio_inter

face_name>
antenna-

selection

set radio
<radio_inter
face_name>
antenna-
selection

<value>
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Knacc Mopgknacc

bss status

BasoBas
30Ha
obcnyxmea
Husi (BSS)

descriptio

n

radio

DPyHKUUA

Craryc

OnucaHne

PagnounHTep
oelic
AaHHoro BSS

BO3MOXXH
ble
KOMaHAbl

add, get,
set

get, set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
status

<value>

get bss
<bss_id>

status

set bss
<bss_-id>
status

<value>

get bss
<bss_id>

description

set bss
<bss_id>
description

<value>

add bss
<bss_-id>
radio

<value>

get bss
<bss_id>

radio

set bss
<bss_-id>
radio

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl status
up

WOP-12ac-LR# get bss wlan@bssvapl status

up

WOP-12ac-LR# set bss wlan@bssvapl

description Virtual Access Point 1

WOP-12ac-LR# get bss wlan@Gbssvapl
description

Virtual Access Point 1

WOP-12ac-LR# set bss wlan@bssvapl radio

wlan@

WOP-12ac-LR# get bss wlan@bssvapl radio

wlan®
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Knacc

Nogknacc

beacon-

interface

mac

dtim-

period

DPyHKUUA

WuTepdelic
BSS,
NCMNOJ/Ib3yeM
bIA AN
beacon

MAC-agpec

VHTepBan
DTIM

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get

add, get,
set

CuHTakcuc

add bss
<bss_-id>
beacon-
interface

<value>

get bss
<bss_-id>
beacon-

interface

set bss
<bss_id>
beacon-
interface

<value>

add bss

<bss_id> mac

<value>

get bss

<bss_1id> mac

add bss
<bss_id>
dtim-period

<value>

get bss
<bss_-id>

dtim-period

set bss
<bss_id>
dtim-period

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlan@bssvapl beacon-

interface wlanOvapl

WOP-12ac-LR# get bss wlan@bssvapl beacon-
interface

wlan@vapl

WOP-12ac-LR# get bss wlan@bssvapl mac

A8:F9:4B:B0:21:61
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Knacc Mopgknacc

max-—

stations

ignore-
broadcast-

ssid

station-

isolation

DPyHKUUA

MakcumasibH
0€e yucno
CTaHLuin

He
oTnpaBnaTb
SSID B
beacon n
UrHopvposar
b MPOGHbIE
3anpochl

M3onauna
cTaHummn

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
max-stations

<value>

get bss
<bss_id>

max-stations

set bss
<bss_-id>
max-stations

<value>

add bss
<bss_id>
max-stations

<value>

get bss
<bss_-id>

max-stations

set bss
<bss_-id>
max-stations

<value>

add bss
<bss_id>
max-stations

<value>

get bss
<bss_id>

max-stations

set bss
<bss_id>
max-stations

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlan@bssvapl ignore-

broadcast-ssid off

WOP-12ac-LR# get bss wlanObssvapl dignore-
broadcast-ssid
off

WOP-12ac-LR# set bss wlan®bssvapl station-

isolation off

WOP-12ac-LR# get bss wlanObssvapl station-
isolation
of f
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Knacc Mopgknacc

tagged-

sta-mode

mac-acl-

mode

mac-acl-

name

DPyHKUUA

Bkntounts/
BbIK/TOUNTb
TernpoBaHme
Tpadmka ot/
K STA

BO3MOXXH
ble
KOMaHAbl

add, get,
set

Cnncok MAC- add, get,

afpecoB

Nms cnncka
MAC-

afpecoB

set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
tagged-sta-

mode <value>

get bss
<bss_id>
tagged-sta-

mode

set bss
<bss_id>
tagged-sta-

mode <value>

add bss
<bss_id>
mac-acl-mode

<value>

get bss
<bss_id>

mac-acl-mode

set bss
<bss_id>
mac-acl-mode

<value>

add bss
<bss_-id>
mac-acl-name

<value>

get bss
<bss_id>

mac-acl-name

set bss
<bss_-id>
mac-acl-name

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl tagged-

sta-mode off

WOP-12ac-LR# get bss wlanObssvapl tagged-
sta-mode
of f

WOP-12ac-LR# set bss wlan®bssvapl mac-acl-
mode deny-Tlist

WOP-12ac-LR# get bss wlan@bssvapl mac-acl-
mode

deny-list

WOP-12ac-LR# set bss wlanObssvapl mac-acl-

name default

WOP-12ac-LR# get bss wlan@bssvapl mac-acl-
name
default
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Knacc

Nogknacc

mac-acl-

auth-type

radius-

accounting

radius-ip

DPyHKUUA

Twvin

Bo3moXXH CwuHTakcuc

ble
KOMaHAbl

add, get,

ayTeHTurka set

uun MAC-
anpecos

ABTOpu3aumsa add, get,

Ha RADIUS-
cepsepe

IP-agpec
RADIUS-
cepsepa

set

add, get,
set

add bss
<bss_-id>
mac-acl-
auth-type

<value>

get bss
<bss_-id>
mac-acl-

auth-type

set bss
<bss_id>
mac-acl-
auth-type

<value>

add bss
<bss_id>
radius-
accounting

<value>

get bss
<bss_id>
radius-

accounting

set bss
<bss_-id>
radius-
accounting

<value>

add bss
<bss_-id>
radius-ip

<value>

get bss
<bss_id>

radius-ip

set bss
<bss_-id>
radius-ip

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl mac-acl-
auth-type disable

WOP-12ac-LR# get bss wlan@bssvapl mac-acl-
auth-type
disable

WOP-12ac-LR# set bss wlan@bssvapl radius-

accounting on

WOP-12ac-LR# get bss wlanObssvapl radius-
accounting

on

WOP-12ac-LR# set bss wlanObssvapl radius-
ip "192.168.42.220"

WOP-12ac-LR# get bss wlan@bssvapl radius-
ip
192.168.42.220
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Knacc

Nogknacc

radius—-ip-

network

radius-key

radius-

port

DPyHKUUA

IP-ceTb
RADIUS-
cepsepa

Knwou gnsa
CBA3N C
RADIUS-
cepsepom

MopT ansA

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, set

add, get,

ayTeHTUprka set

LuK Ha
cepsepe
RADIUS

CuHTakcuc

add bss
<bss_id>
radius—ip-
network

<value>

get bss
<bss_-id>
radius—ip-

network

set bss
<bss_id>
radius—ip-
network

<value>

add bss
<bss_id>
radius-key

<value>

get bss
<bss_-id>

radius-key

set bss
<bss_id>
radius-key

<value>

add bss
<bss_id>
radius-port

<value>

get bss
<bss_id>

radius-port

set bss
<bss_id>
radius-port

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl radius-

ip-network ipv4

WOP-12ac-LR# get bss wlan@bssvapl radius-

ip-network

ipv4

WOP-12ac-LR# set bss wlan@bssvapl radius-

port 1812port

WOP-12ac-LR# get bss wlan@bssvapl radius-

port
1812port
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Knacc

Mopgknacc  PYHKUMA B0O3MOXH
ble
KOMaHAbl

ealiuS= MopTt ons add, get,

. aKKayHTUHra set
accounting- pa RADIUS-

port cepeepe

YilEn= [ob6asnTb add, get,
AnHamunyeck set

tagged- ne VLAN Ha

interface nHTepdeiic

CuHTakcuc

add bss
<bss_-id>
radius-
accounting-

port <value>

get bss
<bss_-id>
radius-
accounting-

port

set bss
<bss_id>
radius-
accounting-

port <value>

add bss
<bss_-id>
vlan-tagged-
interface

<value>

get bss
<bss_-id>
vlan-tagged-

interface

set bss
<bss_id>
vlan-tagged-
interface

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl radius-
accounting-port 1813

WOP-12ac-LR# get bss wlan@bssvapl radius-
accounting-port
1813

WOP-12ac-LR# set bss wlan@bssvapl vlan-
tagged-interface brtrunk

WOP-12ac-LR# get bss wlan@bssvapl vlan-
tagged-interface
brtrunk
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Knacc

Nogknacc

open-
system-
authenticat

ion

shared-

key-

DPyHKUUA

Pas3pelieHa
m
ayTeHTudvka
ums Open
System

Pa3pelueHa
n
ayTeHTudvka

authenticat E”ﬂ Shared
e

ion

Yy

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
open-system-
authenticati

on <value>

get bss
<bss_-id>
open-system-—
authenticati

on

set bss
<bss_id>
open-system-—
authenticati

on <value>

add bss
<bss_-id>
shared-key-
authenticati

on <value>

get bss
<bss_-id>
shared-key-
authenticati

on

set bss
<bss_-id>
open-system-—
authenticati

on <value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlan@bssvapl open-

system-authentication on

WOP-12ac-LR# get bss wlan@bssvapl open-
system-authentication

on

WOP-12ac-LR# set bss wlan@bssvapl shared-

key-authentication off

WOP-12ac-LR# get bss wlan@bssvapl shared-

key-authentication
off
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Knacc Moaknacc  PyHKUUA Bo3MOXH
ble
KOMaHAbl
wpa- Vcnonb3oBaH add, get,

- . uneTKIPkak set
cipher-tkip meTopa
LMdppoBaHuA
WPA

wpa- Wcnonb3osaH add, get,
- ne CCMP kak set
cipher-ccmp metoaa

LwndbpoBaHus
WPA

wpa- PaspewnTs  add, get,
WPA set

allowed

CuHTakcuc

add bss
<bss_-id>
wpa-cipher-

tkip <value>

get bss
<bss_id>
wpa-cipher-

tkip

set bss
<bss_id>
wpa-cipher-

tkip <value>

add bss
<bss_id>
wpa-cipher-

ccmp <value>

get bss
<bss_id>
wpa-cipher-

ccmp

set bss
<bss_-id>
wpa-cipher-

ccmp <value>

add bss
<bss_id>
wpa-allowed

<value>

get bss
<bss_-id>

wpa-allowed

set bss
<bss_id>
wpa-allowed

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlanObssvapl wpa-
cipher-tkip on

WOP-12ac-LR# get bss wlan@bssvapl wpa-
cipher-tkip

on

WOP-12ac-LR# set bss wlan@bssvapl wpa-

cipher-ccmp on

WOP-12ac-LR# get bss wlan@bssvapl wpa-
cipher-ccmp

on

WOP-12ac-LR# set bss wlan@bssvapl wpa-

allowed on

WOP-12ac-LR# get bss wlanObssvapl wpa-
allowed

on

221



Knacc Mopgknacc

wpa2-
allowed

rsn-
preauthenti

cation

DPyHKUUA

PaspeLwwmTtb
WPA2

PaspeLwwmTtb
npegsaputen
bHYIO
ayTeHTudvka
umo RSN

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
wpa2-allowed

<value>

get bss
<bss_id>

wpa2-allowed

set bss
<bss_-id>
wpa2-allowed

<value>

add bss
<bss_id>
rsn-
preauthentic
ation

<value>

get bss
<bss_id>
rsn-
preauthentic

ation

set bss
<bss_1id>
rsn-
preauthentic
ation

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlan®bssvapl wpa2-

allowed on

WOP-12ac-LR# get bss wlan@bssvapl wpa2-
allowed

on

WOP-12ac-LR# set bss wlan@bssvapl rsn-

preauthentication off

WOP-12ac-LR# get bss wlan@bssvapl rsn-
preauthentication
off
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Knacc

Nogknacc

broadcast-
key-
refresh-

rate

check-
signal-

timeout

DPyHKUUA

KomaHga
yCcTaHaB/mBa
€T VHTepBa/,
yepes
KOTOPpbIi
npomcxogut
CcMeHa
naponei
JocTtynay
nonb3oBaren
e
(broadcastin
g key)

Timeout
check min
signal (sec)

BO3MOXXH
ble
KOMaHAbl

add, get,
set

add, get,
set

CuHTakcuc

add bss
<bss_-id>
rsn-
preauthentic
ation

<value>

get bss
<bss_id>
rsn-
preauthentic

ation

set bss
<bss_id>
rsn-
preauthentic
ation

<value>

add bss
<bss_id>
check-

signal-
timeout

<value>

get bss
<bss_-id>
check-

signal-

timeout

set bss
<bss_-id>
check-

signal-
timeout

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# set bss wlan@bssvapl

broadcast-key-refresh-rate 0

WOP-12ac-LR# get bss wlanGbssvapl
broadcast-key-refresh-rate
0]

WOP-12ac-LR# set bss wlan®bssvapl check-

signal-timeout 10

WOP-12ac-LR# get bss wlan@bssvapl check-
signal-timeout
10
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Knacc

bridge-
port

Nogknacc

wlan-util

fixed-
multicast-

rate

DPyHKUUA

BO3MOXXH
ble
KOMaHAbl

Vcnonb3oBaH add, get,

ne

6ecnpoBofHO

n LAN

set

®ukcupoBaH add, get,
Hada cKopocTb set

nosocel ans
Multicast-
Tpaduka

CuHTakcuc

add bss
<bss_-id>
wlan-util

<value>

get bss
<bss_id>

wlan-util

set bss
<bss_-id>
wlan-util

<value>

add bss
<bss_id>
fixed-

multicast-

rate <value>

get bss
<bss_id>
fixed-
multicast-

rate

set bss
<bss_id>
fixed-

multicast-

rate <value>

Mpumepsbl

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Beeaute komaHgy "get bridge-port" n nonyunte Bce 4OCTyNHbIE A1 MPOCMOTPA XapakTePUCTUKN
NHTepdeiica MocTa UM UCNOMb3yinTe KOMaHAbl, NPeACTaBNEHHbIE HUXE.
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Knacc

Nogknacc

interface

path-cost

DPyHKUUA

WuTepdelic

MOCTa

CTOMMOCTb

BO3MOXXH
ble
KOMaHAbl

add, get

add, get,

uHTepdpeiica set

CuHTakcuc

add bridge-
port <all|
brtrunk>
interface

<value>

get bridge-
port <all|
brtrunk>

interface

add bridge-
port <all|
brtrunk>
path-cost

<value>

get bridge-
port <all|
brtrunk>

path-cost

set bridge-
port <all|
brtrunk>
path-cost

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get bridge-port brtrunk

interface
interface
etho
wlanOwds0
wlanOwdsl
wlanGwds2
wlanOwds3
wlanOwds4
wlanOwds5
wlanOwds6
wlanOwds7
wlan0
wlan@vapl
wlanOvap2
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PykoBogacTBo no akcnayatauum WOP-12ac-LR

Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbI

priority MproputeT  add, get, 544 bridge-

nopra set port <all|
brtrunk>
priority
<value>
get bridge-
port <all|
brtrunk>
priority
set bridge-
port <all|
brtrunk>
priority
<value>
stp-state COCTOAHME  get get bridge- WOP-12ac-LR# get bridge-port brtrunk stp-
CBA3ykoulero
Jepesa port <all| state
brtrunk> stp-state
stp-state @ @ -—-———-———--
forwarding
forwarding
forwarding
forwarding
forwarding
forwarding
forwarding
mac-acl mac Paspewnts/ add, get,  ,4d mac-acl
3anpeTnTtb set
SnemMeHTsl MAC-agpec <value>
Tabnuubl
MAC- get mac-acl
aapecos

set mac-acl

<value>

226



Knacc

tx-queue

Mepepava
napameTpo
B ouepepnem

Bo3MOXH CuUHTaKcuc
ble
KOMaHAbl

Moaknacc  PyHKUUA

Beeaute komaHgy "get tx-queue
<interface_namelall>" n nonyunte BCe
[OCTynHble Ans

get tx—-queue
<interface_n

NPOCMOTPa XapaKTePUCTUKM ame|all>

WHTepdieiica MocTa UAn UCMOoMb3ynTe
KOMaHzbl, NPeACTaB/IEHHbIE HUNXKE.

queue ma get get tx-queue
ouepeau .
<interface_n
ame|all>
queue
o ApanTuBHbIn  get, set get tx-queue
MEXKapOoBbI i
" WHTEepBan <interface_n
ame|all>
aifs
set tx—-queue
<interface_n
ame|all>
aifs <value>
cwmin MuHumanbHo get, set get tx-queue
€ 3Ha4veHune i
KOHKypeHTHO <‘|nter'Face_n
ro OKHa ame|all>
cwmin

set tx—-queue
<interface_n
ame|all>
cwmin

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR

Mpumepsbl

WOP-12ac-LR# get tx-queue all

name queue aifs cwmin cwmax burst

wlan® data® 1 3 7 1.5
wlan® datal 1 7 15 3.0
wlan® data2 3 15 63 0
wlan® data3 7 15 1023 0
wlanl data® 1 3 7 1.5
wlanl datal 1 7 15 3.0
wlanl data2 3 15 63 0
wlanl data3 7 15 1023 0

WOP-12ac-LR# get tx-queue all queue
name queue
data®
datal
data2
data3
data®
datal
data2
data3

wlano
wlano
wlano®
wlano
wlanl
wlanl
wlanl

wlanl

WOP-12ac-LR# get tx-queue wlan@ aifs

aifs

WOP-12ac-LR# get tx-queue wlan® cwmin

cwmin

15

15
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Knacc

wme-queue

Mepepava
napameTpo
B ouepepnem
cTaHUMsM

Nogknacc

cwmax

burst

DPyHKUUA

MakcumasibH
oe 3Ha4yeHune
KOHKYPEHTHO
ro OKHa

MakcumanbH
ad o/mHa
oyepean

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

Beeaute komaHay "get wme-queue
<interface_namelall>" n nonyunte BCE
LOCTYMHblE 4715 NpOoCcMOoTpa

XapaKTepucTukn nHTepdelica MmocTta

MﬂMMCﬂOﬂbSyﬁTEKOMaHAbL

npeacrtaB/IEHHbIE HNXKE

queue

Nmsa
oyepeau

get

CuHTakcuc

get tx—-queue
<interface_n
ame|all>

cwmax

set tx—-queue
<interface_n
ame|all>
cwmax

<value>

get tx—-queue
<interface_n
ame|all>

burst

set tx—-queue
<interface_n
ame|all>
burst

<value>

get wme-
queue
<interface_n

ame|all>

get wme-
queue
<interface_n
ame|all>

queue

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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WOP-12ac-LR# get tx-queue wlan® cwmax

cwmax

1023

WOP-12ac-LR# get tx-queue wlan® burst
burst

WOP-12ac-LR# get wme-queue all

name queue aifs cwmin cwmax txop-limit

37 47

7 15 94
15 1023 0
15 1023 ©
3 7 47

7 15 94
15 1023 0
15 1023 0

wlan0® vo
wlan® vi
wlan0® be
wlan0® bk

2
2
3
7
wlanl vo 2
wlanl vi 2
wlanl be 3
7

wlanl bk

WOP-12ac-LR# get wme-queue all queue
name queue

wlan® vo

wlan0® vi

wlan0® be

wlan® bk

wlanl vo

wlanl vi

wlanl be

wlanl bk
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Knacc Moaknacc  PyHKUUA Bo3moXxH CuHTakKkcuc Mpumepsbl
ble
KOMaHAbl
aifs ApantnBHbIN  get, set get wme- WOP-12ac-LR# get wme-queue wlan® aifs
MEXKapOoBbI ]
i UHTepBan queue aifs
<interface_n ---—-
ame|all> 2
aifs 2
S
get wme-
7
queue
<interface_n
ame|all>
aifs <value>
cwmin MuHumanbHo get, set get wme- WOP-12ac-LR# get wme-queue wlan® cwmin
€ 3HaueHue -
KOHKYPEHTHO GUEUE S
ro OKHa <interface_n -----
ame|all> 3
cwmin 7
15
get wme-
15
queue
<interface_n
ame|all>
cwmin
<value>
cwmax MakcumasibH - get, set get wme- WOP-12ac-LR# get wme-queue wlan® cwmax
oe 3Ha4veHune
KOHKYPEHTHO GRS SRR
ro <interface_n -----
OKHa ame|all> 7
cwmax 15
1023
get wme-
1023
queue
<interface_n
ame|all>
cwmax
<value>
burst MakcumanbH get, set
as AnnHa
ouepean
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Knacc Mopgknacc
txop-limit
static- destinatio

ip-route n

Static IP

route entry
mask
gateway
table

ip-route destinatio

IP route i

entry
mask
gateway
table

log depth

HacTpoiika

noruposaH

na

DPyHKUUA

OrpaHnyeHu
e

BO3MOXHOCTV
nepegauu

Mpedomkc IP-

azpeca
Ha3HayeHns

Macka
nogceTtun

IP-agpec
MapLupyTa

Howmep B
Tabnuue
MapLUpyTu3a
uun

Mpedomkc IP-

ajipeca
Ha3HayeHnsd

Macka
nogcetun

IP-appec
MapLipyTa

Howmep B
Tabnuue
MapLUpyTu3a
uun

KonnuectBo
3anucen,
KoTopoe
MOXET ObITb
BHECEHO B
XypHan

BO3MOXXH
ble
KOMaHAbl

get, set

get

get

get

get

get

get

get

get

get, set

CuHTakcuc

get wme-
queue
<interface_n
ame|all>

txop-limit

set wme-
queue
<interface_n
ame|all>
txop-limit

<value>

get static-
ip-route

destination

get static-
ip-route

mask

get static-
ip-route

gateway

get static-
ip-route

table

get ip-route

destination

get ip-route

mask

get ip-route

gateway

get ip-route
table

get log
depth

set log
depth

<value>
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WOP-12ac-LR# get wme-queue wlan@ txop-

limit
txop-limit

WOP-12ac-LR# get
destination

0.0.0.0

WOP-12ac-LR# get
0.0.0.0

WOP-12ac-LR# get
192.168.1.254

WOP-12ac-LR#
254

get

WOP-12ac-LR#
0.0.0.0

get

WOP-12ac-LR# get
0.0.0.0

WOP-12ac-LR#
192.168.15.1

get

WOP-12ac-LR#
254

get

WOP-12ac-LR# set

WOP-12ac-LR#
512

get

static-ip-route

static-ip-route

static-ip-route

static-ip-route

ip-route destina

ip-route mask

ip-route gateway

ip-route table

log depth 512

log depth

mask

gateway

table

tion
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Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
blé
KOMaHAbl
persistenc COXpaHATb  get, set get log WOP-12ac-LR# set log persistence no
XypHan B _
e ersistence
SHeproHesas = WOP-12ac-LR# get log persistence
NCUMYIO
namsiTb set log no
persistence
<value>
severity YcTaHoBUTL  get, set get log WOP-12ac-LR# set log severity 7
YPOBEHb i
severit
BaXHOCTU o WOP-12ac-LR# get log severity
COXpaHEeHHOM
3anncu set log 7
severity
<value>
remove Ypanutb Bce  set set log
3arnncu B
)KypHane remove
relay- AkTuBMpoBaT get, set get log WOP-12ac-LR# set log relay-enabled @
Dled b Nepegavy L
enable relay-
CUCTEMHOrO y WOP-12ac-LR# get log relay-enabled
XypHana enabled
(syslog) £
set log
relay-
enabled
<value>
relay-host XOCT, Ha get, set get log
KOTOpbIi
6yner relay-host
nepenasartbC
A1 CUCTEMHBIIA set log
XypHan relay-host
<value>
relay-port [10PT, Ha get, set get log WOP-12ac-LR# set log relay-port 514
KOTOpPbIN 1
relay-port
Gynet . WOP-12ac-LR# get log relay-port
nepeaasarbc
A1 CUCTEMHBIIA set log 514
KypHan relay-port
<value>
log-entry number Homep get get log- WOP-12ac-LR# get log-entry number
3anncu
3anuchk B entry number number

XypHaie
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Knacc Mopgknacc
priority
time
daemon
message

associati interface

on

CBs3aHHbIe

cTaHumm

station

DPyHKUUA

Mpuoputet
3anucu

Bpemsa
3anuncu

daemon

CoobuleHune

NHTepdeiic
cTaHuum
CBS13aH C
(Interface
station is
associated
with)

MAC-agpec
cTaHumm

Bo3moXXH CwuHTakcuc
ble

KOMaHAbl

get get log-
entry
priority

get get log-
entry time

get get log-
entry daemon

get get log-
entry
message

get get
association
interface

get get

association

station

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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WOP-12ac-LR# get log-entry priority
priority

err

info

info

err

err

info

WOP-12ac-LR# get log-entry time
time

Oct 11 2018 00:00:19

Oct 11 2018 00:00:18

Oct 11 2018 00:00:16

Oct 11 2018 00:00:12

WOP-12ac-LR# get log-entry daemon
daemon

dnsd[28523]

dman[1239]

dman[1239]

dnsd[28410]

dnsd[18233]

WOP-12ac-LR# get log-entry message
Property Value

message accepting UDP packets on

0.0.0.0:4553
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Nogknacc

authentica
ted

associated

rx-packets

tx-packets

rx-bytes

tx-bytes

tx-rate

rx-rate

listen-

interval

last-rssi

tx-drop-
bytes

DPyHKUUA

MpongeHa fin
ayTeHTurka
uus

Associated

Mony4yeHo ot
cTaHuumu
(nakeTbl)

MNepepaHo
cTaHumu
(nakeTbl)

Mony4yeHo ot
cTaHumu
(6aliT)

MepepaHo
cTaHummn
(6aliT)

CkopocTb
nepegaiu

CkopocTb
npvemMa

Listen-
VHTEpBa

Mony4yeHHbIl
B nocnegHemM
kagpe RSSI

Konuyectso
OTOPOLLEHHBI
X 6aviT npu
nepegaiu
cTaHuum

BO3MOXXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

CuHTakcuc

get
association
authenticate
d

get
association

associated

get
association

rx-packets

get
association

tx-packets

get
association

rx-bytes

get
association

tx-bytes

get
association

tx-rate

get
association

rx-rate

get
association
listen-

interval

get
association

last-rssi

get
association
tx-drop-
bytes

Mpumepsbl
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Knacc Mopgknacc
rx-drop-
bytes
tx-drop-
packets
rx-drop-
packets

basic- rate

rate

OcHOBHble

CKOpPOCTU

paguonHTe

pdelicos

DPyHKUUA

Konuyectso
OTOPOLLEHHBI
X 6aiT npu
npvueme ot
cTaHuum

KonunyectBo
OTOPOLLEHHBI
X NaKeToB
npu
nepegauu
cTaHuun

KonnyectBo
OTOPOLLIEHHBI
X NaKeToB
npu npueme
OT cTaHuun

CkopocTb 0.5
MBps

BO3MOXXH
ble
KOMaHAbl

get

get

get

add, get,
remove

CuHTakcuc

get
association
rx-drop-

bytes

get
association
tx-drop-
packets

get
association
rx-drop-

packets

add basic-
rate
<interface_i
d|lall> rate

<value>

get basic-
rate
<interface_i

d|lall> rate

remove
basic-rate
<interface_i
d|all> rate

<value>

WOP-12ac-LR# get basic-rate all rate

name rate

wlanl
wlanl
wlanl
wlano
wlano
wlano

wlan@

Mpumepsbl
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Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbI

Ckopoctb 0.5 add, get, .44

supported rate WOP-12ac-LR# get supported-rate wlan® rate

MBps remove
-rate supported- rate
Monaepxm RS R
BaeMble <interface_i 54
CKOpPOCTU
pajuonHTe d|lall> rate 48
pceiicos <value> 36
24
get
18
supported-
12
rate
. .11
<interface_i
9
d|lall> rate
6
remove 5.5
supported- 2
rate 1
<interface_i
dlall> rate
<value>
detected- mac MAC-agpec  get get
ap detected-ap
O6Hapyxe LEIS
HWne To4ek
jocrtyna 2i5® Vcnone3syem get get
bin
paguonHTep detected-ap
beiic radio
beacon- Beacon- get get
. NHTEPBaJ1 B
interval KWUNo- detected-ap
MWKDOCEKYH/, beacon-
ax (kus) -
(1.024 mc) interval
capability Bo3moxHocT get get
n IEEE
802.11 detected-ap
capability
Tun (AP, Ad  get
type ' et
hoc, or Other) g
detected-ap
type
privacy WEP or WPA get get
enabled
detected-ap
privacy
sa9@ Vmsa cetn get get

detected-ap

ssid
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Knacc

Nogknacc

wpa

phy-type

band

channel

rate

signal

erp

beacons

last-

beacon

supported-

rates

security

DPyHKUUA

Be3onacHocT
b
NOCPeLCTBOM
WPA

OnpepenexHn
e PHY
pexunma

Monoca
yacToT

KaHan

CkopocTb

MoLHOoCTb
curHana

ERP

KonnyectBo
NosTy4YeHHbIX
beacon

Bpewms
npuema
nocnegHero
beacon

Cnucok
nogaepxusa
eMbIX
ckopocTeit

Bbe3onacHocT
b

BO3MOXXH
ble
KOMaHAbl

get

get

get

get

get

get

get

get

get

get

get

CuHTakcuc

get
detected-ap

wpa

get
detected-ap
phy-type

get
detected-ap
band

get
detected-ap

channel

get
detected-ap

rate

get
detected-ap

signal

get
detected-ap

erp

get
detected-ap

beacons

get
detected-ap

last-beacon

get
detected-ap
supported-

rates

get
detected-ap

security

Mpumepsbl
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Knacc

portal

HacTtpoliku
Captive
portal

Nogknacc

hi-rate

noise

nmode

wired

wds

rssi

status

welcome-

screen

welcome-

screen-text

DPyHKUUA

MakcumasibH
0 BO3MOXHas
nogaepxusa
emas
CKOpPOCTb

YpoBeHb
Lwyma

Mopnepxka
802.11n

Touka
Joctyna
noaxsoyeHa
K MPOBOAHOIA
cetun

Touka
joctyna —
yacTb wds-
cetu

RSSI Toukun
joctyna

AAMUHUCTpa
TUBHbIN
craryc

OTob6paxaeT
CA NN 3KpaH
[4na rocTei

Tekcr,
KOTOpblii
oyaet
oTobpaxarbc
A1 B OKHe
npuBETCTBUS

BO3MOXXH
ble
KOMaHAbl

get

get

get

get

get

get

get, set

get, set

get, set

CuHTakcuc

get
detected-ap

hi-rate

get
detected-ap

noise

get
detected-ap

nmode

get
detected-ap

wired

get
detected-ap

wds

get
detected-ap

rssi

get portal

status

get portal
welcome-

screen

set portal
welcome-
screen

<value>

get portal
welcome-

screen-text

set portal
welcome-
screen-text

<value>

Mpumepsbl
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Knacc Mopgknacc  PYHKUMA Bo3moxH CuHTakcuc Mpumepbl
ble
KOMaHAbl
snmpv1 status ApgmuHncTpa  get, set get snmpvl
TUBHbIN
JocTtyn no cTatyc status
SNMPVT n
SNMPv2 set snmpvl
nporokony status
<value>
snmp-view type Tvn add, get,  5dd snmp- WOP-12ac-LR# get snmp-view all type
nogaepesa set i X
SNMP MIB OID (included view <view- name type
V|eW nnn altlview-  ------ - - - - - - -~ ——-———-
excluded) | - -
none|all> view-all dincluded

type <value> view-none excluded

get snmp-
view <view-
all|view-
none|all>

type

set snmp-
view <view-
all|view-
none|all>

type <value>

oid Mopgepeso  add, get, add snmp- WOP-12ac-LR# get snmp-view all oid
OID (cTpoka) set ) )
view <view- name type
alliNZlcwa |
none|all> view-all included

oid <value> view-none excluded

get snmp-
view <view-
all|view-
none|all>
oid

set snmp-
view <view-
all|view-
none|all>

oid <value>
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Knacc

snmp-
group

Mpynna
nosib3oBar
enei
SNMP

Nogknacc

mask

secur-—

level

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

Macka OID — add, get,
CMNUCOoK set
OKTETOB B

hex-

opmare,

pasfeneHHsbl

X 3HaKom "'

OcTaBbTe
nycTyto
CTPOKY, ec/in
Macka He
HYXHa.

YpoBeHb add, get,
b6e3onacHocT set

"

(noAuthNoPri

v, authNoPriv

nnu authPriv)

CuHTakcuc

add snmp-
view <view-
all|view-
none|all>

mask <value>

get snmp-
view <view-
all|view-
none|all>

mask

set snmp-
view <view-
all|view-
none|all>

mask <value>

add snmp-
group <RO|
RW|all>
secur-Tlevel

<value>

get snmp-
group <RO|
RW|all>

secur-Tlevel

set snmp-
group <RO|
RW|all>
secur-Tlevel

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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WOP-12ac-LR# get snmp-view all mask
name mask
view-all

view-none

WOP-12ac-LR# set snmp-group RO secur-level

authPriv

WOP-12ac-LR# get snmp-group RO secur-level

authPriv
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Knacc Moaknacc  PyHKUUA Bo3MOXH
ble
KOMaHgbl
write—view SNMPwuma  add, get,
ans poctyna  set
K 3anucu
read-view SNMPwumsa  add, get,
ans poctyna  set
K UTeHWIo
(view name
for read
access)
snmp-user group Nma SNMP-  add, get,
rpynnbl set
SNMPv3
nonb3oBar
enu

CuHTakcuc

add snmp-
group <RO|
RW|all>

write-view

<value>

get snmp-
group <RO|
RW|all>

write-view

set snmp-
group <RO|
RW|all>

write-view

<value>

add snmp-
group <RO|
RW|all>

read-view

<value>

get snmp-
group <RO|
RW|all>

read-view

set snmp-
group <RO|
RW|all>

read-view

<value>

add snmp-
user group

<value>

get snmp-

user group

set snmp-
user group

<value>

PykoBogacTBo no akcnayatauum WOP-12ac-LR
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WOP-12ac-LR# set snmp-group RO write-view

view-none

WOP-12ac-LR# get snmp-group RO write-view

view-none

WOP-12ac-LR# set snmp-group RO read-view

view-all

WOP-12ac-LR# get snmp-group RO read-view

view-all
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Knacc

Nogknacc

auth-type

auth-pass

priv-type

priv-pass

DPyHKUUA Bo3moXxH CuHTakKkcuc
ble
KOMaHAbl

MpoTokon add, get,  54d snmp-
ayTeHTudrka set

yum (‘md>5' user auth-
nnn 'none’) type <value>
get snmp-

user auth-
type

set snmp-
user auth-

type <value>

Maponb ans  add, get,  ,4d snmp-

ayTeHTUdmKa set
aun user auth-

pass <value>

get snmp-
user auth-

pass

set snmp-
user auth-

pass <value>

YctaHoBUTb  add, get, add snmp-
™n set

LWMdppoBaHus U D
(des' - type <value>
ncnosnb3oBat
b TUMN

et snmp-
wndpposaHns & ,p
DES, 'none' - user priv-
He type
ncnosib3oBaT
b

set snmp-
LwndpoBaHme P

user priv-

type <value>

Koy add, get, add snmp-

wmndpposaHmns set .
user priv-

pass <value>

get snmp-
user priv-
pass

set snmp-

user priv-

pass <value>

Mpumepsbl
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Knacc

snmp-

target

SNMPv3-
Taprethbl
ons
nosyyeHuns
SNMP
traps

serial

Mocneposa

TesNbHbIN
[OCTyn K
CLI

Nogknacc

host

port

user—name

status

baud-rate

DPyHKUUA

IP-agpec, Ha
KOTOPpbIN
oyayT
OTNpaB/IEHbI
Tpansl

Homep
nopra, Ha
KOTOpblii
oyayT
oTnpaBNATLC
a1 SNMP-
Tpansl

Nms
nonb3oBaren
1 SNMPv3

Craryc

CkopocTb
nepegauu
[aHHbIX
(Serial
baudrate)

BO3MOXXH

ble

KOMaHAbl

add, get,
set

add, get,

set

add, get,

set

get, set

get, set

CuHTakcuc

add snmp-
target host

<value>

get snmp-
target host

set snmp-
target host

<value>

add snmp-
target port

<value>

get snmp-

target port

set snmp-
target port

<value>

add snmp-
target user-

name <value>

get snmp-
target user-

name

set snmp-
target user-

name <value>

get serial

status

set serial
status

<value>

get serial

baud-rate

set serial
baud-rate

<value>
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WOP-12ac-LR# set

WOP-12ac-LR# get
up

WOP-12ac-LR# set

WOP-12ac-LR# get
115200

serial status up

serial status

serial baud-rate 115200

serial baud-rate
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Knacc

telnet status

JocTtyn K
CLI

no
NpPOTOKO/Y
Telnet

ftp- status

server

FTP-
cepBep

firmware- upgrade-

upgrade url

O6HOoBMEH
ne Mo
TOYKM
JocTtyna no
HTTP

progress

validate

start

Nogknacc

DPyHKUUA

Craryc

Cratyc

http://
<server
IP>[:<server
port>]/
filename

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

OToGpaxeHn get

e cTaryca
npovuecca
06HOBMEHUSA
no

YctaHosute
'vyes' ans
noaTeepxae
HuA chaiina

YcTtaHoBuUTe
'ves' ans
Hayana
06HOBMEHUSA
no

set

set

CuHTakcuc

get telnet

status

set telnet
status

<value>

get ftp-
server

status

set ftp-
server
status

<value>

get
firmware-
upgrade
upgrade-url

set
firmware-
upgrade
upgrade-url

<value>

get
firmware-
upgrade

progress

set
firmware-
upgrade

validate

set
firmware-
upgrade

start
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WOP-12ac-LR# set telnet status up

WOP-12ac-LR# get telnet status
up

WOP-12ac-LR# set ftp-server status down

WOP-12ac-LR# get ftp-server status

down

WOP-12ac-LR# get firmware-upgrade upgrade-

url

WOP-12ac-LR# get firmware-upgrade progress
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Knacc Mopgknacc
untagged- vlan-id
vlan
HacTtpolika
HeTernposa
HHbIX VLAN
status
managed- mode
ap
Ynpasnsem
as
Touka
jocrtyna
ap-state
switch-

address-1

switch-

address-2

DPyHKUUA
ble
KOMaHAbI
VLAN ID gna get, set
ncnonb3oBaH
ns
HeTernpoBsaH
HbIX VLAN
Craryc get, set
Pexum get, set

Craryc Toukn get
Jocrtyna

IP-agpec get, set
KOMMyTaropa

1

IP-appec get, set

KoMMyTaTopa
2

Bo3moXXH CwuHTakcuc

get
untagged-

vlan vlan-id

set
untagged-
vlan vlan-id

<value>

get
untagged-

vlan status

set
untagged-
vlan status

<value>

get managed-

ap mode

set managed-
ap mode

<value>

get managed-

ap ap-state

get managed-
ap switch-

address-1

set managed-
ap switch-
address-1

<value>

get managed-
ap switch-

address-2

set managed-
ap switch-
address-2

<value>
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WOP-12ac-LR# set untagged-vlan vlan-id 1

WOP-12ac-LR# get untagged-vlan vlan-id

1

WOP-12ac-LR# set untagged-vlan status up

WOP-12ac-LR# get untagged-vlan status

up

WOP-12ac-LR#

WOP-12ac-LR#

down

WOP-12ac-LR#

WOP-12ac-LR#

down

WOP-12ac-LR#

address-1

set

get

set

get

get

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

mode down

mode

ap-state down

ap-state

switch-
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switch-

address-3

switch-

address-4

pass-

phrase

dhcp-
switch-

address-1

dhcp-
switch-

address-2

dhcp-
switch-

address-3

dhcp-
switch-

address-4

DPyHKUUA

IP-agpec
KoMMyTaropa
3

IP-agpec
KomMmyTaTopa
4

Maponb
KoMMmyTaTopa

IP-appec
KomMmyTaTopa
DHCP 1

IP-agpec
KOoMMyTaropa
DHCP 2

IP-appec
KoMMmyTarTopa
DHCP 3

IP-agpec
KoMMmyTaTopa
DHCP 4

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

set

get

get

get

get

CuHTakcuc

get managed-
ap switch-

address-3

set managed-
ap switch-
address-3

<value>

get managed-
ap switch-

address-4

set managed-
ap switch-
address-4

<value>

set managed-
ap pass-—
phrase

<value>

get managed-
ap dhcp-
switch-

address-1

get managed-
ap dhcp-
switch-

address-2

get managed-
ap dhcp-
switch-

address-3

get managed-
ap dhcp-
switch-

address-4
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WOP-12ac-LR# get managed-ap dhcp-switch-
address-1
104.116.116.112.58.47.47.49.57.50.46.49.

.56.46.49.54.46.49.54.48.58.57.53.57.53

WOP-12ac-LR# get managed-ap dhcp-switch-
address-2

2

WOP-12ac-LR# get managed-ap dhcp-switch-

address-3

WOP-12ac-LR# get managed-ap dhcp-switch-

address-4

54
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managed-
mode-

watchdog

dhcp-ip-

base-port

cfg-ip-

base-port

ip-base-

port

ip-tnl-
udp-port

DPyHKUUA

Bpewms,
uepes
KoTopoe
CTOPOXEBOV
Talimep
(watchdog)
nepesarpysu
T cucTemy
npu
HEeobxoaAnmo
ctn (B
MUHYTaXx)

(0-1440)

DHCP Base
IP nopt

HacTtpouTb
Base IP nopt
(1-65000)

Base IP nopt

Tunnel UDP
IP nopt

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

get, set

get, set

get, set
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get managed-
ap managed-  watchdog 0

mode-

WOP-12ac-LR# set managed-ap managed-mode-

WOP-12ac-LR# get managed-ap managed-mode-

watchdog e

set managed- 0
ap managed-
mode-

watchdog

<value>

get managed-
ap dhcp-ip- port

base-port

set managed-
ap dhcp-ip-
base-port

<value>

get managed- WOP-12ac-LR#
ap cfg-ip- port 57775
base-port WOP-12ac-LR#
set managed- port

ap cfg—ip- 57775
base-port

<value>

WOP-12ac-LR#
25459

get managed-
ap ip-base-

port
WOP-12ac-LR#

set managed- 25459
ap ip-base-

port <value>

get managed- WOP-12ac-LR#
ap ip-tnl- port 25459
udp-port WOP-12ac-LR#
set managed- port

ap ip-tnl- 25459
udp-port

<value>

set

get

set

get

set

get

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

WOP-12ac-LR# get managed-ap dhcp-ip-base-

cfg-ip-base-

cfg-ip-base-

ip-base-port

ip-base-port

ip-tnl-udp-

ip-tnl-udp-
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ip-udp-
port
ip-ssl-
port
ip-capwap-
src-port
ip-capwap-
dst-port

dotlx- status

supplican

t

802.1X

cynnsinkaH

T

DPyHKUUA Bo3MOXH
ble
KOMaHAbl

UDP IP nopT get, set

Secure SSL  get, set

IP nopt

CAPWAP Src get, set
IP nopt

CAPWAP Dst get, set
IP nopt

Craryc get, set

CuHTakcuc

get managed-
ap ip-udp-
port

set managed-
ap ip-udp-

port <value>

get managed-
ap ip-ssl-
port

set managed-
ap ip-ssl-

port <value>

get managed-
ap ip-
capwap-src-

port

set managed-
ap ip-
capwap-src-—

port <value>

get managed-
ap ip-
capwap-dst-

port

set managed-
ap ip-
capwap-dst-

port <value>

get dotlx-
supplicant

status

set dotlx-
supplicant
status

<value>
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WOP-12ac-LR#
25460

WOP-12ac-LR#
25460

WOP-12ac-LR#
25461

WOP-12ac-LR#
25461

WOP-12ac-LR#
port 25462

WOP-12ac-LR#
port
25462

set

get

set

get

set

get

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

managed-ap

ip-udp-port

ip-udp-port

ip-ssl-port

ip-ssl-port

ip-capwap-src-

ip-capwap-src-

WOP-12ac-LR# set managed-ap ip-capwap-dst-

port 25463

WOP-12ac-LR# get managed-ap ip-capwap-dst-

port
25463

WOP-12ac-LR# set dotlx-supplicant status

down

WOP-12ac-LR# get dotlx-supplicant status

down
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user
password

mgmt-acl  mode

Cnucok

anpecos,

paspeLleHH

bIX o4

ynpas/ieHun

A
mgmt-

address-1

mgmt—

address-2

mgmt-

address-3

DPyHKUUA
ble
KOMaHAbI
802.1X get, set
nosb3osaren
b-CYMM/IMKaHT
802.1X set
napo’sb
nosib3oBaresi
4
Pexxum get, set
IP-agpec get, set
ynpasneHus
]
IP-agpec get, set
ynpas/ieHns
2
IP-agpec get, set
ynpasneHus
3

Bo3moXXH CwuHTakcuc

get dotlx-
supplicant

user

set dotlx-
supplicant

user <value>

set dotlx-
supplicant
password

<value>

get mgmt-acl

mode

set mgmt-acl

mode <value>

get mgmt-acl
mgmt-—

address-1

set mgmt-acl
mgmt—
address-1

<value>

get mgmt-acl
mgmt-

address-2

set mgmt-acl
mgmt-—
address-2

<value>

get mgmt-acl
mgmt—

address-3

set mgmt-acl
mgmt-—
address-3

<value>
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WOP-12ac-LR# get dotlx-supplicant user

WOP-12ac-LR# set mgmt-acl mode down

WOP-12ac-LR# get mgmt-acl mode

down

WOP-12ac-LR# get mgmt-acl mgmt-address-1

WOP-12ac-LR# get mgmt-acl mgmt-address-2

WOP-12ac-LR# get mgmt-acl mgmt-address-3
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mgmt-—

address-4

mgmt—

address-5

DPyHKUUA

IP-agpec
ynpasneHus
4

IP-agpec
ynpasneHus
5

BO3MOXXH
ble
KOMaHAbl

get, set

get, set

CuHTakcuc

get mgmt-acl
mgmt-—

address-4

set mgmt-acl
mgmt—
address-4

<value>

get mgmt-acl
mgmt-—

address-5

set mgmt-acl
mgmt—
address-5

<value>
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WOP-12ac-LR# get mgmt-acl mgmt-address-4

WOP-12ac-LR# get mgmt-acl mgmt-address-5
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7 CnncoK M3MeHeHUI

Bepcusa gokymeHTa

Bepcua 1.23

Bepcua 1.22

Bepcus 1.21

Bepcua 1.20

Bepcusa 1.19

Bepcnsa 1.18
Bepcua 1.17

Bepcusa 1.16
Bepcna 1.15
Bepcusa 1.14

Bepcnsa 1.13
Bepcua 1.12
Bepcusa 1.11

Bepcusa 1.10

Jarta Bbinycka

27.02.2026

21.06.2024

08.09.2023

21.04.2023

09.09.2022

03.06.2022
22.04.2022

03.12.2021
30.09.2021
07.12.2020

09.04.2020
24.02.2020
01.10.2019
05.06.2019

PykoBogacTBo no akcnayatauum WOP-12ac-LR

CopepxaHue UsmMeHeHuMn

CuiHxpoHu3auus ¢ Bepcueii MO 1.25.7
KoppekTtunpoBka:

+ 5.6.2.1 lononHuTesibHbIE
HaCTPOWKM 6ECNPOBOAHbLIX MHTEPIENCOB

CuHxpoHu3auusa ¢ Bepcmeli MO 1.25.0
KoppekTtuposka:

+ 4.5.8 NogmeHo «VAP»
* 4.6.3 NogmeHto «SSH»
+ 4.6.4 NogmeHto «Telnet»
+ 4.6.8 NogmeHo «<SNMP»
+ 4.8.1 NogmeHto «Configuration»
5.5.5 [lononHuTenbHblE KOMaHAabl
+ 5.6.3 HacTpoiika BMpTyasibHbIX TOYEK
poctyna Wi-Fi (VAP)
CuHxpoHusaums ¢ Bepcuein MO 1.24.0
KoppekTupoBka:
+ 4.6.9 NMoameHto «Time Settings (NTP)»
[obaBneHo:

+ 5.6.6 HacTpolika Radar

CuHxpoHu3auus ¢ Bepcumeii MO 1.23.0
KoppekTtunpoBka:

+ 5.6.3 HacTtpoiika BupTyasibHbIX TOYEK
poctyna Wi-Fi (VAP)
+ 5.6.6 CuCTEMHbIE HACTPOIiKK

CuiHxpoHu3auus ¢ Bepcueii MO 1.22.4
[o6aBneHbl pasgens:
+ 5.6.6.6 HacTtpoiika Ping-Watchdog

CuHxpoHusaumsa ¢ sepcuein MO 1.22.2

CuHxpoHu3auus ¢ Bepcumeii MO 1.22.1
KoppekTtuposka:

+ 4.5.5 NoameHto «Radio»
+ 5.6.2.1 lononHutesibHblEe
HaCTPOWKM 6GECNPOBOAHbLIX MHTEPIENCOB
+ 5.6.7 Hactpoiika cepsuca APB
CuviHxpoHu3auus ¢ Bepcueitn 1.21.1
CuHxpoHu3zaums ¢ sepcuein 1.21.0

CuiHxpoHn3auus ¢ Bepcueii 1.20.0
[o6aBneHbl pasgens:
+ lMopakntoyeHne ceTeBOro kabens

CuHxpoHusaums ¢ sepcuein MO 1.19.3
CuHxpoHu3auus ¢ Bepcumeit MO 1.19.0
CuHxpoHu3saums ¢ sepcuein MO 1.18.1

CuHxpoHu3auus ¢ Bepcueli MO 1.17.0
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Bepcua JOKyMeHTa

Bepcusa 1.9
Bepcusa 1.8
Bepcua 1.7

Bepcua 1.7

Bepcunsa 1.6

Bepcua 1.5

Bepcusa 1.4

Bepcusa 1.3
Bepcus 1.2
Bepcusa 1.1

Bepcua 1.0

Bepcusa nporpammHoro obecnedexmns 1.25.7

AaTta BbinyckKa

12.02.2018
30.11.2018
10.08.2018
14.04.2018

27.12.2017
30.10.2017

01.02.2017

20.09.2016
19.07.2016
15.10.2015
16.04.2015

PykoBogacTBo no akcnayatauum WOP-12ac-LR

CopgepxaHue nameHeHuii

CuHxpoHusaums ¢ sepcuein MO 1.16.0
CuiHxpoHu3auus ¢ Bepcumeii MO 1.15.0
CuHxpoHu3auus ¢ Bepcueli MO 1.14.0

CuHxpoHu3auus ¢ Bepcumeii MO 1.12.0
KoppekTtunpoBka:
+ XapakTepuctuka ycTpoiictea

CuHxpoHusaumsa ¢ sepcuein MO 1.11.4

CuHxpoHu3auusa ¢ sepcueid MO 1.11.2
[obaBneHo:

3.4.5 MNoaknoyeHne aHTeHH K YCTPOACTBY
CuHxpoHu3auus ¢ sepcumeit MO 1.9.0
3meHeHo:

2.2 XapaKTepucTuku yCTpoiicTBa

2.3 TexHn4eckne napameTpbl yCTpoicTea
2.5 CTpyKTypHas cxema nsgenus
CuHxpoHu3auus ¢ Bepcueii MO 1.8.0
CuHxpoHusaums ¢ sepcuein MO 1.7.0
CuiHxpoHu3auus ¢ Bepcueii MO 1.6.2

MepBas nybnvkaums
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TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBA3Mn Ha caiTe: htips://eltex-co.ru/support/
Servicedesk: hitps://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuiA: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpy3ok: hitps://eltex-co.ru/support/downloads


https://eltex-co.ru/support/
https://servicedesk.eltex-co.ru/
https://eltex-co.ru/
https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
https://eltex-co.ru/support/downloads/
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