BupTyanbHbI CEPBUCHDbIN MapLLUpyTU3aToOp

TexHnyeckoe onncaHue

SELTEX

KomnneKcHble pelerna gna nocTpoeHns ceteit

— BupTtyanbHoe ucnonHeHue

— MapLupyTusauma gaHHbIX

— MHOronpoToKoJ/ibHas KoOMMyTauua no metkam (MPLS)

— NocTpoeHue 3awmwieHHoro nepumetpa cetu (NAT, Firewall)

— MoOHUTOPUHT U NpeaoTBpalyeHue ceTeBbix atak (IPS/IDS)’

— ®unbTpauma ceTeBbiX AaHHbIX MO PA3/IMYHbIM KPUTEPUAM,
BK/1104aA GUNbTPALMIO NO NPUIONKEHUAM

— OpraHu13aums 3alULLEHHbIX CETEBbIX TYHHENEN mexay
dunananamm KomnaHuii

—YpaneHHoe nogKnoueHUe COTPYAHUKOB K odpucy

— YnpaBneHue pacnpegeneHmem noaocbl NPonycKkaHuaA
UHTepHeT-KaHana B opuce nocpeacrsom QoS \

— OpraHusauusa pe3epBHOro coeguHeHus

— TepmuHupoBaHue L2-nogKAIOYEHUIA KANEHTOB, OrpaHUYeHue
NoAaKAI0YeHNiA No nonoce nponyckauusa, GyHKuumn IPOE BRAS'

vESR
(=

HE (TEX

CepBuCHbIN mapLupyTusaTop VESR npegHasHayeH 41 UCNonb30BaHMA B KOPNOPATUBHBIX CETAX CBA3M A4/1A NOAK/IOYeHMA He6obWUX 1
cpegHUx odncos KomnaHmin. PYHKLMOHANIbHOCTb MEKCETEBOrO 3KPaHa U MapLUpyTU3aTopa No3sonseT obecneynTb 6e30nacHOCTb Npu
PasNYHbIX BapuaHTax NoAKAoYeHUs yepes ceTb MHTepHeT. VESR noaaeprkusaeT paclwmMpeHHble GyHKLMU MapwpyTusaumnm, GyHKLUUK
OpraHu3aLumn TeppuUTOpMabHO-pacnpeseneHHbIX ceTelt v GyHKLMM obecneyeHms ceTeBoli 6e3onacHoCTU.

¢yHKLI,MOHaI1 bHblé BO3MOXXHOCTU

Remote Access VPN, ¢pyHKUMA KNneHTa
— PPTP/PPPoE/L2TP/OpenVPN/IPsec XAUTH

Remote Access VPN, ¢pyHKumMA cepBepa
— L2TP/PPTP/OpenVPN/IPsec XAUTH

Site-to-site VPN

—IPsec: pexumsbl «policy-based» u «route-based»’

— DMVPN

— Anroputmbl wndposaHua DES, 3DES, AES, Blowfish, Camellia
— AyteHTUdMKaums coobueHnit IKE MD5, SHA-1, SHA-2

TyHHenupoBaHue

— IPOGRE, EoGRE
—IPIP

—L2TPv3

— LT (inter VRF routing)

®dyHKUUK L2

— KommyTaumsa naketos (bridging)

— Arperauuma nHtepoericos LAG/LACP (802.3ad)
— MNoppepxkka VLAN (802.1Q)

— Jlornyeckune nHTepdencsl

— LLDP, LLDP MED

— VLAN Ha ocHoBe MAC

— MNoppeprkka STP, RSTP

®yHKumm L3 (IPv4/IPv6)

— TpaHcnaumsa agpecos NAT, Static NAT, ALG

— CTaTuyeckme mapLupyTbl

— [InHamnyeckne nNpoToKonbl mapwpyTtrsauun RIPv2, RIPng,
OSPFv2/v3, IS-IS, BGP?

Habop ¢pyHKumi cooTBeTcTBYeT Bepcum MO 1.24.1.

— dunbTpauma mapupytos (prefix list)

—VRF

— ®parmeHTaums GRE (IPoGRE, EoGRE, MPLS over GRE)
— Policy Based Routing (PBR)

— BFD gna BGP, OSPF, cTaTMyecKmMx MapLupyToB

YnpasneHue agpecaumeii (IPva/IPv6)

— Cratuyeckue IP-agpeca

— DHCP-knueHT

— DHCP-Relay Option 82

— BcTpoeHHbin cepsep DHCP, nogaeprkka onuwmin 43, 60, 61, 150
—IP unnumbered

— DNS resolver

MPLS

— MNopaeprkka npoTtokona LDP

— MNopaepxka L2ZVPN VPWS

— Nopgaep:kka L2VPN VPLS Martini Mode
—Nopaep:kka L2VPN VPLS Kompella Mode
—Mopapepka L3VPN MP-BGP
—Moppaepka MPLS over GRE

IPOE BRAS'

— TepMMHaLMA NONb30BATENBCKMUX CECCUIM

— AyTeHTUdUKaLma nonb3osatener no MAC- nnm IP-agpecam

— AKKayHTUHT ceccuit no npotokony NetFlow

— dunbTpauma no 6enbim/yepHbim cnmckam URL

— KBoTupoBaHue no o6bEMy TpadurKa, No BpeMeHM ceccuu, no
CceTeBbIM NPUNONKEHUAM

— HTTP/HTTPS Proxy

— HTTP/HTTPS Redirect

T dyHKUMOHaN AOCTyNEeH ToNbKO Ans onummn VESR FREE, nogaep»kKa Ha Apyrux onumsax 6yaet peasn3oBaHa B CEAyOLLMX BEPCUSX.
2 Mo ymonuaHuio cootsetcTayeT onuum VESR FREE. MonHbIi GyHKLMOHAN aKTUBMPYETCA NULIEH3NEN.
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®yHKUMOHaNbHbIE BO3MOXHOCTU (NpogoneHue)

DYHKLMM CETEBOM 3aLLUTDI MOHUTOPUHT ¥ ynpasneHue

— Cuctema obHapyKeHWs 1 NpeAoTBPaLLEHUA BTOPKEHUI — MopaepxKa cTaHAAPTHBIX M pacwmnpeHHbix SNMP MIB,
(IPS/1DS)' RMONv1

— Web-dunbrpaums no URL, no cogeprkumomy (cookies, ActiveX, — BcTpoeHHbIit Zabbix agent
JavaScript) — AyTeHTUdMKaLMA Nonb3oBaTesei No oKanbHow Hase

— ®unbTpauma Ha 6ase L2/L3/L4-noneii 1 No NpUNoXKeHNsM cpeacTsamu npoTokonos RADIUS, TACACS+, LDAP

—MNoppepxka cnnckos koHTpons goctyna (ACL) Ha 6ase — 3awuTa OT OWMBOK KOHPUIYPUPOBaHMUS, aBTOMaTUYeCKOoe
L2/L3/L4-noneit BOCCTaHOB/IEHME KOHOUrypaLmu. Bo3MoKHOCTb c6poca

— Zone-based firewall KOHOUIypaLmm K 3aBOACKMM HAcTpOMKam

— 3awura ot DoS/DDoS-aTtak 1 onoseLLeHne 06 aTakax — WnTepdeiic ynpasnexus CLI

— JlornposaHue cobbITUii aTak, cobbITMIN cpabaTbiBaHUA NpaBuA - Mopaepskka Syslog

YnpagneHue KauectBom o6cnyxusanus (QoS) — MOHMTOP UCMO/b30BaHMA CUCTEMHbIX PECYPCOB

— 10 8 NPUOPUTETHBIX UM B3BELLEHHBIX OYEPeAeit Ha NopT — Ping, traceroute (IPv4/IPv6), TpaccMpoBKa NakeTos

— 12- 1 L3-npuopuTnsaums Tpaduka (802.1p (CoS), DSCP, — O6HoBneHue MO, 3arpysKka 1 BbIrpy3ka KOHGUrypauum no
IP Precedence (ToS)) TFTP, SCP, FTP, SFTP, HTTP(S)

— NpepoTBpalyeHne neperpysku oyepeseii RED, GRED —Nopaepxka NTP

— CpeAcTBa NepemMapK1poBaHua NPUOPUTETOB — Netflow v5/v9/v10 (akcnopTt ctatuctuku URL ans HTTP,

— MpumeHeHue nonnTuk (policy-map) host ana HTTPS)

— YnpaBnexne Nonocoi nponyckanus (shaping) — JlokanbHOe ynpas/ieHne Yepes KOHCO/IbHbIN NopT

— Wepapxuueckuii QoS — YganeHHoe ynpasneHue, npotokobl Telnet, SSH (IPv4/IPv6)

— MapKu1poBKa ceccuii — BbIBOA, MHPOPMaLMKM Mo ceparcam/npoLeccam

— JlokanbHOe/yaaneHHoe coxpaHeHne KoHdUrypauuia

CpepctBa obecneyeHMa HAQEXKHOCTU CETU

—VRRP v2,v3

— banaHcupoBka Harpy3ku Ha WAN-uHTepdeiicax,
nepeHanpas/ieHne NOTOKOB AaHHbIX, MepeK/toUYeHne npu
OLEeHKe KayecTBa KaHana

— PesepBupoBaHue ceccuit firewall

MapLipyTM3aTopa

MuHMMaNbHble CUCTEMHbIE TpeboBaHUA?

ApxuTeKTypa x86-64, TakToBasA Yyactota He meHee 1,8 My,
Mpoueccop Moapepykka Habopa MHCTpyKLmMIA MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokoneHue npoueccopos Intel Nehalem nan AMD Barcelona CPU nnu Bbilue)

OnepaTuBHaA NamATb He meHee 3Tb
JncKkoBoe NpoCcTpaHCTBO He meHnee 375 Mb

VirtualBox 6.0,

Xen B pexkume HVM,
QEMU,

VMWare Workstation/ESXi

Mnepsunsopbl

dmynauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3
MapasupTtyanusauus:
VirtlO
PCI Pass-through:
Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),
Intel X722 Ethernet Controller (2x10/4x10)

Mopaepxusaembie 1/0

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.24.1.
T dyHKUMOHAN AOCTYNEH TONbKO Ans onummn VESR FREE, nogaep»Ka Ha Apyrux onumax 6yaet peanvM3oBaHa B CIEAyIOLLUX BEPCUsX.
2 MpusesgeHHble Tpe60BaHUA NMO3BONAIOT MPOM3BECTM YCTaHOBKY VESR 1 nepBuYHbIN 3anycKk ¢ 6a30BOM HACTPOMKOM.

www.eltex-co.ru
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NpoussogutensHocTb (0gHO AAP0)

Mogenb Pesynbrat Mbit/s Pesynbtat PPS
Mogpgenb npoueccopa

ORI PC 171,621 4 146,348 1846,154 289 898 341 440 335211
4208CPU @ 2.10GHz \\ixNET3 130,678 2 962.065 1456, 598 220744 243 906 264 670
T PCI 147,289 2502,180 1360,824 248 810 206 043 246 887
E5-2620v4 @ 2.10GHz 1 [y iy NET3 82,682 1677,985 804,037 139 761 138173 146 370

MHPopmauma ana 3akasa

OnuwyA NporpaMMHbIi CepBUCHbIN MapLipyTusaTtop VESR FREE, 1 Mbit/s, 1024 RIB BGP,

VESR FREE 1000 RIB OSPF, 1000 RIB IS-IS, 1000 RIB RIP, 2 VPN

VESR BASIC Onuus NPorpaMmmHBbIi CepBUCHbIN MapLipyTusatop VESR BASIC, 100 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 6 VPN, 1 rog,

VESR BASIC+ Onuma NPorpamMmmMHbIii cepBUCHbIM MapLipyTusatop VESR BASIC+, 500 Mbit/s, 512k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 12 VPN, 1 rog,

VESR STANDARD Onums NporpaMmmHbIin cepBMCHbIN MappyTrsatop VESR STANDARD, 1 Gbit/s, 768k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 24 VPN, 1 rop,

VESR STANDARD+ Onuma NporpammHbIi cepBUCHbIN MappyTr3atop VESR STANDARD+, 5 Gbit/s, 1024k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED Onuma NPorpammMHbIii cepBUCHbI mapLupyTmusatop VESR ADVANCED, 10 Gbit/s, 2048k RIB BGP,
500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

VESR ADVANCED+ Onuma NPorpammHbIi cepBUCHbIN MappyTrsatop VESR ADVANCED+, 25 Gbit/s, 4096k RIB BGP,

500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 64 VPN, 1 rog,

OnumAa NPorpamMmmHbIii cepBUCHbIM MmapLipyTusatop VESR PREMIUM, 50 Gbit/s, 5000k RIB BGP,

VESR PREMIUM 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

OnuwWA NporpaMmmHbIi CepBUCHbIN MapLupyTusaTop VESR PREMIUM+, 100 Gbit/s, 5000k RIB BGP,

VESR PREMIUM~ 500k RIB OSPF, 500k RIB IS-IS, 10k RIB RIP, 256 VPN, 1 rog,

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.24.1.

Cpenatb 3aKas O KomnaHum ELTEX

Npeanpuatue «3/ITEKC» — Beaywmii poccUNCKUn pa3paboTumk u

‘ ﬁ 7 npousBoAMTENb KOMMYHMKaLMOHHOro obopyaosaHusa ¢ 30-neTHew
i M . .

~ nctopueil. KOMNAEKCHOCTb peLleHuii U BO3MOMKHOCTb MX 6ecluoBHOM

+7(383) 2741001 eltex@eltex-co.ru www.eltex-co.ru

WHTerpaLmm B MHGPACTPYKTYpy 3aKazumMKa — NPUOPUTETHOE HanpaB/ieHne
+7 (383) 274 48 48

Pa3BUTUA KOMNaHNA.

www.eltex-co.ru
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